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What is the most secure device?

The only secure computer is
one that's unplugged,
locked in a safe, and buried
20 feet under the ground in
a secret location... and I'm
not even too sure about
that one.

—Dennis Hughes, FBI

» Connect it to power -
you’re exposed

* Connect it network -
you’re more exposed

* Connect it Internet -
you’re even more
exposed
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IMPORTANCE OF SECURITY

The Internet allows an attacker to attack from anywhere on the planet.
Risks caused by poor security knowledge and practice:

— Unauthorized access to information

— Loss of access to information

— Loss of information

— Corruption of information

— Theft of information

According to www.SANS.org , the top vulnerabilities available for a
cyber criminal are:

— Web Browser
— IM Clients = ?
— Web Applications \X

— Excessive User Rights
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The implications are non-trivial

 Loss of revenue
.~ * Loss of business
* Fines, lawsuits, headlines

» Unbudgeted expenses

— Breach costs currently estimated at around $190
per record exposed®

— 5,263 records = $1 million hit

*Ponemon Institute



Trojan terminates escrow firm

™
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 $1.1 million wired to China and could not be
o retrieved

* Firm was closed by state law, now in
receivership, 9 people out of a job

» So what's the best weapon for keeping that
kind of Trojan code out of your company’s
system?
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A well-trained workforce

* Knows not to click on suspicious links in email
or social media

 Knows to report strange activity (e.g. the two-
factor authentication not working)

» Knows to scan all incoming files for malware
— Email, USB drives
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Does training make a difference?

* Yes

* A significant percentage of problems can be
averted, or their impact minimized, if more
employees get better security training and
education®

*A bunch of different studies in recent years
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SECURITY VS SAFETY

Security: We must protect our computers and
data in the same way that we secure the doors
to our homes.

Safety: We must behave in ways that protect
us against risks and threats that come with
technology.
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The SMB Sweet Spot for the cyber-
criminally inclined

A
——————————————— o Enterprises
Assets '
worth |------- Q <« : SMB
looting : | “Sweet Spot”
---'? : | Consumers
|
| ' |
L——-'-—-—-—-—-‘—}

Level of protection



SMARTCOM

oA

L, s, 1

Purpose of this training is:

USER AWARENESS



Who Is who
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System Administrators
Some scripts are useful
to protect networks...

, | o
Cracker:
Computer-savvy
& programmer creates T
o attack software

Script Kiddies:
Unsophisticated
computer users who
know how to
execute programs

Criminals:

Create & sell bots -> spam
Sell credit card numbers,...

Hacker Bulletin Board
SOL Injection
Buffer overflow

Password Crackers

Password Dictionaries

Successful attacks!
Crazyman broke into ...
CoolCat penetrated...

Malware package=$1K-2K
1 M Email addresses = $8
10,000 PCs = $1000
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a- LEADING THREATS

v Virus
. Worm
= Trojan Horse / Logic Bomb
Social Engineering
Rootkits

Botnhets / Zombies

= 2]




SMARTCOM

VIRUS

A virus attaches itself to a program, file, or
disk

When the program is executed, the virus
activates and replicates itself

The virus may be benign or malignant but
executes its payload at some point (often
upon contact)

Viruses result in crashing of computers and
loss of data.

In order to recover/prevent virus/attacks:
Avoid potentially unreliable websites/emails
System Restore
Re-install operating system
Anti-virus (i.e. Avira, AVG, Norton)

infects
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WORM

; - - Independent program which replicates itself and sends copies
> from computer to computer across network connections. Upon
arrival the worm may be activated to replicate.

Shared computers with weak
may get i by

/ ;

PO "

Computers with a proper password policy.
current security updates, antivirus or security
software, and secured shares are protected
from infection of this worm

as External Hard Drives
and USB sticks, may get
infected by the worm

Email List:

: Joe@gmail.com
worm: to make Ann@yahoo.com

cor s 1o s across the
network, seeking systems that do not have

current security updates, or have open shares, Bob @ qu . edu

removable media, or weak passwors ds

Computers with open shares Computers without the latest security
may get infected by the worm updates may get infected by the

worm
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LOGIC BOMB / TROJAN HORSE

, L g
Logic Bomb: Malware logic executes upon certain conditions.
& Program is often used for legitimate reasons.
o Software which malfunctions if maintenance fee is not paid

Employee triggers a database erase when he is fired.

Trojan Horse: Masquerades as beneficial program while
quietly destroying data or damaging your system.

Download a game: Might be fun but has hidden part that emails
your password file without you knowing.
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SOCIAL ENGINEERING

@ Social engineering manipulates people into performing actions or divulging
confidential information. Similar to a confidence trick or simple fraud, the
term applies to the use of deception to gain information, commit fraud, or

— -
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PHISHING = FAKE EMAIL

Phishing: a
‘trustworthy entity’
asks via e-mail for
sensitive
Information such as
SSN, credit card
numbers, login IDs
or passwords.

£ Credit/Debit cord update = =104 x|
Fle Edt Yiew Tool Message Help "
g & -8 - > ) O
Reoly Repiy Al Forward Prnt Dedeste Prewvious Next
From: eBay Dilng Depar timent
Date: Sunday, November 28, 2004 7:32 AM
To:
Subject: CredtDebst card update
\ ® =3
The World's Ontine Marketplace®
Dear eBay customer
During our regularly scheduled account mamtenance and verification procedures, we

have detected a shght error m your biling mformation
This mught be due to either of the followmg reasons

1. A recent change m your personal mformation { i e change of address)

2. Submuting mnvalid mformation dunng the matial sign up process

3. An mabidity to accurately verify vour selected option of payment due to an mternal
ervor withan our processors

Bl |

i

b |
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PHARMING = FAKE WEB PAGES

== TrustedBank "

Dear walued customer of TrustedBank,

Wwe hawe reciewved notice that wou hawve recently atte mpted to withdraw the
following amount from your checking account while in another country: $135.25.

If this information is not correct, someone unknown may have access to your
account. As a safety measure, please wisit our website wvia the link Delow to wverify
wour personal information:

bt Arwewen trustedbank comsgeneralfcustverityinfo. asp

Once wou hawe done this, our fraud department will work to resolve this
discrepency. YWe are happy you have chosen us to do business with.

Thank wou,
TrustedBanlk

The link provided in the e-mail leads to a fake webpage which
collects important information and submits it to the owner.
The fake web page looks like the real thing

Extracts account information



BOTNET

v, A botnet is a large number of compromised computers that are used to

create and send spam or viruses or flood a network with messages as a
denial of service attack.

- The compromised computers are called zombies

SMARTCOM

Botnets: Bots

Attacker Handler

' Zombies: Host illegal

music, pornography,
criminal web sites, ...

Hungary

eﬁ | Bots: Forward Spam for
/ financial gain
<>

Zombies




MAN IN THE MIDDLE ATTACK

An attacker pretends to be your final destination on the
network. If a person tries to connect to a specific WLAN
access point or web server, an attacker can mislead him to
his computer, pretending to be that access point or server.

/y‘/i :
- ~—
nn S
o
\

==

Web Server

Attacker
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ROOTKIT

Upon penetrating a computer,
a hacker installs a collection of
programs, called a rootkit.

May enable:

Easy access for the hacker (and
others)

Keystroke logger
Eliminates evidence of break

Modifies the operating system KeyStroke Log Y\\d@e(\
er



PASSWORD CRACKING:
"DICTIONARY ATTACK & BRUTE FORCE

ARTCOM

Pattern Calculation Result Time to Guess
(2.6x10*8/month)

& Personal Info: interests, relatives 20 Manual 5 minutes
Social Engineering 1 Manual 2 minutes
American Dictionary 80,000 < 1 second
4 chars: lower case alpha 264 5x10°
8 chars: lower case alpha 268 2x101
8 chars: alpha 528 5x1013
8 chars: alphanumeric 628 2x10% 3.4 min.

8 chars alphanumeric +10 728 7x10%4 12 min.
8 chars: all keyboard 958 7x10% 2 hours
12 chars: alphanumeric 6212 3x10% 96 years
12 chars: alphanumeric + 10 7212 2x10% 500 years
12 chars: all keyboard 9512 5x10%3

16 chars: alphanumeric 6216 5x1028




RECOGNIZING A BREAK-IN OR
COMPROMISE

SMARTCOM

, L g
Symptoms:
._" Antivirus software detects a problem
- Pop-ups suddenly appear (may sell security software)

Disk space disappears

Files or transactions appear that should not be there
System slows down to a crawl

Unusual messages, sounds, or displays on your monitor
Stolen laptop (1 in 10 stolen in laptop lifetime)

Your mouse moves by itself

Your computer shuts down and powers off by itself
Often not recognized
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MALWARE DETECTION

Y,
Spyware symptoms:
& Change to your browser homepage/start page
| o
- Ending up on a strange site when conducting a search

System-based firewall is turned off automatically

Lots of network activity while not particularly active
Excessive pop-up windows

New icons, programs, favorites which you did not add

Frequent firewall alerts about unknown programs trying
to access the Internet

Bad/slow system performance
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(with examples)

SAFE & SECURE
USER PRACTICES



‘% SECURITY: DEFENSE IN DEPTH

Defense in depth uses multiple layers of
& defense to address technical, personnel
~»  and operational issues.

Defense in Depth Layers W
5 ; \\\ icati r re Br r/Fir
’/) ,\ #\2 \ 14

Vista UAC



@ Positioning End User Security Awareness for
— Business

r * End User Security and Awareness

¢ «°  programs reside in the Policies, \
& Procedures, and Awareness layer

-.‘ of the Defense in Depth security Application

model.

 User security awareness can affect
every aspect of an organization’s
security profile.

« User awareness is a significant part  Permsier
of a comprehensive security profile Physical SciTY /

becausg many qttack types rely on \Polices, Procedures & Awareness/
human intervention to succeed.

SMARTCOM

HOST

IRteral INETWo K
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ANTI-VIRUS & ANTI-SPYWARE

Anti-virus software detects malware and can destroy
It before any damage is done

Install and maintain anti-virus and anti-spyware
software

Be sure to keep anti-virus software updated
Many free and pay options exist

oooooo
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FIREWALL

A firewall acts as a wall between your computer/private network

and the internet. Hackers may use the internet to find, use, and

- install applications on your computer. A firewall prevents hacker
= connections from entering your computer.

Filters packets that enter or leave your computer

% Windows Security Center

Il E3
@& Security Center
Help protect your PC

@) Resources & Security essentials

Security Center helps you manage your Windows security settings. To help protect your
computer, make sure the three security essentials are marked ON. If the settings are not ON,
follow the recommendations. To return to the Security Center later, open Control Panel
What's new in Windows to help protect my computer?

= Get the latest security and virus
information from Microsoft

= Check for the \awast updates from

Windows Updat ﬁ Firewall S ON
- Get support for security-related
ssues %Autcmat‘ic Updates @ ON ¥
- Get help about Security Center
= Change the way Security Center @J Virus Protection @ ON |«
alerts me

Manage security settings for:

Q Internet Options. % Automatic Updates
% Windows Firewall

= Windows Finewall

General | Exceptions | Advanced

“windaws Fireveall helps protect your computer by preventing unauthorized users
fram gaining access to your computer thraugh the Internet or a network.

How Windows Firewall works -- Web Page Dialog

@  On (recommended)

Thiz setting blocks all outside soul
computer. with the exception of

Select this when you connect
locations, such as airports. 7o
Firewall blocks programs. Seld
ighared

@ ) Off (not recommended)

Avoid using this setting, Tuming o
computer more vulnerable to virsy

what else should | knowe about *indows Firef
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PROTECT YOUR OPERATING SYSTEM

@ Microsoft regularly issues patches or updates to solve security
problems in their software. If these are not applied, it leaves your
computer vulnerable to hackers.

@ The Windows Update feature built into Windows can be set up to
automatically download and install updates.

@ Avoid logging in as administrator

Automatic Updates |z|

E——— ==y
= — —_ —— —_——————————
Q\J [® » Control Panel » System and Maintenance » Windows Update » + | 45 ||| search o ~| Automatic Updates |
= =
—
&g Check for updates . 5 . . e I'-.JI Help protect your PC
Windows Update with Windows Ultimate Extras
Change settings
. e ? = wWindows can regularly check For important updates and install themn Far you.
View update history @ Install updates for your computer {Turning on Automatic Updates may aukomatically update Windows Update
Restore hidden updates e softweare first, before any other up;lates.)
- otal: 1 important update [ @ install updates How does Aotomatic Updates work?
(2) Updates: frequently asked Also available: 1 optional update _—
questions View available updates
Always install the latest updates to enhance your computer's Automatic (recommended)
& L bout Wind Ultimate i
E::,::a SEERREaRE e secumitioand pesfonmance. Automatically download recommended updates For mey
computer and install them:
Most recent check for updates: Today at 8:13 AM Every day ab  [S:00 AM
Updates were installed: Today at 8:15 AM. View update history
You have Windows set to: Automatically install new updates every day at 3:00 AM Download updakes For me, but lek me choase when o install them.
(recommended)

MakiFy me but don't autamatically download or inskall thern.

Turn off Automatic Updates,

“our compuker will be more wulnerable unless vou install
updakes regularly.

Install updates From the Windows Update Web site,

Offer updates again that I've previousky hidden

% Windows Ultimate Extras [ OK ] [ Cancel ] Apply




SMARTCOM

CREATING A GOOD PASSWORD (1/2)

Y, Bad Merry Christmas
Password
& (Lengthen)
L Merry Xmas
[ S
MerryChrisToYou
| (Synonym)
(Intertwine MerryJul
Letters) (convert vowels (Abbreviate)
to numeric)
MaryJul
(Keypad shift MerChr2You
Right .... Up)
MXemrays Glad*Jes*Birth
Good - MborryXmils Mary*Jul
PasSWOrd ,stuzc,sd Jg46Sjqw mErcHr2you



SMARTCOM

CREATING A GOOD PASSWORD (2/2)

Combine 2 unrelated
words

Abbreviate a phrase

Music lyric

Mail + phone = m@!lfOn3

My favorite color is blue=
Mfciblue

Happy birthday to you, happy
birthday to you, happy birthday
dear John, happy birthday to you.

hb2uhb2uhbdJhb2u
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PASSWORD RECOMMENDATIONS

Never use ‘admin’ or ‘root’ or ‘administrator’ as a login for the admin

A good password is: -
- %%

private: it is used and known by one person only -

secret: it does not appear in clear text in any file or program or on a piecc ui pape:
pinned to the terminal

easily remembered: so there is no need to write it down

at least 8 characters, complex: a mixture of at least 3 of the following: upper case
letters, lower case letters, digits and punctuation

not guessable by any program in a reasonable time, for instance less than one week.
changed regularly: a good change policy is every 3 months
Beware that someone may see you typing it. If you accidentally type
your password instead of your login name, it may appear in system log
files
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HUMAN ISSUES

- _7 * Even the best password is worthless when

>
>

N

someone other knows it.

& ® Social Engineering.

.,

L

o Attacker will extract the password directly from the user.

o Attacks of this kind are very likely to work unless an
organization has a well-thought-out policies.

o In his 2002 book, The Art of Deception, Mitnick states
that he compromised computers solely by using
passwords and codes that he gained by social
engineering.

Motorola case
http://www.youtube.com/watch?v=J4yH2GPiE70 (3:09)

Kevin Mitnick:

It's much easier to trick
someone into giving you his
or her password for a system
than to spend the effort to
hack in.
http://www.youtube.com/watc
n?v=8 VYWefmy34 (2:00)

Source: Wikipedia. Social
engineering


http://www.youtube.com/watch?v=J4yH2GPiE7o
http://www.youtube.com/watch?v=8_VYWefmy34
http://www.youtube.com/watch?v=8_VYWefmy34

SMARTCOM

AVOID SOCIAL ENGINEERING &
MALICIOUS SOFTWARE

Do not open email attachments unless
you are expecting the email with the
attachment and you trust the sender.

Do not click on links in emails unless you
are absolutely sure of their validity.

Only visit and/or download software from
web pages you trust.
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OTHER HACKER TRICKS TO AVOID

Be sure to have a good firewall or pop-up blocker
Installed

& Pop-up blockers do not always block ALL pop-ups so

always close a pop-up window using the ‘X' in the upper
corner.

Never click “yes,” “accept” or even “cancel” F

Infected USB drives are often left unattended by
hackers in public places.



SECURE ONLINE BANKING &
BUSINESS

@ Always use secure browser to do online activities.
@ Frequently delete temp files, cookies, history, saved passwords etc.

SMARTCOM
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Phishing

o Criminally fraudulent process of attempting to acquire

SenSp===
detai V’ SA Advanced verification.

el e Ct For security reasons please provide information requested below

Card Type bebn v

Card = = x— o
Number - - —

o Con| st
cvv2 '
O S ATM PIN |

s, credit card
intity in an

o |T administrators
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harming (1/3

2 of 101

Inbox Printer <<printer@smartcom bg> 12 Jan (5 days ago) -
to Smartcom ~
Starred
Important
Chats
Sent Mail Please Open the attached document.
This document was sent to you using ES8453 MFP
Drafis
All Mail Resolution: 200 dpi
Color Mode: Auto
Spami(2 Document Size: A4LEF
Bin Sent by: OKI-8453-MFP<ES8453 MFP>
[T | Attachment File Format: Adobe PDF
e To view this document, you need to use the Adobe Reader.
To get a free copy of the Adobe Reader, please visit:
http.//www.adobe.com/
[Untitled].pdf
an Clues
4
l J o o p— 12 Jan (5 days ago) LN
ey
Q ""}D\ Good reaction
12 Jan (5 days ago) -

E-.._. . -

B —— —
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Example phishing/pharming (2/3

da'ﬁ:texl/h(m\,htlps.

N——c]
Jraztext/html,https M
G <

counts.google.com jceLogin?service=mail

Google

account. All of Google.

ith your Google Account

Symbol showing
enhanced https:// ?7?7?
security ??7?

TR

v/ Stay signed in Need help?
Create an account

One Google Account for everything Google

EMéteO2 > E

accounts.google.com/ServiceLogin?service =mail P+ g F&G 0O P ¢

<script src=data:text/ht... .7

O
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Example phishing/pharming (3/3)

Google

One account. All of Google.

Sign in to continue to Google Drive

¥ Stay signed in Meed halp?

Creale an account

Ong Gaogle Account for everything Google

BEM&6DO 2> HE

Google

One account. All of Google.

Sign in to continue to Gmail

Enter your email

Meed help?

Create account

One Google Account for everything Google
GCMmEOL S E

Google Login Phishing Page

Current Authentic Google Login Page
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Fake mail (1/2

From: Capital One [capitalc il. capitalone.com]

To: john@acme.com

Cc

Subject: Capital One Bank: urgent security notification [message id: 8892754772]

CapitalOle

what’s in your wallet?

—

Capital One® TowerNET Form and Treasury Optimizer Form are ready

Dear customer,

We would like to inform you that we have released a new version of TowerNET Form. This form is required to
be completed by all TowerNET users. IT you are a former customer of the North Fork bank. using Treasury
Optimizer service for online banking. please use the same button to login and choose Treasury Optimizer
form from a menu on the web-site.

Please use the "Log In" button below in order to access the Form.

Add us to your address book
Please add our address—shown in the "From” line above—to your electronic address book to make sure that
important account messages don't get blocked by a SPAM filter.

Important Information from Capital One

ntains information directly related to your account with us, other services to
ation you may have submitted

P e e R o e e e e e S CEETS e Pt

Il
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Fake mail (2/2

From: Capital One [capitalone @email.capitalone.com]

To: Jjohn@acme.com

Cc

Subject: Capital One Bank: urgent security notification [message id: 8892754772]

M

Capital One«

Dear customer,

=orm are ready

Ersion OT | OWe Form. This form is required to
ate a former customer of the North Fork bank. using Treasury
e use the same button to login and choose Treasury Optimizer

2 http.//commercml.capitalonebank.com.
form file71381.asp.lljil.com/confirmmode/ I
distack/formpage.aspx? |
id=273260163883143846403677995281578
94282648463768880005& em=sam@iness.

in order to access the Form.

Add us to your address book

Please add our address—shown in the "From" line above—to your electronic address book to make sure that
important account messages don't get blocked by a SPAM filter.

Important Information from Capital One

This e-mail was sent to john@acme.com and contains mformfmon directly related to

your account with us, other services to
which you have subscribed, andfor any application you may have submitted
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From: Bank of America Alert [onlinebanking @alert.bankofamerica.com]

To: john@acme.com
Cc
Subject: Official information <message id: 0425824347 >

This email sent to:
john@acme.com

Bankof America ”z Online Banking

Online Banking Alert

Message from Customer Service

To: john@acme.com

-0300

We viould like to inform you that we have released a new version of Bank of America Customer
Form. This form is reguired to be completed by all Bank of America customers.

Please follow these steps:

1.0pen the form at
bttp: //voveve.bankofamerica.com/srv 8555/ customerservice/securedirectory/cform.do/cform.php?

id=79251659922185625808920276234509042127728623237107488264418179782.

2.Follows given instructions.

Because email is not a secure form of communication, please do not reply to this email.
If you have any guestions about your account or need assistance, please call the phone number
on your statement or go to Contact Us at vivww.bankofamerica.com.

Bank of America, Member FDIC. g A
© 200% Bank of America Corporation. All Rights Reserved. Orficat Symator 2004 2008

US. Ownpa Tears

[

il
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From: Bank of America Alert [onlinebanking @alert.bankofamerica.com]
To: john@acme.com
Ca
Subject: Official information <message id: 0425824347 >
—_
N
BankofAmerica@ Online Billlkillg

Online Banking Alert This email is fraudulent.

It is addressed to you

‘but your name is not used, and
‘there is no indication they know
your account information.

Message from Customer Senrn

To: john@acme.com

This email sent to:
john@acme.com

http://www.bankofamerica.com.srv_8955.
We would like to inform you that we have released a n| fgtsssa co.uk/customerservice/

Form. This form is required to be completed by all Ban securedirectory/cform.do/cform.php?
1d=792516599321856258089302763345090
421277286337107488264418179782&email

Please follow these steps:

1.0Open the form at L 1
bttp:// .bankofamerica.com/srv 8955/customerse Click to fol link

|c—“925165992:1856 SE082302762245090421277286287107488264418175782.
2.Follows given instructions.

Because email is not a secure form of communi » please do not reply to this email.
If you have any guestions about your account or need assistance, please call the phone number
on your statement or go to Contact Us at vwww.bankofamerica.com.

Bank of America, Member FDIC. &
© 2009 Bank of America Corporation. All Rights Reserved. Oriciot Spumeer 200¢.2098
e

l
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From: service @paypal.com

To: John Doe

Cc

Subject: Update your credit card information with PayPal

PayPal

Dear John Doe,

Your credit card ending in 9595 will expire soon. To avoid any disruption to your PayPal service,
please update your credit card expiration date by following these steps:

1. Log in to your PayPal account.
2. Go to the Profile subtab and click Credit Cards in the Financial Information column.
3. Choose the credit card that needs updating and click Edit.
4. Enter the updalhttps://www.paypal.com/us/cgi-bin/
webscricmd=_bc-signup
Or simply get the PayP,c‘kk to follow link pproved almost instantly, and there’s
no annual fee. Apply. today.

Sincerely,
PayPal

e email notifications in pla text instead of HTML, update vour preferences

1

[
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From:
To:

Cc
Subject:

service @paypal.com
John Doe

Update your credit card information with PayPal

PayPal

Dear John Doe,

Your credit card ending in 9595 will expire soon. To avoid any disruption to your PayPal service,
please update your credit card expiration date by following these steps:

1. Log in to your PayPal account.
2. Go to the Profile subtab and click Credit Cards in the Financial Information column.
3. Choose the credit card that needs updating and click Edit.

4. Enter the updalhttps://www.paypal.com/us/cgi-bin/
webscricmd=_bc-signup

or simply get the Paypaclick to follow link

pproved almost instantly, and there’s

no annual fee. Apply today.

Sincerely,

PayPal

Please do not reply to this e  For
assistance, log in to your Pay

page

To receive email notifications

PayPal Email ID PPG31

Dl
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Extra line breaks in this message were removed.

From: United Parcel Service of America [onlineservices @ufthansa.com]
To:

Ca

Subject: Postal Tracking #UY6LG72236FH1Y7

.1 Message | 1, UPSNR_976120012.zip 37 KB)

Hello!

We were not able to deliver postal package you sent on the 14th of March in time
because the recipient’s address is not correct.

Please print out the invoice copy attached and collect the package at our office.

Your United Parcel Service of America




SMARTCOM

=
Message

Adobe PDF

Extra line breaks in this message were removed.

From: United Parcel Service of America [onlineservices @luf|
To:

Cc

Subject: Postal Tracking #UYELG72236FH1Y7

Hello!

e were not
because the
Please print

Your United

pes|e(=ls

- [[3) « uPsNR97...

- I 4y I I Search

By Organize ~ - Views ~ B Extract all files

Favorite “ Name
UPSNR_976120012.exe

-~ | Type
Application
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@

@

JI_Full Protection
) - Activate
=

\x/ ample Scan results 19 potential threats found.

Advice: Please register to clean up potentially harmful items.

Support

Register Windows Security Suite to get full protection against potentially unwanted software,
viruses and malware.

Windows

Security Suite

Reqgister MNOW!

MName alert level Action Status
A e he e Lt St Sices et
~

&d Virus.BAT.IBBM.ClsV Critical Remove Mot cleaned =
& Trojan-PSW.VBS.Half Critical Remove Mot cleaned
&? Trojan-IM.Win32.Faker.a Low Remove Not cleaned
&W? Trojan-Spy.HTML.Bankfraud.ra Critical Fix Potentially Infected
wW? Trojan-PSW.VBS.Half Critical Remove Not cleaned
Wd Virus.Win32.Faker.a Critical Remove Mot cleaned -
Threat name: Yirus.Win32.Faker.a
Passible risk lexel; — e e e
File at risk of infection: C:\Documents and Settings\BleepingRecent\snl2w.exe
Description: These programs steal MSN Messenger passwords using a Fake dialogue box for entering MSN

password. The program terminates connection and advises re-connecting, and info entered is sent

to the virus writer,

Recommended:

Please click "Protect Now” to enhance your PC protection against potentially harmful items.

Protect MNow
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al- BACK-UP IMPORTANT INFORMATION

g No security measure is 100%

= What information is important to you?
s your back-up:

Recent?
Off-site & Secure?

mm Process Documented?,,.., .,
Tested? CT5 i

Encrypted?
s "
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Securlng Yourself

Common Sense
Awareness/physical security
Regularly Update Patches

Anti Virus, anti spyware...

Be careful what you download
Read the computer message(s)

Don't blindly click next > next >
next

Be careful when you read email
especially if it belongs to someone
else

Don't try to open every attachment

Keep your password/PIN to
yourself

Lock your computer while away

Don’t leave SmartCards/Tokens
inserted while away

Be aware, Be vigilant...
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In Simple Words...

; .., Enaaae Brain
€A’ Before USING KEYBOARD
&
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