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Course Overview

This four-day course discusses the configuration of Juniper Networks EX-series switches in a
typical network environment. Key topics include a platform overview, user configuration
interfaces, initial and secondary system configuration tasks, operational monitoring of an
EX-series switch, Ethernet switching concepts, the Spanning Tree Protocol (STP), inter-VLAN
routing, switching security protocols and features, IP telephony features, and design and
implementation considerations. This course is based upon JUNOS software for EX-series
switches Release 9.0R2.

Through demonstrations and hands-on labs, you will gain experience in configuring and
monitoring the EX-series switches.

Objectives

After successfully completing this course, you should be able to:

Intended Audience

Describe common deployment options for the EX-series switches.

Perform operational monitoring tasks typically associated with EX-series switches.
Install and configure an EX-series switchiin ainetwork.

Form a Virtual Chassis system by connecting multiple EX-4200 switches.
Configure and monitor virtual LANs (VLANS).

Create a loop-free network environment using STP.

Implement inter-VLAN,routing using static and dynamic methods.

Define and applyouting policy and firewall filters.

Secure aswitch port using available port access security features.

Configure and monitor IP telephony features such as Power over Ethernet (PoE),
voice VLAN,and the Link Layer Discovery Protocol (LLDP).

Design and implement a Layer 2 network using EX-series switches.

The primary audiences for this course are end users of EX-series switches, which include the

following:

Course Level

Network engineers;
Support personnel;
Reseller support; and

Others responsible for implementing Juniper Networks enterprise switching
products.

Operating Juniper Networks Switches in the Enterprise is an introductory-level course.

Prerequisites

The prerequisite for this course is a basic understanding of the TCP/IP protocols.

Although not required, familiarity with the command-line interface (CLI) of a switching platform
or UNIX system is helpful.

Course Overview ¢ vii



Course Agenda

Day 1
Chapter 1:
Chapter 2:
Chapter 3:
Chapter 4:

Chapter 5:

Chapter 6:

Day 2
Chapter 7:

Chapter 8:

Chapter 9:

Chapter 10:

Day 3
Chapter 14:

Chapter 12:

Chapter 13:

Course Introduction

Introduction to Juniper Networks Enterprise Switches
User Interface Options

Lab 1: User Interface Options

Installation and Initial Configuration

Lab 2: Initial Configuration

Secondary System Configuration

Lab 3: Secondary System Configuration

Operational Monitoring and Maintenance

Lab 4: Operational Monitoring

Virtual Chassis Systems

Lab 5: Virtual Chassis System

Interface Support, Configuration;"and Monitoring
Lab 6: Interface Configuration

Ethernet Switching.and Virtual LANs

Lab 7: EthernetSwitching and VLANs

Spanning Tree Protocol

Lab 8: Spanning Tree

Inter-VLAN"Routing

Lab 9, Parts 1-3: RVI and Static Routing
Lab 9, Part 4: Single-Area OSPF
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Routing Policy and Firewall Filters
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Switching Security
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Day 4
Chapter 14: IP Telephony Services
Lab 12: IP Telephony Services
Chapter 15: Design and Implementation of Layer 2 Networks

Lab 13: Design and Implementation

gjunlper. Course Agenda ¢ ix
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Document Conventions

CLI and GUI Text

Frequently throughout this course, we refer to text that appears in a CLI or a graphical user
interface (GUI). To make the language of these documents easier to read, we distinguish GUI
and CLI text from chapter text according to the following table.

Style Description Usage Example
Franklin Normal text. Most of what you read in the Lab
Gothic Guide and Student Guide:
Courier Console text:
New commit complete

. Screen captures

J Noncommand-related Exiting configuration

syntax mode
GUI text elements: Select File > Open, and then

click Configuration.conf in

: Menu names the Filename text box.

. Text field entry

Input Text Versus Output Text

You will also frequently see cases where'you must enter input text yourself. Often this will be
shown in the context of where you. must enter it. We use bold style to distinguish text that is
input versus text that is simply displayed:

Style Description Usage Example
Normal CLI  No distinguishing variant. Physical interface:fxp0,
Enabled

Normal GUI
View configuration history by
clicking Configuration >

History.
CLI Input Text that you must enter. lab@San_Jose> show route
GUI Input Select File > Save, and enter
config.ini inthe Filename
field.
x * Document Conventions /= )
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Defined and Undefined Syntax Variables

Finally, this course distinguishes between regular text and syntax variables, and it also
distinguishes between syntax variables where the value is already assigned (defined variables)
and syntax variables where you must assign the value (undefined variables). Note that these
styles can be combined with the input style as well.

Style Description Usage Example
CLT Text where variable value is already policy my-peers
Variable  assigned. Click on my-peersin the dialog.
GUI
Variable
CLI Text where the variable’s value is Type set” policy
Undefined the user’s discretion and text where  policy-name.
GUT the variable’s value as shown in the ing 1000.1.1
. lab guide might differ from the R F" ==
Undefined

value the user must input.

Select File > Save, and enter
filename in the Filename field.

Document Conventions ¢ xi



Additional Information

Education Services Offerings

You can obtain information on the latest Education Services offerings, course dates, and class
locations from the World Wide Web by pointing your Web browser to:
http://www.juniper.net/training/education/.

About This Publication

The Operating Juniper Networks Switches in the Enterprise Student Guide was developediand
tested using software version 9.0R2. Previous and later versions of software may behave
differently so you should always consult the documentation and release notes forthe,version
of code you are running before reporting errors.

This document is written and maintained by the Juniper Networks Education Services

development team. Please send questions and suggestions for improvement to
training@juniper.net.

Technical Publications

You can print technical manuals and release notes directly fromithe Internet in a variety of
formats:

. Go to http://www.juniper.net/techpubs/.

. Locate the specific software or hardware release and title you need, and choose
the format in which you want to'view:or print the document.

Documentation sets and CDs are available through your local Juniper Networks sales office or
account representative.

Juniper Networks Support

For technical support, contact Juniper Networks at http://www.juniper.net/customers/

support/, or at 1-888-314-JTAC (within the United States) or 408-745-2121 (from outside the
United States).

xii ¢ Additional Information
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Operating Juniper Networks Switches in the Enterprise

Chapter Objectives

After successfully completing this chapter, you will be
able to:
Get to know one another
|dentify the objectives, prerequisites, facilities, and
materials used during this course
ldentify additional Juniper Networks courses

Describe the Juniper Networks Technical Certification
Program

fJuniper’ Education Services

This Chapter Discusses:
. Objectives.and course content information;
. Additional Juniper Networks, Inc. courses; and

. Juniper Networks Technical Certification Program (JNTCP).

Chapter 1-2 « Course Introduction iJuniper”

NETWORKS



Operating Juniper Networks Switches in the Enterprise

Introductions

Before we get started...
What is your name?
Where do you work?
What is your primary role in your
organization?
What kind of hetwork experience
do you have?

What is the most important thing tor
you to learn in this training.session?

fiJuniper’ Education Services

Introductions

This slide asks.several' questions for you to answer during class introductions.

== Course Introduction ¢ Chapter 1-3
@ Juniper p
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Operating Juniper Networks Switches in the Enterprise

Course Contents

Contents:

Chapter 1. Course Introduction

Chapter 2. Introduction to Juniper Networks Enterprise
Switches

Chapter 3. User Interface Options

Chapter 4. Installation and Initial Configuration

Chapter 5. Secondary System Configuration

Chapter 6: Operational Monitoring and Maintenance

Chapter 7. Virtual Chassis Systems

Chapter & Interface Support and Configuration

Chapter 9. Ethernet Switching and VLANs

Chapter 10: Spanning Tree Protocol

Chapter 11: Inter-VLAN Routing

Chapter 12: Routing Policy and Firewall Filters

Chapter 13: Switching Security

Chapter 14: IP Telephony Services

Chapter 15: Design and Implementationof Layer 2 Networks

fJuniper’ Education Services

ks Ine.

Course Contents

This slide lists the topics we discuss in this course.

Chapter 1-4 < Course Introduction iJuniper”
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Operating Juniper Networks Switches in the Enterprise

Prerequisites

The prerequisites for this course are the following:
Basic understanding of the TCP/IP protocols
Basic understanding of Layer 3 routing and Layer 2
switching concepts
While not required, familiarity with the command-line
interface of a routing platform or UNIX system is helpful

fiJuniper’ Education Services

Prerequisites

This slide lists the prerequisites for this course.

Course Introduction ¢ Chapter 1-5
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Operating Juniper Networks Switches in the Enterprise

Course Administration

The basics:
Sign-in sheet
» Schedule
+ Class times
+ Breaks
« Lunch
* Break and restroom facilities
Fire and safety procedures
Communications

« Telephones and wireless devices
« Internet access

fJuniper’ Education Services

General Course Administration

This slide documents general aspects of classroom administration.

Chapter 1-6 < Course Introduction iJuniperw
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Operating Juniper Networks Switches in the Enterprise

Education Materials

Available materials:

In class:

« Lecture material

¢ Lab guide

« Lab equipment
Online:

« glearning courses

fiJuniper’ Education Services

Training and Study Materials

This slide describes Education Services materials that are available for reference both
in the classroom,and online.

== Course Introduction ¢ Chapter 1-7
@ Juniper p
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Operating Juniper Networks Switches in the Enterprise

Additional Resources

For those who want more:

Juniper Networks Technical Assistance Center (JTAC)
« http://www_juniper.net/support/requesting-support.html
Juniper Networks books
« http://www juniper.net/training/jnbooks/
Hardware and software technical
documentation
« Online: http.//www juniper.net/techpubs/
« Image files for offline viewing;
http://www.juniper.net/techpubs/resources/cdrom html

Certification resources
« http://www. juniper.net/training/certification/resources.html

fJuniper’ Education Services

Additional Resources

This slide describes additional resources available to assist you in the installation,
configuration, and operation of Juniper Networks products.

Chapter 1-8 < Course Introduction iJuniper”

NETWORKS



Operating Juniper Networks Switches in the Enterprise

Satisfaction Feedback

Class
Feedback

J#
v
To receive your certificate, you must complete the

survey
Either you will receive a survey to complete at the end of
class, or we will e-mail it to you within twowweeks
Completed surveys help us serve you betterl!

RIEERRRKERIE

fiJuniper’ Education Services

Satisfaction'Feedback

Juniper Networks usesan electronic survey system to collect and analyze your
comments andfeedback. Depending on the class you are taking, please complete the
survey.at the end of the class, or be sure to look for an e-mail about two weeks from
class.completion that directs you to complete an online survey form. (Be sure to
provide us with your current e-mail address.)

Submitting your feedback entitles you to a certificate of class completion. We thank
you in advance for taking the time to help us improve our educational offerings.

== Course Introduction ¢ Chapter 1-9
@ Juniper p
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Operating Juniper Networks Switches in the Enterprise

Enterprise Curriculum (1 of 3)

Enterprise Routing
* Supports J-series and M-series
technologies in an enterprise
environment
Enterprise Switching
* Supports EX-series
technologies in an
enterprise environment

Juniper Education Services

Enterprise Routing/Curriculum

You can access the latest Education Services offerings that support Juniper Networks
J-series and M-series technologies in an enterprise environment at
http://www.juniper.net/training/technical_education/#enterprise.

Enterprise Switching Curriculum

You ean access the latest Education Services offerings that support Juniper Networks
EX-series technologies in an enterprise environment at
http://www.juniper.net/training/technical_education/#enterprise.

Chapter 1-10 ¢ Course Introduction _e
P ¢ Juniper
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Operating Juniper Networks Switches in the Enterprise

Enterprise Curriculum (2 of 3)

* Security
* Firewall/IPSec VPN
» SSL VPN
* Intrusion Protection
» Unified Access Control

Juniper Education Services

Enterprise Security Curriculum

You can accessithe latest Education Services offerings that support Juniper Networks
security technologies in an enterprise environment at
http://www.juniper.net/training/technical_education/#sec.

Course Introduction ¢ Chapter 1-11

i Juniper
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Operating Juniper Networks Switches in the Enterprise

Enterprise Curriculum (3 of 3)

Application Acceleration
WX WAN Acceleration
DX Application Acceleration

Juniper Education Services

Enterprise Application'Acceleration Curriculum

You can access the latest Education Services offerings that support Juniper Networks
application acceleration technologies in an enterprise environment at
http://www.juniper.net/training/technical_education/#appaccel.

NETWORKS

Chapter 1-12 « Course Introduction iJuniperw



Operating Juniper Networks Switches in the Enterprise

Service Provider Curriculum (1 of 2)

JUNOS platforms

Supports M-series, MX-series,
and T-series technologies in a
service provider environment

fiJuniper’ Education Services

Service Provider Curriculum: JUNOS Platforms

You can accessithe latest Education Services offerings that support Juniper Networks
M-series, MX-series, and T-series technologies in a service provider environment by

going to http://www.juniper.net/training/technical_education/ and clicking the
Service Provider tab.

== Course Introduction ¢ Chapter 1-13
@ Juniper p
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Operating Juniper Networks Switches in the Enterprise

Service Provider Curriculum (2 of 2)

JUNOSe platforms

Supports E-series
technologies in a service
provider environment

fJuniper’ Education Services

Service Provider Curriculum: JUNOSe Platforms

You can access the latest Education Services offerings that support Juniper Networks
E-series technologies in‘a service provider environment by going to

http://www.juniper.net/training/technical_education/ and clicking the Service
Provider tab.

Chapter 1-14 « Course Introduction
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Operating Juniper Networks Switches in the Enterprise

Technical Certification Programs

Demonstrate competence with
Juniper Networks technology
Multiple tracks
Multiple certification levels
Written proficiency exams

Hands-on configuration and
troubleshooting exams

fiJuniper’ Education Services

JNTCP

The Juniper Networks Technical Certification Program (JNTCP) consists of
platform-specifie, multitiered tracks that enable participants to demonstrate, through
a combination of written proficiency exams and hands-on configuration and
troubleshooting exams, competence with Juniper Networks technology. Successful
candidates demonstrate thorough understanding of Internet and security
technologies and Juniper Networks platform configuration and troubleshooting skills.
You can learn more information about the JNTCP at
http://www.juniper.net/training/certification/.

M Juniper

Course Introduction ¢ Chapter 1-15



Operating Juniper Networks Switches in the Enterprise

Certification Tracks

Multiple tracks

Enterprise:

« Enterprise Routing

¢ Enterprise Switching
Enhanced Services
Firewall/IPSec VPN
Intrusion Protection
SSLVPN

« WX WAN Acceleration

« DX Application Acceleration

« Unified Access Control
Service Provider:

* M-series/T-series

+ E-series

fJuniper’ Education Services

Multiple Tracks

This slide details the different JNTCP tracks. You can access more details on each of
these tracks on the JNTCP Web site at http://www.juniper.net/training/certification/.

Chapter 1-16 ¢ Course Introduction iJuniperw
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Operating Juniper Networks Switches in the Enterprise

Certification Levels

Up to four levels per track

Associate i Juniper.
+ Multiple choice exam | Certified |
L Internet Associate
Spemallslt | i‘jJuniperu
« Multiple choice exam ikl
.
Professional Internet Specialist
+ One-day. lab-based exam 1_!gu|;!‘!per
Expert @ NETWORKS™
* One-day lab-based exam Intérnet Professional o .__-‘ E
] o
INTERNET

unciA ) UNCIS

JNCIP NCIE

fiJuniper’ Education Services

Certification'Levels

Each JNTCP track has one to four certification levels. Associate-level and
Specialist-level'exams are computer-based exams composed of multiple choice
questions. These computer-based exams are administered at Prometric testing
centers worldwide and have no prerequisite certification requirements.

Professional-level and Expert-level exams are composed of hands-on lab exercises
thatiare administered at select Juniper Networks testing centers. Professional-level
and Expert-level exams require that you first obtain the next lower certification in the
track. Please visit the JNTCP Web site at
http://www.juniper.net/training/certification/ for detailed exam information, exam
pricing, and exam registration.

M Juniper

Course Introduction ¢ Chapter 1-17



Operating Juniper Networks Switches in the Enterprise

Certification Preparation

How to prepare:

Training and study resources
+ INTCP Web site
http://www. juniper.net/training/certification/
+ Education Services training classes
http://www_ juniper.net/training/technical_education/
« Juniper networks documentation and white papers
http.//www.juniper.net/techpubs/
Practical exams: lots of hands-on practice
« On-the-job experience
« Education Services training classes
« Equipment access

fJuniper’ Education Services

Prepping and Studying

This slide lists some options forthose interested in prepping for Juniper Networks
certification.

Chapter 1-18 +« Course Introduction iJuniper”
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Operating Juniper Networks Switches in the Enterprise

Questions

iniper Education Services

Any Questions?

If you have any.questions or concerns about the class you are attending, we suggest
that you voice them now so that your instructor can best address your needs during
class.

== Course Introduction ¢ Chapter 1-19
¢ Juniper p
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Chapter 1-20 < Course Introduction
P e Juniper
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Operating Juniper Networks
Switches in the Enterprise

Chapter 2: Introduction to Juniper Networks
Enterprise Switches



Operating Juniper Networks Switches in the Enterprise

Chapter Objectives

After successfully completing this chapter, you will be
able to:
Describe the EX-series switching platforms
List the components of an EX-series switch
Explain the design architecture of EX-series switches
Describe packet flow through an EX-series switch
List the management options for EX-series switches

fJuniper’ Education Services

This Chapter Discusses:

. EX-seriesiswitching platforms;

. Components of EX-series switches;

. The design and architecture of EX-series switches;

. Packet flow through an EX-series switch; and

o Some common management options for EX-series switches.

Chapter 2-2 « Introduction to Juniper Networks Enterprise Switches ] s o
P P P 2 Juniper
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Operating Juniper Networks Switches in the Enterprise

Agenda: Introduction to Juniper Networks
Enterprise Switches

Overview of Enterprise Switching Platforms
Architecture and Packet Flow
Network Management Options

EiJuniper’ Education Services

Overview of Enterprise Switching Platforms

The slide lists,the topics we cover in this chapter. We discuss the highlighted topic
first.

ae ] Introduction to Juniper Networks Enterprise Switches ¢ Chapter 2-3
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Operating Juniper Networks Switches in the Enterprise

Enterprise Switching Platforms

Switching platforms designhed to meet the needs of
small to large enterprise environments
High performance
High availability
Carrier-class reliability
Operational simplicity

Accessand
Access Distribution
Layer Layers
EX 3200 Switches EX 4200 Switches
Ideal for branch offices and low-density campus Ideal for dynafic nework agegregation points,
wiring closets that require 24 to 48 ports growing braneh!offices, and campus environments

Juniper Education Services

Enterprise Switching Platforms

The slide outlines the Juniper Networks switches targeted for the enterprise market.
These switches offer various combinations of price, performance, and redundancy to
match the needs of both small and large enterprises.

The JuniperNetworks EX 3200 Ethernet switches deliver best-in-class,
high-performance connectivity for branch office environments and low-density
campuswiring:closets. The EX 3200 switches are available with either 24 or 48
10/400/1000Base-T Ethernet ports with either partial or full Power over Ethernet
(PoE) configurations.

The Juniper Networks EX 4200 Ethernet switches provide a high-performance,
scalable solution for medium- and high-density environments where incremental
growth and high availability are absolute requirements. The Virtual Chassis switch
family includes 24- and 48-port 10/100/1000Base-T platforms, as well as a 24-port
100Base-FX/1000Base-X SFP fiber platform. With the exception of the 24-port
100Base-FX/1000Base-X SFP fiber platform, all models offer either partial or full POE
options. EX 4200 switches can be interconnected to form a Virtual Chassis system,
whereas EX 3200 series switches cannot. We cover the Virtual Chassis deployment
option system in a subsequent chapter.

Chapter 2-4 « Introduction to Juniper Networks Enterprise Switches ] o
P P P 2 Juniper
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Operating Juniper Networks Switches in the Enterprise

Fixed-Configuration Switches (EX 3200)

Uplink modules: 5] Forn:Factor LCD Display
4-port 1 Gigabit Ethernet (SFP) .
2-port 10 Gigabit Ethernet (XFP)

Power and cooling:

Field-replaceable AC PSU

Full Class 3 PoE (15.4 W) Uplink Module —<

Field-replaceable fan tray

Access Port Configuration Swatching System Power

Capacity (with PoE)
EX 3200-24T 24 port 10/100/1000BASE-T 8 88 Gbps 1RU 320W AC PSU
EX 3200-24P 24 port 10/100/1000BASE-T 24 88 Gbps 1.RU 600W AC PSU
EX 3200-48T 48 port 10/100/1000BASE-T a8 136 Gbps 1RU 320W AC PSU
EX 3200-48P 48 port 10/100/1000BASET 48 | 136Gbps 1RU 930W AL PSU

fiJuniper’ Education Services

Uplink Modules

Optional uplinksmodules are available for all EX 3200 models. Uplink modules provide
either two 10-gigabit small form-factor pluggable transceivers (XFPs) or four 1-gigabit
small form-factor pluggable transceivers (SFPs). These ports are often used to
connectan access switch to a distribution switch or a customer edge (CE) router.

Power and Cooling

The slide highlights the power and cooling components used in the EX 3200 switches.
These platforms offer a field-replaceable AC power supply and a field-replaceable fan
tray.
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EX 3200 Models

LCD Panel LCD Buttons
and LEDs

Front View

LAN Ports

Uplink Module Ports

Protective Earthing Terminal ESD Point

Rear View

Management B
Ethemet Port '
Redundant Power
AC Power Suppl
Supply (RPS) Fan Tray PRIy
Connector
Console Port

fJuniper’ Education Services

EX 3200 Switches

Juniper Networks EX'3200 fixed-configuration Ethernet switches are ideal for wiring
closets and branch offices where a single switch is required. The EX 3200 platforms
have the following specifications and features:

. Compact 1-rack unit (RU) form factor.

. USB port: This port accepts a USB storage device for use as a secondary
storage device.

U LAN ports: These ports are fixed, autosensing 10/100/1000 Base-X
Gigabit Ethernet ports. Options include 24 or 48 network ports.

. Console port: This port is a data terminal equipment (DTE) RS-232 serial
port with an RJ-45 connector used to access the switch’s command-line
interface (CLI).

. Management Ethernet port: This Gigabit Ethernet port is used for
out-of-band (OoB) management access.

. Redundant power supply (RPS) connector: This connector is used to
connect an external redundant power supply.

. Protective earthing terminal: This terminal is the attachment point for a
grounding cable that connects the switch to earth ground.

. Electrostatic discharge (ESD) point: This attachment point is used to
ground a user to the device during maintenance operations.

Continued on next page.
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EX 3200 Switches (contd.)

Power supply and fan exhaust: The AC power supply is field replaceable.
The power supply contains a built-in exhaust and cooling fan.

Fan tray: This tray contains the fan that cools the switch and is field
replaceable.

LCD panel and buttons: This panel allows the user to verify status
information visually, while the buttons provide for various configuration
operations.

LEDs: These LEDs indicate status and alarm conditions!

Uplink module slot: This uplink module slot is used@asyan-insertion point
for either a 4-port 1 Gigabit Ethernet moduletor a(2-port 10 Gigabit
Ethernet module. You must order these modules separately.

iper
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Dual,

EX 4200-24T
EX 4200-24P

EX 4200-24F
EX 4200-48T
EX 4200-48P

Virtual Chassis Switches (EX 4200)

Uplink modules:
4-port 1 Gigabit Ethernet (SFP)
2-port 10 Gigabit Ethernet (XFP)

Power and cooling:

Full Class 3 POE (15.4 W)
Fan FRU, multiple blowers

1-RU Form Factor  Uplink Module

hot-swap AC PSU

LCD Display

Access Port Configuration Switching System Power
Capacity {with PoE)
24 port 10/100/1000BASET a 88 Gbps 1 RU 320W AC PSU
24 port 10/100/1000BASE-T 24 88 Gbps 1RU 600w AC PSU
24 port 100Base-FX/1000BASEX (SFP) N/& 136 Gbps 1RU 320W AG PSU
48 port 10/100/1000BASE-T a8 136 Gbps 1RU 320W AC PSU
48 port 10/100/1000BASE-T 48 136 Gbps 1RU 930W AC PSU

fJuniper’ Education Services

Uplink Modules

Optional uplink modules‘are available for all EX 4200 models. Uplink modules provide
either two XFPs or four SEPs. These ports are often used to connect an access switch
to a distribution switch, orto interconnect member switches of a Virtual Chassis
system across multiple wiring closets.

Powerand Cooling

The slide highlights the power and cooling components used in the EX 4200 switches.
These platforms offer dual, hot-swappable internal AC power supply units (PSUs), full
Class 3 PoE (15.4 W) ports, and a field-replaceable fan tray with multiple blowers.
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Front View

Rear View

EX 4200 Models

Virtual Chassis
Ports

LCD Panel LCD Buttons
and LEDs

LAN Ports 3
Uplink Module Ports

Fan Tray (Multiple Blowers)

Use

Console Port Redundant AC Power Supplies

Management
Ethemet Port

fiJuniper’ Education Services

EX 4200 Switches

Juniper Networks EX-series Virtual Chassis Ethernet switches deliver a powerful,
scalable solution.for dynamic headquarters environments, network aggregation
points,.and growing office locations. The EX 4200 platforms have the following
specifications and features:

Compact 1-RU form factor.

USB port: This port accepts a USB storage device for use as a secondary
storage device.

LAN ports: The EX 4200 switches offer fixed, autosensing 24- or 48-port
10/100/1000 Base-X as well as 24-port 100Base-FX/1000Base-FX
(SFP) ports.

Console port: This port is a DTE RS-232 serial port with an RJ-45
connector used to access the switch’s CLI.

Management Ethernet port: This Gigabit Ethernet port is used for OoB
management access.

Continued on next page.
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EX 4200 Switches (contd.)

. Power supply: These dual, load-sharing, redundant power supplies are
field replaceable and hot swappable.

. Fan tray: This field-replaceable fan tray contains three fans. The switch
remains operational if a single fan fails.

. LCD panel and buttons: This panel allows the user to verify status
information visually, while the buttons provide for various configuration
operations.

. LEDs: These LEDs indicate status and alarm conditions.

. Uplink module slot: This uplink module slot is used as an insertionpoint

for either a 4-port 1 Gigabit Ethernet module or a 2-port 10 Gigabit
Ethernet module. You must order these modules separately.

. Virtual Chassis ports: These ports are used to interconnect multiple
EX 4200 switches to create a Virtual Chassis system.

Chapter 2-10 ¢ Introduction to Juniper Networks Enterprise Switches F



Operating Juniper Networks Switches in the Enterprise

EX-series Components

EX-series platforms use the following components:

CPU: Performs control plane tasks
« EX 4200—1-GHz PowerPC
¢ EX 3200—600-MHz PowerPC
Compact-flash drive: Nonvolatile storage
« 1 GB on both EX 4200 and EX 3200 platforms
DRAM: Operating location for JUNOS software
« 1 GB on EX 4200 platform and 512 MB on EX 3200, platform

Custom ASICs: Perform forwarding plane tasks

fiJuniper’ Education Services

EX-series Components

EX 3200 and\EX 4200 platforms use the following components:

. CPU:xPerforms control plane tasks such as protocol maintenance and
routing and forwarding updates. The CPU is the primary component in the
Routing Engine (RE).

. Compact-flash drive: Provides nonvolatile storage on EX-series platforms.

. DRAM: Runs JUNOS software and stores route and forwarding table
information.

. Custom application-specific integrated circuits (ASICs): Perform the

various forwarding plane tasks such as next-hop lookup services and
forwarding. These ASICs are the primary components of the Packet
Forwarding Engine (PFE).
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EX-series Ease-of-Use Features

Factory-default configuration ready for switching
Accessible anytime using the LCD menu
Web-based GUI management available (J-Web)
Rescue configuration
EZsetup option
Available through initial console or J-Web access

LCD panel Menu button  Enter button

fJuniper’ Education Services

Ready for Switching, Right Out of the Box

EX-series switches come fromthe factory with a working switching configuration. Plug
the switch in, attach network cables, and the switch is ready for your network. All
network ports are enabled for switching in the factory-default configuration. You can
load the factory-default configuration anytime using the LCD menu or by using the CLI.

JWebGUI'Management

J-Web'is a graphical user interface (GUI) used to configure and monitor EX-series
platforms and is installed by default on all EX-series switches.

Rescue Configuration

The rescue configuration is a user-defined configuration that is known to be good and
will allow user access. Once you have a known working configuration, save the
configuration using J-Web or the CLI. You can load the rescue configuration through
the CLI.

Continued on next page.
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Initial Setup

You can use the EZsetup option, available through the console connection or the
J-Web GUI. To access the EZsetup utility using the console connection, simply type
ezsetup at the shell prompt when logged in with the root account. The J-Web
EZsetup option is initiated by attaching a DHCP-enabled PC to the ge-0/0/0 or meO
interface and selecting Enter EZsetup from the LCD menu. Both EZsetup options
require the switch to be in a factory-default state. These configuration features were
added to the JUNOS software to ease initial configuration and to lessen the support
overhead in remote locations that might not have full-time networking staff on site.
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Agenda: Introduction to Juniper Networks
Enterprise Switches

Architecture and Packet Flow

EiJuniper’ Education Services

Architecture and Packet Flow

The slide highlights the topic we discuss next.

Chapter 2-14 « Introduction to Juniper Networks Enterprise Switches ] o
P P P 2 Juniper

NETWORKS



Operating Juniper Networks Switches in the Enterprise

JUNOS Software
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Operating System

Robust, modular operating system
Provides industry-leading performance and scalability
Separates forwarding and control planées
Allows for maximum stability and reliability
A single software train for all JUNQS platforms
Eases management overhead

fiJuniper’ Education Services

Robust, Modular, and Scalable

JUNOS software functionality is compartmentalized into multiple software processes.
Each process handles a portion of the switch’s functionality. Each process runs in its
own protected memory space, ensuring that one process cannot directly interfere with
another.When a single process fails, the entire system does not necessarily fail. This
modularity also ensures that new features can be added with less likelihood of
breaking current functionality.

Separate Forwarding and Control Planes

Another aspect of the JUNOS software’s modularity is the separation of the forwarding
plane and the control plane. The processes that control routing and switching
protocols are cleanly separated from the processes that forward packets through the
switch. This design allows each process to be tuned for maximum performance and
reliability.

Single Software Source Code

JUNOS software on the EX-series platforms uses the same source code that is used on
the J-series, M-series, and T-series platforms. This design ensures that features work
the same across all JUNOS-based platforms. Enabling new software features does not
require changing to a different JUNOS binary.
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Separation of Control and Forwarding

Routing Engine (CPU) - JéU!}ltOS
/ ortware

Packets In

———

Packet Forwarding Engine

- } Packetg)ni]

All JUNOS platforms share a common design goal
Clean separation of control and forwarding

RE maintains routing table, bridging table, and

primary forwarding table

PFE simply does what it is told, but does it really fast

fJuniper’ Education Services

Architectural Philosophy

Architecturally, all JUNOS-based platforms share a common design that separates the
switch’s or router’s control and forwarding planes. To this end, all EX-series, J-series,
M-series, T-series, and MX-series platforms consist of two major components:

The Routing Engine (RE): The RE is the brains of the platform; it is
responsible for performing protocol updates and system management.
The RE runs various protocol and management software processes that
reside inside a protected memory environment. The RE is based on the
PowerPC architecture. The RE maintains the routing tables, bridging table
and primary forwarding table and is connected to the PFE through an
internal link.

The Packet Forwarding Engine (PFE): The PFE is responsible for
forwarding transit packets through the switch. The PFE is implemented
using ASICs on the EX-series platforms. Because this architecture
separates control operations—such as protocol updates and system
management—from packet forwarding, the switch can deliver superior
performance and highly reliable deterministic operation.

Continued on next page.
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RE and PFE Interaction

The PFE receives the forwarding table (FT) and bridging table (BT) from the RE by
means of an internal link. FT and BT updates are a high priority for the JUNOS
software kernel and are performed incrementally.

The PFE Does What It Is Told

Because the RE provides the intelligence side of the equation, the PFE can simply do
what it is told to do—that is, it forwards packets with a high degree of stability and
deterministic performance.
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Routing Engine

Maintains routing and Layer 2 and Layer 3 forwarding
tables
Based on one or more real-time operating system threads
Provides forwarding tables to PFE
Controls and monitors the chassis
Implements command-line and J-Web interfaces
Provides power control and system status monitoring

Manages the PFE

fJuniper’ Education Services

Routing Engine Intelligence

The RE handles all switeching and routing protocol processes as well as other software
processes that control the switch’s interfaces, the chassis components, system
management, and user access to the switch. These software processes run on top of
the JUNOS kernelithat interacts with the PFE. The switch directs all switching and
routing protocol packets from the network to the RE.

Controls and Monitors

The RE provides the CLI as well as the J-Web GUI. These user interfaces run on top of
theJJUNOS kernel and provide user access and control of the switch.

Packet Forwarding Engine Management

The RE controls the PFE by providing accurate and up-to-date Layer 2 and Layer 3
forwarding tables and by downloading microcode and managing software processes
that reside in the PFE’s microcode. The RE receives hardware and environmental
status messages from the PFE and acts upon them as appropriate.
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Packet Forwarding Engine

Forwards packets
PFE uses Layer 2 and Layer 3 forwarding tables provided by
the RE to forward packets toward the destination
Implements services
PFE performs various services such as policing, firewall
filtering, and CoS

fiJuniper’ Education Services

Packet Forwarding

Each EX-series switch contains one or more PFEs. The PFE forwards packets based on
the Layer 2 and Layer 3 forwarding tables provided by the RE. The 24-port EX 3200
models(contain a single PFE, whereas the 48-port EX 3200 models contain two PFEs.
The 24-port EX 4200 models contain two PFEs, whereas the 48-port EX 4200 models
contain three PFEs.

Advanced Services

In addition to forwarding packets, the PFEs also implement a number of advanced
services. Some examples of advanced services implemented through the PFE include
policers that provide rate limiting, firewall filters, and class of service (CoS).
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Packet Flow Overview (1 of 3)

Transit packets with known destination MAC address:

=0 5 i
Port 2 Port
m )
1. Packetenters portand attached ingress PFE.

PFE performs MAC address lookup . If source MAC address is known, packet is forwarded 0 egress PFE

3. If source MAC address is unknown, header information is extracted and sent 1o RE, whereit is added or
discarded {MAC limiting).

Routing
Engine
CPU

4. Newly learned source MAC address Is programmed into PFE(S).
Egress forwards packet to egress port. No additional lookup is needed.
Packet is sent towards destination.

fiJuniper’ Education Services

Switching Transit Packets with a Known Destination MAC Address

When packets enter-aswitch port, they are processed by the ingress PFE associated
with that port. The ingress PFE determines how transit packets are processed and
which lookup table is used when determining next-hop information. The PFE performs
a lookup on the source and destination MAC address. In the example illustrated on the
slide, the destination MAC address exists in the current bridging table.

Ifthe egress port belongs to the ingress PFE, the packet is switched locally. If the
egress port belongs to a PFE other than the ingress PFE, the packet is forwarded on
throughithe switch fabric to the egress PFE where the egress switch port resides. This
PFE might be a different PFE on the same switch or a remote PFE belonging to a
separate member switch within the same Virtual Chassis system. We cover the Virtual
Chassis details in a subsequent chapter.

If the source MAC address does not exist in the current bridging table, the PFE extracts
and sends the header to the RE to update the bridging table, which is part of the MAC
learning process.
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Packet Flow Overview (2 of 3)

Transit packets with unknown destination MAC
address:

Packet enters port and attached ingress PFE.

2. PFE performs MAC address lookup. Unicast packets with unknown'destination” MAC addresses are
replicated out to other PFEs and all other local ports in the same broadcast domain.

3.  Egress PFE replicates packet 10 egress ports in the same broadcastdomain. No additional lookup is
necded.

4 Packet is sent outall other ports towards destinationy{in same: broadcast domain).

fiJuniper’ Education Services

Switching Transit Packets with an Unknown Destination MAC Address

When the ingress PFE performs a lookup on the destination MAC address and no
entry exists in the bridging table, the packet is flooded out all ports in the same
broadcast domain. The packet is also flooded to other PFEs. However, the packet is
not flooded out the port on which it was received. Once the switch sees return traffic
from this MAC address, the address is added to the bridging table. Packets with
broadcast and multicast destination MAC addresses are also flooded in a similar
fashion.

M Juniper
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Packet Flow Overview (3 of 3)

Routed packets (destination MAC address is the
switch’'s MAC address):

VA
ol B
=

Packet enters port and attached ingress PFE.

2. PFE performs MAC address lookup. Because the destination MAC address isdtself, Layer 3lockup is
performed_ If destination IP address is the switch itself, packet is sent to RELIf the destination IP address is
not the switch, packet is forwarded 1 egress PFE.

Routing
Engine
CPU

Egress forwards packet to egress port. No additional lookup is needed.
Packet is sent towards destination.

flJuniper’ Education Services

Routing Packets

When the PFE detectsiits own address as the destination MAC address, a Layer 3
lookup is performed. If the destination IP address belongs to the switch, the packet is
forwarded to the RE. If the destination address is not the switch but exists in the
forwarding table, the packet is forwarded to the egress PFE. If the destination IP
address is‘not the switch and it is not listed in the forwarding table, the packet is
discarded.
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Agenda: Introduction to Juniper Networks
Enterprise Switches

Network Management Options

EiJuniper’ Education Services

Network Management Options

The slide highlights the'topic we discuss next.
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Management Solutions

Device management:
JUNOS CLI {Telnet, SSH, and XML}
J-Web (HTTP, HTTPS, and XML)

Network management:

SNMP, RMON, NETCONF, and syslog

Third-party options include:
+ HP—OpenView NNM
« IBM—Tivoli NetView and NetCool
+« CA—Unicenter

fJuniper’ Education Services

Device Management

The traditional JUNOS software CLI gives access to all features. The J-Web user
interface provides a graphical tool for common configuration tasks. The J-Web user
interface is not.intended to provide the full functionality found in the CLI.

Network'Management

The JUNOS software can act as an SNMP agent. It supports SNMP versions 1, 2¢, and
3. Several standard and Juniper Networks enterprise-specific MIBs are supported.
Refer to the Juniper Networks Web site for details about supported MIBs. In addition
t0.SNMP, JUNOS software also supports Remote Monitoring (RMON), an SNMP
extension. Other management options include NETCONF and syslog. The screen
highlights some third-party options that make use of SNMP, RMON, NETCONF, or
syslog.
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Summary

In this chapter, we:
Described the EX-series switching platforms
Listed the components of an EX-series switch
Explained the design architecture of EX-series switches
Described packet flow through an EX-series switch
Listed the management options for EX-series switches

fiJuniper’ Education Services

This Chapter Discussed:
. EXsseries switching platforms;
. Components of an EX-series switch;
. The design architecture of an EX-series switch;
. Packet flow through an EX-series switch; and
. Some common management options for EX-series switches.
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Review Questions

What are some key differences between the
EX 3200 and EX 4200 platforms?

What are some advantages of JUNOS software?
How are packets or frames processed through an
EX-series switch?

What options are available when managing an
EX-series switch?

fJuniper’ Education Services

Review Questions
1.
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Chapter Objectives

After successfully completing this chapter you will be
able to:
Describe user interface options for EX-series switches
Differentiate active and candidate configurations
Use J-Web to configure and monitor an EX-series switch

Use the JUNOS software CLI to configure and monitor an
EX-series switch

fJuniper’ Education Services

This Chapter Discusses:

. User interface options;
. Active and candidate configurations;
. Using the J-Web graphical user interface (GUI) to configure and monitor

an EX-series switch; and

) Using the command-line interface (CLI) to configure and monitor an
EX-series switch.
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Agenda: User Interface Options

User Interface Options
Active and Candidate Configurations
Using the J-Web GUI
Using the JUNOS Software CLI

fiJuniper’ Education Services

User Interface Options

The slide lists,the topics we cover in this chapter. We discuss the highlighted topic
first.
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User Interface Options

LCD panel Menu button  Enter button

LCD interface:
Menu-driven interface

J-Web interface: ® Z
A Web-based GUI l |

JUNOS software CLI:

Available from the console interface
+ RJ-45 RS-232 @ 9600 Bps, 8/1/N (not configurable)

Available by using Telnet or SSH
+ Requires network interface and related service configuration

Dedicated management Ethernet port
All EX-series network ports support management access

fJuniper’ Education Services

LCD Interface

Juniper Networks EX-series switches have a menu-driven LCD interface located on the
right side of the front panel. Two buttons next to the LCD allow navigation and
selection. You can use this interface in three modes:

. ldle mode: In this mode, the LCD displays the system temperature and
the status of power supplies and fans.

o Navigation mode: This mode enables you to reboot the switch, restore
the factory-default configuration, perform initial setup operations, and
view the status of LEDs.

. Alarm mode: The LCD switches to this mode for the viewing of alarms
when alarms occur.

J-Web Interface

J-Web is a Web-based GUI that you can access by using either Hypertext Transfer
Protocol (HTTP) or HTTP over Secure Sockets Layer (HTTPS). It provides quick
configuration wizards to simplify the most common configuration tasks. For more
complicated configurations, the J-Web GUI allows you to directly edit the switch’s text
configuration file. The J-Web GUI is installed and enabled by default on EX-series
switches.

Continued on next page.
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JUNOS Software CLI

You can access the JUNOS software CLI over the network (in band) by using the Telnet
or SSH protocols. SSH versions 1 and 2 are supported. JUNOS software CLI access is
also available using an out-of-band (OoB) serial console connection.

Dedicated Management Port

The EX-series switch has a dedicated management port named meO. This port
provides OoB access; therefore, transit traffic cannot be forwarded over me0. You can
also use network ports to manage the switch once the ports are configured.
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Agenda: User Interface Options

Active and Candidate Configurations

fJuniper’ Education Services

Active and Candidate Configurations

The slide highlights the topic we discuss next.
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Active and Candidate Configurations

Batch configuration model:
Must commit configuration changes

Active configuration:
Current operational configuration
Boot-up configuration

Candidate configuration:
A working copy for configuration changes
Initialized with the active configuration
Becomes active configuration upon commit

fiJuniper’ Education Services

Batch Configuration Changes

Unlike some vendors™software, configuration changes to the JUNOS software do not
take affect immediately. This design feature allows you to group together and apply
multiple configuration changes to the running configuration as a single unit.

Active Configuration

The active configuration is the configuration currently operational on the switch. It is
also the configuration the switch loads during the boot sequence. This concept is
analogous to both the running configuration and startup configuration in other
vendors’ software.

Candidate Configuration

The candidate configuration is a temporary configuration that might possibly become
the active configuration. When you configure the switch, JUNOS software creates a
candidate configuration and initially populates it with the switch’s active
configuration. You then modify the candidate configuration. Once satisfied with your
modifications, you can apply or commit the changes. This action causes the candidate
configuration to become the active configuration.
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Configuration History

Candidate configure Active
Configuration Configuration
0

rollback n 1

Active configuration stored in
/eonfig/juniper.conf. gz S —" " S
Rollback files stored in

/econfig/juniper.conf.n. gz (=1-3)

fconfig/db/config/juniper.conf.n.gz
(=4-49)

fJuniper’ Education Services

Configuration Files/and Configuration History

The configure command causes a candidate configuration to be created and
populated with the contents of the active configuration. You can then modify the
candidate configuration with your changes.

To have a candidate configuration take effect, you must commit the changes. At this
timeyJUNQS software checks the candidate configuration for proper syntax, and it
installs. it as the active configuration. If the syntax is not correct, an error message
indicates the location of the error, and no part of the configuration is activated. You
must correct the errors before recommitting the configuration.

Changes you make to the candidate configuration are visible immediately. By default,
only one candidate configuration exists. If multiple users are editing the configuration
at the same time, all users can see all changes. If more than one user is modifying the
configuration, committing it saves and activates the changes of all the users.

JUNOS software maintains a configuration history by storing previously active
configurations. A maximum of 50 configurations are saved. This number includes the
current active configuration, which is also known as rol1lback 0. You can easily
recover previous configurations with a rollback ncommand.

Committing a configuration causes the old active configuration to become
rollback 1. Each existing backup is renumbered and pushed further out, storing
the oldest copy as number 49. The first three rollbacks (1-3) are stored in the
/config directory, and the remainder are stored in the /config/db/config
directory.
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Agenda: User Interface Options

e J-Web GUI

-3

Using th

J L

fiJuniper’ Education Services

Using the J-Web Graphical User Interface

The slide highlights the'topic we discuss next.
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J-Web

Easy to set up and maintain

Fast deployment with minimal configuration steps

HTTP based, no user software required
Dashboard with view of chassis

Dynamic system and port status
Multiple configuration options

CLI tools or point-and-click configuration
Performance monitoring

Provides real-time graphs, statistics, and outputs
Troubleshooting and maintenance

tools

fJuniper’ Education Services

Upgrades, rollbacks, file management, and droubleshooting

Ease of Use and Maintenance

The J-Web makes initialdeployment a snap. With the factory-default configuration,

simply connect your laptop or PC to the ge-O/0/0 port and initiate the EZsetup feature
using the LCD menu. A wizard walks you through a series of steps to create your initial
configuration. No client software is necessary other than a standard Web browser.
After initial configuration, you can return to J-Web through any network port using the
username‘and password you created.

Viewing Your Dashboard

When you log in to J-Web, you always start by viewing the J-Web Dashboard. The
Dashboard provides a quick glance of system status, ports, alarms, and utilization
information.

Configuration Options

The Configuration tab allows you to configure the switch in a point-and-click
fashion or by a direct edit of the configuration in text format. Help is available by
clicking the question mark (?) next to the various configuration options.

Continued on next page.
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Monitoring Your Switch’s Performance

The Monitor tab provides real-time graphs and statistics. You can also view the
results of configuration changes such as routing table entries or bridging information.
You can find most of the show commands from the CLI here in a point-and-click
fashion.

Troubleshooting and Software Management

The Troubleshoot tab provides common network tools such as ping and traceroute
to quickly assess network issues. It is easy to perform software upgradesiand file
system maintenance using the Maintain tab.

User Interface Options ¢ Chapter 3-11
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Logging In to J-Web

Once you configure the switch for access, you can log in by connecting to any network
port using your Web browser. You must have enabled the HTTP or HTTPS service. If you
configured the switch to use an external authentication mechanism such as a RADIUS
server, J-Web willalso use that mechanism for authentication. Otherwise, you use your
configured username and password. The exception to this process is when you invoke
theEZsetup.wizard through the LCD menu while the switch has the factory-default
configdration. In this scenario, the switch automatically invokes Dynamic Host
Configuration Protocol (DHCP) services that enables your laptop or PC to initiate a Web
browsing session while connected to the ge-0/0/0 or meO interfaces.
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Dashboard Tab

The Dashboard tab is the default view
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It's Go Timel

When you get.into a vehicle and start it up, the first items you check are your
dashboard gauges. J-Web’s default tab is the Dashboard tab. The Dashboard
provides a quick view of the switch’s current status. The graphical depiction of the
chassis quickly illustrates port status, alarms, and the LCD screen. Hover your mouse
pointer over components for more detailed information.

The'system Information box shows information such as the configured name of
the switch, the switch model, software version, and system uptime. The Capacity
Utilization box shows the usage and maximum number of network ports,
bridging table entries, and virtual LANs (VLAN). The Health Status box displays
environmental conditions such as system temperature along with memory and CPU
utilization. The Alarms box outputs red and yellow alarms that the switch is
reporting.

M Juniper
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Configuration Tab

Graphical configuration editing and viewing
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Configuring an EX-series Switch with J-Web

J-Web offers an easy-to-use interface for configuring your switch. Choose what
configuration hierarchy you want to view or edit on the left side of the screen.
Information about that hierarchy appears on the main portion of the screen. Here you
can select various,options for viewing or editing. You can add new configuration
options with the Add button or edit existing configuration options with the Edit
button. These buttons and a Delete button are located near the top right of the
screen:

If you prefer to manipulate your configuration with a text-based approach, choose the
CLI Tools option onthe bottom left.
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Monitor Tab

Real-time charts and show commands
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Performance Monitoring

On the Monitor tab, you can view detailed real-time statistics and the results of
configuration-related activity. As seen on this slide, the Interfaces hierarchy
provides statistics in a graphical fashion using colorful pie charts and graphs. Use the
drop-down menus to customize your view. Again, hovering the mouse pointer over
various parts of the screen presents you with more detailed information. Most of the
hierarchies on the left side of the screen are carry-overs from the Configure tab.
Selecting these options provides a point-and-click alternative over CLI show
commands.
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Maintain Tab

Easy file and software management
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Maintenance of Your EX-series Switch

The Maintain tab provides an’interface to manage file systems, JUNOS software,
and configuration files."Under the Files section you can download and delete log
files, memory dump files, and other temporary files so as to keep your compact-flash
device from becoming too full. Config Management allows you to retrieve historical
configuration files and to compare differences between configurations. Choosing
Software provides methods for upgrading and downgrading the JUNOS software.
You,can automate the upgrade process by specifying a remote FTP server to retrieve
the JUNOS software. The switch then upgrades with the retrieved software and issues
a reboot’of the system to complete the upgrade process. The Reboot section allows
you to schedule reboots and provides other options for rebooting the switch.
Customer Support provides a quick method to register your EX-series switch.
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Troubleshoot Tab

Ping, traceroute, Java-based CLI, and packet captures
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Tools for Troubleshooting

While you are.making configuration changes or investigating the source of network
problems with J-Web, it is helpful to have basic troubleshooting tools without having to
open a . separate terminal session to the switch. The Troubleshoot tab allows you
to issue Internet Control Message Protocol (ICMP) echo requests with its ping tool.
Expand the’Advanced Options to change options for your ping packets such as
size and time to live (TTL). You can also perform a traceroute, capture packet dumps,
and even open an embedded Java-based terminal session to your switch.

User Interface Options * Chapter 3-17
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Easy Initial Setup

Quick, automated EZsetup initial configuration

ﬁ EZsetup
&

B Basic Settings EZsetup will help you to enable the switch management from the various options available,
Management Options You can also set the identity of the switch and manage access to various services like Telnet, SSH, SNMP.

Introduction

Management Address . _

Miron Noskss After you complete the setup screens, you can review your settngs and return to any screen for editing the
5 e options, before delivering it to the switch

uminary
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EZsetup Initial Configuration Wizard

JUNOS software for EX-series switches comes with an EZsetup initial configuration
wizard to help get your switch operational quickly. EZsetup automates the initial
configuration by presenting a series of basic initial configuration options such as the
management I[P address, the root password, system time settings, and management
VLAN settings. The EZsetup wizard is available in both a J-Web GUI version and a
CLl<based version.
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Agenda: User Interface Options

Usin:g the JUNOS Software CLI

fiJuniper’ Education Services

Using the JUNQOS Software Command-Line Interface

The slide highlights the'topic we discuss next.
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CLI Modes

Operational mode:
Monitor and troubleshoot the software, network
connectivity, and switch hardware

The > character identifies

userfswitch> -
operational mode

Configuration mode:

Configure the switch, including interfaces, general bridging
information, routing protocols, user access, and system
hardware properties

[edit]
userf@switch# The# charaster identifies
configuration mode

fJuniper’ Education Services

Operational Mode

In operational mode, you use the CLI to monitor and troubleshoot the switch. The
monitor, ping, show, test, and traceroute commands let you display
information and(statistics about the software running on the switch, such as routing
table entries, andithese commands let you test network connectivity.

Configuration Mode

You configure JUNOS software by entering configuration mode and creating a
hierarchy of configuration statements. From within configuration mode, you can
configure all properties of JUNOS software, including interfaces, general bridging
information, routing protocols, and user access, as well as several system hardware
properties.
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Logging In

When logging in:

Nonroot users are placed into the CLI automatically

switch (ttyuo)

login: user
Password:

-—— JUNOS 9.0R2.10 built 2008-03-06 10:31:45 UTC
userfdswitchs>

The root user must start the CLI from the shell

switch (ttyul)

login: root

DS Shell Prompt
--- JUNOS 5.0RZ2.10 built 2008-03-06 10:31:45 UTE o 4

root@switchs ecli . W CLI Prompt
root@switch> L \ =

« Do not forget to exit root shell after logging out of the CLI!

fiJuniper’ Education Services

Logging In

JUNOS software requires a username and password for access. The switch
administrator creates user accounts and assigns permissions. All platforms running
JUNOS, software have only the root user configured by default, without any password.

Whenyou log in as the root user, you are placed at the UNIX shell. You must start the
CLI by typing the ¢1i command. When you exit the CLI, you return to the UNIX shell.
For'security reasons, make sure you also log out of the shell by using the exit
command.

M Juniper
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CLI Operational Mode

Execute commands (mainly) from the default CLI level
(user@switch>)
Can execute from configuration mode with the run
command

Hierarchy of commands
Example: show spanning-tree interface

| | | | ] 1 | Less Speeific

clear configure help monitor set show etc.

| ! l |

dotlx configuration spanning-tree version 5"
! ; ! | ¥
bridge interface mstp statisticsh) More Specific

fJuniper’ Education Services

Operational Mode

You use operational-mode CLI'ecommands to monitor and control the operation of the
switch. The operational-mode commands are hierarchically structured, as shown on
the slide. For example, the show command displays various types of information
about the systemand its environment. One of the possible options for the show
command/is spanning-tree, which displays information about the Spanning Tree
Protocol (STPR). Specifying the inter£face option, as in the show spanning-tree
interface command, outputs information on STP interfaces.

Continued on next page.
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Operational Mode (contd.)
Key operational-mode capabilities include the following;:
. Entering configuration mode;
. Controlling the CLI environment;
. Exiting the CLI;
. Monitoring and troubleshooting:
- clear
- monitor
- mtrace
- ping
- show
- test
- traceroute
. Connecting to other network(systems;
. Copying files;
J Restarting softwarefprocesses; and

. Performing system-level operations.
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Editing Command Lines

EMACS-style editing sequences are supported

userfdswitch> show interfaces
Keyboard

sequence
Ctri+b

userfdswitch> show interfaces

Ctrl+a

userldswitch> show interfaces
Cursor Position

Ctri+f

userlswitch> show interfaces
A

Ctrl+e

userldswitch> show interfaces

A
AVT100 terminal type also supports the Arrow keys

fJuniper’ Education Services

EMACS-Style Control Keys

The CLI supports EMACS-style keyboard sequences that allow you to move around on
a command line and delete specific characters or words. The following sequences are

supported:
. Ctrl+bx Moves the cursor left one character;
. Ctrl+a: Moves the cursor to the beginning of the command line;
. Ctrl+f: Moves the cursor right one character;
¢ Ctrl+e: Moves the cursor to the end of the command line;
. Delete or Backspace: Deletes the character before the cursor;
. Ctrl+d: Deletes the character over the cursor;
. Ctrl+k: Deletes from the cursor to the end of the line;
. Ctrl+u: Deletes all characters and negates the current command;
. Ctrl+w: Deletes the entire word to the left of the cursor;
. Ctrl+I: Redraws the current line; and
. Ctrl+p or Ctrl+n: Repeats the previous and next command in the

command history.

Continued on next page.
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VT100 Terminal Type

JUNOS software defaults to a VT100 terminal type. This terminal type enables the use
of keyboard Arrow keys without any additional session or configuration modification.
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Command and Variable Completion

Spacebar completes a command

user@switch»> sh<space>ow i<space> Enter a space to
'i' is ambiguous. complete a command
Possible completions:

igmp Show Internet Group Management Protocol...

ike Show Internet Key Exchange information

interfaces Show interface information

ipsec Show IP Security information

is=is Show Intermediate System-to-Intermediate...

useri@switch> show i

Use the Tab key to complete an assigned variable
[edit policy-options]
user@switch# show policy-statement t<tabrhis-is-my-policy
then accept:

[edit policy-options]

user@owitch# Use a tabyto complete

assigned variables

fJuniper’ Education Services

Spacebar Completion for Commands

The CLI provides a completionfunction. Therefore, you do not always have to type the
full command or the command option name for the CLI to recognize it.

To complete a command or option that you have partially typed, press the Spacebar. If
the partiallytyped letters begin a string that uniquely identifies a command, the CLI
displays the complete command name. Otherwise, the CLI beeps to indicate that you
have enteredran ambiguous command, and it displays the possible completions.

The command completion option is on by default, but you can turn it off.

Tab Completion for Variables and Commands

You can also use the Tab key to complete variables. Examples of variables include
policy names, AS paths, community names, and IP addresses. The Tab key also offers
a list of possible completions, should multiple, ambiguous options exist.
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Context-Sensitive Help

Type ? anywhere on the command line

uger@@switch> ?
Posazible completions:

clear Clear information in the system

configqure Manipulate software configuration information
file Perform file operations

help Provide help information

userfswitch> clear ?

Possible completions:

arp Clear address resolution information

btd Clear Bidirectional Forwarding,Detection
information

bap Clear Border Gateway Protocol information

dhep Clear DHCP informatifon

fiJuniper’ Education Services

Need Help?

The CLI provides context-sensitive help at any point in a command line. Help tells you
which options are acceptable at the current point in the command and provides a
brief description of each command or command option.

Toreceive help at any time while in the JUNOS CLI, type a question mark (?). You do
not need to press Enter. If you type the question mark at the command-line prompt,
the Cll'lists the available commands and options. If you type the question mark after
entering the complete name of a command or an option, the CLI lists the available
commands and options and then redisplays the command name and options that you
typed. If you type the question mark in the middle of a command name, the CLI lists
possible command completions that match the letters you have entered so far, then
redisplays the letters that you typed.

== User Interface Options * Chapter 3-27
¢ Juniper P P

NETWORKS



Operating Juniper Networks Switches in the Enterprise

Topical Help

The help topic command provides information on
general concepts

user@switch> help topic interfaces °?
Possible completions:

aocept-data Accept packets destined for virtual address
accept-source-mac Policers for specific source MAC addresses
accounting Packet counts for destination and source classes
accounting-profile Accounting profile

acknowledge-timer Maximum time to wait for link acknowledgment messade
address Interface address and destination prefix

user@switch> help topic interfaces address
Configuring the Interface Address

You assign an address to an interface by specifying the address when
configuring the protocol family. For the inet familg, Qconfid@ure the
interface's IP address. For the iso family, confidlire O or more
addresses for the loopback interface. For the gee, WGccd mpls, tnp, and
vpls families, you never configure an addressk

fJuniper’ Education Services

Help on General Concepts

There are various ways 10 use the help command. The help topic command
displays usage guidelines for the statement. In the example on the slide, we are
receiving information on configuring an interface address.
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Help with Configuration Syntax

Use help reference for assistance with
configuration syntax

user@zswitch> help reference interfaces address
address

Syntax
address address |
arp ip-address (mac | multicast-mac) mac-address <publish>;
broadcast address;
Hierarchy Level
[edit interfaces interface-name unit logical-unit-number family family],
[edit logical-routers logical-router-name interfaces interface-name unit
logical-unit-number family family]
Release Information
Statement introduced before JUNOS Release 7.4

Dezcription

Configure the interface address.

fiJuniper’ Education Services

Help with JUNOS Software Configuration

The help reference command displays summary information for the statement.
In other words, it.contains JUNOS software-specific, configuration-related information.
In the example on the slide, once again, we are using the help command for
information on interface addressing. Notice the difference between the help
reference command shown here and the help topic command from the
previous slide.
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count
display
except
find
hold
last
match
no-more
request
resolve
save
trim

Using | (Pipe)

The pipe function allows you to filter and manipulate
command output
Available in all modes and contexts

ugeridawitch> show route | ?
Possible completions:

user@switch> show route |

Count occurrences

Show additional kinds of information

Show only text that does not match a patterp
Search for first occurrence of pattern

Hold text without exiting the --More-- prompt
Display end of output only

Show only text that matches a pattern

Don't paginate output

Make system-level requests

Resolve IP addresses

Save output text to file

Trim specified number of columns frem start of line

fJuniper’ Education Services

Using Pipe

For operational and configuration commands that display output, such as the show
commands, you can filter.the output. When help is displayed for these commands,
one of the options listed is |, called a pipe, which allows the command output to be
filtered. To filter the output of an operational-mode or a configuration-mode
commandj add a pipe and an option to the end of the command. The options are the

following:

compare (filename | rollback n): Available in configuration
mode using only the show command. Compares configuration changes
with another configuration file.

count: Displays the number of lines in the output.

display changed: Available in configuration mode only. Tags changes
with junos : changed attribute for XML use only.

display commit-scripts: Shows data after JUNOS software
applies commit scripts.

display detail: Available in configuration mode only. Displays
additional information about the contents of the configuration.

Continued on next page.
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Using Pipe (contd.)

. display inheritance: Available in configuration mode only.
Displays inherited configuration data and source group.

. display omit: Available in configuration mode only. Omits
configuration statements with the omit option.

. display set: Available in configuration mode only. Shows set
commands that created configuration statements.

. display xml: Displays the output in JUNOScript XML format.

J except regular-expression:|gnores text matching aregular
expression when searching the output. If the regularexpression contains
spaces, operators, or wildcard characters, you must enclose it in
quotation marks.

. find regular-expression: Displaysithe output starting at the first
occurrence of text matching a regular expression. If the regular
expression contains spaces, operators, onwildcard characters, you must
enclose it in quotation marks:

. hold: Holds text without exiting the —- (more) —- prompt.
. last: Displays the last.sereenofinformation.

. match regular-expression: Searches for text matching a regular
expression. If the regular expression contains spaces, operators, or
wildcard characters; you must enclose it in quotation marks.

. no-more:Displays output all at once rather than one screen at a time.

. request message: Displays output to multiple users.

. resolwve: Converts IP addresses to Domain Name System (DNS)
names. Truncates to fit original size unless you specify full-names.

o save filename: Saves the output to a file or URL.

o trim: Trims specified number of columns from the start line.
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CLI Configuration Mode

Where we are going...
Active vs. candidate configuration
Configuration history
Configuration mode
Navigating the configuration hierarchy
Making or deleting configuration changes
Viewing configuration differences
Saving and loading configuration files
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CLI Configuration Mode

The slide lists the topiesiwe examine on the following pages.
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Review:
Active Versus Candidate Configuration

Batch configuration model:
Must commit configuration changes

Active configuration:
Current operational configuration
Boot-up configuration

Candidate configuration:
A working copy for configuration changes
Initialized with the active configuration
Becomes active configuration upon commit
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Batch Configuration Changes

Unlike some switch software, configuration changes to the JUNOS software do not
take affect immediately. This design feature allows you to group together and apply
multiple configuration changes to the running configuration as a single unit.

Active Configuration

The active configuration is the configuration currently operational on the switch. It is
also the configuration the switch loads during the boot sequence. This concept is
analogous to both the running configuration and startup configuration in other switch
software.

Candidate Configuration

The candidate configuration is a temporary configuration that might possibly become
the active configuration. When you configure the switch, JUNOS software creates a
candidate configuration and initially populates it with the switch’s active
configuration. You then modify the candidate configuration. Once satisfied with your
modifications, you can apply or commit the changes. This action causes the candidate
configuration to become the active configuration.
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Review: Configuration History

(n-4-49)

Candidate configure Active
Configuration Configuration
0
rollback n |
1 2 49
Active configuration stored in S~ N\ W~

fconfig/juniper.conf. gz

Rollback files stored in
feonfig/juniper.conf. n. gz (n=1-3)
/config/db/config/juniper.conf.n. gz
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Configuration Files/and Configuration History

The configure command causes a candidate configuration to be created and
populated with the contents of the active configuration. You can then modify the
candidate configuration with your changes.

To have a candidate configuration take effect, you must commit the changes. At this
timeyJUNQS software checks the candidate configuration for proper syntax and it
installs. it as the active configuration. If the syntax is not correct, an error message
indicates the location of the error, and no part of the configuration is activated. You
must correct the errors before recommitting the configuration.

Changes you make to the candidate configuration are visible immediately. By default,
only one candidate configuration exists. If multiple users are editing the configuration
at the same time, all users can see all changes. If more than one user is modifying the
configuration, committing it saves and activates the changes of all the users.

JUNOS software maintains a configuration history by storing previously active
configurations. A maximum of 50 configurations are saved. This number includes the
current active configuration, which is also known as rol1lback 0. You can easily
recover previous configurations with a rollback ncommand.

Committing a configuration causes the old active configuration to become
rollback 1. Each existing backup is renumbered and pushed further out, storing
the oldest copy as number 49. The first three rollbacks (1-3) are stored in the
/config directory, and the remainder are stored in the /config/db/config
directory.
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Entering Configuration Mode

Type configure at the CLI operational-mode
prompt

userf@switch> configure
Entering configuration mode

[edit]
user@switchi#

To allow a single user to edit the configuration, type
configure exclusive
configure private allows the userto edit’a
private copy of the candidate configuration
Multiple users can edit private candidate eonfigurations
simultaneously
At commit time, the user’s privatesehanges are merged back
into the global configuration

fiJuniper’ Education Services

Starting Configuration.Mode

You enter configuration' mode by issuing the configure command from the CLI's
operational mode. If, when you enter configuration mode, another user is also in
configuration mode, a message indicates who the user is and what portion of the
configuration the user is viewing or editing.

In configuration mode, the prompt changes from the angle bracket (>) of operational
mode:to the pound sign (#), preceded by the name of the user and the name of the
switch.

The portion of the prompt in brackets, such as [edit], is a banner indicating that
you are in configuration mode and specifying your location within the statement
hierarchy.

Exclusive Configuration

By default, multiple users can enter configuration mode and commit changes. To allow
only a single user to edit the configuration, use the configure exclusive
command. Exiting exclusive configuration without committing changes results in the
loss of any modifications made to the candidate configuration.

Continued on next page.
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Private Configuration

Entering configuration mode using the configure private command allows
multiple users to edit the configuration while committing their private changes only
(you must issue a commit command from the [edit] hierarchy). If private users
issue a rollback 0 command, only their changes are discarded. If two users are in
private mode and both make the same change (user_1 changes the system
hosthame to foo while user_ 2 sets the name to bar), the second commit will fail
with an error message to avoid configuration conflicts. The second user’s changes are
placed into effect if a second commit is issued by the second user, however.

When a user is in private mode, other users must enter private mode or use
configure exclusive to become the master, or they cannot modify the
candidate configuration. Exiting private configuration without committing changes
results in the loss of any modifications made to the private candidate configuration.
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Configuration Statement Hierarchy

[edit]
user@switch# edit protocols rstp interface ge-0/0/12.0

[edit protocols rstp interface ge-0/0/12.0]
user@switch# set cost 100

[edit]
1 I 1 ' l T l Less Specific
chassis interfaces proto%cols snmp system etc.

T T T T T 1T 11

bgp isis mstp ospf pim rip stp rstp etg.

I l f N

bridge-priority forward-delay interface name \max-delay etc.

3 1 l |

cost edge mode ek,

*IIIIIIIIIIIIIIIIII

More Specific
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Statement Hierarchy

In configuration’'mode, you enter commands that affect the statement hierarchy. The
statement hierarchy stores configuration information and is independent of the CLI
operational-mode command hierarchy. The commands available in configuration
mode are.also independent of the commands available in operational mode. For
example, CLI operational mode includes a show command to display specific
operational information, while the CLI configuration mode provides a show command
to display the statement hierarchy. The two commands are independent of each other.

The statement hierarchy is organized in a tree structure similar to Windows folders or
UNIX directories, grouping related information into a particular branch of the tree.
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Configuration File Is Hierarchical

CLI commands are entered without curly brackets

[edit system]
userfswitch# set services web-management http port 8080

The result is a hierarchical configuration file, complete with
curly brackets

[edit system]
userf@switch# show services
web-management |
http {
port 8080;

fJuniper’ Education Services

Hierarchical Configuration

Use the set command.in the CLI configuration mode to modify the candidate
configuration. Use the show command to display the candidate configuration. Both
commands are.relative to the current configuration hierarchy, shown by the [edit]
prompt.

Configuration files use curly brackets ({ }) and indentation to visually display the
hierarchical structure of the configuration. Terminating—or leaf—statements in the
configuration hierarchy are displayed with a trailing semicolon (; ). You enter neither
the curly brackets nor the semicolons as part of the set command.
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Moving Between Levels (1 of 6)

edit functions like a change directory (CD) command

[edit]
user@switch# edit protocols rstp interface ge-0/0/12.0

[edit protocols rstp interface ge-0/0/12.0]
user@switch# e

N I S R

chassis interfaces protogfols snmp system etc.

I e !

bgp isis mstp ospf pim rip

l l E oo

bridge-pricrity forward-delay interfacé name imaxz-delay etc.

1 I i 1

edge made eto.

cost
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Moving Between Levels Is Like Changing Directories

To move down through'an existing configuration statement hierarchy or to create a
hierarchy and meve down to that level, use the edit command, specifying your
desired hierarchylevel. After you issue an edit command, the configuration mode
banner changes to indicate your current level in the hierarchy.
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Moving Between Levels (2 of 6)

up moves up one level in the hierarchy

[edit protocols rstp interface ge-0/0/12.0]
user@switch# up

[edit protocols rstpl
user@switch#
[edit]

T T T T

chassis interfaces protocols snmp system etc.

T T T L1111

bgp isis mstp ospf pim rip

l l k « » !

bridge-pricority forward-delay interface namegmax-delay etc.

1 I ! Y

mode etc.

cost edge
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Moving Up One Level

To move up one level from the current position in the hierarchy, use the up command.
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Moving Between Levels (3 of 6)

up n moves up nlevels

[edit protocols rstp interface ge-0/0/12.0]
userf@switch# up 2

[edit protocols]

userfdswitch#
[edit]

— T

oo

chassis interfaces protOfols snmp system etc.
bgp isis mstp ospf pim rip stp rsﬁp eta.

l

forward-delay

l

bridge-priority

l%

interfacé name Vmax-delay

1

etc.

l

!

mode

}

aedge

1

cost
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Moving Up More Than One Level

}

etc.

To move up more thanone level from the current position in the hierarchy, supply an
optional countto.the up command. You will be moved up the number of levels
specified or to the top of the hierarchy if there are fewer levels than specified.
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Moving Between Levels (4 of 6)

top moves to the top of the hierarchy

[edit protocols rstp interface ge-0/0/12.0]
user@switch# top

[edit]
user@switch#
[edit]
A
1 i) T
chassis interfaces proto&ols snmp system ete.

T T T T 1T 171

bgp isis mstp ospf pim rip stp rstp etc.

l l Lt  » !

bridge-pricority forward-delay interface namegmax-delay etc.

1 I ! Y

cost edge mode gtc.
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Take Me to the Top

The top command quickly moves you to the top of the configuration hierarchy. You
can combine top with edit to quickly move to a different hierarchy or with show to
display a different hierarchy:

[edit protocols rstp dnterface ge-0/0/12.0]
user@switch# top edit systemlogin

[edit system loginl]
user@switch#

[edit protocolswmrstp interface ge-0/0/12.0]
user@switch#, top show system services
web-management {
http {
port 8080;
}
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Moving Between Levels (5 of 6)

exit moves to the previous higher level in the
hierarchy

[edit protocols]

user@switch# edit rstp interface ge-0/0/12.0
[edit protocols rstp interface ge-0/0/12.0]
uzer@switch# exit

[edit protocols]

useriswitchi# [edit]
1
chassis interfaces protocols snmp system/ etc,
Py

[T T T T T Y

bgp 4isis mstp ospf pim rip stp rstp stc.

l 1 ‘. oo

bridge-priority forward-delay [Anterface name max-delay etc.
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Back to Where | Was Before

As the exampleson theslide illustrates, the exit command returns the user to the
most recent higher level of the hierarchy. Entering exit at the top level of the
hierarchy exits configuration mode. You can exit configuration mode from any level of
the hierarchy by supplying the configuration-mode argument to the exit
command:

[edit]
user@switch# exit
Exiting configuration mode

[edit protoecols rstp interface ge-0/0/12.0]
user@switch# exit configuration-mode
Exiting configuration mode

user@switch>
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Moving Between Levels (6 of 6)

Summary of moving between levels:
edit functions like a CD command
up MOVeSs up one level
up nmoves up nlevels
top moves to the top of the hierarchy

exit moves to the previous higher level in the hierarchy or
exits configuration mode if at the top level of the hierarchy

[edit]
user@switch# edit protocols rstp interface ge-0/0/12.0

[edit protocols rstp interface ge-0/0/12.0]

user@switch# up

[edit protecols rstp]

user@switch# up 2

[edit]

userf@switch# top

warning: already at top of configuration; use ‘exit’ teo exit
[edit]

userf@switch# exit

Exiting configuration mode

user@switch>

fJuniper’ Education Services

In Summary

The edit, up, top, and exit commands let you quickly navigate between levels of

the configuration hierarchy.

Chapter 3-44 « User Interface Options iJuni

NETWORKS

per



Operating Juniper Networks Switches in the Enterprise

Viewing the Candidate Configuration

[edit] You can display just the portions that
user@switch# show system services concern you from the root of the
sl hierarchy .
web-management {

http {

port 8080;

43
}
[edit]

userf@switch# edit system services
~
[edit system services]
user@switch# show _or uSeedit o park yourself

sshy ataspecifie subhierarchy
web-management {

port 8080;

fiJuniper’ Education Services

Displaying the Candidate Configuration

To display the,candidate configuration, use the configuration-mode show command.
This command'displays the configuration at the current hierarchy level or at the
specified level below the current location.

The"'show command has the following syntax: show statement-path. When
displaying the configuration, the CLI indents each subordinate hierarchy level, inserts
curlysbrackets to indicate the beginning and end of each hierarchy level, and places a
semicolon at the end of statements that are at the lowest level of the hierarchy. The
display format is the same format you use when creating an ASCII configuration file,
and it is also the same format that the CLI uses when saving a configuration to an
ASCII file.

In cases where an empty statement leads to an invalid configuration because it is
incomplete or meaningless, the show command does not display any of the
statement path.
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+

Configuration File Differences (1 of 2)

Change the candidate configuration:

[edit system]
user@switch#
[edit svyvstem]
user@switch# delete services web-management
[edit system]

user@switch# delete services ssh

Display differences between the candidate and
active configurations:

user@switch# show | compare
[edit svstem services]

web-management {
http {

set services telnet

port BOBOD;:
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Modifying a Candidate Configuration

The example on the slide modifies a candidate configuration by enabling Telnet
access and removing SSH and J-Web access. set and delete commands are
relative to the current hierarchy.

Viewing Differences

Piping the output of a show command to the CLI compare function displays the
differences between the candidate configuration file and the active configuration, also
known as rollback 0. Configuration comparison is patch-like. Thus, instead of
showing the entire configuration and where changes were made, only the actual
changes are shown. By using the pipe switch, you can save the configuration
differences to the file and location of your choosing. Once saved, you can issue a
load patch filename command to merge the contents of the patch file into the
candidate configuration where they can be viewed, edited, and, ultimately, committed.
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Configuration File Differences (2 of 2)

Compare active and historical configurations:

userf@switch>» show configuration | compare rollback number
userf@switch> show configuration | compare filename

Compare arbitrary files:

userfswitch> file compare files filename 1 Filename 2

fiJuniper’ Education Services

ComparingActive and.Rollback Configurations

Using the operational-Mode show configuration | compare rollback
number command, as shown on the slide, allows you to view differences between the
active configuration and any of the 49 rollback configurations. Similarly, the show
configuration | compare filename command allows you to compare the
active configuration to an arbitrary file. You can also use show | compare
rollback number and show | compare filename in configuration mode to
compare the candidate configuration with rollback configurations and arbitrary files
respectively.

Viewing Differences in Other Files

The operational-mode file compare files command allows you to view
differences between any two text files, including log files. The output of this command
is in the same patch-like format as the show configuration | compare
command.
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sshi

http {

1
}

ssh;

Removing Statements (1 of 2)

Statements added with the set command are
removed with the delete command

Removes everything from the specified hierarchy down
Use wildcard delete to save time

[edit systen]
user@switch# show services

web-management |

port B8080;

[edit systen]
user@awitch# delete services web-management

[edit systen]
user@switch# show services

fJuniper’ Education Services

[edit]

Removing Configuration Statements

Use the configuration=mode delete command to remove statements that were
added to the configuration with a set command. This command deletes the
statement and all'its subordinate statements and identifiers. Deleting a statement or
an identifier effectively unconfigures the functionality associated with that statement
or identifier, returning that functionality to its default condition.

Considerusingthe wildcard delete function when deleting individual statements
is too‘arduous and deleting an entire configuration subhierarchy lacks the granularity
that is'needed. Sample syntax for a wildcard delete is shown:

user@switch# wildcard delete interfaces ge-*
matched: ge-0/0/12

Deletegid..objects?

[ves,no] (no) yes

In addition to deleting configuration statements, you should also consider the use of
deactivate to cause the specified portion of the configuration hierarchy to be
ignored while still retaining the original configuration. Issue an activate command
to place the configuration back into effect. Also consider the use of disable for
interfaces. Use the set command to add a disable statement to flag a given
interface as being administratively disabled.
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Removing Statements (2 of 2)

Pop quiz: You just disabled an interface with a set
interface interface—-name disable
statement. How do you re-enable this interface?

fiJuniper’ Education Services

Pop Quiz!

Issue a delete interface interface-name disable command to delete
the disable statement placed into effect with a set command. This syntax has been
known.to strike some folks as being more than a bit on the double-negative side; then
again, these same folks tend to agree that a no shutdown statement, as used for
similarfunctionality on other vendors’ equipment, is equally counter-intuitive!

User Interface Options * Chapter 3-49
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Helpful Configuration-Mode Commands

Commands to aid in configuration:

rename a configuration statement
userfswitch# rename interfaces ge-0/0/10 to ge-0/0/11

replace a pattern of configuration statements
userfswitch# replace pattern ge-0/0/10 with ge-0/0/11

copy a configuration statement to another statement
userfswitch# copy interfaces ge-0/0/10 tc ge-0/0/11

deactivate or ignore a configuration statement
userlswitch# deactivate interfaces ge-0/0/10

insert a configuration statement in another location
[edit policy-options policv-statement test]
userfdswitch# insert term three before term two

Don't forget to commit!

fJuniper’ Education Services

Using Configuration Mode Efficiently

Using the configuration.commands shown on the slide can save time and increase
accuracy. The full list of configuration mode commands is demonstrated here:

user@switch# ?
Possible completions:

<[Enter]>

Execute this command

activate Remowve the inactive tag from a statement
annotate Annotate the statement with a comment
commit Commit current set of changes

copy Copy a statement

deactivate Add the inactive tag to a statement
delete Delete a data element

edit Edit a sub-element

exit Exit from this level

extensioen Extension operations

help Provide help information

insert Insert a new ordered data element

load Load configuration from ASCII file

quit Quit from this level

rename Rename a statement

replace Replace character string in configuration
rollback Roll back to previous committed configuration
run Run an operational-mode command

Continued on next page.
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Using Configuration-Mode Efficiently (contd.)

save Save configuration to ASCIT file

set Set a parameter

show Show a parameter

status Show users currently editing configuration
top Exit to top level of configuration

up Exit one level of configuration

wildcard Wildcard operations

Just like with any configuration change, the change will not become part of the active
configuration until it is committed:

[edit]
user@switch# deactivate interfaces ge-0/0/0

[edit]
user@switch# commit
commit complete

[edit]
user@switch# show interfaces ge-0/0/0
##
## inactive: interfaces ge-0/0/0
##
unit 0 {
family ethernet-switching;

[edit]
user@switch# activate interfaces ge-0/0/0

[edit]
user@switch# commit
commit complete

[edit]
user@switch# show interfaces ge-0/0/0
unit 0 {

family ethernet-switching;
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Committing a Configuration (1 of 2)

Configuration changes must be committed to take
effect:

[edit]

uzserdswitch# commit
commit complete
[edit]

userdswitch#

Use commit check to confirm syntax:
[edit]
root@switch# comuit check
[edit interfaces ge-0/0/10 unit 0]
'family”
When ethernet-switching family is configured on an interface, .no other
family type can be configured on the same interface.
error: configuration check-out failed

Use commit confirmed to temporarily:activate:

user@switch# commit confirmed

commit confirmed will be automatically rolled backddfinl0hminutes unless
confirmed

commit complete

fJuniper’ Education Services

Don’t Forget to Commit

Remember, the switch,does not'automatically apply your configuration changes. You
must use the commit command to activate your candidate configuration.

Checking Configuration Syntax

When you commit a candidate configuration (which you can do from any hierarchy
level)y'you commit the entire configuration in its current form. Use the commit
check command to validate the syntax of a candidate configuration without actually
placing it into effect.

Remote Configuration Is Risky

Of course, commit check cannot catch logical errors in your configuration. What
happens when you are configuring a switch remotely and make a mistake that leaves
the switch inaccessible to remote connections? This scenario is solved by the commit
confirmed command. When you issue a commit confirmed time-out
command, the system starts a timer, during which time it expects to see another
commit. If a second commit does not occur within the time-out value specified (a
range of 1 to 65,535 minutes is supported, with 10 minutes being the default), the
system performs a rollback 1, commit sequence on your behalf. After the
automatic rollback you can load the rol1lback 1 file to look for your mistake.

Chapter 3-52 « User Interface Options 7 ‘-Juniper”

NETWORKS



Operating Juniper Networks Switches in the Enterprise

Committing a Configuration (2 of 2)

Schedule a future commit with commit at:
[edit]

userf@switch# commit at 21:00:00

configuration check succeeds

commit at will be executed at 2007-12-17 21:00:00 UTC
Exiting configuration mode

Add comments with commit comment:

userfswitch# commit comment "Changed RSTP configuration'
commit complete

userl@switch> show system commit
0 2007-12-17 04:10:17 UTC by user via cli
Changed RSTP configuration

Use commit and-quit to savedime:
[edit]
user@switch# commit and-quit
commit complete
Exiting configuration mode
userfdswitch>
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Scheduled . Commits

You can also schedule'a commit that occurs at a specific time using the commit at
time command: To view any pending commits (and the commit history), use the
show _system commit command. You can cancel a pending commit with the
clear system commit command.

Adding a Log Entry to Your Commit

You can also add a log entry to your commit using the commit comment
"comment-string” option. These logs are visible in the output of the show
system commit command.

Exiting Configuration Mode

You can add the and-quit option to the commit command to activate your changes
and exit configuration mode in a single step.

M Juniper
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Backing Out of Configuration Changes

Use the rollback command to restore one of the
last 50 previously committed configurations:
[edit]
userswitch# rollback
load complets
Use rollback (or rollback 0)toresetthe
candidate configuration to the currently active
configuration (which is the last version committed)
rollback 1 |oads the previously active configuration
rollback nloads referenced rollback version
Using rollback modifies only the candidate
configuration
Don't forget to commit the changes!

[edit]
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Backing Out of Changes

The software saves the last 50 committed versions of the configuration. To overwrite
the candidate configuration with one of these previously committed versions, use the
CLI configuration rollback command. By default, the system returns to the most
recently committed configuration.

Specifying Rollback Files

To return to a version prior to the configuration most recently committed, include the
version number in the rollback command:

user@switéh# xrollback version

load complete

[edit]
user@switeh#

The version argument can be a number in the range O through 49. The most
recently saved configuration is version O, which is a copy of the current active
configuration. The oldest committed configuration that is now automatically saved is
now version 49.

Continued on next page.
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You Must Commit

The rollback command modifies only the candidate configuration. To activate the
changes that you loaded, issue the commit command:

[edit]
user@switch# commit
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Saving Configuration Files

Save the current candidate configuration using the
save command:
[edit]
userfswitch# save filename
File is saved to user's home directory unless full path name is
specified
Saves only from the current hierarchy down
Filename can specify:
A path and filename on the local router’s file system
A URL(FTP and SCP)
Miscellaneous features:
terminal option for save commands
» Simplifies load operations from terminal buffers
Pipe option for display set
» Displays the set statements used to createraiconfiguration
Periodic saves to a remote host
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Saving Files

You can save the candidate configuration from your current configuration session to
an ASCII file. Doing this‘procedure saves the configuration in its current form,
including any uncommitted changes. If more than one user is modifying the
configuration, saving it saves the changes made by all the users.

Notesthat configuration statements only at the current hierarchy level and below are
saved. To savesthe entire candidate configuration, you must be at the top level of the
configuration hierarchy. By default, JUNOS software saves the configuration to the
specified file in your home directory. For example, user doug would store files in the
/var/home/doug directory. You can change this default by specifying a path name.

Specifying File Names
You can specify a filename in one of the following ways:

. filenameor path/filename.

. ftp://user:password@host/path/filename: Puts the file in
the location explicitly described by this URL using the FTP protocol.
Substituting the word “prompt” for the password causes the router to
prompt you for the user’s password.

. scp://user@host/path/filename: Puts the file on a remote
system using the SSH protocol. You will be prompted for user’s password.

Continued on next page.
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Miscellaneous Features

JUNOS software supports saving configuration data to a terminal device. With this
option, the appropriate configuration hierarchy name, curly brackets, and replace
tag are added to readily accommodate pasting into another switch’s configuration
using some form of load-terminal operation. You can also save the output to a file for
later use in a file load operation. An example of load terminal at work is provided
here:

[edit]
user@switch# load replace terminal
[Type "D at a new line to end input]
protocols {
replace: ospf {
area 0.0.0.0 {
interface ge-0/0/0.0;
interface ge-0/0/1.0;
interface ge-0/0/2.0;

}

load complete

Piping output to display set is supported. This feature converts a configuration
into the actual set statements used\to create the configuration; this option is
intended to simplify the editing of.configuration data being cut and pasted between
switches:

[edit protocols ospf]

user@switch# # show | display set

set protocols ospf area 0.040.0 interface ge-0/0/0.0
set protocols ospf area 0.0.0407interface ge-0/0/1.0
set protocols ospf area 0.0.0.0 interface ge-0/0/2.0

You can configure either a periodic or commit-driven upload of the switch’s
configuration to a particular host using FTP. A typical configuration is shown:

[edit system apchivall]
user@switch# €how
configuration {
transfer-on-commit;
archive=gites {
"fep://1lab:1abl23@10.250.0.254";
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Loading Configuration Files (1 of 2)

Configuration information can come from an ASCII
file or a terminal emulation capture buffer

userf@switch# load ?
Posgikle completions:

factory-default Override existing configuration with factory default
merge Merge contents with existing configuration

override Override existing configuration

patch Load patch file into configuration

replace Replace configuration data

set Execute set of commands on existing configuration
update Update existing configuration

fJuniper’ Education Services

Loading a Configuration

You can use the configuration-mode 1oad command to load a complete or partial
configuration from a local file, from a file on a remote machine, or from a terminal
emulation program'’s capture buffer. The load command supports several arguments
that determine the specifics of the operation.
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Loading Configuration Files (2 of 2)

The 1oad command supports various arguments:

QOverride an existing configuration:
* load override filename

Merge new statements into current configuration:
+* lcad merge filename

Replace existing statements in current configuration:
+* load replace filename

Take input from terminal capture buffer:
+ load (replace | merge | override) terminal
Load relative to the current configuration hierarchy:
¢ load (replace | merge) (filename | terminal)
relative

Load the factory-default configuration:
¢+ load factory-default

Changes candidate configuration only
You must issue a commit command to activate
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Load Options

The following list provides details about the arguments to the 1oad command:

. override: Completely overwrites the current configuration with the
configuration being loaded. You must perform override operations at the
root of the configuration hierarchy.

° merge: Combines the current configuration with the configuration being
loaded.

. replace: Looks for a replace tag in the configuration being loaded.
Existing statements of the same name are replaced with the those in the
loaded configuration for stanzas marked with the replace tag.

. terminal: Uses the text you type at the terminal as input to the
configuration. Type Ctrl+d to end terminal input. This option is usually
used in conjunction with a terminal emulation program’s copy/paste
functionality to copy and paste configuration data from one system to
another.

Continued on next page.
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Load Options (contd.)

. relative: Normally, a load merge or load replace operation
requires that the data being loaded contain a full path to the related
configuration hierarchy. The relative option negates this need by
telling the switch to assume that the data being loaded should be added
relative to the current configuration hierarchy.

. factory-default: Replaces the full current configuration with the
factory-default configuration.

Changes Candidate Configuration Only

In all cases, after the 1oad operation is complete, you must issue@ commit to
activate the changes made to the configuration.
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run Is Cool

Use the run command to execute operational-mode
CLI commands from within the configuration

Can be a real time-saver when testing the effect of a recent
change

[edit interfaces ge-0/0/12]
user@switch# set unit 0 family inet address 10.250.0.141/16

[edit interfaces ge-0/0/12]
user@switch# commit Test configuration changes without
commit complete leaving configuration modewith xrun

[edit interfaces ge-0/0/12]

user@switch# run ping 10.250.0.149 count 1

PING 10.250.0.14% (10.250.0.149): 56 data bytes

64 bytes from 10.250.0.149: icmp seq=0 ttl=255 time=0.%67 \ms

--- 10.250.0.14% ping statistics ---
1 packets transmitted, 1 packets received, 0¥ patket 10ss
round-trip min/avg/max/stddev = 0.967/0.96%/0.967/0.000 ms3

fiJuniper’ Education Services

Run with It

The run command allows you to execute operational-mode commands while in
configuration mede. It is similar to the do command on other vendors’ equipment.
This extremely handy time-saver works for all operational-mode commands and is
supported at all configuration hierarchies. In the example on the slide, we are editing
the configuration for the router’s ge-0/0/12 interface. After assigning what we hope to
be the correct IP address, we commit the change and invoke the run command to
execute a quick ping test.
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Summary

In this chapter, we:
Described user interface options for EX-series switches
Differentiated active and candidate configurations
Used J-Web to configure and monitor an EX-series switch
Used the JUNOS software CLI to configure and monitor an
EX-series switch

fJuniper’ Education Services

This Chapter Discussed:
. User interface options;
. Usenauthentication and authorization;
. Active and candidate configurations;
. Using J-Web GUI to configure and monitor an EX-series switch; and
J Using the CLI to configure and monitor an EX-series switch.
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Review Questions

List the three user interfaces you can use to access
an EX-series switch.

What is the difference between the active and
candidate configurations?

What is the default tab when you log in to J-Web?
What keystrokes are used to complete a command
and a variable?

What command provides the quickest method of
returning to the top of the hierarchy?

What command is used to display the differences
between the candidate and active configurations?

fiJuniper’ Education Services

Review Questions
1.
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Lab 1: User Interface Options

Become familiar with J-Web and the JUNOS CLI.

fJuniper’ Education Services

Lab 1: User Interface Options

The slide provides the.objectivefor this lab.
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Chapter Objectives

After successfully completing this chapter, you will be
able to:
Install Juniper Networks EX-series switches
Save and restore a rescue configuration
Return an EX-series switch to the factory-default state
Describe the initial configuration options
Perform initial configuration using the console’s EZsetup
feature
Perform initial configuration using the J-Web EZsétup
feature
Perform initial configuration using the JUNQS CLI

fJuniper’ Education Services

This Chapter Discusses:

. The general process and guidelines for installing Juniper Networks
EX-series switches;

. Creating, saving and loading a rescue configuration file;

. Returning the switch to its factory-default configuration;

. Information required for initial configuration; and

. Performing initial configuration on the switch using the console’s

EZsetup option, J-Web EZsetup, and the command-line interface (CLI).
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Agenda: Installation and Initial Configuration

Installation Guidelines

Rescue and Factory-Default Configurations
Initial Configuration Checklist

Initial Configuration Options

fiJuniper’ Education Services

Installation.Guidelines

The slide lists,the topics we cover in this chapter. We discuss the highlighted topic
first.
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General Installation Guidelines

Follow documented safety guidelines

All EX-series enterprise switches:

Rack, desk, or wall mountable
« 1 RU, weight might vary with platform

« Multiple chassis for use as a Virtual Chassis system require rack
mount

+ Place heavier devices at bottom of the rack
« Center mount is preferred

Attach network and console cables
Attach power cables

Use the hardware installation training resources:
Technical publications: http://www juniper.net/techpubs/

fJuniper’ Education Services

Safety Guidelines

Be sure to read and follow applicable safety guidelines when installing a Juniper
Networks EX-series enterprise switch. You can find these guidelines in the
accompanying documentation that is included with the switch or online at http://
www.juniper.net/techpubs/.

Switch'Installation

JunipenNetworks EX-series enterprise switches are rack, desk, or wall mountable. If
you are installing multiple EX-series switches to function as a Virtual Chassis system,
yousmust install the switches in a rack. One pair of mounting brackets and rubber feet
are supplied with the EX-series switch. You must order wall mount kits separately. All
EX-series enterprise switches are 1 rack unit (RU) in size but vary in weight. If multiple
switches are being installed in one rack, install the first device at the bottom and
proceed upward in the rack. Install heavier switches in the lower part of the rack.

Continued on next page.

Chapter 4-4 < |Installation and Initial Configuration iJuniper”

NETWORKS



Operating Juniper Networks Switches in the Enterprise

Connecting Cables

You can connect the switch to the console using the provided console cable. Use a
standard RJ-45 Ethernet cable, no crossover necessary, for connecting to the network
ports.

Attaching Power

EX-series switches include an appropriate AC power cord for your geographic region.

Installation Resources

Resources are available with detailed installation procedures. You can find this
documentation at http://www.juniper.net/techpubs/.
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Power On and Power Off

JUNOS software is a multitasking environment
A graceful shutdown of the operating system ensures file
system integrity
« Use the JWebMaintain > Reboot page orthe request
system halt CLI command to gracefully halt JUNOS software

« Power is maintained to the system; reboot with console activity
Rebooting the system with the LCD menu:
System reboot option under Maintenance mode
Automatic power-on feature

fJuniper’ Education Services

Gracefully Shutting'Down the JUNOS Software

The JUNOS softwareis,a‘multitasking environment. To ensure file system integrity, you
should always gracefully:shut down the switch. Although unlikely, failure to gracefully
shut down the switch could possibly leave it unable to boot.

Rebooting the System with the LCD Menu

Pressithe LCD menu button to enter Maintenance mode. Choose the System Reboot
optionto reboot the EX-series switch.

Automatic Power On

If power to an operating switch is interrupted, the switch automatically powers on
upon power restoration. The switch does not require any intervention in this situation.
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Agenda: Installation and Initial Configuration

Rescue and Factory-Default Configurations

fiJuniper’ Education Services

Rescue and'Factory-Default Configurations

The slide highlights the'topic we discuss next.
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Rescue Configuration

A rescue configuration is designed to restore basic
connectivity in the event of configuration problems

The user defines the contents

« Include a root password!
By default, there is no rescue configuration
Save rescue configuration using J-Web or the CLI
Retrieve with rollback rescue CLIcommand
View with £ile show /config/rescue.configz
CLI command

fJuniper’ Education Services

What Is a Rescue Configuration?

A rescue configuration,is a user-defined, known-good configuration that you can
quickly activate in the event that the active configuration is deleted or misconfigured
in such a way that network connectivity to the switch is lost. We recommend that the
rescue configuration contain the minimum elements necessary to restore network
connectivity to the switch. For added security, the rescue configuration must include a
root password.

By default, no rescue configuration is defined. You can save the current active
configuration as the rescue configuration using J-Web or the CLI.

Once saved, you can activate the rescue configuration by entering the rollback
rescue configuration-mode command.
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Saving a Rescue Configuration

Two methods of saving rescue configuration:
request system configuration rescue save CLI
command
JWebMaintain > Config Management > Rescug
option

| Files. |

it MaTaqAT s, BeSlU0 o

Lbloed If you inadvertently commé a configuration that denies management access, the only recourse may be ko connegk the conscle, The rescue configuration
|7 gives you another alternative. The rescue configuration is a configuration you know will allow managementiaccess ko the switch.
Histary

ﬁ Set or Delete Rescus Configuration

Clicking 'Set rescus configuration’ will set the rescue configuration bo the curment running configuration 86 the switth. Clicking Delete rescue configuration’
will delete the rescue configuration.
|

[ |

Set rescue confiquration Saves current active cofif guration as
| Rebagt Delete rescue ¢ I rescue confisuration.
I b Custamer Suppart

fiJuniper’ Education Services

Saving a Rescue Configuration Using J-Web or the CLI

The J-Web Maintain > Config Management > Rescue option allows you to
view, save, or delete the rescue configuration. The Set rescue configuration
link sets the rescue configuration to the currently active configuration. The Delete
rescueconfiguration link removes any rescue configuration previously set. The
View vescue configuration link allows you to view the contents of the rescue
configuration. It appears only if a rescue configuration is set.

You can also set or delete the rescue configuration from the CLI. The request
system configuration rescue save command sets the rescue configuration
to the currently active configuration, and the request system configuration
rescue delete command deletes any rescue configuration previously set. The
file show /config/rescue.conf.gz command allows you to see the
contents of the rescue configuration file.
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Loading the Rescue Configuration

Retrieve the rescue configuration by using the
rollback rescue CLIconfiguration-mode

command
Don't forget to commitl

[edit]

userfzwitch# rollback rescue
lodd wemplete Activates rescue configuration
[edit]

userfswitch# commit

commit complete

[edit]
userlswitch#

fJuniper’ Education Services

Using rollback rescue

The configuration-mode@rollback command also accepts a rescue argument.
Using rollback rescue overwrites the candidate configuration with the rescue
configuration. As always, you must use the commit command to activate the
candidate configuration.
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Factory-Default Configuration

Enables family ethernet-switching forall
ports

Enables default system logging

Enables LLDP and RSTP

Enables PoE on all supported ports

Loads one-time factory-settings option

Returns Virtual Chassis system Member ID toO
Resets J-Web EZsetup feature

fiJuniper’ Education Services

Default Switching Mode

The factory-default configuration enables all switch ports for switching by configuring
family ethernet-switching under each interface unit.

System Logging

Thefactory-default configuration enables the same syslog options as other JUNOS
software-based products. JUNOS software creates a log named messages that logs
any facility at the notice severity level. It also logs the authorization facility at the info
severity level. The software creates an interactive-commands log that lists
commands input into the switch. A third syslog option is enabled that notifies any user
logged in to the switch of any messages received with an emergency severity level.

Switching Protocols

The switch’s factory-default configuration enables the Link Layer Discovery Protocol
(LLDP) and the Rapid Spanning Tree Protocol (RSTP) for all switch ports. We discuss
these protocols further in subsequent chapters.

Continued on next page.
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Power over Ethernet

The factory-default configuration also enables Power over Ethernet (PoE) on the
maximum number of supported switch ports. The maximum number of switch ports
that can support PoE is dependant upon the model of EX-series switch.

Automated Factory-Default Features

If you view the factory-default configuration before committing any changes, you will
notice factory-settings options under the system commit hierarchy:

[edit]

user@switch# show system commit

factory-settings {
reset-chassis-lcd-menu;
reset-virtual-chassis-configuration;

These options are removed once you commit changes to the factory-default
configuration. The reset-chassis-1cd-menuoption initializes the LCD menu for
the J-Web EZsetup feature. The reset-virtual-chassis-configuration
option resets the Virtual Chassis system member(ID to 0. We cover Virtual Chassis
technology in a subsequent chapter.
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Reverting to a Factory-Default
Configuration

There might be times when you want to return to a
factory configuration

Use the load factory-default configuration
command and set a root password:

[edit]
user@switch# load factory-default
warning: activating factory configuration

[edit]

user@switch# set system root-authentication plain-text-password

New password:

Retype new password: R
Activates thegdactonydefault

[edit] i

user@switch# commit CONMIZIRION

commit complete

Navigate the LCD menu by pressing the menu button
and choose Restore to Factory Default

EiJuniper’ Education Services

Returning to'a Factory-Default Configuration

Under certain.conditions, you might want to return the switch to its factory-default
configuration. For example, you might want to reactivate EZsetup or simply clear the
configuration to prepare the switch for redeployment in a new role.

Using the CLI

The CLI's configuration mode allows you to overwrite the candidate configuration with
the factory-default configuration by using the 1load factory-default command.
JUNOS software does not allow you to save the configuration until you configure root

authentication information. Do not forget to issue a commit to activate your changes.

Using the LCD Menu

Press the Menu button next to the top right of the LCD to put the LCD in Navigation
Mode. Use this same button to select options in the menu. The bottom button allows
you to scroll through the menu. Choose Restore to Factory Default; the EX-series
switch will load and commit the factory-default configuration.
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Agenda: Installation and Initial Configuration

% L M

Initial Configuration Checklist

fJuniper’ Education Services

Configuration Checklist

The slide highlights the topic we discuss next.
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Initial Configuration Checklist

Have the following information ready when performing
the initial setup through the CLI or the EZsetup option:
Hostname (optional)
Root password
System time (optional)
Details regarding how the switch will be accessed for
management (in band or out of band, and VLAN:a@ssignment)
Management interface and default gateway IP addresses
Remote access protocols to be used (Telnet, SSH)
SNMP contact and community information (optional)

fiJuniper’ Education Services

Initial Configuration

When you receive a Juniper Networks EX-series switch, the JUNOS software is
preinstalled. Once you power on the switch, it is ready to attempt EZsetup or it is ready
for manual configuration. You can configure the switch from a console connected to
the switeh’s console port or using J-Web from a management host directly attached to
the ge-0/0/0 or meO interface initiated from the LCD menu. We recommend that you
configure the following items at installation time:

. Hostname of the switch;
. Root password (By default, only the root user can access the switch.);
. Time of day/Network Time Protocol (NTP) server;

. Switch management details (You will be prompted to choose if you want
to manage the switch in band using the default VLAN, in band by creating
a new management VLAN, or out of band using the meO management
Ethernet interface.);

. Management interface IP address and gateway IP address for
management network;

. System services for remote access (Telnet, SSH, and HTTP/HTTPS); and

. SNMP contact and community name.
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Agenda: Installation and Initial Configuration

bl

Initial Configuration Options

fJuniper’ Education Services

Initial Configuration Options

The slide highlights the topic we discuss next.
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Initial Configuration Options

CLI EZsetup option
Available through a conscle connection
J-Web EZsetup option
Initiated using the LCD menu
CLI
Manually configure the switch using the JUNOS,CL

fiJuniper’ Education Services

CLI EZsetup

When an EX-series switch is loaded with the factory-default configuration, you can
initiate the EZsetup wizard from the shell prompt by typing ezsetup. You must use a
console connection for this option.

J-Web EZsetup

You initiate the J-Web EZsetup Initial Configuration Wizard through the LCD menu by
choosing Enter EZsetup. You must use a DHCP-enabled device connected to either
port ge-0/0/0 or me0 and use a Web browser for this option.

Manual CLI Configuration

You can also perform the initial configuration manually with the JUNOS CLI. You must
initiate a console connection for this option because Telnet, SSH, and IP addressing
are not preconfigured on the switch.

We discuss these initial configuration options in more detail on the next series of
slides.

M Juniper
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Initial Configuration Using Console EZsetup

Obtain console connection to switch
Enter ezsetup from the shell prompt
Amnesiac (ttyul)

login: root
Password:

--— JUNOS 9.0RZ.10 built 2008-03-06 10:31:45 UTCT
root@% ezsetup

Initial setup Configuration

Enter System hostname [Optional]:switch

Enter new root password:
Re-enter the new password:

Enable Telnet service? [yes|no]l. Default [yes]:

fJuniper’ Education Services

Console Connection

To use the CLI EZsetup.initial' configuration wizard, you must establish a console
connection to the switchaUse the supplied console RS-232 connector with a standard
RJ-45 Ethernet.cable to connect your laptop or PC to the switch. Use a standard
terminal emulation client using a 9600 Baud rate with an 8/N/1 data bits/parity/stop
bits setting and VT100 terminal type. The terminal type is configurable once a session
is established, but the other terminal settings are not configurable.

EZsetup Initial Configuration Wizard

Once you establish a console session with the switch, JUNOS software prompts you for
a username. The factory-default username is root and is granted all privileges for
switch access. No password is needed when the switch is in its factory-default state.
However, the EZsetup wizard and any subsequent commits require the root password
to be defined.

After logging in, you are presented with a UNIX shell prompt (2). At this prompt, type
ezsetup and press Enter to begin the EZsetup wizard. The EZsetup wizard asks a
series of questions based on the aforementioned initial configuration checklist. When
completed, the EZsetup wizard overrides the factory-default configuration and
activates your new configuration based on the parameters you entered. At this point,
you can log in as the root user and configure secondary configuration options such as
new user accounts, protocols, and interface properties. After the initial setup, you can
invoke the console EZsetup feature by first placing the switch in a factory-default state
using the LCD menu.
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Initial Configuration Using J-Web
EZsetup (1 of 2)

Easy deployment option for new switches
Boot switch with factory-default configuration
Navigate the LCD menu and select Enter EZsetup
Connect laptop or PC to ge-0/0/0
Point Web browser to http.//192.168 1.1

« DHCP service starts and assigns address to laptop or'PC port
« EZsetup wizard appears

Alternatively, connect laptop or PC to me0 and'pointWeb
browser to http://192.168.2.1

EiJuniper’ Education Services

Initial Configuration Using J-Web

Thanks to the built-in‘initial configuration wizard, using the J-Web interface for initial
configuration is extremely easy. With the switch in its factory-default state, choose the
Enter EZsetup option using the LCD menu on the front of the switch chassis. Then,
simply use an RJ-45 cable to directly connect a DHCP-configured management host to
either the ge-0/0/0 or the meO management Ethernet interface. The switch
configures the ge-0/0/0 interface with an IP address of 192.168.1.1 and the meO
interface with an IP address of 192.168.2.1. It also acts as a DHCP server on these
interfaces, assigning IP addresses in the 192.168.1.0/24 and 192.168.2.0/24
networks, respectively.

Point the Web browser on your management host to http://192.168.1.1 or
http://192.168.2.1, depending on to which interface you are connected; you are
automatically directed to the J-Web EZsetup initial configuration wizard.
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EZsetup (2 of 2)

configuration options

B Ezsetup
B nbroduction
& Hostname: switch [optional]
Management Options
Management Address Root: password
& Manage Access
B summary

Basic Settings

reconnect to the switch.
Enter password: sesesssee

Reenter password: sssessses

Switch date and time

Time zone: [americallos_pngeles =]
@) synchronize with PC time

Current PC time: 9: 05: 54, 1]16/2008
O Set manually

P

Initial Configuration Using J-Web

EZsetup in J-Web automates initial management

Wour switch comes with a Factory set username root’. You must set s password for this username to
secure your switch, After you complete the setup, use the username ‘root’ and the new passwerd ko

Yfou can set the date and time of the switch manualy or synchronize it with the local time on your PC,

A N
< Back i! ‘> Cancel Help

EiJuniper’ Education Services

Automating Initial Management Configuration with J-Web EZsetup

The J-Web EZsetup feature walks you through a series of options designed to get your

switch up and running. Using the aforementioned initial configuration checklist,

complete each page and click Next. Once you click Finish on the last screen,
EZsetup delivers'your new configuration to the switch, and it is then ready for
deployment or for more advanced configuration. The J-Web EZsetup feature uses a
10-minute time limit. If you do not complete the setup within 10 minutes, switch
access’is revoked and the configuration reverts to the factory-default configuration.

Chapter 4-20 < Installation and Initial Configuration
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Initial Configuration Using the CLI (1 of 6)

Log in as root with a null password
Amnesiac prompt indicates a
factory-default configuration

Amnesiac (ttyul)
login: reoot

-—— JUNOS 9.0R2.10 built 2008-03-06 10:31:45UTC
root@d

Start the CLI

= UNIX shell prompt

root@% cli 2
Y CLI prompt
root>

fiJuniper’ Education Services

Logging In as Root

Remember when you receive a EX-series platform from the factory, the root password
is not set. To loghin to the switch’s CLI for the first time, you must log in through the
console port using the root username with no password. If you already performed the
initial switch configuration with EZsetup or J-Web, you use the root password you
defined at that time.

Theconsole login normally displays the switch’s configured hostname. When no
hosthame is configured, such as is the case with a factory-default configuration,
Amnesiac is displayed in place of the hostname.

Starting the CLI

When you log in as the root user, you are placed at the UNIX shell. You must start the
CLI by typing the ¢1i command. When you exit the CLI, you return to the UNIX shell.
For security reasons, make sure you also log out of the shell using the exit
command.
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Initial Configuration Using the CLI (2 of 6)

Enter configuration mode:
root> configure

[edit]

root#

Issue CLI commands to configure the desired
functionality
Remember 1o issue the commit command to activatewyour

changes

Hint: Use the CLI's | display set functionality to
reverse-engineer a configuration into the Cld cemmands
used to create it

fJuniper’ Education Services

Entering Configuration Mode

After starting the CLI; you enteroperational mode. You can make changes to the
configuration only in configuration mode. Enter configuration mode by entering the
command configure atthe operational-mode prompt, as shown on the slide.

Issuing Commands

Onceqin configuration mode, issue set commands to configure the functionality you
want. Remember that your changes do not take effect until you issue a commit
command. To help learn CLI configuration syntax, you might try displaying a
configuration with the results piped to the display set functionality as shown:

[edit]
root# show interfaces me0
unit 0 {
family inet {
address 192.168.2.2/24;
}
}

[edit]
root# show interfaces me0 | display set
set interfaces me0 unit 0 family inet address 192.168.2.2/24
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Initial Configuration Using the CLI (3 of 6)

Set the identification parameters
Hostname
Domain name

Root password

[edit]
root# edit system

[edit system]
root# set host-name switch

[edit svstemnm]
root# set domain-name example.com

[edit system]

root# set root-authentication plain-text-password
New password:

Retype new password:

[edit svstem]
root#

fiJuniper’ Education Services

Identification Parameters

This slide shows how to use the CLI to configure the switch’s hostname, domain
name, and a root password. Notice that the example shows these configuration
parameters entered at the [edit system] hierarchy rather than at the top level of
the hierarchy, which makes for less typing.
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Initial Configuration Using the CLI (4 of 6)

Set the time parameters
Time zone
NTP server
Current time

[edit system]
root# set time-zone America/Los Angeles

[edit system]
root# set ntp boot-server 10.0.3.1

[edit system]
root# set ntp server 10.0.3.1

[edit system]
root# run set date 200712270900.00
Thu Dec 27 0%:00:00 UTC 2007

fJuniper’ Education Services

Time Parameters

This slide shows how toise the CLI to configure the time settings. You can configure
the switch with current date and time information where it maintains its own time or,
preferably, for Network Time Protocol (NTP) synchronization. When defining NTP server
parameters, specify an NTP boot server to function as an NTP reference device upon
booting and an NTP'server for continuous time synchronization while the switch is
running. Inimany cases, the NTP boot server and NTP server are the same device.
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Initial Configuration Using the CLI (5 of 6)

Set the network parameters
DNS nhame servers
Domain search and name
Default gateway
me0 address

[edit system]
root# set name-server 10.0.2.1

[edit system]
root# set domain-search example.com

[edit system]
root# set domain-name example.com

[edit system]
root# teop

[edit]
root# set routing-options static route 0.0.0.0/0 next-hop 10.0.1.254

[edit]
root# set interfaces me0 unit 0 family inet address 10.0.1.1/24

fiJuniper’ Education Services

Network Parameters

This slide shows how to use the CLI to configure a DNS server, a domain hame and a
domain search'list. JUNOS software appends the domain hame entered to hostnames
that are not fully qualified. JUNOS software uses the domain search list to set an order
in which'clients append domain names when searching for the IP address of a host.
These statements are optional.

Defining a static route of 0.0.0.0/0 sets a default route to which the switch sends
packets in the event that the destination is a remote host. The meO management
Ethernet port provides out-of-band management access for the switch. Alternatively,
configure the virtual management Ethernet (vme) port for out-of-band management
access to a Virtual Chassis device. We cover Virtual Chassis technology in more detail
in a subsequent chapter.
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root#

[edit
root#

[edit
root#

[edit
root#

[edit
root#

Initial Configuration Using the CLI (6 of 6)

Set the management access parameters
Telnet/SSH
Enable J-Web

Commit the changes!

[edit]
edit system

system]
set services telnet

system]
set services ssh

system]
set services web-management http

system]

commit and-quit
commit complete

Exiting configuration mode

root@switchs>

fJuniper’ Education Services

Management Access Parameters

This slide shows howtowse the'CLI to enable SSH, Telnet, and HTTP access to the
switch. When connectingto the switch using one of these access protocols, use the
same user logins defined under the [edit system login] hierarchy.

Applying Your Configuration

Onceyou complete your initial configuration, use the commit command to apply your
changes. You can include the and-quit option, as shown, to return to operational
mode.

Note that the EZsetup and J-Web initial configuration wizards automatically commit
the new configuration upon completion.
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Initial Configuration Results (1 of 2)

root@switch> show configuration
## Last commit: 2007-12-27 21:09:44 UTC by root
verzion 9.0RZ.10;
system {
hest-name switch;
domain-name example.com;
domain-search example. com;
time-zone America/Los Angeles;
root—authentication {
encrypted-password "$1$VEHiZfQxSno= W. OE9aHZmBZgFEI7z/ "; ## SECRET-DATA
i
name-server |
10.0.2.1:
}
services |
ssh;
telnet;
web-management {
http;
i
H
syslog {
¥
ntp {
boot-gerver 10.0.3.1;
server 10.0.3.1;

fiJuniper’ Education Services

Displaying the Initial Configuration: Part 1

The screen capture onthe slide uses the operational-mode show configuration
command to display the hierarchical configuration file created by our initial
configuration set statements. The syslog hierarchy included in the factory-default
configuration is suppressed for brevity.
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Initial Configuration Results (2 of 2)

interfaces |
ge-0/0/0 {
unit 0 {
family ethernet-switching;
+
¥

mel |
unit 0 {
family inet {
address 10.0.1.1/24;
}

}
}
routing-options {
static |
route 0.0.0.0/0 next-hop 10.0.1.254;
E;
}
protocols {
11dp |
interface all;
¥
retp;
}
poe |
interface all;

fJuniper’ Education Services

Displaying the Initial Configuration: Part 2

This slide displays thexremaining hierarchies created by our initial configuration set
statements combined with the factory-default configuration. The interfaces
hierarchy includéd in the factory-default configuration is suppressed for brevity.
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Summary

In this chapter, we:
Described installation of Juniper Networks EX-series switches
Saved and restored a rescue configuration
Returned an EX-series switch to the factory-default state
Described the initial configuration options
Performed initial configuration using the console s«EZsetup
option
Performed initial configuration using J-Web and the LCD menu
Performed initial configuration using the CLI

fiJuniper’ Education Services

This Chapter Discussed:
. The general process and guidelines for installing Juniper Networks
EX-series switches;
. Loading a configuration file, and saving and restoring rescue
configurations;
) Returning the switch to its factory-default configuration;
. Options for initial configuration of the switch;
. Performing an initial configuration using the console’s EZsetup option;
. Performing an initial configuration using J-Web and the LCD menu and;
. Performing an initial configuration manually using the CLI.
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Review Questions

What options are available for mounting an
EX-series switch?

What command do you use to load the rescue
configuration?

List three items you should have ready before
performing an initial configuration of an EX-series
switch.

What command do you use at the shell prompt to
enter operational mode?

What final configuration-mode command must you
enter to enable your initial configuration?

fJuniper’ Education Services

Review Questions
1.
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Lab 2: Initial Configuration

Perform tasks normally associated with initial
configuration of an EX-series switch.

fiJuniper’ Education Services

Lab 2: Initial"Configuration

The slide provides the objective for this lab.
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Chapter Objectives

After successfully completing this chapter, you will be
able to:

Describe and configure user authentication

Configure and interpret system logging and tracing

Configure and monitor NTP

Archive switch configurations

Configure and monitor DHCP

Configure and monitor SNMP

[iJuniper’ Education Services

This Chapter Discusses:

. User authentication methods and configuration;

. Configuring and interpreting system logging and tracing;

. Network Time Protocol (NTP) configuration and operation;

. Archiving switch configurations on remote devices;

. Configuring and monitoring the Dynamic Host Configuration Protocol
(DHCP); and

. Configuring and monitoring the SNMP.
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Agenda: Secondary System Configuration

User Configuration and Authentication
System Logging and Tracing

Network Time Protocol
Archiving Configurations

Dynamic Host Configuration Protocol
SNMP

fiJuniper’ Education Services

User Configuration‘and Authentication

The slide lists,the topics we cover in this chapter. We discuss the highlighted topic
first.
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User Configuration and Authentication

RADIUS/
= Local
sl Authentication
T s ——

Local database |

Name and password
Individual accounts and home directories

RADIUS and TACACS+
Centralized user management
Users mapped to locally defined template users

fJuniper’ Education Services

Local Password Authentication

With local password authentication, you can configure usernames and passwords
individually for each userito log in to the switch. JUNOS software enforces the following
password restrictions:

. The password must be at least 6 characters.

. You can include most character classes in a password (alphabetic,
numeric, and special characters), except control characters.

U Valid passwords must contain at least one change of case or character
class.

RADIUS and TACACS+

RADIUS and TACACS+ are authentication methods used for validating users who
attempt to access the switch. They are both distributed client/server systems. The
RADIUS and TACACS+ clients run on the Juniper Networks EX-series switch; the server
runs on a host connected to a remote network. Both protocols allow for user
authentication. A locally defined user account determines authorization. Multiple
RADIUS or TACACS+ authenticated users can be mapped to a locally defined user
account. These local accounts are referred to as template users and avoid the need
for each RADIUS or TACACS+ user to also have a locally defined user account. With the
appropriate Juniper Networks extensions loaded on the server, both RADIUS and
TACACS+ can override these template user authorization parameters by passing
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extended regular expressions. Coverage of regular expressions is outside the scope of
this class.

Authentication Order (1 of 3)

Multiple authentication methods are supported

Order of authentication methods is configurable
The switch tries each method in order until the password is
accepted
Even if a password is rejected, the switch still tries'the next
configured authentication method!
If all configured authentication methods fail to reply,the switch
attempts local authentication

Example 1:
authentication-order [ radiussaSpdus password ]
i
0 qap2 s 2 =  RADIUS Server
Stepl(lak, 1ap7ael _ Stew3RE"EC Usemame = 1ab Password = 1ab123
Step 8 ACCEPT : 7 Step 4 (1ab, 12b755) [
Step 5 REJECT g (O TACACS+ Server
Srepe % Usemame = 1ab Password = 1ab456
Stan ia.b;v@

Local Authentication Database
Usemame = 1ab Password = 1ah 789

f@lJuniper Education Services

Multiple Authentication Methods

You can configure the switch to be both a RADIUS and TACACS+ client, and you can
prioritize the order in which the software tries one or more of the three different
authentication methods.

Authentication Order

For each login attempt, JUNOS software tries the authentication methods in order,
until the password is accepted. The next method in the authentication order is
consulted if the previous authentication method failed to reply or if the method
rejected the login attempt. If no reply (accept or reject) is received from any of the
listed authentication methods, JUNOS software consults local authentication as a last
resort.

Example 1

In the example shown on the slide, we configured authentication-order

[ radius tacplus password ].We enter a username of 1aband a password
of 1ab789. We are successfully authenticated because each configured
authentication method is attempted until the password is accepted by the local
authentication database.
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Example 2:

Authentication Order (2 of 3)

authentication-order radius tacplus

i
ot =@l RADIUS Server
Usemame = 1ab Password®s 1abXz3

Stepl(lab, 120753
I | a Step 4 (1ab, 1ab7a5) @l TACACS+ Server
=
Step BREJECT St Step 5 REJECT I Usemame - 1ab Password s Iabdb6
=y 23 -

< Local Authenti€ation Database
Usemame =3 ab Password = 1ah 789

fJuniper’ Education Services

Example 2

In this example, we configured authentication-order [ radius

tacplus ].We enterausername of 1ab and a password of I1ab789. JUNOS
software tries the password against the RADIUS server, which rejects it. It then tries it
against the TACACS+ server, which also rejects it. JUNOS software does not consult
local authentication’because it is not listed in the authentication order, and at least
one'of the configured authentication methods did respond. The password is rejected.
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Authentication Order (3 of 3)

Example 3:

authentication-order [ radius tacplus ]

RADIUS Server
4 Usemame = Zab Password = 2abhi23
yaeT
g
=e?
Step 1 (lak, 1ab7E9)

Step 3 (1ab, 1ab759) X
Step 5 ACCEPT —
e

TACAGS+ Server
Usemame = 1ab Password = 1ab456

—
S

. [6eal Authentication Database
Usemame = 1ab Password = 1ah 789

fiJuniper’ Education Services

Example 3

In this examplejauthentication-order [ radius tacplus ] isstill
configured. We'enter a username of Iaband a password of 1ab789. JUNOS software
tries the password against the RADIUS server, which is down. The switch receives no
response; and after a timeout period, tries the TACACS+ server. A temporary network
problem causes the TACACS+ server to be unreachable. After a timeout period, local
authentication is consulted and the password is accepted. JUNOS software consults
local authentication because none of the configured authentication methods
responded.
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Components of Authorization (1 of 2)

o deny-commands allow-commands Authonized
| User I—rI Class I—ol Permissions I—r - — or
deny-configuration allow-configuration Boriid

Command and configuration statements are either
authorized or denied

Applies to all nonroot users

Defined by a hierarchy of configuration components
Users:

Locally defined on the switch

Member of a single class
Class:

Container for permissions and explicit allow.and deny
overrides

Four predefined classes for common groups of permissions
* operator, read-cnly, super-user, Gnauthorized

fJuniper’ Education Services

Authorization Overview

Each command or configuration statement is subject to authorization. The switch
applies authorization to'all nonroot users, and you cannot disable this feature.
Authorization applies to both the J-Web interface and the command-line interface
(CLI). A configured,hierarchy of authorization components, as shown by the graphic on
the slide, defines whether or not a command is authorized.

Users

At the highest level, the configuration of user accounts on the switch defines
authorization parameters. Multiple remotely authenticated users can be mapped to a
locally defined template user. Users are members of a single login class.

Continued on next page.
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Class

A login class is a named container that groups together a set of one or more
permission flags. Login classes can also specify that the permission flags should be
overridden for certain commands. You can configure custom login classes, but there
are four predefined login classes that exist to handle most situations. These classes
and associated permission flags are the following:

. super-user: All permissions;

. operator: Clear, network, reset, trace, and view permissions;
. read-only: View permissions; and

. unauthorized: No permissions.
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Components of Authorization (2 of 2)

o deny-commands allow-commands Authonized
| User I—rI Class I—ol Permissions I—r - — or
deny-configuration allow-configuration Boriid

Permissions

Predefined sets of related commands

Allow and deny overrides
Define exceptions for commands and configuration
statements that would otherwise be allowed or denied
Can be specified using regular expressions

fJuniper’ Education Services

Permissions

The following predefined permission flags group together the authorization of related

commands:

access: Allows the viewing of network access configuration;

aceess-control: Allows the modifying of network access
configuration;

admin: Allows the viewing of user accounts;

admin-control: Allows the modifying of user accounts;

all: Enables all permission bits to be turned on;

clear: Allows the clearing of learned network information;
configure: Allows the entering of configuration mode;

control: Allows the modifying of any configuration values;

field: Is reserved for field (debug) support;

firewall: Allows the viewing of firewall configuration;
firewall-control: Allows the modifying of firewall configuration;
floppy: Allows the reading and writing of information to the floppy drive;
flow-tap: Allows the viewing of flow-tap configuration;
flow-tap-control: Allows the modifying of flow-tap configuration;
flow-tap-operation: Enables the tapping of flows;

Continued on next page.
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Permissions (contd.)

. idp-profiler-operation: Enables IDP profiler;

. interface: Allows the viewing of interface configuration;

. interface-control: Allows the modifying of interface configuration;
. maintenance: Allows system maintenance, including starting a local

shell on the switch and becoming the superuser in the shell, and can halt
and reboot the switch;

. network: Allows network access;

. reset: Allows the resetting and restarting of interfaces.and processes;
. rollback: Allows the ability to roll back for depth greater than zero;
. routing: Allows the viewing of routing configuration;

. routing-control: Allows the modifying of routing configuration;

. secret: Allows the viewing of secret configuration;

. secret-control: Allows the modifying of secret configuration;

. security: Allows the viewing of security:eonfiguration;

. security-control: Allowsithe modifying of security configuration;
. shell: Allows the starting of a local shell;

. snmp: Allows the viewingsof SNMP configuration;

. snmp-control: Allows the modifying of SNMP configuration;

. system: Allows the viewing of system configuration;

. system-control: Allows the modifying of system configuration;

. trace: Allows the viewing of trace file settings;

. trace-coentroliAllows the modifying of trace file settings;

. view: Allows the viewing of current values and statistics; and

. view-configuration: Allows the viewing of all configuration (not

including secrets).

Allow and Deny Overrides

You can use the deny-commands, allow-commands, deny-configuration,
and allow-configuration statements to define regular expressions that match
operational commands or configuration statements. Matches are explicitly allowed or
denied, regardless of whether you set the corresponding permission flags. You apply
the deny- statements before the corresponding allow- statements, resulting in the
authorization of commands that match both.
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Authorization Configuration Example

o deny-commands allow-commands Authonized
| User I—rI Class I—ol Permissions I—r - — or
deny-configuration allow-configuration Boriid

[edit system login]
userf@switch# show
class noc {

permissions view;

allow-commands "clear interfaces statistics";

deny-commands "clear interfaces statistics alll;
}
user sue {

ek e

class noc;

authentication {

encrvpted-password

"315D44KLa ASWNBAMOROOATAfezUbz3ab1l"; ## SECRET-DATA

fJuniper’ Education Services

Authorization Example

The configuration example onthe slide shows how the various authorization
components are configured:

. User sue is a member of the noc class.

J The.noc class has view permissions.

) Inraddition, the noc class can clear statistics on individual interfaces
using the clear interfaces statistics interface-name
command.

. However, the noc class is denied the ability to clear the statistics of all
interfaces at once with the clear interfaces statistics all
command.
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Agenda: Secondary System Configuration

System Légging and Tracing

fiJuniper’ Education Services

System Logging and Tracing

The slide highlights the'topic we discuss next.
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System Logging and Tracing

System logging:
Uses UNIX syslog-style configuration syntax
+ Primary syslog fileis /var/log/messages
« Most processes also write to individual log files

Supports numerous facilities and severity levels

« The facility defines the class of l0g message; the severity level
determines the level of logging detail

Provides local and remote syslog support
« Remote logging (and archiving) recommended for troubleshooting
Tracing decodes protocol packets and switch events
Is referred to as debug by some other vendors
Tracks protocol operations, the state of the interfaces, and
global switching and routing behavior

fJuniper’ Education Services

System Logging

System logging (syslog).operations use a UNIX syslog-style mechanism to record
system-wide, high-level operations, such as interfaces going up or down or users
logging in to or out of the switch. Configure these operations by using the syslog
statement atthe [edit system] hierarchy level and the options statement at
the [edit routing-options] hierarchy level.

JUNOS software places the results of tracing and logging operations in files that are
stored in the /var/1log directory on the switch. Use the show log file-name
command to display the contents of these files.

Tracing Operations

Tracing operations allow you to monitor the operation of protocols by decoding the
protocol packets that are sent and received. Tracing is also available for other switch
processes. In many ways tracing is synonymous with the debug function on equipment
made by other vendors. Note that because of the design of EX-series platforms, you
can enable reasonably detailed tracing in a production network without a negative
impact on overall performance or packet forwarding.

Chapter 5-14 ¢ Secondary System Configuration iJuniper”

NETWORKS



Operating Juniper Networks Switches in the Enterprise

Syslog Configuration Example

[edit system svslog] Emergency messages go to
user@switch# show all logged-in users
g & o

Shy: elehgen ey Logs to a remote host with an IP
' address of 1021014174

host 10.210.14.174 {
any notice; . )
authorization info: L i e

iy
file messages {
any notice; i
: d : ogs all CLI commands
authorization info; g
}

file cli-commands {

interactive-commands any; " .
¥ Logs configuration changes

. (recommended faor lracking user activity)

file config-changes {
change-log info;

}

file errors { Logs all errors.in adile
any error; called ezrorsin the
¥ /vargl ogdirectory

fiJuniper’ Education Services

System Logging Options Example

The slide shows'various syslog configuration examples. General syslog configuration
options include the following:

. host nameor IP address: Sends syslog messages to the configured
host;

) archive: Configures how to archive system logging files (default is to
keep 10 archive files with a maximum size of 128 K each);

. console: Configures the types of syslog messages to log to the system
console;

. facility: Displays the class of log messages;

. severity: Displays the severity level of log messages;

. file filename: Configures the name of the log file; and

. files number: Displays the maximum number of system log files.
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Hame :
Message:

He L
Description:
prompt

Type:
severity:

Interpreting Syslog Messages

Standard log entries consist of the following fields:
Timestamp, platform name, software process name or PID, a
message code, and the message text
Use explicit-priority to include a numeric priority

value

Jan 12 17:08:00 switch mgd([2253]: BINTERACT=6-UI CMDLINE READ LINE: Usel
'user', command 'show version '

Use help syslog ? to help interpret message codes

user@switch> help syslog UI_CMDLINE READ LINE

UI CMDLINE RERD LINE

User '<username>', command '<command:>"'

User entered command at CLI prompt

The indicated user typed the indicated command,at the CLI

and pressed the Enter key, sending the command string to the
management process (mgd) .

Event: This message reports an evend,tnot am error

info

fJuniper’ Education Services

Interpreting System'Log Entries

When using the standard syslog format, each log entry written to the messages file
consists of the following fields:

. timestamp: Indicates when the message was logged.
. name: Displays the configured system name.
) Process name or PID: Displays the name of the process (or the

process ID when a name is not available) that generated the log entry.

. message-code: Provides a code that identifies the general nature and
purpose of the message. In the example shown, the message code is
UI_CMDLINE_READ_LINE.

. message-text: Provides additional information related to the message
code.

When you add the explicit-priority statement, JUNOS software alters the
syslog message format to include a numeric priority value. In this situation, the value
0 indicates the most significant and urgent messages (emergency), and 7 indicates
debug-level messages.

Continued on next page.
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Interpreting Message Codes

Consult the System Log Messages Reference documentation for a full description of
the various message codes and their meanings. Or, better yet, use the CLI's help
function to obtain this information. The example on the slide shows the operator
obtaining help on the meaning of the UT_CMDLINE_READ_LINE message code.
Based on the output, it becomes relatively clear that the message code shows a
command that a user entered at the CLI prompt.
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Traceoptions Overview

Tracing is the JUNOS software equivalent of debug
Can enable tracing on a production network
Requires configuration
Can trace multiple options (flags) to a single file

Generic traceoptions configuration syntax:

The protocol or function being traced
[edit protocols protocol-name]
userl@switch# show
traceoptions {
file filename [replace] [size size] [files numbery [Nos
stamp] [world-readalkle] [no—world—réaagile];
flag flag [flag-modifier] [disable];

Where to write the trace results

! Flags identify what aspects of the protocol

are traced"and atwhat level of detail

fJuniper’ Education Services

Hear Tracing, Think'Debug

Tracing is the JUNOS software térm for what other vendors sometimes call debug. In
most cases when you enable tracing (through configuration), you create a trace file
that is used to store decoded protocol information. You analyze these files using
standard CLLlog file syntax such as show log logfile-name. Because of the
design of EX-series switching platforms, you can enable detailed tracing in a
production:network without significantly impacting performance. Even so, you should
alwaysiremember to turn off tracing once you have completed your testing to avoid
unnecessary resource consumption.

Generic Tracing Configuration

The slide shows a generic tracing stanza, which, if applied to the [edit ethernet
switching-options] portion of the configuration hierarchy, would result in the
tracing of switching events. Ethernet switching traceoptions track general switching
operations and record them in the specified log file. To trace the operations for an
individual protocol, configure traceoptions under the desired protocol hierarchy.

Continued on next page.
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Generic Tracing Configuration (contd.)

Configuration options for tracing are the following:

. file filename: Specifies the name of the file in which to store
information.
. size size: Specifies the maximum size of each trace file, in kilobytes

(KB), megabytes (MB), or gigabytes (GB). When a trace file named
trace-filereaches this size, itis renamed trace-file. 0. When
the trace file again reaches its maximum size, trace-file.0is
renamed trace-file.1,and trace-fileis renamed
trace-file. 0. This renaming scheme continues until the maximum
number of trace files is reached. The software thensoverwrites the oldest
trace file. If you specify a maximum file size,you also must specify a
maximum number of trace files with the files.optionaThe default size is
128 KB.

. files number: Specifies the maximum number of trace files. When a
trace file named trace-file reaches its,;maximum size, it is renamed
trace-file. 0,then trace-file. 1;and so on, until the maximum
number of trace files is reached. Theisoftware then overwrites the oldest
trace file. The default is ten files.

. no-stamp: Prevents timestamp information from being placed at the
beginning of each line in the'trace file. By default, if you omit this option,
timestamp information is placed at the beginning of each line of the
tracing outputs

. replacerReplaces an existing trace file if one exists. By default, if you
omit this option, tracing output is appended to an existing trace file.

. readable: Allows any user to view the file.

. no-world-readable: Allows only the user who configured the file to

view it. This is the default setting.

Including the traceoptions statement atthe [edit interfaces
interface-name] hierarchy level allows you to trace the operations of individual
switch interfaces. You can also trace the operations of the interface process, which is
the device-control process (dcd).

When tracing a specific interface, the specification of a trace file is not supported. The
JUNOS software kernel does the logging in this case, so the tracing information is
placed in the system’s messages file. In contrast, global interface tracing supports
an archive file; by default, /var/log/dcd is used for global interface tracing.
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Traceo

[edit protoc
userfswitch#
traceoptions

}

Include the traceoptions statement atthe [edit
protocols protocol-name] hierarchy level

Useful for troubleshooting
Traceoptions also available for other hierarchies

file rstp-trace;
flag bpdu;

userfswitch> show log rstp-trace
Jan 13 0%:23:
Jan 13 0%:23:
Jan 13 0%:23:
Jan 13 02:23:

validated...
Jan D ohaaan

ptions Example

ols ratpl]
show

{

38 trace on: Tracing to “/wvar/log/rstp-trace @stdhted
38.549565 M3G: Port ge-0/0/15.0: Validating received bpdu ...
38.566047 MSG: Port ge-0/0/15.0: Extracting @nfo “Brom BPDU ...
38.566105 MSG: Port ge-0/0/15.0: Received bpdl sugCessfully

38.566246 MSG: BPDU received successfully

fJuniper’ Education Services

Traceoptions Example

Trace the operations of .a specific protocol by including the traceoptions
statement at the [edit\protocols protocol-name] hierarchy. In most cases
you will want to.be a bit selective in what you trace because selecting the a1l keyword
will likely numb your mind with trivial details. The sample Rapid Spanning Tree
Protocol (RSTP)'stanza on the slide reflects a typical tracing configuration that
provides details.about bridged protocol data unit (BPDU) events. In many cases you
wilhwant to use the detail switch to a given protocol flag for the added information
often'needed in troubleshooting scenarios.

The slide shows a sampling of the results obtained with the tracing configuration. As
with-any log file, simply enter a show log trace-file-name command to view
the decoded protocol entries. The sample trace output reflects the receipt of a BPDU
message on the ge-0/0/15.0 interface and the successful validation of the BPDU.
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Analyzing Log and Trace Files

Use the show log file—-name CLI command to

display the contents of log and trace files
Receive help on available options at the more prompt by
enteringan h
Use the CLI's pipe functionality; it makes log parsing
much easier!

userl@switch> show log messages | match "support info’
May 31 23:49:16 host mgd[2711]: SINTERACT-6-UI CMDLINE READ LINE:
Uszer 'user', command 'request support information®!

Cascade pipe instances to evoke a logieal'AND search; use
guotes to evoke a logical OR, as shown:

uzerdzwitch> show log messages | match| "error | kernel | panie”

fiJuniper’ Education Services

Viewing Logs and Traces

By default, JUNOS software stores log and trace files in /var/1og. To view stored log
files, use the show log command. Recall that the CLI automatically pauses when
there isilmore then one screen’s worth of information, and that at this more prompt,
you_can enter a forward slash (/) character to conduct a forward search. As a hint,
enter h when at a more prompt to view the context help screen of available
commands, shown in the following example:

---(Help for CLI automore)---

Clear all mateh and except strings: c or C
Display,all line matching a regexp: m or M <string>
Dispday. ald lines except those matching a regexp: e or E <string>
Display this help text: h

Don "tphold in automore at bottom of output: N

Hold, in automore at bottom of output: H

Move down half display: TAB, d, or "D
Move down one line: Enter, j, “N, "X, "Z, or Down-Arrow

CLI's Pipe Functionality

Being able to cascade multiple instances of the CLI's pipe functionality is a real
benefit when you must search a long file for associated entries. You can also search
for multiple criteria in a logical OR fashion as shown by the example on the slide that
searches for lines that include any of the words error, kernel, or panic.
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Miscellaneous Log File Commands

Monitor a log or trace file in real time with the
monitor command

userfswitch> monitor start filename

Shows updates to monitored file(s), with piped output
matchingl

Use Esc+q to halt and resume real-time output to screen
lssue monitor stop to cease all monitoring

Log and trace file manipulation
Use the elear command to clear log and trace files

user@@switch> clear log filename

Use the £ile delete command to deleterlog and trace files

ugerfswitch> file delete filename

fJuniper’ Education Services

Monitoring Logs and Trace Files

Use the monitor start CLI'command to view real-time log information. You can
monitor several log filesiat one time. The messages from each log are identified by
filename, where £ilename is the name of the file from which entries are being
displayed. JUNOS software displays this line initially and when the CLI switches
between log files.

Use Esc+q torenable and disable syslog output to the screen; use the monitor
stop command to cease all monitoring. Note that you can use the CLI's match
functionality to monitor a file in real time while displaying only entries that match your
search criteria. To use this functionality, use a command in the following format:

user@switch>monitor start messages | match fail

If you do not delete or disable all trace flags, tracing continues in the background and
the output continues to be written to the specified file. The file remains on the switch’s
compact flash drive until it is either deleted manually or overwritten according to the
traceoptions file parameters. To disable all tracing at a particular hierarchy, issue
a delete traceoptions command at that hierarchy and commit the change.

Continued on next page.
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Log and Trace File Manipulation
To truncate files used for logging, use the clear log filename command.

To delete a file, use the £ile delete command. If you want, you can also use
wildcards with the file command’s delete, compare, copy, 1list, and rename
operations.
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Agenda: Secondary System Configuration

Network Time Protocol

fJuniper’ Education Services

Network Time Protocol

The slide highlights the topic we discuss next.
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NTP Clock Synchronization

Use NTP to synchronize clocking on network devices
Correlated timestamps on log and trace files for
troubleshooting
JUNOS software cannot provide primary time reference
Support for client, server, and symmetric active modes
Message Digest 5 (MD5) authentication support

[edit system ntp]

Boot server is uzed 1o set user@switch# show

initial NTP time upon boot boot-server
10.0.1.201;

gerver 10.0.1.201; —_ —_- -
server 10.0.1.202;

The configured list of possible
synchranization sources

A simple NTP client-modefconfiguration

fiJuniper’ Education Services

What Time s It?

Use the Network Time Protocol (NTP) to synchronize network devices to a common,
and preferably accurate, time source. By synchronizing all switches, timestamps on
log messages are both accurate and meaningful.

NTPisibased on a series of timing hierarchies, with a Stratum 1 (atomic) timing source
at the very top. While accuracy is desirable, there is no need to synchronize to a
Stratum 1 reference to benefit from synchronizing to the time of day. JUNOS software
cannot provide its own timing source because the definition of a local, undisciplined
clock source (for example, the local crystal oscillator) is not supported. If needed,
obtain a commodity UNIX box of some type configured to provide a timing reference
based on its local clock. Any synchronization, even if based on an inaccurate local
clock, is better than none.

JUNOS software supports client, server, and symmetric modes of NTP operation, and
can also support broadcast and authentication. We recommend that authentication
be used to ensure that an attacker cannot compromise a system’s synchronization.

The slide provides a typical NTP-related configuration stanza. Two machines can
synchronize only when their current clocks are relatively close. A boot server is used to
set a switch’s clock at boot time to ensure that it is close enough to later synchronize
to the configured time server. Issue the operational-mode set date ntp
address command as a substitute for a boot server.
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[edit]

remote

Monitoring NTP Clock Synchronization

Use the show ntp associations command to
confirm synchronization status:

user@switch# run show ntp associations

refid st £ when poll reach delay offset Jittef

*10.210.14.173 10.210.8.73 4u 63 64 377 D.268 -24.258 e cly

IP address or name of NTP peer

Asterisk indicates that this peer was selected for synchronizatien

Indicates peer stratum level

IP address or name of peer reference

fJuniper’ Education Services

Monitoring NTP

Use the show ntp associations command to display synchronization status.
The address column shows the hosthname or IP address of the remote NTP peer. The
symbol next to the hostname or IP address gives the status of the peer in the clock
selection process:The possible symbols include the following:

Space: Discarded because of a high stratum value or failed sanity check;
x: Designated falseticker by the intersection algorithm;

. (period): Culled from the end of the candidate list;

- (hyphen): Discarded by the clustering algorithm;

+ (plus): Included in the final selection set;

# (pound): Selected for synchronization, but the distance exceeds the
maximum;

* (asterisk): Selected for synchronization; and

o: Selected for synchronization, but the packets-per-second (pps) signal
is in use.

You can view further synchronization details with the show ntp status command.
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Agenda: Secondary System Configuration

Archiving Configurations
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Archiving Configurations

The slide highlights the'topic we discuss next.
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Archiving Configuration Files

Configure the switch to automatically back up the
configuration file at the [edit system
archival] hierarchy

Perform regular backups at scheduled intervals or

whenever a new configuration file is committed

Backup occurs when
[edit system archivall commitls issied
userf@switch# show
configuration {
transfer-on-comnit;
archive-zites {
"ftp://user@l0.210.9.178:/archive” password "§$9."; ## SEGRET-DATA
"scp://user@l72,15.100.2: /archive™\password "S595%; ## SECRET-DATA

First URL listed is Used uniess transfer fails
Transfer options include
both FTP and SCP

fJuniper’ Education Services

Automated Configuration Backup

Certain failures mightirenderthe storage device, which holds the configuration files,
unusable. In the event of.such a disaster, it might be helpful to have the most recent
configuration file stored on a separate device, such as an FTP or SCP server. To
automatically back up a switch’s configuration file to a remote system, configure the
necessary/configuration archival parameters at the [edit system archivall
hierarchy level. When you configure the switch to transfer its configuration files, you
specify’an archive site, in the form of a URL, to which the files are transferred. If you
specify. more than one archive site, the switch attempts to transfer to the first archive
site in the list, moving to the next site only if the transfer fails.

Backups can occur at regular intervals with the use of the transfer-interval
statement. The frequency at which the file transfer occurs can be from 15 to 2880
minutes, and you can define this frequency. Alternatively, the configuration file can be
transferred every time a new configuration becomes active with the use of the
transfer-on-commit statement.
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Monitoring the Archival Process

Configuration files are queued for transmission in the
/var/transfer/config directory
The transfer is logged in the /var/log/messages file

userf@switch> show log messages | match transfer
Jan 21 13:52:45 switch logger: transfer-file: Transferred
/var/transfer/config/switch_juniper.conf.gz_20080121 215150

[edit]
userfswitch» file list /wvar/transfer/config detail

Destination filename format is

/var/transfer/ config: switch-name Jjuniper.conf.gz ¥YYYMMOD HHMMSS UTC time

total 12

A 1 root wheel 1530 Jan 21 13:51 switch juniper.conf.gz 20080121 215150
Output from the UNIX server

instructor@serverl.dxl.svipwd

/home/ ftp/ pub/archive
instructor@serverl.dzl.sv5ls

switch juniper.conf.gz 20080121 215150

fiJuniper’ Education Services

How It Works

Upon entering a'commit command or reaching the specified time interval, the switch
copies the configuration file into the /var/transfer/config directory and an
FTP or SCP session is opened with the remote storage device. Once the configuration
file is transferred to the remote storage device, a system log message is generated,
confirming success or failure of the transfer. The destination filename format, as
shown on the slide, cannot be altered by configuration.
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Agenda: Secondary System Configuration

Dynamic Host Configuration Protocol

fJuniper’ Education Services

Dynamic Host Configuration Protocol

The slide highlights the topic we discuss next.
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DHCP Concepts and Terminology

DHCP transfers host-specific configuration details
from a designated DHCP server to DHCP clients while
managing the allocation of IP addresses on a LAN
Scalable method of managing LAN resources
Follows client/server model
Based on BOOTP
EX-series enterprise switches support two modes:

DHCP server
« Configured under [system services dhcp] hierarchy

DHCP relay agent
« Configured under [ forwarding-oplticns helper bootp]

Both options cannot be configured at the same time

fiJuniper’ Education Services

Understanding DHCP

The Dynamic Host Configuration Protocol (DHCP) serves multiple purposes. The first
function of DHCR is to serve as a framework for relaying configuration details from a
designated server to individual clients (such as PCs) within a TCP/IP network. The
second function of DHCP deals with the allocation of IP addresses for the requesting
clients. The'use of DHCP services within a network to allocate and relay client
configuration details can significantly reduce the administrative overhead required
when managing LAN resources. DHCP follows a client/server model and requires
communication exchanges between both the client and server using packets that are
based on the Bootstrap Protocol (BOOTP). RFC 2131 defines DHCP.

The DHCP server stores the administratively defined configuration details to be used
on the requesting clients. Each DHCP server receiving the DHCPDISCOVER broadcast
message sends a DHCPOFFER message to the client, which offers an IP address for a
set period of time, known as the lease period.

Once the client sends the DHCPREQUEST message, the selected DHCP server sends a
DHCPACK acknowledgment that includes configuration information, such as the IP
address, subnet mask, default gateway, and the negotiated lease details. The DHCP
server manages the assigned IP addresses along with any reported address conflicts.
Once the negotiated lease period expires, the DHCP server renews the address
assignment.

Continued on next page.
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DHCP Server Mode and DHCP Relay Mode

EX-series platforms can operate in either DHCP server mode or DHCP relay mode.

DHCP server mode enables the switch to function as a DHCP server. This feature
eliminates the need for a dedicated DHCP server on the LAN. You can enable DHCP
server mode using the [system services dhcp] hierarchy level. This
functionality is also employed automatically in the J-Web EZsetup wizard to provide
initial HTTP access to the switch.

You can configure EX-series switches to function as DHCP/BOOTP relay agents. This
feature allows DHCP/BOOTP requests to be sent from a client on one networktona
DHCP server on a different network. The advantage provided by this featureds the
elimination of a dedicated DHCP server on each network. You configure thisifeature at
the [forwarding-options helpers bootp] hierarchy level.

Because DHCP/BOOTP messages are sent as a broadcast and are notdirected to a
specific server, switch, or router, EX-series switches cannot function as both a DHCP
server and a DHCP/BOOTP relay agent at the same time. JUNOS software generates a
commit error if both options are configured at the same time, and.the commit will not
succeed until one of the options is removed.
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DHCP Server Mode

DHCP server mode:
Dynamically assigns |P addresses to end hosts from a
user-defined pool
Eliminates the need for a dedicated DHCP server on a LAN

I Configuration Details

PC configured }.i = a EX}%HES Cs;ritch conﬁi.lred
i = or server mode
as DHCP client \ —

‘ DHCE Client Requsst. ]

No dedicated DHCP senver required

fiJuniper’ Education Services

DHCP Server Mode

This slide illustrates the advantage of configuring an EX-series switch in DHCP server
mode as well asithe basic operation involved between the DHCP client and an
EX-serigs switch functioning as the DHCP server.

M Juniper
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DHCP/BOOTP Relay Mode

DHCP/BOOTP relay agent:
The switch relays DHCP requests from end hosts on one
network to a designated server on a different network
Eliminates the need for a DHCP server on every LAN or VLAN

| DHCP Glient Request. | S
are sent fromithe
. senver t
DHCP Client

(VLAN 10) %’ o

¢
= | DHCP Se
GConfiguration details are Y - s i (VLAN 30)
b

relayed from the switch to e
the DHCP clients

ﬂ / DHCP clignt IBN
¥ are relayed from _
DHCP Chient K
= switeh to the er
{VLAN 20) Mi %’ -

I DHCP Clisnt Request. |

L @ )
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DHCP/BOOTP Relay Agent

DHCP requests sent from a client to a server are normally restricted to the same
physical segment, LAN, or virtual LAN (VLAN) on which the client resides. In the event
that the server and client are on different LANs or VLANS, a relay agent is needed. The
slide illustrates the basic process involved when a relay agent is required to pass the
DHCP/BOQTP requests between a client and a server. The main advantage of this
feature is that a;single DHCP server can serve clients on remote LANs or VLANSs,
eliminating the need for a dedicated DHCP server in each LAN or VLAN environment.
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Example: Configuring DHCP

[edit interfaces]
user@suwitchi show

ge-2/0/0 {
i unic 0O {
Interface receiving family inet {
DHCP requests address 10.3.3.1/24:
*

[edit system services dheop]
userfsvitchi# show
pool 10.3.3.0/24 {
address-range low 10.3.3.2 high 10.3.3.254; _ - de pool:_and
exclude-address { exclusion settings
10.3.3.10;

maximu-lease-time S6400;
default-lease-time S6400;
name-server {

; 172.18.35,100; PN A DNS and WINS

wins-server { server settings
172.18.35.105;

DHCP lease settings

+

router {
Gateway IPv4 address 10.3.3.1;

sent to DHCP clients ¥

fiJuniper’ Education Services

Example: Configuring DHCP

The slide shows'a DHCP configuration example using some common DHCP
configuration options.
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Example: Configuring DHCP/BOOTP Relay

[edit forwarding-options helpers bootp]
user@switch# show

description "Global DHCP relay service"™;
gerver 172.18.24.38;

maximum—hop-count 4;

minimum-wait-time 1;

interface |

Settings used forall Layer 3
interfaces not specifically
referenced in configuration

vlan. 10 {
Interface will not listen or ne-listen;
participate in relay services dezcription "No DHCPE relay service";

+

vlan.20 |

description "Unique DHCP relay service”;

Interface will use unique server 172.18.36.12;
settings for relay services maximum-hop-count 4;

minimum-wait-time 1;

fJuniper’ Education Services

Sample DHCP/BOOTP: Relay Configuration

The slide shows a sample DHCP/BOOTP configuration using some common
DHCP/BOOTP configuration options. This example defines global parameters that will
be used for all interfaces not specifically referenced in the configuration. The example
also references two distinct interfaces and their associated parameters.
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Monitoring DHCP Operation

Commands for verifying DHCP operation:
Use show system services dhcp ?
« binding: View DHCP binding and lease information
« global: View global DHCP and DHCP relay information
« pool: View address pool information
« statistics: View DHCP packet counters
« conflict: View address pool conflicts
Use the clear system services dhcp conflict
command to resolve address conflicts
Use traceoptions to monitor DHCP/BOOTP relay-events
+ Logged contents are sentto /var/1ogifud by default
« Traceoptions are also available for the' DHCR server option

fiJuniper’ Education Services

Monitoring DHCP Qperations

The slide highlights some commonly used outputs to monitor DHCP operation. Use the
show system services dhcp pool command to view DHCP address pool
details. The show system services dhcp binding command outputs DHCP
binding and lease information. Use the show system services dhcp
statistics command to display statistics for the various DHCP and BOOTP packets
that are sent and received from the switch. The show system services dhcp
conflict command identifies address conflicts, if any exist.

Use the clear system services dhcp conflict command to clear existing
address conflicts. Use the address knob when clearing a specific address conflict.

To monitor DHCP/BOOTP relay events, configure traceoptions at the [edit
forwarding-options helpers] hierarchy level. Ensure that the bootp flag
option is selected along with the logging level you want.

By default, the switch sends all logged events for DHCP/BOOTP relay to the
/var/log/fud log file. To view the logged events, use the show log fud
command.

You can also configure traceoptions for the DHCP server option at the [edit
system services dhcp] hierarchy level. If no filename is specified, events are
logged to the /var/log/dhcpd logfile.
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Agenda: Secondary System Configuration

fJuniper’ Education Services

Simple Network Management Protocol

The slide highlights the topic we discuss next.
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SNMP Overview (1 of 2)

SNMP is used to communicate between an SNMP
agent (EX-series switch) and a network management
system (NMS) or a host

NMS and agent communicate in the form of:

« Get, GetBulk, and GetNext requests

« Set requests

« Notifications (traps—SNMP v2c or informs—SNMP v3)
Agents respond to requests from NMS and send
notifications of network events (traps and inferms)

Responze 4

NMS E’
|

Pall

fiJuniper’ Education Services

SNMP Operation

A network device, such’as the EX-series switch, acts as an SNMP agent. An SNMP
agent exchanges network management information with SNMP manager software
running on a network management system (NMS) or host. The agent responds to
requests for information and actions from the manager. An agent communicates with
the SNMP manager using the following message types:

o Get, Getbulk, or Getnext requests: The SNMP manager requests
information from an SNMP agent. The agent responds with a Get
response message.

. Set requests: The SNMP manager changes the value of a Management
Information Base (MIB) object controlled by the agent. The agent returns
the status in a Set response message.

. Notifications: The SNMP agent sends traps to notify the manager of
significant events regarding the network device. SNMP version 3 uses
informs to notify the manager of significant events. Informs increase
SNMP reliability by requiring the receiver to acknowledge the receipt of
an inform notification.

By polling managed network devices, the NMS collects information about network
resources. An SNMP agent can also notify the NMS of events and resource constraints
through the use of SNMP traps.
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SNMP Overview (2 of 2)

MIB:
Used to define managed objects in a network device
Designed in hierarchical tree structure
Standard or enterprise specific
Consists of object identifiers (OIDs)
JUNOS SNMP support:
Versions 1, 2¢, and 3
Limited support for SNMP set commands
Remote monitoring (RMON) events, alarms, and history

fJuniper’ Education Services

Here Come the MIBs

A MIB is a collection of objects maintained by the SNMP agent in a hierarchical
fashion. The SNMP manager views or changes objects within the MIB structure. MIBs
can be defined.at the enterprise level to provide enterprise-specific information about
the managed network device, or MIBs can be standardized to provide common
information across multiple vendor network devices. NMS devices poll object
identifiers (0OIDs) to retrieve management information. An OID is considered a leaf in
theitree-like hierarchy of a MIB. The Internet Engineering Task Force (IETF) provides
standard MIBs you can download at http://www.ietf.org. You can download Juniper
Networks enterprise MIBs at http://www.juniper.net/techpubs.

JUNOS SNMP Support

JUNOS software provides support for SNMP versions 1, 2c¢, and 3. Version 1 is the
initial implementation of SNMP that defines the architecture and framework for SNMP.
Version 2 added support for community strings, which act as passwords determining
access to SNMP agent MIBs. SNMPv3 is the most up-to-date version and provides
enhanced security features including the definition of a user-based security model
(USM) and a view-based access control model (VACM). SNMPv3 provides message
integrity, authentication, and encryption, which is a superior security model over
SNMPv2c, which uses plain text community strings. JUNOS software also provides
support for remote monitoring (RMON) events, alarms, and history.

Chapter 5-40 ¢ Secondary System Configuration iJuniperm

NETWORKS



Operating Juniper Networks Switches in the Enterprise

Example: Configuring SNMP

[edit snmp]
user@switch# show
description "EX 3200 - Backup":

Device contact ;
location "BSU East Campus Closet - Rack 4";

information : ;
contact "Jim Davis - x1865": DeRaultEithonzation
community cardinals {
authorization read-only:
: clients
Defining an SNMP 0.0 é 0/0 tricts SNMP requests limited®6710.210.14,/24
community is the -0.0.0/0 restrict; subnet; can also redtnict to anlinterface
minimum SNMP 10.210.14.0/24;
configuration 1

¥
trap-group foo {
version vZi

categories { . Sends SNMPv2 notifications

regarding link or chassis events

chassis:
link:
I
targets {
Definc M. for 10.210.14.173;
trap delivery

}

fiJuniper’ Education Services

Sample SNMP Configuration

The slide shows'a sample SNMP configuration using some common

SNMP configuration options. When configuring contact information, you must be as
specific'as possible. This information comes in handy when trying to resolve issues
with_a network device. The example restricts SNMP access to the 10.210.14.0/24
networkwith read-only authorization. The example also shows the configuration of an
SNMP trap group, necessary for the delivery of SNMP traps to an NMS.
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Monitoring SNMP Operation

Operation:

Monitor the SNMP agent (switch) with NMS tools
Monitor SNMP protocol using traceoptions, syslog, and

show commands

MIB walks and gets are available from the CLI:

user@switch> show snmp mib walk jnxoperatingDescr
jnxOperatingDescr.1.1.0.0 = midplane
jnxOperatingDescr.2.1.1.0 = Power Supply 0
jnxCperatingDescr.2.1.2.0 = Power Supply 1
jnxCperatingDescr.4.1.1.1 = FAN 0
jnzOperatingDescr.7.1.0.0 = FBEC: EX3200-Z4T, B POE
@ 0f%/%

jnxCperatingDescr.8.1.1.0 = PIC: Z4x 10/100/1000
Base-T @ 0/0/%

jnxCperatingDescr.8.1.2.0 = PIC: 4x GE SFP G 0/Q7%*
jnzoperatingDescr.9.1.0.0 = RE-EX3200-24-T

Education Services

[ Juniper

Monitoring SNMP Operation

An NMS or host provides the interface for most SNMP monitoring. To monitor SNMP
operation from an EX-series switch, you can use traceoptions, system logging, and
various show snmp commands. When a trap condition occurs, some traps are
logged if the system logging is configured with the appropriate facility and severity
levels, regardless of' whether a trap group is configured. The sample show command
output on the slide illustrates that you can also issue standard SNMP manager
commands to view agent OID values. You can specify the OIDs in ASCII text format or
dotted-decimal notation.
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Summary

In the chapter, we:
Described and configured user authentication
Configured and interpreted system logging and tracing
Configured and monitored NTP
Archived switch configurations
Configured and monitored DHCP
Configured and monitored SNMP

fiJuniper’ Education Services

This Chapter Discussed:
. User authentication methods and configuration;
. Configuring and interpreting system logging and tracing;
J NTP configuration and operation;
. Archiving switch configurations on remote devices;

. Configuring and monitoring the DHCP; and
. Configuring and monitoring the SNMP.
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Review Questions

What user authentication methods are available?
How do you configure JUNOS software to fail over to
local authentication if a RADIUS server is
unreachable?

What command do you use to view the primary
syslog file?

How do you view NTP synchronization status?
Provide an example of a scenario in which
DHCP/BOOTP relay might be helpful.

What is the purpose of an SNMP trap?

fJuniper’ Education Services

Review Questions
1.
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Lab 3: Secondary System Configuration

Perform tasks normally associated with secondary
system configuration.

fiJuniper’ Education Services

Lab 3: Secondary System Configuration

The slide provides the objective for this lab.
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Chapter Objectives

After successfully completing this chapter, you will be
able to:

Monitor platform operation

Use network utilities

Maintain JUNOS software

Perform file system maintenance and password recovery,

fJuniper’ Education Services

This Chapter Discusses:
. Monitoringplatform operation;
. Using network utilities;
. Maintaining JUNOS software; and

. Performing file system maintenance and password recovery.

Chapter 6-2 « Operational Monitoring and Maintenance ] s o
P P e 2 Juniper

NETWORKS



Operating Juniper Networks Switches in the Enterprise

Agenda:
Operational Monitoring and Maintenance

Monitoring Platform Operation

Network Utilities

Maintaining JUNOS Software

File System Maintenance and Password Recovery

EiJuniper’ Education Services

Monitoring Platform Operation

The slide lists,the topics we cover in this chapter. We discuss the highlighted topic
first.
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EX-series Front Panel LEDs (1 of 2)

Visual Indicators summarize platform status

Front Panel LEDs On Steadily Blinking
Ifthe LED is lit red, an alarm is Not Applicable—If ALM LED is unlit,
resent. no alarm is present.
ALM (Alarm) |[* P
If the SYS LED is it steadily green, If the SYS LED is blinking gréen, the
sSYS (System) JSLV::.\JI[SS software is loaded on the switch is booting JUNOS software.

If the MST LED is it steadily green, If the MST LED is blinking green, the
the switch is the master of the Virtual |switch is the bagkup of the Virtual
MST (Master) Chassis configuration. (This LED is Chassis configuration! MST LED
always lit steadily on EX 3200 remains unlit on member (iine card)
models). switghes.

fJuniper’ Education Services

EX-Series Status Summary: Part 1

The front panel LEDs onEX-series platforms provide a summary of the switch’s status.
The LEDs are located on'the far right side of the panel, next to the LCD. These LEDs
include the following indicators:

. Alarm:LED: This LED lights steadily red when a system alarm is present
and remains unlit in the absence of alarms.

o System LED: This LED blinks green while the JUNOS kernel is booting and
lights steadily green after the bootup process is complete.

. Master LED: This LED lights steadily green when the switch is acting as
the master in a Virtual Chassis configuration. It blinks green when the
switch is acting as the backup in a Virtual Chassis configuration. On an
EX 3200 switch this LED remains lit steadily green at all times.

Juniper’
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LED 1

L2

fiJuniper’ Education Services

EX-series Front Panel LEDs (2 of 2)

Network and uplink port LEDs indicate status

Network and uplink ports have two LEDs
« LED 1 indicates link activity
¢ LED 2 indicates admin status, duplex mode, PoE, and link speed
« LED 2 is toggled using the LCD menu

EX-series Status Summary: Part 2

The EX-seriesfront panel provides two LEDs for each network port and uplink port.
LED 1, the LED on the left side of the port, blinks green when the link is up and active.
It lights(steadily green when the link is up but there is no current link activity.

LED"2;the LED on the right side of the port, can indicate multiple settings. Pressing
the LCD Enter button toggles LED 2 between administrative status (ADM), duplex
mode(DPX), PoE status (POE), and speed (SPD). The following table lists these states:

LED 2 Port Status

ADM

DPX

POE

SPD

Green: Port is
enabled.

Unlit: Port is dis-
abled.

Green: Port is full
duplex.

Unlit: Port is half
duplex.

(Always lit green
for SFP and XFP
uplink ports
because uplink
ports are always
set to full duplex.)

Green: PoE is
enabled.
Amber: PoE
negotiation
failure.

Unlit: PoE is not
enabled.
(Always unlit for
SFP and XFP
uplink ports
because they do
not support PoE.)

1/2/3 blinks per
second for 10/
100/1000 Mbps,
respectively.

(Lit green steadily
for SFP/XFP
uplink ports at full
speed; unlit for
SFP ports set at
10/100 Mbps)

M Juniper
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EX-series LCD Menu

The LCD menu provides a quick method of checking
chassis alarms and system status
Default idle mode shows system status

LCD switches to alarm mode automatically when alarms
occur

Menu Button
N (No)
\
Enter Button
(Yes)

Juniper Education Services

Monitoring with the’'LCD Menu

The LCD menu on both the EX'3200 and EX 4200 devices provides a quick,
menu-driven interface for. monitoring and performing tasks on the switch. There are
two navigation buttons: the bottom button is used to make or confirm selections, and
the top menu button switches between the following two main menus:

. Maintenance menu: This menu contains the following options:
- System reboot: This option reboots the switch.

- Factory default: This option resets the switch configuration to its
factory-default state.

- Enter EZsetup: This option starts the J-Web EZsetup feature if the
switch is in a factory-default state. (This option shows on the LCD
menu only after the switch is put in a factory-default state.)

. Status menu: This menu contains the following options:
- VCP status: This option displays the status of Virtual Chassis ports.
- PWR status: This option displays the status of power supplies.
- FANS/TEMP status: This option displays the environmental state.

By default, the LCD rests in idle mode. If an alarm is triggered, the LCD switches to
alarm mode and displays errors. You can also view the output of the LCD with the
command-line interface (CLI) using the show chassis 1lcd command.
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Monitoring System-Level Operation (1 of 3)

View the Dashboard tab:
T T WPy Juniper

Sysmm ame witch
Momory il Tomp. CPU ouad Fan;
Device moded. w300 24T l

Iy dotaibs AFPC pry
Ko P @
Dootimege $0R210
oesmm e 4
Last conigure time 260i-03-24 15483 UTE /] y
" -\ T
e ——

Capacity Utilation [

s 7 )\~ 4
Tora memteraf poens 2
- up MAG Table samsies. 2 o activeslann

Suppostid MAC Table entries 24000,

Hamberaf ViAHS configumsd
Hemberaf VLA supporid

fiJuniper’ Education Services

Monitoring Overall System Operation: Part 1

The J-Web Dashboard tab provides an overview of the switch’s operational state.
The Dashboard tab includes the following information:

o System Information: This section shows the switch’s hosthame,
model number, inventory details, software version, the last time the
system was booted, and the last time the system was configured.

. Health Status: This section displays the current memory utilization,
system temperature, CPU load, and fan status.

. Capacity Utilization: This section gives the total number of
utilized versus supported interface ports, MAC table entries, and VLANSs.

. Alarms: This section displays red or yellow alarms, if any alarms are
present.

The Dashboard tab also provides a status of all the interfaces and a graphical
depiction of the current LCD contents.
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CPU Monitoring

Monitoring System-Level Operation (2 of 3)

System monitoring is also available under Monitor
> System View > System Information

‘ I Ewents and Alarms I
© Sysem Infarmation

L Pracess Details |

‘ Chassis Infarmatian |

‘ Virtusl Chassis |

Pawer aver Ethernet

‘ > Rauting

‘ [ Security

‘ [» Class of Service J

| b senvices

[Fre =]

Selectvirtual chassis member:

Wirtual Chassis Membar Details:

Mame
General Infarmation
Serial number
JUNQS saftware versian

Time Infarmatian
Currenttime
System booted time
Protacal started time
Last configured time
CPUload average fara minute
€PUload averagefar g minutes
CPUload averagefar g minutes

Used Memary
Internal USE Partitiana
Internal USE Partitianz
Internal USE Partitiany

Value

EMozo8105107
soRae

20080314 154738 UTC
2008-03-30 143506 UTC
2008-03-10 141553 UTC
2008-03-14 15:44: 33 UTC
o.07
011
008

70M af284M
58K af ggM
1.4Mofa2zM

Siorage etails

fJuniper’ Education Services

Monitoring Overall System Operation: Part 2

The Monitor > System View page provides more system information, including
the system serial number, software version, system uptime information,
compact-flash device usage, and user details.

Chapter 6-8 ¢ Operational Monitoring and Maintenance
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Monitoring System-Level Operation (3 of 3)

Using the CLI, issue show systemcommands:

user@switch> show system ?
Possible completions:

alarms Show system alarm status

audit Show file system MDS hash and permissions
boot-messages Show boot time messages

buffers show buffer statistics

certificate Show installed X509 certificates

commit Show pending commit requests (if any) and commit history
configuration Show configuration information
connections Show system connection activity
core-dumps Show system core files

directory-usage Show local directory information
initialsetup Show initialsetup informatdon

license Show feature licenses information
processes Show system process table

reboot Show any pending halt or teboot requests
rollback Show rolled back configueation

fiJuniper’ Education Services

Monitoring Overall System Operation: Part 3

You can obtain/most system information using show system argument
commands. Thefollowing arguments are some of the most common:

o alarms: This argument displays current system alarms.

. boot-messages: This argument displays the messages seen during
the last system boot.

. connections: This argument displays the status of local TCP and UDP
connections.

. statistics: This argument provides options for viewing various
protocol statistics.

. storage: This argument displays the status of the file system storage
space.
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Monitoring the Chassis

Monitor the chassis status using the Monitor >
System View > Chassis Information J-Web
page

Or use CLI show chassis commands:

user@switch> show chassis ?
Possible completions:

alarms show alarm status

environment show component status and temperature, cooling systefn speeds
fpc Show Flexible PIC Concentrator status

hardware show installed hardware components

ligd Show LCD display

location Show physical location of chassis

mac-addresses Show media access control addresses

pic Show Physical Interface Card state, type, and uptime
routing-engine Show Routing Engine status

temperature-thresholds Show chassis temperature threshold setbings

fJuniper’ Education Services

Monitoring the Chassis

The J-Web Monitor >+System View > Chassis Information page provides
a convenient summary of the chassis environment. You can check the status of
multiple switches configured as a Virtual Chassis system by using the drop-down box.
For system components, a yellow alarm occurs when the temperature reaches 80
degrees Centigrade (176 degrees Fahrenheit), and a red alarm occurs when system
components reach 95 degrees Centigrade (203 degrees Fahrenheit). This threshold is
lowered by 10 degrees Centigrade when the switch detects a faulty cooling fan.

Chassis,.environmental information is also available using the CLI show chassis
environment command.
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Agenda:
Operational Monitoring and Maintenance

Network Utilities

EiJuniper’ Education Services

Network Utilities

The slide highlights the'topic we discuss next.
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Network Utilities: Part 1

Use the CLI ping and traceroute commands

Use Ctrl+c to stop the CLI ping and traceroute

userfswitch> ping 10.210.14.173

PING 10.210.14.173 (10.210.14.173): 56 data bytes

64 bytes from 10.210.14.173: icmp seq=0 ttl=64 time=0.345 ms
64 bytes from 10.210.14.173: icmp seg=l ttl=64 time=0.292 ms
e

—ms @020, S piEhng SEarLEtleg

2 packets transmitted, 2 packets received, 0% packet loss
round-trip min/avg/max/stddev = 0.218/0.281/0.345/0.046 nms

userf@switch> traceroute 10.210.14.173
traceroute to 10.210.14.173 (10.210.14.173), 30 hops max, WO BFte pkts
T H0:210. 18358 (L0210 10 T7E) 2.872 ms 0.203€us YO. 150Gy ms

Alternatively, access the Ping Host and
Traceroute tools under the J-Web Troubleshoot

tab

fJuniper’ Education Services

Ping and Traceroute Utilities

The JUNOS CLI provides/ping and traceroute utilities. You can use these tools to
determine general network reachability and the path that packets take to reach a
destination. You(can use various arguments with the ping and traceroute
commands, such as source IP address and packet size, to further assist in problem
isolation. These tools are also available through J-Web under the Troubleshoot
tabs¢
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Network Utilities: Part 2

Use the CLImonitor traffic command to

decode packets, or access the packet capture utility
under the J-Web Troubleshoot tab

Displays traffic only originating or terminating on the switch

* Usethe interface interface-name oplion to captureldoeal
traffic from a specific interface

* The best way to perform analysis of Layer 2 header information’in
JUNOS software is using the layer2-headers option

* Use the no-resclve knob to avoid DNS reverse-lookup delays

+ Use matching option to filter packets

» Packet capture can be saved for packet analysis (hidden write-
file and read-£ile options)

user@switch> monitor traffic interface ge-0/0/0 layer2-headers no-resolve

fiJuniper’ Education Services

Monitoring Traffic

The CLI'smonitor traffic commandand J-Web’s Troubleshoot > Packet
capture utility)provide access to the tcpdump tool. This tool monitors traffic that
originates or terminates on the local Routing Engine (RE). If you do not specify an
interface;the meO management interface will be monitored. This capability provides a
way to monitor and diagnose problems at Layer 2 using the layer2-headers
argument. You can match on packet fields using the matching option and save
packet captures for analysis from a third-party packet decoder such as Ethereal or
Wireshark using the write-£file option.

The write-£ile option is hidden and should be used with caution. If used
improperly, this command option could fill the storage space on the switch.

ae Operational Monitoring and Maintenance ¢ Chapter 6-13
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CLI: Packet Capture Example

Use the detail or extensive option for complete decode

userfswitch> monitor traffic interface ge-0/0/2 layerZ2-headers no-resolve
verbose output suppressed, Use <detalil> or <extensive> for full protocol decode
Address resolution is OFF.

Listening on ge-0/0/2, capture size 86 bytes

06:19:35.121217 In 0O:1b:c0:5e:53:a82 > 0:19:22:50:3f:e3, ethertype IPv4d (0x0800),
length 98: 10.100.200.1 > 10.100.200.2: ICMP echo request, id 5153, seq 222, length @4
06:19:35.121269 out 0:19:22:50:3f:e3 » 0:1b:c0:5e:53:a2, ethertype IPv4 (0x0800),
length 98: 10.100.200.2 > 10.100.200.1: ICMP echo reply, id 5153, seq 222, length 64
e

10 packets received by filter

0 packets dropped by kernel

Ctrl+c key sequence exits listening mode

fJuniper’ Education Services

Packet Capture Example

This slide provides an example of the CLImonitor traffic command. Note thatto
stop a packet capture, use the Ctrl+c keyboard sequence.

Chapter 6-14 « Operational Monitoring and Maintenance
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Network Utilities: Part 3

Access Telnet, SSH, and FTP client commands from
the CLI

user@switch> telnet ?
Possible completions:

<host> Hostname or address or remote host

8bhit Use 8-bit data path

bypass-routing Bypass routing table, use specified interface
inet Force telnet to IPv4 destination

interface Name of interface for outgoing traffigc
no-resolve Don't attempt to print addresses symbelicallwy
port Port number or service name on remote host
source Source address to use in telnet comhection

ugerfzswitch> telnet 127.0.0.1
A7k o e 2 I BT O EPE

Connected to 127.0.0.1.
Escape character is "*]".

switch (ttyp0)

login: user
Password:

[ Juniper’ Education Services

BT

Network Utilities

The CLI supports powerful Telnet, SSH and FTP clients. These clients support various
arguments that tailor their specific operations.
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Agenda:
Operational Monitoring and Maintenance

Maintaining JUNOS Software

EiJuniper’ Education Services

Maintaining JUNOS'Software

The slide highlights the topic we discuss next.
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EX-series Software Packaging

Software packaging:
Packages are signed using the Secure Hash Algorithm 1
(SHA-1) and hashed with Message-Digest 5 (MD5)
cryptographic hashing to ensure file integrity

JUNOS software executes sighed binaries only

No removable media packages
CLI commands for use with the USB device are coming in a
future JUNOS software release

fiJuniper’ Education Services

EX-series Software Packaging

Although JUNOS software for EX-series switches is built from the same code base as
M-series, J-series, T-series, and MX-series software, it is packaged differently. You can
install the JUNOS software package for EX-series switches only on an EX-series switch.

Signed Binaries

Juniper Networks EX-series switches run binaries supplied only by Juniper Networks.
Each JUNOS software image includes a digitally signed manifest of executables, which
are registered with the system only if the signature can be validated. JUNOS software
does not execute any binary without a registered fingerprint. This feature is designed
to protect the system against unauthorized software and activity that might
compromise the integrity of your switch.

No Removable Media Packages

JUNOS software for EX-series switches comprises several different components, and
you can see these components listed with the CLI show version detail
command. However, there is no separate removable media package for individual
components or for universal serial bus (USB) compact-flash device use. We will be
adding commands for using the USB storage device in upcoming releases of JUNOS
software.
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+ B: Beta

EX-series Package Naming Convention

JUNOS software packages for EX-series switches are
named as follows:
jinstall-ex-m. nZnumber-region.tgz

m.n is the major version number

7 is a single uppercase letter
« A Alpha

+ R Release
« 1: Internal

numberis the release number; might include the build
number for that release
regionis either domestic or export
« Currently, only domestic images are available
Example: Jinstall-ex-9.0R2.10#00maetic.tgz

fJuniper’ Education Services

Package Naming

A JUNOS software package hasa name in the format
package-m.nZnumber-region.tgz:

package is a description of the software contents. This description is
jinstall-ex for all EX-series software images.

m. n are two integers that represent the software release number.

Z is a capital letter that indicates the type of software release. In most
cases, it is an R to indicate that this is released software. If you are
involved in testing prereleased software, this letter might be an A (for
alpha-level software), B (for beta-level software), or T (for internal, test, or
experimental versions of software).

number represents the version of the software release and includes the
internal build number for that version. For example,
jinstall-ex-9.0R2.10-domestic.tgz indicates a JUNOS
software bundle associated with version 9.0, release 2, build 10.

region will be either domestic or export. Currently, only domestic
images are available for the EX-series switches. Domestic versions
support strong encryption, whereas export versions do not.

Again, ensure that you always load EX-series bundles on EX-series platforms only.
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Upgrading JUNOS Software

Download and install a new package
Use the J-Web Maintain > Software page
Or use the CLI request system software add

command
+ Keep locally stored packages in /var/ tmp for easy cleanup

Watch for problems relating to low storage space

« File system
cleanup is
covered ina |
PR Software
subsequent b cannigh Upload Package . W
SeCtlon """ The software package file specified helkew wil be uplaatied to the switch For installation,
* File to Upload | Al Bowse. )r
|mulm. Reboot If Required [ |2
Software | reo | r‘UEEEFEEEZ‘j
Management | o comamursuppor: |

fiJuniper’ Education Services

Installing Software

You can upgrade JUNOS software from either J-Web or the CLI. You should store
JUNOS bundlesiin the switch’s /var/tmp directory. Temporary software files stored
in this directory are automatically deleted after an upgrade is completed to conserve
space.

Although the compact-flash cards are 1 gigabyte, it is a good practice to check
available storage capacity before downloading a new JUNOS software bundle. You can
view compact-flash device storage details at the J-Web Maintain > Files page or
with the CLI show system storage command. Note from the following output that
the compact-flash drive has multiple partitions:

user@switch> show system storage

Filesystem Size Used Avail Capacity Mounted on
/dev/dals2a 86M 70M 9.4M 88% /
/devi/dals3e 31M 58K 29M 0% /config
/dev/dals2f 67M 8.5M 53M 14% /var
/dev/dals3d 154M 10.0K 141M 0% /var/tmp
procfs 4.0K 4.0K 0B 100% /proc
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Upgrade Example (1 of 2)

Use the J-Web Maintain > Software > Install
Package page to install a package from a remote host
An FTP-based URL is shown in this example:

e e hout  Logaut

Software

Files
[» Canfig Management Install Package

ﬁ ‘ou can instruct the switch ko retrieve a software package From a remote server by specifying the location below)|
Uplaoad Package

T T — + Package Location :ﬁp /11021014173 home/ftp/pubjjinstall-ex-8.0R2 10-do|[z

User | ftp |[2

=1
Rebaat Password | ees E

i V]
T Reboot If Required ?

| Fetch and Install Package |

Areboot Is required loactivale new software

fJuniper’ Education Services

Installing Software from a'Remote Server with J-Web

Use the J-Web Maintain > Software > Install Package page to specify a
remote URL that contains.a JUNOS software bundle to download and install. To
activate the new software you must reboot the switch. You can perform this reboot
directly fromtheMaintain > Software > Install Package page by using
the Reboot If\ Required check box, oryou can reboot later using the Maintain
> Reboot page. Alternatively, you can remotely install software by using the CLI
regquest system software addcommand.

You canalso use the J-Web Maintain > Software > Upload Package page
to copy software directly from your PC to the switch.
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Upgrade Example (2 of 2)

You are presented with status indications as the
upgrade process executes
Watch for any error messages during the upgrade

e e e 0 Juniper
T — T T SN NeTwanns.
ligiltiss ‘ Software
b ConfiaMunmasment ||| Install Package )
| | 70 ot v S
Installation of softwars Dﬂik!)! froem 10.210.14.173 is underway. I

JrrTer—
\ |

-

The installation requires a reboot which wil now be carmied out.

Rataae |

b Custamer Suppare ‘

Installation Progress

finished  Receive Package File

finished  Yalidate Package File

finished  Check Configuration Compatibility

finished  Install Package

NOW Reboot

fiJuniper’ Education Services

J-Web Software Upgrade Status

Once the JUNOS software is installed, you are notified that the switch is rebooting to
complete the installation. Use a console connection to view details of the upgrade
process. Watch for any error messages indicating a problem with the upgrade.
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Agenda:
Operational Monitoring and Maintenance

File System Maintenance and Password Recovery

EiJuniper’ Education Services

File System Maintenance and Password Recovery

The slide highlights the topic we discuss next.
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EX-series File System Overview

Key directory and file locations include:
/. The root file system—Ilocated on the boot device

/config: The location for the active configuration
(Juniper.conf.gz), the first 3 rollbacks, and the rescye

configuration
¢ /config/db/confiqg: Location of rollback indexesi4-49
/var: User directories, log files, and temporarystorage
+ /var/home: Nonroot user home directories
« /var/1log. Location of system log (and trace) files
« /var/tmp: Location of various temporary files,such as core
dumps, and the recommended storage area for JUNOS software
packages
NOTE: The /wvar directory is cleaned out'upon upgradesl!

fiJuniper’ Education Services

Overview ofthe JUNOS Software File System

The following list shows the key directories and file locations:

. /: This is the root file system located on the switch’s boot device, which is
normally the primary compact-flash drive.

° /config: This directory is located on the boot device and contains the
current operational switch configuration and the last three committed
configurations, as well as the rescue configuration, if one is saved.

- /config/db/config: This subdirectory contains up to 46
additional previous versions of committed configurations, which
are stored in the files juniper.conf.4.gz through
juniper.conf.49.gz.

Continued on next page.
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Overview of the JUNOS Software File System (contd.)

. /var: This directory is also located on the boot device. This file system
contains the following subdirectories:

- /var /home: This subdirectory contains users’ home directories,
which are created when you create user access accounts. For
users using SSH authentication, a . ssh directory, which contains
their SSH key, is placed in their home directory. When users save
or load configuration files, those files are loaded from their home
directory unless the users specify a full path name.

- /var/1log: This subdirectory contains system log and tracing
files.

- /var /tmp: This subdirectory contains daemon core files (if
present) and is the recommended location for storing temporary
files.

Note that to keep space free on the file system, JUNOS software deletes the contents
of the /var directory upon a successful software upgrade, which makes it especially
important to back up wanted files and logs externally.
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File System Cleanup

Compact-flash space is limited
Automated cleanup of the /var with software upgrades

Use the J-Web Maintain > Files page to free space
Or use the CLI file delete command

per

P Canfig Management | Files

I Safvware

Clean Up Files

C|FIUD T 1F you are running low on storags spacs on your switch, you can dick on the "Clsan Lip Files™ button belofly By doing s, the swlteHWAl perForm the
i Folowing:
WIzard b Cumamer Suppart
s o Rokats your log fies
© Delete bog fies in fvarflog that are not currently being wrikten to
© Delete temporary fles in fvarftmp that have not been touched in 2 days

© Delete all crash files in jvarfcrash

Akpmatively, you can dickon the Fie Type” group name below to manually downioad and dieiete individual files.

Clzan Up Files
Manual & R
Download and Delete Fies
cleanup

File Type Directory  Usage
Log Files varfog S8k
Temporary Files frearfimp 6.0
Old JUNDS Softweare  frarfswipky  2.00
Crash (Core) Files Avarferash 4.0K

fiJuniper’ Education Services

Limited Space

The compactflash drive used for primary storage on EX-series switches, although 1
gigabyte in size,is somewhat limited in comparison to the hard drives found on
M-series and T-series routers. Although the switch will continue to forward traffic if the
compact=flash drive becomes full, you will lose log messages and be unable to modify
the configuration until space is freed. You can monitor usage in the Used Memory
section/of the J-Web Monitor > System View > System Information
page or by using the CLI show system storage command.

File System Cleanup

JUNOS software for EX-series devices automatically removes unused software files
following a successful upgrade. Should you need to free additional space from the
compact-flash drive, you can use the J-Web Clean Up Files wizard found on the
Maintain > Files page. You can also manually remove files using the other
links on the Maintain > Files page.

Continued on next page.
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File System Cleanup Using the CLI

You can also manually free storage space using the CLI. Use the £ile delete
file-name command to remove unnecessary files. Like many operational-mode
commands, wildcard characters are supported as shown in the following example. Do
not forget to include the directory path!

user@switch> file list /var/tmp

/var/tmp:
.snap/
sampled.pkts
shm_ipc_cs2*
test

testl

user@switch> file delete /var/tmp/te*
user@switch> file list /var/tmp
/var/tmp:

.snap/

sampled.pkts
shm_ipc_cs2*
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Password Recovery Process

Must have a console connection

Steps:
Reboot the switch
Press the Spacebar when prompted

Boot to single user mode:
¢« loader>boot -s

Enter recovery mode:
« Enter full pathname cof shell or '"rgcovcayp' for
root password recovery or RETURN, for /bin/sh:
recovery

Set root password
Commit the changel
Exit configuration mode and reboot when prompted

fiJuniper’ Education Services

Password Recovery Requires Console Connection

If you become locked out of the switch, you can recover the root password. As a
security precaution, the recovery can be performed using only the console connection.

Password Recovery Steps
Thefollowing steps list the process for recovering the root password.

1. Obtain console access and reboot the system. Watch as the system
boots, and press the Spacebar when prompted during the boot loader
process. When the system presents a 1oader> prompt, enter boot -s
to boot into single-user mode as shown:

FreeBSD/PowerPC U-Boot bootstrap loader, Revision 1.0
(marecelm@apg-bbuild0l.juniper.net, Tue Oct 2 19:15:34 PDT 2007)
Memory: 512MB

Loading /boot/defaults/loader.conf

/kernel data=0x951858+0x5d53c syms=[0x4+0x811d0+0x4+0x85ee0]

Hit [Enter] to boot immediately, or space bar for command prompt.
<user presses Spacebar>

Continued on next page.
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Password Recovery Steps (contd)

Type '?' for a list of commands, 'help' for more detailed help.
loader> boot -s

Kernel entry at 0x1000100

GDB: no debug ports present

KDB: debugger backends: ddb

KDB: current backend: ddb

Copyright (c) 1996-2008, Juniper Networks, Inc.

2. The system performs a single-user boot-up process and prompts you, to
run the recovery script, enter a shell pathname, or press Enter for a
default shell. Enter recovery at this point.

Mounted jbase package on /dev/mdoO...

System watchdog timer disabled

Enter full pathname of shell or 'recovery' for root password reecovery.or RETURN

for /bin/sh: recovery

3. After a series of messages, the CLI starts and you are'presented with an

operational mode command prompt. <At this point; you can enter
configuration mode and reset the root.password. Do not forget to commit
your configuration.

Performing filesystem consistency checks
/dev/dalOsla: FILE SYSTEM CLEAN; SKIPPING CHECKS
... TRIMMED. ..

Starting CLI

root> configure

Entering configuration mode

[edit]

root# set system root-authentication plain-text-password
New password:

Retype new password:

[edit]
root# commit
commit complete
4. To complete the recovery, exit configuration mode. You are then
prompted to reboot the switch. Choose yes to reboot the system. Once
the reboot is complete you can access the switch with the new root
password.

[edit]
root@sl# exit
Exiting configuration mode

root@sl> exit

Reboot the system? [y/n] ¥y
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Summary

In this chapter, we:
Learned to monitor EX-series platform operation
Described EX-series network utilities
Explained methods of maintaining JUNOS software
Performed file system maintenance and password recovery

fiJuniper’ Education Services

This Chapter Discussed:
. EXsseries platform operation;
. EX-series network utilities;

. Methods of maintaining JUNOS software; and

. File system maintenance and password recovery.
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Review Questions

List two methods for monitoring EX-series platform
operation.

What does a blinking system LED indicate?

What command do you use to perform a packet
capture?

What directory contains the active configuration?
What does the slash (/) character represent in‘the
file structure?

Describe the upgrade procedure.

fJuniper’ Education Services

Review Questions
1.
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Lab 4: Operational Monitoring

Use J-Web and the CLI to monitor and maintain an
EX-series switch.

fiJuniper’ Education Services

Lab 4: Operational'Monitoring

The slide provides the objective for this lab.

ae Operational Monitoring and Maintenance ¢ Chapter 6-31
¢ Juniper b g p
NETWORKS



Operating Juniper Networks Switches in the Enterprise

Chapter 6-32 « Operational Monitoring and Maintenance o
P P & 2 Juniper

NETWORKS



Operating Juniper Networks
Switches in the Enterprise

Chapter 7: Virtual Chassis Systems



Operating Juniper Networks Switches in the Enterprise

able to:

system

Chapter Objectives

Define a Virtual Chassis system

List benefits of a Virtual Chassis system

Describe the components of a Virtual Chassis system
ldentify deployment options for a Virtual Chassis system
Describe how a Virtual Chassis system is managed
Define the roles of member switches within a Virtual Chassis

Explain the basic operation of a Virtual Chassis system

After successfully completing this chapter, you will be

fJuniper’ Education Services

This Chapter Discusses:

Benefits ofwsing a'Virtual Chassis system;
Components of a Virtual Chassis system;

Virtual Chassis deployment options;

Management of a Virtual Chassis system;

Roles and responsibilities of member switches; and

Basic operation of a Virtual Chassis system.
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Agenda: Virtual Chassis Systems

Virtual Chassis System Overview
Deployment Options and Installation
Management and Operation

fiJuniper’ Education Services

Virtual Chassis System Overview

The slide lists,the topics we cover in this chapter. We discuss the highlighted topic
first.
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What Is a Virtual Chassis System?

A collection of interconnected EX 4200 switches that
are represented and managed as a single entity

Consists of 1 to 10 EX 4200 switches

Provides a scaling solution within a switching environment
+ Allows up to 480 10/100/1000 Ethernet ports

fJuniper’ Education Services

Definition of a Virtual Chassis System

Simply put, a Virtual Chassis system is a collection of interconnected EX 4200
switches that are managed as a single switch. A Virtual Chassis system consists of
one to ten EX 4200 switches known as member switches. The member switches work
together to provide higher port density than they would as single switches. Collectively,
the member switches can offer up to 480 10/100/1000 Ethernet ports. In addition to
theffixed Ethernet ports, a Virtual Chassis system can also offer up to 40 1-Gigabit
Ethernet (SFP) uplink ports or 20 10-Gigabit Ethernet (XFP) uplink ports.
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Benefits of a Virtual Chassis System

Managed as a single switch
Simplifies management tasks such as software upgrades
Spanning Tree Protocol is not required within Virtual Chassis
systems

Provides control plane redundancy
Facilitates master and backup Routing Engine election and
management

Allows growth and expansion based on needs

Start with a single EX 4200 switch and grow.as'meeded (up
to a maximum of 10 EX 4200 switches)

fiJuniper’ Education Services

Managed as a Single Switch

You can connegct EX 4200 switches together to form a Virtual Chassis system, which
you then manage as a single device. Comparatively speaking, managing a Virtual
Chassis system is much simpler than managing up to ten individual switches. For
example,when upgrading the software on a Virtual Chassis system, only the master
switch must have the software upgraded. However, if all members function as
standalone switches, all individual members must have the software upgraded
separately. Also, in a Virtual Chassis scenario, there is no need to run the Spanning
Tree Protocol (STP) between the individual members because in all functional aspects,
a Virtual Chassis system is a single device.

Control Plane Redundancy

In a Virtual Chassis configuration, one of the member switches is elected as the
master switch and a second member switch is chosen as the backup switch. This
design approach provides control plane redundancy and is a requirement in many
enterprise environments.

Expand as Needed

The Virtual Chassis system offers add-as-you-grow flexibility. A Virtual Chassis system
can start with a single EX 4200 switch and grow, based on customer needs, to as
many as ten EX 4200 switches. This ability to grow and expand within and across
wiring closets is a key advantage in many enterprise environments.
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Virtual Chassis Components (1 of 2)

EX 4200 platform switches
1to 10 EX 4200 switches can be interconnected
Varying EX 4200 platforms supported in Virtual Chassis
systems

PFE

Each EX 4200 switch has 2 or 3 PFEs
« 24-port platforms have 2 PFES
« 48-port platforms have 3 PFES

The PFEs interconnect to form the backplane

fJuniper’ Education Services

EX 4200 Platforms

You can interconnect oné to ten'EX 4200 switches to form a Virtual Chassis system. A
Virtual Chassis system ¢an consist of any combination of model numbers within the
EX 4200 family.of switches.

PFE

EachEX 4200 switch has two or three Packet Forwarding Engines (PFEs) depending
on the platform. All PFEs are interconnected, either through internal connections or
through the Virtual Chassis ports (VCPs) on the rear of the EX 4200 platform.
Collectively, the PFEs and their connections constitute the Virtual Chassis backplane.
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Virtual Chassis Components (2 of 2)

Virtual Chassis ports (VCPs)
Use proprietary Virtual Chassis backplane (VCB) cables to
connect member switches
VCPs are located on the rear of EX 4200 switches

Each EX 4200 switch comes with a .5 meter VCB cable
« Longer VCB cables are available

No configuration required
Virtual Chassis extender ports (VCEP)
Use fiber optics to connect remote membenswitches
Require 2x10 Gigabit Ethernet uplink'module
VCEP must be enabled

user@switch> request wvirtual-chassis veo-port/set pic-slot 1 port poxt mmber

fiJuniper’ Education Services

Virtual Chassis Ports

Each EX 4200 switch has two dedicated Virtual Chassis ports (VCPs) on its backplane.
These ports canibe used to interconnect two to ten EX 4200 switches as a Virtual
Chassis system, which functions as a single network entity. The software
automatically configures the VCP interfaces. The VCP interfaces are called vcp-O and
vep-1. The'interfaces for these dedicated Virtual Chassis ports are not configurable
and support a speed of 64 Gbps full-duplex. A single Virtual Chassis backplane (VCB)
cable is included with each EX 4200 switch. The length of this proprietary cable is .5
meters. If the deployment scenario requires a VCB cable longer than .5 meters, the
cable must be ordered separately.

Virtual Chassis Extender Ports

It is possible to interconnect EX 4200 switches across wider distances by using the
EX-UM-2XFP uplink module ports and fiber optics. To use an EX-UM-2XFP uplink
module port as a Virtual Chassis port, explicit configuration for the uplink module
ports is required. The example on the slide shows a typical configuration when using
the xe-0/1/0 uplink port as a Virtual Chassis extender port (VCEP).
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Agenda: Virtual Chassis Systems

. s
vetam

Deployment Options and Installation

fJuniper’ Education Services

Deployment Options and Installation

The slide highlights the topic we discuss next.
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Deployment Options

Some common deployment options include:
Single-rack application
« Generally spans less than 5 meters
Top-of-rack application
« Can span up to 15 meters
Remote wiring closet application

« Uses YCEPs to interconnect switches in remote wiring closetsi«Can
span up to 500 meters

fiJuniper’ Education Services

Common Deployment Options

The slide highlights some common deployment options. The first option listed is the
single-rack application. In this deployment option, all member switches participating
in the Virtual Chassis system reside in the same rack. The distance between the top
and bottom switches in the single rack application is generally less than 5 meters.
Because the distance between the top and bottom switch is less than 5 meters in this
deployment option, the default VCB cables (.5 meters) should be adequate.

In the top-of-rack application, the switches reside in multiple racks. This deployment
option can span up to 15 meters and generally requires the use of VCB cables with
lengths greater than .5 meters.

The remote wiring closet application makes use of the EX-UM-2XFP uplink module
ports, which must be configured as VCEPs. A Virtual Chassis ring, which connects
remote wiring closets with VCEPs, can span a total distance of up to 500 meters.
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Deployment Scenarios (1 of 3)

Single-rack application:

fJuniper’ Education Services

Single-Rack Application

The slide illustrates a common cabling scenario for the single-rack deployment option.
In this example, a complete ring is formed by connecting the top and bottom switches
together with the VCPs.
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Deployment Scenarios (2 of 3)

Top-of-rack application:

fiJuniper’ Education Services

Top-of-RackApplication

This slide illustrates the top-of-rack deployment option. This example also forms a
complete ring and ensures no single point of failure.
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Deployment Scenarios (3 of 3)

Remote wiring closet application:

= = = 10-Gigabit VCEP
--------- 10-Gigabit Uplink
— VCP

fJuniper’ Education Services

Remote Wiring Closet Application

The example on the slide uses both VCPs and VCEPs. The remote closets are
connected with the VCEPs to form a single Virtual Chassis system. The switches within
the individual closets are connected with the VCPs. The Virtual Chassis system, which
consists of devices in two distinct locations, then connects to a distribution switch by
way of multiple 120-gigabit uplink connections.
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Installing a Virtual Chassis System (1 of 2)

Recommended process:

Install desired master switch

« Power up desired master switch—
switch becomes master and Backup (Backup RE)
obtains member-id 0

« Assign mastership priority (255)
Add desired backup switch

« Connect to master using VCB cable

« Power up desired backup switch— Ay

switch is elected as backup and
assigned member-id 1

+ Assign mastership priority (254) m

Master (Active RE)

fiJuniper’ Education Services

Virtual Chassis System Installation Process: Part 1

This slide and.the nextslide outline the process for installing a Virtual Chassis system.
Although there'might be other methods for installing a Virtual Chassis system, this
process outlines the recommended steps that have been tested and proven
successful.
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Recommended process (contd.):

Add line card switch
+ Connect to switch above with VCB cable

line card and is assigned
member-id 2

+ Assign desired mastership priority Linecard
Repeat Step 3 to add subseguent
line card switches —

fiJuniper’ Education Services

Virtual Chassis System Installation Process: Part 2

Master (Active RE)

» Power up third switch—switch becomes Backup (Backup RE)

Installing a Virtual Chassis System (2 of 2)

» Last line card switch completes loop by _
connecting with master

The slide shows the remainder of the recommended steps for installing a Virtual

Chassis system.
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Agenda: Virtual Chassis Systems

7~ 1

Management and Operation

fiJuniper’ Education Services

Management and Operation

The slide highlights the'topic we discuss next.
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Connectivity

Single management interface
Individual management Ethernet ports on member switches
are tied to a special management VLAN associated with a
Layer 3 virtual management interface (vme)
Single management IP address
The Virtual Chassis system is managed as a single network
element; therefore, it has only one management IP address
Single virtual console
Connection to a console on any member switch in‘a Virtual
Chassis system is redirected to the VC master by virtual
console software running on all member switches

fJuniper’ Education Services

Single Management Interface

The management Ethernet ports on the individual member switches are automatically
associated with a management VLAN. This management VLAN uses a Layer 3 virtual
management interface that facilitates communication through the Virtual Chassis
system to the master switch even if the master switch’s management Ethernet port is
inaccessible.

Single Management IP Address

When you set up the master switch, you specify an IP address for the virtual
management Ethernet interface (vme). This single IP address allows you to configure
and monitor all members of the Virtual Chassis system remotely through Telnet or
SSH.

Continued on next page.
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Single Virtual Console

All member switches participating in a Virtual Chassis system run virtual console
software. This software redirects all console connections to the master switch. The
exception is, of course, any console connection made with the master switch itself.
The ability to redirect management connections to the master switch simplifies Virtual
Chassis management tasks. Generally speaking, you can obtain all status-related
information for the individual switches participating in a Virtual Chassis system
through the master switch. It is, however, possible to establish individual virtual

terminal (vty) connections from the master switch to individual member switches, if
needed.
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Software

Software upgrades need be performed only on the
master switch

Software image compatibility check:

Member switches must be running the same software

version as the master to be part of a Virtual Chassis system
« If a version mismatch exists, a syslog message is generated

The master switch performs software compatibility checks

on the JUNQOS software version on each member switch

« Switches with different hardware versions or model numbers can
be members of the same Virtual Chassis system

A CLI command is available to upgrade incompatible
switches by downloading the correct image from the master
over the Virtual Chassis cable

fJuniper’ Education Services

Software Upgrades

You perform software upgrades'within a Virtual Chassis system on the master switch.
All other member switches are automatically upgraded.

Software/Compatibility Check

To‘connect switches as a Virtual Chassis system, the switches must be running the
same‘software version. The master switch checks the hardware version, the JUNOS
software version, and other component versions running in a switch that is physically
interconnected to its VCP or VCEP. If a software version mismatch exists, a syslog
message is generated to notify the user. Different hardware models can be members
of the same Virtual Chassis system. However, the master switch will not assign a
member ID to a switch running a different software version. A switch running a version
of software different from the master switch is not allowed to join the Virtual Chassis
system. In this situation, the switch must be upgraded. It is possible to upgrade
individual switches from the master switch through the Virtual Chassis cable. The
following command is used to upgrade an individual member within a Virtual Chassis
system:

user@switch> request system software add member ?
Possible completions:

<member> Install package on VC Member (0..9)
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Roles and Responsibilities

Master switch:
Manages all switches participating in the Virtual Chassis
system
Runs JUNOS software in a master role
Runs chassis management processes and control protecols
Backup switch:
Maintains a state of readiness should the master.fail
Receives synchronized protocol state and forwarding table
information from master switch
Runs JUNOS software in a backup role
Line card:

The remaining member switches'in the Virtual Chassis system
are candidate switches operatingas/f they are line cards

fiJuniper’ Education Services

Master Switch

The master switch represents all member switches interconnected within the Virtual
Chassis configuration. Any configuration parameters assigned to this switch apply to
all members of the Virtual Chassis system. We highly recommend that all changes
made on the master switch are replicated to the backup switch through the use of the
commit synchronize command. The master switch also manages the individual
member switches, runs JUNOS software in a master role, and runs the chassis
management processes and control protocols. The forwarding table is built on the
master switch and then replicated to all PFEs within the Virtual Chassis system.

Backup Switch

The backup switch maintains a state of readiness to take over as master should the
active master fail. The backup switch synchronizes protocol state and forwarding
tables with the master switch so that it is prepared to preserve routing information
and maintain network connectivity without disruption in case the master switch is
unavailable. The switch designated as backup also runs JUNOS software in a backup
role.

Continued on next page.
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Line Card

A line card switch, which is any member switch other than the master or backup,
programs its own local hardware. It does not run the chassis management process or
control protocols. A line card switch is responsible only for its local interfaces within a
chassis.
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Mastership Election

Mastership determination:
Member with the highest user-configured priority
« Priority range is 1-255, factory-default value is 128
Member previously functioning as master prior to reboot

Member with the longest standing uptime
« Difference must be greater than 1 minute

Member with the lowest MAC address
+ Used as tie breaker if all is equal through the first:3
determination points

Configuring mastership priority:

[edit wirtual-chassis]

user@switch# show

member 0 {
mastership-prierity 255;

}

member 1
mastership-priority 254;

fiJuniper’ Education Services

MastershipDetermination

The steps shown on the slide outline the mastership election process.

Configuring Mastership Priority
The configuration example shown on the slide illustrates how to configure mastership
priority:
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Mastership Election Considerations

Once the master is elected:
The member that is second in the master election process
becomes the backup switch
If a master or backup fails, one of the line card switches is
elected as the new backup switch
Preemption occurs when a switch with a higher mastership
priority joins the Virtual Chassis system

fJuniper’ Education Services

Mastership Election Considerations

The slide identifies some considerations pertaining to the election process.
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Member ID Assignment

Member ID assignment and considerations:
Master switch typically assumes member ID O
Master switch assigns unique member [Ds (1-9) to each
member switch
Member IDs are assigned in ascending order based onsthe
sequence in which member switches were addedto the
Virtual Chassis system
Member ID is preserved across reboot within a Virtual
Chassis system
Member ID serves as slot number forinterface naming
Member ID can be manually configured through CLI

fiJuniper’ Education Services

Member IDAssignment and Considerations

The master switch typically assumes a member ID of O because it is the first switch
powered on. When the remainder of the member switches are interconnected and
powered on, the master switch assigns a member ID from 1 through 9, making the
completesmember ID range 0-9. The master assigns each switch a member ID based
the sequence that the switch was added to the Virtual Chassis system. The member
ID'associated with each member switch is preserved, for the sake of consistency,
across reboots. This preservation is helpful because the member ID is also a key
reference point when naming individual interfaces. The member ID serves the same
purpose as a slot number when configuring interfaces. Although the member ID is
initially assigned by the master switch, you can change the member ID values by using
the CLI. Each LCD displays the member ID assigned to that switch. The sequence on
the next page shows how to view the LCD information through the CLI as well as how
to change the member ID:

Continued on next page.
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Member ID Assignment and Considerations (contd.)

user@switch> show chassis lcd
FPM Display contents for slot: 9
09:RE switch
LED:SPD ALARM 00

user@switch> request virtual-chassis renumber member-id 9 new-member-id 8

To move configuration specific to member ID 9 to member ID 8,
use the replace command. e.g. replace pattern ge-9/ with ge-8/

Do you want to continue ? [yes,no] (yes) yes

user@switch>
switch (ttyu0)

login: user
Password:

--- JUNOS 9.0R2.10 built 2008-03-06 10:31:45 UTC
user@switch> show chassis lcd
FPM Display contents for slot: 8

08:RE switch

LED:SPD ALARM 00

please
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Topology Discovery (1 of 3)

VCCP is used to exchange LSA-based discovery
messages

Discovery messages are exchanged between all PFEs and
build member switch topology and PFE topology maps

Each switch runs shortest-path algorithm for each*PFE
Creates PFE map tables that outline shortest paths between
all PFEs

Source ID egress filter tables prevent broadcast and

multicast packets from looping
Filter tables are built for each PFE

fiJuniper’ Education Services

Discovery Mechanism

All switches participating in the Virtual Chassis system use the Virtual Chassis Control
Protocol (VCCP)to exchange link-state advertisement (LSA) based discovery messages
between all interconnected PFEs within a Virtual Chassis system. Based on these
LSA-based discovery messages, each PFE builds a member switch topology in
additionito'a PFE topology map. These topology maps are used when determining the
best paths between individual PFEs.

Identifying the Shortest Path

Once the PFE topology map is built, the individual switches run a shortest-path
algorithm for each PFE. This algorithm is based on hop count and bandwidth. The
result is a map table for each PFE that outlines the shortest path to all other PFEs
within the Virtual Chassis system. In the event of a failure, a new SPF calculation is
performed.

Preventing Loops

To prevent broadcast and multicast loops, each switch creates a unique source ID
egress filter tables on each PFE. We provide an example of preventing loops on a
subsequent page in this chapter.
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Topology Discovery (2 of 3)

Example of topology discovery with the SPF algorithm:

Virtual Chassis
Backplane

111111

Virtual Chassis Backplane Cables

Physical Virtual Chassis Cabling Logical Virtual Chassis Ring Topology

Note: a, b, c, ... 1are PFEs

fJuniper’ Education Services

Example of Topology Discovery with the SPF Algorithm: Part 1

The slide provides a visual example of the physical cabling and logical ring topology of
a Virtual Chassis system.
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Topology Discovery (3 of 3)

Example of topology discovery with the SPF algorithm
(contd.): E B N B

bl— [¢|— |d— |&

'—sh—s%—bf
WA

PFE a's Rooted Reachability SPF Tree

I H d Virtual Chassis Backplane H_‘
1 |t c
| N H L

Logical Virtual Chassis Ring Topology i H_ H_
hi— b

Note: a, b, ¢, ... iare PFEs o

PFE g's Rooted Reachability SPF Tree

fiJuniper’ Education Services

Example of Topology Discovery with the SPF Algorithm: Part 2

Using the SPE algorithm, each PFE builds its own shortest-path tree to all other PFEs,
based on hop count. This process is automatic and is not configurable. The slide
provides a visual example of this process.
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Packet Flow Overview (Interchassis)

Packet flow example:
Packets always take the shortest

path

« Shortest path is determined by hop
count and bandwidth

Packets going from ge-0/0/10 1o
ge-3/0/14 pass through member 4
to reach member 3 because O to 4
to 3 is only one hop, whereas O to 1
to 2 to 3 is two hops

Packets going from ge-0/0/28 to
ge-2/0/47 pass through member 1
to reach member 2 because Oto 1
to 2 is only one hop, whereas O to 4
to 3to 2 is two hops

fJuniper’ Education Services

Interchassis Packet Flow Example

As packets flow from one physical chassis to another through a Virtual Chassis
system, they always takes the shortest path, which is based on a combination of hop
count and bandwidth. The first example on the slide shows a packet that enters the
Virtual Chassis system on port ge-0/0/10, which is a fixed 10/100/1000 Ethernet
port on the chassis with a member ID of 0. The packet is destined for an egress port of
ge-3/0/14, which is a fixed 10/100/1000 Ethernet port on the chassis with the
member ID of 3. Based on the physical topology, this packet passes through member
switch.4 to member switch 3, which owns the egress port in question. In the second
example; we see similar results in which the shortest path is selected once again.
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Operational Monitoring

Key operational commands:
Use show chassis hardware 10 view installed
hardware and inventory details for Virtual Chassis system
Use show virtual-chassis status to verify status
and role of individual members within the Virtual Chassis
system
Use show virtual-chassis active-topology to
view active topology details within Virtual Chassis system
Use show virtual-chassis interfaces towiew VCP
status and associated details
Use show virtual-chassis member-config to view
Virtual Chassis configuration for individual'méembers
Use show virtual-chassis protoeol commands to
view interchassis communication detalls and status

fiJuniper’ Education Services

Key Operational Commands

This slide highlights some key operational-mode commands along with a short
description of the content each command displays.

== Virtual Chassis Systems ¢ Chapter 7-29
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Summary

In this chapter, we:
Defined Virtual Chassis systems
Listed benefits of a Virtual Chassis system
Described the components of a Virtual Chassis system
ldentified deployment options for a Virtual Chassis system
Described how a Virtual Chassis system is managed
Defined the roles of member switches within a Virtual
Chassis system
Explained the basic operation of a Virtual Chassisisystem

fJuniper’ Education Services

This Chapter Discussed:

Benefits ofwsing a'Virtual Chassis system;
Components of a Virtual Chassis system;

Virtual Chassis deployment options;

Management of a Virtual Chassis system;

Roles and responsibilities of member switches; and

Basic operation of a Virtual Chassis system.
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Review Questions

List some benefits of using a Virtual Chassis
system.

List some common deployment options and
describe the environment for each.

Describe the connectivity features associated/with
Virtual Chassis systems.

How does a Virtual Chassis system determine its
forwarding path to egress endpoints?

fiJuniper’ Education Services

Review Questions
1.

== Virtual Chassis Systems ¢ Chapter 7-31
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Lab 5: Virtual Chassis System

Perform configuration and verification steps typically
associated with the Virtual Chassis system.

fiJuniper’ Education Services

Lab 5: Virtual Chassis System

The slide provides the objective for this lab.
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Chapter Objectives

After successfully completing this chapter, you will be
able to:

ldentify supported interfaces

Describe the interface naming convention

List physical and logical interface properties

Configure and monitor network interfaces

List supported interface features

Configure and monitor a LAG

fJuniper’ Education Services

This Chapter Discusses:

. Supported.nterface types;

. Interface naming convention;

. Physical and logical interface properties;

. Configuration and monitoring details for network interfaces;
. Interface features; and

. Configuration and monitoring of a link aggregation group (LAG).
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Agenda: Interface Support,
Configuration, and Monitoring

Interface Support and Configuration
Monitoring Interface Operation
Interface Features

EiJuniper’ Education Services

Interface Support and Configuration

The slide lists,the topics we cover in this chapter. We discuss the highlighted topic
first.

ae Interface Support, Configuration, and Monitoring ¢ Chapter 8-3
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EX-series Interfaces

Network interfaces
24 or 48 Ethernet ports, copper or fiber, depending on the
model

Uplink interfaces

4x1 Gigabit Ethernet SFPs or 2x10 Gigabit Ethernet XFPs

« 4x1 Gigabit Ethernet ports and 4 highest-numbered network ports are
mutually exclusive on EX 3200 models (20+4 or 44+4)

Typical uses include:
« Uplink connection between access and distribution layet
« Virtual Chassis extender port—2X10 Gigabit Ethernet portsiEX 4200)

Management Ethernet interface
Included on all EX-series platforms

Loopback interface

Virtual interface that is always up
fJuniper’ Education Services

Network Interfaces

Network interfaces connect to'and carry traffic over the network. EX-series switches
provide either 24 or 48 Ethernet network ports, which use copper or fiber, depending
on the switch model. These ports are used to interconnect devices such as personal
computers, laptops, file servers, and printers on the network.

UplinkInterfaces

Uplink modules accommodate either four 1-Gigabit Ethernet small form-factor
pluggable transceivers (SFPs) or two 10-Gigabit Ethernet small form-factor pluggable
transceivers (XFPs). Both options are available for all EX 3200 and EX 4200 platforms.
On EX 3200 fixed-configuration switches, the four 1-Gigabit Ethernet uplink ports and
the four highest-numbered 10/100/1000 network ports are mutually exclusive and
cannot be enabled and active at the same time. This design effectively produces a
20 + 4 or 44 + 4 network port offering for the EX 3200 models with the four 1-Gigabit
Ethernet uplink module installed.

Uplink ports are commonly used to connect an access switch to a distribution switch,
or to interconnect member switches of a Virtual Chassis system across multiple wiring
closets.

Continued on next page.
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Management Ethernet Interface

All EX-series switches come standard with an out-of-band (OoB) management
Ethernet interface (me0), which is located on the rear of the chassis. You can access
the switch through the meO interface over the network by using utilities such as SSH
and Telnet. In the case of a Virtual Chassis configuration, the vme interface is used in
place of the meO interface. SNMP can use the management interface to gather
statistics from the switch. To access the switch through the meO or vme interface, you
must configure it with a valid IP address.

Loopback Interface

The loopback interface is a software-only virtual interface that s alwaysup. This
interface provides a stable and consistent interface and IP address on the switch. The
address associated with the loopback interface is commonly used by various
protocols to avoid any impact if a physical interface goes down.

ae Interface Support, Configuration, and Monitoring ¢ Chapter 8-5
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EX-series Interface Naming

Network interfaces use a three-level naming
convention

Based on a type-slot/pic/port model, where:
+ type = The interface media type (ge and xe)
« slot = The slot number; all standalone switches use slot 0, member
switches within a Virtual Chassis system use the member ID
« pic = The PIC number, fixed interfaces use O, uplink modulestuse'l
« port = The port number

Examples:
Example 1: Example 2: Example,3:
ge-0/0/47 ge-9/1/0 xe-5/1/1

Management Ethernet interface = meO,vme
Virtual Chassis ports = vep-0, vep-1, vep-255/1/X

fJuniper’ Education Services

EX-series Interface’Naming Convention

When configuring a network interface, follow the three-level naming convention
outlined on the slide. The.interface media type for the network interfaces is either ge-
for 1-Gigabit Ethernet interfaces or xe- for the 10-Gigabit Ethernet interfaces. The slot
number is always zero (0) for EX 3200 switches and stand-alone EX 4200 switches.
When,working with a Virtual Chassis system, the slot number matches the member ID
assigned to'the individual switch. The PIC level of the interface name is either O, in the
case of fixed Ethernet ports, or 1 when configuring a port associated with an uplink
module. The port level indicates the individual port that is being configured. A hyphen
(-) separates the interface media type from the slot number, and a slash (/) separates
the slot number, PIC number, and port number for the configured interface. The
examples provided on the slide use different media types and reflect various
positioning scenarios.

Management Ethernet Interface

All EX-series switches come standard with an OoB management Ethernet interface,
which is located on the rear of the chassis. The management Ethernet interface
assumes an interface name of meO. In a Virtual Chassis configuration the vme
interface is configured in place of the meO interface, even though the meO port is still
used for the physical connection.

Continued on next page.
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Virtual Chassis Ports

Each EX 4200 switch has two dedicated Virtual Chassis ports (VCPs). The dedicated
VCP interfaces are called vcp-0 and vep-1. These ports are automatically configured
by the software and are not user configurable. You can configure the two 10-Gigabit
Ethernet uplink ports as Virtual Chassis extender ports (VCEPs). When these
interfaces are configured as VCEP interfaces, they assume an interface name of
vep-255/1/X where X is equal to the actual port number (either O or 1).
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Logical Units

ge-0/0/14.0

Logical units are like subinterfaces in other vendor's
equipment

In JUNOS software, a logical unit is always required
Logical units support multiple protocol addresses

Typing in additional addresses does not override previous

address
« Watch for multiple addresses when correcting addressing mistakes!

fJuniper’ Education Services

Logical Interfaces

Each physical interface requires a logical unit. All physical network interfaces must
use a logical unit value of zero. Layer 3 VLAN interfaces use multiple logical units. We
cover Layer 3 VLAN interfaces in a subsequent chapter.

Continued onnext page.
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Multiple Addresses

A Juniper Networks EX-series platform can have more than one address on a single
logical interface. Issuing a second set command does not overwrite the previous
address but rather adds an additional address under the logical unit. Use of the CLI's

rename command is an excellent way to correct addressing mistakes. An example is
shown here:

[edit interfaces ge-0/0/10 unit 0]
user@switch# set family inet address 10.1.1.1

[edit interfaces ge-0/0/10 unit 0]
user@switch# show
family inet {

address 10.1.1.1/32;

[edit interfaces ge-0/0/10 unit 0]
user@switch# rename family inet address 10.1.1.1/32 to address 10.1.1.1/24

[edit interfaces ge-0/0/10 unit 0]
user@switch# show
family inet {

address 10.1.1.1/24;

Also note that JUNOS software forms interior gateway protocol (IGP) adjacencies over
all subnets when the IGP is configured on a logical interface; this behavior is worth

noting because some vendors form an adjacency over only the primary address of an
interface.

ae Interface Support, Configuration, and Monitoring ¢ Chapter 8-9
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Interface Properties

Physical property examples include:
Speed (10 Mbps, 100 Mbps, or 1 Gbps)
Link mode (half duplex, full duplex)

MAC address

Logical property examples include:
Protocol family (inet, Ethernet switching)
Addresses (IPv4)

fJuniper’ Education Services

Physical Properties

The following list provides details of some common physical interface properties:

descriptioen: Defines the physical interface description.
disable: Disables the physical interface.
ether-options: Sets Ethernet options such as link speed and duplex.

gratuitous-arp-reply: Enables gratuitous Address Resolution
Protocol (ARP) replies.

hold-time: Defines the hold time for link up and link down events.
mac: Sets the hardware MAC address for the interface.

mtu: Defines the maximum transmit packet size (256-9216).
no-gratuitous-arp-reply: Disables gratuitous ARP replies.
no-gratuitous-arp-request: Ignores a gratuitous ARP request.
no-traps: Disables SNMP notifications on state changes.
traceoptions: Enables interface traceoptions.

traps: Enables SNMP notifications on state changes.

unit: Defines a logical interface.

Continued on next page.
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Logical Properties
The following list provides details of some common logical interface properties:
. accept-source-mac: Enables Ethernet MAC address filtering.

. bandwidth: Defines the bandwidth for a logical unit (informational

only).
. description: Defines the logical interface description.
. disable: Disables the logical interface.
. family: Sets the protocol family for interface.
. no-traps: Disables SNMP notifications on state changes.
. traps: Enables SNMP notifications on state changes.
ig#‘ﬂ![’era Interface Support, Configuration, and Monitoring ¢ Chapter 8-11
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Configuration Hierarchy
Physical and logical interface hierarchy levels:

Physical and logical properties are
configured at their respective levels

interfaces {
interface-name |
physical-properties;
fef
unit unit-number |
dogical properties;
f.7

fJuniper’ Education Services

Organization of Interface Configuration

All interfaces have the,.same general configuration hierarchy organization. JUNOS
software considers all properties defined directly under the interface name to be the
physical properties of that interface. The unit number represents a particular logical
interface or subinterface. JUNOS software considers all properties defined directly
under.the unit number to be the logical properties of each particular subinterface.
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Configuration Options

You can configure network interfaces for Layer 2 or
Layer 3 operation

Protocol family determines operational layer and is
configured under the logical unit hierarchy level
* Use family ethernet-switching for Layer 2 (default)
¢ Use family inet for Layer 3

[edit interfaces ge-0/0/10 unit 0]
user@switch# set family ?
Possible completions:

> ethernet-switching
> inet IPvd parameters

fiJuniper’ Education Services

Interface Configuration Options

You can configure network interfaces for either Layer 2 or Layer 3 operation. The
mode of operation for an interface is determined by the protocol family specified
under the logical unit hierarchy level. Use family ethernet-switching for
Layer 2 operation and family inet for Layer 3 operation.

ae Interface Support, Configuration, and Monitoring ¢ Chapter 8-13
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Layer 2 Configuration Example

Basic Layer 2 configuration example:

[edit interfaces ge-0/0/10] PKmIleamilyl
user@switch# show ethernet-switching

ether-options { used for Layer 2 interfaces
auto-negotiation:

}
unit 0 {
family ethernet-switching {
port-mode access:
vlan {
members orange;

}

fJuniper’ Education Services

Layer 2 Configuration Example

The slide illustrates a typical Layer 2 interface configuration example. This example
highlights the family ‘ethernet-switching designation, which is required for
an interface to operate in Layer 2 mode. This example displays the distinct physical
and logical interface properties configured at their respective hierarchy levels.
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Layer 3 Configuration Example

Basic Layer 3 configuration example:

[edit interfaces ge-0/0/10] Protocol family inet
user@switch# show used for Layer 3interfaces
ether-options {
no-auto-negotiation:
link-mode full-duplex:
speed {
lg;
}
¥
unit 0 {
family inet {
address 172.18.101.1/24;
}

fiJuniper’ Education Services

Layer 3 Configuration Example

The slide illustrates atypical Layer 3 interface configuration example. This example
highlights the family inet designation, which is required for an interface to
operate'in Layer 3 mode. This example also shows distinct physical and logical
interface properties configured at their respective hierarchy levels.
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Agenda: Interface Support,
Configuration, and Monitoring

Monitoring Interface Operation

EiJuniper’ Education Services

Monitoring Interface Operation

The slide highlights the topic we discuss next.
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Verifying Interface Status

Use the show interfaces command to verify

interface status

Command options include terse, brief, detail, and
extensive

« Details displayed vary depending on the command option used

+ Use the interface name option to view details for a specific
interface

userf@switch> show interfaces ge-0/0/10 ?
Possible completions:

< [Enter]> Execute this command

brief Display brief output

descriptions Display interface description strings
detail Display detailed cutput

extensive Display extensive ocutput

media Display media information

snmp-indesx SNMP index of interface

statistics Display statistics and detailed output
terse Display terse output

| Pipe through a command

fiJuniper’ Education Services

Interface Status Verification

You can use the show interfaces command to verify various details and status
information foriinterfaces. A number of command options exist that determine the
generated output for the show interfaces command. The example on the slide
illustrates the use of the interface-name option, which filters the generated
output'anddisplays details only for the specified interface. If the interface-name
option is excluded, the switch displays interface details for all installed interfaces.
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Interface
ée—D/O/lU
ge-0/0/11
ge-0/0/12

ge-0/0/13

ge-0/0/10.
ge—-0/0/11.
ge-0/0/12.

ge-0/0/13.

userfswitch> show interfaces terse

Admin Link
up p
0 up up
up up
a up up
up dowr
0 up dowrn
down  down
0 up dowrn

Terse Output Example

Use the show interfaces terse command to
quickly view the state of all physical and logical
interfaces

Proto Local Remote

inet 172.18.101.1/24
eth-gwitch
eth-switch

eth-switch

fJuniper’ Education Services

Terse Output Example

The example on the slide illustrates the show interfaces terse command. In
this example the interface-name option is omitted, which causes all installed

interfaces and their accompanying details to be displayed. This command is ideal
when you simply need to verify state information for physical and logical interfaces.
The output from this command displays all installed interfaces in the left column and
provides state, protocol family, and addressing details to the right of each listed

interface.
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Extensive Output Example

Use the show interfaces extensive
command to view interface status, physical and
logical properties, and interface statistics

Useful tool when troubleshooting interfaces

userf@switch>» show interfaces ge-0/0/11 extensive

Physical interface: ge-0/0/11, Enabled, Physical link is Up
Interface index: 141, SWMP ifIndex: 23, Generation: 142
Link-lewvel type: Ethernet, MTU: 1514, Speed: Unspecified, Lodpback:Disabled,
Source filtering: Disabled, Flow control: Enabled, Auto-negotiatien: Enabled,
Remote fault: online

Device flags 1 Present Running

Interface flags: SWMP-Traps Internsl: 0x0

Link flags 1 None

Cos8 queues i 8 supported, 8 maximum usable gueues

Hold-times i Up 0 ms, Down O ms

Current address: 00:1%:e2:50:82:ec, Hardwaregaddbesss 00:19:22:50:82:ec
Last flapped 1 2007-12-04 Z21:36:34 UTC (@0 (NQZS ago]

fiJuniper’ Education Services

Gathering Extensive Interface Information

Use the show dnterface extensive command to view detailed information for
a named interface (or all interfaces when a specific interface is not identified). The
examplé on the slide shows a portion of the generated output when using the
extensive option. This command is ideal when investigating or troubleshooting
interfaces because it shows extensive physical and logical interface properties. This is
alse a great command when determining default settings for interfaces.
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Monitoring Interfaces

Use the monitor interface interface-name
command to view interface usage details in real time:

switch Seconds: 14 Time: 05:37:02
Delay: 26/0/29

Interface: ge-0/0/10, Enabled, Link is Up

Encapsulation: Ethernet, Speed: lOmbps

Traffic statistics: Current delta
Input bytes: 265088 (0 bps) [51Z2]
output bytes: 259424 (0 bps) [A4]
Input packets: 3700 (0 pps) [el
Output packets: 459 (0 pps) [1]

Error statistics:
Input errors: 0
Input drops: 0
Input framing errors: 0
Policed discards: 0 [0]
L3 incompletes: 0
L2 channel errors: 0
LZ mismatch timeouts: ]

Nexzt="n', Quit=Tq" or ESC, Freeze="f"', Thaw='t', Clear=lcl, Interface="i"

[0l
(0]
fal

[o1
[0]

Carrier transiti o]

fJuniper’ Education Services

Monitoring an Interface

The slide depicts typicalloutputfrom the monitor interface command. Your
terminal session must support VT100 emulation for the screen to display correctly.
This command provides real-time packet and byte counters as well as displaying error
and alarm conditiens. To view real-time usage statistics for all interfaces, use the
monitor/ interface traffic command. A sample of this command’s output is
shown:

user@switch> monitor interface traffic

switch

Interface
ge-0/0/0
ge-0/0/1
ge-0/0/2
ge-0/0/3
ge-0/0/4
ge-0/0/5

Link
Down
Down
Down
Down
Down

Up

Seconds: 2 Time: 04:08:36

Input packets (pps) Output packets (pps)
3568 (0) 0 (0)

0 (0) 0 (0)

0 (0) 0 (0)

0 (0) 0 (0)

0 (0) 0 (0)

127389 (0) 3049 (0)

Bytes=b, Clear=c, Delta=d, Packets=p, Quit=g or ESC, Rate=r, Up="U, Down="D
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Agenda: Interface Support,
Configuration, and Monitoring

Interface Features

EiJuniper’ Education Services

Interface Features

The slide highlights the'topic we discuss next.
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Interface Features Overview

Interface features include:
Variable speed (10/100/1000 Mbps)
Full and half duplex
Autonegotiation
Flow control
Auto-MDI and auto-MDIX sensing
Jumbo frames
802 3ad (LAG and LACP)

fJuniper’ Education Services

Interface Features

This slide details interface features supported on the EX-series switches.
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802.3ad Link Aggregation

Definition: Method of grouping multiple Ethernet
interfaces to form a single link layer interface, also
known as a link aggregation group (LAG) or bundle
Uses 802 3ad LACP as its discovery protocol
Participating interfaces are known as member links
Commonly used to aggregate trunk links
Usage and benefits:
Increases bandwidth
Provides link efficiency
Creates physical layer redundancy

[@Juniper’ Education Services

Link Aggregation

The Institute of Electrical and Electronics Engineers (IEEE) 802.3ad link aggregation
specification enables multiple Ethernet interfaces to be grouped together and form a
single link layer interface, also known as a link aggregation group (LAG) or bundle.
IEEE'802.3ad uses the Link Aggregation Control Protocol (LACP) as its discovery
protocol. All links participating in a LAG are considered members. A typical
deployment for LAG is to aggregate trunk links between an access switch and a
distribution switch or customer edge (CE) router.

Usage and Benefits

Link aggregation takes place on point-to-point connections between two devices. A
LAG balances traffic across the member links within an aggregated Ethernet bundle
and effectively increases the uplink bandwidth. Another advantage of link aggregation
is increased availability because the LAG is composed of multiple member links. If one
member link fails, the LAG continues to carry traffic over the remaining links.
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Requirements and Considerations

Hardware:
Duplex and speed must match
Up to 8 member links per LAG
Up to 128 LAGs are supported in a Virtual Chassis system
configuration (ae0-ael27)
Member links can be on different Virtual Chassis system
members
Member links are not required 1o be contiguous ports

Software:
Configuration must be correct to properly establish a LAG
Hashing uses Layer 2, Layer 3, and Layer 4
CPU control packets are always sent on the lowest member link

LACP mode can be set to active or passive
+ Active mode initiates transmission of LACP packets;.at least one device
must be configured for active mode
» Passive mode responds to LACP packets

flJuniper’ Education Services

Hardware Requirements and.Considerations

A number of hardware.requirements and considerations exist when working with link
aggregation. The following list highlights these details:

. Duplex and speed settings must match on both participating devices.
. Upto eight member links can belong to a single LAG.

) Up'to 64 LAGs are supported on the EX 4200 switch, and up to 32 LAGs
are supported on the EX 3200 switch.

. Member links can reside on different members within a Virtual Chassis
system.
. Member links within a bundle are not required to be contiguous ports.

Continued on next page.
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Software Requirements and Considerations

A number of software requirements and considerations exist when working with link
aggregation. The following list highlights these details:

. The load-balancing hash algorithm uses criteria at Layers 2, 3, and 4,
dependant upon the layer at which the interface is configured. No
configuration is necessary to enable load balancing.

. All control packets that traverse the LAG use the lowest member link.

. If LACP is used for a LAG, at least one side must be configured in active
mode. You can configure LACP in active or passive mode. If'the device is
configured for active mode, it actively transmits protocol data units
(PDUs). If the device is configured in passive mode, it responds to the
PDUs it receives.
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Configuring a LAG (1 of 2)

[edit chassis]

user@switch# show Creates |l_3QCaI aggregated
aggregated-devices { Ethernet interface (ae0)
ethernet {

device-count 1:
i
¥

[edit interfaces as=0]
user@switch# show
aggregated-ether-options {
lacp { Requires LACP configuration on
passive; the other side 10 use active mode
}
¥
unit 0 {
family ethernet-switching {
port-mode trunk;
vlan {
members [ orange purple blue ]:

fJuniper’ Education Services

LAG Configuration.Example: Part 1

This and the next slide,illustrate'the steps used to configure link aggregation. The first
step creates a logical aggregated Ethernet interface. In this example a single
aggregated interface, ae0, is created. By default, no aggregated interfaces exist. To
create an aggregated interface, simply add an aggregated device under the [edit
chassis] hierarchy, as shown in the example on the slide. Once this portion of the
configuration is.committed, the switch creates the aeO interface. An example, which
illustrates this behavior, is shown here:

[edit]
user@switch# run show interfaces terse |match ae

[edit]

user@switch# edit chassis

[edit chassis]

user@switeh# set aggregated-devices ethernet device-count 1
[edit chassis]

user@switch# commit

commit complete

[edit chassis]

user@switch# run show interfaces terse |match ae

ael up down

Continued on next page.
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LAG Configuration Example: Part 1 (contd.)

The next step is to define the parameters associated with the aeO interface. As shown
on the slide, the ae0 interface configuration includes at least one logical unit along
with the desired logical interface properties. The example on the slide also includes
LACP under the aggregated-ether-options hierarchy level. As previously
indicated, if LACP is used, at least one side must be configured in active mode to
successfully establish the connection.
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Configuring a LAG (2 of 2)

[edit interfaces]
userfswitch# show

ge-0/0/10 {
ether-options {
802.3ad ael;
b
I
ge-0/0/11 {
ether-options {
802.3ad ael;
}
I
ge-0/0/12 {
ether-options {
80Z.3ad ael;
}

fJuniper’ Education Services

Associates member links
with LAG (ee0)

LAG Configuration.Example: Part 2

Once the ae0 interface.is created and defined within the configuration, the individual
member links must be defined and associated with the ae0O bundle. The example on
the slide illustrates a typical configuration example, which links member interfaces
ge-0/0/10, ge-0/0/11, and ge-0/0/12 with the associated ae0 interface.
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Monitoring a LAG

Use the show interfaces output to determine
state information for aggregated interfaces

userfiswitch> show interfaces terse |match ael

ge-0/0/10.0 up up aenet S g, 0
ge-0/0/11.0 up up aenet --» ael0.0
ge-0/0/12.0 up up aenet et gl
ael up up

ae0.0 up up eth-switch

fiJuniper’ Education Services

Monitoring the Operation of a LAG

Use the show dnterfaces command with the desired option to verify the
operational state for the aggregated interface and member links. The example on the
slide makes use of the terse command option along with the pipe (|) option to filter
the generated output. This example shows that the aeO interface along with all
member. links are operationally up.

ae Interface Support, Configuration, and Monitoring ¢ Chapter 8-29
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Summary

In this chapter, we:
ldentified supported interfaces
Described the interface naming convention
Listed physical and logical interface properties
Configured and monitored network interfaces
Listed supported interface features
Configured and monitored a LAG

fJuniper’ Education Services

This Chapter Discussed:
. Supported.nterface types;
. Interface naming convention;
. Physical and logical interface properties;
. Configuration and monitoring details for network interfaces;
. Interface features; and
U Configuration and monitoring of a LAG.
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Review Questions

Describe the interface naming convention for
network ports.

Name some physical and logical interface
properties. Where are these properties configured?
What determines if an interface operates at Layer 2
or Layer 37

How might you monitor an interface’s operation?
What is the purpose of a LAG?

fiJuniper’ Education Services

Review Questions
1.
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Lab 6: Interface Configuration

Perform configuration and verification steps typically
associated with interfaces.

fiJuniper’ Education Services

Lab 6: Interface Configuration

The slide provides the objective for this lab.
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Chapter Objectives

After successfully completing this chapter, you will be
able to:

Describe the basic operation of an Ethernet LAN

Explain the operation and benefits of bridging

Describe the purpose and list the benefits of VLANs

Configure and verify proper operation of VLANs

Describe the purpose of an RVI

Configure and verify proper operation of an RVI

fJuniper’ Education Services

This Chapter Discusses:
. Basic operation of'an Ethernet LAN;
. Operation and benefits of bridging;
. The purpose and benefits of virtual LANs (VLANS);
. Configuring and monitoring VLANS;
o The purpose and benefits of a routed VLAN interface (RVI); and

. Configuring and monitoring an RVI.

Chapter 9-2 e« Ethernet Switching and Virtual LANs iJuniperm
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Agenda: Ethernet Switching and VLANs

Ethernet LANs
Bridging Basics
VLANs
Configuring and Monitoring VLANs
RVI

fiJuniper’ Education Services

Ethernet LANS

The slide lists,the topics we cover in this chapter. We discuss the highlighted topic
first.
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Overview of Ethernet

Ethernet defined:

Family of LAN specifications, standardized in IEEE 802.3

Examples include:
« 10Base-T (802.3i)—10 Mbps
« 100Base-TX (802.3u)—100 Mbps
« 1000Base-T (802.3ab)—1000 Mbps
Uses data link layer technology to create LANs
« Shared medium—a single broadcast and collision domain
¢ Uniquely identifies all nodes on the LAN with 48-bit MAC/address

Uses CSMA/CD to avoid and manage frame collisions

fJuniper’ Education Services

Ethernet Defined

Ethernet is a family of\LAN specifications defined in the Institute of Electrical and
Electronics Engineers (IEEE) 802.3 standard. The slide provides some common
examples, including the 803.2i, 802.3u, and 802.3ab specifications. Each Ethernet
implementation uses a unique wiring and signaling standard—typically a copper-based
medium or fiber optics—for the physical layer. Although the various implementations of
Ethernet can use various wiring and signaling standards, they all use a common
addressing format.

Ethernet is a data link layer technology, as defined by Layer 2 of the Open Systems
Interconnection (OSIl) model of communications. An Ethernet LAN consists of shared
medium, which encompasses a single broadcast and collision domain. Network
devices, called nodes, on the Ethernet LAN transmit data in bundles that are generally
called frames or packets. Each node on a LAN has a unique identifier so that it can be
unambiguously located on the network. Ethernet uses the Layer 2 media access
control (MAC) address for this purpose. MAC addresses are 48-bit hardware
addresses programmed into the Ethernet processor of each node.

Ethernet uses the carrier-sense multiple access with collision detection (CSMA/CD)
protocol to avoid and manage frame collisions.

Juniper’
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Ethernet LANs (1 of 2)

Shared Collision

medium E-E' E ’J;‘grﬂ domain

sV ey
s T s Nodes cantransmit
simultaneously

e Ll
/
L
W
~ S
i
L)

Characteristics:
Shared medium

Single collision domain Problems:
Nodes can transmit 1. Traf_fig is seen by everyone

) 2. Caollisions can accur
simultaneously 3. Unwanted resource consumptian
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Ethernet LANs: Part 1

Ethernet LANs consist of a shared medium, which defines a single collision domain.
As previously mentioned, Ethernet uses the CSMA/CD protocol to help avoid and
manage frame collisions. The sample topology on the slide shows a series of nodes
connected through a hub using a copper-based physical medium. This type of
implementation only allows a single stream of data at a time. All nodes participating in
this.shared Ethernet LAN listen to verify that the line is idle before transmitting. If the
line is idle, the nodes begin transmitting data frames. If multiple nodes listen and
detect that the line is idle and then begin transmitting data frames simultaneously, a
collision will occur. When collisions occur an error is generated and sent back to the
transmitting devices. When a node receives a collision error message, it stops
transmitting immediately and waits for a period of time before trying to send the frame
again. If the node continues to detect collisions, it progressively increases the time
between retransmissions in an attempt to find a time when no other data is being
transmitted on the LAN. The node uses a backoff algorithm to calculate the increasing
retransmission time intervals. When a node does successfully transmit traffic, that
traffic is replicated out all ports on the hub and is seen by all other nodes on the
shared Ethernet segment. This traffic-flooding approach, coupled with collisions,
consumes network resources.
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Ethernet LANs (2 of 2)

As the network grows, the likelihood of collisions

increases
As collisions increase, overall LAN efficiency decreases

fJuniper’ Education Services

Ethernet LANs: Part 2

Ethernet LANs were originally implemented for small, simple networks. Over time,
LANs have become largerand more complex. As an Ethernet LAN grows, the likelihood
of collisions on_that LAN also grows. As more users are added to a shared Ethernet
segment, each participating node receives an increase of traffic from all other
participating nodes for which it is not the actual destination. This unwanted
consumption of network resources along with an increase of collisions inevitably
decreases the overall efficiency on the LAN.
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Agenda: Ethernet Switching and VLANs

Bridging Basics

fiJuniper’ Education Services

Bridging Basics

The slide highlights the'topic we discuss next.
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Overview of Bridging

Bridging:
Is defined in the IEEE 802.1D-2004 standard
Segments a single collision domain
Isolates the physical layer
Learns and maintains a forwarding table (bridge table)
Performs intelligent forwarding decisions based on the
bridge table

fJuniper’ Education Services

Bridging Defined

Defined in the IEEE 802¢1D-2004 standard, bridging addresses some of the inherent
problems of large shared\Ethernet LANs. Bridging uses microsegmentation to divide a
single collision domain into multiple, smaller bridged collision domains. Reducing the
size of a collision. domain effectively reduces the likelihood that collisions will occur.
This approach also enhances performance by allowing multiple streams of data to
flow through the switch within a common LAN or broadcast domain.

Bridging allows a mixed collection of interface types and speeds to be logically
grouped within the same bridged LAN. The ability to logically group dissimilar
interfaces in a bridged LAN environment provides design flexibility not found in a
shared Ethernet LAN environment.

Bridging builds and maintains a forwarding table, known as a bridge table, for all
destinations within the bridged LAN. The bridge table is based on the source MAC
address for all devices participating in the bridged LAN. The bridge table is used to aid
in intelligent forwarding decisions. This approach reduces unnecessary traffic on the
LAN.
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Bridging: How Does it Work?

Transparent bridging builds and maintains bridge
tables using the following mechanisms:
Learning:
« Learns MAC address and associated port
Forwarding:
« Forwards packets out proper egress interface towards destination
Flooding:

« Replicates packets out other ports for unknown destination MAC
addresses; also used when passing multicast and broadcast traffic

Filtering:
+ Limits traffic to its associated network

Aging:

« Ensures bridge table entries are current

[@Juniper’ Education Services

Bridging Mechanics

The transparent bridging protocol allows a switch to learn information about all nodes
on the LAN. The switch uses this information to create the address-lookup tables
calledbridge tables that it consults when forwarding traffic to (or toward) a destination
ontheLAN.

When a'switch is first connected to an Ethernet LAN or VLAN, it has no information
about other nodes on the network. Learning is a process the switch uses to obtain the
MAC addresses of all the nodes on the network. It stores these addresses in an
address book called a bridge table. To learn MAC addresses, the switch reads all
packets that it detects on the LAN or on the local VLAN, looking for MAC addresses of
sending nodes. It places these addresses into its bridge table, along with two other
pieces of information—the interface (or port) on which the traffic was received and the
time when the address was learned.

The forwarding mechanism is used by the switch to deliver traffic, passing it from an
incoming interface to an outgoing interface that leads to (or toward) the destination.
To forward frames, the switch consults the bridge table to see whether the table
contains the MAC address corresponding to the frames’ destination. If the bridge
table contains an entry for the desired destination address, the switch sends the
traffic out the interface associated with the MAC address. The switch also consults the
bridge table in the same way when transmitting frames that originate on devices
connected directly to the switch.

Continued on next page.
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[edit]

Bridging Mechanics (contd.)

Flooding is a transparent mechanism used to deliver packets to unknown MAC
addresses. If the bridging table has no entry for a particular destination MAC address
or if the packet received is a broadcast or multicast packet, the switch floods the
traffic out all interfaces except the interface on which it was received. (If traffic
originates on the switch, the switch floods that traffic out all interfaces.) When an
unknown destination responds to traffic that has been flooded through a switch, the
switch learns the MAC address of that node and updates its bridge table with the
source MAC address and ingress port.

The filtering mechanism is used to limit broadcast traffic to its associated network.or
VLAN. As the number of entries in the bridge table grows, the switch pieces together
an increasingly complete picture of the individual networks—the picture clarifies which
nodes belong to which network. The switch uses this information to filter.traffic.
Filtering prevents the switch from forwarding traffic from one network to. another
network.

Finally, the switch uses aging to ensure that only active MAC address entries are in the
bridge table. For each MAC address in the bridge table, the switch records a
timestamp of when the information about the network nede was learned. Each time
the switch detects traffic from a MAC address, it updates the timestamp. A timer on
the switch periodically checks the timestamp; if the timestamp is older than a
user-configured value, the switch removes the node’s MAC address from the bridge
table. The default aging timer interval is 300 seconds and is configured on a per-VLAN
basis as shown here:

user@switch# set vlans vlan-name mac-table-aging-time ?
Possible completions:
<mac-table-aging-time> MAC aging time(60..1000000 seconds)
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MAC Address Learning

Source MAC addresses are learned Each MAC address is associated
for all incoming Ethernet frames with the frame's incoming interface
Pre

DA ‘ SA ‘Type‘ Datm ‘ch‘ MAC Address Table
g6-0/0/0: 01405501.1111|
ge-0/0/0° 01405501 2222|

— ge-0/0/1: 01405501.3333
£6-0/0/1: 01405501.4444|

0140.1.1111 0140.5501.3333
—
e L . <,
0140.5501.2222 0140.5501 4444 %/ = Hub
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MAC Address Learning

The slide illustrates a basic view of the MAC address learning process. In this example,
each switch port.is connected to a hub, whereas the individual hubs have multiple
nodes connected. As each node sends traffic toward the other nodes on the bridged
LAN, the switch reviews that traffic and creates a MAC address table (a bridge table)
based on the source address of the sender along with the switch port on which the
traffic was received. In this example, we see that the MAC addresses for A1 and A2
are associated with port ge-0/0/0, whereas the MAC addresses for B1 and B2 are
associated with port ge-0/0/1.
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MAC Address Table

| ge0/0/0 01405501 1111
2.0/0/0; 014056012222
ge0/0/1: 014055013333

[

Al sends a .
frame to B2 Swnch.checks
= forwarding table
014055011111

A2 receives x

ge0/0/1: 014055014444, |

5]

10140.5501.3333

/

and discards
the frame

from Al Switch forwards
frame from Al to B2

01405501.2222
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, i —

0140 55014444

Forwarding: Known Unicast Frames (1 of 2)

‘3:5’= Hub

Forwarding: Known'Unicast Frames: Part 1

In the example on theslide, A1'sends a frame to B2. The frame is repeated out all
ports on the attached hub, which results in frames being sent to both A2 as well as
the switch shown in the middle of the illustration. A2 receives the frame and detects
that the destination MAC address does not match its own MAC address, at which time
A2 discards the frame. The switch receives the frame, checks the MAC address table
fora matching entry, and forwards the frame out the associated port based on the
lookupiresults. Ultimately, B2 receives and processes the frame.
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Forwarding: Known Unicast Frames (2 of 2)

MAC Address Table
g 0/0/0: 01405501 1111 ..
ge0/0/0: 01405501.2222
ge0/0/1: 01405501.3333 |
ge0/0/1: 01405501.4444

I

ﬁ:.nizrlgs'qaz Switch checks
| forwarding table —
014055011111 01405501 3333
ge0/0/1
: ra
e [
014055012222 | 0140.5601 4444 j - Hub

Switch filters framéh,
from Al tﬁ
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Forwarding:'Known Unicast Frames: Part 2

In this example;y/Al sends a frame to A2. The frame is received by the attached hub
and sent out all ports, which results in duplicate frames sent to A2 as well as the
switch. A2 receives the frame and detects that the destination MAC address matches
its own MAC address, at which time A2 processes the frame. The switch receives the
frame and checks the MAC address table for a matching entry. The entry in the MAC
address table shows the egress port, which, in this example, is the same port on
which the frame was received. Because the egress port in the MAC address table is
the same port where the frame was received, the switch filters the frame.
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Unicast Frames

Al sends broadcast
frame on to LAN

(DA: FFFF.FFFF.FFFF) €0/0/0: 01405501 1111
86-0/0/0: 014055012222

" g60/0/1: 01405501.3333
. g60/0/1: 014055014444

MAC Address Table

0140.5501.1111

pe0/0/0 /!

%/

0140.5601.3333

01405501 2222

Switch floods frame out all ports

EiJuniper’ Education Services

associated with the LAN
(except the port on which it was rec@

01405501 4444

(

Flooding: Broadcast, Multicast, or Unknown

%’=Hub

Flooding Frames

Flooding is often usedito'learn'a MAC address not recorded in the bridge table. This
mechanism is also used when sending broadcast and, in many cases, multicast
frames. The example on the slide shows Al sending a broadcast frame with a
destination MAC address of FFFF.FFFF.FFFF to the LAN. The attached hub sends the
frame, outall ports. The switch floods the broadcast frame out all ports associated
with'the LAN, except for the port on which the frame was received. The result shows

that the frame is ultimately received by all nodes on the LAN.
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Viewing the MAC Address Table

Use the show ethernet-switching table
command to view MAC address table entries

userf@switch> show ethernet-switching table
Ethernet-switching table: & entries, 3 learned

VLAN MAC address Type Age Interfaces
blue * Flood - All-menbers
blue 00:19:22:50:7c:0b Learn 48 ge-0/0/10.0
orange Z Flood ~)Al T-memlers
orandge 00:19:e2:50:3f:ee Learn 429 ge-0/0/13.0
purple & Flood — Al l=mienkers
purple 00:19:e2:50:77:bl Learn \\\jS ge-0/0/16.0

-
: ; VLAN maintains an
Entries are organized ® i
based on associated VLAN A HyusedierTiocding
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Viewing thesMAC Address Table

Use the show ethernet-switching table command to view all entries within
the MAC address table. This command generates a list of learned MAC addresses
along with the corresponding VLAN, age, and interface. All entries are organized
based onitheir associated VLAN. The sample output on the slide also highlights each
VEAN’s flood entry, which is associated with all interfaces for the VLAN. This entry is
used to/flood traffic, destined to an unknown destination, through all interfaces that
belong to the same VLAN on which the traffic was received.
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Clearing the MAC Address Table

Use the clear ethernet-switching table
command to clear MAC address table contents

userf@switch> clear ethernet-switching table ?

Possgikle completions:
<[Enter]> Execute this command
interface Clear MAC table for specified interface
| Pipe through a command

Clear all entries in table or only
the entries for a specific interface

fJuniper’ Education Services

Clearing MAC Address Table Entries

Use the clear ethermnet-switching table command to clear all entries

within the MAC address table. Optionally, you can use the interface statement to

clear only those MAC table entries learned through the specified interface. The
following example highlights the use of the inter£face option:

user@switch> show ethernet-switching table
Ethernet-switching table: 6wentries, 3 learned

VLAN
blue
blue
orange
orange
purple
purple

MAC address Type Age Interfaces
* Flood - All-members
00:19:e2:50:7c:0b Learn 23 ge-0/0/10.0
S Flood - All-members
00:19:e2:50:3f:ee Learn 0 ge-0/0/13.0
* Flood - All-members
00:19:e2:50:77:b1 Learn 24 ge-0/0/16.0

user@switch> clear ethernet-switching table interface ge-0/0/10.0

user@switch> show ethernet-switching table
Ethernet-switching table: 5 entries, 2 learned

VLAN
blue
orange
orange
purple
purple

MAC address Type Age Interfaces

* Flood - All-members
* Flood - All-members
00:19:e2:50:3f:ee Learn 26 ge-0/0/13.0
* Flood - All-members
00:19:e2:50:77:b1 Learn 32 ge-0/0/16.0

Chapter 9-16 ¢ Ethernet Switching and Virtual LANs
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Agenda: Ethernet Switching and VLANs

fiJuniper’ Education Services

VLANs

The slide highlights the'topic we discuss next.
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Overview of VLANs

VLANS:
Segment a single broadcast domain into multiple broadcast
domains
Allow for grouping users based on business needs,
regardless of physical location

fJuniper’ Education Services

VLANSs Defined

A virtual LAN (VLAN)is,a‘collection of network nodes that are logically grouped
together to form separate broadcast domains. A VLAN has the same general attributes
as a physical LAN, but it allows all nodes for a particular VLAN to be grouped together,
regardless of physical location. One advantage of using VLANSs is design flexibility.
VLANSs allow individual users to be grouped based on business needs. Connectivity
within a VLAN is/established and maintained through software configuration, which
makesVLANs such a dynamic and flexible option in today’s networking environments.
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Name
default

Name
mgmt

Default and Management VLANs

All network ports belong to the default VLAN in the
factory-default configuration

userflswitch> show vlans default

The mgmt VLAN allows redundant management
connections to the vme interface (EX. 4200 switches
only)

user@switch> show vlans mgmt

Tag Interfaces

ge-0/0/0.0%, ge-0/0/1.0%, ge-0/0/2.0, ge—-0/0/3.0,
ge-0/0/4.0, ge-0/0/5.0%, ge—0/0/5.0, ge-0/0/7.07
ge-0/0/8.0, ge-0/0/9.0, ge-0/0/10.0%, ge-0/0/11.0%,
ge-0/0/12.0%, ge-0/0/13.0%, ge-0/0/14.0%, ge-040/15,0%,
ge-0/0/16.0%, ge-0/0/17.0%, ge-0/0/18.0%,0ge<0,/ 0418, 0,
ge-0/1/0.0, ge-0/1/1.0, ge-0/1/2.0, ge-0/1£3.0

Tag Interfaces

mel.0*

fiJuniper’ Education Services

Default VLAN

The factory-default configuration associates all network ports, including installed
uplink ports, with the default VLAN. The sample capture on the slide illustrates the
expected output for the show vlans default command. In this sample output we
can see that the default VLAN does not use an 802.1Q tag. An 802.1Q tag can be
assigned to'the default VLAN through user configuration.

Management VLAN

The mgmt VLAN is an untagged VLAN and is typically used to facilitate redundant
management connections to a Virtual Chassis system’s vme interface. We discussed
the vme interface in a previous chapter. The mgmt VLAN is used only with the EX 4200
switches. If the meO interface is not configured as a Layer 3 interface, the meO
interface will be associated with this management VLAN, as shown on the slide. If the
meO interface is not configured for Layer 3 operations, it is not displayed in the
generated output. A sample capture of this scenario is shown here:

user@switch> show vlans mgmt

Name
mgmt

Tag Interfaces

None

M Juniper
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Switch Port Modes

Switch ports operate in either access or trunk mode
Access mode:

« Connects to network devices (desktop, IP phones, printers, etc.)

« Typically transmit untagged Ethernet frames for a single VLAN;
exception is when the voice VLAN feature is being used

« Default mode for all ports

Trunk mode:

« Connects to other switches or a router

« Typically transmit tagged Ethernet frames for multiple VILANS;
exception is when the native VLAN option is configured

« Must be explicitly configured

fJuniper’ Education Services

Switch Port Modes

Switch ports operatein.eitheraccess mode or trunk mode.

An access port connects to network devices such as desktop computers, IP phones,
printers, or file‘'servers. Access ports typically belong to a single VLAN and transmit
and receiveruntagged Ethernet frames. The exception is when the voice VLAN feature
is used. If the voice VLAN feature is enabled on an access port, that port might
participate insmultiple VLANs and can pass both untagged (data) and tagged (voice)
traffic. We cover the voice VLAN feature in more detail in a subsequent chapter. All
ports default to access mode in the factory-default configuration.

Continued on next page.
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Switch Port Modes (contd.)

A trunk port typically connects to another switch or to a customer edge router.
Interfaces configured for trunk mode handle traffic for multiple VLANs, multiplexing
the traffic for all configured VLANs over the same physical connection, and separating
the traffic by tagging it with the appropriate VLAN ID. Trunk ports can also carry
untagged traffic when configured with the native-vlan-id statement. The
following sample configuration illustrates the use of the native-vlan-id
configuration option. In this example, the ge-0/0/15 interface is configured as a trunk
port and will carry tagged traffic for the v100 and v200 VLANs as well as untagged
traffic for the default VLAN:

[edit interfaces ge-0/0/15]
user@switch# show
unit 0 {
family ethernet-switching {
port-mode trunk;
vlan {
members [ v100 v200 1;

}
native-vlan-id default;
}
}
The remote switch must also be €onfigured to permit untagged traffic for the
default VLAN.
a= e Ethernet Switching and Virtual LANs ¢ Chapter 9-21
e Juniper e P
NETWORKS



Operating Juniper Networks Switches in the Enterprise

802.1Q—Ethernet Frame

4-byte tag inserted into Ethernet frame

(max 1522 bytes)
Tag Protocol ldentifier (TPID): 16 bits, default Ox8100
Priority: 3 bits, 802.1p
Canonical Format Indicator (CFl). 1 bit, default O
Unigue VLAN identifier (VID): 12 bits

'Destination  Source Type/ ‘
MAC mac | ™€ |iength it |

fJuniper’ Education Services

802.1Q—Ethernet Frame

To consistently associate traffic'with a particular VLAN, the individual frames must be
tagged as they pass throughout a network. The slide illustrates an 802.1Q-tagged
Ethernet frame.along with'the key components of the tag.
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802.1Q—Trunk Links

A trunk is a single Ethernet link that can carry traffic
for multiple VLANSs

D Gy

stsy, %J&M p{
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802.1Q Trunk Links

A trunk is a single Ethernet link used to carry traffic for multiple VLANS. A trunk link
typically interconnects multiple switches or a switch with a customer edge router. As
shown.on the slide, interfaces configured as trunk ports handle traffic for multiple
VLANSs, multiplexing the traffic for all configured VLANs over a single physical
connectionrather than using separate physical links for each configured VLAN.
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Agenda: Ethernet Switching and VLANs

Configuring and Monitoring VLANs

fJuniper’ Education Services

Configuring and Monitoring VLANs

The slide highlights the topic we discuss next.
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VLAN Configuration Example

Part-Based Assignment [edit]
gn user@switch# show interfaces
ge-0/0/13 {
unit 0 {
D family ethernet-switching/f
%J#&E%gﬂ port-mode access;
Jie -]J » vlan {
> Lot members orange:
VLAN Blue ¥ \

! A4
} VLAN Referented
[edit]
userfswitch# show wlans

VLAN Purple

orange {
vlansid I94:
}

VLAN Defined

fiJuniper’ Education Services

VLAN Configuration Example

The slide provides a basic VLAN configuration example on an access port. The VLAN
orange is assigned a vlian-id of 101 and is defined under the [edit vlans]
hierarchy. This VLAN is then referenced within the interface’s configuration. This
example demonstrates port-based assignment.
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Monitoring VLAN Assignments

userliswitch> show vlans

Hame Tag Interfaces
blue 100
ge-0/0/10.0%
default
ge-0/0/0.0, ge-0/0/5.0%
orange 101
ge-0/0/13.0%
purple 102
ge-0/0/16.0%
mgmt

mel.,0*

userf@switch> show vlans orange detail
VIAN: orange, 802.1¢ Tag: 101, Admin state: Enabled
Number of interfaces: 1 (Rctive = 1)

Untagged interfaces: ge-0/0/13.0%

fiJuniper’ Education Services

Monitoring VLAN Assignments

The slide shows some key commands used to monitor VLAN assignments. In this
example the ge-0/0/13 belongs to the VLAN named orange, which has an 802.1Q
tag of 101. Because this interface is configured as an access port it will receive and
transmit untagged frames only. If a trunk port were also configured to pass traffic for
the erange VLAN, it would add and remove the 802.1Q tag value of 101 for all traffic
for the erange VLAN. We look at a trunk port configuration and monitoring example
next:
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802.1Q Trunk Configuration Example

[edit] . S > e
userfswitch# show interfaces Smgle thSIGEﬂ link carries
traffic for multiple VLANs

ge-0/0/18 {
unit 0 {
family ethernet-switching {
port-mode trunk:
vlan {
members [ orange blue ]:

}

}

[edit]
userf@switch# show wvlans
blue {
vlan-id 100;
¥
orange {
vlan-id 101

fiJuniper’ Education Services

802.1Q Trunk Configuration Example

The slide illustrates an'802.1Q configuration example. In this case, the interface is
configured as a trunk port and is associated with the orange and bIue VLANSs. The
partnering switch would have a similar configuration for the interface functioning as a
trunk.

Optionally, you can use the keyword all to associate all configured VLANs with a
givenitrunk port. The following example accomplishes the same goal as the
configuration shown on the slide:

[edit interfaces ge-0/0/18]
user@switch#)show
unit 0 4
family ethernet-switching {
port-mode trunk;
vlian {
members all;
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Monitoring 802.1Q Trunks

userf@switch> show vlans orange detail
Number of interfacesz: 2 (Active = 2)

Untagged interfaces: ge-0/0/13.0%
Tagged interfaces: ge-0/0/18.0%*

user@switch> show ethernet-switching interfaces

Interface State VLAN members Blocking
ge-0/0/10.0 up blue unblocked
ge-0/0/13.0 up orange unblocked
gqe-0/0/18.0 up blue unblocked
orange unblocked
mel.0 up mgmt unblocked

Interface belongs
to both VLANS

fJuniper’ Education Services

Interface is 802.1Q
VLAN: orange, 802.1¢ Tag: 101, Admin state: Enabled trunk for both VLANS

Monitoring 802.1Q Trunks

The slide shows somekey commands when monitoring 802.1Q trunks. In this
example all traffic that isisent from or received through the ge-0/0/18 interface will

have an 802.1Q(tag for the bIue or orange VLAN.
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Agenda: Ethernet Switching and VLANs

RVI

fiJuniper’ Education Services

Routed VLAN Interface

The slide highlights the'topic we discuss next.
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Routed VLAN Interface

Logical Layer 3 VLAN interface used for inter-VLAN
routing

VLAN Purple

fJuniper’ Education Services

Routed VLAN Interface

A routed VLAN interface(RVI)is'a logical Layer 3 VLAN interface used to route traffic
between VLANs. The following slides provide a configuration and monitoring example

for an RVI.
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RVI Configuration Example

[edit] [edit]
userfswitch# show interfaces userf@switch# show vlans
ge-0/0/13 { blue {
unit 0 { vlan-id 100;
family ethernet-switching { 13-interface vlan.100;
port-mode access; 1
vlan { orange {
members orange; vlan-id 101:
1 13-interface vlan.1l01;
¥ I
} purple {
1 vlan-id “102 ;
- 13-interface wlan.102;
vlan { 1
unit 101 {
family inet {
gridress T0L1 2. Tr0dr
} i 3 Mevs, routing through
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RVI Configuration' Example

The slide provides a configuration example for an RVI. In this example, the switch will
perform a Layer:3 lookup when it receives traffic with a destination MAC address that
matches its own MAC address. For the switch to perform this routing operation, the
attacheddevices must have a configured gateway address that matches the IP
addressiassociated with the corresponding logical VLAN interface. Because the
Layer 3VLAN interface is a logical interface, it uses the switch’s system MAC address,
which is shown here:

user@switgh> show)interfaces vlan extensive | match hardware
Current address: 00:19:e2:50:82:e0, Hardware address: 00:19:e2:50:82:e0

user@switch> show chassis mac-addresses
FPC 0 MAC address information:
Public base address 00:19:e2:50:82:e0
Public count 32
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Monitoring an RVI

userfdswitch> show interfaces terse vlan

Interface Admin Link Proto Local Remote
vlan up up

wlan.l00 up up inet i 0 O O 4

vlan.101 up up inet 10.1.2.1/24

vlan.l02 up up inet 10.1.3.1/24

RV| state and IP

user@switch> show vlans oxrange extensive address dEtE"IS ,
VILAN: orange, Created at: Thu Apr 17 2Z:31:43 2008
802.1¢Q Tag: 101, Internal index: 17, Admin state: Enabled, Origin: Stafig
Protocol: Port-based, Layer 3 interface: wlan.l0l (UP) AN
IFP addresses: K
Number of interfaces: Tagged 1 (Active = 1), Untagged 1 (Zctive = 1)
ge-0/0/18.0%, tagged, trunk
ge=H 010 0%, antagyed, Selens

At least one port must be
active for RVI state to be up
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Monitoring an RVI

The slide provides some’key commands used to monitor an RVI. The slide shows the
output from the show interfaces terse vlan and show vlans
vlan_name extensive commands. Both of the referenced commands show the
state and IP_address information for an RVI. As indicated on the slide, at least one
active port must be associated with the VLAN for the RVI to be administratively up. The
following sample captures show the expected output when no active port is
associated with the VLAN:

user@switch> show interfaces terse vlan

Interface Admin Link Proto Local Remote
vlan up up
vlian.101 down up inet 10.1.2.1/24

user@switch> show vlans orange extensive

VLAN: orange, Created at: Thu Apr 17 22:31:43 2008

802.1Q Tag: 101, Internal index: 17, Admin state: Enabled, Origin: Static

Protocol: Port-based, Layer 3 interface: vlan.101 (DOWN)

IP addresses: 10.1.2.1/24

Number of interfaces: Tagged 0 (Active = 0), Untagged 1 (Active = 0)
ge-0/0/7.0, untagged, access
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Summary

In this chapter, we:
Described the basic operation of an Ethernet LAN
Explained the operation and benefits of bridging
Described the purpose and listed the benefits of VLANS
Configured and verified proper operation of VLANs
Described the purpose of an RV
Configured and verified proper operation of an RY|

fiJuniper’ Education Services

This Chapter Discussed:
. Basic operation of an Ethernet LAN;
. Operation and benefits of bridging;
J The purpose and benefits of VLANS;
. Configuring and monitoring VLANSs;
. The purpose and benefits of a RVI; and

. Configuring and monitoring an RVI.
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Review Questions

How are individual devices on an Ethernet LAN
uniquely identified?

How does bridging overcome problems inherently
associated with large shared LANs?

What is the purpose of a bridge table? How is it
built?

What are some advantages of using VLANs?
What is the purpose of an RVI?

fJuniper’ Education Services

Review Questions
1.
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Lab 7: Ethernet Switching and VLANs

Perform configuration and verification steps typically
associated with Ethernet switching and VLANSs.

[@Juniper’ Education Services

Lab 7: Ethernet Switching and VLANs

The slide provides the objective for this lab.
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Chapter Objectives

After successfully completing this chapter, you will be
able to:
Explain the purpose of STP
Describe the basic operation of STP, RSTP, and MSTP
Configure and monitor STP, RSTP, and MSTP
Explain the purpose of a redundant trunk group
Configure and monitor a redundant trunk group

fJuniper’ Education Services

This Chapter Discusses:

. The purpesé of the'Spanning Tree Protocol (STP);

. Thebasic operation of STP, the Rapid Spanning Tree Protocol (RSTP), and
the Multiple Spanning Tree Protocol (MSTP);

. Configuring and monitoring STP, RSTP, and MSTP;
) The purpose of a redundant trunk group; and

J Configuring and monitoring a redundant trunk group.
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Agenda: Spanning Tree Protocol

Overview of STP

Overview of RSTP

Overview of MSTP

Configuring and Monitoring STP, RSTP, and MSTP
Overview of Redundant Trunk Groups

Configuring and Monitoring a Redundant Trunk,Group

fiJuniper’ Education Services

Overview of the Spanning Tree Protocol

The slide lists,the topics we cover in this chapter. We discuss the highlighted topic
first.

== Spanning Tree Protocol ¢ Chapter 10-3
¢ Juniper panning p
NETWORKS



Operating Juniper Networks Switches in the Enterprise

Spanning Tree Protocol

Spanning Tree Protocol
Defined in the IEEE 802.1D-1998 specification
Builds loop-free paths in redundant Layer 2 networks
Automatically rebuilds tree when topology changes

Segment 1

Segment 2

fJuniper’ Education Services

Spanning Tree Protocol

The Spanning Tree Protacol (STP) is defined in the Institute of Electrical and
Electronics Engineers (IEEE) 802.1D 1998 specification. STP is a simple Layer 2
protocol that prevents loops and calculates the best path through a switched network
that contains redundant paths. STP is required only when redundant paths exist within

a Layer 2 network. STP automatically rebuilds the tree when a topology change
oceurs.
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Terms and Concepts (1 of 2)

Key terms and concepts of STP:
Bridge ID: Unigue identifier for each switch
Root bridge: Switch with lowest bridge ID
Root port: Port closest to root bridge
Designated bridge: Switch representing the LAN segment
Designated port: Designated bridge’s port on the LLAN
segment

Bridge protocol data unit (BPDU): Packets used to exchange
information between switches

» Configuration BFDU

» Topology change notification (TCN) BEDU

fiJuniper’ Education Services

STP Terms and Concepts: Part 1

All switches participating in STP have a unique bridge ID. The bridge ID is a
combination of'the system MAC address and a configurable priority value. The lowest
bridge ID determines the root bridge.

Oncethe root bridge is determined, each nonroot switch determines the least-cost
path from itself to the root bridge. The port associated with the least-cost path
becomes the root port for the switch.

All switches participating on a common network segment must determine which
switch offers the least-cost path from the network segment to the root bridge. The
switch with the best path becomes the designated bridge for the LAN segment, and
the port connecting this switch to the network segment becomes the designated port
for the LAN segment. If equal-cost paths to the root bridge exist from a given LAN
segment, the bridge ID is used as a tiebreaker. If the bridge ID is used to help
determine the designated bridge, the lowest bridge ID is selected. The designated port
transmits bridge protocol data units (BPDUs) on the segment.

STP uses BPDU packets to exchange information between switches. There are two
types of BPDUs: configuration BPDUs and topology change notification (TCN) BPDUs.
Configuration BPDUs determine the tree topology of a LAN. STP uses the information
provided by the BPDUs to elect a root bridge, identify root ports for each switch,
identify designated ports for each physical LAN segment, and prune specific
redundant links to create a loop-free tree topology. Topology change notification
BPDUs are used to report and acknowledge topology changes within a switched
network.

== Spanning Tree Protocol ¢ Chapter 10-5
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Terms and Concepts (2 of 2)

Port states:

Blocking

« Drops all data packets, listens to BFDUs

« Port is not used in active topology
Listening

« Drops all data packets, listens to BFDUs

« Port is transitioning and will be used in active topology
Learning

+ Drops all data packets, listens to BPDUs

« Port is transitioning, switch is learning MAC addresses
Forwarding

« Receives and forwards data packets, sends and receives BPDUs

+ Port has transitioned, switch continues tolearn MAC addresses

fJuniper’ Education Services

STP Terms and Concepts: Part 2

The slide highlights the STP port states along with a brief description of each state. In
addition to the states listed on the slide, an interface can also be administratively
disabled. A port that is administratively disabled does not participate in the spanning
tree but does flood any BPDUs it receives to other ports associated with the same
VLAN.Administratively disabled ports continue to perform basic bridging operations
and'will forward./data traffic based on the MAC address table.
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Building a Spanning Tree (1 of 3)

Switches exchange BPDUs

Root bridge is elected based on BPDU information

Criterion for election is bridge ID, which includes a
configurable priority and a unique identifier

Switches e’\anvge BPDUS
Al is elected as the root bridge Ly, A3 P
based on BPDU information / %’ " AN

> P ¢

» The election process reviews priority first; lowest priority wins
= |f priority values are the same, unique device identifiers are
reviewed,; lowest identifier wins

=%

Root % Al‘

fiJuniper’ Education Services

Exchange of BPDUsS

All switches participating in a switched network exchange BPDUs with one another. It
is through the exchanged BPDUs that neighboring switches become familiar with one
another and learn the information needed to select a root bridge.

Root Bridge Election

STP elects the root bridge device based on the bridge ID, which actually consists of
two distinct elements: a configurable priority value and a unique device identifier,
which is the system MAC address. The priority values are reviewed first and determine
the root bridge. If the priority value of one device is lower than the priority value of all
other devices, that device is elected as the root bridge. If the priority values are equal
for all devices, STP evaluates the system MAC addresses, and the device with the
lowest MAC address is elected as the root bridge.

M Juniper
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Building a Spanning Tree (2 of 3)

Port role is determined by the least-cost path
calculation to the root bridge; port state is determined
by the port role

« Ports on root bridge assume designated port role and forwarding state
* Root ports on nonroot switches are placed in forwarding state
» Designated ports on designated bridges are placed in forwarding state

« All other ports are placed in blocking state -
Designated Ports

Lo
‘%bﬂ @ - Blocking

6- Forwarding

Root

Bridge a0
Al

Root Ports
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Port Role and State Determination

Once the root bridge is. elected, all nonroot devices perform a least-cost path
calculation to the root bridge. The results of these calculations determine the role of
the switch portst The role of the individual switch ports determines the port state.

All switch portsibelonging to the root bridge assume the designated port role and
forwarding state. Each nonroot switch determines a root port, which is the port closest
tothe root bridge, based on its least-cost path calculation to the root bridge. Each
interface has an associated cost that is based on the configured speed. An interface
operating at 10 Mbps assumes a cost of 2000000, an interface operating at 100
Mbps assumes a cost of 200000, and an interface operating at 1 Gbps assumes a
cost of 20000. If a switch has two equal-cost paths to the root bridge, the switch port
with the lowest port number is selected as the root port. The root port for each nonroot
switch is placed in the forwarding state.

STP selects a designated bridge on each LAN segment. This selection process is also
based on the least-cost path calculation from each switch to the root bridge. Once the
designated bridge is selected, its port, which connects to the LAN segment, is chosen
as the designated port. If the designated bridge has multiple ports connected to the
LAN segment, the lower-numbered port participating on that LAN segment is selected
as the designated port. All designated ports assume the forwarding state. All ports not
selected as a root port or as a designated port assume the blocking state.
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Building a Spanning Tree (3 of 38)

Tree is considered fully converged
All traffic flows through the root bridge (A1)

o oo

fiJuniper’ Education Services

Tree Is Converged

Once the role.and state for all switch ports is determined, the tree is considered fully
converged. The eonvergence delay can take up to 50 seconds when the default
forwarding delay (15 seconds) and max age timer (20 seconds) values are in effect.
The formula used to calculate the convergence delay for STP is 2 x the forwarding
delay +the'maximum age. In the example shown on the slide, all traffic passing
between Host A and Host B transit the root bridge (Switch A1l).
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Reconvergence Example (1 of 2)

Steps:
Bridge G fails
Bridge E's port leaves forwarding state

Bridge E sends TCN

+ TCN is always sent out the root port;
continues every 2 seconds until the
TCN ACK is received on the root port D

Bridge B acknowledges TCN fi‘izzfi
Bridge B sends TCN %Pomeaves
Bridge A acknowledges TCN forwarding state

fJuniper’ Education Services

Reconvergence Example: Part 1

This slide shows the first several steps that occur during a failure and reconvergence

scenario.
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Reconvergence Example (2 of 2)

Steps (contd.):

Root bridge sets topology change
(TC) flag and sends updated
configuration BPDU

Bridges B and C relay TC flag

to downstream switches

All nonroot bridges change S/
MAC address forwarding
table aging timer to equal

MAS Fwel
Table Aging
Time 15 sec

MAC Fuvd
TablgAging
Time 15 sec

WAAE Fuidl
Table Aging
Time 15 5ec

forwarding delay time
(default: 15 seconds)

fiJuniper’ Education Services

Reconvergence Example: Part 2

This slide shows the remainder of the steps involved in a failure and reconvergence
scenario. Once the nonroot bridges change their MAC address forwarding table aging
timer to the shortened interval and wait that period of time (15 seconds by default),
they then delete all entries from the MAC table that were not refreshed within that
time frame. All deleted entries must then be learned once again through the normal

learning process.

WAL Fvcl
Table Aging
Time 15 seq

MAC Furd
Table Aging
Time 15 sec

M Juniper
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Agenda: Spanning Tree Protocol

Overview of RSTP

fJuniper’ Education Services

Overview of the Rapid Spanning Tree Protocol

The slide highlights the topic we discuss next.
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Rapid STP

First defined in IEEE 802.1w; |ater incorporated into
IEEE 802.1D-2004

Convergence improvements include:
Point-to-point link designation
Edge port designation
Direct and indirect link failure and recovery

fiJuniper’ Education Services

RSTP Defined

The Rapid Spanning Tree Protocol (RSTP) was originally defined in the IEEE 802.1w
draft and was later incorporated into the IEEE 802.1D-2004 specification. RSTP
introduces a number of improvements to STP while performing the same basic
function.

RSTP Convergence Improvements

RSTP provides better reconvergence time than the original STP. RSTP identifies certain
links as point to point. When a point-to-point link fails, the alternate link can transition
to the forwarding state without waiting for any protocol timers to expire. RSTP provides
fast network convergence when a topology change occurs. RSTP greatly decreases the
state transition time compared to STP. To aid in the improved convergence, RSTP uses
additional features and functionality, such as edge port definitions and rapid direct
and indirect link failure detection and recovery. We examine these features in more
detail in subsequent pages of this chapter.
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RSTP Port Roles

RSTP introduces new port roles:

Alternate port:
« Provides alternate path to root bridge
(nondesignated switches)
« Blocks traffic while receiving superior
BPDUs from neighboring switch
Backup port:
« Provides redundant path to a segment
{designated switches only)
« Blocks traffic while a more preferred
port functions as designated port

RSTP continues to use root and
designated port roles

fJuniper’ Education Services

(Root)

o

Switch A @

o5 &9

5 SwitchiB
-
Root Port = @
Designated Port = (@
Alternate Port = &
Backup Port = (8]

RSTP Introduces New Port Roles

RSTP introduces the alternate and backup port roles. An alternate port is a switch port
that has an alternate—generally higher-cost—path to the root bridge. In the event that
the root port fails, the alternate port assumes the role of the root port and is placed in
the forwarding state. Alternate ports are placed in the discarding state but receive
superior BPDUs from neighboring switches. Alternate ports are found on switches
participating in a shared LAN segment for which they are not functioning as the
designated bridge.

Whenadesignated bridge has multiple ports connected to a shared LAN segment,
one of those ports is selected as the designated port. The designated port is typically
theswport with the lower port number. RSTP considers all other ports on the designated
switch that are connected to that shared LAN segment as backup ports. In the event
that the designated port is unable to perform its role, one of the backup ports
assumes the designated port role upon successful negotiation and is placed in the
forwarding state.

Backup ports are placed in the discarding state. While in the discarding state, backup
ports receive superior BPDUs from the designated port.

Continued Use of Root and Designated Ports

RSTP continues to use the root and designated port roles. Only ports selected for the
root or designated port role participate in the active topology. We described the
purpose of the root and designated ports previously in this chapter.
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RSTP Port States

RSTP (802.1D-2004) uses fewer states than STP
(802.1D-1998) but has the same functionality

802101998 802 102004 Alternate, backup,
d disabled
STP RSTP arilelEzlE poﬂlf

Disabled 7

Blocking Discarding

Listening ﬁ d d ated ports
Learning Learning

A
Forwarding Forwarding N
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RSTP Port States

RSTP uses fewer port states than STP. The three possible port states found in RSTP
are discarding, learning, and forwarding. Any port that is administratively disabled,
excluded from the active topology through configuration, or dynamically excluded from
forwarding and learning is placed in the discarding state. Ports that are actively
learning\but not currently forwarding are in the learning state, whereas ports that are
both learning and forwarding frames simultaneously are in the forwarding state. As
the slide indicates, only those ports selected as root and designated ports use the
forwarding state.
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RSTP BPDUs

RSTP BPDUs

Act as keepalives
« RSTP bridges send BPDUs every hello time (default of 2 seconds)
Provide faster failure detection

« If no BPDU is received within 3 times the hello interval
{3 x 2 = 6 seconds), connectivity to neighbor is assumed to be
faulty

fJuniper’ Education Services

RSTP BPDUs

As previously mentioned; STPuses BPDUs to elect a root bridge, identify root ports for
each switch, identify designated ports for each physical LAN segment, prune specific
redundant links to create a loop-free tree topology, and report and acknowledge
topology changesaRSTP configuration BPDUs also function as keepalives. All RSTP
bridges send configuration BPDUs every 2 seconds by default. You can alter this
value, if needed.

By monitoring neighboring switches through the use of BPDUs, RSTP can detect
failures of network components much more quickly than STP. If no BPDU is received
within three times the hello interval, connectivity to the neighboring device is assumed
tabe faulty and the tree is updated. By default, failures are detected within 6 seconds
when using RSTP, whereas it might take up to 50 seconds for STP.

On EX-series switches, network ports operating in full-duplex mode are considered
point-to-point links. When a failure occurs, a switch port operating as a point-to-point
link can become a new root port or designated port and transition to the forwarding
state without waiting for the timer to expire. Switch ports operating in half-duplex
mode are considered to be shared (or LAN) links and must wait for the timer to expire
before transitioning to the forwarding state.
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Transitioning to Forwarding State

Original Spanning Tree Protocol (802.1D-1998)
Takes 30 seconds before ports start forwarding traffic
after being enabled

« 2x forwarding delay (listening + learning)

Rapid Spanning Tree Protocol (802.1D-2004)

Uses proposal/agreement handshake on point-to-point links
instead of timers
« Root and edge ports transition to forwarding statg'immediately

+ Nonedge-designated ports transition to forwarding state once
explicit agreement is received

fiJuniper’ Education Services

STP Forwarding State Transition

With the original STP, as defined in 802.1D-1998, a port can take more than 30
seconds before it forwards user traffic. As a port is enabled, it must transition through
the listening and learning states before graduating to the forwarding state. STP allows
two times.the forwarding delay (15 seconds by default) for this transition to occur.

RSTP Forwarding State Transition

RSTP offers considerable improvements when transitioning to the forwarding state.
RSTP converges faster because it uses a proposal/agreement handshake mechanism
on point-to-point links instead of the timer-based process used by STP. On EX-series
switches, network ports operating in full-duplex mode are considered point-to-point
links, whereas network ports operating in half-duplex mode are considered to be
shared (LAN) links.

Root ports and edge ports transition to the forwarding state immediately without
exchanging messages with other switches. Edge ports are ports that have direct
connections to end stations. Because these connections cannot create loops, they are
placed in the forwarding state without any delay. If a switch port does not receive
BPDUs from the connecting device, it automatically assumes the role of an edge port.
When an EX-series switch receives configuration messages on a switch port that is
configured to be an edge port, it immediately changes the port to a normal spanning
tree port (nonedge port).

Nonedge-designated ports transition to the forwarding state only after an explicit
agreement is received from the attached switch.
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Topology Change Reconvergence

Topology changes occur only when nonedge ports
transition to the forwarding state
Port transitions to the discarding state no longer trigger TCN
TCNs are broadcast out all designated ports as well as out
the root port by the initiator
Switches flush the majority of MAC addresses in the MAC

address forwarding table
« MAC addresses learned from edge ports are not flushed

fJuniper’ Education Services

Topology Changes

When using STP, state transitions on any participating switch port cause a topology
change to occur. RSTP reduces the number of topology changes and improves overall
stability within the network by generating topology change notifications (TCNs) only
when nonedge ports transition to the forwarding state. Nonedge ports are typically
defined as ports that interconnect switches. Edge ports are typically defined as ports
that connect a switch to end stations.

RSTPalso provides improved network stability because it does not generate a TCN
when aport transitions to the discarding state. With RSTP, TCNs are not generated
when a port is administratively disabled, excluded from the active topology through
configuration, or dynamically excluded from forwarding and learning.

When a TCN is required and generated, it is broadcast out all designated ports as well
as out the root port by the initiating device. Unlike traditional STP, neighboring
switches that are not in the path of the initiator to the root bridge do not need to wait
for this information from the root bridge. As the changes are propagated throughout
the network, the switches flush the majority of the MAC addresses located in their
MAC address forwarding tables. The individual switches do not, however, flush MAC
addresses learned from their locally configured edge ports.
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Indirect Link Failure (1 of 2)

When an indirect link failure occurs:
Switch A's root port fails; it assumes it is the new root
because it has no previous alternate port
Switch B receives inferior BPDUs from Switch A on its
alternate port; it attempts to determine whether the root
bridge is still alive by sending a root link query (RLQ)

b @ Forwarding = [F)
¥ e

%‘*‘gﬂi Blocking = @
@ o Root Port = @
. Designated Port = @
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T
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Indirect Link Failure: Part 1

RSTP performsapid recovery for link failures. This slide, along with the subsequent
slide, illustrate atypical scenario for an indirect link failure.
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Indirect Link Failure (2 of 2)

Remaining steps:
After confirming that the root bridge is still alive, Switch B
moves the alternate port to the designated port role and
begins sending superior BPDUs downstream to Switch A
Switch A receives superior BPDU, knows it is not the root, and
places the port connecting to Switch B as the root port

P g T
Swu)tprB 4 - Switch B 0 Y - O

96’ %yj Lo Blocking = [B)
i }i %ﬁf&i o o Root Port = (@
6\/3 ) Swilch A 0\/3 Designated Port = @
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Indirect Link Failure: Part 2

This slide highlights theaqemainder of the steps involved during an indirect link failure.
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Direct Link Failure

When a direct link failure occurs:
The alternate port transitions to the forwarding state; it
assumes the new root port role following the failure of the
old root port
Switches running RSTP send MAC flush messages outof the
new root port to trigger upstream switches to relearn the
MAC addresses

Root ﬁ:ﬁ*@‘;i““‘x Rmt%
o / Swgli?o ‘ > Forwarding= @

ety LF) ing=
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Direct Link Failure

The slide illustrates atypical scenario in which a direct link failure occurs.
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RSTP Interoperability with STP

STP and RSTP interoperability considerations:
I switch supports only the 802.1D-1998 STP protocol, it
discards any RSTP BPDUs received
If RSTP-capable switch receives 802.1D-1998 BPDUs, it
reverts to 802.1D-1998 STP mode

fJuniper’ Education Services

Interoperability Considerations

Switches configured for.STP and RSTP will interoperate with one another. There are,
however, a few basic considerations to keep in mind. If a switch supports only STP and
interconnects with a switch running RSTP, that switch will discard the RSTP BPDUs.
The RSTP-capable switch, upon receiving STP BPDUSs, reverts to STP mode, thus
allowing interoperability between the two devices.
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Agenda: Spanning Tree Protocol

Overview of MSTP
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Overview of the Multiple Spanning Tree Protocol

The slide highlights the'topic we discuss next.
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Multiple STP

Originally defined in IEEE 802.1s; later merged into
IEEE 802.1Q-2003

Provides extensions to RSTP
Separate topology tree for each MSTI
Resource friendly—maps VLANs to one or more instances;
provides for load balancing over available links

T o
Each switch maintains a Al links.are utilized

topology for the Orange
and Purple instances

Root: Purple
VLANs 101-200
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MSTP Defined

The Multiple Spanning Tree Protocol (MSTP) was originally defined in the IEEE 802.1s
draft and later incorporated into the IEEE 802.1Q-2003 specification.

MSTP Enhancements over RSTP

Although, RSTR:provides faster convergence than STP, it still does not make good use
of allavailable paths within a redundant Layer 2 network. With RSTP, all traffic from all
VLANSs follows the same path as determined by the spanning tree; therefore,
redundant paths are not utilized. MSTP overcomes this limitation through the use of
multiple spanning tree instances (MSTI). Each MSTI creates a separate topology tree
and can be administratively mapped to one or more VLANSs. Allowing users to
administratively map VLANs to MSTIs facilitates better load sharing across redundant
links within a Layer 2 switching environment.
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Multiple Spanning Tree Region

An MST region is a group of switches with the same
region name, revision level, and VLAN-to-instance
mapping

Max of 64 MSTIs per region

One regional root bridge per instance

Backward compatible with STP and RSTP through
common spanning tree (CST)

fiJuniper’ Education Services

MST Region

MSTP allows switchesto be logically grouped into manageable clusters, known as
MST regions. An\MST region is a group of switches that share the same region name,
revision level, and VLAN-to-instance mapping parameters.

Each'MST region supports up to 64 MSTIs. MSTP greatly reduces the number of
BPDUs on a LAN by including the spanning tree information for all MSTIs in a single
BPDU«=MSTP encodes region information after the standard RSTP BPDU along with
individual MSTI messages. The MSTI configuration messages convey spanning tree
information for each instance.

MSTP elects a regional root bridge for each MSTI. The regional root bridge is elected
based on the configured bridge priority and calculates the spanning tree within its
designated instance.

MSTP Compatibility with STP and RSTP

Because MSTP encodes region information after the standard RSTP BPDU, a switch
running RSTP interprets MSTP BPDUs as RSTP BPDUs. This behavior facilitates full
compatibility between devices running MSTP and devices running STP or RSTP. All
RSTP switches outside of an MST region view the MST region as a single RSTP switch.
The common spanning tree (CST), which interconnects all MST regions as well as STP
devices not bound to a particular region, facilitates end-to-end paths within an MSTP
environment.
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Common Spanning Tree

Common spanning tree across all MST regions
One root bridge for CST

Each MST region appears as a virtual bridge
« Common and internal spanning tree (CIST) extends CST into regions

BT =
Blocking = @
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Common Spanning Tree

All MSTP environments. contain‘a CST, which is used to interconnect individual MST
regions and independent. STP devices. A single root bridge is elected and tasked with
path calculation(for the CST. As illustrated on the slide, each MST region is treated as
a virtual bridge within the environment, regardless of the actual number of devices
participating in the MST region.

The commonmand internal spanning tree (CIST) is a single topology that connects all
switches (STP, RSTP, and MSTP devices) through an active topology. The CIST includes
a single.spanning tree as calculated by STP and RSTP together with the logical
continuation of connectivity through MST regions. The CIST is calculated by MSTP and
ensures connectivity between LANs and devices within a bridged network.
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Spanning Tree Protocol Summary

STP summary:
STP (802.1D-1998) is used in Layer 2 networks to prevent
logical loops
¢ Automated—user selects root switch and STP does the rest
« STP is slow to converge and can be difficult to troubleshoot

RSTP (802.1D-2004) reduces link-convergence timeto
subseconds on point-to-point links

STP and RSTP support a single STP instance
« Lacks load-balancing mechanism; creates underutilizéd links

MSTP (802.1Q-2003) supports up to.64.instances
« Qvercomes the shortcomings of a single spanning tree

fiJuniper’ Education Services

Spanning Tree Protocol Summary

This slide provides a quick overview along with the highlights of STP, RSTP, and MSTP.
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Agenda: Spanning Tree Protocol

Configuring and Monitoring STP, RSTP, and MSTP
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Configuring and Monitoring STP, RSTP, and MSTP

The slide highlights the topic we discuss next.
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Configuring STP

[edit protocols stp]
userl@switch# set ?
Possible completions:

+ apply-groups Groups from which to inherit configuration data

+ apply-groups-except Don't inherit configuration data from these groups
bridge-priority Priority of the bridge {in increments of 4k - 0,4k,8k,..60k)
disable Disable STP
forward-delay Time spent in listening or learning state (4..30 se€onds)
hello-time Time interwval between configuration BPDUs (l..10_seconds)

> interface
max-age Maximum age of received protocol bpdu (6..40 seconds)

> traceoptions Tracing options for debugging protocol opepation

[edit protocols stp]
userfiswitch# show
bridge-priority 32k;
max-age 20;
hello-time 2:
forward-delay 15;

Configuration exampledllustrates default STP settings

fiJuniper’ Education Services

Configuring/ STP

This slide shows some STP configuration options along with a basic STP configuration.
EX-series switches use a version of STP based on IEEE 802.1D-2004, with a forced
protocol version of O, running RSTP in STP mode. Because of this implementation, you
can define RSTP configuration options, such as hello-time, underthe [edit
protocols stp]l configuration hierarchy.
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Configuring RSTP

[edit protocols rstp]

user@switch# show

bridge-priority 32k:

IaRags el Default RSTP settings
hello-time Z2:

forward-delay 15;

interface ge-0/0/10.0 { Excludes interface from participating in RSTP

disable;
} Default priority value {used to influence downstream device's
interface ge-0/0/13.0 { least-cost path calculation to root bridge—lower is better)

priority 128;
mode point-to-point; Default interface mode for interfaces operating in full-duplex mode
¥

interface ge-0/0/14.0 { Default cost value for interfaces operating at 1 Gbps
cost Z0000f
mode shared: Default interface mode for interfaces operating in half-duplex mode

i
interface ge-0/0/2.0 {

edge; Default value for interfaces that do not.egennect te
} STP-enabled devices

fJuniper’ Education Services

Configuring RSTP

The sample RSTP configuration'provided on the slide shows the typical configuration
structure along with various settings called out.
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Monitoring STP and RSTP (1 of 2)

user@switch> show spanning-tree ?
Possible completions:

bridge Show STP bridge parameters

interface Show STP interface parameters

mstp Show Multiple Spanning Tree Protocol information
statistics Show STP statistics

user@switch> show spanning-tree bridge Rool Bridge's ID

STP bridge parameters
Context ID
Enabled protoccol
Root ID
Root cost
Root port
Hello time
Maximum age
Forward delay
Message age
HNumber of topology changes

Local parameters
Bridge ID
Extended system ID
Internal instance ID

Time since last topology change

0

: RSTP Gumulative Cost

4096.00:19:1e2:55:36:00 » o Root Bridge
40000

P ge-0/0/13.0

-

2 seconds RootBort
Z0 seconds
15 seconds
2
Z
72 seconds

< Loeal Device’'s Bnidge 1D
o

32768.00:d9s 805541 d: 40
0

0
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Monitoring Spanning Tree Operation: Part 1

This slide and.the nextillustrate some common operational-mode commands used to
monitor the operation of STP and RSTP.
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Monitoring STP and RSTP (2 of 2)

user@switch> show spanning-tree interface

Spanning tree interface parameters for instance 0

Interface Port ID Designated Designated Port State Role
port ID bridge ID Cost
ge-0/0/10.0 128:523 128:523 32768.0015%e2507c00 20000 BLE ALT
ge-0/0/11.0 128:524 128:524 32768.001%e2507c00 20000 BLE ALT
ge-0/0/12.0 128:525 128:525 32768.001%e2507c00 20000 BLE ALT
ge-0/0/13.0 128:526 128:526 32768.001%e2503fe0 20000 FWD ROOT
ge-0/0/14.0 1281527 128:527 32768.0018%e2503fe0 20000 ELE ALT
ge-0/0/15.0 128:528 128:528 32768.0015%e2503fe0 20000 BLE ALT

user@switch> show spanning-tree statistics interface

Interface BEFDUs sent EFPDUs received Next BPDU
transmission
ge-0/0/10.0 7 5 0
ge-0/0/11.0 7 5 0
ge-0/0/12.0 7 5 0
ge-0/0/13.0 7 4 0
ge-0/0/14.0 7 5 0
ge-0/0/15.0 7 5 0

fJuniper’ Education Services

Monitoring Spanning Tree Operation: Part 2

This slide shows typical.output for the show spanning-tree interface and

show spanning-tree statistics interface commands.
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Configuring MSTP

[edit protocols mstp]
userf@switch# show

configuration-name regl;: User-defined configuration-name
revision-level 1; and revision-level (must match on
mstl 1 . ¢ . all switches within the same region)
bridge-priority 4k:
vlan 1-10:
}
msti 2
bridge-priority 8kr MSTP instances defined with individual
vlan 11-20; bridge-priority values and VAN ranges
b
mgti 3
bridge-priority 12k;
vlan 21-30;

fiJuniper’ Education Services

ConfiguringMSTP

The sample MSTP configuration provided on the slide shows the typical configuration
structure along with various settings called out.
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Monitoring MSTP (1 of 3)

user@switch> show spanning-tree ?
Possible completions:

userf@switch> show spanning-tree mstp configuration
MSTP configuration information

Context identifier : 0
Region name : regl
Revision s
Configuration digest ! 0xdT76cTee38fb6eradadbbe3fade7h7973
MSTI Member VLANS
0 0,31-40%4
i Ak =iy ; / : :
2 11-20 Configuration digest is
3 21-30 determined by contents of

MSTI to VID table

fJuniper’ Education Services

bridge Show STP bridge parameters

interface Show STP interface parameters

mstp Show Multiple Spanning Tree Protocol information
statistics Show STP statistics

Values must match for
all switches within a
common MSE region

Monitoring MSTP Operation: Part 1

This slide and the next.two slides illustrate some common operational-mode
commands used to monitor MSTP. This slide highlights the show spanning-tree
mstp configuration command, which you can use to verify MSTP configuration
parameters including region, revision, and assigned MSTI parameters.
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Monitoring MSTP (2 of 3)

Interfaces and associated

userfswitch> show spanning-tree interface g ;
P gl detalls are listed by instance

Spanning tree interface parameters for instance 0

Interfaee Port ID Designated Designated Eort shale Hole
port ID bridge ID Cost

ge-0/0/10.0 1z8:523 128:523 32768.0015%e2507c00 Z0000 BLK ALT

Spanning tree interface parameters for [Ingtance 1

Interface Port ID Designated Designated Port State Role
port ID bridge ID Cost
ge-0/0/13.0 128:526 178 h76 4097.0019%e25082e0 zZ00ooo FWD DESG

Spanning tree interface parameters for 1nstance 2

Interface Port ID Designated Designated Port State Role
port ID bridge ID Cost

ge-0/0/14.0 1281527 1281527 12290.0018e2503fed 20000 FWD ROOT

fiJuniper’ Education Services

Monitoring MSTP Operation: Part 2

This slide highlights the'use of the show spanning-tree interface command,
which you use to,verify the MSTP interface status and role assignment along with
various other details.
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STP bridge parameters
Context ID
Enabled protocol

Root ID

Root cost

Root port

CIST regiocnal root

MSTI regional root

Hello time

Maximum age

Forward delay

Local parameters
Bridge ID
Extended system ID
Internal instance ID

STP bridge parameters for CIST

STP bridge parameters for MSTI 1

Monitoring MSTP (3 of 3)

user@switch> show spanning-tree bridge
i MSTP

P 32768.00:19:1e2:50:3L1e0

0

i ge-0/0/13.0

32768.00:19%:e2:50:3£:e0

STP details, are
listed by instance
4057.00:19:e2:50:821:20
2 seconds
20 seconds
15 seconds

40597.00:18:e2:50:82220
0
1
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Monitoring MSTP Operation: Part 3

This slide highlights the.show spanning-tree bridge command, which you
use to display STP bridge parameters for the CIST and individual MSTls.
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Agenda: Spanning Tree Protocol
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Overview of Redundant Trunk Groups

fiJuniper’ Education Services

Overview of‘@a Redundant Trunk Group

The slide highlights the'topic we discuss next.
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Redundant Trunk Group

Redundant trunk group:
Provides quick and simple failover mechanism for redundant
Layer 2 links without requiring STP
Primary application is in enterprise environments where each
access switch is dual homed to two distribution switches
Has one active link to forward traffic, while the other link acts
as a backup and does not forward traffic; when active link
fails, backup link becomes active and forwards traffic

fJuniper’ Education Services

Redundant Trunk Group

A redundant trunk group'facilitates a basic failover mechanism between redundant
Layer 2 links without requiring STP. If the primary or active trunk should become
unavailable, a redundant trunk group ensures that traffic is routed to a secondary
trunk port, while keeping network convergence time to a minimum.

Redundant trunk groups are typically configured in a redundant enterprise network
environmentithat consists of access and distribution layers. If an access switch has
dualthomed trunk links to the distribution layer, you can configure the redundant trunk
link as part of a redundant trunk group to provide a simple recovery solution, should
the active trunk go down.

You configure the redundant trunk group on the access switch, and it contains two
links: a primary (or active) link, and a secondary link. If the active link fails, the
secondary link automatically assumes the active role and starts forwarding data
traffic. JUNOS software forwards data traffic only on the active link. The software
drops data traffic on the secondary link. JUNOS software tracks these dropped
packets. You can view these packets by using the show interfaces
interface-name command. While data traffic is blocked on the secondary link,
Layer 2 control traffic is still permitted. For example, you can run a Link Layer
Discovery Protocol (LLDP) session between two EX-series switches on the secondary
link.
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Redundant Trunk Group Topology Example

Distribution Layer

Switch B

fiJuniper’ Education Services

Redundant Trunk Group Topology Example

The slide illustrates atypical topology example in which the redundant trunk group
feature might be used. In this example, Switch C is functioning as an access layer
switch.and has two, multihomed trunks connecting to Switch A and Switch B, which
are operating as distribution layer switches. (Access switches are typically used to
connectiusers to the network, whereas distribution switches often interconnect
multiple access switches.) Switch C has a redundant trunk group configured and has
the trunk connecting to Switch A set as active, whereas the trunk connecting to Switch
B is set as nonactive (or secondary). In this scenario, Switch A and Switch B do not
require any special configuration, nor do they have any restrictions. Switch C, however,
does have a special configuration in the form of a redundant trunk group definition.
Because the redundant trunk group is configured, Switch C cannot run STP or RSTP on
the network ports that are participating in the redundant trunk group. All other ports
can, if needed, participate in STP or RSTP.

M Juniper
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Agenda: Spanning Tree Protocol

»Configuring and Monitoring a Redundant Trunk
Group
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Configuring and Monitoring Redundant Trunk Groups

The slide highlights the topic we discuss next.
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Configuration Considerations

Redundant trunk group feature and STP are mutually
exclusive on a given port

Access layer (Switch C in the previous example):
« Cannot run STP on redundant trunk group links
« STP BPDUs received on redundant trunk group links are discarded
Distribution layer (Switches A and B in previous example):
« Redundant trunk group is not configured on distribution switches
« STP is configured on distribution switches withoutany restriction

Maximum of 16 redundant trunk groups per switch

fiJuniper’ Education Services

RedundantTrunk Group and STP

When implementing the redundant trunk group feature, keep in mind that some
special configuration considerations exist. For example, the redundant trunk group
feature @nd STP are mutually exclusive on a given port.

Basedion'the “Redundant Trunk Group Topology Example” on page 39, the redundant
trunk group feature is configured only on the access layer switch, Switch C. The ports
participating in the redundant trunk group cannot participate in STP. If STP BPDUs are
received on the network ports configured within the redundant trunk group, those
BPDUs are discarded.

The distribution layer switches, Switch A and Switch B in the previous example, do not
require any special configuration, nor do they have any restrictions pertaining to STP.

Continued on next page.
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Maximum Number of Groups

Each EX-series device can have up to sixteen redundant trunk groups configured. This
consideration is highlighted in the following configuration snippet:

[edit ethernet-switching-options]
root# show
redundant-trunk-group {
group rtgl {
interface ge-0/0/0.0;
interface ge-0/0/1.0;

group rtgl7 {
interface ge-1/0/11.0;
interface ge-1/0/12.0;

[edit ethernet-switching-options]

root# commit

error: ESWD rtg : Only 16 max groups are allowed
error: configuration check-out failed
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Configuring a Redundant Trunk Group

[edit ethernet-switching-options redundant-trunk-groupl
user@zwitch# show
group rtg-groupl {
interface ge-0/0/13.0 {
primary;

Interface marked as primary is
always active when operational

}
interface ge-0/0/16.0;

IT the primary knob is omitted from configuration, the higher-numbered interface initially becomes'the active link
but does not preempt lower-numbered interfaces functioning as the active link in failure and recoveryseenarios

[edit ethernet-switching-options redundant-trunk-group]

user@switch# commit

error: ¥3TP : msti 0 STP and RTG cannot be enabled on the same interface ge-0/0/13.0
error: configuration check-out failed

Alverification i1s performed o
ensure that STP is not running on
redundant trunk group links
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Configuring@ Redundant Trunk Group

The sample redundanttrunk group configuration provided on the slide shows the
typical configuration structure. This example also highlights the primary
configuration knob, which marks the associated interface as the active interface
whenevet.it is operational. As noted on the slide, if the primary knob is omitted from
the configuration, the higher-numbered interface initially becomes the active link but
does not preempt any lower-numbered interfaces functioning as the active link in
failure and recovery scenarios. The slide also illustrates the resulting error message
when a commit is issued and both STP and the redundant trunk group feature are
configured on the same network port simultaneously.
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Monitoring a Redundant Trunk Group

user@switch> show redundant-trunk-group

Eroup Interface Shabe Time of last flap Flap
name count
rtg-groupl ge-0/0/13.0 Up/Pri/Act 2008-03-08 12:12:15 UTC (00:00:10 ago) 2

ge-0/0/16.0 Up 2008-03-08 12;12:15 UTC (00:00:10 ago) 2

user@switch> show redundant-trunk-group group-name rig-groupl

Interface State Bandwidth Time of last flap Flap

count
ge-0/0/13.0 Up/Pri/Act 1000 Mbps 2008-03-08 12:12:15 UTC (00:01:43 ago) 2
ge-0/0/16.0 Up 1000 Mbps Z008-03-08 12:12:15 UTC (00:01%43 ‘ago) Z

{Pri) = Primary interface with preemption enabled
{act) = Active interface currently forwarding traffic

fJuniper’ Education Services

Monitoring a Redundant Trunk Group

This slide illustrates some common operational-mode commands used to monitor a
redundant trunk group.
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Summary

In this chapter, we:
Explained the purpose of STP
Described the basic operation of STP, RSTP, and MSTP
Configured and monitored STP, RSTP, and MSTP
Explained the purpose of a redundant trunk group
Configured and monitored a redundant trunk group

fiJuniper’ Education Services

This Chapter Discussed:
. The purpose of the STP;
. The basic operation of STP, RSTP, and MSTP;
* Configuring and monitoring STP, RSTP, and MSTP;
. The purpose of a redundant trunk group; and

. Configuring and monitoring a redundant trunk group.
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Review Questions

What is the purpose of the Spanning Tree Protocol?
Describe the operation of the STP port states.
Describe how a spanning tree is built.

How are STP, RSTP, and MSTP different?

What is a redundant trunk group? Describe the
environment in which a redundant trunk grouptis
typically found.

fJuniper’ Education Services

Review Questions;
1.
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Lab 8: Spanning Tree

Perform configuration and verification steps typically
associated with RSTP, MSTP, and redundant trunk
groups.

fiJuniper’ Education Services

Lab 8: Spanning Tree

The slide provides the objective for this lab.
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able to:

Chapter Objectives
After successfully completing this chapter, you will be

Explain the purpose of inter-VLAN routing
Describe routing support for EX-series switches
Describe routing tables and route preferences
Configure and monitor static routing

Configure and monitor OSPF

Configure and monitor VRRP

fJuniper’ Education Services

This Chapter Discusses:

The purpesé of inter-VLAN routing;
Routing support for EX-series switches;
Route tables and route preference;
Configuring and monitoring static routing;
Configuring and monitoring OSPF; and

Configuring and monitoring the Virtual Router Redundancy Protocol
(VRRP).

Chapter 11-2 < Inter-VLAN Routing

[ ]
2 Juni
NETWORKS

per



Operating Juniper Networks Switches in the Enterprise

Agenda: Inter-VLAN Routing

Overview of Inter-VLAN Routing
Routing Support on EX-series Switches
Routing Table and Route Preferences
Static Routing

OSPF
Virtual Router Redundancy Protocol

fiJuniper’ Education Services

Overview ofInter-VLAN Routing

The slide lists,the topics we cover in this chapter. We discuss the highlighted topic
first.

Inter-VLAN Routing ¢ Chapter 11-3
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Overview of Inter-VLAN Routing

Inter-VLAN routing allows Layer 3 communications
between individual subnets or VLANs

Typically performed at the distribution layer
Inter-VLAN communications require that interfaces be
configured for Layer 3 operation

Protocol family determines layer of operation

[edit]
userfswitch# show interfaces
Protocol famidy Ihet

vlan { used for Layer 3 interfaces
unit 100 {

family inet {
address 172.19.253.1/24;
i

1 Logical Layer 3 VLAN interface (Rw1)

fJuniper’ Education Services

Allows Layer 3 Communications

Inter-VLAN routing facilitates communication between different IP subnets or virtual
LANs (VLANSs). All EX-series switches are considered multilayer switches because they
can perform baoth switching and routing operations. EX-series switches support a
number of routing protocols and forwarding mechanisms, which we discuss on
subsequent pages in this chapter.

Inter-VLAN routing operations are typically performed in the distribution or aggregation
layerwithin a hierarchical network.

Requires Layer 3 Interface

Because routing between subnets is performed at the network layer, inter-VLAN
communications require a Layer 3 interface on the device performing this operation.
The example shown on the slide illustrates a logical Layer 3 VLAN interface (RVI) and
highlights the family inet designation, which is required for an interface to
operate in Layer 3 mode.
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Inter-VLAN Routing Example

Use RVIs to allow inter-VLAN communications:

YLAN v100 is associated with vlaniééﬂeg fﬁ) i R¥ls function as gateway
the 10.10.1.0/24 subnet vIani2([F10i 10i2i1 for VLANSs v100 and v200

VLAN w200 is associated with
the 10.10.2.0/24 subnet

ET—
ge-0/0/10 = e 0/0/13

AST (Layer 2)
% /

e

Layer 2 trunk links

LW rs2aae )

-
Host A et p
v100 Host B - ]
tD
10.10.1.10 v200 v100 0;‘00
1010210 1010120 ¥
T 10.10.2.20

fiJuniper’ Education Services

Inter-VLAN Routing Example

In the example.on theslide, there are two distinct subnets: 10.10.1.0/24 and
10.10.2.0/24. These two subnets are associated with the v100 and v200 VLANSs,
respectively. To allow inter-VLAN communications, a Layer 3 VLAN interface (RVI) must
be defined and associated with each VLAN or subnet on the DS1 distribution switch.
The IP address associated with each Layer 3 VLAN interface functions as the default
gateway for the associated subnet. All inter-VLAN communications are sent to the
gateway, which is the DS1 device in this example, then relayed to the appropriate
subnet and destination host.

M Juniper

Inter-VLAN Routing ¢ Chapter 11-5



Operating Juniper Networks Switches in the Enterprise

Inter-VLAN Routing Configuration (1 of 2)

Configure Layer 2 and Layer 3 VLAN interfaces:

[edit]
user@Dsl# show interfaces
ge—D/D,ﬁlD { vlan |
unit 0 { ;
family ethernet-switching { R lDQ ! ;
port-mode trunk; ERBLLnSL |
address 10.10.1.1/24;
wlan |
members [ w100 +200 ]; | ! &L
I unit 200 {
' family inet {
) J address 10.10 _Z2gml/2'@;
ge-0/0/13 { J
unit 0 { '

family ethernet-switching {
port-mode trunk;

vlan { )
members [ v100 w200 1: Rvls finction asikayer 3

} gateway for v100 and v200

fJuniper’ Education Services

Configuring the Interfaces

The slide shows the intefface configuration required on the DS1 switch. The vlan.100
and vlan.200 routed VLAN interfaces function as gateways for VLAN v100 and VLAN
v200 respectively. Although not shown in this example, the access switches (AS1 and
AS2) must also have their access and trunk ports properly configured to permit
communications:
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Inter-VLAN Routing Configuration (2 of 2)

Associate Layer 3 VLAN interfaces with proper VLANs:

[edit]

user@Ds1l# show vlans

w100 {
wlan-id 100;
13-interface Wlan 100;

\}fznn { RVIs are associated with relevant
vlan-id 200; VLANs 10 provide Layer 3 semices
13-interface wlan.200;

fiJuniper’ Education Services

Associating/RVIs with VLANs

This slide shows the association of the vian.100 and vlan.200 RVIs with their
respective VLANs. This association allows the referenced RVIs to provide Layer 3
services 1o hosts participating on the v100 and v200 VLANSs.

M Juniper
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Agenda: Inter-VLAN Routing

Routing Support on EX-series Switches

fJuniper’ Education Services

Routing Support on"EX-series Switches

The slide highlights the topic we discuss next.
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EX-series Layer 3 Routing Support

EX-series switches support the following Layer 3
unicast forwarding mechanisms and protocols:

Static routing

RIP

OSPF

1S-1S

BGP

VRRP

fiJuniper’ Education Services

Layer 3 Routing Support

This slide introduces the various Layer 3 unicast forwarding mechanisms and routing
protocols. We cover static routing, OSPF, and the Virtual Router Redundancy Protocol
(VRRP).in subsequent sections in this chapter.
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Agenda: Inter-VLAN Routing

Routing Table and Route Preferences

fJuniper’ Education Services

Routing Table and.Route Preference

The slide highlights the topic we discuss next.
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The Routing Table

Compiles information learned from routing protocols
and other routing information sources
Selects an active route to each destination

Populates the forwarding table

EX-series switches use the inet. 0 routing table for
IPv4 unicast routing

Routing
Protocol
Databases

Other Routing
Information
Sources

Dird static

Routing
Table

Forwarding
Table

fiJuniper’ Education Services

Routing Information Sources

The JUNOS software routing table consolidates prefixes from multiple routing
information sources including various routing protocols, static routes, and directly
connected routes.

Active Route Selection

When the switch receives multiple routes for a given prefix, it selects a single route as
the active route. With additional configuration, JUNOS software supports multiple,
equal-cost routes.

Forwarding Table

The active route for each destination is used to populate the router’s forwarding table.
The forwarding table determines the outgoing interface and Layer 2 rewrite
information for each packet the router forwards.

Multiple Routing Tables

Juniper Networks switches can accommodate multiple routing tables. The primary
routing table, inet. 0, is used to store IPv4 unicast routes. This course concentrates
solely on the inet. 0 routing table.

M Juniper
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Route Preference

Ranks routes received from different sources
Primary criterion for selecting the active route
Ranges from 0 to 4,294,967,295, with lower value

preferred
Route Preference Values
Routing Information Source Default Preference
Direct 0]
Local 0
Static 5
OSPF internal 10
RIP 100
OSPF AS external 150
BGP (both EBGP and IBGP) 170

fJuniper’ Education Services

Preferred Routing Information Sources

JUNOS software uses route preference to differentiate routes received from different
routing protocols or routing information sources. Route preference is equivalent to
administrative distance on other vendors’ equipment.

Primary Tiebreaker

JUNOS software uses route preference as the primary criterion for selecting the active
route. Preference values cause routes from certain information sources to be ranked
more preferably than the same route received from another information source. The
table at the bottom of the slide shows the default preference values for a selected set
of routing information sources.

Continued on next page.
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Lower Is Better

Routing preference values can range from O to 4,294,967,295. Lower preference
values are preferred over higher preference values. The following command output
demonstrates that a static route with a preference of 5 is preferred over an OSPF
internal route with a preference of 10:

user@switch> show route 192.168.36.1 exact

inet.0: 5 destinations, 6 routes (5 active, 0 holddown, 0 hidden)
+ = Active Route, - = Last Active, * = Both

192.168.36.1/32 *[Static/5] 00:00:31
> to 10.1.1.2 via ge-0/0/10.0
[OSPF/10] 00:02:21, metric 1
> to 10.1.1.2 via ge-0/0/10.0
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Viewing the Route Table

userfswitch> show route

10.1.1.0/24 H[Statie/5] 00:10:24

fJuniper’ Education Services

Use show route to display route table contents:

inet.0: & destinations, 7 routes (6 active,
+ = Active Route, - = Last Active, * = Both

0 holddown, 0 hidden)

> to 172.298.30.253 via ge-0/0/10.0
[OSPE/10] 00:03:38, metric 2
» to 172.18.25.2 via ge-0/0/13.0

172.18.25.0/30 *[Direct/0] 00:11:05
» via ge-0/0/13.0
12182541 A32 *[Localy/0] 00:11:05
Local via ge-0/0/13.0
172.2%.30.0/24 *[Direct/0] 00:11:05
> via ge-0/0/10.0
172, 2030 0 432 *[Local/0] 00:11:05
Local via ge-0/0/10.0
224.0.0.5/32 ®[0OSPF/10] 00:06:55, metric 1
MultiRecv

Asternisk (*) indicates that the

Route source and preference

route is selected as active

Viewing the Route Table

This slide shows the use’of the ' show route command, which displays all route
entries in the routing table. As identified on the slide, all active routes are marked with
an asterisk (*) next to the selected entry. Each route entry displays the source from

which it was learned along with the route preference for that source.

You can filter the generated output by destination prefix, protocol type, and other
distinguishingmattributes. The following sample capture illustrates the use of the

protocol filtering option:

user@switch> show’route protocol ospf

inet.0: 6 destinations, 7 routes (6 active,

0 holddown, 0 hidden)

+ = Active Route,/, - = Last Active, * = Both
10.1.1.0/24 [OSPF/10] 04:57:41, metric 2
> to 172.18.25.2 via ge-0/0/13.0
224.0.0.5/32 *[OSPF/10] 05:00:58, metric 1
MultiRecv
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Agenda: Inter-VLAN Routing

fiJuniper’ Education Services

Static Routing

The slide highlights the'topic we discuss next.
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Static Routes

Manually configured routes added to route table
Defined under [edit routing-options] hierarchy

Always require a configured next hop

Valid options are |P address, discard, and reject
« Qualified next-hop option allows independent preference

Static Routing

Distribution Switch Edge Router -
4 o)1 selvice
& 2 i Provider
| )

e ! 192.168.0.0/30

4

user@zwitch> show route protocol static

inet .0: 7 destinations, 7 routezs (7 active, 0 holddown, 0 hidden)

+ = Active Route, - = Last Active, * = Both
) Route sounee and/preference
0.0.0.0/0 *[statics5] 00:01:07
> to 192.168.0.2 wia ge-0/0/10.0
A default route . Next-hop interface/|P address

fJuniper’ Education Services

Static Routes

Static routes are usediin'a networking environment for multiple purposes, including a
default route for the autonomous system (AS) and as routes to customer networks.
Unlike dynamic,routing protocols, the routing information provided by static routes is
manually configured on each router or multilayer switch in the network. All
configuration forstatic routes occurs at the [edit routing-options] level of
theshierarchy.

Next Hop Required

Static routes must have a valid next-hop defined. Often that next-hop value is the IP
address of the neighboring router headed toward the ultimate destination. Another
possibility is that the next-hop value is the bit bucket. This phrase is analogous to
dropping the packet off the network. Within JUNOS software, the way to represent the
dropping of packets is with the keywords reject or discard. Both options drop the
packet from the network. The difference between them is in the action the EX-series
switch takes after the drop action. If you specify reject as the next-hop value, the
switch sends an ICMP message (that is, the network unreachable message) back to
the source of the IP packet. If you specify discard as the next-hop value, the switch
does not send back an ICMP message; the switch drops the packet silently.

Continued on next page.
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Next Hop Required (contd.)

The qualified-next-hop option allows independent preferences for static routes
to the same destination. An example using the qualified-next-hop option is

shown here:
[edit]
user@switch# show routing-options
static {

route 0.0.0.0/0 {
next-hop 10.1.1.1;
qualified-next-hop 10.2.2.1 {
preference 6;

}

In the sample configuration shown, the next hop 10.1.1.1 assumes the default static
route preference of 5, whereas the qualified next hop 10.2.2.1 uses the defined route
preference of 6. All traffic using this static route willuse the 10.1.1.1 next hop unless
it becomes unavailable. If the 10.1.1.1 next:thop becomes unavailable, the 10.2.2.1
next hop will be used. Some vendors refef to this implementation as a floating static
route.

By default, the next-hop IP address/of static routes configured in the JUNOS software
must be reachable using a direct routexWnlike other vendors, recursive lookups of
next hops are not performedsby. default.

Static routes remain in therouting table until you remove them or until they become
inactive. One possiblé wayfora static route to become inactive is when the IP address
used as the next'hop becomes unreachable.
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Static Routing Case Study

Use static routing to provide connectivity among all
connected subnets and loopback addresses

S1 S2

) o0 1022220/ T
gaofo;’? /e o & &0,
e Semm——f -1 2
lo0: 192.168.24.1 lo0: 192.168.36.1
10.222.1.0/24 1022230724

fJuniper’ Education Services

Static Routing Example

We use the topology shown onthe slide to demonstrate static routing. We will
configure a default static.route to allow S1 to reach S2’s 10.222.3.0/24 network and
192.168.36.1/32 loopback address. Likewise, we will configure S2 with static routes
that allow it to reach S1’s 10.222.1.0/24 network and 192.168.24.1/32 loopback
address through S1.
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Default Route Configuration

Create a default route on S1; use S2 as the next hop

S1 S2

ge0/o/1n  10.22220/30
«0/012__ 4

e-0,/0/10
g & 2 A gy,
e EEESm—— ] 2
lo0: 192.168.24.1 lo0: 192.168.36.1
10.222.1.0/24

10.2223.0/24

[edit routing—options] Default and static routes are gbnfigured under the
i T whew [edit routing-opkions] hierarchy level
static {

route 0.0.0.0/0 next-hop 10.222.2.%¢

A default route matches all destinations when
a more specific route entry does not exist

fiJuniper’ Education Services

Default Route Configuration

This slide highlights the default route configuration as defined on S1.

== Inter-VLAN Routing ¢ Chapter 11-19
¢ Juniper g« Chep
NETWORKS



Operating Juniper Networks Switches in the Enterprise

Static Route Configuration

S1 52
a ge0/o/1n  10.22220/30 ST a
o002 ey 1 2 e

[edit routing-options]

userfds2# show

static |
route 10.222.1.0/24 next-hop 10.222.2.1;
route 192.168.24.1/32 next-hop 10.222.2.1;

fJuniper’ Education Services

Create static routes on S2; use S1 as the next hop

B
. 8 P 44
100: 192.168.24.1 00: 192.168.36.1
10.222.1.0/24

1022230724

Static Route Configuration

This slide highlights thestatic route configuration as defined on S2.

Chapter 11-20 < Inter-VLAN Routing

Juni

NETWORKS

per



Operating Juniper Networks Switches in the Enterprise

Monitoring Static Routing

Display the routing table and to confirm reachability

1

w002 A — p | reeries
T eemmm—— )
lo0: 192.168.24 1 lo0: 192.168.36.1
10.222.1.0/24 10.2223.0/24

user@sl> show route protocol static

00710 10.22220/30

inet.0: 7 destinations, 7 routes (7 active, 0 holddown, 0 hidder)
+ = Active Route, - = Last Active, * = Both

0.0.0.0/0 *[static/5] 00:11:33 % D‘?;a:gﬂfteagﬁ?fte
> to 10.222.2.2 via ge-0/0/10.0

user@sl> ping 10.222.3.1 source 10.222.1.1 count 25 rapid

PING 10.222.3.1 (10.222.3.1): 56 data bytes

PULLLLL Lty N Testconfirms
-—- 10.222.3.1 ping statistics --- . end-toend routing
25 packets transmitted, 25 packets received,/ 0% packet loss

round-trip min/avg/max/stddev = 1.215/4.39%/35.945/6.451 ms

fiJuniper’ Education Services

Monitoring Static Routing

This slide shows the basic verification steps when determining proper operation of
static routing.
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Lab 9, Parts 1-3: RVI and Static Routing

Configure and monitor an RVI.
Configure and monitor static routing.

fJuniper’ Education Services

Lab 9, Parts 1-3: RVl and Static Routing

The slide provides the.objectivefor this lab.
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Agenda: Inter-VLAN Routing

fiJuniper’ Education Services

OSPF

The slide highlights the'topic we discuss next.

M Juniper
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OSPF Protocol Overview

OSPF is a link-state routing protocol that:
Reliably floods LSAs to distribute link-state information
Creates a complete database for the network
Uses the SPF algorithm to calculate best paths within a
network
Uses areas to incorporate hierarchy and allow for scalability

Interarea Routes
(Summary Routes)

(Area 0)

Area 1 - Area z

Intra Area Routes
RIP External Routes

fJuniper’ Education Services

OSPF Protocol

EX-series switches support OSPF version 2, which is defined in RFC 2328. OSPF is a
link-state routing protocal designed for use within an AS. It is considered an interior
gateway protocol (IGP). Link-state protocols allow for faster reconvergence, support
larger internetworks, and are less susceptible to bad routing information than
distance-vector protocols.

Routerssrunning OSPF send out information about their network links and the state of
those'links to other routers in the AS. This information is transmitted reliably to all
other routers in the AS by means of link-state advertisements (LSAs). The other
routers receive this information, and each router stores it locally. This total set of
information now contains all possible links in the network.

In addition to flooding LSAs and discovering neighbors, a third major task of the
link-state routing protocol is establishing the link-state database. The link-state (or
topological) database stores the LSAs as a series of records. The important
information for the shortest-path determination process is the advertising router’s ID,
its attached networks and neighboring routers, and the cost associated with those
networks or neighbors.

Continued on next page.
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OSPF Protocol (contd.)

OSPF uses the shortest-path-first (SPF) algorithm (also called the Dyjkstra algorithm)
to calculate all at once the shortest paths to all destinations. It does this calculation by
calculating a tree of shortest paths incrementally and picking the best candidate from
that tree.

OSPF uses areas to allow for a hierarchical organization and facilitate scalability. An
OSPF area is a logical group of routers, or EX-series switches, whose routing
information might be summarized and passed to the rest of the network. We discuss
OSPF areas in more detail on a subsequent slide.
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OSPF Routers

Area border router:

Any router that belongs to more than one area, ABRs
connect OSPF areas to the OSPF backbone (Area O)

Autonomous system boundary router:

Any router that injects routing information from outside the
OSPF domain into the OSPF domain

Interarea Routes
(Summary Routes)

L NN

Areal
Area 1 @ 4—@—. (-E) — Area2

RIp | «+——External Routes — |BGP

] V| AUtonomous system
boungdary teuters

Area border outers

Intra-Area Routes

B
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Area Border Routers

An OSPF router with links in twoareas is called an area border router (ABR). The ABR
is responsible for connecting OSPF areas to the backbone. It transmits network
information between the backbone and the other areas.

Autonomous System Boundary Routers

An OSPF router that injects routing information from outside the OSPF routing domain
is known as an autonomous system boundary router (ASBR). Typically, an ASBR is

located in the backbone, but the OSPF specification allows an ASBR in other areas as
wells
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OSPF Areas

Areas:
Single AS can be divided into smaller groups called areas
Areas can limit the size of the link-state database
Routers maintain identical databases within the same area

Area O distributes routing information between otherareas
« Interarea communications typically traverse the backbene (Area 0)

Interarea Routes ABRs maintain a database

(BUmmary RoLtes) fopeach,configured area
H\ Backbone /%

(Area D) )
Area 1 @ 4—@—. ‘-E ._@_. I Area 2

RIP | «+—— External Routes — |BGP InfaehreaPoules

@ A

fiJuniper’ Education Services

OSPF Areas

Using areas achieves the OSPF hierarchy. As mentioned on the slide, areas can
reduce the size of the link-state database on an individual router. Each OSPF router
maintains a separate link-state database for each area to which it is connected. The
link-state.database for a given area will be identical for all participating routers within
that area.

To ensure correct routing knowledge and connectivity, OSPF maintains a special area
called the backbone area. The backbone area is designated as Area 0. All other OSPF
areas must connect themselves to the backbone for connectivity. All data traffic
between OSPF areas must transit the backbone.

This slide highlights the relationships between OSPF areas and illustrates how route
information is exchanged within and between areas. OSPF classifies different types of
routing information as follows:

. Intra-area (or internal) routes: Routes that are generated from within an
area, where the destination belongs to the area.

. Interarea (or summary) routes: Routes that originate from other areas.

. External routes: Routes that originate from other routing protocols, or

different OSPF processes, and that are injected into OSPF through
redistribution.
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Sample Single-Area OSPF Topology

e OSPF Area 0
e s 52
ge-0/0/11 1022220730 ge-0/0/11
o ge0/0i0 £ 1 ? & e /
T e X%
S 10 192.168.24.1 lo: 192168361

1022210724 0 202 30/24

Use a single OSPF area to provide connectivity/among
all connected subnets as well as loopback addresses

fJuniper’ Education Services

Single-Area OSPF Topology Example

We use the topology shown on‘the slide to demonstrate single-area OSPF routing. We
enable OSPF on the LAN':and loopback interfaces of both S1 and S2. This setup
provides connectivity between all networks shown in the topology.
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Sample Single-Area OSPF Configuration

1002210/24 e

[edit protocols ospf]
userfdzl# show userfdzz# show
area 0.0.0.0 { area £.0.0.0 {
interface ge-0/0/0.0; interfage ge-0/0/0.0;
interface 100.0: interface 1o0.0:
interface ge-0/0/11.0; interface ge-0/0/11.0;
1 }

OSPF Area D
52

= 1 = Je. 4
E— ? e R

1 1
100: 192.168.24.1 loD: 192.168.361 .
10 220 3 024

[edit protogols @spf]
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Single-Area/OSPF Configuration Example
This slide illustrates the required configuration for S1 and S2 to accommodate the

previously mentioned routing objective.
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Monitoring OSPF (1 of 3)

Use the show ospf neighbor command to display

adjacencies
Use the detail or extensive keyword for added

information
user@sl> show ospf neighbor
Ihddress Interface State ID Pri Dead
1022222 ge~0/0711.0 Full Io2elegusen 1 128 36

Use the clear ospf neighbor command to.clear

adjacencies
Specify individual neighbors or clear all neighbor adjacencies

userf@sl> clear ospf neighbor ?
Possible completions:
< [Enter]> Execute this command
<neighbor> Name of neighbor
| Pipe through a command
userf@sl> clear ospf neighbor

fJuniper’ Education Services

Displaying Adjacency Information

The show ospf neighbor command displays OSPF adjacency status. The output
includes the following fields:

. Address: Displays the address of the neighbor.
. Intf:Displays the interface through which the neighbor is reachable.

. State: Displays the state of the neighbor, which can be Down,
Attempt, Init, 2-Way, Exstart, Exchange, Loading, and Full.

. ID: Displays the router ID (RID) of the neighbor.

. Pri: Displays the priority of the neighbor to become the designated
router (DR).

. Dead: Displays the number of seconds until the neighbor relationship
times out.

. area (detailed and extensive output only): Displays the area in which the

neighbor is located.

. opt (detailed and extensive output only): Displays the option bits from
the neighbor.

. DR (detailed and extensive output only): Displays the address of the DR.

. BDR (detailed and extensive output only): Displays the address of the
backup designated router (BDR).

Continued on next page.
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Displaying Adjacency Information (contd.)

. Up (detailed and extensive output only): Displays the length of time since
the neighbor came up.
. adjacent (detailed and extensive output only): Displays the length of

time since the adjacency with the neighbor was established.

Clearing Adjacencies

Use the clear ospf neighbor command to clear an OSPF adjacency. Note that
in most cases the adjacency will be reformed immediately.

== Inter-VLAN Routing ¢ Chapter 11-31
¢ Juniper g * Chap

= NETWORKS



Operating Juniper Networks Switches in the Enterprise

user@sl> show ospf route

Prefix Path

Type
19%2.168.36.1 Intra
10.222.1.0/24 Intra
10.222.2.0/24 Intra
10.222.3.0/24 Intra

152.168.24.1/32 Intra
182.168.36.1/32 Intra

Topology default Route Table:

Route
Tyrpe
Router
Network
Network
Network
Network
Network

Monitoring OSPF (2 of 3)

NH
Type
Ip
IFP
1P
Ip
IF
1P

Metric

= I S

fJuniper’ Education Services

Use the show ospf route command to display
routes learned and advertised into OSPF
Includes routes for interfaces running OSPF

NextHop
Interface
ge-0/0/11.0
ge-0/0/0.0
ge-0/0/11.0
ge-0/0/11.0
1c00.0
ge-0/0%11.0

Hexthop
addridlEabel
10.2YQR. 2

100822077 . 2

187222.2.2

Displaying OSPF Route Information

The show ospf route command displays those routes in the unicast routing table,
inet. 0, that were installed by OSPF. The use of additional keywords, such as abr,
allows you to display only OSPF routes learned by specific LSA types. The output of the
show ospf route command includes the following fields:

. Prefix: Displays the destination of the route.

o Path Type and Route Type: Display how the route was learned:

ABR: Route to ABR;

ASBR: Route to ASBR;

Ext: External router;

Inter: Interarea route;

Intra: Intra-area route; or

Network: Network route.

. Metric: Displays the route’s metric value.

. NextHop Interface: Displaysthe interface through which the route’s
next hop is reachable.

Continued on next page.
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Displaying OSPF Route Information (contd.)

. Nexthop addr/label: Displays the address of the next hop.
. area (detailed output only): Displays the area ID of the route.
. options (detailed output only): Displays the option bits from the LSA.

origin (detailed output only): Displays the router from which the route

was learned.
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Use the show

Type ID

Router *152.168.24.1
Fouter 1%2.168.36.1
Network \10.222.2.2

Monitoring OSPF (3 of 3)

display link-state database entries

user@sl> show ospf database

OSPF link state database, Area 0.0.0.0

Self-originated LSAs marked with *

Use the clear ospf database command to clear
the link-state database

user@@sl> clear ospf database

ospf database command to

Edv Rtr Seq Bge Opt Cksum Len
122.168.24.1 0x8000000e 1270 0x22 Oxedcc o0
192.168.36.1 0x8000000d 1271 0x22 0xd0c3™ 60
192.168.36.1 0x8000000a 1271 0x22 0xbOE3 32

fJuniper’ Education Services

Displaying

OSPF Database Entries

The show ospf database command displays entries in the protocol’s link-state
database. The display is.erganized by LSA types. The show ospf database
command includes the following optional keywords:

brief: Displays a brief listing of all entries in the OSPF link-state
database. This setting is the default.

detail: Displays detailed information about the entries in the OSPF
link-state database.

extensive: Displays extremely detailed information about the entries
in the OSPF link-state database.

Continued on next page.
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Displaying OSPF Database Entries (contd.)

. LSA filters: Displays one or more of the following LSA filters. If you
specify more than one filter, only LSAs that match all the filters are
displayed. For example, the show ospf database detail router
lsa-id 10.0.0.1 command displays all router LSAs in all areas that
have an LSA identifier of 10.0.0.1. The filters are the following:

- advertising-router address: Displays the LSAs
advertised by a particular router.

- area area-id: Displays the LSAs in a particulararea.

- lsa-1id Isa-id (optional): Displays the LSA with the specified
LSA identifier.

- lsa-type: Displays specific types of LSAs. Yous€an specify
asbrsummary, extern, netsummaxry, network, nssa, or
router.

- summary (optional): Displays summary information about the
OSPF link-state database.

Clearing Database Entries

The clear ospf database command clears entries from the link-state database.
After the command is entered, the router begins the database synchronization
process with its neighboring routersisuch that, in most cases, the database returns to
its prior state.

The clear ospf databasecommand supports an optional purge switch. By
including thegpurge switch, you force the local router to set all LSAs in its database to
the maximum age=These LSAs are then reflooded according to the OSPF
specification, which states that a router must regenerate any LSA that it has set to
maximum age, regardless of whether the LSA was generated by the local router. All
routersreceive the newly flooded maximum age LSAs; the router that originated a
given LSA'is forced to refresh that LSA when it receives a copy of that LSA with an
indication that it has reached the maximum age.

Albeit somewhat disruptive, this procedure tends to eliminate stale or bogus database
entries without having to wait for the normal aging-out process, which can take as long
as 3600 seconds (one hour). Note that other vendors’ OSPF implementations might
not be prepared for a simultaneous reflooding of every LSA in the network or for
another router to increase the age of LSAs that their routers originated. Therefore, you
should not use this feature in a production network without prior interoperability
testing.
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Lab 9, Part 4: Single-Area OSPF

Configure and monitor OSPF.

fJuniper’ Education Services

Lab 9, Part 4: Single-Area‘OSPF

The slide provides the.objectivefor this lab.
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Agenda: Inter-VLAN Routing

Virtual Router Redundancy Protocol

fiJuniper’ Education Services

Virtual Router Redundancy Protocol

The slide highlights the'topic we discuss next.
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What Is VRRP?

An election protocol used to designate one of
multiple VRRP routers as master
The master VRRP device assumes forwarding
responsibilities for the LAN
Means of incorporating redundancy in a LAN
Typically used in high-availability Ethernet networks
Defined in RFC 2338
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VRRP Defined

The Virtual Router Redundancy Protocol (VRRP) is a standards-based election protocol
created to facilitate redundancy in a LAN environment and eliminate any single point
of failure typically found in LAN environments that use static default routing as a
means of routing beyond the local subnet. VRRP identifies one router to function as
the master VRRP router; thus, that router represents the gateway for that particular
subnet and performs the required forwarding for the end hosts on that subnet. All
other routers that could potentially assume the role of the master VRRP router for the
subnet are known as backup VRRP routers. VRRP is very similar in functionality to
Cisco Systems’ Hot Standby Router Protocol (HSRP). VRRP is most commonly found in
Ethernet environments but can also be used in LAN environments that use Token Ring
or Fiber Distributed Data Interface (FDDI). VRRP is an industry standard and is defined
in RFC 2338.
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VRRP Terminology

Virtual router—\Virtual entity that functions as the
default router on a LAN; consists of a VRID and an IP
address used as a gateway address known as the VIP
address

VRRP router—Any router participating in VRRP,
including the master and all backup routers

Master router—VRRP router performing packet
forwarding and responding to ARP requests

Backup router—\VRRP router available.to assume the
role of the master router upon failure

fiJuniper’ Education Services

Virtual Router

The virtual router is a‘logical entity that functions as the default router on a LAN
segment or network. The virtual router consists of a virtual router identifier (VRID) and
a virtual IP (VIP) address. The VRID uniquely identifies one virtual router from another.
The VIPaddress is managed by the virtual router and is attached to the VRRP router
functioning as the master for that network.

VRRP Router

A VRRP router is any router participating in VRRP, including the master and backup
routers. A VRRP router might belong to more than one virtual router group.

Master Router

The master router is a VRRP router that owns the responsibility of forwarding packets
on a given LAN segment. The master router also performs the Address Resolution
Protocol (ARP) functions for the virtual router that it represents. The master router
selection is deterministic and is typically based on a user-defined priority.

Backup Router

The backup router is a VRRP router that is available to perform all the responsibilities
associated with the master router in the event the master router fails.
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VRRP Case Study: Sample Topology

%’ User X (. 100/24)
-"’q %’ User Y (101,/24)

D 223D

Goals:
Provide a single gateway address on both $1 and S2 forthe
10.10.1.0/24 subnet; this common gateway address should
be bound to a Layer 3 VLAN interface for both St.and 52
Use VRRP to provide redundancy during failuresscenarios; S1
should function as the master during notmal operations
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Sample VRRP Topology

This slide illustrates aisample topology and defines objectives for our VRRP case
study.
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VRRP Case Study: Sample Configuration

Configuration on S1 and S2 to accomplish objectives

51 Configuration 52 Configuration
ge-0/0/13 { ge-0/0/16 {
unit 0 unit O
family ethernet-switching { family ethernet-switching |
port-mode trunk; port-mode trunk;
vlan { wlan |
members all; members ally
i }
} }
} }
} ¥
wlan { vlan {
unit 100 | unit 100 {
family inet | family inet {
address 10.10.1.2/24 { address 10.1004.3/24 {
vrrp-group 100 wrrp-group 100 |
virtual-address 10.10.1.1; virtial-address 10.10.1.1;
priority 110; priority 20;
} Priority determines & "}
! ! master/backup ) !
: state 1

} }

fiJuniper’ Education Services

Sample VRRP Configuration

This slide provides the recommended configuration for both S1 and S2 to accomplish
the previously stated objectives. Based on the proposed configuration, S1 functions
as the_master router, whereas S2 assumes the backup router role for VRRP group
100..In the event of a failure of S1, S2 assumes VRRP mastership and begins
performingthe forwarding functions associated with a master VRRP router functioning
as a default gateway for a network. Note that the VRRP configuration is tied to the
logical Layer 3 VLAN interface named vlan.100 on both switches, which was also one
of the stated objectives.
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VRRP Case Study: Sample Monitoring

Use the show wvrrp command to view VRRP state

information
Use the detail or extensive keywords for added
details

user@sl> show vrrp

Interface Slate Group VR state Timer Type Address
vlan.100 up 100 master A 0.232 1cl 10.10.1 3%
vip 10,103l

user(@sZ> show vrrp

Interface state Group VR state Timer Type Address

vlan.100 up 100 backup D 3.3Z24 1cN W.1y.1.3
vi'p 10PT0. 1.1
mas D0.10.1.2

fJuniper’ Education Services

Monitoring VRRP Operation

This slide highlights the show vrrp command. This command is useful in identifying
the VRRP state on a given router. Use the detail or extensive options to increase

the amount of VRRP-related details.
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Summary

In this chapter, we:
Explained the purpose of inter-VLAN routing
Described routing support for EX-series switches
Described routing tables and route preferences
Configured and monitored static routing
Configured and monitored OSPF
Configured and monitored VRRP

fiJuniper’ Education Services

This Chapter Discussed:
. The purpose of inter-VLAN routing;
. Routing support for EX-series switches;
. Route tables and route preference;
. Configuring and monitoring static routing;

. Configuring and monitoring OSPF; and
. Configuring and monitoring VRRP.
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Review Questions

What is the purpose of inter-VLAN routing?

What routing support do EX-series switches offer?
What is the purpose of the ABR and the ASBR?
How can you confirm OSPF adjacency status?
What is VRRP and what benefits can it offer?

fJuniper’ Education Services

Review Questions;
1.
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Lab 9, Part 5: VRRP

Configure and monitor VRRP.

fiJuniper’ Education Services

Lab 9, Part5: VRRP

The slide provides the objective for this lab.
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Chapter Objectives

After successfully completing this chapter, you will be
able to:
Describe the policy framework on EX-series switches
Explain how policies and firewall filters are evaluated
ldentify common situations in which routing policy is used
Write and apply a routing policy
Describe the types of firewall filters supported on EX-séries
switches
Write and apply a firewall filter

fJuniper’ Education Services

This Chapter Discusses:

. The policy. framework on EX-series switches;
. Poliey and firewall filter evaluation;
. Typical usage scenarios for routing policy;

. Configuring and applying a routing policy;
o The types of firewall filters supported on EX-series switches; and

. Configuring and applying firewall filters.
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Agenda: Routing Policy and Firewall Filters

Policy Framework
Routing Policy Overview
Configuring and Monitoring Routing Policies
Firewall Filter Overview
Configuring and Monitoring Firewall Filters

fiJuniper’ Education Services

Policy Framework

The slide lists,the topics we cover in this chapter. We discuss the highlighted topic
first.
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Policy Language Overview

Policy language hierarchy:
Aterm is composed of a from statement and a then

statement
A policy is composed of zero or more terms

fJuniper’ Education Services

Policy Language Hierarchy

Although routing policy.and firewall filters serve different purposes and have different
match and action conditions, they are all built using a common structure. Learning
that common structure enables you to better understand all JUNOS software policies.

The fundamental building block of all policy evaluation is the term. A term contains
one.or more match conditions and one or more actions. If all the match conditions are
true, JUNOS software takes the action. You use a policy to group together multiple
terms and establish the order in which the switch evaluates the terms.
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Terms

Contain from...then statements (similar to if...then
statements)

A from statement describes the match conditions
A then statement describes the actions that should be
taken if the from statement is matched

Examples:
term discard-gre { term example-term {
from { from {
protocol gre; source-address {
i 172.17.38.4432;
then discard; }
} destination<address

102 .10 5T N 547
ih b VR . o
7 . . gk
1
pratoccl [ tcp udp 1f
¥

then accept;

fiJuniper’ Education Services

The Term

Terms are the basic building blocks of all JUNOS software policy. They are essentially
if...then statements. If all the match conditions specified in the from statement are
true (orlif no from statement is specified), then all the actions in the then statement
are executed.

You give terms a name. The name has no effect on the evaluation of the term; rather,
it gives'you a way to provide a meaningful identifier that you can use when referring to
the term.

When evaluating the from statement, the switch performs the evaluation as a logical
OR between arguments to a single match criterion and a logical AND between
different match criteria. Put differently, for the from statement to be considered true,
the item being evaluated must match at least one of the arguments to each match
criterion given.

For example, consider the example-term from a firewall filter provided on the slide.
To match this term, a packet must match the source-address,
destination-address, and protocol conditions. To match the
source-address condition, the packet’s source address must be 172.17.38.4.
However, to match the destination-address condition, the packet’s destination
address can be any of the listed addresses. Likewise, to match the protocol
condition, the packet’s protocol can be either of the listed protocols.

If all the conditions in the from statement are true, the switch performs all the actions
in the then statement. In this example, a single action is given: to accept the packet.
Thus, in our example, the term accepts a TCP packet from 172.17.38.4 to 172.17.37.4.
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Policy

Contains terms
Named with user-chosen identifiers

Evaluated sequentially until a terminating action or end of
policy is reached

from
match

from we—

match
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The Policy

Policies contain orderedigroups’of terms. You give policies a name, which you use to
identify them when they.are referenced elsewhere in the configuration.

When the switch evaluates a policy, the switch evaluates each term sequentially, in
the order in'which'it appears in the policy. You can use the command-line interface
(CLI)dnsexrt command in configuration mode to modify the order in which terms
appear.in thewpolicy. For example, atthe [edit firewall family inet
filter filtername] level, typing insert term secondterm before
term firsttermplaces the term called secondtermimmediately before the
term called firstterm. You can use the insert command for all ordered data
elements in the configuration, including terms within policies.

When the switch evaluates a policy, it evaluates terms sequentially. If an item matches
all the conditions in the from statement of a term, JUNOS software executes all the
actions specified in the then statement of that term. Provided that one of those
actions is a terminating action, the evaluation of the policy stops. Some actions (such
as the next term action) are not terminating actions, and the evaluation of the
policy continues. In that case, later terms might overwrite attribute changes made by
earlier terms because the switch applies the actions for each matching term as the
term is evaluated.

The actions that control the acceptance and rejection of items (accept, reject,
and discard) are terminating actions. Using these terminating actions results in a
first-match policy evaluation because the switch immediately executes the action and
causes no further evaluation of the policy.
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Policy Implementation

Policy definition:
Define routing policy under the [edit policy-options]
hierarchy level
Define firewall filters under the [edit firewall]
hierarchy level

Policy application:

Apply routing policy at the neighbor, group, or protocel level

« The switch applies only the most specific policy (neighbor then
group, then protocol)

Apply firewall filters on Layer 2 or Layer 3. interfaces, oron a
particular VLAN, depending on the type of firewall filter

fiJuniper’ Education Services

Policy Definition

Implementing, policy, whether it be routing policy or firewall filters, requires two distinct
steps. The first'step is defining the policy. In JUNOS software, you define routing policy
is defined under the [edit policy-options] hierarchy level and firewall filters
under the [edit firewall] hierarchy level. We view some examples of the
hierarchy structure for both routing policy and firewall filters in subsequent pages.

Policy Application

The second step involved with policy implementation is applying the policy. You can
apply the routing policy at different levels depending on the situation and protocol to
which the policy applies. With BGP, for example, you can apply a policy at the protocol,
group, or neighbor level. When you apply different policies at different levels, the
switch uses the most specific application. In other words, a neighbor import policy is
more specific than the associated group’s import policy, and a group policy is more
specific than a global policy applied at the [edit protocols bgp] hierarchy
level.

You apply firewall filters on Layer 2 interfaces, Layer 3 interfaces, or on a particular
VLAN. Layer 2 interface and VLAN firewall filter applications require a firewall filter
definition atthe [edit firewall family ethernet-switching] hierarchy
level, whereas Layer 3 interface firewall filter applications require a firewall filter
definition atthe [edit firewall family inet] hierarchy level.
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Agenda: Routing Policy and Firewall Filters

Routing Policy Overview

[T,

fJuniper’ Education Services

Routing Policy Overview

The slide highlights the topic we discuss next.
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Why Use Routing Policy?

Routing policy allows you to control the flow of routing
information within the router by choosing to accept,
reject, or modify attributes for:
Routes received from neighbors running dynamic routing
protocols
Routes sent by neighbors running dynamic routing\pretogols
Routes installed in the forwarding table

fiJuniper’ Education Services

Routing Policy Uses

Routing policy.allows you to control the flow of routing information within the switch.
You can apply routing policy as information enters the routing table and as information
leaves the routing table.

Yourcan use routing policy to choose which routes you accept or reject from neighbors
running dynamic routing protocols. You can also use routing policy to choose which
routesyou send to neighbors running dynamic routing protocols. Routing policy also
allows you to modify attributes on routes as they enter or leave the routing table.

You can also use routing policy to control the flow of routing information into the
forwarding table. This use allows you to control which routes are installed in the
forwarding table and to control some of the attributes associated with those routes.
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Common Selection Criteria

Common match criteria for routing policy:
Prefix (route-filterorprefix-1ist)
Protocol (OSPF, static, BGP, etc.)

Routing protocol attributes
» OSPF area ID, AS path, community

Next hop

fJuniper’ Education Services

Common Selection’Criteria

This slide shows some,of the criteria you can use to select routes with from
statements. You can select routes based on their prefix, protocol, some routing
protocol attributes, or next hop. You can view the full list in the CLI interactive help and
in the JUNOS Poliecy Framework Configuration Guide.

Juniper’
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Common Actions

Common actions in routing policy:

Terminating actions:
* accept
+ reject
Flow control:
* next term
* next policy
Modifying attributes:
¢+ as-path-prepend
« community (add, delete, set)
+ load-balance
« metric
* preference
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Common Actions

Some commongrouting policy actions include the terminating actions of accept and
reject. These are called terminating actions because they cause the evaluation of
the policy (and policy chain) to stop and the route to be accepted or rejected. The
nonterminating equivalents of default-action accept and default-action
réeject do not cause policy evaluation to stop, but they do overrule the default
policy’s/accept or reject determination.

Other common routing policy actions affect the flow of policy evaluation. The next
term and next policy actions cause the switch to evaluate the next term or next
policy, respectively.

Other common actions are to prepend the AS path in BGP announcements, modify
BGP communities, instruct the forwarding table to load balance routes, modify an IGP
metric or BGP MED (using the metric statement), and modify route preference.
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Import and Export Policies

Routing policy controls the flow of routing information
to and from the routing table
Import policies control the way routes are imported into the
routing table
Export policies control the way routes are exported from the
routing table

Import - Export
Routes Routing Routes
Table
PFE
Forwarding
Table
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Import and ExportPolicies

Policies that control the way the'switch imports routes into the routing table are called
import policies. The switeh applies these policies before it places the routes in the
routing table. Thus, an import policy can change the routes that are available in the
routing table and can affect the local route selection process.

Policies that control the way the switch exports routes from the routing table are called
export policiessThe switch applies these policies as it exports routes from the routing
tableto dynamic routing protocols or to the forwarding table. Only active routes are
available for export from the routing table. Thus, while an export policy can choose
which active routes to export and can modify attributes of those routes, it cannot
cause inactive routes to be exported.

For example, suppose you have an OSPF route (preference 10) and a BGP route
(preference 170) for the same prefix. An export policy can determine whether or not to
send the active OSPF route and can modify attributes of the route as it is sent, but it
cannot cause the inactive BGP route to be sent.

JUNOS software applies export policies as routes are exported from the routing table,
so attribute changes do not affect the local routing table; rather, the software applies
them to the route as it is exported.

Chapter 12-12 < Routing Policy and Firewall Filters iJuniperm
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Routing Policy Flow

Routing policies can be chained together

Evaluation proceeds left to right until a terminating action of

accept or reject is reached
Individual policies can contain a collection of terms

Flow-control actions such as next policy are supported

—

Policy 1

Term A |

Term B
Term C

Policy 2 Rolicy R
Term A
. Accept — |, Accept
or Reject or Reject yF—— Accept
Term B | 1 or Reject
—» Accept . Accept Default _
or Reject or Reject Policy Reject
Term C | l
L, Accept 4 Aceept Accept
or Reject or Regject
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Policy Chaining

You can cascade policies to form a chain of policy processing. You can create this
chain of policiesito solve a complex set of route manipulation tasks in a modular
manner.

JUNOS software evaluates policies from left to right based on the order in which they
are applied to a routing protocol. JUNOS software checks each policy’s match criteria
and performs the associated action when a match occurs. If the first policy does not
match or if the match is associated with a nonterminating action, JUNOS software
evaluates the route against the next policy in the chain. This pattern repeats itself for
all policies in the chain. JUNOS software ultimately applies the default policy for a
given protocol when no terminating actions occur while evaluating the user-defined
policy chain. We define the default routing policies on the following pages.

Policy processing stops once a route meets a terminating action, unless you are
grouping policies with Boolean operators. Grouping policies for logical operations,
such as AND or OR, is a subject that is beyond the scope of this class.

Continued on next page.
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Individual Policies

Individual policies can comprise multiple entries called terms. Terms are individual
match/action pairs that you can name numerically or symbolically.

JUNOS software lists terms sequentially from top to bottom and evaluates them in that
manner. Each term is checked for its match criteria. When a match occurs, the
software performs the associated action. If no match exists in the first term, the
software checks the second term. If no match exists in the second term, JUNOS
software checks the third term. This pattern repeats itself for all terms. If no match
exists in the last term, JUNOS software checks the next applied policy.

When a match is found within a term, JUNOS software takes the corresponding action.
When that action is taken, the processing of the terms and the applied policies stops.

Chapter 12-14 < Routing Policy and Firewall Filters ] :
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Default Routing Policy

Each protocol has a default import policy and a
default export policy
Applied if no policy is specified
Applied at the end of any specified policy or policy chain
* Example:
export [ policyA policyB ];

can be thought of as
export [ policyA policyB default-podl G [$

And:

export only-policy;

can be thought of as

export [ only-policy default-poelicy ]:

fiJuniper’ Education Services

The Default/Policy

Every protocol has a default import policy and a default export policy. The switch
applies these policies if no import or export policy is configured. In addition, if an
export.or import policy or policy chain is configured, the switch applies the default
policy atthe end of the configured policy as if it were the last policy in a policy chain.

We examine each protocol’s default policy on the following pages.
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Default Policies

rProtocoI Import Policy Export Policy g

RIP Accept all RIP routes from Reject everything
explicitly configured neighbors
and importinto inet.O

GSPE Accept all OSPF routes and Reject everything
importinto inet.0 (protocol floodsby

default)

BGP Accept all BGP routes and Accept allactive

importinto inet .0 BGPRyroutes
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Default Policies

The chart on the slidessummarizes the default import and export policies for several
common routing protocoals.

The default policy for RIP is to import all routes learned from explicitly configured
neighbors. Theswitch ignores all routes learned from neighbors that are not explicitly
configured. By default, no routes are exported to RIP neighbors, including routes
receivedwia RIP. Thus, to advertise any routes to RIP neighbors, you must configure an
export policy. For RIP, you can configure import policies at the protocol level and
neighbor level, whereas you can configure export policies only at the group level.

The default OSPF import policy is to import all OSPF routes. As a link-state protocol,
OSPF maintains a consistent link-state database throughout each OSPF area by
flooding link-state advertisements (LSAs). You cannot apply policy to affect the
maintenance of the local link-state database or the flooding of LSAs. Additionally, you
cannot apply policy that prevents internal (including interarea) routes from being
installed in the routing table. (A link-state protocol assumes that all switches or routers
have the same routing information for internal routes, which causes all routes to make
consistent forwarding decisions. If you could block internal routes from entering the
routing table, you could create routing loops or cause certain prefixes to become
unreachable.) However, you can apply policy that blocks external routes.

Continued on next page.
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Default Policies (contd.)

The default OSPF export policy (which rejects everything) does not cause the switch to
stop flooding LSAs through the area. Rather, the switch always floods LSAs throughout
the OSPF area, and that behavior cannot be controlled by routing policy. The default
export policy simply blocks additional routes from other sources from being advertised
to OSPF neighbors. If you want to advertise other routes via OSPF, you must configure
an explicit export policy.

Because link-state protocols rely on all participating devices having consistent
link-state databases, you can configure import and export policies only at the protocol
level.

BGP’s default import policy is to accept all routes from BGP neighbors and install them
in the routing table, and to export all active BGP routes todall BGP neighbors.
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Agenda: Routing Policy and Firewall Filters

Confighring and Monitoring Routing Policy

fJuniper’ Education Services

Configuring and Monitoring Routing Policy

The slide highlights the topic we discuss next.
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Routing Policy Case Study

Static Routes
1721810724
17218.2.0/24 o
1721830724 | OSPF Area D Bl
HE S1 52 ¥ &
0 ¢ / £
gzl T ——— ¢ == 1
e lo0: 192.168.24.1 loD: 192165381
10222.1.0/24 " e TOiRO 2 B 24

Distribute static routes defined on S1 into OSPF
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Routing Policy Case Study

This slide introduces arouting policy case study that requires a distribution policy to
export into OSPFE. a series of static routes defined on the S1 device into OSPF.

M Juniper
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Routing Policy Configuration Example

Definition Application
[edit policy-options] [edit protocols]
user@sl# show user@sl# show
policy-statement staticsZospf { ospf |
term 1 { eXpOort staticszospf:
from { Match criterion area 0.0.0.0 {
protocol statics interface ges0/0¥10.0s
route-filter 172.1%.1.0/24 exact: interface lo0eQ;
route-filter 172.1%8.2.0/24 exact; interface ge=0/0/040;
route-filter 172.18.3.0/24 exact: X
I} H ,
then accept: Mg gl%néé?g%%%ﬁﬁom
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Routing Policy Configuration Example

This slide shows the required configuration to accomplish our previously stated
objective.
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Routing Policy Monitoring Example

userf@zl> show ospf database external
OSPF AS SCOPE link state database
Type ID
17218410
*172.18.2.0
172 0 18L 3.0

Edv Rtr Seq Rge
182.168.24.1 0x80000003 276
12Z2.168.24.1 Oxg0000002 1176
192.168.24.1 0x80000002 876

opt  Cksum Len
0x2Z 0x85d4 36
Ox2Z 0x80dd 36
022 0x85e7 @36

Extern
Extern

Extern

user@s2> show route 172/8
inet.0: 11 destinations, 11 routes (11 active, 0 holddown, 0 hiddem)
+ = Actiwve Boute, - = Last Active, * = Both
52 recewves the external

LSAs flooded by S1and
adds.the appropriate OSPF

172.18.1.0/24 *[OSPF/150] 00:37:11, metric 0, tag O

= hbe L0220
*[0O8SPF/150] 00:
= e LR EIEE
*[OSPE/150] 00:
> to 10.222.2.

172.18.2.0/24

172.18.3.0/24

1 via ge-0/0/10.0
TIILL, mEtEie H,
1 via ge-0/0/1040
37:11, metric 0O,
1 via ge-0£0/1T0R0

routes
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Routing Policy Monitoring Example

Based on thepolicy definition and application, the static routes, as defined on the S1
device, are now being flooded into OSPF as external LSAs. We also perform route
learning verification on the neighboring switch, S2, and see that the routes are in fact
being added to S2’s route table. Based on these verification steps, it appears that our
objective has been met.

Routing Policy and Firewall Filters ¢ Chapter 12-21
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Agenda: Routing Policy and Firewall Filters

Firewall Filter Overview

fJuniper’ Education Services

Firewall Filter Overview

The slide highlights the topic we discuss next.
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What Are Firewall Filters?

Firewall filters allow you to:
Match packets in a stateless fashion (from statement)
Take actions on the selected packets (then statement)
Firewall filters are programmed in the PFE TCAM
Lookups and enforcements are performed at line rate
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Firewall Filters

Firewall filters follow the policy framework described previously in this chapter. You
use the from statement to list criteria used to select packets and the then statement
to specify the actions that the switch takes on matching packets. Stateless firewall
filters wark on each individual packet in isolation from all others. Thus, unlike a
stateful firewall, which tracks connections and allows you to specify an action to be
taken on all packets within a flow, a stateless firewall filter has no concept of
connections. The stateless nature of these filters can impact the way you write your
firewall filters.

Hardware Processing

Unlike some other vendors, EX-series switches always perform firewall filter checks in
hardware. Firewall filters are programmed in the Packet Forwarding Engine (PFE)
ternary content addressable memory (TCAM). Because firewall filters are
implemented in hardware rather than a software process, the result is a very efficient
match and enforcement rate when performing packet filtering operations.
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Firewall Filter Matches

P Ethernet II, Src: 00:0d:60:8b:6f:7f, Dst: 00:05:85:c7:53:d0

p Internet Protocel, Src Addr: 10.0.1.100 {10.0.1.100), Dst addr: 10.0.1.70 (10.0.1.70)

B Transmission Control Protocol, Src Port: 1307 (1307), Dst Port: telnet (23}, Seq: 0, Ack: 0,
b Telnet

Packet decode showing typical protocol fields

Match packets in a stateless fashion
Each packet is processed independently of previous or
subsequent packets in a given flow

Can match based on most header fields

Match conditions categories include:
Numeric range
Address
Bit field
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Stateless Filtering

The switch processes each packet through the firewall filters independently of all
other packets. This processing affects the way you craft firewall filters and also has
implications on.the information that is available to a switch when it processes packets
through these filters.

Because the switch does not keep state information on connections, you must
explicitlyallowstraffic in both directions for each connection that you want to permit.
By contrast, stateful firewall filters require you to permit only the initial connection and
then permit bidirectional communications for this connection.

The stateless nature of these filters also affects the information available to the
switch when processing these filters. For example, if you want to allow all established
TCP sessions through a switch, you can have the firewall filter permit all TCP packets
that have the acknowledgement (ACK) flag set in the TCP header. However, looking for
this match condition provides no guarantee that the session was properly established.
This packet might instead have been maliciously crafted to have the ACK flag set for
an unestablished TCP session.

Continued on next page.
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Match on Header Fields

You specify the criteria to be used to match packets in from clauses within firewall
filter terms. You can use many header fields as match criteria. However, you must
remember that all header fields might not be available to you because of the way
firewall filters are processed.

When you specify a header field, the JUNOS software looks for a match at the location
in the header where that field should exist. However, it does not check to ensure that
the header field makes sense in the given context. For example, if you specify that the
software should look for the ACK flag in the TCP header, the software looks for that bit
to be set at the appropriate location, but it does not check that the packet was
actually a TCP packet. Therefore, you must account for how the software looks for a
match when writing your filters. In this case, you should have the switchicheck both
that the packet was a TCP packet and that the TCP ACK flag,was set.

The stateless nature of firewall filters can affect the informationiavailable in the
processing of fragmented packets. Processing fragments is trickier with stateless
firewall filters than with a stateful firewall filter. The first fragment should have all the
Layer 4 headers; however, subsequent fragments will not. Additionally, attempting to
check Layer 4 headers in fragments produces unpredictable results. As was explained
previously, the JUNOS software still attempts to evaluate the Layer 4 headers;
however, the second and subsequent fragments do not contain these headers, so the
matches are unpredictable.

Categories of Match Conditions

Match conditions generally fall.into three categories: numeric range, address, and bit
field match conditions. Yous«can generally use the same evaluation options for each
condition within the category. There are also several synonyms, which are match
conditionsthat arerequivalent to one or more of these match conditions.
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Firewall Filter Actions

Common actions in firewall filters:
Terminating actions:
* accept
* discard
Action modifiers:
+ analyzer
¢ count
¢+ forwarding-class, loss-priority
s policer
If a firewall filter is configured, the default actionis

discard for all traffic not explicitly allowed
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Common Actions

You specify actions inthe then clause of a term. You can specify terminating actions or
action modifiers.

Terminating actions cause the policy evaluation to stop. The accept action causes
the switch to'accept the packet and continue the input or output processing of the
packet. The discard action causes the switch to silently discard the packet, without
sendingsan Internet Control Message Protocol (ICMP) message to the source address.

You can specify one or more action modifiers with any terminating action. If you
specify an action modifier but do not specify a terminating action, the switch imposes
an action of accept. You can use the count action modifier to count the number of
packets processed through the filter that match the specified criteria defined in the
from statement. The forwarding-class and loss-priority action modifiers
are used to specify class-of-service (CoS) information. The policer action modifier
allows you to invoke a traffic policer. The analyzer action modifier specifies that the
switch should mirror the packets for additional analysis.

Continued on next page.
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Default Action

The default action when a firewall filter is configured is discard. Therefore, if a packet
fails to match any term within a firewall filter or chain of firewall filters, the switch

silently discards it.

Unlike routing policy, the default action is different when a firewall filter is configured
than when no firewall filter is configured. If no firewall filter is configured, the default
action is accept.

Routing Policy and Firewall Filters ¢ Chapter 12-27
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Firewall Filter Application

You apply firewall filters to Layer 2 interfaces, Layer 3
interfaces, or VLANs
Port-based firewall filter

» Applied directly to a Layer 2 switch port

VLAN-based firewall filter
» Applied to a Layer 2 VLAN

Router-based firewall filter
» Applied directly to Layer 3 routed interface
You can use a single firewall filter as a port-based

firewall filter or VLAN-based firewall filter

Distinction between port-based and VLAN-based firewall
filters is determined by point of policy enfercement
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ACL Application

Firewall filters are applied on Layer 2 interfaces, Layer 3 interfaces, or on a particular
VLAN. Layer 2 interface and VLAN firewall filter applications require a firewall filter
definition atthe[edit firewall family ethernet-switching] hierarchy
level, whereas Layer 3 interface firewall filter applications require a firewall filter
definition atthe [edit firewall family inet] hierarchy level. The name
given for a'firewall filter is determined by the protocol family and the point of
application. For example, firewall filters applied on a Layer 2 interface are often
referred to as port-based access control lists (PACLs), firewall filters applied to a
Layer 2'VLAN are commonly known as VLAN-based ACLs (VACLs), and firewall filters
applied to a Layer 3 routed interface are called router-based ACLs (RACLSs).

Common ACL, Multiple Enforcement Points

The switch can use a firewall filter defined at the [edit firewall family
ethernet-switching] hierarchy level as a port-based firewall filter or as a
VLAN-based firewall filter. The main distinction between port-based firewall filters and
VLAN-based firewall filters is the point of enforcement or application. A port-based
firewall filter is applied on a given Layer 2 switch port, whereas a VLAN-based firewall
filter is applied under the [edit wvlans] hierarchy for the designated VLAN.
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Firewall Filter Processing Order

ge-0/0/5
Qutput

Rx Packet

Router FF Router FF

Router FF

VLAN FF

Switch

VLAH FF

VLAN FF

Router FF Tx Packet

g 0/0/0  20/0/1  ge0/0/3 ge0/0/4

Firewall filter processing considerations:
Ingress processing order is port FF*, VLAN FE, then router FF
Egress processing is performed in the reverse order with the
exception of edress port FF, which is notcurrently available
Router FF does not apply to switched packets in the same VLAN

* FF: Firewall filter
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Firewall Filter Processing

This slide illustrates the firewall filter processing order within EX 3200 and EX 4200
switches. Along with the firewall processing order, the slide also includes some basic
firewall filter processing considerations.

Routing Policy and Firewall Filters ¢ Chapter 12-29
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Agenda: Routing Policy and Firewall Filters

Configuring and Monitoring Firewall Filters

fJuniper’ Education Services

Configuring and Monitoring Firewall Filters

The slide highlights the topic we discuss next.
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Firewall Filter Case Study

S1

HostA S/

Goals:
Define and apply a firewall filter that prohihits\FTP sessions
from the device connected on port ge-0/0/10

Define and apply an ACL that prohibits Telnet sessions from
any port that belongs to VLAN v100

All other traffic should be permitted

T

0 0/0/I0VLAN, 5 e
V \ i
VLAN: v100

101110724 & hosts

10.1.1.30/24
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Firewall Filter Case Study

This slide intreduces the firewall filter case study and provides some basic objectives.
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Firewall Filter Configuration (1 of 2)

[edit firewall family ethernet-switching filter drop-ftp-pacl]
user@sl# show
term drop-ftp {
from {
protocol tcp:?
destination-port ftp;
}
then {
discard;

count ftp-drops:

}
term accept-everything-else {
then accept;
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Firewall Filter Configuration: Part 1

This slide illustrates thessample port-based ACL used to meet one of the stated
objectives.
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Firewall Filter Configuration (2 of 2)

[edit firewall family ethernet-switching filter drop-telnet-wvacl]
user@sl# show
term drop-telnet {
from {
protocol tcp:?
destination-port telnet:
}
then {
discard;

count telnet-drops:

}
term accept-everything-else {
then accept;
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Firewall Filter Configuration: Part 2

This slide illustrates the sample VLAN-based ACL used to meet the remainder of the
stated objectives.
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Firewall Filter Application Example

Port Based VLAN Based

[edit wlans]
usersl# show

[edit interfaces ge-0/0/10]
user@sl# show

unit 0 { v100 {
description "connects to host A"; vlan-id 100;
family ethernet-switching { filter {
port-mode access; input drop-telnet-wvacl;
vlan { }
members v100; i
1
filter {

input drop-ftp-pacl:
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Firewall Filter Application Examples
This slide displays the port-based and VLAN-based ACL applications.
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Firewall Filter Monitoring Example

userldsl> show firewall filter drop-fip-pacl
Filter: drop-ftp-pacl

Counters:
Name Bytes Packets
ftp-drops Tas 9

userf@sl> show firewall filter drop-telnet-wvacl

Filter: drop-telnet-vacl

Counters:
Name Bytes Packets
telnet-drops 656 g
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Firewall Filter Monitoring Example

This slide shows the use of the show firewall filter filter-name
command. The highlighted commands display a count for ACL violations because we
included the count modifying action along with the discard terminating action
within the associated ACLs.
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Summary

In this chapter, we:
Described the basic framework for policies and firewall
filters on EX-series switches
Explained how policies and firewall filters are evaluated
ldentified common situations in which routing policy is used
Wrote and applied a routing policy
Described the types of firewall filters supported on EX-S€ries
switches
Wrote and applied a firewall filter

fJuniper’ Education Services

This Chapter Discussed:
. The policy. framework on EX-series switches;
. Poliey and firewall filter evaluation;
. Typical usage scenarios for routing policy;
. Configuration and application of routing policy;
o The types of firewall filters supported on EX-series switches; and
o Configuration and application of firewall filters.
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Review Questions

What is the purpose of the from and then statements
within a policy?

What are the two main steps involved when
implementing policy?

List some reasons to use routing policy.

Describe the different types of firewall filters
supported on EX-series switches.

What is the default action for traffic not explicitly
permitted within a firewall?
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Review Questions:
1.
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Lab 10: Routing Policy and ACLs

Configure and monitor routing policy.
Configure and monitor firewall filters.
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Lab 10: Routing Policy.and ACLs

The slide provides the.objectives for this lab.
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Chapter Objectives

After successfully completing this chapter, you will be
able to:
Describe the purpose and basic operation of MAC limiting
Configure and monitor MAC limiting
Explain the benefits and operation of DHCP snooping
Configure and monitor DHCP snhooping
Describe the purpose and basic of operation of DAl
Configure and monitor DAl
Explain the benefits and operation of 802.1X
Configure and monitor 802.1X
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This Chapter Discusses:

. The purposé and basic operation of media access control (MAC) limiting;

. Configuring and operational monitoring of MAC limiting;

. The benefits and operation of Dynamic Host Configuration Protocol
(DHCP)'snooping;

) Configuring and monitoring DHCP snooping;

J The purpose and basic operation of Dynamic ARP Inspection (DAI);

. Configuring and monitoring DAI;

. The benefits and operation of 802.1X; and
. Configuring and monitoring 802.1X.
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Agenda: Switching Security

MAC Limiting
DHCP Snooping
Dynamic ARP Inspection
802.1X

fiJuniper’ Education Services

MAC Limiting

The slide lists,the topics we cover in this chapter. We discuss the highlighted topic
first.
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MAC Limiting

MAC limiting protects Ethernet switches from MAC
address-based attacks, such as MAC flooding and
MAC spoofing, which target network resources
Prevents MAC flooding by limiting the number of MAC
addresses learned on an access port
Prevents MAC spoofing by explicitly configuring allowed MAC
addresses for a given access port
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MAC Limiting

MAC limiting protects Ethernet switches, as well as other network resources, against
attacks that use MAC addresses. Some examples of attacks that use MAC addresses
to disrupt network operations include MAC flooding and MAC spoofing. Both MAC
flooding and MAC:spoofing can be quite harmful because they facilitate a
denial-of-service (DoS) attack, which renders users, systems, or entire networks
useless. MAC limiting can be implemented using two different methods.

The first method allows you to specify the maximum number of MAC addresses that
can belearned on a single Layer 2 access port. Once the switch reaches the MAC
limit, all traffic sourced from new MAC addresses is subject to being dropped based
on.the configured action.

The second method allows you to define allowed MAC addresses for a specific access
port. Any MAC address that is not listed will not be learned or permitted network
access.
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MAC Limiting Methods

MAC limiting uses the following two methods:

Designed to statically bind specific MAC
addresses 10 a particular port
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MAC Limiting Methods

The slide illustrates the'two MAC limiting methods. In the first method, shown on the
left side of the slide, the switch either permits or denies each individual host network
access through the attached network port, based on its MAC address. This requires
knowledge of the node’s MAC address and is not ideal in environments where
end-users move from switch port to switch port.

In thessecond method, shown on the right side of the slide, multiple hosts are
attempting to access the network through a single switch port. In this example, the
port is configured with a MAC limit of two; thus, the switch permits access to only the
first two devices, whereas it denies network access through this port for any
subsequent devices beyond the specified limit of two. The MAC limit is user defined
and varies depending on the needs within each environment. In environments that
use IP telephony, the limit specified should be two when an IP phone and a user’s PC
are attached to the same switch port. In data-only environments, you can typically
specify a limit of one to account for the user’s PC connection.
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MAC Limiting Actions

When a MAC address limit is exceeded, the switch
can perform one of the following actions:

Drop offending packets

Generate error Io;
g and generate error log

fJuniper’ Education Services

MAC Limiting Actions
When a MAC limiting violation occurs, the switch performs one of the following
actions:
. shutdown: Blocks data traffic and generates a system log entry.
. drop: Drops the packet and generates a system log entry.
) Log: Does not drop the packet but generates a system log entry.
* none: Does nothing.
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Configuring MAC Limiting

[edit ethernet-switching-options]
user@switch# show
secure-access-port |
interface ge-0/0/2.0 {
allowed-mac [ 00:1lb:icO:5e:53:a0 00:ilbic0:5e:53:ad ¢
}

interface ge-0/0/3.0 { MAC limiting methods
mac-limit 1 action log:

I
interface ge-0/0/4.0 {
mac-limit 2 action drop; MAC limiting actions
}
interface ge-0/0/5.0 {
mac-limit 3 action shutdown:

}

fiJuniper’ Education Services

Configuring/MAC Limiting

The slide illustrates a sample MAC limiting configuration. In this example, we see both
enforcement methods, as well as the common actions invoked when a limit violation
occurs./As mentioned previously, in addition to the actions of 1og, drop, and
shutdown, a fourth action of none exists. The action none allows you to exclude
individual interfaces from a MAC limiting configuration when the interface all
statement is used. The following example illustrates this scenario:

[edit ethernet-switching-options]
user@switch# show
secure-access-port {
interfacenge-0/0/10.0 {
mac-limit 1 action none;
}
interface all {
mac-limit 1 action shutdown;

As highlighted, when the interface all statementis used in conjunction with
individual interface statements, JUNOS software considers the individual interface
statements to be more specific, and they always take precedence.
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Monitoring MAC Limiting

Use the show log messages command to view
MAC limiting violations

userfswitch> show log messages
Use the show ethernet-switching table
command to view MAC table details

user@switch> show ethernet-switching table
Ethernet-switching table: 3 entries, 2 learned

VLAN MAC address Type Age Interfaces
w100 00:51:00:00:00:01 Learn Jeke ge-0/0/0.0
w100 00:9%2:00:00:00:02 Learn Z= 5 ge-0/0/2.0

Use the clear ethernet-switching table
interface command to clear viclations

user@switch> clear ethernet-switching table interface intexface-name

fJuniper’ Education Services

Tracking Violation Events

Use the show log messages command to view MAC limiting violations. The actual
log entry, shown within the log messages file, varies depending on the configured MAC
limiting action. The following example shows the possible event messages:

user@switch> show log messages |match limit

Jan 11 12:45:34 switch gswd[746]: ESWD_MAC_LIMIT_ EXCEEDED: MAC limit (1)
exceeded at ge-0/0/0.0

Jan 11 13:04:25,switch eswd[746]: ESWD_MAC_LIMIT DROP: MAC limit (2) exceeded
at ge-0/0/5.0: dropping the packet

Jan 11 22:54:09"switeh eswd[746]: ESWD_MAC_LIMIT_BLOCK: MAC limit (2) exceeded
at ge-0/0#£10.0: shutting down the interface

You can also use the show ethernet-switching interfaces detail
command to verify the current blocking state of an interface. Include the interface
name to display the details for a specific interface. An example, which shows a
blocked interface, is shown:

user@switch> show ethernet-switching interfaces ge-0/0/10.0 detail
Interface: ge-0/0/10.0 Index: 69

State: up
VLANS:
default untagged blocked - MAC limit exceeded

Continued on next page.
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MAC Table Verification

Use the show ethernet-switching table command to view the contents of
the MAC table. The MAC table displays the learned MAC address entries. Each MAC
address entry includes the associated virtual LAN (VLAN), type, age, and interface. If
the entry is learned through an interface, the Type column displays Learn. If the
MAC address belongs to a routed VLAN interface (RVI) (displayed as Router in the
following example), the type Static is displayed. For all unknown MAC address
within a given VLAN, a type of Flood is listed. The following example illustrates the
various entry types:

user@switch> show ethernet-switching table
Ethernet-switching table: 6 entries, 3 learned

VLAN MAC address Type Age Interfaces
default * Flood - All-members
default 00:1b:c0:5e:53:al Learn 0 ge=0/0/2.0
marketing * Flood - Adil -members
marketing 00:19:e2:50:77:al Learn 0fge-0/0/0.0
marketing 00:19:e2:50:7¢c:00 Static = Router
marketing 00:1c:f9:cd:42:17 Learn 0'ge-0/0/0.0

Clearing MAC Table Entries

Use the clear ethernet-switching table or clear
ethernet-switching table interface interface-name command to
clear MAC table entries. Thé clear) ethernet-switching table command
clears all learned entries, whereas the clear ethernet-switching table
interface interxrface-name command clears entries associated only with the
referenced interface. The following example illustrates this operation:

user@switch> show ethernet-switching table
Ethernet-switching table: 6 entries, 4 learned

VLAN MAC qaddress Type Age Interfaces
marketing * Flood - All-members
marketing 00919:e2:50:3f:el Learn 0 ge-0/0/0.0
marketing 00:19:e2:50:77:al Learn 0 ge-0/0/0.0
marketing 00%19:e2:50:7c:00 Static - Router
marketing 00:19:e2:50:82:el Learn 0 ge-0/0/0.0
marketing 00:1c:£f9:cd:42:17 Learn 0 ge-0/0/0.0

user@switch> clear ethernet-switching table interface ge-0/0/0.0

user@switeh> show ethernet-switching table
Ethernet-switching table: 3 entries, 1 learned

VLAN MAC address Type Age Interfaces
marketing * Flood - All-members
marketing 00:19:e2:50:7c:00 Static - Router
marketing 00:1c:£f9:cd:42:17 Learn 0 ge-0/0/0.0
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Agenda: Switching Security

DHCP Snooping

fJuniper’ Education Services

DHCP Snooping

The slide highlights the topic we discuss next.
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DHCP Review

DHCP is used to dynamically configure network hosts

DHCPDISCOVER
(Broadcast)

DHCPOFFER

DHCP Client Dl (Unicast) ’ DHOR Server
=z

DHCPREQUEST
(Broadcast)

A

Y

DHCPACK
(Unicast)

A
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DHCP Review

The Dynamic Host Configuration Protocol (DHCP) is used to dynamically configure
hosts on a network. An administrator defines network parameters on a DHCP server.
Based_on individual requests from the DHCP clients, the DHCP server dynamically
assigns network parameters that facilitate network access for the individual hosts, or
DHCP clients. The slide illustrates the basic communication process between DHCP
clients and a DHCP server, including the various messages types sent between clients
and server.
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DHCP Vulnerabilities

DHCP requests are flooded throughout the entire
subnet

Reqguests can potentially be seen by all devices on the
subnet

Any device on the subnet can respond to DHCP
requests

Attackers can exploit DHCP by setting up a rogue DHCP
server, effectively launching a DoS attack

fJuniper’ Education Services

DHCP Requests

DHCP, like many other protocols, has inherent vulnerabilities, which can be exploited
either intentionally or unintentionally. When a client sends a DHCP request, it is seen
by all other devices participating on the subnet.

Who's Calling?

Because all DHCP requests can be viewed by any other device participating on the
same subnet, it makes sense that any device on that subnet can also respond to that
DHCP request. This inherent DHCP behavior facilitates opportunities for attackers to
disrupt normal network operations and effectively launch a DoS attack. One such
attack might include the use of a rogue DHCP server that responds to legitimate
requests from authorized clients and provides bogus network parameters to those
clients.
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DHCP Snooping

DHCP shooping:
Builds and maintains a database of bindings between valid
IP addresses and associated MAC addresses called the
DHCP snooping database
Protects the switch and other network resources from
malicious attacks by inspecting all DHCP packetsireceived

on untrusted ports
« By default, access ports are untrusted, and trunkportsare trusted,
you can modify the default behavior through configuration

fiJuniper’ Education Services

DHCP Snooping

DHCP snoopingbuilds'and maintains a database of valid IP addresses assigned to
downstream network devices by a trusted DHCP server. DHCP snooping reads the
lease information, which is sent from the DHCP server to the individual DHCP clients.
From thisiinformation it creates the DHCP snooping database. This database is a
mapping between IP address, MAC address, and the associated VLAN. When a DHCP
client releases an IP address (by sending a DHCPRELEASE message), the associated
mapping entry is deleted from the database. The switch also tracks the lease time, as
assigned by the DHCP server, and purges all expired entries.

DHCP snooping protects the switch, as well as other network components, by
inspecting all DHCP packets on untrusted ports. By default, JUNOS software treats
access ports as untrusted and trunk ports as trusted. If a server is connected to a
local access port, you must configure that port as a trusted port to accommodate the
DHCP server traffic it receives. Note that DHCP snooping occurs only on interfaces for
which an entry exists. If a switch port is connected to a device with a statically defined
IP address, no inspection occurs.
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DHCP Snooping Process

DHCP snooping uses the following process:
Device sends DHCPDISCOVER or DHCPREQUEST
Switch snoops the packet and updates the snooping
database
Switch forwards DHCPDISCOVER or DHCPREQUEST
Server sends DHCPOFFER, DHCPACK, or DHCPNAK
Switch snoops the packet and updates the snooping
database
Switch forwards DHCPOFFSER, DHCPACK, or DHCPNAK

6 4
DHCP @ ‘ : ‘ <
Client %b ,,:_:‘ 43“ \!EW Server

2
Switch
fJuniper’ Education Services

DHCP Snooping Process

This slide illustrates thedbasic steps involved with the DHCP snooping process.
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Configuring DHCP Snooping

[edit ethernet-switching-options]
user@switch# show
secure-access-port |

interface interface-name | Allows specified interface to receive DHCP server
dhep-trusted: traffic (such as DHCPOFFER, DHCPACK, or DHCPNAK)

}

interface interface-name { Prohibits specified interface from
no-dhep-trusted; receiving DHCP server traffic

}

vlan vian-name { : -
examine-dhcp; Enables DHCP snooping on a spegified VAN

}

fiJuniper’ Education Services

Configuring'DHCP Snooping

This slide provides a basic DHCP snooping configuration example. This example shows
the required configuration to enlist an access interface, which connects to a DHCP
server as a trusted interface, as well as how to enable DHCP snooping on an individual
VLAN.
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Monitoring DHCP Snooping

Use the show dhcp snooping binding
command to view DHCP snooping database details:

user@switch> show dhep snooping binding
DHCP Snooping Information:

MRC address IP address Lease Type VLAY Lnterface
00:1B:C0:5E:53:44 172.28.15.3 86271 dynamic w100 ge-0/0/0.0
B SLE s e Bt B I92.88,15.4 B8zl dynamic w100 ge-0/041.0

Use the clear dhecp snooping binding
commands to clear DHCP shooping database entries:

user@switch> eclear dhep snooping binding vlan vlan mac mac addxess

user@switch> eclear dhcp snooping binding vlan vlan

user@switch> eclear dhcp snooping binding

fJuniper’ Education Services

Viewing the DHCP_Snooping Database

This slide displays the.xcommands used to monitor DHCP snooping. Use the show
dhcp snooping binding command to view the registered details within the
DHCP snooping database.

Clearing the DHCP Snooping Database

Usethe clear dhcp snooping binding commands to clear entries within the
DHCP'snooping database. This command offers various options that allow the user to
clear all entries, all entries for a particular VLAN, or individual entries within the DHCP
shooping database.
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Agenda: Switching Security

Dynamic ARP I'nspection

fiJuniper’ Education Services

Dynamic ARP Inspection

The slide highlights the'topic we discuss next.
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MAC Address

Total entriesz:

00:1bic0:b5e:53:
00:159:e2:50:82:
00:19:e2:50:77:
00:10:db:L£f:20:

ARP Overview

ARP is used to map MAC addresses to |IP addresses
on multiaccess networks, such as Ethernet
Networking devices, such as switches, maintain the
MAC-to-IP address mapping in cache, which is
consulted when forwarding packets

user@switch>» show arp

83
el
al
50
4

Address Hame Interface Flags
il 2l Tl el vian.o none
B2 20200040 vilan.d none
Zuidi. 203 A i B viap.0 none
10.210.14.174 10.210.14.174 me0 .0 none

fJuniper’ Education Services

ARP Operation

Sending IP packets on,a‘multiaccess network requires mapping an IP address to an
Ethernet MAC address. Ethernet LANs use the Address Resolution Protocol (ARP) to
map MAC addresses to IP addresses.

ARPTable

The switch, as well as other networking devices, maintains this mapping in a cache
that it'consults when forwarding packets to network devices. If the ARP cache does
not contain an entry for the destination device, the host broadcasts an ARP request
for that device's address and stores the response in the cache. This cache, detailing
the ARP information, is often referred to as the ARP table. An example of an ARP table
from an EX-series switch is shown on the slide.
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ARP Spoofing

ARP spoofing is a man-in-the-middle attack that
impersonates—or spoofs—the MAC address of another
networking device such as a default gateway or server

Traffic is diverted from the proper destination and received
by the impersonating device

& —y.

Attacker @ / =y

fiJuniper’ Education Services

ARP Spoofing

ARP spoofing; also known as ARP poisoning, is commonly used to initiate
man-in-the-middle attacks. In these types of attacks, the attacker sends an ARP
packet.that spoofs the MAC address of another device on the LAN. Instead of the
switch sending traffic to the proper network device, it sends the traffic to the
impersonating device with the spoofed address. The result is that traffic from the
switch is diverted from the proper destination and received by the impersonating
device.
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Dynamic ARP Inspection

DAl

Prevents ARP spoofing by intercepting ARP packets on
untrusted ports and validating them against DHCP snooping
database
Checks if the source MAC address of the ARP packet
matches a valid entry in the DHCP snooping database

+ If no entry exists, the packet is dropped
Is enabled or disabled on a per-VLAN basis and not foreach

port
¢ Disabled on all VLANSs by default

fJuniper’ Education Services

Dynamic ARP Inspection

Dynamic ARP Inspection’(DAl) examines ARP requests and responses on the LAN.
Each ARP packet received on an untrusted access port is validated against the DHCP
snooping database. By validating each ARP packet received on untrusted access
ports, DAI can prevent ARP spoofing.

If the’DHCP snooping database does not contain an IP address-to-MAC address entry
for the information within the ARP packet, DAI drops the ARP packet, thus preventing
the propagation of invalid host address information. DAl also drops ARP packets when
the IPaddress in the packet is invalid. Because DAl depends on the entries found
within the DHCP snooping database, you must enable DHCP snooping. JUNOS
software uses DAl for ARP packets received on access ports because these ports are
untrusted by default. ARP packets bypass DAl on trunk ports because they are trusted
interfaces.

Continued on next page.
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Dynamic ARP Inspection (contd.)

By default, DAl is disabled on EX-series switches. You enable DAl on individual VLANs
and not for each port. If an access port is connected to a host with a statically defined
IP address within a VLAN that has DHCP snooping and DAl enabled, you must
configure that port as a trusted port to allow ARP packets to pass. You can set
individual ports as trusted by adding the dhecp-trusted option on a given port, as
shown in the following example:

[edit ethernet-switching-options]
user@switch# show
secure-access-port {
interface ge-0/0/20.0 {
dhcp-trusted;
}

JUNOS software broadcasts all ARP queries directed/to the switch out all ports
assigned to the associated VLAN. The software subjects ARP responses of those
queries to the DAI check. ARP packets are sent to and reviewed by the RE. To prevent
CPU overloading, JUNOS software rate-limits, ARP. packets destined for the RE.
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Configuring DAI

[edit ethernet-switching-options]
user@switch# show
secure-access-port |

interface Interface-name | ;
dhep-trusted: Marks interface as trusted

) and bypasses ARP inspection

vlan vian-name {
arp-inspection; Enables DAl for specified VLAN
examine-dhcp;

Enables DHCP snooping for specified VLAN
(required for DAI)

fJuniper’ Education Services

Configuring DAI

This slide illustrates asbasic DAl'configuration. As mentioned previously, DAl is
configured on a per-VLAN, basis.
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Monitoring DAI

Use the show dhcp snooping binding
command to view DHCP snooping database details:

user@switch> show dhep snooping binding
DHCP Snooping Information:

MAC address IP address Lease Type VLAN Interface
00:1B:C0:5E:53:44 172.28.15.3 86271 dynamic w100 ge-0/0/0.0
AUl Brons BEahs vl 172.28.15.4 8e&271 dynamic w100 ge<0/0/1.0

Use the show arp inspection statistics
command to view DAl statistics:

user@switch> show arp inspection statistics

Interface Packets received ARP inspectién pass ARP inspection failed
ge-0/0/0 7 5 2
ge-0/0/1 10 10 0

fiJuniper’ Education Services

Monitoring DA

This slide highlights some key commands used to monitor the operation of DAI. Use
the show dhcp, snooping binding command to view the recorded details within
the DHCP snooping database. Use the show arp inspection statistics
command to view DAl statistics.
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Agenda: Switching Security

802.1X
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802.1X

The slide highlights the topic we discuss next.
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802.1X

802.1X:

Is an IEEE standard for access control and authentication
Defines a method to authenticate and associate users with
network access rights based on assigned profile and VLAN
Includes three elements: 802.1X host (supplicant), switeh

(authenticator), and RADIUS server (authentication server)
« Supplicants require 802.1X client software

-'f—--—'_z_;l . h:h"“‘-:aa e g’
Host 8‘02"1’:] i Hto RADIUS server
{supplicant) ENTEA IO (authentication server)
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802.1X

802.1X is an Institute of Electrical and Electronics Engineers (IEEE) standard used for
port-level access.control and authentication. 802.1X does not replace other security
technologies; rather, it works together with port security features, such as DHCP
snooping; DAI, and MAC limiting, to guard against DoS attacks and spoofing.

The 802.1X standard is based on the Extensible Authentication Protocol (EAP), a
universal authentication framework. EAP is not an authentication mechanism by itself.
Instead, EAP provides some common functions and a negotiation method to
determine the authentication mechanism (EAP method) used between hosts and the
authentication server. As individual hosts are authenticated, they can be associated
with a specific profile and VLAN.

A LAN configured for 802.1X authentication contains three basic components:

. Supplicant: The device being authenticated. This device is typically a
user’s PC or an IP phone.

. Authenticator: The device that prevents a supplicant’s access until it is
authenticated. This device is a switch.

. Authentication server: The authenticating device. EX-series switches
currently support RADIUS authentication servers for 802.1X.

To authenticate through 802.1X, supplicants require 802.1X client software. Some
operating systems, such as Windows XP, include an 802.1X client by default.
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Access and Communications

The switch controls physical access to the network;
hosts cannot send normal network traffic over the link
when first connected

The switch acts as a proxy, requesting identity
information from the host and relaying it to the
RADIUS server

| The switch uses EAP to communicate with the host during authentication |

EAPOL Traffic 1 RADIUS Traffic

==y . ¥
Host : RADIUS Server
(Supplicant) {(Authentication Server)
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Controlling Access

EX-series switches, functioning'as 802.1X authenticators, control network access by
blocking all traffic to andifrom unauthorized supplicants. Access is granted only when
the individual supplicants are properly authenticated. Supplicants request network
access through their attached authenticator by sending and responding to EAP over
LAN (EAPQL) messages. If an authenticated supplicant no longer requires access to
thednetwork; it notifies the authenticator, at which time the authenticator once again
blocksietwork access through the associated network port.

Relaying Information

When an authenticator receives authentication requests from a supplicant, those
requests are received as EAPOL messages. The authenticator extracts and relays the
identity information, found within the EAPOL message, to the authentication server as
a RADIUS access request. The authenticator does not evaluate the supplicant’s
credentials but simply relays that information to the authenticating server in an
understandable format.
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Authentication Process

ju &y =

Host - RADIUS Server
(Supplicant) {Authentication Server)

o EAPOL-Start

>
>

EAP Request / ldentity o

>

o EAP Response / ldentity = e RADIUS Access Request

EAP Request / Challenge e RADIUS Access Challenge °

e

=
e EAP Response o RADIUS Access Request

EAP-Success
< o

EAP-Failure RADIUS Acoess Reject ~ VLAN assignment
O | sdded o this packet
@ EAP-Logoff

RADIUS Access Aceept e

A 4
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Authentication Process

This slide shows the individual steps for the 802.1X authentication process.
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Supplicant Modes

Supplicants are authenticated through an 802.1X

port using one of the following supplicant modes:
single (default) The switch permits access for the first
supplicant; all subseguent supplicants connecting to the

same port are allowed full access without authentication
single-secure: Switch permits access for a single

supplicant; all other supplicants are denied access
multiple: Switch permits access for multiple supplicants;

each supplicant is authenticated individually

fJuniper’ Education Services

Authenticating Supplicants

Although the authentication server performs the actual authentication process, it is
up to the authenticator to facilitate network access for individual supplicants through
the switch portst Supplicants are authenticated in either single mode,
single-secure mode, ormultiple mode:

single: Authenticates only the first supplicant. All other supplicants
who connect later to the port are allowed full access without any further
authentication. The subsequent supplicants effectively piggyback on the
first supplicant’s authentication. This is the default supplicant mode on
EX-series switches. It is also the recommended mode when a user’s PC
and IP telephone use the same switch port and one of the supplicants
does not support 802.1X.

single-secure: Allows only one supplicant to connect to the port. No
other supplicant is allowed to connect until the first supplicant logs out.

multiple: Allows multiple supplicants to connect to the port. Each
supplicant is authenticated individually.
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Supplicant Mode: Single

Switch authenticates a single supplicant connected to
the 802.1X port; all other devices are allowed access
without being authenticated

Switch
(802 1X enabled) %RH

=
s

unauthorized
@{ @{ [:n» Client initiates
o, Zor, oo 802 1X

==y

M= All clients can
: 5 Now access
authentication network
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Single Supplicant Mode

This slide illustrates the single supplicant mode, which is the default supplicant

mode for EX-series switches.

M Juniper
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Supplicant Mode: Single-Secure

Switch authenticates only a single supplicant for the
designated 802.1X port; all subsequent devices
connecting through the same port are denied access

Switch er‘“'ewa,
(802 X enabled) N
T

i

e
Link .

Unauthorized

Switch
{802 1X enabled)

LA

@{ @l D Cliznt initiates @l @ \/)I-b Onlyauthenticated
802.1X glignt can now

==y sy =—y gy
authentication access network

aUthorized
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Single-Secure Supplicant Mode

This slide highlights the.single-secure supplicant mode.
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Supplicant Mode: Multiple

802.1X port; each supplicant is authenticated
individually

Switch authenticates multiple supplicants on a single

Switch
(802 1X enabled)

r@lrl;ua 802.1X
—_—

Switch
(802 1X enabled) §

.--"‘-..,-‘g-.___-“

‘ Link -

nauthorized

authorized

Only authenticated
clients can now
access network

Clients initiate

authentication
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Multiple Supplicant Mode

This slide highlights the multiple supplicant mode. The multiple supplicant
mode overcomes the security concerns of the single supplicant mode while
providing more flexibility than the single-secure mode.
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Periodic Reauthentication

Can configure 802.1X-enabled switch ports to
periodically reauthenticate attached clients

Switch
(802 1¥-enabled) 5

® 0] )

Reauthentication period expires
and forces all authenticated
clients 0 reauthenticate

Selected hosts have authenticated
and are using the network

Switeh
(802 1X-enabled)

TR

ey
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Periodic Reauthentication

By default, EX-series switches functioning as 802.1X authenticators force all
authenticated supplicants to periodically reauthenticate. The default reauthentication
interval is 3600 (seconds (1 hour). You can disable reauthentication or modify the
reauthentication‘interval for individual ports at the [edit protocols dotlx
authenticator ‘interface interface-name] configuration hierarchy level.
The'reauthentication interval range is from 1 to 65535 seconds. A configuration
example follows:

[edit protocols,dotlx authenticator]

user@switch# show
interface {
ge-0/0/0.0 {

reauthentication 3600;

}
ge-0/0/1.0 {

no-reauthentication;

}
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802.1X and Mixed Environments

The switch sends an EAP frame requesting the The client sends an EAP start frame initiating
client’s identity. Because the client has no 802 1X authentication; the switch does not respond.<
support, it does not respond. The switch keeps the The client continues sending EAP start frames

port inan unauthorized state, blocking normal until the predefined limit Is reached  After a‘period

traffic from being switched of no response, the client assum hat the

authenticated and forwards trafl |

Switch Hsoras Switch
802 1X enabled) == No 802 1X
| | } : ) N

/ )
No 802 1% s ’ oo i ’
Client Client
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802.1X and'Mixed Environments

The slide addresses two common scenarios in which either the supplicant (client) or
the authenticator (switch) is not enabled for 802.1X, whereas the other component is
enabled for 802.1X.

In the'first scenario, the supplicant does not support 802.1X, but the authenticator
does support 802.1X. In this case, the authenticator sends an EAP frame requesting
the supplicant’s identity. Because the supplicant has no 802.1X support, it does not
respond. The authenticator keeps the port in an unauthorized state, blocking normal
traffic from being switched.

In the second scenario, the authenticator does not support 802.1X, but the supplicant
does support 802.1X. In this case, the supplicant sends an EAP start frame to initiate
authentication. Because the authenticator is not configured for 802.1X, or does not
support 802.1X, it does not respond. The supplicant continues sending EAP start
frames until it reaches the predefined limit of attempts. The number of start attempts
might vary depending on the supplicant client software. Once the predefined limit is
reached, the supplicant assumes that the link is authenticated and begins forwarding
traffic.
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802.1X Features (1 of 2)

Guest VLAN

Enables client to become a member of a specific VLAN when
authentication fails or when the client does not respond to
authentication (for example, a non-802.1X host)

MAC static list

Authentication bypass mechanism for non-802.1X hosts
that checks the MAC address of the host against the |ocal
database

« If a match is found, the host is successfully authenticated

« If a match is not found, the host is either denied networkaccess

{default) or is placed in a guest VLAN (configured on awper-port
basis)

fJuniper’ Education Services

Guest VLAN

A guest VLAN provides,limitedaccess to a LAN—typically just to the Internet—for
supplicants that fail 802:4X authentication. This feature is often configured on access
ports on which visitors might connect. You enable the guest VLAN on individual
network ports under the [edit protocols dotlx authenticator
interfac¢e] hierarchy level. A sample configuration follows:

[edit protocols dotdx authenticator interface]
user@switch# show
ge-0/0/2.0 {

guest-vlan freedall;

}

We defined the referenced freed4all guest VLAN in this example under the
[edit vlans] hierarchy level as shown in the following configuration:

[edit vlans]
user@switch# show
freedall {

vlan-id vlan-id;

}

Continued on next page.
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MAC Static List

You can choose to define a list of static MAC addresses as an 802.1X authentication
bypass mechanism. This authentication option is typically used when a device does
not support 802.1X. When a device does support 802.1X and is listed in the static
MAC address bypass list, it will be authenticated by the switch, rather than through
802.1X by a RADIUS server.

When the static MAC bypass mechanism is used, the switch checks the supplicant’s
MAC address against the list of MAC addresses permitted through the static MAC
address bypass list. If a match is found, the host is successfully authenticated. If a
match is not found, the host is either denied network access (default) oris granted
access through the guest VLAN, if configured. The MAC addresses can.be bound to a
specific network port or associated with any network port to fagilitate, user mobility.
The following example configuration illustrates both scenaries:

[edit protocols dotlx authenticator static]
user@switch# show
00:1b:c0:5e:53:al1 {
interface ge-0/0/2.0;
}
00:1b:c0:5e:01:b2;
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802.1X Features (2 of 2)

Dynamic VLAN assignment
Dynamically associates host with VLAN when authenticated
« RADIUS server returns VLAN ID and name attributes as part of the

access-accept message
« VLAN must be configured on the switch

= Authentication
=
,. Server
<
7/

VIANID 9 Y
Yy
_ VLAN ID 10

Supplicants
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Dynamic VLAN Assignment

802.1X provides the ability to dynamically associate supplicants with a designated
VLAN during the authentication process. You can configure the RADIUS server to
return VLAN attributes as part of the access-accept message. For proper operation,
the same VLAN assigned to the supplicant’s port by the RADIUS server must also be

configured on the switch.

NETWORKS
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Configuring 802.1X (1 of 2)

[edit protocols dotlx]

user@switch# show

authenticator |
authentication-profile-name profile-name;
static {

Referenced authentication profile is
defined under the [edit acceszs]

mac-address { hierarchy
vlan-assignment (vian-name | vid): Authentication bypass mechaniem
interface interface-name:;
}
}
interface {
interface-name { 802.1X portsetings
disable;
supplicant (single | single-secure | multiple};

reauthentication seconds:
no-reauthentication:
guest-vlan (vian-name | wid):

fiJuniper’ Education Services

Configuring802.1X: Part 1

This slide illustrates some of the configuration options found under the [edit
protocols detlx] configuration hierarchy level. The authentication profile
referenced in the sample configuration is defined under the [edit access]
configuration hierarchy and is shown on the next slide.
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Configuring 802.1X (2 of 2)

[edit access)
user@switch# show
radius-server |
server-address { RADIUS server defined
port port-number:
secret RADIUS-secret;
source-address scource-addresgs:
1

¥
profile profile-name { Authentication profile defined I

authentication-order radius;
radius { /
authentication-server server-address:

}

RADIUS server referenced must be defined under &4
the [edit access radius-server] hierarchy

fJuniper’ Education Services

Configuring 802.1X: Part 2

This slide shows the remainderof the 802.1X configuration example. In the sample
configuration, we see the definition of a RADIUS server and an authentication profile.
As shown on the previous slide, the authentication profile is referenced under the
[edit protocels dotlx authenticator] configuration hierarchy level.
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Monitoring 802.1X

Operational-mode commands:
Use the show dotlx interface command to verify
802.1X status for individual interfaces:

userlswitch> show dotlx interface

Use the show dotlx static-mac-address‘command to
view static MAC address bypass details:

userflswitch> show dotlx static-mac-address

Use the show dotlx authentication-failed-users
command to view failed user information:

userf@switch> show dotlx authentication-failed-users

fiJuniper’ Education Services

Monitoring 802.1X

This slide displays the.common operational-mode commands used to monitor 802.1X.
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Summary

In this chapter, we:
Described the purpose and basic operation of MAC limiting
Configured and monitor MAC limiting
Explained the benefits and operation of DHCP snooping
Configured and monitored DHCP snooping
Described the purpose and basic operation of DA
Configured and monitored DAI
Explained the benefits and operation of 802.1X
Configured and monitored 802.1X

fJuniper’ Education Services

This Chapter Discussed:
. The purposé and basic operation of MAC limiting;
. Configuring and operational monitoring of MAC limiting;

. The benefits and operation of DHCP snooping;
. Configuring and monitoring DHCP snooping;

o The purpose and basic operation of DAI;

. Configuring and monitoring DAI;

. The benefits and operation of 802.1X; and

. Configuring and monitoring 802.1X.
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Review Questions

How does MAC limiting protect against MAC flooding
and MAC spoofing?

What is the purpose of DHCP snooping, and how
does it work?

What is ARP spoofing, and what feature is available
to protect against it?

Describe the 802.1X authentication process.

What supplicant modes are available?Describe
each mode.

fiJuniper’ Education Services

Review Questions:
1.
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Lab 11: Switching Security

Perform configuration and verification steps typically
associated with the MAC limiting, DHCP snooping,
DAl, and 802.1X features.

fiJuniper’ Education Services

Lab 11: Switching Security

The slide provides the objective for this lab.
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Chapter Objectives

After successfully completing this chapter, you will be
able to:

Describe the purpose of PoE

Configure and monitor PoE

Explain the benefits of a voice VLAN

Configure and monitor a voice VLAN

Explain the purpose of LLDP

Describe the benefits of LLDP-MED

Configure and monitor LLDP and LLDP-MED

fJuniper’ Education Services

This Chapter Discusses:
. The purpesé of Power over Ethernet (PoE);
. Configuring and monitoring PoE;
. The benefits of a voice virtual LAN (VLAN);
. Configuring and monitoring a voice VLAN;
J The purpose of the Link Layer Discovery Protocol (LLDP);

o The benefits of the Link Layer Discovery Protocol-Media Endpoint
Discovery (LLDP-MED); and

. Configuring and monitoring LLDP and LLDP-MED.
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Agenda: IP Telephony Services

Power over Ethernet
Voice VLAN
LLDP
LLDP-MED

fiJuniper’ Education Services

Power over.Ethernet

The slide lists,the topics we cover in this chapter. We discuss the highlighted topic
first.
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Power over Ethernet

PoE is defined in IEEE 802.3af and facilitates the

delivery of regulated power over a standard copper

Ethernet network cable

PoE deployments consist of two primary components:
PSE provides power

PD accepts and utilizes delivered power

5 § &

fJuniper’ Education Services

Power over Ethernet Defined

Power over Ethernet (PoE) is defined in the Institute of Electrical and Electronics
Engineers (IEEE) 802.3af specification. PoE allows both data and electric power to
pass over a copper Ethernet LAN cable. This technology allows voice over IP (VoIP)
telephones, wireless access points, video cameras, and point-of-sale devices to safely
receive power from the same access ports through which network access is provided.
EX-series switches provide either 8, 24, or 48 PoE ports.

PoE Components

APoE deployment consists of two primary components: the power sourcing equipment
(PSE) and the powered device (PD). The PSE is any device that provides power in a PoE
implementation. EX-series switches are considered PSE devices because they include
PoE ports. A PD is a device powered by a PSE. These devices might include VolP
telephones, wireless access points, video cameras, and point-of-sale devices.
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Power Classification

IEEE 802.3af has an optional power classification

feature that allows a PSE to budget the required

power based on the class of the attached devices,

significantly reducing power capacity requirements
With power classification: The switch (PSE) identifies power
needs and reserves power for PDs based on class

Without power classification: The switch (PSE) assigns all
PDs the default class (Class 0), which budgets a full 15.4

watts per port

fiJuniper’ Education Services

Power Classification

An optional pewer classification is included in the 802.3af specification. This power
classification allows the PSE to allocate the needed power based on the attached
device's class. This classification option can greatly reduce the power capacity
requirement for the PSE providing the power.

When power classification is used, the switch (which acts as the PSE) identifies the
powerrequirements for each PD based on the device’s class. Once the device’s class
is identified, the switch provides the required power. This approach efficiently
allocates available power based on actual requirements. Without power classification,
all PDs are assigned to the default class (Class 0) and allocated a full 15.4 watts, even
when it is not required. This approach is less efficient and inevitably wastes power
from the total available pool.

IP Telephony Services ¢ Chapter 14-5
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Power Class Definitions

Class Number Maximum Power at Output Port of PSE
9 [Delault (Actual d:\fi’(-:i gﬁr;ﬁz:fte:an be less)
1 4 watts
2 T watts
3 15.4 watts
4 Future expansion

fJuniper’ Education Services

Power Class Definitions

A PD is classified based©n the'maximum power that it draws across all input voltages
and operational modes. The most common class is Class O, which is the default class
for EX-series switches. With Class O, the switch allows a maximum draw of 15.4 watts
per port. The switch provides 15.4 watts at the port to guarantee enough power to run
a device, after accounting for line loss. Line loss can reduce the total amount of
received power by up to 16 percent, which leaves approximately 12.95 watts for the
PD. This amount of power should be sufficient for all IEEE 802.3af-compliant devices
requiring PoE service.

Note that Class O and Class 3 appear to be identical and offer the same maximum
power level. However, IEEE created both classes to account for distinct situations.
Class O can be used for all powered devices, including inexpensive, unsophisticated
PDs that cannot be assigned to Classes 1, 2, or 3. Class 3 can be used only with
802.3af-compliant PDs capable of being assigned to Classes 1, 2, or 3. The slide lists
all power classes and their associated power levels.
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Power Management

Power management modes include:
Static: Power is deducted from the total power pool as

specified by the user for that interface

« Ensures that the maximum power specified for the interface is
always reserved

Dynamic: Power budgeted from the total power pool for
each port matches the actual power consumed

Class: Power budgeted from the total power poeol for each
port matches the maximum power for the power ¢lass

fiJuniper’ Education Services

Power Management Modes

Three distinct power management modes are possible. These power management
modes include static mode, dynamic mode, and class mode:

o The static power management mode allows you to specify the desired
amount of power for individual ports. The power allocated is deducted
from the overall pool of available power within the system. This power
management mode ensures that the desired power level specify for each
port is always available.

. The dynamic power management mode is more flexible than the static
mode because the power budgeted matches the actual power
consumed. As the name indicates, this mode is dynamic in nature and
consumes only what is actually needed.

. The class power management mode uses the classification associated
with the PD when determining the required power budget.

Currently, EX-series switches support the static power management mode with a
default class of O, which means all PDs receive a full 15.4 watts of power. As long as
the appropriate power supply is installed in an EX-series switch, ample power should
be available for all devices requiring PoE service.
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Three power supply
capacities:

320W, 600 W, and 930 W
Any power supply can
be installed in any switch
model
Installing a higher capacity
power supply does not
increase the number of
PoE ports on the switch

Power Pool Usage Guidelines

Power Supply|  Switch ‘Power Budget
Capacity |Consumption| for PoE Pool
130 W
8 PoE ports at
320 W (
190 W |15 4 Weach)
110'W
600 W (244PoE ports
190 W 14115 4 W each)
740 W
930 W o (48 PoE ports

at 15.4 W each)

fJuniper’ Education Services

Power Supply Capacities

With the exception of the 24-port 100Base-FX/1000Base-X SFP fiber platform, all
EX 3200 and EX 4200 switch models provide either 8, 24, or 48 PoE ports. To
accommodate the required power for the PoE ports, three power supply capacities

exist. The available power supply capacities are 320 watts, 600 watts, and 930 watts.

PowerSupply and Switch Compatibility

EX 3200 and EX 4200 models can use the same power supplies. This design feature
can prove to be a significant advantage when planning for spare field-replaceable

units (FRUs).

Continued on next page.
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Predetermined PoE Ports

All 802.3af-compliant PDs require no more than 12.95 watts. Thus, if you follow the
recommended guidelines for selecting power supply units to support the number of
PoE ports, the switch should be able to supply power to all connected PDs. If a higher
capacity power supply unit is installed on a switch model that has only 8 PoE ports, it
does not extend PoE capabilities to the non-PoE ports. If a lower capacity power supply
unit is installed in a switch with 24 or 48 PoE ports, the total number of PoE ports is
decreased. For example, if a 320 watt power supply unit is installed in a switch with
24 PoE ports, only the first 8 ports (port numbers O through 7) provide PoE power. If
redundant power supplies of different capacities are installed in an EX4200 switch—
for example, a 600 watt power supply and a 930 watt power supply=the total
available PoE pool is based on the lower of the two power supplies (600 watts). This
design prevents power loss on already powered PoE devices inicase of a power supply
failure or a hot-swap of power supplies.
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dizable
duration
interval

PoE Telemetries

Switch provides telemetries support to keep history of
power usage for each PD

Disabled by default; you enable PoE telemetries through
configuration and specify duration and interval values

[edit poe interface interface-name telemetries]

userf@switch# set 2

Possible completions:

+ apply-groups Groups from which to inherit configuration data

+ apply-groups-except Don't inherit configuration data from theSe, groups

Disable telemetries
Duration to continue recording of daka fQ...24" hours)
Interval at which data should be rgeorded §1...30 minutes;

fJuniper’ Education Services

PoE Telemetries

To maintain a history of power usage, EX-series switches support PoE telemetries. This
feature is disabled by default, but you can easily enable it through the configuration.
You enable PoE telemetries for individual interfaces or all interfaces using the keyword
all underthe [edit poe interface] hierarchy. You can also define custom
interval andduration settings, which determine how often and for how long the
usage datais tracked. The default duration is 1 hour and has a configurable range of
1to.24 hours. The default interval is 5 minutes and has a configurable range of 1 to
30 minutes.

Continued on next page.
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PoE Telemetries (contd.)

The following sample configuration shows the usage of individual interfaces, the
interface all keyword, as well as mixed interval and duration settings:

[edit poe]
user@switch# show
interface all {
telemetries {
interval 5;
duration 1;
}
}
interface ge-0/0/0 {
telemetries {
disable;
}
}
interface ge-0/0/5 {
telemetries {
interval 1;
duration 1;
}
}
interface ge-0/0/7 {
telemetries {
interval 30;
duration 24;
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Configuring PoE

[edit poe]

userfswitch# show Determines priority for shutdown of

interface all | interface | individual ports when there is
disable; insufficient power for all PoE pors

priority high | Iows
maximum-power watts:
telemetries {

disable:

interval minutes:

duration hours:

} Allows per-port PoE consumption tracking

Sets maximum amount of power
that can be supplied for a port

fiJuniper’ Education Services

Configuring PoE

The slide illustrates the basic hierarchy and configuration options for PoE.
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Monitoring PoE (1 of 2)

Use the show chassis hardware command to
verify PoE capabilities

userfswitch> show chassis hardware
Hardware inventory:

Item version Part number Serial number Description
Chassis REV X3 750-021256 BMO207431360 EX4200-24T
FBC 0 REV 02A 711-021264  AK0207431816 Ex4200-24T4 TRECH
Power Supply 0 REV 01  740-020957  AT0S07420051 ps B0 A

Use the show poe controller commanddto view PoE
power usage and availability

user@switch> show poe controller

Controller Maximum Power Guard-kband  Management
Index Power Consumption
0 115 W 0w 15W Static

fiJuniper’ Education Services

Monitoring POE: Part 1

This slide and.the next'highlight some key operational-mode commands used to
monitor PoE. Use the show chassis hardware command to determine the PoE
capabilities of an EX-series switch. Use the show poe controller command to
view PoE power usage and availability details.
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Monitoring PoE (2 of 2)

Use the show poe interface command to verify
the operational status of a PoE interface, as well as
the actual power being consumed by PDs

user@switch> show poe interface
Interface Admin-status Oper-status max-power priority power-consumption Class

ge-0/0/1 Enabled ON 15. 4w Low 3.5W i]
ge-0/0/3 Enabled OFF 12. 0w High 0. oW i]

ge-0/0/5 Enabled OFF 15. 4w Low 0. 0w i

Optionally, verify the same details for an individual interface

user@zswitch> show poe interface ge 0/0/3
PoE interface status:

PoE interface : ge-0/0/3
Administrative status : Enabkled
Operational status :  OFF
Power limit on the interface : 15.4W
Priority :  High
Power consumed ;o 0.0W
Claszs of power device z 0

fJuniper’ Education Services

Monitoring PoE: Part 2

This slide illustrates thesshow poe interface command, which you use to verify
the operational state of POE interfaces. The output of this command also displays the
power consumption details for PDs attached to the PoE interfaces. As shown on the
bottom of the slide, you can choose to add the interface name to the show poe
interface command to limit the generated output and display PoE details for only
thesspecified interface.
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Agenda: IP Telephony Services

~Nasrmat

Voice VLAN

fiJuniper’ Education Services

Voice VLAN

The slide highlights the'topic we discuss next.
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Voice VLAN

The voice VLAN feature enables access ports to
accept both untagged (data) and tagged (voice) traffic
and separate that traffic into different VLANs

fJuniper’ Education Services

Voice VLAN

EX-series switches accommodate implementation scenarios that include an IP phone
and a user’s PC connected to a single switch port. Typically, administrators choose to
treat VolIP traffic differently from user data traffic. To treat this traffic differently, a
mechanism mustbe able to separate common user data traffic from voice traffic. The
voice VLAN is used for this purpose. The voice VLAN enables a single access port to
aceept untagged data traffic as well as tagged voice traffic and associate each type of
trafficwith distinct and separate VLANs. By doing this, a network’s class-of-service
(CoS)implementation can treat voice traffic differently, generally with a higher priority
than common user data traffic.
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Usage Guidelines

When using the voice VLAN feature:
Configure CoS before enabling voice VLAN
Enable voice VLAN for switch access ports with |IP phones

Use LLDP-MED to provide voice VLAN ID and 802.1p valués
to attached IP phones

fiJuniper’ Education Services

Voice VLANUsage Guidelines

When implementing the voice VLAN feature, keep in mind the following:

1.

We highly recommend that you configure CoS prior to enabling the voice
VLAN feature. CoS is used to provide differentiated treatment for the
various traffic types flowing throughout the network. Typically, voice
traffic is treated with a higher priority than common user traffic. Without
differentiated treatment through CoS, all traffic, regardless of the type, is
subject to the same delay during times of congestion.

You should enable the voice VLAN only on access ports on which IP
phones are actually connected. It makes little sense to enable an IP
telephony feature on ports that do not carry IP voice traffic.

Use LLDP-MED to provide the voice VLAN ID and 802.1p values to the
attached IP phones. This dynamic method associates each IP phone with
the appropriate voice VLAN and assigns the necessary 802.1p values,
which are used by CoS, to differentiate service for voice traffic within a
network.

M Juniper
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Configuring a Voice VLAN

[edit ethernet-switching-options] Associates VWoIP parameters
userfl@switch# show with all access ports
voip {
interface {access-ports | interface-name) | Associates VoIP parameters
vlan (vlan-pame | vid): with specified access port

forwarding-class class;

Referenced VLAN and forwarding class
must be defined locally on swilch

fJuniper’ Education Services

Configuring a Voice'VLAN

This slide illustrates thedbasic hierarchy structure along with the available
configuration options associated with the voice VLAN feature.
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Monitoring Voice VLAN

state information

userflswitch> show vlans detail voice

Description: Used for voice Traffic
Number of interfaces: 3 (Active = 3)

Use the show vlans detail vlan-name

command to verify voice VLAN membership, tag, and

VLAN: volce, 80Z.1Q Tag: 500, Admin state: Enabled

Untagged interfaces: ge-0/0/0.0%, ge-0/0/1.0%, ge-0/0/1040%

* = Active

fiJuniper’ Education Services

Monitoring a Voice'VLAN

This slide displays a sample output from the show vlans detail vlan-name
command. Thiseommand shows voice VLAN details such as membership, tag, and

state information.

M Juniper
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Agenda: IP Telephony Services

LLDP

fJuniper’ Education Services

LLDP

The slide highlights the topic we discuss next.
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Link Layer Discovery Protocol

LLDP, as defined in IEEE 802.1ab, is a Layer 2
neighbor discovery protocol that allows network
devices to advertise their identity and capabilities
LLDP-enabled devices are called LLDP agents

LLDP agents exchange LLDPDUs

Information learned from neighbors is stored in,a database
« Database entries are refreshed periodically

LLDP frames use TLV tuples
LLDP defines a set of mandatory and optional TLVs
LLDP frames are constrained to the local link

fiJuniper’ Education Services

LLDP Defined

The Link Layer.Discovery Protocol (LLDP) is defined in IEEE 802.1ab as a Layer 2
protocol that facilitates network and neighbor discovery. Neighbor discovery is made
possible through advertisements sent by each network device participating in LLDP.
Advertisements are sent by LLDP-enabled devices to identify themselves and to
announce their capabilities to neighboring devices. LLDP is somewhat comparable in
purpose to the Cisco Discovery Protocol (CDP). LLDP operates on both Layer 2 and
Layer 3 interfaces. Also, for operability of the protocol, it does not matter whether the
port is a trunk port or an access port because the LLDP frames are untagged. This
behavior helps the protocol build the network topology, regardless of specific
configuration parameters assigned to the port.

LLDP Agents

Any LLDP-enabled device is known as an LLDP agent. Each LLDP agent exchanges
LLDP data units (LLDPDUs) with all other neighboring LLDP agents. LLDP agents store
the information learned from neighbors in a local database. LLDP periodically
refreshes the local database to maintain accurate information for all neighboring
LLDP agents.

Continued on next page.
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Type/Length/Value Messages

LLDP-capable devices transmit information in type/length/value messages (TLVs) to
neighbor devices. Device information can include specifics such as chassis and port
identification, system name, and system capabilities. LLDP defines some TLVs as
mandatory, whereas others are listed as optional. The TLVs leverage this information
from parameters that are already configured in the JUNOS software. All LLDP frames
carrying TLVs are constrained to the local link, which means LLDP frames are never
relayed or passed beyond a directly connected neighbor.
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LLDPDU Frame Format

LLDP
DA SA Ethertype | “@———— Data+pad ——————P»
LLDP_Multicast MAC 800 LLDPDU FCS
address address
6 octets 6 octets 2 octets 1500 octets 4 octets

LLDP multicast address: 01-80-C2-00-00-0E. )

Chassis ID Port ID Time to Live Optional Optional End of
v TLY LV TLY LY LLDPDU TLV
M M M M

M = Mandatory TLY—required for all LLDPDUs

fiJuniper’ Education Services

LLDPDU Frame Format

This slide illustrates the LLDPDU frame format. This illustration highlights the LLDP
multicast address as well as the TLVs that are required in all LLDPDUSs. A basic
description of the mandatory TLVs follows:

Chassis ID: This TLV identifies the MAC address associated with the local
system.

Port ID: This TLV identifies the port from which the LLDPDU is
transmitted.

Time to live (TTL): This TLV identifies how long the device’s information is
valid. A nonzero value indicates that the information is to be updated. A
value of O indicates that the information is no longer valid and should be
removed from the receiver’s database.

End of LLDPDU: This TLV identifies the end of TLVs in the LLDPDU.

Continued on next page.
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LLDPDU Frame Format (contd.)

In addition to the mandatory TLVs, EX-series switches support the following set of

basic TLVs:

Port description: This TLV provides the user-configured port description.
The port description can be a maximum of 256 characters.

System name: This TLV identifies the user-configured name of the local
system. The system name can be a maximum of 256 characters.

System description: This TLV provides the system description containing
information about the software and current image running on the
system. This information is not configurable but taken from the software.

System capabilities: This TLV identifies the primary function performed by
the system. The capabilities that the system supports.are defined—for
example, bridge or router. This information is not configurable but based
on the model of the product. An EX-series switchfis capable of both
switch and router operations.

Management address: This TLV identifiesthe IPv4 management address
of the local system.
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LLDP Updates

LLDP update considerations:
Periodic updates are sent at regular intervals
« Default is 30 seconds; valid range is 5 to 32768 seconds
Triggered updates are sent when local value changes
« Triggered updates conform to 1 per second limit
Updates are sent as unsecure, one-way advertisements
« LLDP is stateless and offers no authentication

fiJuniper’ Education Services

LLDPDU Update Considerations

EX-series switches send periodic LLDP updates to neighboring devices. These updates
are advertised every 30 seconds by default. The advertisement-interval
range is 5 to 32768 seconds and is configured at the [edit protocols 11dp]
hierarchy.level. A sample configuration follows:

[edit protocolsd1ldp]
user@switch# set ad?
Possible completions:
advertisement-interval Transmit interval for LLDP messages (5..32768 secs)

EX-series switches also send LLDP updates as needed based on local changes. These
updates are often referred to as triggered updates because a value or state change
triggers the update, as opposed to the regularly scheduled updates. Triggered updates
cannot occur more than once per second.

LLDP updates are always sent as unsecured, one-way advertisements. Because LLDP
is a stateless protocol, there is no verification or guarantee that the neighboring
devices are actually receiving the transmitted advertisements. There is no
acknowledgement that the advertisements or updates sent by one device are
received by the neighboring devices. LLDP does not offer any authentication
mechanism; therefore, all LLDP advertisements are unsecured. If a switch port
connects to an untrusted boundary, such as a customer’s network, we highly suggest
that LLDP be disabled on that port.
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LLDP Transmit Agent

Transmit agent sends periodic and triggered updates

TTL TLV (tXTTL) mechanism determines the length of time
information remains valid on the receiver:

« msgTxInterval (default of 30 seconds) x msgTxHold (default

of 4 seconds)
« By default, messages are sent with a default TTL value of 120 sec
« If information is not refreshed before TTL expires, it is discarded
Transmit agent notifies neighbor of state changes

Final shutdown LLDPDU is sent with chassis |D, portdD, TIL
TLV field set to O, and end-of-LLDPDU TLV set
If the transmit agent fails to send shutdown. TLY béfore the
interface goes down, LLDP is maintained untih TTL age timer

expires
Chassis 1D Port ID Time to Live Optional Optional End of
TLYV TLV TLV TLV -4 T LLDPDU TLV
M M M M

fJuniper’ Education Services

Transmit Agent Sends Updates

LLDP transmit agents send periodic and triggered updates to neighboring devices. The
TTL TLV mechanism is used to ensure that only valid information is stored on the
receiver agent. The TTL value is determined by multiplying the msgTXInterval
value with the msgTXHo1d value. These values are defined on the transmit agent
usingthe advertisement-interval and hold-multiplier settings.

As shown on‘the slide, the default msgTXInterval is 30 seconds and the default
msgTXHold value is 4 seconds. These default values produce a default TTL value of
120 seconds. Thus, if a receiver agent does not receive an updated or refreshed
message within 120 seconds from a given transmit agent, the information associated
with that transmit agent is discarded.

Transmit Agent Notifies Neighbors

LLDP transmit agents notify their neighbors when an interface is about to become
nonoperational or when LLDP is disabled on that interface. A final shutdown LLDPDU
is sent with the chassis ID, port ID, TTL TLV fields set to zero (0), and the
end-of-LLDPDU TLV set. If a transmit agent fails to send a shutdown TLV for an
interface before it actually goes down, the receiver agent maintains the learned
information on that interface until the TTL age timer expires (default of 120 seconds).
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LLDP Receiver Agent

Receiver stores information in a neighbor database
Neighbor database information is accessible by SNMP
Database is updated to ensure data accuracy

Receiver maintains statistic counters for each

interface; these statistics include:
Frames received
Frames with errors
Unknown TLVs

[@Juniper’ Education Services

Receiver Agent Stores Information

The LLDP receiver agent stores information received from all neighboring
LLDP-enabled devices (LLDP transmit agents) in a neighbor database. The
information found within the neighbor database is accessible through SNMP. With the
helpof.the TTL TLV mechanism, the contents within the neighbor database are
refreshed or purged regularly to ensure that only accurate data is maintained.

Receiver Agent Maintains Statistics

The LLDP receiver agent maintains detailed statistic counters for all LLDP-enabled
interfaces. The statistic counters include frames received, frames with errors, and
unknown TLVs for a given interface. The following example illustrates the statistic
counters for both received and transmitted LLDP traffic for all participating interfaces:

user@switch> show 1lldp statistics
Interface Received Unknown TLVs With Errors Transmitted Untransmitted

ge-0/0/13.0 2665 0 0 2666 0
ge-0/0/10.0 17106 0 0 17115 0
ge-0/0/2.0 O 0 0 17111 4

== IP Telephony Services ¢ Chapter 14-27
¢ Juniper Phony P

= NETWORKS



Operating Juniper Networks Switches in the Enterprise

Agenda: IP Telephony Services

LLDP-MED

fJuniper’ Education Services

LLDP-MED

The slide highlights the topic we discuss next.
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What Is LLDP-MED?

LLDP-MED is an extension to LLDP developed by TIA
(ANSI/TIA-1057) to support interoperability and
enhance discovery between VolP endpoint devices and
other networking devices

LLDP-MED devices are categorized into three classes:

Class 1: All devices requiring base LLDP discovery. service

Class 2: Any device with IP media capabilities

« Examples include voice and media gateways, and conference bridges
Class 3: Any device used for end-user I[P communications

« Examples include IP phones and PC-based softphones

fiJuniper’ Education Services

LLDP-MED Defined

The Link Layer.Discovery Protocol-Media Endpoint Discovery (LLDP-MED) was
developed by the Telecommunications Industry Association (TIA) and is defined in the
American National Standards Institute (ANSI)/TIA-1057 standard. LLDP-MED is an
extension,to LLDP (IEEE 802.1AB) and was developed to support interoperability and
enhance discovery capabilities between VolP endpoint devices, such as IP phones,
and other networking devices, such as EX-series switches.

LLDP-MED Device Categories

LLDP-MED-enabled devices are categorized into three classes. Every class defines a
set of mandatory and optional TLVs to which the LLDP-MED implementation of the
device should conform. The three classes are the following:

. Class 1 (generic endpoints): This class definition is applicable to all
endpoints that require the base LLDP discovery service.

. Class 2 (media endpoints): This class includes endpoints that have IP
media capabilities. Some examples of devices that belong to this class
include voice and media gateways, and conference bridges.

. Class 3 (communication endpoints): This class includes devices acting as
end-user communication appliances that support IP media. Some
examples of devices that belong to this class include IP phones and
PC-based softphones.
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LLDP-MED Usage

LLDP-MED can be used for the following:

Network policy discovery
« Allows a switch to deliver VLAN and CoS settings to an IP phone
Power negotiation
« Allows a switch and IP phone to negotiate power requirements and
offerings
Inventory management
« Allows a management system to retrieve system information from
endpoint devices
Location discovery

« |dentifies the location of IP phones based on the switch port;
primary usage is for emergency services

fJuniper’ Education Services

LLDP-MED Usage

LLDP-MED capabilities are advertised within TLVs. The slide lists LLDP-MED
capabilities.

As of JUNOS software Release 9.0, EX-series switches support only the network policy
discovery capability. EX-series switches do not currently support the power
negotiation, inventory management, or location discovery capabilities, although they
are being considered for future versions of JUNOS software. The power negotiation
capability should not be a concern on EX-series switches because all PoE ports
supporta full 15.4 watts when the proper power supply unit is installed.
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LLDP and LLDP-MED Interaction

LLDP and LLDP-MED interaction details:
All mandatory LLDP TLVs are advertised in LLDPDUs as soon
as LLDP is enabled
All optional LLDP and LLDP-MED TLVs are enabled by default
LLDP-MED TLVs are sent only after detecting a MED device

2 LLDP-MED frame

sent by neighbor >3 Agent toggles 10

LLDP-MED

1. Interface stars
advertising base LLDP
TLVs (non-LLDP-MED)

fiJuniper’ Education Services

Interaction.Between LLDP and LLDP-MED

An EX-series switch participating in LLDP and LLDP-MED initially advertises the base
LLDP TLVs (thatis, non-LLDP-MED TLVs). If the EX-series switch detects a neighbor
device_ that requires LLDP-MED, it toggles to the LLDP-MED mode and begins
advertising LLDP-MED TLVs. All LLDP and LLDP-MED TLVs are enabled by default. An
EX-series switch determines the required mode of operation based on the TLV type
within the first LLDPDU received from an LLDP neighbor.
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LLDP-MED and 802.1X

LLDP-MED and 802.1X considerations:

When 802.1X is enabled, LLDP frames are not transmitted
or received until the port is authenticated

An IP phone and PC connected to the same switch port can
be authenticated separately (multiple supplicant mode) and
can receive different VLAN assignments and policies for
data and voice

« If only the IP phone or the PC is 802.1X capable, use the single
supplicant mode

fJuniper’ Education Services

LLDP-MED and 802.1X

When 802.1X is used on‘an interface, LLDP frames are advertised and processed only
when a secure port is authenticated. In other words, when 802.1x is enabled on a
given switch port, LLDP frames are not transmitted or received until that port
becomes authenticated.

In the case wherg an IP phone and a user’s PC are connected to the same switch port,
both devices'can be authenticated separately when multiple-supplicant mode is
enabled on that port. Using multiple-supplicant mode allows both devices to receive
their appropriate VLAN assignments and individual policies for voice and data traffic.
Voice traffic is commonly associated with a voice VLAN, which is treated with a high
priarity through CoS. User data traffic is often treated as a lower priority and might be
dropped sooner than voice traffic during times of congestion.

If an IP phone and a user’s PC are connected to the same switch port and only one of
the two devices is 802.1X capable, use single-supplicant mode. Single-supplicant
mode authenticates the 802.1X-capable device and freely permits the other device
without further authentication. In this situation, both devices are permitted network
access, and LLDP or LLDP-MED messages can be exchanged.
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LLDP and LLDP-MED Example (1 of 4)

fiJuniper’ Education Services

LLDP and LEDP-MED Example: Part 1

This slide and.the next'several slides highlight the basic operation of LLDP and
LLDP-MED. Thisslide introduces a typical topology that includes various network
devices'attached to some EX-series switches.
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M Juniper



Operating Juniper Networks Switches in the Enterprise

LLDP and LLDP-MED Example (2 of 4)

fJuniper’ Education Services

LLDP and LLDP-MED Example: Part 2

This slide illustrates thednitial'advertisement from each device running LLDP or
LLDP-MED. Here we see that all devices announce their identity and share various
other details by.way of LLDPDUs.
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LLDP and LLDP-MED Example (3 of 4)

ge-0/0/0 | Gateway 30000
ge-0/0/1 | 1P phone 0000
ge-0/0/2 PC 000(
ge-/0/3 | Switeh 0000

Switch

ge-0/0¢1 | 1P phone 000K
ge-0/oy2 | PC/server 000
ge0/0/3 | PC/Server hiiid

fiJuniper’ Education Services

LLDP and LEDP-MED Example: Part 3

This slide displays sample LLDP neighbor tables, which are built on the EX-series
switches based on the exchanged LLDPDUs.
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2e-0/0/0 | Gateway

2000
ge-0/0/1 | 1P phone 0000
ge-0/0/2 PC 000(
ge-/0/3 | Switeh 0000

LLDP and LLDP-MED Example (4 of 4)

Switeh

— i

Management

fe-0/0/1

IP phone

ge-0/0/2

PG/ Senver

2e0/0/3

PG/Server

fJuniper’ Education Services

LLDP and LLDP-MED Example: Part 4

This slide illustrates thesetrieval of LLDP neighbor information through SNMP.
Allowing a network management system to retrieve information from the LLDP
neighbor database through SNMP can aid in inventory management and topology

mapping efforts.
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Configuring LLDP and LLDP-MED

[edit protocols]
userfswitch# show

1ldp {
disable; Determines TTLvalue
advertisement-interval seconds; sent 1o neighbor devices

hold-multiplier number:
interface [all | interface-name] |

disable;
I
}
1ldp-med { Disables protocol on referenced interface
disable:; {suggested on untrusied boupndaries)
interface {all | interface-name){
disable:

}

fiJuniper’ Education Services

Configuring/LLDP'and LLDP-MED

The slide illustrates the basic hierarchy and configuration options for LLDP and
LLDP-MED.
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Monitoring LLDP and LLDP-MED

Use the following key commands to monitor LLDP:
Verify LLDP status:

user@switch> show 1ldp detail

View learned neighbor information:

user@switch> show 1lldp neighbors

Check local LLDP details:

user@switch>» show 1ldp local-info

View LLDP statistics and counters:

userf@switch> show 1ldp statistics

fJuniper’ Education Services

Monitoring LLDP and LLDP-MED

This slide highlights some key operational-mode commands used to monitor LLDP and
LLDP-MED. Use the show. 11dp detail command to determine the status of LLDP
or LLDP-MED. Use the show 11dp neighbor command to view information
learned from neighboring LLDP devices. Use the show 11dp local-info
command/to view local LLDP details. The output from this command essentially
represents much of the information that is sent from the local device to neighboring
LLDP-enabled devices. Use the show 11dp statistics command to view LLDP
statistics and counters.
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Summary

In this chapter, we:
Described the purpose of PoE
Configured and monitored PoE
Explained the benefits of a voice VLAN
Configured and monitored a voice VLAN
Explained the purpose of LLDP
Described the benefits of LLDP-MED
Configured and monitored LLDP and LLDP-MED

fiJuniper’ Education Services

This Chapter Discussed:

The purpose of PoE;

Configuring and monitoring PoE;

The benefits of a voice VLAN;

Configuring and monitoring a voice VLAN;

The purpose of the LLDP;

The benefits of LLDP-MED; and

Configuring and monitoring LLDP and LLDP-MED.

M Juniper
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Review Questions

What is the purpose of PoE power classification?
What power class is assighed to PoE ports by
default? How much power does it provide?

What is the purpose of a voice VLAN?

What are LLDP and LLDP-MED?

How can LLDP-MED benefit a network using IP
telephony services?

fJuniper’ Education Services

Review Questions
1.

Chapter 14-40 « IP Telephony Services iJuniperm

NETWORKS



Operating Juniper Networks Switches in the Enterprise

Lab 12: IP Telephony Services

Perform configuration and verification steps typically
associated with PoE, LLDP, LLDP-MED, and voice
VLAN features.

fiJuniper’ Education Services

Lab 12: IP Telephony Services

The slide provides the objective for this lab.
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Chapter Objectives

After successfully completing this chapter, you will be
able to:
Describe the network development life cycle
ldentify design principles used in Layer 2 networks
Explain the advantages of a hierarchical network design
List some common design considerations

fJuniper’ Education Services

This Chapter Discusses:

. The network development life cycle;

. Basic design principles used when designing Layer 2 networks;
. Advantages of implementing a hierarchical network design; and
. Common design considerations.
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Agenda: Design and Implementation

Network Development Life Cycle
Layer 2 Network Design
Implementation Examples
Case Study

fiJuniper’ Education Services

Network Development Life Cycle

The slide lists,the topics we cover in this chapter. We discuss the highlighted topic
first.
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Network Development Life Cycle

The network development life cycle includes three
phases:

Assessment phase

« |dentify requirements and resources for the network
Design and implementation phase

« Design and implement the network based on identified requirements
Maintenance phase

« Monitor and maintain the network

Assessment

7 \

4 Design and
Maintenance — Impiement m

fJuniper’ Education Services

Phases of the Network Development Life Cycle

This slide introduces the‘three phases of the network development life cycle. At a high
level, the three phases and associated tasks are the following:

. Assessment: In this phase appropriate individuals collectively assess and
identify the required resources for the network.

. Design and implementation: In this phase select engineers design and
implement the network based on the requirements identified in the
assessment phase.

. Maintenance: In this phase select employees monitor and maintain the
network as defined in the design and implementation phase. This phase
is also key in identifying needed changes and enhancements.

These three individual phases, which collectively constitute the network development
life cycle, are covered in greater detail on subsequent slides.
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Assessment

ldentify requirements and resources:

Physical topology
» Assess current and anticipated network infrastructure
requirements
Users and traffic
« Determine usage and communications policies
« |dentify number of users, user groups, and service levels
» Define traffic types, patterns, and any current and anticipated
traffic levels
Resource inventory
» Confirm current resources (What do we have?) Eess,,.e,.t
* Project required resources (What do we need?)

« Forecast needed budget for required \

resources (How much will it cost?)
Mainterance | QN | mpiementaton

fiJuniper’ Education Services

Identifying Requirements and Resources

To successfullydevelop an effective network design, you must first gain a
comprehensive understanding of the requirements and available resources for a given
network. The assessment phase provides managers and networking professionals the
opportunity to become unified in this understanding. Unless both groups are unified
and work through this process together, the likelihood of successfully implementing a
network that truly meets the requirements and needs of a business is minimal. In the
assessment phase, managers and those responsible for designing, implementing,
and managing the network should identify and document all applicable requirements.

One applicable requirement is the physical topology. The current and anticipated
physical infrastructure must be assessed. This assessment helps identify connectivity
requirements along with the available connectivity options.

Many companies implement policies that outline resource usage and communication
guidelines. Company policies might effectively determine network usage polices. For
example, some workgroups might be forbidden to exchange work-related information
because of confidentiality. A network enforcement policy should be in place to
substantiate and help enforce this company communications policy.

Continued on next page.
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Identifying Requirements and Resources (contd.)

To properly design and implement a network, certain capacity-related questions must
be answered. At a basic level the number of users requiring network access must be
identified, as well as any workgroup associations and variations in service levels.
Variations in service levels might be based on workgroup, traffic type, or both.

Defining the types of traffic, expected traffic patterns, and any current and anticipated
traffic levels for a network might be especially helpful. You can use this information to
properly structure network paths and provide ample bandwidth where necessary. By
implementing a sound network infrastructure with sufficient bandwidth, the overall
network performance increases, while the amount of congestion decreases.
Determining the expected and acceptable traffic types aids in the development of
user access control policy for individual users or groups of users.

It is said that the best things in life are free; if so, we can quickly,eliminate;high-end
networks from the list. Put simply, this stuff costs money. With this'in.mind, all relevant
parties must understand the financial impact that goes along with designing and
implementing a high-performing network. Without management’s commitment and
support, the desired network infrastructure will not be implemented.

To fully identify the expense of a network, a complete list of required resources must
be compiled. Start by creating a preliminary list of the anticipated resources required
for the network infrastructure. Next, identify what.resources are currently available.
Once a list of available resources is created, identify the resources on that list that can
actually be used. The list of existing, usable resources helps identify what additional
resources must be acquired. After identifying the list of resources that must be
purchased, pricing information is typically compiled and evaluated. Based on the
pricing evaluation, you can determinea.forecast of the required budget.
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Design and Implementation (1 of 2)

Use data from the assessment phase as a guide
when defining design objectives

Ensure that the physical and logical topology design meet
current needs and allow for growth

+ Base network growth forecasts on realistic data
Use identified network requirements to implement policy

« Implement policy and access control as close to endUsers as
possible to reduce unwanted resource consumption

Verify that user and traffic requirements
are met E
* Ensure that bandwidth requirements and / \
service levels are satisfied

. Design and
Maintenance _ Implementation

fiJuniper’ Education Services

Defining Design Objectives

The assessment phase can produce a number of stated requirements along with a
significant amount of facts and figures. Most of this information is used in the design
and implementation phase to aid in the definition of design objectives.

One'key design objective is to ensure that the physical and logical topology design
satisfies the current needs of the company and accommodates growth. Any growth
forecasts should be based on realistic data. Later in this chapter we discuss the
benefits of implementing a hierarchical design, which facilitates growth within a
company.

Another example of a design objective might include network and access control
policies. Any network usage or communication guidelines determined in the
assessment phase can be used to identify and implement network and access control
policies. We recommend that the required policies be implemented as close to the
end user as possible. This approach helps reduce unnecessary resource consumption
within a network.

You can define a series of design objectives that center around user and traffic
requirements. The number of users, classes of users, expected traffic types, and
expected traffic patterns are used within the design and implementation phase to
properly structure a network and account for high-usage connections within that
network. Implementing sufficient bandwidth for high-usage connections increases
network performance and decreases the likelihood of congestion. Many of today’s
networks implement differentiated service levels through class of service (CoS) to
manage congestion for the various types of traffic.
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Design and Implementation (2 of 2)

Determine which design principles and associated
features will achieve the stated design objectives

Design principles might include redundancy, availability,
and scalability

Features might include LAG, MSTP, RTG, 802.1X, CoS, PokE,
ACLs, etc.

Keep in mind, there are trade-offs with design options

Redundant networks costs more
Networks that are not scalable

will likely cost more over time / \
- _ . Demgnand

fJuniper’ Education Services

Design Principles and Features

Once a design objectiveds identified, the people responsible for designing and
implementing the network must determine which design principles and associated
features accomplish those objectives and meet the underlying requirements. The
slide lists some ofithe possible design principles and associated features that can be
used to satisfy the stated design objectives.

Considering the Trade-offs

When determining the best design option, there are a number of trade-offs to
consider. If a requirement states that the network must be fully redundant and always
available, the cost associated with that network increases significantly. The cost
increases significantly because redundant, high-available networks typically consist of
backup devices with secondary paths as well as redundant components, such as
power supplies, within the individual devices.

On a similar note, a scalable network with hierarchical layers might initially cost more
than a nonscalable, flat network. Although the cost associated with a flat network
might be lower initially, that design option might cost more over time. Nonscalable
design options often require major changes to the network infrastructure during times
of growth. A scalable network, accommodating the same amount of growth, generally
requires less changes and is less expensive. A scalable network design often includes
other benefits as well, such as increased performance and ease of maintenance.
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Maintenance

Use tools to monitor and maintain the network

Monitor network resources, performance, and policy
» Consider the budgetary expense for the required tools and
resources during the assessment phase
« |dentify and implement the tools used to monitor and maintainthe
network during the design and implementation phase

Define how issues will be tracked and reviewed

Use data from this phase to help identify needed ehanges
or enhancements to improve overall network

design and performance Eﬂssmem

_ Design and
_ Implementation

fiJuniper’ Education Services

The Right Toolforthe Job

Once the network is designed and implemented, it must be monitored and
maintained. Selecting and using the appropriate tools for monitoring and maintaining
a network often determines an organization’s ability to get the most out of its
investment. The proper tools allow administrators to monitor the network’s resources,
performance, and policies. Ideally, the tools required during the maintenance phase
should be considered during the assessment phase because they will incur a
budgetary expense. All monitoring and maintenance tools should be identified and
implemented during the design and implementation phase.

Tracking Issues

When issues are identified in the maintenance phase, they should be tracked. Some
issues might reflect design flaws or point out opportunities for enhancing the current
network implementation. The identified issues and opportunities should be collected
and reviewed. If the issue or opportunity is significant, it should be reviewed or
assessed by the same individuals who participated in the original assessment phase.
Following this process helps identify needed changes or enhancements and
encourages constant improvement within a network.
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Agenda: Design and Implementation

Layer 2 Network Design

fJuniper’ Education Services

Layer 2 Network Design

The slide highlights the topic we discuss next.
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Hierarchical Design

Hierarchical networks consist of multiple layers

Typical layers include access, distribution, and core
» Each layer performs specific functions

Benefits of a hierarchical network design include:

Modularity—facilitates change

« Individual design elements can be replicated as the network grows

» Cost and complexity of change is often confined to aportion of the
network rather than to the entire network

Function-to-layer mapping—isolates faults

» Understanding what happens at each
layer can simplify troubleshooting efforts

Core

Access

fiJuniper’ Education Services

Multiple Layers

A hierarchical\network consists of multiple layers. The image on the slide illustrates
the typical layers, which include access, distribution, and core. Each of these layers
performs unique responsibilities.

Benefits of a Hierarchical Design

Hierarchical networks are designed in a modular fashion. This inherent modularity
facilitates change and makes this design option quite scalable. When working with a
hierarchical network, the individual elements can be replicated as the network grows.
The cost and complexity of network changes is generally confined to a specific portion
of the network rather than to the entire network.

Because functions are mapped to individual layers, faults relating to a specific
function can be isolated to that function’s corresponding layer. The ability to isolate
faults to a specific layer can greatly simplify troubleshooting efforts.
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Function of Layers

Layers are defined to aid successful network design
and to represent functionality found within a network

The implementation of layers can be combined into a single
device or omitted altogether depending on reguirements

Switches packets
as fast as possible Core

Provides inter-vLAN routing
and policy-based connectivity

Supports CoS throughout
network

Facilitates end-user access
and enforces access policy

Juniper Education Services

Network Design Assistance

When designing a hierarchical'network, individual layers are defined and represent
specific functions found within a network. It is often mistakenly thought that the
access, distribution, and core layers must exist in clear and distinct physical devices,
but this is not a requirement, nor does it make sense in some cases. The layers are
defined tofaid successful network design and to represent functionality that exist in
many networks. . The implementation of the three layers can be in distinct switches,
canbe‘combined in a single switch, or can be omitted altogether. The manner in which
the layers are implemented should always depend on the network requirements and
the design objectives. The slide highlights the access, distribution, and core layers and
provides a brief description of the functions commonly implemented in those layers. If
CoS is used in a network, it should be incorporated consistently in all three layers.
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Design Considerations (1 of 2)

Considerations:

How will traffic flow through the network?
« Host-to-gateway and host-to-server links will be used most
« Traffic should take the same path for both Layer 2 and Layer 3
* We recommend that the root bridge and VRRP master be the same
device
How will the network react under certain failures?
« Failures at one layer might affect another layer
« Protocol recovery times vary depending on the protocol; for
example, STP is typically slower to converge than many Layer 3
protocols

fiJuniper’ Education Services

Design Considerations: Part 1

This slide and,the next'highlight some common considerations and recommendations
when designing and implementing a network.
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Design Considerations (2 of 2)

Considerations {(contd.):

Where should each device be positioned?
» Position each device based on the device s capabilities; services
and performance capabilities vary between devices
What happens when a rogue switch or hub is added to the
network?
+ Guard against unwanted topology changes and loops; implement
precautionary features to combat these events
How is network access granted to users?

* Protect the network by permitting only authorized users;
incorporate port-level security and enable protective services

fJuniper’ Education Services

Design Considerations: Part 2

This slide illustrates thesremainder of the highlighted considerations and
recommendations when designing and implementing a network.
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Agenda: Design and Implementation

Implementation Examples

fiJuniper’ Education Services

Implementation Examples

The slide highlights the'topic we discuss next.
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Micro-Sized Branch Office

= Dual power supplies

« Integrated Avaya voice gateway

+ Integrated security and VPN services
« 8&-port Gigabit Fthernet uPIM

+ 'Web management
« JUNOS software

« Externally powered phones,
cameras, and wireless acoe

Micro-Sized Bran ntation Example

This slide highlights

o)

ch office implementation example.

o
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+ Dual power supplies
» Integrated Avaya voice gateway
« Integrated security and VPN services
+ J-Web management

» JUNOS software

This slide h

o)

Medium-Sized Branch Office

Medium-Si r@

* Dual power supplies
= Pok 10/100/1000
* LLDP-MED for autophone detection

* Single image, configuration, and
management for Virtual Chassis system

* JUNOS software

ffice Implementation Example

edium-sized branch office implementation example.

M Juniper
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Large-Sized Branch Office

* Apcess switches

+ Dual power supplies
Floor1 * PoE 10/100/1000
« LLDP-MED for auto-phone detection
« Layer 310 the edge or Layer 2 RSTP/MST
= Virtual Chassis system
+ Gigabit Fthernet uplinks

« Distribution switches
* Dual power supplies

Large-Sized Bran ementation Example

This slide highlights

o)

branch office implementation example.

o
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|} -
Medium-Sized Headquarters or Campus
Dty "N Ficorn
East Closet l%%f-; ._ K
Multi-Gigabit
o~ EthemetLAG 24 SFP + 4 XFP
West Closet
East Closet
10-Gigabit Ethemet for dual Virtual
Chassis solution or Virtual Chassis
Westhloset backplane cable for single Virtual
Chassis solution

fiJuniper’ Education Services

Medium-Sized Headquarters or Campus Implementation Example

This slide highlights a medium-sized headquarters or campus implementation
example.
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Agenda: Design and Implementation

Case Study

fJuniper’ Education Services

Case Study

The slide highlights the topic we discuss next.

Juniper’
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Case Study Background

Case study background information:
We have been hired as consultants by Slate-Co to resolve
some recently encountered network problems
Slate-Co's networking gurus, Fred and Barney, have told us
that the network was running perfectly until the recent
acquisition of Gravel-Co
Since the acquisition, the number of users as well.as the
amount of traffic has increased significantly
With the recent growth of the company, a number offissues

relating to the network have been reportedy ineluding:
+ Quality of VolP calls has decreased; calls semetimes drop
« Some resources have been inaccessible or slow.to respond
« The network periodically becomes completely unavailable

fiJuniper’ Education Services

Case StudyBackground

This slide introduces ahypothetical situation and provides various details for the
situation.
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Case Study Questions

What questions should we ask?

fJuniper’ Education Services

Additional Questions

What additional information would help identify issues with Slate-Co’s current network
implementation?
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Questions and Answers

Some common questions and associated answers:

Q: How many users are on the network?

* A: The number of users has nearly doubled since the acquisition;

over a hundred users are currently on the network.
Q: What commeon traffic patterns exist?

« A: Common traffic patterns include traffic sent between hosts,and
servers and traffic sent from hosts through the gateway to the
Internet.

Q: Is CoS used throughout the network?

« A CoS is not currently configured.
Q: With what resources have users had problems?

« A Users have seen issues with the local setvers and printer.
Q: What is the current topology?

* A: The current network topology is shown on the next slide.

fiJuniper’ Education Services

Did | Answer Your Question?

This slide illustrates some of the anticipated questions along with the answers for
those questions: Other insightful questions might exist.
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Current Topology

fJuniper’ Education Services

Current Topology

This slide displays Slate<Co’s current topology.
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Analysis and Recommendations

Key questions:
Based on the current design and the provided details, what
might be causing the reported symptoms?
What recommendations should we make to improve the
current situation and allow for future expansion?

fiJuniper’ Education Services

Analysis and Recommendations

This slide lists. some key questions to aid in the analysis process. Based on the
analysis, recommendations for improving the network can be made.
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Sample Course of Action

Recommendations:
Increase the number of access switch ports to account for
all users and to facilitate some future growth
Implement a hierarchical design, which reduces the load on
the router and facilitates change and growth
Ensure that the link between the distribution layer and the
router meets bandwidth requirements (use LAG if needéed)
Incorporate VLANSs for design flexibility
Establish port-level security to combat unwanted topelogy
changes, loops, and DoS attacks
Employ CoS to ensure that VolIP traffic is treated with high
priority throughout the network (Voice VILAN)

fJuniper’ Education Services

Sample Course of Action

This slide lists some recommendations on how we might proceed to improve

Slate-Co’s network. Other valid recommendations might exist.
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Sample Topology 1

Layer 2and 3 .:;Q
=~

Iniper Education Services

Sample Topology 1

This slide illustrates one possible design that might improve performance and allow
for future growth,in Slate-Co’s network.
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Sample Topology 2

@
=

Switch A
Layer 2and 3

Switch B
Layer 2and 3

Juniper Education Services

Sample Topology 2

This slide illustrates aisecond possible design that might also improve performance
and allow for future growth in Slate-Co’s network. This sample topology also
incorporates some redundancy and costs more to implement.
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Summary

In this chapter, we:
Described the network development life cycle
ldentified design principles used in Layer 2 networks
Explained the advantages of a hierarchical network design
Listed some common design considerations

fiJuniper’ Education Services

This Chapter Discussed:
. The network development life cycle;
. Basie design principles used when designing Layer 2 networks;
* Advantages of implementing a hierarchical network design; and
. Common design considerations.
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Review Questions

What phases exist within the network development
life cycle? What is the function of each phase?
What layers can be found in a hierarchical network?
Describe the basic operation of each layer.

What are the advantages of using a hierarchical
network design?

List some common design considerations.

fJuniper’ Education Services

Review Questions
1.
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Lab 13: Design and Implementation

Reinforce many of the services, protocols, and
configuration tasks covered in this course.

Demonstrate some of the design and implementation
considerations and principles.

fiJuniper’ Education Services

Lab 13: Design.and Implementation

The slide provides the objectives for this lab.
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Appendix A: Acronym List

Y area border router
ACK e e e e e e e acknowledgement
AN S e e e American National Standards Institute
AR e e Address Resolution Protocol
AS L e e e e e e e e e autonomous system
ASBR . . e e e e autonomous systemdboundary router
ASI . e e e e e e e application-specifi¢ integrated circuit
B R . e e backup,designated router
BOO T P, . ot e e e e Bootstrap Protocol
BPDU. .o e e e e e e bridgeprotocol data unit
BT o e e e bridging table
O et e eeee Cisco Discovery Protocol
O customer edge
0 common and internal spanning tree
O P command-line interface
0SS i e class of service
CSMA/CD .ot e e e e carrier-sense multiple access with collision detection
01 common spanning tree
3 Dynamic ARP Inspection
o oo device control process
DHCP. . T Dynamic Host Configuration Protocol
DN S . e e e e e Domain Name System
DOS . e e denial of service
DR . e designated router
DT . A e e e e data terminal equipment
EAP Extensible Authentication Protocol
EAP O . ottt e e e e e e EAP over LAN
] 0 electrostatic discharge
15 P Fiber Distributed Data Interface
O field-replaceable unit
FT et e s s e e e e e forwarding table
GB et e e e e e gigabyte
GUI e i e e e e e e graphical user interface
HSO R P . o e Hot Standby Routing Protocol
o L Hypertext Transfer Protocol
HTT RS .. e e Hypertext Transfer Protocol over Secure Sockets Layer
IO P i e e e e e Internet Control Message Protocol
IEEE. . o e Institute of Electrical and Electronics Engineers
L I P Internet Engineering Task Force
LGP, e e e e e e e e interior gateway protocol
INTCP . e Juniper Networks Technical Certification Program
08 kilobytes
LAC P e e e e Link Aggregation Control Protocol
LG L e e e e e e link aggregation group
I Link Layer Discovery Protocol
LLDP-MED. ... .. e e Link Layer Discovery Protocol-Media Endpoint Discovery
LS A e e link-state advertisement
M A C . . e e e media access control
B . ot e e e e e e megabytes
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1 Management Information Base

Y I multiple spanning tree instance
1Y I Multiple Spanning Tree Protocol
NV S . L e e e network management system
N L Network Time Protocol
] object identifier
O0B . o e e e e out-of-band
0 Open Systems Interconnection
PACL . e e port-based access control list
P o e e e e e e e e e e e powered device
PDU . e e e e e e e e e e protocol data.unit
PR o e e e Packet Forwarding Engine
POE . e e Powerover Ethernet
S+ s et e e e e e e e e e e packets per second
O power.sourcingrequipment
PO U Lo e e e e e e o power supply unit
RAC L et e e e e routersbased,access control list
RE o e Routing Engine
RID . .t e e e e e B e router ID
RMON . L e e Remote Monitoring
RS L e e redundant power supply
RO TP et e e e T e Rapid Spanning Tree Protocol
RU o e e e e e rack unit
RV . e e a e e routed VLAN interface
SEP e o small form-factor pluggable transceiver
SPF o e e e B e e shortest path first
S 1 Spanning Tree Protocol
TCAM . L e e e ternary content addressable memory
TON L e topology change notification
TIA e e e Telecommunications Industry Association
TV i e e e e e e, type/length/value
L T time to live
L universal serial bus
USM . L e T e e e e user-based security model
VACL .o e VLAN-based access control list
VACM. .. e e e e view-based access control model
VOB o e Virtual Chassis backplane
VCE P o e e e e e Virtual Chassis extender port
1 Virtual Chassis port
VIR e e e e e e e e e e e e e e e e virtual IP
R virtual LAN
VO P i e i i e e e voice over IP
VR D . . s B v v v ettt et et e e e e virtual router identifier
VRRP . Virtual Router Redundancy Protocol
VY e e e e virtual terminal
XE P e 10-gigabit small form-factor pluggable transceiver
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