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T h e  C ity  o f  T u ls a , O k la h o m a  la s t w e e k  b e g a n  n o t i f y in g  re s id e n ts  t h a t  t h e i r  p e r s o n a l d a ta  m a y  h a v e  

b e e n  a c c e s s e d  -  b u t  i t  n o w  t u r n s  o u t  t h a t  t h e  a t ta c k  w a s  a p e n e t r a t io n  te s t  b y  a c o m p a n y  t h e  c i t y  

h a d  h ir e d .

" C ity  o f f ic ia ls  d id n ' t  re a liz e  t h a t  t h e  a p p a r e n t  b re a c h  w a s  c a u s e d  b y  th e  s e c u r i t y  f i r m ,  U ta h -b a s e d  

S e c u r i t y M e t r ic s ,  u n t i l  a f t e r  9 0 ,0 0 0  le t te r s  h a d  b e e n  s e n t  t o  p e o p le  w h o  h a d  a p p lie d  f o r  c i t y  jo b s  o r  

m a d e  c r im e  r e p o r t s  o n l in e  o v e r  t h e  p a s t  d e c a d e , w a r n in g  th e m  t h a t  t h e i r  p e rs o n a l id e n t i f ic a t io n  

in f o r m a t io n  m ig h t  h a v e  b e e n  a c c e s s e d ,"  w r i t e s  T u ls a  W o r ld 's  B r ia n  B a rb e r . "T h e  m a il in g  c o s t  t h e  

c i t y  $ 2 0 ,0 0 0 , o f f ic ia ls  s a id . "

" A n  a d d i t io n a l  $ 2 5 ,0 0 0  w a s  s p e n t  o n  s e c u r i t y  c o n s u lt in g  s e rv ic e s  t o  a d d  p r o te c t io n  m e a s u re s  to  

t h e  w e b s i te , "  FO X 23  N e w s  re p o r ts .
h ttp ://w w w . esecurityplonet. com

Q '  ' ״ ׳' 
C o p y r ig h t  ©  b y  IG - G c u n c i l .  A ll R ig h ts  R e s e rv e d . R e p ro d u c t io n  is  S t r ic t ly  P r o h ib ite d .

\VSNl
S e c u r i t y  N e w s

C i t y  o f  T u l s a  C y b e r  A t t a c k  W a s  P e n e t r a t i o n  T e s t ,  N o t  H a c k

Source: h t tp : / /w w w .e s e c u r i t y p la n e t .c o m

The C ity  o f  Tulsa, O k la ho m a  last w e e k  began n o t i fy in g  res iden ts  t h a t  t h e i r  personal data  m ay 

have been accessed -- b u t  i t  n o w  tu rn s  o u t  th a t  th e  a t ta c k  w as a p e n e t ra t io n  te s t  by a c o m p a n y  

th e  c i ty  had h ired .

"C ity  o f f ic ia ls  d id n ' t  rea lize  t h a t  th e  a p p a re n t  b reach  w as caused by th e  se cu r ity  f i rm ,  U ta h -  

based S e cu r i tyM e tr ics ,  u n t i l  a f te r  90 ,000  le t te rs  had been  sen t t o  peop le  w h o  had a p p lie d  fo r  

c i ty  jobs  o r  m ade  c r im e  re p o r ts  o n l in e  ove r  th e  past decade, w a rn in g  th e m  th a t  th e i r  pe rsona l 

id e n t i f ic a t io n  in fo rm a t io n  m ig h t  have been accessed," w r i te s  Tulsa W o r ld 's  Brian Barber. "The 

m a i l in g  cost th e  c i ty  $20 ,000 , o f f ic ia ls  sa id ."

"A n  a d d i t io n a l  $ 2 5 ,0 0 0  w as  s p e n t  on  s e c u r i ty  c o n s u l t in g  se rv ices  t o  add  p ro te c t io n  m easu res  

to  th e  w e b s i te , "  FOX23 News repo r ts .

"The th i rd -p a r t y  c o n s u l ta n t  had been h ired  t o  p e r fo rm  an assessm ent o f  th e  c ity 's  n e tw o rk  fo r  

vu ln e ra b i l i t ie s ,"  w r i t e  N ew sO n6.co rn 's  Dee D uren  and Lacie Lowry . "T he  f i r m  used an u n fa m i l ia r  

te s t in g  p ro c e d u re  th a t  caused th e  C ity  to  be l ieve  its w e b s i te  had been c o m p ro m is e d .  'W e  had
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t o  t r e a t  th is  l ike a cy b e r -a t ta c k  because every  in d ic a t io n  in i t ia l ly  p o in te d  t o  an a t ta ck , '  said City 

M a n a g e r  Jim T w o m b ly . "

"The c h ie f  in fo rm a t io n  o f f ic e r  w h o  fa i led  t o  d e te rm in e  th a t  th e  hack w as  a c tua l ly  p a r t  o f  a 

p e n e t ra t io n  te s t  has been  p laced on a d m in is t ra t iv e  leave w i th  pay,"  w r i te s  So ftped ia 's  Eduard 

Kovacs. " In  th e  m e a n t im e ,  his p os it ion  w i l l  be f i l led  by Tulsa Police D e p a r tm e n t  Cap ta in  

Jona than  B rook ."

Copyright 2012 QuinStreet Inc

By Je ff Goldman

http://www.esecurityplanet.com/network-securitv/citv-of-tulsa-cyber-attack-was-
penetration-test-not-hack.html
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M o d u l e  O b j e c t i v e s C E H

J Security Assessments J Pre-Attack Phase
J Vulnerability Assessment J Attack Phase

J Penetration Testing J Post-Attack Phase

J What Should be Tested? 0us
J Penetration Testing Deliverable 

Templates
J ROI on Penetration Testing J Pen Testing Roadmap
J Types of Penetration Testing J Web Application Testing
J Common Penetration Testing J Outsourcing Penetration Testing

Techniques Services

C o p y r ig h t  ©  b y  IC-Ccuncil. A ll R ig h ts  R e s e rv e d . R e p ro d u c t io n  is  S t r ic t ly  P r o h ib ite d .

M o d u l e  O b j e c t i v e s

1 All th e  m od u le s  d iscussed so fa r  c o n c e n tra te d  on va r iou s  p e n e t ra t io n  te s t in g  

te c h n iq u e s  spec if ic  t o  th e  respec t ive  e le m e n t  (w e b  a p p l ic a t io n ,  etc.), m echan ism  (IDS, f i re w a l l ,  

e tc.), o r  phase ( reconna issance, scann ing, etc.). This m o d u le  su m m ar izes  all th e  p e n e t ra t io n  

tes ts .  This m o d u le  helps you  in e va lua t ing  th e  se cu r ity  o f  an o rg a n iz a t io n  and also gu ides  you  to  

m ake  y o u r  n e tw o rk  o r  sys tem  m o re  secure  w i th  its c o u n te rm e a s u re s .

P re -a ttack  Phase

A t ta c k  Phase

Pos t-a t tack  Phase

P e n e tra t io n  Test ing  D e l ive rab le  

T em p la tes

Pen Tes t ing  R oadm ap

W e b  A p p l ic a t io n  Test ing

O u tso u rc in g  P e n e tra t io n  Test ing  

Services

The m o d u le  w i l l  m ake  you  fa m i l ia r iz e  w i th :  

S Secur ity  Assessm ents  

S V u ln e ra b i l i t y  Assessm ents  

S P e n e tra t io n  Test ing

S W h a t  Shou ld  be Tested

S ROI on P e n e tra t io n  Test ing  

s  Types o f  P e n e tra t io n  Test ing

2  C o m m o n  P e n e tra t io n  Test ing 
Techn iques
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C E HM o d u l e  F l o w

C o p y r ig h t  ©  b y  iC - C c u n c i l .  A ll R ig h ts  R e s e rv e d . R e p ro d u c t io n  is  S t r ic t ly  P r o h ib ite d .

M o d u l e  F l o w

1 For b e t te r  u n d e rs ta n d in g  o f  p e n e t ra t io n  te s t ing ,  th is  m o d u le  is d iv id ed  in to  va r ious  

sections. Let's beg in  w i th  p e n e tra t io n  te s t in g  concep ts .

Pen Tes t ing  C oncep ts Types o ןןןזןןן f Pen Testing

Pen Testing Techniques Pen Testing Phases

Pen Testing Roadm ap O utsourc ing  Pen Testing  Services

This sec t ion  s ta r ts  w i th  basic c o n c e p t  o f  p e n e t ra t io n  te s t in g .  In th is  sec t ion , you  w i l l  lea rn  th e  

ro le  o f  p e n e t ra t io n  te s t in g  in th e  s e cu r i ty  assessm ent and w h y  v u ln e ra b i l i t y  assessm ent a lone  is 

n o t  e no ug h  to  d e te c t  and re m o v e  v u ln e ra b i l i t ie s  in th e  n e tw o rk .  Late r in th is  sec t ion , y o u  w i l l  

e xam ine  w h y  p e n e t ra t io n  te s t ing  is necessary, h o w  to  p e r fo rm  a good  p e n e t ra t io n  te s t ,  h o w  to  

d e te rm in e  te s t ing  po in ts , te s t in g  loca t ions , and  so on.
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IIS e c u r i t y  A s s e s s m e n t s

E v e ry  o r g a n iz a t io n  u s e s  d i f f e r e n t  t y p e s  o f  s e c u r i t y  

a s s e s s m e n ts  t o  v a l id a t e  t h e  le v e l  o f  s e c u r i t y  o n  i t s  

n e t w o r k  r e s o u r c e sw

Level of 
Security

I

Penetration
Testing

S e c u r it y  
A s s e s s m e n t  C a te g o r ie s

Vulnerability
Assessments

I  I

Security
Audits

E F
o  ca —׳

E ach  t y p e  o f  s e c u r i t y  a s s e s s m e n t  r e q u ir e s  t h e  p e o p le  c o n d u c t in g  t h e  a s s e s s m e n t  

t o  h a v e  d i f f e r e n t  s k i l ls

Copyright <D by EC Cm h ic H. All Rights Reserved. Reproduction is Strictly Prohibited.

S e c u r i t y  A s s e s s m e n t s
C u

Every o rg an iza t io n  uses d i f fe re n t  typ e s  o f  se cu r ity  assessm ents t o  va l id a te  th e  level o f  

se cu r ity  on its n e tw o rk  resources. O rgan iza t ions  need to  choose  th e  assessm ent m e th o d  th a t  

su its  th e  re q u i re m e n ts  o f  its s i tu a t io n  m os t  a p p ro p r ia te ly .  Peop le  c o n d u c t in g  d i f fe re n t  types  o f  

se cu r ity  assessm ents m u s t  possess d i f fe re n t  skills. T h e re fo re ,  pen te s te rs  — if th e y  are 

e m p lo ye es  o r  o u ts o u rc e d  se cu r ity  e x p e r ts — m u s t have a th o ro u g h  e xpe r ie nce  o f  p e n e tra t io n  

tes t ing . Secur ity  assessm ent ca tegor ies  inc lu de  s e c u r i ty  a u d its ,  v u ln e r a b i l i t y  assessm en ts , and 

p e n e t ra t io n  te s t in g  o r  e th ic a l  hack ing .

- '̂

S e c u r i t y  A s s e s s m e n t  C a t e g o r i e s

The s e cu r i ty  assessm ent is b ro a d ly  d iv id ed  in to  th re e  ca tegor ies :

1. S e cu r i ty  A u d i ts :  IT s e cu r i ty  aud its  ty p ic a l ly  focus on  th e  p eo p le  and  processes used to  

design, im p le m e n t ,  and  m anage  se cu r ity  on a n e tw o rk .  The re  is a base line  invo lved  fo r  

processes and po lic ies  w i th in  an o rg an iza t io n . In an IT se cu r ity  aud it ,  th e  a u d i to r  and th e  

o rg an iza t ion 's  s e cu r i ty  po lic ies and p ro ced u res  use th e  spec if ic  base line  to  a u d i t  th e  

o rg an iza t ion . The IT m a n a g e m e n t  usua lly  in i t ia tes  IT se cu r ity  aud its . The N a t iona l 

In s t i tu te  o f  S tandards  and T ech n o lo g y  (NIST) has an IT se cu r ity  a u d it  m anua l and 

assoc ia ted  to o ls e t  t o  c o n d u c t  th e  a u d it ;  th e  NIST A u to m a te d  Secur ity  Se lf-Eva lua ted  

Tool (ASSET) can be d o w n lo a d e d  a t h t tp : / /c s rc .n is t .R 0v /a s s e t / .

In a c o m p u te r ,  th e  s e c u r i ty  a u d i t  te c h n ic a l  assessm en t o f  a sys tem  o r  a p p l ic a t io n  is done  

m a n u a l ly  o r  a u to m a t ic .
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You can p e r fo rm  a m anua l assessm ent by using th e  fo l lo w in g  te ch n iq u e s :

9  In te rv ie w in g  th e  s ta f f

e  R ev iew ing  a p p l ic a t io n  and  o p e ra t in g  sys tem s access co n tro ls

6  Ana lyz ing  physical access to  th e  systems.

You can p e r fo rm  an a u to m a t ic  assessm ent by using th e  fo l lo w in g  te c h n iq u e s :

9  G e ne ra t in g  a u d i t  re p o r ts

9  M o n i to r in g  and re p o r t in g  th e  changes in th e  f i les

2. V u ln e ra b ility  Assessm ents: A v u ln e ra b i l i t y  assessm ent helps you  in id e n t i f y in g  s e c u r i ty  

v u ln e ra b i l i t ie s .  To p e r fo rm  a v u ln e ra b i l i t y  assessm ent you  shou ld  be a v e ry  skil led 

p ro fess iona l.  T h ro u g h  p ro p e r  assessm ent, th re a ts  f r o m  hackers  (ou ts ide rs ) , f o rm e r  

e m p lo ye es , in te rn a l  e m p loyees , etc. can be d e te rm in e d .

3. P ene tra tio n  Testing : P e n e tra t io n  te s t in g  is th e  act o f  te s t in g  an o rg a n iz a t io n 's  s e c u r i ty  

by s im u la t in g  th e  ac t ions  o f  an a t ta cke r .  It helps you  in d e te rm in in g  va r ious  levels o f  

vu ln e ra b i l i t ie s  and t o  w h a t  e x te n t  an ex te rna l a t ta c k e r  can d am age  th e  n e tw o rk ,  b e fo re  

i t  a c tua l ly  occurs.

Ethical Hacking and Countermeasures Copyright © by EC-COUIICil
All Rights Reserved. Reproduction is Strictly Prohibited.

Module 20 Page 2879



Exam 312-50 Certified Ethical HackerEthical Hacking and Countermeasures
Penetration Testing

C o p y r ig h t  ©  b y  IC-Ccuncil. A ll R ig h ts  R e s e rv e d . R e p ro d u c t io n  is  S t r ic t ly  P r o h ib ite d .

מ  S e c u r i t y  A u d i t
|j י  ■ ■J)

A se cu r ity  a u d it  is a sys tem a tic ,  m ea su rab le  te chn ica l  assessm ent o f  h o w  th e  se cu r ity  

po l icy  is e m p lo y e d  by th e  o rg an iza t io n .  A se cu r ity  a u d it  is c o n d u c te d  to  m a in ta in  th e  se cu r ity  

level o f  th e  p a r t ic u la r  o rg an iza t ion . It helps you  to  id e n t i f y  a ttacks  t h a t  pose a th re a t  t o  th e  

n e tw o rk  o r  a ttacks  aga ins t resources  t h a t  are  co ns ide red  v a lu ab le  in r isk assessment. The 

se cu r ity  a u d i to r  is respons ib le  fo r  c o n d u c t in g  s e c u r i t y  a u d its  on  th e  p a r t ic u la r  o rg a n iz a t io n .  

The s e cu r i ty  a u d i to r  w o rk s  w i th  th e  fu l l  k n o w le d g e  o f  th e  o rg an iza t io n ,  a t t im e s  w i th  

cons ide rab le  ins ide  in fo rm a t io n ,  in o rd e r  t o  u n d e rs ta n d  th e  resources  t o  be a ud ited .

9  A se cu r ity  a u d it  is a sys tem a tic  e v a lu a t io n  o f  an o rg an iza t io n 's  c o m p l ia n c e  to  a set o f  

es tab l ished  in fo rm a t io n  s e cu r i ty  c r i te r ia .

9  The s e cu r i ty  a u d i t  inc ludes  assessm ent o f  a sys tem 's  s o f tw a re  and h a rd w a re  

c o n f ig u ra t io n ,  physica l se cu r ity  m easures, data  h an d l ing  processes, and user p ractices 

aga ins t a check l is t  o f  s ta n d a rd  po l ic ies  and p ro cedu res .

9  A secu r ity  a u d i t  ensures th a t  an o rg an iza t io n  has and  dep loys  a set o f  s ta nd a rd  

in fo rm a t io n  s e cu r i ty  polic ies.

9  It is g en e ra l ly  used to  ach ieve  and d e m o n s t ra te  co m p l ia n c e  to  legal and  re g u la to ry  

re q u i re m e n ts  such as HIPPA׳ SOX, PCI-DSS, etc.
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V u l n e r a b i l i t y  A s s e s s m e n t  C E H
UflNM IU kjI * * .u .

S cann ing  Too ls

V u ln e r a b i l i t y  s c a n n in g  t o o ls  s e a r c h  n e t w o r k  

s e g m e n t s  f o r  IP - e n a b le d  d e v ic e s  

a n d  e n u m e r a t e  s y s te m s ,

O S 's , a n d  a p p l ic a t io n s  ^

Tכ es t S ys te m s /N e tw o rk

Vulnerability scanners can test 
systems and network devices 
for exposure to common 
attacks

Additionally, vulnerability 
scanners can identify 
common security 
configuration mistakes

C o p y r ig h t  ©  b y  iC - C c u n c i l .  A ll R ig h ts  R e s e rv e d . R e p ro d u c t io n  is  S t r ic t ly  P r o h ib ite d .

V u l n e r a b i l i t y  A s s e s s m e n t

A v u ln e ra b i l i t y  assessm ent is a basic ty p e  o f  secur ity .  This assessm ent helps you  in 

f in d in g  th e  k n o w n  s e cu r i ty  w eaknesses by scann ing  a n e tw o rk .  W i th  th e  he lp  o f  v u ln e ra b i l i t y -  

scann ing  too ls ,  you  can search n e tw o rk  segm en ts  fo r  IP -e na b le d  d ev ices  and e n u m e ra te  

sys tem s, o p e ra t in g  sys tem s, and a p p l ic a t io n s .  V u ln e ra b i l i t y  scanners a re  capab le  o f  id e n t i fy in g  

dev ice  c o n f ig u ra t io n s  in c lu d ing  th e  OS ve rs ion  ru n n in g  on  c o m p u te rs  o r  devices, IP p ro toco ls  

and T ransm iss ion  C on tro l  P ro to c o l /U s e r  D a tag ram  P ro toco l (TCP/UDP) p o r ts  th a t  are  l is ten ing , 

and a pp lica t ion s  th a t  a re  ins ta l led  on  c o m p u te rs .

By using v u ln e ra b i l i t y  scanners, you  can also id e n t i f y  c o m m o n  s e c u r i ty  m is takes such as 

accoun ts  th a t  have w e a k  passw ords, f i les  and fo ld e rs  w i th  w e a k  perm iss ions , d e fa u l t  serv ices 

and a pp lica t ion s  th a t  m ig h t  need to  be un ins ta l led , and m is takes  in th e  se cu r ity  c o n f ig u ra t io n  

o f  c o m m o n  a pp lica t ions . They can search  fo r  c o m p u te rs  exposed  to  k n o w n  o r  p ub l ic ly  re p o r te d  

vu ln e ra b i l i t ie s .  The s o f tw a re  packages th a t  p e r fo rm  v u ln e ra b i l i t y  scann ing  scan th e  c o m p u te r  

aga ins t th e  C o m m o n  V u ln e ra b i l i t y  and  Exposures (CVE) ind ex  and s e c u r i ty  bu l le ts  p ro v id e d  by 

th e  s o f tw a re  v e n d o r .  The  CVE is a v e n d o r -n e u t r a l  l is t ing  o f  re p o r te d  s e c u r i ty  v u ln e ra b i l i t ie s  in 

m a jo r  o p e ra t in g  sys tem s and a p p l ic a t io n s  and is m a in ta in e d  a t h t t p : / / c v e . m i t r e . o r g / .

V u ln e ra b i l i t y  scanners can te s t  sys tem s and n e tw o rk  devices f o r  e xposu re  to  c o m m o n  a ttacks. 

This inc ludes c o m m o n  a ttacks  such as th e  e n u m e ra t io n  o f  s e c u r i ty - re la te d  in fo rm a t io n  and 

d en ia l-o f-se rv ice  a ttacks. H o w e v e r ,  i t  m u s t  be n o te d  th a t  v u ln e ra b i l i t y  scann ing  re p o r ts  can
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expose weaknesses in h idden  areas o f  a pp l ica t ion s  and f r e q u e n t ly  inc lude  m an y  fa lse pos it ives. 

N e tw o rk  a d m in is t ra to rs  w h o  ana lyze v u ln e ra b i l i t y  scan resu lts  m u s t  have s u f f ic ie n t  kn o w le d g e  

and expe r ience  w i t h  th e  o p e ra t in g  systems, n e tw o rk  devices, and a pp lica t ion s  be ing scanned 

and th e i r  roles in th e  n e tw o rk .

You can use t w o  typ es  o f  a u to m a te d  v u ln e ra b i l i t y  scanners d e p e n d in g  u pon  th e  s i tu a t io n :  

n e tw o rk -b a s e d  and host-based. N e tw o rk -b a s e d  scanners a t t e m p t  t o  d e te c t  v u ln e ra b i l i t ie s  f r o m  

th e  o u ts ide . They a re  n o rm a l ly  launched  f r o m  a re m o te  sys tem , o u ts id e  th e  o rg an iza t io n ,  and 

w i t h o u t  an a u th o r iz e d  user access. For exam p le , n e tw o rk -b a s e d  scanners  e x a m in e  a system  fo r  

such e xp lo i ts  as o pe n  ports , a p p l ic a t io n  s e cu r i ty  exp lo i ts ,  and  b u f fe r  o v e r f lo w s .

H ost-based scanners usua lly  re q u ire  a s o f tw a re  a ge n t  o r  c l ie n t  to  be ins ta l led  on th e  host. The 

c l ien t  th e n  re p o r ts  back th e  v u ln e ra b i l i t ie s  it f inds  to  th e  server. H os t-based  scanners loo k  fo r  

fe a tu re s  such as w e a k  f i le  access perm iss ions , p o o r  passw ords , and logg ing  fau lts .

Ethical Hacking and Countermeasures Copyright © by EC-C0lMCil
All Rights Reserved. Reproduction is Strictly Prohibited.

Module 20 Page 2882



Exam 312-50 Certified Ethical HackerEthical Hacking and Countermeasures
Penetration Testing

C E H
i tk t j l

L i m i t a t i o n s  o f  V u l n e r a b i l i t y  

A s s e s s m e n t

Vulnerability scanning software is 
limited in its ability to detect 
vulnerabilities at a given point 
in time

It must be updated when 
new vulnerabilities are 

discovered or modifications are 
made to the software being used

The methodology used as well as 
the diverse vulnerability scanning 
software packages assess 
security differently

It does not measure the 
strength of security controls

C o p y r ig h t  ©  b y  iC - C c u n c i l .  A ll R ig h ts  R e s e rv e d . R e p ro d u c t io n  is  S t r ic t ly  P r o h ib ite d .

L i m i t a t i o n s  o f  V u l n e r a b i l i t y  A s s e s s m e n t

V u ln e ra b i l i t y  scann ing  s o f tw a re  a l low s  you  to  d e te c t  l im i te d  v u ln e ra b i l i t ie s  a t a g iven 

p o in t  in t im e .  As w i th  any  assessm ent so f tw a re ,  w h ic h  req u ires  th e  s ign a tu re  f i le  to  be u p d a te d ,  

v u ln e ra b i l i t y  scann ing  s o f tw a re  m u s t  be u p d a te d  w h e n  n e w  v u ln e ra b i l i t ie s  a re  d iscove red  or 

im p ro v e m e n ts  m ade  t o  th e  s o f tw a re  are  be ing  used. The v u ln e ra b i l i t y  s o f tw a re  is o n ly  as 

e f fe c t ive  as th e  m a in te n a n c e  p e r fo rm e d  on i t  by th e  s o f tw a re  v e n d o r  and by th e  a d m in is t ra to r  

w h o  uses it. V u ln e ra b i l i t y  scann ing  s o f tw a re  i ts e l f  is n o t  im m u n e  to  s o f tw a re  e n g in ee r in g  f law s  

th a t  m ig h t  lead to  n o n -d e te c t io n  o f  ser ious  vu ln e ra b i l i t ie s .

A n o th e r  aspect to  be n o te d  is th a t  th e  m e th o d o lo g y  used m ig h t  have an im p a c t  on th e  resu lt  o f  

th e  tes t .  For exam p le , v u ln e ra b i l i t y  scann ing  s o f tw a re  th a t  runs u n d e r  th e  s e cu r i ty  c o n te x t  o f  

th e  d o m a in  a d m in is t ra to r  w i l l  y ie ld  d i f fe re n t  resu lts  th a n  i f  i t  w e re  run  u n d e r  th e  se cu r ity  

c o n te x t  o f  an a u th e n t ic a te d  user o r  a n o n -a u th e n t ic a te d  user. S im ila r ly ,  d ive rse  v u ln e ra b i l i t y  

scann ing  s o f tw a re  packages assess s e cu r i ty  d i f fe re n t ly  and have u n iq u e  fe a tu res .  This can 

in f lu en ce  th e  re s u lt  o f  th e  assessm ent. Examples o f  v u ln e ra b i l i t y  scanners inc lude  Nessus and 

Ret ina.

Ethical Hacking and Countermeasures Copyright © by EC-C0linCil
All Rights Reserved. Reproduction is Strictly Prohibited.

Module 20 Page 2883



Exam 312-50 Certified Ethical HackerEthical Hacking and Countermeasures
Penetration Testing

C E H
I n t r o d u c t i o n  t o  P e n e t r a t i o n  

T e s t i n g

l&A pentest simulates methods that intruders use to 
gain unauthorized access to an organization's 
networked systems and then compromise them

In the context of penetration testing, the tester is 
limited by resources - namely time, skilled 
resources, and access to equipment - as outlined in 
the penetration testing agreement

Most attackers follow a common approach 
to penetrate a system11I F

C o p y r ig h t  ©  b y  IG - G c u n c i l .  A ll R ig h ts  R e s e rv e d . R e p ro d u c t io n  is  S t r ic t ly  P r o h ib ite d .

I n t r o d u c t i o n  t o  P e n e t r a t i o n  T e s t i n g
1

m This m o d u le  m arks  a d e p a r tu re  f r o m  th e  a p p ro a ch  fo l lo w e d  in e a r l ie r  m odu les ; here  

you  w i l l  be enco u rag ed  to  th in k  " o u ts id e  th e  b o x ."  Hacking as i t  w as  d e f in e d  o r ig in a l ly  

p o r t ra y e d  a s treak  o f  gen ius o r  b r i l l iance  in th e  a b i l i t y  to  c o n ju re  p re v io u s ly  u n k n o w n  w ays  o f  

do ing  th ings . In th is  c o n te x t ,  t o  a d vo ca te  a m e th o d o lo g y  th a t  can be fo l lo w e d  to  s im u la te  a 

re a l-w o r ld  hack th ro u g h  e th ica l  hack ing  o r  p e n e t ra t io n  te s t in g  m ig h t  co m e  across as a 

c o n t ra d ic t io n .  P e n e tra t io n  te s t in g  is a process o f  e va lua t ing  th e  s e cu r i ty  o f  th e  n e tw o rk  by 

t r y in g  all possib le  a t ta ck  vec to rs  l ike an a t ta c k e r  does. The reason b eh in d  a dvo ca t in g  a 

m e th o d o lo g y  in p e n e t ra t io n  te s t in g  arises f ro m  th e  fa c t  th a t  m os t a t ta cke rs  fo l lo w  a c o m m o n  

u n d e r ly in g  a p p ro a ch  w h e n  i t  com es to  p e n e tra te  a sys tem .

In th e  c o n te x t  o f  p e n e t ra t io n  te s t ing , as a te s te r  you  w i l l  be l im i te d  by resources  such as t im e ,  

sk il led  resources, and access to  e q u ip m e n t ,  as o u t l in e d  in th e  p e n e t ra t io n  te s t ing  a g re e m e n t .  

The p a rad ox  o f  p e n e t ra t io n  te s t in g  is th e  fa c t  th a t  th e  in a b i l i ty  to  b reach  a ta rg e t  does n o t  

necessar i ly  ind ica te  th e  absence o f  v u ln e r a b i l i t y .  In o th e r  w o rd s ,  to  m ax im ize  th e  re tu rn s  f r o m  

a p e n e t ra t io n  tes t,  yo u  m us t  be able  to  app ly  y o u r  skil ls to  th e  resources  ava i lab le  in such a 

m a n n e r  th a t  th e  a t ta c k  area o f  th e  ta rg e t  is red uce d  as m uch  as possible.

A pen te s t  s im u la te s  m e th o d s  th a t  in t ru d e rs  use to  gain  u n a u th o r iz e d  access to  an 

o rg an iza t io n 's  n e tw o rk e d  system s and th e n  c o m p ro m is e  th e m .  It invo lves  using p ro p r ie ta ry  and
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open  source  to o ls  to  te s t  fo r  k n o w n  and u n k n o w n  techn ica l  v u ln e ra b i l i t ie s  in n e tw o rk e d  

systems. A p a r t  f r o m  a u to m a te d  te c h n iq u e s ,  p e n e t ra t io n  te s t in g  invo lves  m a n u a l  te chn iqu es  

fo r  c o n d u c t in g  ta rg e te d  te s t in g  on spec if ic  sys tem s t o  ensu re  th a t  th e re  a re  no  s e c u r i ty  f la w s  

th a t  m ay  have g on e  u n d e te c te d  ear l ie r.

The m ain  pu rpo se  b eh ind  f o o t p r in t in g  pen te s t in g  is to  g a th e r  da ta  re la ted  to  a ta rg e t  sys tem  

o r  n e tw o rk  and f in d  o u t  its vu ln e ra b i l i t ie s .  You can p e r fo rm  th is  th ro u g h  va r ious  te c h n iq u e s  

such as DNS queries , n e tw o rk  e n u m e ra t io n ,  n e tw o rk  queries , o p e ra t in g  s ys te m  id e n t i f ic a t io n ,  

o rg an iza t io na l que r ies , p ing  sweeps, p o in t  o f  c o n ta c t  queries , p o r t  scann ing, re g is t ra r  queries, 

and so on.
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C E HP e n e t r a t i o n  T e s t i n g

Penetration testing that is not completed professionally 
can result in the loss of services and disruption of the 
business continuity

C o p y r ig h t  ©  b y  IC - C c u n c i l .  A ll R ig h ts  R e s e rv e d . R e p ro d u c t io n  is  S t r ic t ly  P r o h ib ite d .

I #  Penetration testing assesses the security model of the 
organization as a whole

It reveals potential consequences of a real attacker 
breaking into the network

A penetration tester is differentiated from an attacker only 
by his intent and lack of malice

k  P e n e t r a t i o n  T e s t i n g

P e n e tra t io n  te s t in g  goes a s tep  b eyo nd  v u ln e ra b i l i t y  scanning in th e  ca te g o ry  o f  

se cu r ity  assessm ents . W i th  v u ln e ra b i l i t y  scann ing, yo u  can o n ly  e xam ine  th e  se cu r ity  o f  th e  

ind iv idua l c o m p u te rs ,  n e tw o rk  devices, o r  app l ica t ions , b u t  p e n e t ra t io n  te s t in g  a l lo w s  you  to  

assess th e  s e c u r i ty  m od e l  o f  th e  n e tw o rk  as a w h o le .  P e n e tra t io n  te s t in g  can he lp  yo u  to  reveal 

p o te n t ia l  consequences  o f  a real a t ta c k e r  b reak ing  in to  th e  n e tw o rk  t o  n e tw o r k  

a d m in is t ra to rs ,  IT m an ag ers ,  and  e x e c u t iv e s .  P e n e tra t io n  te s t in g  a lso reveals th e  se cu r ity  

w e a kn e sse s  th a t  a typ ica l  v u ln e ra b i l i t y  scann ing  misses.

A p e n e tra t io n  te s t  w i l l  n o t  o n ly  p o in t  o u t  v u ln e ra b i l i t ie s ,  i t  w i l l  a lso d o c u m e n t  h o w  th e  

weaknesses can be e x p lo i te d  and h o w  severa l m in o r  v u ln e ra b i l i t ie s  can be esca la ted  by an 

a t ta c k e r  t o  c o m p ro m is e  a c o m p u te r  o r  n e tw o rk .  P e n e tra t io n  te s t in g  m u s t  be co n s id e re d  as an 

a c t iv i ty  th a t  show s th e  holes in th e  s e cu r i ty  m od e l  o f  an o rg an iza t io n . P e n e tra t io n  te s t in g  helps 

o rgan iza t ions  t o  reach a ba lance b e tw e e n  te chn ica l  p row ess  and business fu n c t io n a l i t y  f r o m  

th e  p e rspe c t ive  o f  p o te n t ia l  s e c u r i ty  b reaches . This te s t  can he lp  you  in d isas te r  recove ry  and 

bus iness  c o n t in u i t y  p la n n in g .

M o s t  v u ln e ra b i l i t y  assessments a re  ca rr ied  o u t  so le ly  based on  s o f tw a r e  and ca n n o t  assess 

se cu r ity  th a t  is n o t  re la te d  t o  te c h n o lo g y .  Both  p eo p le  and processes can be th e  source  o f  

se cu r ity  v u ln e ra b i l i t ie s  as m uch  as th e  te c h n o lo g y  can be. Using social e ng in ee r in g  te ch n iq u e s ,  

p e n e t ra t io n  tests  can reveal w h e th e r  e m p loyees  ro u t in e ly  a l lo w  peop le  w i t h o u t  id e n t i f ic a t io n
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t o  e n te r  c o m p a n y  fa c i l i t ie s  and w h e re  th e y  w o u ld  have physical access to  c o m p u te rs .  Practices 

such as patch  m a n a g e m e n t  cycles can be e va lua te d . A p e n e t ra t io n  te s t  can reveal process 

p rob lem s , such as n o t  app ly in g  se cu r ity  upd a te s  u n t i l  th re e  days a f te r  th e y  a re  re leased, w h ic h  

w o u ld  g ive a t ta cke rs  a th re e -d a y  w in d o w  to  e x p lo i t  k n o w n  v u ln e ra b i l i t ie s  on  servers.

You can d i f fe re n t ia te  a p e n e t ra t io n  te s te r  f r o m  an a t ta c k e r  o n ly  by his o t  her in te n t  and lack o f  

m alice . T h e re fo re ,  em p lo ye es  o r  ex te rna l e xpe r ts  m u s t  be c a u t io n e d  aga ins t co nd uc t in g  

p e n e t ra t io n  tes ts  w i t h o u t  p ro p e r  a u th o r iz a t io n .  P e n e tra t io n  te s t in g  t h a t  is n o t  c o m p le te d  

p ro fess io na l ly  can resu lt  in th e  loss o f  serv ices and d is ru p t io n  o f  bus iness  c o n t in u i ty .

M a n a g e m e n t  needs t o  g ive  w r i t t e n  a p p ro va l  fo r  p e n e t ra t io n  te s t ing . This app ro va l shou ld  

inc lu de  a c lea r  scoping, a d e s c r ip t io n  o f  w h a t  w i l l  be te s te d ,  and w h e n  th e  te s t in g  w i l l  ta ke  

place. Because o f  th e  n a tu re  o f  p e n e t ra t io n  te s t ing , fa i lu re  t o  o b ta in  th is  app ro va l m ig h t  resu lt  

in c o m m it t in g  c o m p u te r  c r im e , d e sp ite  th e  best in te n t io n s .
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W h y  P e n e t r a t i o n  T e s t i n g C E H

a«  F o r  t e s t i n g  a n d  

- ^  v a l i d a t i n g  t h e  e f f i c i e n c y  

o f  s e c u r i t y  p r o t e c t i o n s  

a n d  c o n t r o l s

©  I t  f o c u s e s  o n  h i g h  s e v e r i t y  

v u l n e r a b i l i t i e s  a n d  e m p h a s iz e s  

a p p l i c a t i o n - l e v e l  s e c u r i t y  i s s u e s  t o  

d e v e l o p m e n t  t e a m s  a n d  

m a n a g e m e n t

S  P r o v i d i n g  c o m p r e h e n s i v e  a p p r o a c h  

o f  p r e p a r a t i o n  s t e p s  t h a t  c a n  b e  

t a k e n  t o  p r e v e n t  u p c o m i n g  

e x p l o i t a t i o n

S  E v a l u a t i n g  t h e  e f f i c i e n c y  o f  

n e t w o r k  s e c u r i t y  d e v i c e s  s u c h  a s  

f i r e w a l l s ,  r o u t e r s ,  a n d  w e b  s e r v e r s

8  F o r  c h a n g i n g  o r  u p g r a d i n g  e x i s t i n g  

i n f r a s t r u c t u r e  o f  s o f t w a r e ,  

h a r d w a r e ,  o r  n e t w o r k  d e s i g n

©  I d e n t i f y  t h e  t h r e a t s  

f a c i n g  a n  o r g a n i z a t i o n 's

i n f o r m a t i o n  a s s e t s

e  R e d u c e  a n  o r g a n i z a t i o n 's  e x p e n d i t u r e  

o n  IT  s e c u r i t y  a n d  e n h a n c e  R e t u r n  O n  

S e c u r i t y  I n v e s t m e n t  ( R O S I )  b y  

i d e n t i f y i n g  a n d  r e m e d i a t i n g  

v u l n e r a b i l i t i e s  o r  w e a k n e s s e s

8  P r o v i d e  a s s u r a n c e  w i t h  c o m p r e h e n s i v e  

a s s e s s m e n t  o f  o r g a n i z a t i o n 's  s e c u r i t y  

i n c l u d i n g  p o l i c y ,  p r o c e d u r e ,  d e s i g n ,  a n d  

I m p l e m e n t a t i o n

8  G a in  a n d  m a i n t a i n  c e r t i f i c a t i o n  t o  a n  

i n d u s t r y  r e g u l a t i o n  ( B S 7 7 9 9 ,  H IP A A  

e t c . )

S  A d o p t  b e s t  p r a c t i c e s  in  c o m p l i a n c e  

t o  l e g a l  a n d  i n d u s t r y  r e g u l a t i o n s

C o p y r ig h t  ©  b y  iG - G c u n c i l.  A ll R ig h ts  R e s e rv e d . R e p ro d u c t io n  is  S t r ic t ly  P r o h ib ite d .

W h y  P e n e t r a t i o n  T e s t i n g ?

P e n e tra t io n  te s t in g  plays a v i ta l  ro le  in e va lua t ing  and m a in ta in in g  secu r ity  o f  a sys tem  

o r  n e tw o rk .  It  helps y o u  in f in d in g  o u t  th e  loo ph o le s  by d ep lo y ing  a ttacks. It inc ludes bo th  

sc r ip t-based  te s t in g  as w e l l  as h u m an -b ase d  te s t in g  on  n e tw o rk s .  A p e n e t ra t io n  te s t  n o t  o n ly  

reveals n e tw o rk  s e c u r i ty  holes, b u t  also p rov ides  r isk  assessm en t.  Let's see w h a t  yo u  can do 

w i th  th e  he lp  o f  p e n e t ra t io n  te s t ing :

9  You can id e n t i f y  th e  th re a ts  fa c ing  an o rgan iza t io n 's  in fo rm a t io n  assets.

Q You can red uce  an o rg an iza t io n 's  IT s e cu r i ty  costs and  p ro v id e  a b e t te r  Return  On IT 

Secur ity  In v e s tm e n t  (ROSI) by id e n t i fy in g  and reso lv ing  v u ln e ra b i l i t ie s  and weaknesses.

9  You can p ro v id e  an o rg an iza t io n  w i th  assurance: a th o ro u g h  and co m p re h e n s iv e  

assessm ent o f  o rg an iza t io na l s e cu r i ty  co ve r in g  po l icy , p ro ced u re ,  design, and 

im p le m e n ta t io n .

9  You can ga in  and  m a in ta in  c e r t i f ic a t io n  to  an in d u s t ry  re g u la t io n  (BS7799, HIPAA, e tc.).

9  You can a d o p t  best p rac t ices  by c o n fo rm in g  to  legal and  in d u s t ry  reg u la t ion s .

9  You can te s t  and va l id a te  th e  e f f ic ien cy  o f  se cu r i ty  p ro te c t io n s  and co n tro ls .

9  It focuses on h ig h -se ve r ity  v u ln e ra b i l i t ie s  and em phas izes  a p p l ic a t io n - le v e l  se cu r ity  

issues to  d e v e lo p m e n t  te am s  and m a n a g e m e n t.
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e  It p rov ides  a c o m p re h e n s iv e  a p p ro a ch  o f  p re p a ra t io n  s teps  th a t  can be ta ke n  to  p re v e n t  

u pco m in g  e x p lo i ta t io n .

9  You can e va lua te  th e  e f f ic ien cy  o f  n e tw o rk  se cu r ity  dev ices such as f i re w a l ls ,  rou te rs ,  

and w e b  servers.

6  You can use i t  f o r  chang ing  o r  u p g ra d in g  e x is t in g  in f ra s t r u c tu re  o f  s o f tw a re ,  h a rd w a re ,  

o r  n e tw o rk  design.
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C o m p a r i n g  S e c u r i t y  A u d i t ,  V u l n e r a b i l i t y  

A s s e s s m e n t ,  a n d  P e n e t r a t i o n  T e s t i n g C E H

P e n e tra t io n  T e s t in g

6  P e n e tr a t io n  te s t in g  is  a 

m e t h o d o lo g ic a l  a p p r o a c h  to  

s e c u r i t y  a s s e s s m e n t  t h a t  

e n c o m p a s s e s  t h e  s e c u r i t y  a u d i t  

a n d  v u ln e r a b i l i t y  a s s e s s m e n t  a n d  

d e m o n s t r a te s  i f  t h e  

v u ln e r a b i l i t ie s  in  s y s te m  c a n  b e  

s u c c e s s fu l ly  e x p lo i t e d  b y  

a t ta c k e r s

V u ln e ra b ility  A sse ssm en t

6  A  v u ln e r a b i l i t y  a s s e s s m e n t  fo c u s e s  

o n  d is c o v e r in g  t h e  v u ln e r a b i l i t ie s  

in  t h e  in f o r m a t io n  s y s te m  b u t  

p r o v id e s  n o  in d ic a t io n  i f  t h e  

v u ln e r a b i l i t ie s  c a n  b e  e x p lo i t e d  o r  

t h e  a m o u n t  o f  d a m a g e  t h a t  m a y  

r e s u l t  f r o m  t h e  s u c c e s s fu l 

e x p lo i t a t i o n  o f  t h e  v u ln e r a b i l i t y

©

S e c u r ity  A u d it

©  A  s e c u r i t y  a u d i t  ju s t  c h e c k s  

w h e t h e r  t h e  o r g a n iz a t io n  is 

f o l lo w in g  a  s e t  o f  s ta n d a r d  

s e c u r i t y  p o l ic ie s  a n d  

p r o c e d u r e s

©
C o p y r ig h t  ©  b y  IC-Ccuncil. A ll R ig h ts  R e s e rv e d . R e p ro d u c t io n  is  S t r ic t ly  P r o h ib ite d .

C o m p a r i n g  S e c u r i t y  A u d i t ,  V u l n e r a b i l i t y  

A s s e s s m e n t ,  a n d  P e n e t r a t i o n  T e s t i n g

A lth o u g h  a lo t  o f  peop le  use th e  te rm s  s e cu r i ty  a ud it ,  v u ln e ra b i l i t y  assessm ent, and p e n e t ra t io n  

te s t  in te rc h a n g e a b ly  t o  m ean  s e cu r i ty  assessment, th e re  are c o ns ide rab le  d if fe ren ce s  b e tw e e n  

th e m .

S e c u r i t y  A u d i t V u ln e r a b i l i t y  A s s e s s m e n t P e n e tra t io n  T e s t in g

A security audit just checks 
whether the organization is 
following a set of standard security 
policies and procedures

A vulnerability assessment focuses 
on discovering the vulnerabilities 
in the information system but 
provides no indication if the 
vulnerabilities can be exploited or 
the amount of damage that may 
result from the successful 
exploitation of the vulnerability

Penetration testing is a 
methodological approach to 
security assessment that 
encompasses the security audit 
and vulnerability assessment and 
demonstrates if the vulnerabilities 
in system can be successfully 
exploited by attackers

TABLE 20.1: Comparison between Security Audit, Vulnerability Assessment, and Penetration Testing
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C E HW h a t  S h o u l d  b e  T e s t e d ?

An organization should conduct a risk assessment operation 
before the penetration testing that will help to identify the main 
threats, such as:

FTP, IIS , 

a n d  w e b  s e r v e r s

P u b l ic  f a c in g  s y s te m s ;  

w e b s i te s ,  e m a i l  g a te w a y s ,  

a n d  r e m o t e  a c c e s s  p la t f o r m s

C o m m u n ic a t io n s  

f a i l u r e  a n d  e -  

c o m m e r c e  f a i lu r e

M a i l ,  D N S , f i r e w a l l s ,  

a n d  p a s s w o r d s

L o s s  o f  c o n f id e n t ia l  

i n f o r m a t i o n

N o t e :  T e s t in g  s h o u ld  b e  p e r f o r m e d  o n  a l l  h a r d w a r e  a n d  s o f t w a r e  c o m p o n e n t s  o f  a  n e t w o r k  s e c u r i t y  s y s t e m

C o p y r ig h t  ©  b y  IC - C c u n c i l .  A ll R ig h ts  R e s e rv e d . R e p ro d u c t io n  is  S t r ic t ly  P r o h ib ite d .

W h a t  S h o u l d  b e  T e s t e d ?

It is a lw ays ideal to  c o n d u c t  a v u ln e ra b i l i t y  assessm ent in an o rg an iza t io n  so th a t  

va r ious  p o te n t ia l  th re a ts  can be k n o w n  w e l l  b e fo re  th e y  occur. You can te s t  va r ious  n e tw o rk  o r 

sys tem  c o m p o n e n ts  f o r  s e c u r i ty  v u ln e ra b i l i t ie s ,  such as:

9  C o m m u n ic a t io n  fa i lu re

e  E -com m erce  fa i lu re

9  Loss o f  c o n f id e n t ia l  in fo rm a t io n

9  Public fa c ing  system s w ebs ites

Q Email ga tew ays

Q R em ote  access p la t fo rm s

e  M a i l

e  DNS

9  F irewalls

9  Passwords

e  FTP

e  IIS

9  W e b  servers
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E H
W h a t  M a k e s  a  G o o d  P e n e t r a t i o n  

T e s t ?

Cons ider th e  fo l lo w in g  fa c to rs  to  p e r fo rm  a good  p e n e t ra t io n  tes t:

9  Establish th e  p a ra m e te rs  fo r  th e  p e n e t ra t io n  te s t  such as ob jec t ives , l im i ta t io n s ,  and  th e

ju s t i f ic a t io n  o f  p ro cedu res . The e s ta b l is h m e n t  o f  th ese  p a ra m e te rs  helps you  in k n o w  

th e  p u rpose  o f  c o n d u c t in g  p e n e t ra t io n  tes t .

9  H ire  sk il led  and expe r ie nce d  p ro fess iona ls  t o  p e r fo rm  th e  tes t .  If th e  p e n e t ra t io n  te s t in g

is n o t  d o n e  by th e  sk il led  and  expe r ie nce d  p ro fess iona ls  th e re  a re  chances o f  d am ag ing  

th e  l ive data  and m o re  h a rm  can h appen  th a n  th e  bene f i ts .

9  Choose a s u itab le  set o f  tes ts  th a t  ba lance cos t and bene f i ts .

9  Fo l low  a m e th o d o lo g y  w i th  p ro p e r  p la nn ing  and d o c u m e n ta t io n .  It is v e ry  im p o r ta n t  to

d o c u m e n t  th e  te s t  a t  each phase fo r  th e  fu r t h e r  re fe rences .

9  D o c u m e n t  th e  resu lt  c a re fu l ly  and m ak ing  i t  c o m p re h e n s ib le  fo r  th e  c l ien t.

9  State  th e  p o te n t ia l  r isks and f in d in g s  c lea r ly  in th e  f ina l  re p o r t .
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R O I  o n  P e n e t r a t i o n  T e s t i n g  C E H
(•*•At* Itfctul * mu .

D e m o n s t r a t e  t h e  R O I f o r  P e n -  t e s t  w i t h  t h e  h e lp  o f  a  b u s in e s s  

c a s e  s c e n a r io ,  w h ic h  in c lu d e s  t h e  e x p e n d i t u r e  a n d  t h e  p r o f i t s  

in v o l v e d  in  i t

C o m p a n ie s  w i l l  s p e n d  o n  t h e  p e n - t e s t  o n l y  i f  t h e y  h a v e  

a  p r o p e r  k n o w le d g e  o n  t h e  b e n e f i t s  o f  t h e  P e n - t e s t

C o p y r ig h t  ©  b y  IG - G c u n c i l .  A ll R ig h ts  R e s e rv e d . R e p ro d u c t io n  is  S t r ic t ly  P r o h ib ite d .

R O I  o n  P e n e t r a t i o n  T e s t i n g

ROI ( re tu rn  on in v e s tm e n t)  is a t r a d i t io n a l  f in an c ia l  m easure . It is used to  d e te rm in e  

th e  business resu lts  o f  fo r  th e  fu tu re  based on th e  ca lcu la t ions  o f  h is to r ic a l  d a ta . The ROI is 

ca lcu la ted  based on  th re e  th ings:

e  Payback p e rio d : In th is  m e th o d  th e  t im e  ta ke n  to  g e t  th e  pay back (g e t t in g  th e  a m o u n t  

inves ted) on a p a r t ic u la r  p ro je c t  is ca lcu la ted .

Q N et p resen t va lue : F u tu re  b en e f i ts  are  ca lcu la ted  in th e  te rm s  o f  to d a y 's  m oney .

9  In te rn a l ra te  o f  re tu rn : The b en e f i ts  based on th e  in te re s t  ra te .

So w h e n e v e r  a p e n e t ra t io n  te s t  is co n d u c te d ,  a c o m p a n y  checks w h a t  kinds o f  bene f i ts  are

th e re  assoc ia ted  w i th  th e  p e n e tra t io n  te s t ing . W h a t  cou ld  be th e  costs to  be in cu rre d  fo r  th e  

fo r  p e n e t ra t io n  te s t in g ?  Costs re la ted  to  th e  h ir ing  o f  sk il led  p ro fess iona ls?

All these  th in g s  to  be ke p t in v ie w  and p e n e t ra t io n  te s t in g  shou ld  be c o n d u c te d  th ro u g h  p ro p e r

p lann ing .

9  P e n e tra t io n  te s t in g  helps co m p a n ie s  in id e n t i fy in g ,  u n d e rs ta n d in g ,  and  address ing  

vu ln e ra b i l i t ie s ,  w h ic h  saves th e m  a lo t  o f  m o n e y  resu lt in g  in ROI.
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e  D e m o n s tra te  th e  ROI fo r  a pen te s t  w i th  th e  help  o f  a bus iness  case sce na r io ,  w h ic h  

inc ludes th e  e x p e n d i tu re  and  th e  p ro f i ts  invo lved  in it.
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C E HT e s t i n g  P o i n t s

M
V

“ I

t  to

'SBSsss״■
servteeS׳

O r g a n iz a t io n s  h a v e  

t o  r e a c h  a  c o n s e n s u s  

o n  t h e  e x t e n t  o f  information 
that can be divulged t o  t h e  

t e s t i n g  t e a m  t o  d e t e r m in e  

t h e  s t a r t i n g  p o in t  o f  t h e  t e s t

Copyrigh t ID ^ ^ ^ M l l lC i l .  A ll R ights Rese rved . R ep roduc tion  is S tr ic tly  P roh ib ited .

PenetrJ ! : 9vidi" ia
team with adH eStine 

lnf0r1r)ati0n tl0n3l ' 
^ a u> ?  Ve׳

^ reallstic 
dvar't*ge

T e s t i n g  P o i n t s

Every p e n e t ra t io n  te s t  w i l l  have a s ta r t -  and  e n d -p o in t ,  i r re spe c t ive  o f  w h e th e r  i t  is 

zero  k n o w le d g e  o r  pa r t ia l  kn ow led ge  tes t.  H o w  does a pen te s t  te a m  o r  an o rg an iza t io n  

d e te rm in e  th is?  W h i le  p ro v id in g  a p e n e t r a t io n - te s t in g  te a m  w i th  in fo rm a t io n  such as th e  exact 

c o n f ig u ra t io n  o f  th e  f i r e w a l l  used by th e  ta rg e t  n e tw o rk  m ay  speed up  th e  te s t ing ,  i t  can w o rk  

n eg a t ive ly  by p ro v id in g  th e  te s te rs  w i t h  an u n rea l is t ic  advan tage .

If th e  o b je c t ive  o f  th e  p e n e t ra t io n  e f fo r t  is to  f in d  as m uch  v u ln e ra b i l i t y  as possib le , i t  m ig h t  be 

a good idea t o  o p t  fo r  w h i te  box te s t in g  and  share  as m u ch  in fo rm a t io n  as poss ib le  w i th  th e  

tes te rs .  This can he lp  in d e te c t in g  h idden  v u ln e ra b i l i t ie s  th a t  are  o f te n  u n d e te c te d  because o f  

obscu r i ty .  On th e  o th e r  hand , i f  th e  pu rpo se  o f  t h e  p e n e tra t io n  te s t  is to  e va lua te  th e  

e ffec t iveness  o f  th e  se cu r ity  p o s tu re  o f  th e  o rg a n iz a t io n — irre spe c t ive  o f  any "s e c u r i ty  by  

o b s c u r i t y "  m ea s u re s — w i th h o ld in g  in fo rm a t io n  w i l l  de r ive  m o re  rea lis t ic  resu lts .

S im ila r ly ,  by m ak ing  h igh ly  sens it ive  in fo rm a t io n ,  such as th e  nam es and  user IDs o f  sys tem  

a d m in is t ra to rs ,  th e  o rg a n iz a t io n  m ay be d e fe a t in g  th e  pu rpo se  o f  a c o m p re h e n s iv e  pen tes t.  

T h e re fo re ,  ba lance m u s t  be reached  b e tw e e n  assisting th e  te s t in g  te a m  in c o n d u c t in g  th e i r  te s t  

fa s te r  and p ro v id in g  a m o re  rea l is t ic  te s t ing  e n v i ro n m e n t  by re s tr ic t in g  in fo rm a t io n .

Some o rgan iza t ions  m ay choose  to  ge t th e  in i t ia l  p en  te s t  a u d ite d  by a second  pen te s t  te a m  so 

th a t  th e re  is a th i r d  p a r ty  assurance on  th e  resu lts  o b ta in e d .
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C E HT e s t i n g  L o c a t i o n s

The pentest team may have a choice of 
doing the test either remotely or on-site

A remote assessment may simulate an 
 external hacker attack. However, it may ־4

miss assessing internal guards

An on-site assessment may be expensive 
* and may not simulate an external threat 

exactly

I f f

C o p y r ig h t  ©  b y  IC-Ccuncil. A ll R ig h ts  R e s e rv e d . R e p ro d u c t io n  is  S t r ic t ly  P r o h ib ite d .

T e s t i n g  L o c a t i o n s

The p e n e t ra t io n  te s t  te a m  m ay  have a p re fe re n c e  on th e  loca t ion  f r o m  w h e re  th e y  

w o u ld  p ro b e  th e  n e tw o rk .  A l te rn a t iv e ly ,  th e  o rg an iza t io n  m ay  w a n t  th e  n e tw o rk  to  be assessed 

f r o m  a re m o te  loca t ion . If th e  pen te s t  te a m  is based overseas, an o n s i te  a ssessm en t m ay  be 

expens ive  th a n  a re m o te  one.

The loca t ion  o f  th e  assessm ent has an in f lu e n ce  on th e  te s t  resu lts . Tes t ing  ove r  th e  In te rn e t  

m ay  p ro v id e  a m o re  rea l is t ic  te s t  e n v i ro n m e n t .  H o w e ve r ,  th e  pen te s t  te a m  m ay  learn  l i t t le  i f  

th e re  is a w e l l -c o n f ig u re d  p e r im e te r  f i re w a l l  and ro b u s t  w e b  a p p l ic a t io n  defenses. A p u re ly  

e x te rna l assessm ent m ay n o t  be ab le  to  te s t  any a d d it io n a l  in n e r  n e tw o rk  defenses p u t  in  p lace 

to  g ua rd  aga ins t an in te rn a l  in t ru d e r .

S o m etim es , th e  o rg an iza t io n  m ay have a n e tw o rk  th a t  is d ispe rsed  geo g rap h ica l ly  across 

loca tions  and th a t  co n ta ins  severa l systems. In th is  case, th e  o rg an iza t io n  m ay  choose  to  

p r io r i t iz e  loca t ions  o r  th e  te a m  m a y  choose  loca t ions  d e p e n d in g  on c r i t ica l  a p p l ic a t io n s .

If a c o m p le te  k n o w le d g e  te s t  is be ing  u n d e r ta k e n ,  th e  pen te s t  te a m  can u n d e r ta k e  an asset 

a u d it  to  d e te rm in e  w h ic h  sys tem s are c r it ica l to  th e  business, and plan th e  tes t  accord ing ly .
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C o p y r ig h t  ©  b y  iC - C c u n c i l .  A ll R ig h ts  R e s e rv e d . R e p ro d u c t io n  is  S t r ic t ly  P r o h ib ite d .

M o d u l e  F l o w

i So fa r, w e  have discussed va r ious  pen te s t in g  concepts . D epend ing  on th e  scope o f  

o p e ra t io n  and t im e  re q u ire d  f o r  c o n d u c t in g  a pen tes t,  th e  te s te r  can choose  th e  a p p ro p r ia te  

ty p e  o f  p e n e t ra t io n  te s t ing . The se lec t ion  o f  th e  p a r t ic u la r  ty p e  o f  p e n e tra t io n  te s t in g  depends  

u pon  th e  ty p e  o f  resources  t o  be p ro te c te d  aga ins t a ttacks. N ow , w e  w i l l  discuss va r iou s  types  

o f  pen te s t ing .

Pen Testing Concepts ! H I  Types  o f  Pen T es t ing

Pen Testing Techniques Pen Testing Phases

Pen Testing Roadm ap O utsourc ing  Pen Testing  Services
% ״ ;

Ethical Hacking and Countermeasures Copyright © by EC-C0linCil
All Rights Reserved. Reproduction is Strictly Prohibited.

Module 20 Page 2897



In th is  sec t ion , yo u  w i l l  learn  d i f fe re n t  types  o f  p e n e t ra t io n  te s t in g  such as e x te rna l te s t ing , 

in te rna l te s t ing ,  B lack-box, g ra y -b ox  p e n e t ra t io n  te s t ing ,  w h i te -b o x  p e n e t ra t io n  te s t ing , 

a n n o u n c e d /u n a n n o u n c e d  te s t ing , a u to m a te d  te s t ing , and m anua l tes t ing .

Ethical Hacking and Countermeasures Exam 312-50 Certified Ethical Hacker
Penetration Testing
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T y p e s  o f  P e n e t r a t i o n  T e s t i n g  C E H

In te rn a l T e s t in g

Internal testing involves testing 
computers and devices within 
the company

&  B l a c k - h a t  t e s t i n g / z e r o - k n o w l e d g e  

t e s t i n g

לי  G r a y - h a t  t e s t i n g / p a r t i a l - k n o w l e d g e  

t e s t i n g

9  W h i t e - h a t  t e s t i n g / c o m p l e t e -  

k n o w l e d g e  t e s t i n g

9  A n n o u n c e d  t e s t i n g

E x te rn a l T e s t in g

External testing involves analysis 
of publicly available information, 
a network enumeration phase, 
and the behavior of the security 
devices analyzed

User 1 U se r 2

C o p y r ig h t  ©  b y  IC-Ccuncil. A ll R ig h ts  R e s e rv e d . R e p ro d u c t io n  is  S t r ic t ly  P r o h ib ite d .

T y p  e s  o f  P e n e t r a t i o n  T e s t i n g

P e n e tra t io n  te s t in g  is b ro a d ly  d iv id ed  in to  tw o  types. They are:

m h r  E x t e r n a l  T e s t i n g

External p e n e t ra t io n  te s t in g  is th e  c o n v e n t io n a l  app roach  t o  p e n e t ra t io n  te s t ing .  The 

te s t in g  is focused  on  th e  servers, in f ra s t ru c tu re ,  and u n d e r ly in g  s o f tw a re  p e r ta in in g  to  th e  

ta rg e t .  It m ay  be p e r fo rm e d  w i th  no p r io r  k n o w le d g e  o f  th e  s ite  (b lack box) o r  w i th  fu l l  

d isc losure  o f  th e  to p o lo g y  and e n v i ro n m e n t  (w h i te  box). This ty p e  o f  te s t in g  w i l l  ta ke  in a 

c o m p re h e n s iv e  ana lys is  o f  p ub l ic ly  ava i lab le  in fo rm a t io n  a b o u t  th e  ta rg e t .

I n t e r n a l  T e s t i n g

In te rna l te s t in g  m akes use o f  s im i la r  m e th o d s  as th e  ex te rna l te s t ing ,  and i t  is 

co ns ide red  to  be a m o re  ve rsa t i le  v ie w  o f  th e  secur ity .  Tes t ing  w i l l  be p e r fo rm e d  f r o m  several 

n e tw o rk  access po in ts , in c lu d ing  b o th  log ica l and  phys ica l  segm en ts .

It is c r i t ica l  t o  n o te  th a t  desp ite  e ve ry th in g ,  in fo rm a t io n  s e cu r i ty  is an o n g o ing  process and 

p e n e t ra t io n  te s t in g  o n ly  gives a sn apsho t o f  th e  s e cu r i ty  p o s tu re  o f  an o rg an iza t io n  a t any  g iven  

p o in t  in t im e .

In te rna l te s t ing  w i l l  be p e r fo rm e d  f r o m  a n u m b e r  o f  n e tw o rk  access po in ts ,  re p re se n t in g  each 

log ical and physical se g m e n t.  The fo l lo w in g  tes ts  com es fa l l  u nd e r  in te rn a l  te s t in g :
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9  B la c k -h a t  t e s t in g / z e r o - k n o w le d g e  te s t in g  

9  G r a y -h a t  t e s t i n g / p a r t i a l - k n o w le d g e  te s t in g  

9  W h i t e - h a t  t e s t in g / c o m p l e t e - k n o w le d g e  te s t in g  

9  A n n o u n c e d  te s t in g  

9  U n a n n o u n c e d  te s t in g
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E x t e r n a l  P e n e t r a t i o n  T e s t i n g C E H

J  External penetration testing involves a comprehensive analysis of company's externally visible 
servers or devices, such as:

J  T h e  g o a l  o f  a n  e x t e r n a l  p e n e t r a t i o n  t e s t i n g  is  t o  

d e m o n s t r a t e  t h e  e x i s t e n c e  o f  k n o w n  v u l n e r a b i l i t i e s  

t h a t  c o u l d  b e  e x p l o i t e d  b y  a n  e x t e r n a l  a t t a c k e r

J  I t  h e l p s  t h e  t e s t e r s  t o  c h e c k  i f  s y s t e m  is  p r o p e r l y

m a n a g e d  a n d  k e p t  u p - t o - d a t e  p r o t e c t i n g  t h e  b u s i n e s s  

f r o m  i n f o r m a t i o n  l o s t  a n d  d i s c l o s u r e

C o p y r ig h t  C  b y  IG - G c u n c i l .  A ll R ig h ts  R e s e rv e d . R e p ro d u c t io n  is  S t r ic t ly  P r o h ib ite d .

J  I t  i s  t h e  t r a d i t i o n a l  a p p r o a c h  t o  p e n e t r a t i o n  

t e s t i n g

J  I t  c a n  b e  p e r f o r m e d  w i t h o u t  p r i o r  k n o w l e d g e  o f  t h e  

t a r g e t  t o  b e  t e s t e d  o r  w i t h  f u l l  d i s c l o s u r e  o f  t h e  t a r g e t ' s  

t o p o l o g y  a n d  e n v i r o n m e n t

E x t e r n a l  P e n e t r a t i o n  T e s t i n g

A pen te s te r  c o nd uc ts  e x te rna l p e n e t ra t io n  te s t  fo r  d e te rm in in g  th e  e x te rna l  th re a ts  

to  th e  n e tw o rk  o r  sys tem . The  a t ta c k e r  can p e r fo rm  an e x te rna l a t ta ck  w i t h o u t  accessing a 

sys tem  by using c red en t ia ls  o r  th e  a p p ro p r ia te  r igh ts . The m a in  a im  beh ind  c o n d u c t in g  th is  pen 

te s t  is to  id e n t i f y  p o te n t ia l  w e a k n e s s e s  in th e  se cu r ity  o f  ta rg e t  n e tw o rk  system .

Externa l te s t ing  is focused  on th e  servers, in f ra s t ru c tu re ,  and u n d e r ly in g  s o f tw a re  p e r ta in in g  to  

th e  ta rg e t .  It m ay  be p e r fo rm e d  w i th  no p r io r  k n o w le d g e  o f  th e  s ite  (b lack box) o r  w i th  fu l l  

d isc losure  o f  th e  to p o lo g y  and e n v i ro n m e n t  (w h i te  box).

This ty p e  o f  te s t in g  w i l l  ta ke  in a c o m p re h e n s iv e  ana lys is  o f  p ub l ic ly  ava i lab le  in fo rm a t io n  a b o u t  

th e  ta rg e t ,  a n e tw o rk  e n u m e ra t io n  phase w h e re  ta rg e t  hosts are id e n t i f ie d  and ana lyzed, and 

th e  b e h a v io r  o f  se cu r ity  dev ices such as s c ree n in g  n e tw o r k - f i l t e r in g  dev ices . V u ln e ra b i l i t ie s  are 

th e n  id e n t i f ie d  and v e r i f ie d ,  and th e  im p l ic a t io n s  assessed. It is th e  t ra d i t io n a l  a p p ro a ch  to  

p e n e t ra t io n  tes t ing .
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I n t e r n a l  S e c u r i t y  A s s e s s m e n t C E H
ItbKJl N«kw

C o p y r ig h t  ©  b y  IG - G c u n c i l .  A ll R ig h ts  R e s e rv e d . R e p ro d u c t io n  is  S t r ic t ly  P r o h ib ite d .

An internal security assessment follows a 
similar methodology to external testing, 
but provides a more complete view of the 
site security

I n t e r n a l  p e n e t r a t i o n  t e s t in g  fo c u s e s  o n  

c o m p a n y 's  i n t e r n a l  r e s o u r c e s  s u c h  a s  D M Z s , 

n e t w o r k  c o n n e c t io n s ,  a p p l ic a t io n  s e r v ic e s ,  e tc .  

a n d  c o m p r e h e n s iv e  a n a ly s is  o f  t h r e a t s  a n d  r is k s  

t h a t  a r is e  w i t h i n  t h e  c o m p a n y

The goal of internal penetration testing is to 
demonstrate the exposure of information or 
other organization assets to an unauthorized 
user

I n t e r n a l  S e c u r i t y  A s s e s s m e n t:) י י ן .:

A pen te s te r  cond uc ts  in te rn a l  p e n e t ra t io n  te s t ing  in o rd e r  to  ensu re  n o b o d y  can 

access th e  sys tem  ins ide  n e tw o rk  by m isus ing  user p riv i leges. It is used to  id e n t i fy  th e  

weaknesses o f  c o m p u te r  sys tem  ins ide th e  p a r t ic u la r  n e tw o rk .  The  in te rna l se cu r ity  assessm ent 

g ives a c lear v ie w  o f  th e  s ite 's  secur ity .  In te rn a l  s e cu r i ty  assessm ent has s im i la r  m e th o d o lo g y  

like  e x te rna l p e n e t ra t io n  te s t ing . The m a in  pu rpo se  b eh in d  th e  in te rn a l  p e n e t r a t io n  te s t in g  is 

to  f in d  o u t  th e  va r ious  v u ln e ra b i l i t ie s  inside th e  n e tw o rk .  Risks assoc ia ted  w i th  se cu r ity  aspects 

are  c a re fu l ly  checked. E xp lo i ta t ion  can be d o n e  by a hacker, a m a lic ious  e m p lo y e e ,  etc.:

9  Test ing  w i l l  be p e r fo rm e d  f r o m  a n u m b e r  o f  n e tw o rk  access po in ts , re p re s e n t in g  each 

log ical and physical se gm en t.

Q For exam p le , th is  m ay  inc lu de  t ie rs  and DMZs w i th in  th e  e n v i ro n m e n t ,  th e  c o rp o ra te  

n e tw o rk ,  o r  p a r tn e r  c o m p a n y  conn ec t io ns .
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B l a c k - b o x  P e n e t r a t i o n  T e s t i n g  C E H

P e n e t r a t i o n  t e s t  m u s t  b e  

c a r r i e d  o u t  a f t e r  e x t e n s i v e  

i n f o r m a t i o n  g a t h e r i n g  a n d  

r e s e a r c h

C o p y r ig h t  ©  b y  IG - G c u n c i l .  A ll R ig h ts  R e s e rv e d . R e p ro d u c t io n  is  S t r ic t ly  P r o h ib ite d .

B l a c k - b o x  P e n e t r a t i o n  T e s t i n g

In b lack-box  te s t ing ,  a pen te s te r  carr ies  o u t  th e  te s t  w i t h o u t  hav ing  any p r io r  

k n o w le d g e  th e  ta rg e t .  In o rd e r  t o  s im u la te  r e a l -w o r ld  a t ta c k s  and m in im iz e  fa lse pos it ives, pen 

te s te rs  can choose  t o  u n d e r ta k e  b la ck -h a t  te s t in g  (o r  a z e ro -k n o w le d g e  a ttack , w i th  no 

in fo rm a t io n  o r  assis tance f r o m  th e  c l ien t)  and  m ap  th e  n e tw o rk  w h i le  e n u m e ra t in g  services, 

shared f i le  system s and o p e ra t in g  sys tem s d isc ree tly . A d d i t io n a l ly ,  th e  pen te s te r  can u n d e r ta k e  

w a r  d ia l ing  to  d e te c t  l is ten ing  m o d e m s  and w a r  d r iv ing  to  d iscove r  v u ln e ra b le  access p o in ts  i f  it 

is legal and w i th in  th e  scope o f  th e  p ro je c t.

The fo l lo w in g  p o in ts  s u m m a r ize  th e  b la ck -b o x  pen te s t ing :

9  It does n o t  re q u ire  p r io r  k n o w le d g e  o f  th e  in f ra s t ru c tu re  to  be te s te d

e  P e n e tra t io n  te s t  m us t  be ca rr ied  o u t  a f te r  ex tens ive  in fo rm a t io n  g a th e r in g  and research

e  It takes a co ns ide rab le  a m o u n t  o f  t im e  fo r  th e  p ro je c t  to  d iscove r  th e  n a tu re  o f  th e

in f ra s t r u c tu re  and h o w  it  conn ec ts  and  in te r re la te s

9  You w i l l  be g iven  o n ly  a c o m p a n y  nam e

9  This te s t  s im u la te s  th e  process o f  a real hacker

9  T im e  co nsu m in g  and expens ive  ty p e  o f  tes t
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E HG r e y - b o x  P e n e t r a t i o n  T e s t i n g  C

I

In  a  g r e y  b o x  t e s t .  I t  p e r f o r m s  security
t h e  t e s t e r  u s u a l ly  assessment a n d

h a s  a  limited testing i n t e r n a l l y

knowledge of 
information

P e r fo r m e d  m o s t ly  w h e n  a 

p e n e t r a t io n  t e s t e r  s t a r ts  

a  b la c k  b o x  t e s t  o n  w e l l  

protected systems a n d  

f in d s  t h a t  a  l i t t l e  p r io r  

k n o w le d g e  is  r e q u i r e d  in  

o r d e r  t o  conduct a 
thorough review

A p p r o a c h e s  t o w a r d s  

t h e  a p p l i c a t io n  s e c u r i t y  

t h a t  t e s t s  f o r  a l l  

v u l n e r a b i l i t i e s  w h ic h  a  

h a c k e r  m a y  f i n d  a n d  

e x p lo i t

C o p y r ig h t  ©  b y  iC - C c u n c i l .  A ll R ig h ts  R e s e rv e d . R e p ro d u c t io n  is  S t r ic t ly  P r o h ib ite d .

GD G r a y - b o x  P e n e t r a t i o n  T e s t i n g

In g ra y -b ox  p e n e t ra t io n  te s t in g ,  th e  te s t  is c o n d u c te d  w i th  l im i te d  k n o w le d g e  a b o u t  

in f ra s t ru c tu re ,  de fense  m ech an ism , and  c o m m u n ic a t io n  channe ls  o f  th e  ta rg e t  on w h ic h  te s t  is 

to  be co n d u c te d .  It is s im u la t io n  o f  th o se  a ttacks  th a t  is p e r fo rm e d  by th e  in s id e r  o r  o u ts id e r  

w i th  l im i te d  accesses p r iv i le g e s .

In th is  case, o rgan iza t ions  w o u ld  p re fe r  to  p ro v id e  th e  pen te s te rs  w i th  par t ia l  k n o w le d g e  or 

in fo rm a t io n  th a t  hackers co u ld  f in d  such as d o m a in  nam e  server. This can save t im e  and 

expenses o f  th e  o rg an iza t io n . In g ra y -b ox  te s t ing ,  pen te s te rs  m ay  a lso in te ra c t  w i th  sys tem  and 

n e tw o rk  a d m in is t ra to rs .
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W h i t e - b o x  P e n e t r a t i o n  T e s t i n g C E H

*s
OJ  Complete knowledge of the infrastructure that needs to be tested is known 

J  This test simulates the process of company's employees

In fo rm a t io n  is  p ro v id e d  s u c h  as

C o m p a n y  p o l ic ie s  

d o 's  a n d  d o n ' t s

IP  a d d re s s  /  

f i r e w a l l  /  ID S  

d e t a i ls

C o m p a n y

i n f r a s t r u c t u r e

C o p y r ig h t  ©  b y  IG - G c u n c i l .  A ll R ig h ts  R e s e rv e d . R e p ro d u c t io n  is  S t r ic t ly  P r o h ib ite d .

W h i t e - b o x  P e n e t r a t i o n  T e s t i n g

In w h i te -b o x  p e n e t ra t io n  tes t ing , th e  te s t  is c o n d u c te d  w i th  fu l l  k n o w le d g e  o f  

in f ra s t ru c tu re ,  de fense  m ech an ism , and  c o m m u n ic a t io n  channe ls  o f  th e  ta rg e t  on w h ic h  te s t  is 

be ing co n d u c te d .  This te s t  s im u la te s  th e  ins ide r  a t ta c k e r  w h o  has fu l l  p r iv i leges and u n l im i te d  

access to  th e  ta rg e t  sys te m .

This typ e  o f  p e n e t ra t io n  te s t  is be ing c o n d u c te d  w h e n  th e  o rg an iza t io n  needs to  assess its 

se cu r ity  aga ins t a spec if ic  k ind  o f  a t ta c k  o r  a spec if ic  ta rg e t .  In th is  case, t h e  c o m p le te  

in fo rm a t io n  a b o u t  th e  ta rg e t  is g iven  to  th e  pen tes te rs .  The  in fo rm a t io n  p ro v id e d  can inc lude  

n e tw o rk  to p o lo g y  d o c u m e n ts ,  asset in v e n to ry ,  and v a lu a t io n  in fo rm a t io n .  Typ ica lly ,  an 

o rg an iza t io n  w o u ld  o p t  fo r  th is  w h e n  i t  w a n ts  a c o m p le te  a u d i t  o f  its secur ity .
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A n n o u n c e d / U n a n n o u n c e d  T e s t i n g  C E H

U n a n n o u n c e d  T e s t in g

J  Is  a n  a t t e m p t  t o  c o m p r o m is e  

s y s t e m s  o n  t h e  c l i e n t  n e t w o r k s  

w i t h o u t  t h e  k n o w l e d g e  o f  IT  

s e c u r i t y  p e r s o n n e l

J  A l l o w s  o n l y  t h e  u p p e r

m a n a g e m e n t s  b e  a w a r e  o f  

t h e s e  t e s t s

J  E x a m in e s  t h e  s e c u r i t y  

i n f r a s t r u c t u r e  a n d  

r e s p o n s i v e n e s s  o f  t h e  IT  s t a f f

r s

6!*

A n n o u n c e d  T e s t in g

J  Is  a n  a t t e m p t  t o  c o m p r o m is e  

s y s t e m s  o n  t h e  c l i e n t  w i t h  t h e  f u l l  

c o o p e r a t i o n  a n d  k n o w l e d g e  o f  

t h e  IT  s t a f f

J  E x a m in e s  t h e  e x i s t i n g  s e c u r i t y  

i n f r a s t r u c t u r e  f o r  p o s s ib le  

v u ln e r a b i l i t i e s

J  I n v o lv e s  t h e  s e c u r i t y  s t a f f  o n  t h e  

p e n e t r a t i o n  t e s t in g  t e a m s  t o  

c o n d u c t  a u d i t s

C o p y r ig h t  ©  b y  IG - G c u n c i l .  A ll R ig h ts  R e s e rv e d . R e p ro d u c t io n  is  S t r ic t ly  P r o h ib ite d .

A n n o u n c e d / U n a n n o u n c e d  T e s t i n g

A n n o u n c e d  te s t in g  is an a t te m p t  to  access and re t r ie v e  p re - id e n t i f ie d  f lag  f i le(s) o r  to  

c o m p ro m is e  sys tem s on th e  c l ie n t  n e tw o rk  w i th  th e  fu l l  c o o p e ra t io n  and kn o w le d g e  o f  th e  IT 

s ta ff.  Such te s t in g  exam ines th e  ex is t ing  se cu r ity  in f ra s t ru c tu re  and in d iv id u a l  system s fo r  

poss ib le  vu ln e ra b i l i t ie s .  C rea t ing  a te a m - o r ie n te d  e n v i r o n m e n t  in w h ic h  m e m b e rs  o f  th e  

o rg an iza t ion 's  se cu r ity  s ta f f  are  p a r t  o f  th e  p e n e t ra t io n  te a m  a l low s  fo r  a ta rg e te d  a t ta c k  

aga ins t th e  m o s t  w o r th w h i le  hosts.

U n a n n o u n c e d  te s t in g  is an a t te m p t  t o  access and re t r ie v e  p re - id e n t i f ie d  f lag  f i le (s )  o r  to  

c o m p ro m is e  sys tem s on th e  c l ien t  n e tw o rk  w i th  th e  aw areness  o f  o n ly  th e  u pp e r  levels o f  

m a n a g e m e n t .  Such te s t in g  exam ines  b o th  th e  ex is t ing  se cu r ity  in f ra s t ru c tu re  and th e  

respons iveness o f  th e  sta ff.  If in t ru s io n  d e te c t io n  and in c id e n t  response  p lans have been 

c rea ted , th is  ty p e  o f  te s t  w i l l  id e n t i fy  any w eaknesses in th e i r  execu t ion . U n a n n o u n c e d  te s t ing  

o f fe rs  a te s t  o f  th e  o rgan iza t io n 's  s e cu r i ty  p ro ced u res  in a d d i t io n  t o  th e  s e c u r i ty  o f  t h e  

in f ra s t ru c tu re .

In b o th  cases, th e  IT re p re s e n ta t iv e  in th e  o rg a n iz a t io n  w h o  w o u ld  n o rm a l ly  re p o r t  se cu r ity  

breaches to  legal a u th o r i t ie s  sh ou ld  be a w a re  o f  th e  te s t  t o  p re v e n t  esca la t ion  to  law  

e n fo r c e m e n t  o rg a n iz a t io n s .
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A u t o m a t e d  T e s t i n g  C E H
U tlilM  itfcu l ■*ck•*

Automated testing can result in time and cost 
savings over a long term; however, it cannot 
replace an experienced security professional

Tools can have a high learning curve and may 
need frequent updating to be effective

With automated testing, there exists no scope 
for any of the architectural elements to be
tested

As with vulnerability scanners, there can be 
false negatives or worse, false positives

C o p y r ig h t  ©  b y  E C -C 0 M C il. A l l  R ig h ts  R e s e rv e d . R e p ro d u c t io n  is  S t r ic t ly  P r o h ib ite d .

A u t o m a t e d  T e s t i n g

Instead o f  re ly ing  on s e cu r i ty  expe rts , so m e  o rg an iza t io ns  and  s e c u r i ty - te s t in g  f i rm s  

p re fe r  to  a u to m a te  th e i r  se cu r ity  assessments. Here, a s e cu r i ty  to o l  is run  aga ins t th e  ta rg e t  

and th e  secu r ity  p os tu re  is assessed. The to o ls  a t te m p t  to  rep l ica te  th e  a ttacks  th a t  in t ru d e rs  

have been  k n o w n  to  use. This is s im i la r  to  v u ln e ra b i l i t y  scanning. Based on th e  success o r  fa i lu re  

o f  th e se  a ttacks, th e  to o l  a t te m p ts  t o  assess and re p o r t  s e cu r i ty  vu ln e ra b i l i t ie s .

H ow eve r ,  i t  m us t  be n o te d  th a t  a th o ro u g h  se cu r ity  assessm en t a lso  inc ludes  e le m e n ts  o f  

a rc h i te c tu ra l  r e v ie w ,  s e c u r i ty  p o l icy ,  f i r e w a l l  ru le -b a s e  ana lys is , a p p l ic a t io n  te s t in g ,  and  

g e n e ra l  b e n c h m a rk in g .  A u to m a te d  te s t in g  is g e n e ra l ly  l im i te d  t o  e x te rn a l  p e n e tra t io n  te s t in g  

using th e  b lack -box  a p p ro a ch  and does n o t  a l lo w  an o rg an iza t io n  to  p ro f i t  c o m p le te ly  f r o m  th e  

exercise. As an a u to m a te d  process, th e re  is no scope fo r  any o f  th e  p o l icy  o r  a rc h ite c tu ra l  

e le m e n ts  in th e  tes t ing , and i t  m ay  need to  be s u p p le m e n te d  by a s e cu r i ty  p ro fess iona l 's  

expe rt ise .

One adva n ta g e  a t t r ib u te d  to  a u to m a te d  te s t in g  is th a t  it reduces th e  v o lu m e  o f  t r a f f ic  req u ired  

fo r  each tes t.  This g ives an im p ress ion  th a t  th e  o rg a n iz a t io n  can serv ice its cu s to m e rs  

c o n c u r re n t ly  fo r  th e  sam e o ve rh e a d  s t ru c tu re .  O rgan iza t ions  need to  e va lua te  i f  th is  indeed  

serves th e  pu rpo se  o f  th e  te s t .  A n o n -a u to m a te d  s e c u r i ty  assessm en t w i l l  a lw ays be m o re  

f le x ib le  to  an o rg a n iza t io n 's  re q u i re m e n ts  and m o re  cos t e f fe c t ive ,  as i t  w i l l  ta ke  in to  a c c o u n t  

o th e r  areas such as se cu r ity  a rc h ite c tu re  and po l icy , and w i l l  m os t l ike ly  be m o re  th o ro u g h  and 

th e re fo re  secure. In a d d it io n ,  te s t in g  a t f r e q u e n t  in te rva ls  a l low s  th e  co n s u lta n ts  t o  exp la in  t o
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th e  m a n a g e m e n t  o f  th e  o rg an iza t io n  and th e  techn ica l  aud iences w h a t  th e y  have d iscovered , 

th e  processes th e y  used, and  th e  r a m i f ic a t io n s  o f  all th e  re c o m m e n d a t io n s .  A d d i t io n a l ly ,  th e y  

can in fo rm  in  pe rson , as an ind iv id ua l e n t i t y  he lp ing  to  s u p p o r t  th e  IT se cu r ity  d e p a r tm e n t  

a u g m e n t in g  th e  budge ts  re q u ire d .

Ethical Hacking and Countermeasures Copyright © by EC-COUIICil
All Rights Reserved. Reproduction is Strictly Prohibited.

Module 20 Page 2908



Exam 312-50 Certified Ethical HackerEthical Hacking and Countermeasures
Penetration Testing

M a n u a l  T e s t i n g C
UflrfM

E H
Itfeul KmU*

A manual approach 
requires planning, test 
designing, scheduling, 
and diligent 
documentation to 
capture the results of 
the testing process

00  0

Q The objective of the 
professional is to 
assess the security 
posture of the 
organization from an 
attacker's perspective

00

Copyrigh t © by IG-G*IIIICil. A ll R ights Rese rved . R ep rod u c tion  is  S tr ic tly  P roh ib ited .

Manual testing is 
the best option an 
organization can 
choose to benefit 
from the experience 
of a S ? E ? lsecurity 
professional

00

M a n u a l  T e s t i n g

Several o rg an iza t io ns  choose to  have a m anua l assessm ent o f  th e i r  secur ity  and 

b e n e f i t  f r o m  th e  expe r ience  o f  a seasoned  s e c u r i ty  p ro fess iona l.  The o b je c t ive  o f  th e  

p ro fess iona l is to  assess th e  se cu r ity  p os tu re  o f  th e  o rg a n iz a t io n  f r o m  an a t ta cke r 's  p e rspec t ive .

U nd e r  th e  m anua l app roach , th e  se cu r ity  p ro fess iona l a t te m p ts  t o  u n e a r th  holes in th e  se cu r ity  

m od e l o f  t h e  o rg an iza t io n  by a p p ro a c h in g  it in a m e th o d ica l  m an ne r.  The phases o f  te s t in g  can 

invo lve  bas ic  in f o r m a t io n  g a th e r in g ,  socia l e n g in e e r in g ,  s ca nn in g ,  v u ln e ra b i l i t y  assessm en t,  

e x p lo i t in g  v u ln e ra b i l i t ie s ,  etc.

A m anua l app ro ach  requ ires  p lann ing , te s t  des ign ing  and schedu l ing , and d i l ig e n t  

d o c u m e n ta t io n  t o  ca p tu re  th e  resu lts  o f  th e  te s t in g  process in its e n t i re ty .  D o c u m e n ta t io n  plays 

a s ign i f ican t  ro le  in dec id ing  h o w  w e l l  th e  te a m  has been ab le  t o  assess th e  se cu r ity  p os tu re  o f  

th e  o rg an iza t io n .

Some o rgan iza t ions  m ay choose  to  have th e i r  o w n  in te rn a l  te a m  to  do  th e  m anua l assessm ent 

and an ex te rna l agency a u d it  a t th e  sam e t im e .  Som e o th e rs  m a y  choose  to  g e t  a second 

e x te rna l te a m  to  a u d i t  th e  f in d in g s  o f  th e  f i r s t  e x te rn a l  te a m .

The rules o f  e n g a g e m e n t  and th e  e xpec ted  de l ive rab les  sh ou ld  be c lea r ly  d e f in ed .  In th e  long 

te rm ,  th e  m a n a g e m e n t  w i l l  b e n e f i t  m o re  f r o m  a m anua l a p p ro a ch  as th e  te a m  w o u ld  be ab le  to  

exp la in  th e  g ra v i ty  o f  th e  s i tu a t io n  f r o m  an unb iased  v ie w p o in t  and  m ake  re c o m m e n d a t io n s  on 

im p ro v in g  th e  se cu r ity  pos tu re .
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C E HM o d u l e  F l o w

C o p y r ig h t  ©  b y  iC - C c u n c i l .  A ll R ig h ts  R e s e rv e d . R e p ro d u c t io n  is  S t r ic t ly  P r o h ib ite d .

M o d u l e  F l o w

1 C ons ide r ing  th a t  you  becam e fa m i l ia r  w i th  pen te s t in g  concep ts  and  th e  typ e s  o f  

p e n e t ra t io n  tes t ing , w e  w i l l  m ove  fo rw a rd  to  p e n e t ra t io n  te s t in g  te ch n iq u e s .

This sec t ion  covers  va r ious  p e n e tra t io n  te s t in g  te ch n iq u e s .

jh & | Pen Testing Concepts gmi■ Types o f Pen Testing
Biilii.iB

Pen Tes t ing  T e c h n iq u e s Pen Testing Phases

Pen Testing Roadm ap O utsourc ing  Pen Testing  Services

Ethical Hacking and Countermeasures Copyright © by EC-C0linCil
All Rights Reserved. Reproduction is Strictly Prohibited.

Module 20 Page 2910



Exam 312-50 Certified Ethical HackerEthical Hacking and Countermeasures
Penetration Testing

C E H
C o m m o n  P e n e t r a t i o n  T e s t i n g  

T e c h n i q u e s

P a ssive  R e sea rch Is used to  gather all the  in fo rm a tion  about an organization's system configura tions

O p e n  S o u rce  M o n ito r in g
Facilitates an organization to  take necessary steps to  ensure its con fid en tia lity  
and in teg rity

N e tw o rk  M a p p in g  a n d  

OS F in g e rp r in t in g
Is used to  get an idea o f th e  ne tw o rk 's  configura tion  being tested

S p o o fin g
Is th e  act o f using one m achine to  pretend to  be ano ther 

Is used here fo r  both  in te rna l and external pene tra tion  tests

N e tw o rk  S n if f in g Is used to  capture the  data as it  travels across a ne tw o rk

T ro ja n  A tta c k s
Are m alicious code o r  program s usually sent in to  a ne tw o rk  as em ail a ttachm ents o r 
transferred v ia " In s ta n t Message" in to  chat rooms

A  B ru te - fo rc e  A t ta c k
Is the  m ost com m only know n password cracking m ethod.

Can overload a system and possibly stop it  fro m  responding to  the  legal requests

V u ln e r a b i l i ty  S ca n n in g
Is a com prehensive exam ination o f th e  ta rgeted areas o f  an organization 's ne tw o rk  
in frastructure

A  S c e n a r io  A n a ly s is
Is the  f ina l phase o f testing, m aking a risk assessment o f  vu lnerab ilities much m ore 
accurate

C o p y r ig h t  ©  b y  IG - G c u n c i l .  A ll R ig h ts  R e s e rv e d . R e p ro d u c t io n  is  S t r ic t ly  P r o h ib ite d .

C o m m o n  P e n e t r a t i o n  T e s t i n g  T e c h n i q u e s

The fo l lo w in g  are  a fe w  c o m m o n  te c h n iq u e s  th a t  can be used fo r  p e n e tra t io n  te s t ing :  

P a s s i v e  r e s e a r c h

Passive research is used to  g a th e r  in fo rm a t io n  a b o u t  an o rg an iza t io n  re la ted  t o  th e  

c o n f ig u ra t io n  f r o m  p ub lic  d o m a in  sources such as DNS reco rd s , n a m e  reg is t r ies ,  ISP lo o k in g -  

glass se rve rs ,  U s e n e t  n e w s g ro u p s ,  etc.

O p e n  s o u r c e  m o n i t o r i n g

O pen source  m o n i to r in g  fa c i l i ta te s  an o rg a n iz a t io n  to  ta k e  necessary steps to  ensu re  

its c o n f id e n t ia l i ty  and  in te g r i ty .  M o n i to r in g  inc ludes a le r t in g  in th e  fo l lo w in g  s i tua t ions :

9  W h e n  th e  da tabase  is n o t  ava i lab le

9  W h e n  a da tabase  e r ro r  occurs

9  The f i le  sys tem  is ru n n in g  o u t  o f  space etc.

G raph ing  and seeing t re n d s  fo r :

9  Database

י־׳/
r 9j =  |
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e  T a b l e  l o c k s  

9  R e p l i c a t i o n  l a g  

e  T a b l e  c a c h e  e f f i c i e n c y  e t c .

N e t w o r k  m a p p i n g  a n d  O S  f i n g e r p r i n t i n g

N e t w o r k  m a p p i n g  a n d  O S  f i n g e r p r i n t i n g  g i v e s  a n  i d e a  a b o u t  t h e  c o n f i g u r a t i o n  o f  t h e  

e n t i r e  n e t w o r k  b e i n g  t e s t e d .  T h i s  t e c h n i q u e  is d e s i g n e d  t o  s p e c i f y  d i f f e r e n t  t y p e s  o f  s e r v i c e s  

p r e s e n t  o n  t h e  t a r g e t  s y s t e m .

S p o o f i n g

S p o o f i n g  is a n  a t t e m p t  b y  s o m e o n e  o r  s o m e t h i n g  t o  m a s q u e r a d e  a s  s o m e o n e  e l s e .  

F o r  e x a m p l e :  o n e  m a c h i n e  p r e t e n d s  t o  b e  a n o t h e r .  S p o o f i n g  is u s e d  h e r e  f o r  b o t h  i n t e r n a l  a n d  

e x t e r n a l  p e n e t r a t i o n  t e s t s .

N e t w o r k  s n i f f i n g

N e t w o r k  s p o o f i n g  o c c u r s  w h e n  t h e  a t t a c k e r  f o r g e s  t h e  s o u r c e  o r  d e s t i n a t i o n  IP 

a d d r e s s  in t h e  IP h e a d e r .  It is u s e d  t o  c a p t u r e  d a t a  a s  it  t r a v e l s  a c r o s s  a  n e t w o r k .

T r o j a n  a t t a c k s

A T r o j a n  a t t a c k  is i n s t a l l i n g  a  T r o j a n  ( m a l i c i o u s  s o f t w a r e )  o n t o  t h e  v i c t i m ' s  s y s t e m .  It 

g e t s  i n s t a l l e d  t h r o u g h  e m a i l ,  C D - R O M ,  I n t e r n e t  E x p l o r e r ,  e t c .

%  B r u t e  f o r c e  a t t a c k s
W l ...........................................

S e s s i o n  IDs c a n  b e  g u e s s e d  b y  u s i n g  t h e  b r u t e  f o r c e  t e c h n i q u e .  It  t r i e s  m u l t i p l e  

p o s s i b i l i t i e s  o f  p a t t e r n s  u n t i l  a  s e s s i o n  ID w o r k s .  A n  a t t a c k e r  u s i n g  a  DSL l i n e  c a n  m a k e  u p  t o  

1 0 0 0  s e s s i o n  IDs p e r  s e c o n d .  T h i s  t e c h n i q u e  is u s e d  w h e n  t h e  a l g o r i t h m  t h a t  p r o d u c e s  s e s s i o n  

IDs is n o t  r a n d o m .

/ o נ  \  V u l n e r a b i l i t y  s c a n n i n g

---------V u l n e r a b i l i t y  s c a n n i n g  is u s e d  t o  d i s c o v e r  w e a k n e s s e s  in a  s e c u r i t y  s y s t e m  in o r d e r  t o

i m p r o v e  o r  r e p a i r  b e f o r e  a  b r e a c h  o c c u r s .  It is a  c o m p r e h e n s i v e  e x a m i n a t i o n  o f  t h e  t a r g e t e d  

a r e a s  o f  a n  o r g a n i z a t i o n ' s  n e t w o r k  i n f r a s t r u c t u r e

S c e n a r i o  a n a l y s i s

S c e n a r i o  a n a l y s i s  h e l p s  in d e a l i n g  w i t h  u n c e r t a i n t i e s .  It is t h e  f i n a l  p h a s e  o f  t e s t i n g ,

m a k i n g  a  r i sk  a s s e s s m e n t  o f  v u l n e r a b i l i t i e s  m u c h  m o r e  a c c u r a t e .
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U s i n g  D N S  D o m a i n  N a m e  a n d  I P  

A d d r e s s  I n f o r m a t i o n

Copyright ©  by IC-Ccuncil. All Rights Reserved. Reproduction is Strictly Prohibited.

The DNS record  a lso p rov id e s  som e 

va lu a b le  in fo rm a tio n  re ga rd ing  th e  OS o r 

a p p lic a tio n s  th a t are ru n  o n  th e  se rve r

D ata  f ro m  th e  DNS se rve rs  re la te d  to  th e  ta rg e t n e tw o rk  

can  be used  to  m a p  a ta rg e t  o rg a n iz a t io n 's  n e tw o rk

The IP b lo ck  o f  an o rg a n iza tio n  can be d isce rned  

by lo o k in g  up  th e  d o m a in  nam e and  c o n ta c t 

in fo rm a tio n  fo r  p e rso n n e l

U s i n g  D N S  D o m a i n  N a m e  a n d  I P  A d d r e s s  I n f o r m a t i o n

D a t a  f r o m  t h e  D NS s e r v e r s  r e l a t e d  t o  t h e  t a r g e t  n e t w o r k  c a n  b e  u s e d  t o  m a p  a  t a r g e t  

o r g a n i z a t i o n ' s  n e t w o r k .  D NS z o n e s  c a n  b e  a n a l y z e d  f o r  i n f o r m a t i o n  a b o u t  t h e  t a r g e t  

o r g a n i z a t i o n ' s  n e t w o r k .  T h i s  c a n  r e s u l t  in o b t a i n i n g  f u r t h e r  d a t a ,  i n c l u d i n g  t h e  s e r v e r  h o s t ' s  

n a m e s ,  s e r v i c e s  o f f e r e d  b y  p a r t i c u l a r  s e r v e r s ,  IP a d d r e s s e s ,  a n d  c o n t a c t  d a t a  f o r  t h e  m e m b e r s  

o f  t h e  IT s t a f f .

M a n y  a t t a c k e r s  h a v e  b e e n  k n o w n  t o  u s e  s o f t w a r e ,  w h i c h  is e a s i l y  a v a i l a b l e  t o  t h e  g e n e r a l  

p u b l i c ,  t o  c r e a t e  w e l l - o r g a n i z e d  n e t w o r k  d i a g r a m s  o f  t h e  t a r g e t  n e t w o r k .  IP a d d r e s s  d a t a  

r e g a r d i n g  a  p a r t i c u l a r  s y s t e m  c a n  b e  g a i n e d  f r o m  t h e  D NS z o n e  o r  t h e  A m e r i c a n  R e g i s t r y  o f  

I n t e r n e t  N u m b e r s  (ARIN) .  A n o t h e r  w a y  o f  o b t a i n i n g  a n  IP a d d r e s s  is b y  u s i n g  p o r t - s c a n n i n g  

s o f t w a r e  t o  d e d u c e  a  t a r g e t  o r g a n i z a t i o n ' s  n e t w o r k  d i a g r a m .

By e x a m i n i n g  t h e  DNS r e c o r d s ,  y o u  c a n  g e t  a  g o o d  u n d e r s t a n d i n g  a b o u t  w h e r e  t h e  s e r v e r s  o f  

t h e  t a r g e t  n e t w o r k  a r e  l o c a t e d .  T h e  DNS r e c o r d  a l s o  p r o v i d e s  s o m e  v a l u a b l e  i n f o r m a t i o n  

r e g a r d i n g  t h e  O S  o r  a p p l i c a t i o n s  t h a t  a r e  b e i n g  r u n  o n  t h e  s e r v e r .  T h e  IP b l o c k  o f  a n  

o r g a n i z a t i o n  c a n  b e  d i s c e r n e d  b y  l o o k i n g  u p  t h e  d o m a i n  n a m e  a n d  c o n t a c t  i n f o r m a t i o n  f o r  

p e r s o n n e l  c a n  b e  o b t a i n e d .
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E n u m e r a t i n g  I n f o r m a t i o n  a b o u t  H o s t s  

o n  P u b l i c l y  A v a i l a b l e  N e t w o r k s

A d d it io n a l ly ,  th e  e f fo r t  ca n  p ro v id e  s c re e n e d  

s u b n e ts  a n d  a c o m p re h e n s iv e  l is t  o f  th e  

ty p e s  o f  t r a f f ic  t h a t  a re  

a n d  o u t  o f  th e  n e tw o r k

E n u m e ra t io n  ca n  b e  d o n e  u s in g  

p o r t  s c a n n in g  to o ls ,  IP p r o to c o ls ,  

a n d  l is te n in g  to  T C P /U D P  p o r ts

W e b s ite  c ra w le rs  ca n  m i r r o r  th e  

e n t ir e  s ite s

T h e  te s t in g  te a m  ca n  th e n  v is u a liz e  

a d e ta i le d  n e tw o r k  d ia g ra m  th a t  

ca n  b e  p u b l ic ly  a c c e s s e d

Copyright ID by iC -C tuncil. All R igh tsA e&fvkdR eproductio ri is Strictly Prohibited.

E n u m e r a t i n g  I n f o r m a t i o n  a b o u t  H o s t s  o n  P u b l i c l y  

A v a i l a b l e  N e t w o r k s

W i t h  t h e  IP a d d r e s s e s  o b t a i n e d  in t h e  p r e c e d i n g  s t e p ,  t h e  p e n - t e s t  t e a m  c a n  o u t l i n e  t h e  

n e t w o r k  t o  e x p l o r e  p o s s i b l e  p o i n t s  o f  e n t r y  f r o m  t h e  p e r s p e c t i v e  o f  a n  a t t a c k e r .  T e s t e r s  a c h i e v e  

t h i s  b y  a n a l y z i n g  all  d a t a  a b o u t  t h e  h o s t s  t h a t  a r e  u n c o v e r e d  t o  t h e  I n t e r n e t  b y  t h e  t a r g e t  

o r g a n i z a t i o n .  T h e y  c a n  u s e  p o r t - s c a n n i n g  t o o l s  a n d  IP p r o t o c o l s ,  a n d  t h e y  c a n  l i s t e n  t o  T C P / U D P  

p o r t s .

P o r t  s c a n s  w i l l  a l s o  r e v e a l  i n f o r m a t i o n  a b o u t  h o s t s  s u c h  a s  t h e  c u r r e n t  o p e r a t i n g  s y s t e m  t h a t  is 

r u n n i n g  o n  t h e  s y s t e m  a n d  a l s o  o t h e r  a p p l i c a t i o n s .  A n  e f f e c t i v e  p o r t - s c a n n i n g  t o o l  c a n  a l s o  h e l p  

t o  d e d u c e  h o w  t h e  r o u t e r  a n d  f i r e w a l l  IP f i l t e r s  a r e  c o n f i g u r e d .  T h e  t e s t i n g  t e a m  c a n  t h e n  

v i s u a l i z e  a  d e t a i l e d  n e t w o r k  d i a g r a m  t h a t  c a n  b e  p u b l i c l y  a c c e s s e d .

A d d i t i o n a l l y ,  t h e  e f f o r t  c a n  p r o v i d e  s c r e e n e d  s u b n e t s  a n d  a  c o m p r e h e n s i v e  l i s t  o f  t h e  t y p e s  o f  

t r a f f i c  t h a t  is a l l o w e d  in a n d  o u t  o f  t h e  n e t w o r k .  W e b s i t e  c r a w l e r s  c a n  m i r r o r  e n t i r e  s i t e s  a n d  

a l l o w  t h e  t e s t i n g  g r o u p  t o  c h e c k  f o r  f a u l t y  s o u r c e  c o d e  o r  i n a d v e r t e n t  i n c l u s i o n s  o f  s e n s i t i v e  

i n f o r m a t i o n .  M a n y  t i m e s ,  o r g a n i z a t i o n s  h a v e  g i v e n  i n f o r m a t i o n  t h a t  is n o t  i n t e n d e d  f o r  u s e  b y  

t h e  p u b l i c ,  b u t  is p o s t e d  o n  t h e  w e b s i t e .

9  If t h e  r u l e s  o f  e n g a g e m e n t  p e r m i t ,  t h e  p e n - t e s t  t e a m  m a y  p u r c h a s e  r e s e a r c h  r e p o r t s  o n  

t h e  o r g a n i z a t i o n  a v a i l a b l e  f o r  s a l e  a n d  u s e  t h e  i n f o r m a t i o n  a v a i l a b l e  t h e r e i n  f o r
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c o m p r i s i n g  t h e  s e c u r i t y  o f  t h e  t a r g e t  o r g a n i z a t i o n .  T h e s e  c a n  i n c l u d e  c o v e r t  m e a n s ,  s u c h  

a s  s o c i a l  e n g i n e e r i n g ,  a s  w e l l .  It is n e c e s s a r y  t o  p o i n t  o u t  t h a t  p r i o r  a p p r o v a l  f r o m  

m a n a g e m e n t  is a  c r i t i c a l  a s p e c t  t o  b e  c o n s i d e r e d  b e f o r e  i n d u l g i n g  in s u c h  a c t i v i t i e s .
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C E HM o d u l e  F l o w
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M o d u l e  F l o w1 P e n  t e s t i n g  is t h e  t e s t  c o n d u c t e d  in t h r e e  p h a s e s  f o r  d i s c o v e r i n g  t h e  v u l n e r a b i l i t i e s  o r  

w e a k n e s s  in a n  o r g a n i z a t i o n ' s  s y s t e m s .  T h e  t h r e e  p h a s e s  a r e  t h e  p r e - a t t a c k  p h a s e ,  a t t a c k  

p h a s e ,  a n d  p o s t - a t t a c k  p h a s e .

f r&j  P e n  T e s t i n g  C o n c e p t s T y p e s  o f  P e n  T e s t i n g !הזזח■
■lilii.iB

P e n  T e s t i n g  T e c h n i q u e s ן ^ י ן _ P e n  T e s t i n g  P h a s e s

P e n  T e s t i n g  R o a d m a p O u t s o u r c i n g  P e n  T e s t i n g  S e r v i c e s

■

T h i s  s e c t i o n  h i g h l i g h t s  t h e  t h r e e  p h a s e s  o f  p e n  t e s t i n g .
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Exam 312-50 Certified Ethical H ackerEthical Hacking an d  C o u n te rm e asu re s
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P h a s e s  o f  P e n e t r a t i o n  T e s t i n g  C E H

Copyright ©  by IG-Gcuncil. All Rights Reserved. Reproduction is Strictly Prohibited.

yv r <?־>־1 ^
) [!ן Q P ף]  h a s e s  o f  P e n e t r a t i o n  T e s t i n g

— </׳׳*
T h e s e  a r e  t h r e e  p h a s e s  o f  p e n e t r a t i o n  t e s t i n g .

m - m
] P r e - a t t a c k  P h a s e

T h i s  p h a s e  is f o c u s e d  o n  g a t h e r i n g  a s  m u c h  i n f o r m a t i o n  a s  p o s s i b l e  a b o u t  t h e  t a r g e t  

o r g a n i z a t i o n  o r  n e t w o r k  t o  b e  a t t a c k e d .  T h i s  c a n  b e  n o n - i n v a s i v e  o r  i n v a s i v e .

A t t a c k  P h a s e

T h e  i n f o r m a t i o n  g a t h e r e d  in t h e  p r e - a t t a c k  p h a s e  f o r m s  t h e  b a s i s  o f  t h e  a t t a c k  

s t r a t e g y .  B e f o r e  d e c i d i n g  t h e  a t t a c k  s t r a t e g y ,  t h e  t e s t e r  m a y  c h o o s e  t o  c a r r y  o u t  a n  i n v a s i v e  

i n f o r m a t i o n  g a t h e r i n g  p r o c e s s  s u c h  a s  s c a n n i n g .

P o s t - a t t a c k  P h a s e

T h i s  is a  c r u c i a l  p a r t  o f  t h e  t e s t i n g  p r o c e s s ,  a s  t h e  t e s t e r  n e e d s  t o  r e s t o r e  t h e  n e t w o r k  

t o  i t s  o r i g i n a l  s t a t e .  T h i s  i n v o l v e s  c l e a n u p  o f  t e s t i n g  p r o c e s s e s  a n d  r e m o v a l  o f  v u l n e r a b i l i t i e s  

c r e a t e d  ( n o t  t h o s e  t h a t  e x i s t e d  o r i g i n a l l y ) ,  e x p l o i t s  c r a f t e d ,  e t c .
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C E H
P r e - A t t a c k  P h a s e :  D e f i n e  R u l e s  o f  

E n g a g e m e n t  ( R O E )

A s s i s t a n t

ROE helps testers to 
overcome legal, federal, and 

policy related restrictions to 
use different penetration 

testing tools and 
techniques

- l e v e / ^

ROE p ro v id e s  

" to p - le v e l"  g u id a n c e  

f o r  c o n d u c t in g  th e  

p e n e t ra t io n  te s t in g  £

H u l e s  0 f

r  ^ 9e ״ % >

R u le s  o f  

e n g a g e m e n t (ROE) 

is th e  fo r m a l p e rm is s io n  

to  c o n d u c t p e n e tra t io n  

te s t in g

•  * •

Copyright ©  by IG-Gcuncil. All Rights Reserved. Reproduction is Strictly Prohibited.

P r e - a t t a c k  P h a s e :  D e f i n e  R u l e s  o f  E n g a g e m e n t  

( R O E )

R u l e s  o f  e n g a g e m e n t  (RO E)  a r e  t h e  g u i d e l i n e s  a n d  c o n s t r a i n t s  a b o u t  t h e  e x e c u t i o n  o f  

p e n e t r a t i o n  t e s t i n g .  It  s h o u l d  b e  d e v e l o p e d  a n d  p r e s e n t e d  b e f o r e  c o n d u c t i n g  t h e  p e n e t r a t i o n  

t e s t .  It g i v e s  a u t h o r i t y  t o  t h e  p e n  t e s t e r  t o  c o n d u c t  d e f i n e d  a c t i v i t i e s  w i t h o u t  t h e  n e e d  f o r  

a d d i t i o n a l  p e r m i s s i o n s .  ROE h e l p s  p e n  t e s t e r s  t o  o v e r c o m e  l e g a l f ,־ e d e r a l - ,  a n d  p o l i c y - r e l a t e d  

r e s t r i c t i o n s  t o  u s e  d i f f e r e n t  p e n e t r a t i o n  t e s t i n g  t o o l s  a n d  t e c h n i q u e s
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P r e - A t t a c k  P h a s e :  U n d e r s t a n d  *  _ ״

C u s t o m e r  R e q u i r e m e n t s  —  .... ~

J  B e fo re  p ro c e e d in g  w it h  th e  p e n e tra t io n  te s t in g , a p e n  te s te r  s h o u ld  id e n t i fy  w h a t  n e e d s  to  be  te s te d

I t e m s  t o  b e  T e s t e d

Servers Yes □ No □

* W orkstations Yes □ No □

U » Routers Yes □ No □

IS Firewalls Yes □ No □

B> Netw ork ing devices Yes □ No □

n Cabling Yes □ No □

B Databases Yes ם No □

n App lications Yes □ No □

י מ Physical security Yes □ No □

* Telecom m unications Yes □ No □

© C re a te  a c h e c k lis t o f  te s t in g  

re q u ire m e n ts

s  Id e n t ify  th e  t im e  fra m e  a nd  

te s t in g  h o u rs

9  Id e n t i fy  w h o  w il l  be 

in v o lv e d  in  th e  re p o r t in g  

a n d  d o c u m e n t d e liv e ry

Copyright ©  by IG-Gcuncil. All Rights Reserved. Reproduction is Strictly Prohibited.

P r e - a t t a c k  P h a s e :  U n d e r s t a n d  C u s t o m e r

—  R e q u i r e m e n t s

O n c e  ROE is d e f i n e d  t o  c o n d u c t  p e n e t r a t i o n  t e s t ,  t h e  s e c o n d  s t e p  in t h e  p r e - a t t a c k  p h a s e ,  y o u  

s h o u l d  c l e a r l y  u n d e r s t a n d  t h e  c u s t o m e r  r e q u i r e m e n t s ,  i .e . ,  w h a t  t h e  c u s t o m e r  e x p e c t s  f r o m  t h e  

p e n e t r a t i o n  t e s t .  B e f o r e  p r o c e e d i n g  w i t h  t h e  p e n e t r a t i o n  t e s t i n g ,  a  p e n  t e s t e r  s h o u l d  i d e n t i f y  

w h a t  n e e d s  t o  b e  t e s t e d  in t h e  t a r g e t  o r g a n i z a t i o n .

T o  c l e a r l y  i d e n t i f y  t h e  c u s t o m e r  r e q u i r e m e n t s ,  d o  t h e  f o l l o w i n g  t h i n g s :

Q C r e a t e  a  c h e c k l i s t  o f  t e s t i n g  r e q u i r e m e n t s

9  I d e n t i f y  t h e  t i m e  f r a m e  a n d  t e s t i n g  h o u r s

Q I d e n t i f y  w h o  w il l  b e  i n v o l v e d  in t h e  r e p o r t i n g  a n d  d o c u m e n t  d e l i v e r y

P r e p a r e  t h e  c h e c k  l i s t  f o r  t h e  i t e m s  t h a t  n e e d  t o  b e  t e s t e d  in t a r g e t  o r g a n i z a t i o n  a s  s h o w n  in 

f o l l o w i n g  f i g u r e :
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Exam 312-50 Certified Ethical H ackerEthical Hacking an d  C o u n te rm e asu re s
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I t e m s  t o  b e  T e s t e d

Servers Yes □ No □

Workstations Yes □ No □

Routers Yes □ No □

g  Firewalls Yes □ No □

Networking devices Yes □ No □

Q  Cabling Yes □ No □

^  Databases Yes □ No □

Applications ,?ך Yes □ No □

Physical security Yes □ No □

Telecommunications Yes □ No □

FIGURE 2 0 .1 : C he ck  lis t o f  th e  ite m s  th a t  n e e d  t o  b e  te s te d
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Exam 312-50 Certified Ethical H ackerEthical Hacking an d  C o u n te rm e asu re s
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P r e - A t t a c k  P h a s e :  C r e a t e  a  C h e c k l i s t  

o f  t h e  T e s t i n g  R e q u i r e m e n t s
C E H

What is the IP address configura tion  for 
internal and external network 
connections?

If the organization requires pen 
testing o f ind iv idua l hosts?

If the client organization requires 
analysis o f its In ternet presence?

Do you have any security 
related policies and 
standards? If so, do you 
w ant us to  review them?

How many 
netw ork ing  devices 
exists on the client's 
network?

It the organization requires pen 
testing o f netw ork ing  devices 
such as routers and switches?

Copyright ©  by IC-Ccuncil. All Rights Reserved. Reproduction is Strictly Prohibited.

W hat is the  ne tw ork  layout 
(segments, DMZs, IDS, IPS, 
etc.)?

P r e - a t t a c k  P h a s e :  C r e a t e  a  C h e c k l i s t  o f  t h e  T e s t i n g  

R e q u i r e m e n t s

—rxrr
I

T o  c o l l e c t  t h e  p e n e t r a t i o n  t e s t  r e q u i r e m e n t s  f r o m  t h e  c u s t o m e r ,  a s k  t h e  c u s t o m e r  t h e  

f o l l o w i n g  q u e s t i o n s .  T h e  a n s w e r s  o f  t h e s e  q u e s t i o n s  w il l  h e l p  y o u  t o  d e f i n e  t h e  s c o p e  o f  t h e  

t e s t .

© D o  y o u  h a v e  a n y  s e c u r i t y - r e l a t e d  p o l i c i e s  a n d  s t a n d a r d s ?  If s o ,  d o  y o u  w a n t  u s  t o  r e v i e w  

t h e m ?

Q W h a t  is t h e  n e t w o r k  l a y o u t  ( s e g m e n t s ,  D M Z s ,  IDS, IPS,  e t c . ) ?

Q If t h e  c l i e n t  o r g a n i z a t i o n  r e q u i r e s  a n a l y s i s  o f  i t s  I n t e r n e t  p r e s e n c e ?

9  If t h e  o r g a n i z a t i o n  n e e d s  p h y s i c a l  s e c u r i t y  a s s e s s m e n t ?

9  W h a t  is t h e  IP a d d r e s s  c o n f i g u r a t i o n  f o r  i n t e r n a l  a n d  e x t e r n a l  n e t w o r k  c o n n e c t i o n s ?

9  It t h e  o r g a n i z a t i o n  r e q u i r e s  p e n  t e s t i n g  o f  n e t w o r k i n g  d e v i c e s  s u c h  a s  r o u t e r s  a n d  

s w i t c h e s ?

9  If t h e  o r g a n i z a t i o n  r e q u i r e s  p e n  t e s t i n g  o f  i n d i v i d u a l  h o s t s ?

9  H o w  m a n y  n e t w o r k i n g  d e v i c e s  e x i s t s  o n  t h e  c l i e n t ' s  n e t w o r k ?
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Exam 312-50 Certified Ethical HackerEthical Hacking and Countermeasures
P e n e tra tio n  Testing

P r e - A t t a c k  P h a s e :  C r e a t e  a  C h e c k l i s t  

o f  t h e  T e s t i n g  R e q u i r e m e n t s  ( c o n t ’d )
C E H

M S .

If the  organization dep loy a 
m ob ile  w ork fo rce?  If so, if 
the  m obile  security 
assessment is required?

If the  organization requires 
assessment o f  analog 
devices in the  network?

W hat security  contro ls  If the  organization 
are deployed across requires assessment
the  organization? o f w ire less ne tw orks?

W hat are the w eb 

app lica tio n  and services 

offered by the c lien t?

Copyright ©  by IC-Ccuncil. All Rights Reserved. Reproduction is Strictly Prohibited.

W hat w orks ta tio n  and If the  organization
server opera ting  requires the
systems are deployed assessment o f w eb
across the  organization? in fras truc tu re?

P r e - a t t a c k  P h a s e :  C r e a t e  a  C h e c k l i s t  o f  t h e  T e s t i n g  

R e q u i r e m e n t s  ( C o n t ’ d )

V
V׳

T h e  f o l l o w i n g  a r e  a  f e w  m o r e  q u e s t i o n s  t h a t  y o u  s h o u l d  a s k  t h e  c u s t o m e r  t o  c o m p l e t e  t h e  

c h e c k l i s t  o f  p e n e t r a t i o n  t e s t i n g  r e q u i r e m e n t s :

9  W h a t  s e c u r i t y  c o n t r o l s  a r e  d e p l o y e d  a c r o s s  t h e  o r g a n i z a t i o n ?

9  If t h e  o r g a n i z a t i o n  r e q u i r e s  a s s e s s m e n t  o f  w i r e l e s s  n e t w o r k s ?

9  If t h e  o r g a n i z a t i o n  r e q u i r e s  a s s e s s m e n t  o f  a n a l o g  d e v i c e s  in  t h e  n e t w o r k ?

9  If t h e  o r g a n i z a t i o n  d e p l o y  a  m o b i l e  w o r k f o r c e ?  If s o ; if t h e  m o b i l e  s e c u r i t y  a s s e s s m e n t  is 

r e q u i r e d ?

9  W h a t  a r e  t h e  w e b  a p p l i c a t i o n  a n d  s e r v i c e s  o f f e r e d  b y  t h e  c l i e n t ?

9  If t h e  o r g a n i z a t i o n  r e q u i r e s  t h e  a s s e s s m e n t  o f  w e b  i n f r a s t r u c t u r e ?

9  W h a t  w o r k s t a t i o n  a n d  s e r v e r  o p e r a t i n g  s y s t e m s  a r e  d e p l o y e d  a c r o s s  t h e  o r g a n i z a t i o n ?
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Exam 312-50 Certified Ethical H ackerEthical Hacking an d  C o u n te rm e asu re s
P e n e tra tio n  Testing

C E H
P r e - A t t a c k  P h a s e :  D e f i n e  t h e  

P e n - T e s t i n g  S c o p e

Copyright ©  by IG-Gcuncil. All Rights Reserved. Reproduction is Strictly Prohibited.

P r e - a t t a c k  P h a s e :  D e f i n e  t h e  P e n - t e s t i n g  S c o p e

Y ou  s h o u l d  d e f i n e  t h e  s c o p e  o f  y o u r  p e n e t r a t i o n  t e s t  e x p l i c i t l y  a n d  in w r i t i n g .  T h i s  w il l  

h e l p  y o u  t o  i d e n t i f y  w h a t  n e e d s  t o  b e  t e s t e d  in t h e  t a r g e t  o r g a n i z a t i o n ,  a n d  h e l p  t o  d e v e l o p  t h e  

p r o c e d u r e  t o  t e s t  p a r t i c u l a r  c o m p o n e n t  o n c e  i d e n t i f i e d .  T h i s  a l s o  h e l p  y o u  t o  i d e n t i f y  

l i m i t a t i o n s ,  i . e . ,  w h a t  s h o u l d  n o t  b e  t e s t e d .  P e n  t e s t i n g  t e s t  c o m p o n e n t s  d e p e n d  o n  t h e  c l i e n t ' s  

o p e r a t i n g  e n v i r o n m e n t ,  t h r e a t  p e r c e p t i o n ,  s e c u r i t y  a n d  c o m p l i a n c e  r e q u i r e m e n t s ,  ROE ,  a n d  

b u d g e t .  T h e  f o l l o w i n g  a r e  t h e  p o s s i b l e  a r e a s  o f  t h e  s c o p e  o f  t h e  p e n e t r a t i o n  t e s t :

0 N e t w o r k  S e c u r i t y

0 S y s t e m  S o f t w a r e  S e c u r i t y

0 C l i e n t - s i d e  A p p l i c a t i o n  S e c u r i t y

0 S e r v e r - s i d e  A p p l i c a t i o n  S e c u r i t y

0 S o c i a l  E n g i n e e r i n g

0 A p p l i c a t i o n  C o m m u n i c a t i o n  S e c u r i t y

0 P h y s i c a l  S e c u r i t y

0 D u m p s t e r  D iv in g

0 I n s i d e  A c c o m p l i c e s

0 S a b o t a g e  I n t r u d e r  C o n f u s i o n

0 I n t r u s i o n  D e t e c t i o n

0 I n t r u s i o n  R e s p o n s e
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Exam 312-50 Certified Ethical H ackerEthical Hacking an d  C o u n te rm e asu re s
P e n e tra tio n  Testing

P r e - A t t a c k  P h a s e :  S i g n  

P e n e t r a t i o n  T e s t i n g  C o n t r a c t
C E H

J  The penetration testing contract must be drafted by a lawyer and signed by the 
penetration tester and the company

J  The contract must clearly state the following:

In d e m n ifica tio n
clause

O b jec tive  o f th e  
p e n e tra tio n  te s t 

t

R eporting  and 

re spo n s ib ilit ie s

C on fid e n tia l

in fo rm a tio n

Fees and p ro je c t 

schedule

N on-d isc losure

clause

Copyright ©  by IC-Ccuncil. All Rights Reserved. Reproduction is Strictly Prohibited.

P r e - a t t a c k  P h a s e :

O n c e  t h e  r e q u i r e m e n t s  a n d  s c o p e  o f  t h e  p e n e t r a t i o n  t e s t  is c o n f i r m e d  f r o m  t h e  c l i e n t ,  

y o u  n e e d  t o  s i g n  t h e  c o n t r a c t  w i t h  t h e  c o m p a n y  t o  c o n d u c t  t h e  p e n e t r a t i o n  t e s t .  T h i s  c o n t r a c t  

m u s t  b e  d r a f t e d  b y  a  l a w y e r  a n d  d u l y  s i g n e d  b y  t h e  p e n e t r a t i o n  t e s t e r  a n d  t h e  c o m p a n y .  T h e  

c o n t r a c t  s h o u l d  i n c l u d e  t h e  f o l l o w i n g  t e r m s  a n d  c o n d i t i o n s :

9  N o n - d i s c l o s u r e  c l a u s e

9  O b j e c t i v e  o f  t h e  p e n e t r a t i o n  t e s t

9  F e e s  a n d  p r o j e c t  s c h e d u l e

9  S e n s i t i v e  i n f o r m a t i o n

Q C o n f i d e n t i a l  i n f o r m a t i o n

9  I n d e m n i f i c a t i o n  c l a u s e

9  R e p o r t i n g  a n d  r e s p o n s i b i l i t i e s

S i g n  P e n e t r a t i o n  T e s t i n g  C o n t r a c t
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Exam 312-50 Certified Ethical H ackerEthical Hacking an d  C o u n te rm e asu re s
P e n e tra tio n  Testing

E H
P r e - A t t a c k  P h a s e :  S i g n  C o n f i d e n t i a l i t y  a n d  
N o n - D i s c l o s u r e  ( N D A )  A g r e e m e n t s

It also protects testers from legal liabilities in the event 
of some untoward happening during pen testing

Pen testers should sign Confidentiality and Non-Disclosure 
(NDA) Agreements that guarantees that the company's 

information will be treated confidentially

Many documents and other information regarding 
pen-test contain critical information that could 

damage one or both parties if improperly disclosed
■

A greem en ts  are designed to  be used by b o th  th e  p a rtie s  to  p ro te c t sensitive  in fo rm a tio n  fro m  d isc losure

Copyright ©  by IC-Ccuncil. All Rights Reserved. Reproduction is Strictly Prohibited.

P r e - a t t a c k  P h a s e :  S i g n  C o n f i d e n t i a l i t y  a n d  N o n -

—  D i s c l o s u r e  ( N D A )  A g r e e m e n t s

As  a  p e n  t e s t e r ,  y o u  w il l  a l s o  n e e d  t o  s i g n  C o n f i d e n t i a l i t y  a n d  N o n - D i s c l o s u r e  (NDA )  A g r e e m e n t s  

t o  m a i n t a i n  t h e  c o n f i d e n t i a l i t y  o f  t h e  c o m p a n y ' s  s e n s i t i v e  i n f o r m a t i o n .  M a n y  d o c u m e n t s  a n d  

o t h e r  i n f o r m a t i o n  r e g a r d i n g  t h e  p e n  t e s t  c o n t a i n  c r i t i c a l  i n f o r m a t i o n  t h a t  c o u l d  d a m a g e  o n e  o r  

b o t h  p a r t i e s  if d i s c l o s e d  t o  o t h e r  p a r t i e s .  B o t h  ( p e n  t e s t e r  a n d  c o m p a n y )  p a r t i e s  s h o u l d  a g r e e  

a n d  d u l y  s i g n e d  o n  t h e  t e r m s  a n d  c o n d i t i o n s  i n c l u d e d  in t h e  C o n f i d e n t i a l i t y  a n d  N o n - D i s c l o s u r e  

(NDA )  A g r e e m e n t s  b e f o r e  c o n d u c t i n g  p e n e t r a t i o n  t e s t .

T h e  f o l l o w i n g  a r e  t h e  a d v a n t a g e s  o f  s i g n i n g  C o n f i d e n t i a l i t y  a n d  N o n - D i s c l o s u r e  (NDA)  

A g r e e m e n t s :

Q T h e y  e n s u r e  t h a t  t h e  c o m p a n y ' s  i n f o r m a t i o n  wi l l  b e  t r e a t e d  c o n f i d e n t i a l l y .

9  T h e y  w i l l  a l s o  h e l p  t o  p r o v i d e  c o v e r  f o r  a  n u m b e r  o f  o t h e r  k e y  a r e a s ,  s u c h  a s  n e g l i g e n c e  

a n d  l i a b i l i t y  in t h e  e v e n t  o f  s o m e t h i n g  u n t o w a r d  h a p p e n i n g .
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Exam 312-50 Certified Ethical H ackerEthical Hacking an d  C o u n te rm e asu re s
P e n e tra tio n  Testing

P r e - A t t a c k  P h a s e :  S i g n  C o n f i d e n t i a l i t y  a n d  
N o n - D i s c l o s u r e  ( N D A )  A g r e e m e n t s  (Cont’d) C E H

J  Both parties bear responsibility to protect tools, techniques,
vulnerabilities, and information from disclosure beyond the terms 
specified by a written agreement

_  m

V '

J  Non-disclosure agreements should be narrowly drawn to protect 
sensitive information

Specific areas to consider include:

© O w nersh ip

® Use o f th e  e va lu a tion  re p o rts

© Results; use o f the  te s tin g  m e th o d o lo g y  in cus tom er docu m e n ta tion

A re a s

J

T

Copyright C  by IC-Ccuncil. All Rights Reserved. Reproduction is Strictly Prohibited

P r e - a t t a c k  P h a s e :  S i g n  C o n f i d e n t i a l i t y  a n d  N o n -  

D i s c l o s u r e  ( N D A )  A g r e e m e n t s  ( C o n t ’ d )

T h e  C o n f i d e n t i a l i t y  a n d  N o n - D i s c l o s u r e  a g r e e m e n t s  d o c u m e n t  is a  p o w e r f u l  t o o l .  O n c e  y o u  s i g n  

t h e  N D A  a g r e e m e n t ,  t h e  c o m p a n y  h a s  t h e  r i g h t  t o  f i l e  a  l a w s u i t  a g a i n s t  y o u  e v e n  if y o u  d i s c l o s e  

t h e  i n f o r m a t i o n  t o  t h i r d  p a r t y  e i t h e r  i n t e n t i o n a l l y  o r  u n i n t e n t i o n a l l y .  T h e  f o l l o w i n g  p o i n t s  

s h o u l d  b e  c o n s i d e r e d  w h i l e  c r a f t i n g  C o n f i d e n t i a l i t y  a n d  N o n - D i s c l o s u r e  (N DA )  A g r e e m e n t s :

9  B o t h  p a r t i e s  s h o u l d  b e a r  r e s p o n s i b i l i t y  t o  p r o t e c t  t o o l s ,  t e c h n i q u e s ,  v u l n e r a b i l i t i e s ,  a n d  

i n f o r m a t i o n  f r o m  d i s c l o s u r e  b e y o n d  t h e  t e r m s  s p e c i f i e d  b y  a  w r i t t e n  a g r e e m e n t

9  N o n - d i s c l o s u r e  a g r e e m e n t s  s h o u l d  b e  n a r r o w l y  d r a w n  t o  p r o t e c t  s e n s i t i v e  i n f o r m a t i o n .

Q S p e c i f i c  a r e a s  t o  c o n s i d e r  i n c l u d e :

9  O w n e r s h i p

9  U s e  o f  t h e  e v a l u a t i o n  r e p o r t s  

R e s u l t s ;  u s e  o f  t h e  t e s t i n g  m e t h o d o l o g y  in c u s t o m e r  d o c u m e n t a t i o n
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c E H1

P r e - A t t a c k  P h a s e :  I n f o r m a t i o n  

G a t h e r i n g

*7
'

J  P re -a tta c k  p h a se  a d d re s s e s  th e  m o d e  o f  th e  a t ta c k  a n d  th e  g o a ls  to  be 

a c h ie v e d

J  R e co n n a is s a n c e  is c o n s id e re d  as th e  f i r s t  in  th e  p re -a tta c k  p h a se , w h ic h  

a t te m p ts  t o  c o lle c t  in f o r m a t io n  a b o u t  th e  ta rg e t

J  H a cke rs  t r y  t o  f in d  o u t  as m u c h  in f o r m a t io n  as p o s s ib le  a b o u t  a ta r g e t

J  H a cke rs  g a th e r  in fo r m a t io n  in  d if fe r e n t  w a ys  th a t  a llo w s  th e m  to  fo r m u la te  

a p la n  o f  a t ta c k

Types of R econnaissance

A ctive  R econnaissance

In vo lve s  in fo rm a tio n  g a th e r in g  th ro u g h  

so c ia l e n g in e e r in g , o n -s ite  v is its , 

in te rv ie w s , a n d  q u e s t io n n a ire s

Passive R econnaissance

In vo lve s  c o lle c t in g  in fo rm a tio n  a b o u t 

a ta rg e t f r o m  th e  p u b lic ly  access ib le

so urce s

----
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[Ufv^  P r e - a t t a c k  P h a s e :  I n f o r m a t i o n  G a t h e r i n g

T h e  p r e - a t t a c k  p h a s e  a d d r e s s e s  t h e  m o d e  o f  t h e  a t t a c k  a n d  t h e  g o a l s  t o  b e  a c h i e v e d .  

R e c o n n a i s s a n c e  is c o n s i d e r e d  a s  t h e  f i r s t  in t h e  p r e - a t t a c k  p h a s e  a n d  is a n  a t t e m p t  t o  l o c a t e ,  

g a t h e r ,  i d e n t i f y ,  a n d  r e c o r d  i n f o r m a t i o n  a b o u t  t h e  t a r g e t .  A n  a t t a c k e r  s e e k s  t o  f i n d  o u t  a s  m u c h  

i n f o r m a t i o n  a s  p o s s i b l e  a b o u t  t h e  v i c t i m .  A t t a c k e r s  g a t h e r  i n f o r m a t i o n  in d i f f e r e n t  w a y s  t h a t  

a l l o w s  t h e m  t o  f o r m u l a t e  a  p l a n  o f  a t t a c k .  T h e r e  a r e  t w o  t y p e s  o f  r e c o n n a i s a n c e :

P T P]־ a s s i v e  r e c o n n a i s s a n c e

It c ־־ o m p r i s e s  t h e  a t t a c k e r ' s  a t t e m p t s  t o  s c o u t  f o r  o r  s u r v e y  p o t e n t i a l  t a r g e t s  a n d  

i n v e s t i g a t i o n s  o r  e x p l o r a t i o n s  o f  t h e  t a r g e t .  It a l s o  i n c l u d e s  i n f o r m a t i o n  g a t h e r i n g  a n d  m a y  

i n v o l v e  c o m p e t i t i v e  i n t e l l i g e n c e  g a t h e r i n g ,  s o c i a l  e n g i n e e r i n g ,  b r e a c h i n g  p h y s i c a l  s e c u r i t y ,  e t c .  

A t t a c k e r s  t y p i c a l l y  s p e n d  m o r e  t i m e  o n  t h e  p r e - a t t a c k  o r  r e c o n n a i s s a n c e  a c t i v i t y  t h a n  t h e  a c t u a l  

a t t a c k .

B e g i n n i n g  w i t h  p a s s i v e  r e c o n n a i s s a n c e ,  t h e  t e s t e r  g a t h e r s  a s  m u c h  i n f o r m a t i o n  a s  p o s s i b l e  

a b o u t  t h e  t a r g e t  c o m p a n y .  M u c h  o f  t h e  l e a k e d  i n f o r m a t i o n  c a t e r s  t o  t h e  n e t w o r k  t o p o l o g y  a n d  

t h e  t y p e s  o f  s e r v i c e s  r u n n i n g  w i t h i n .  T h e  t e s t e r  c a n  u s e  t h i s  s e n s i t i v e  i n f o r m a t i o n  t o  

p r o v i s i o n a l l y  m a p  o u t  t h e  n e t w o r k  f o r  p l a n n i n g  a  m o r e  c o o r d i n a t e d  a t t a c k  s t r a t e g y  l a t e r .
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W i t h  r e g a r d  t o  p u b l i c l y  a v a i l a b l e  i n f o r m a t i o n ,  a c c e s s  t o  t h i s  i n f o r m a t i o n  is i n d e p e n d e n t  o f  t h e  

o r g a n i z a t i o n ' s  r e s o u r c e s ,  a n d  c a n  t h e r e f o r e  b e  e f f e c t i v e l y  a c c e s s e d  b y  a n y o n e .  I n f o r m a t i o n  is 

o f t e n  c o n t a i n e d  o n  s y s t e m s  u n r e l a t e d  t o  t h e  o r g a n i z a t i o n .

A c t i v e  r e c o n n a i s s a n c e

T h e  i n f o r m a t i o n  g a t h e r i n g  p r o c e s s  e n c r o a c h e s  o n  t h e  t a r g e t  t e r r i t o r y .  H e r e ,  t h e  

p e r p e t r a t o r  m a y  s e n d  p r o b e s  t o  t h e  t a r g e t  i n  t h e  f o r m  o f  p o r t  s c a n s ,  n e t w o r k  s w e e p s ,  

e n u m e r a t i o n  o f  s h a r e s  a n d  u s e r  a c c o u n t s ,  e t c .  T h e  a t t a c k e r  m a y  a d o p t  t e c h n i q u e s  s u c h  a s  

s o c i a l  e n g i n e e r i n g ,  e m p l o y i n g  t o o l s  s u c h  a s  s c a n n e r s  a n d  s n i f f e r s  t h a t  a u t o m a t e  t h e s e  t a s k s .  

T h e  f o o t p r i n t s  t h a t  t h e  a t t a c k e r  l e a v e s  a r e  l a r g e r ,  a n d  n o v i c e s  c a n  b e  e a s i l y  i d e n t i f i e d .
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C E H
P r e - A t t a c k  P h a s e :  I n f o r m a t i o n  

G a t h e r i n g  (c o n t’d)

Information retrieved in th is phase

Physical and 
logical loca tion  o f 

th e  o rgan ization

A nalog

connections

O pera ting  system 
and user's 

in fo rm a tio n

N etw o rk
reg is tra tion

in fo rm a tio n

r \  r \o o o o o o o o o o
w  w  u ,  u ,

C om petitive

in te lligence

Product range and 
service offerings of 
the target company 
that are available 

online

C ontact and 

w ebsite  
in fo rm a tio n

A u th e n tica tio n

credentia ls
in fo rm a tio n

DNS and 
m ail server 
in fo rm a tio n

Any o th e r in fo rm a tio n  

th a t has th e  po tentia l 
to  resu lt in a possible 

e xp lo ita tion

Copyright ©  by IC-Ccuncil. All Rights Reserved. Reproduction is Strictly Prohibited.

P r e - a t t a c k  P h a s e :  I n f o r m a t i o n  G a t h e r i n g  ( C o n t ’ d )

” ,' ״’׳  T h e  f o l l o w i n g  i n f o r m a t i o n  is r e t r i e v e d  d u r i n g  t h e  p r e - a t t a c k  p h a s e :

9  C o m p e t i t i v e  i n t e l l i g e n c e  

Q N e t w o r k  r e g i s t r a t i o n  i n f o r m a t i o n  

9  DNS a n d  m a i l  s e r v e r  i n f o r m a t i o n  

Q O p e r a t i n g  s y s t e m  i n f o r m a t i o n  

Q U s e r ' s  i n f o r m a t i o n  

9  A u t h e n t i c a t i o n  c r e d e n t i a l s  i n f o r m a t i o n  

9  A n a l o g  c o n n e c t i o n s  

9  C o n t a c t  i n f o r m a t i o n  

9  W e b s i t e  i n f o r m a t i o n

9  P h y s i c a l  a n d  l o g i c a l  l o c a t i o n  o f  t h e  o r g a n i z a t i o n

9  P r o d u c t  r a n g e  a n d  s e r v i c e  o f f e r i n g s  o f  t h e  t a r g e t  c o m p a n y  t h a t  a r e  a v a i l a b l e  o n l i n e  

9  A n y  o t h e r  i n f o r m a t i o n  t h a t  h a s  t h e  p o t e n t i a l  t o  r e s u l t  in a  p o s s i b l e  e x p l o i t a t i o n
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A t t a c k  P h a s e C E H
U ftrfM  IUK4I IU U .

P e n e t r a t e  P e r i m e t e r  E s c a l a t e  P r i v i l e g e s  

.  . %

E x e c u t e ,  I m p l a n t ,  R e t r a c tA c q u i r e  T a r g e t

Copyright ©  by iC-Ccuncil. All Rights Reserved. Reproduction is Strictly Prohibited.

S B  A t t a c k  P h a s e

T h i s  s t a g e  i n v o l v e s  t h e  a c t u a l  c o m p r o m i s e  o f  t h e  t a r g e t .  T h e  a t t a c k e r  m a y  e x p l o i t  a 

v u l n e r a b i l i t y  d i s c o v e r e d  d u r i n g  t h e  p r e - a t t a c k  p h a s e  o r  u s e  s e c u r i t y  l o o p h o l e s  s u c h  a s  a  w e a k  

s e c u r i t y  p o l i c y  t o  g a i n  r i g h t s  t o  t h e  s y s t e m .  T h e  i m p o r t a n t  p o i n t  h e r e  is t h a t  t h e  a t t a c k e r  n e e d s  

o n l y  o n e  p o r t  o f  e n t r y ,  w h e r e a s  t h e  o r g a n i z a t i o n s  a r e  l e f t  t o  d e f e n d  s e v e r a l .  O n c e  i n s i d e ,  t h e  

a t t a c k e r  m a y  e s c a l a t e  h i s  p r i v i l e g e s  a n d  i n s t a l l  a  b a c k d o o r  s o  t h a t  h e  o r  s h e  s u s t a i n s  a c c e s s  t o  

t h e  s y s t e m  a n d  e x p l o i t s  it  in o r d e r  t o  a c h i e v e  h i s / h e r  m a l i c i o u s  i n t e n t .

D u r i n g  t h e  a t t a c k  p h a s e ,  t h e  a t t a c k e r  o r  p e n  t e s t e r  n e e d s  t o :

Q P e n e t r a t e  p e r i m e t e r

9  E x e c u t e ,  i m p l a n t ,  r e t r a c t

e  A c q u i r e  t a r g e t

e  E s c a l a t e  r r i v i l e g e s
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A c t i v i t y :  P e r i m e t e r  T e s t i n g cUflrfW* 1
E H
ltbK4l

J  Testing methods for perim eter security include but are not limited to:

_  A
forging responses w ith  crafted * -----------------•  M  1  M  Evaluating e rror reporting

packets J  /  \  ^ -------------- # anc| e rror management

^  W /  \  w ith  ICMP probes

by attem pting connections using ^ __________# O
various protocols such as SSH, J  A .

FTP, and Telnet W  /  \

/ 4 wExamining the perim eter security L  _  \  --------------- •
system's response to  web server ^ __________# j  p i  m  ▼

scans using m ultip le methods 
such as POST, DELETE, and COPY

Measuring the threshold for 
denial o f service by attempting 
persistent TCP connections, 
evaluating transitory TCP 
connections, and attempting 
to stream UDP connections

Evaluating the IDS’s capability by passing 
malicious content (such as malformed URL) 
and scanning the target variously for 
responding to abnormal traffic

Copyright © by IG-Gcuncil. All Rights Reserved. Reproduction is Strictly Prohibited.

A c t i v i t y :  P e r i m e t e r  T e s t i n g

S oc i a l  e n g i n e e r i n g  is a n  o n g o i n g  a c t i v i t y  t h r o u g h  t h e  t e s t i n g  p h a s e  a s  s e n s i t i v e  

i n f o r m a t i o n  c a n  b e  a c q u i r e d  a t  a n y  s t a g e  o f  t e s t i n g .  T h e  t e s t s  t h a t  c a n  b e  c a r r i e d  o u t  in t h i s  

c o n t e x t  i n c l u d e  ( b u t  a r e  n o t  l i m i t e d  t o )  i m p e r s o n a t i n g  o r  m o c k i n g  p h o n e  c a l l s  t o  c a p t u r e  

s e n s i t i v e  i n f o r m a t i o n ,  v e r i f y i n g  i n f o r m a t i o n  g a t h e r e d  t h r o u g h  a c t i v i t i e s  s u c h  a s  d u m p s t e r  

d i v i n g .  O t h e r  m e a n s  i n c l u d e  e m a i l  t e s t i n g ,  t r u s t e d  p e r s o n  a c q u i s i t i o n ,  a n d  a t t e m p t s  t o  r e t r i e v e  

l e g i t i m a t e  a u t h e n t i c a t i o n  d e t a i l s  s u c h  a s  p a s s w o r d s  a n d  a c c e s s  p r i v i l e g e s .  I n f o r m a t i o n  g a t h e r e d  

h e r e  c a n  b e  u s e d  l a t e r  in w e b  a p p l i c a t i o n  t e s t i n g  a l s o .

F i r e w a l l  T e s t i n g :  T h e  i n f o r m a t i o n  g a i n e d  d u r i n g  t h e  p r e - a t t a c k  p h a s e  u s i n g  t e c h n i q u e s  s u c h  a s  

f i r e w a l k i n g  is f u r t h e r  e x p l o i t e d  h e r e .  A t t e m p t s  a r e  m a d e  t o  e v a d e  t h e  IDS a n d  b y p a s s  t h e  

f i r e w a l l .

T h e  p r o c e s s e s  i n c l u d e  b u t  a r e  n o t  l i m i t e d  t o :

C r a f t i n g  a n d  s e n d i n g  p a c k e t s  t o  c h e c k  f i r e w a l l  r u l e s .  Fo r  e x a m p l e ,  s e n d i n g  SYN p a c k e t s  t o  t e s t  

s t e a l t h  d e t e c t i o n .  T h i s  d e t e r m i n e s  t h e  n a t u r e  o f  v a r i o u s  p a c k e t  r e s p o n s e s  t h r o u g h  t h e  f i r e w a l l .  

A SYN p a c k e t  c a n  b e  u s e d  t o  e n u m e r a t e  t h e  t a r g e t  n e t w o r k .  S im i l a r l y ,  o t h e r  p o r t  s c a n s  w i t h  

d i f f e r e n t  f l a g s  s e t  c a n  b e  u s e d  t o  a t t e m p t  e n u m e r a t i o n  o f  t h e  n e t w o r k .  T h i s  a l s o  g i v e s  a n  

i n d i c a t i o n  o f  t h e  s o u r c e  p o r t  c o n t r o l  o n  t h e  t a r g e t .
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U s u a l l y ,  p e r i m e t e r  t e s t i n g  m e a s u r e s  t h e  f i r e w a l l ' s  a b i l i t y  t o  h a n d l e  f r a g m e n t a t i o n :  b ig  p a c k e t  

f r a g m e n t s ,  o v e r l a p p i n g  f r a g m e n t s ,  f l o o d  o f  p a c k e t s ,  e t c .  T e s t i n g  m e t h o d s  f o r  p e r i m e t e r  

s e c u r i t y  i n c l u d e  b u t  a r e  n o t  l i m i t e d  t o :

9  E v a l u a t i n g  e r r o r  r e p o r t i n g  a n d  e r r o r  m a n a g e m e n t  w i t h  IC M P  p r o b e s

6  C h e c k i n g  a c c e s s  c o n t r o l  l i s t s  w i t h  c r a f t e d  p a c k e t s

9  M e a s u r i n g  t h e  t h r e s h o l d  f o r  d e n i a l - o f - s e r v i c e  b y  a t t e m p t i n g  p e r s i s t e n t  TCP  c o n n e c t i o n s ,

e v a l u a t i n g  t r a n s i t o r y  TCP  c o n n e c t i o n s ,  a n d  a t t e m p t i n g  s t r e a m i n g  U D P  c o n n e c t i o n

e  E v a l u a t i n g  p r o t o c o l - f i l t e r i n g  r u l e s  b y  a t t e m p t i n g  c o n n e c t i o n s  u s i n g  v a r i o u s  p r o t o c o l s

s u c h  a s  SSH,  FTP,  a n d  T e l n e t

e  E v a l u a t i n g  IDS c a p a b i l i t y  b y  p a s s i n g  m a l i c i o u s  c o n t e n t  ( s u c h  a s  m a l f o r m e d  URLs)  a n d

s c a n n i n g  t h e  t a r g e t  f o r  r e s p o n s e  t o  a b n o r m a l  t r a f f i c
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E n u m e r a t i n g  D e v i c e s  C E H
UflrfW* Itfcul N«kM

A device inventory is a collection of netw ork devices 
together with some relevant information about each 
device that is recorded in a docum ent

After the network has been mapped and the business 
assets identified, the next logical step is to make an 
inventory of the devices

A physical check may be conducted additionally to 
ensure that the enum erated devices have been located

Copyright ©  by IC-Ccuncil. All Rights Reserved. Reproduction is Strictly Prohibited.

E n u m e r a t i n g  D e v i c e s

. A d e v i c e  i n v e n t o r y  is a  c o l l e c t i o n  o f  n e t w o r k  d e v i c e s ,  t o g e t h e r  w i t h  s o m e  r e l e v a n t  

i n f o r m a t i o n  a b o u t  e a c h  d e v i c e ,  w h i c h  is r e c o r d e d  in a  d o c u m e n t .  A f t e r  t h e  n e t w o r k  h a s  b e e n  

m a p p e d  a n d  t h e  b u s i n e s s  a s s e t s  i d e n t i f i e d ,  t h e  n e x t  l o g i c a l  s t e p  is t o  m a k e  a n  i n v e n t o r y  o f  t h e  

d e v i c e s .

D u r i n g  t h e  i n i t i a l  s t a g e s  o f  t h e  p e n  t e s t ,  t h e  d e v i c e s  m a y  b e  r e f e r r e d  t o  b y  t h e i r  i d e n t i f i c a t i o n  

o n  t h e  n e t w o r k  s u c h  a s  IP a d d r e s s ,  M A C  a d d r e s s ,  e t c .  T h i s  c a n  b e  d o n e  b y  p i n g i n g  al l  d e v i c e s  o n  

t h e  n e t w o r k  o r  b y  u s i n g  d e v i c e  e n u m e r a t i o n  t o o l s .

L a t e r ,  w h e n  t h e r e  is a  p h y s i c a l  s e c u r i t y  c h e c k ,  d e v i c e s  m a y  b e  c r o s s  c h e c k e d  r e g a r d i n g  t h e i r  

l o c a t i o n  a n d  i d e n t i t y .  T h i s  s t e p  c a n  h e l p  t o  i d e n t i f y  u n a u t h o r i z e d  d e v i c e s  o n  t h e  n e t w o r k .  T h e  

o t h e r  m e t h o d  is t o  d o  p i n g  s w e e p s  t o  d e t e c t  r e s p o n s e s  f r o m  d e v i c e s  a n d  l a t e r  c o r r e l a t e  t h e  

r e s u l t s  w i t h  t h e  a c t u a l  i n v e n t o r y .

T h e  l i ke ly  p a r a m e t e r s  t o  b e  c a p t u r e d  in a n  i n v e n t o r y  s h e e t  w o u l d  b e :

9  D e v i c e  ID 

9  D e s c r i p t i o n  

9  H o s t n a m e  

9  P h y s i c a l  l o c a t i o n  

9  IP a d d r e s s  

9  M A C  a d d r e s s
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e  N e t w o r k  a c c e s s i b i l i t y
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A c t i v i t y :  A c q u i r i n g  T a r g e t  C E H

Acquiring a target refers to the set of activities undertaken where the tes ter  subjects the  
suspect  machine to more intrusive challenges such as vulnerability scans and security 
assessment

Testing methods for acquiring target  include but are not limited to:

Trusted system s and  tru s te d  
process assessm ent: 

A ttem p tin g  to  access the  
machine's resources using 
leg itim ate  in fo rm a tion  obta ined 
th rough  social engineering o r 
o th e r means

R u n n in g  v u ln e r a b i l i t y  scans:

In th is  phase v u ln e ra b ility  scans 
are com ple ted

kv  9

- J

.*■ ץ-׳
u  u

Aft*־  SU
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A c tiv e  p ro b in g  a s s a u lts :

Use re s u lts  o f  th e  n e tw o rk  

scans to  g a th e r  fu r th e r  

in fo rm a tio n  th a t  can  lead  

to  a c o m p ro m is e

A c t i v i t y :  A c q u i r i n g  T a r g e t

U s u a l l y ,  t a r g e t  a c q u i s i t i o n  r e f e r s  t o  all  t h e  a c t i v i t i e s  t h a t  a r e  u n d e r t a k e n  t o  u n e a r t h  a s  

m u c h  i n f o r m a t i o n  a s  p o s s i b l e  a b o u t  a  p a r t i c u l a r  m a c h i n e  o r  s y s t e m s  s o  t h a t  it  c a n  b e  u s e d  l a t e r  

in t h e  a c t u a l  p r o c e s s  o f  e x p l o i t a t i o n .  H e r e ,  a c q u i r i n g  a  t a r g e t  is r e f e r r e d  t o  a s  t h e  s e t  o f  

a c t i v i t i e s  u n d e r t a k e n  w h e r e  t h e  t e s t e r  s u b j e c t s  t h e  t a r g e t e d  m a c h i n e  t o  m o r e  i n t r u s i v e  

c h a l l e n g e s  s u c h  a s  v u l n e r a b i l i t y  s c a n s  a n d  s e c u r i t y  a s s e s s m e n t .  T h i s  is d o n e  t o  o b t a i n  m o r e  

i n f o r m a t i o n  a b o u t  t h e  t a r g e t  a n d  c a n  b e  u s e d  in t h e  e x p l o i t  p h a s e .

E x a m p l e s  o f  s u c h  a c t i v i t i e s  i n c l u d e  s u b j e c t i n g  t h e  m a c h i n e  t o :

Q A c t i v e  p r o b i n g  a s s a u l t s :  U s e  t h e  r e s u l t s  o f  n e t w o r k  s c a n s  t o  g a t h e r  f u r t h e r  i n f o r m a t i o n  

t h a t  c a n  l e a d  t o  a  c o m p r o m i s e .

9  R u n n i n g  v u l n e r a b i l i t y  s c a n s :  V u l n e r a b i l i t y  s c a n s  a r e  c o m p l e t e d  in t h i s  p h a s e .

® T r u s t e d  s y s t e m s  a n d  t r u s t e d  p r o c e s s  a s s e s s m e n t :  A t t e m p t i n g  t o  a c c e s s  t h e  m a c h i n e ' s  

r e s o u r c e s  u s i n g  l e g i t i m a t e  i n f o r m a t i o n  o b t a i n e d  t h r o u g h  s o c i a l  e n g i n e e r i n g  o r  o t h e r  

m e a n s .
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Exam 312-50 Certified Ethical H ackerEthical Hacking an d  C o u n te rm e asu re s
P e n e tra tio n  Testing

A c t i v i t y :  E s c a l a t i n g  P r i v i l e g e s C E H

Once the target has been acquired, the tester attempts to exploit the system and gain greater 
access to the protected resources

J

Use o f techniques such as 
brute force to  achieve 
privileged status. Examples 
o f tools include get admin 
and password crackers

Use o f in fo rm ation  gleaned 
th rough techniques such as 
social engineering to  gain 
unauthorized access to  the 
privileged resources

The te s te r  m ay take  adva n ta ge  o f  

p o o r  s e c u r ity  p o lic ie s  and  ta ke  

a d v a n ta g e  o f  e m a il o r  u nsa fe  

w e b  c o d e  to  g a th e r in fo rm a tio n  

th a t  can lead  to  e sca la tio n  o f 

p riv ileg es

Use of Trojans and 
protocol analyzers
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A c t i v i t y :  E s c a l a t i n g  P r i v i l e g e s

W h e n  a n  a t t a c k e r  s u c c e e d s  in g a i n i n g  u n a u t h o r i z e d  a c c e s s  i n t o  a  s y s t e m  o r  n e t w o r k ,  

t h e  d e g r e e  o f  e s c a l a t i o n  d e p e n d s  o n  t h e  v a r i o u s  a u t h o r i z a t i o n s  p o s s e s s e d  b y  a n  a t t a c k e r .  T h e  

u l t i m a t e  a i m  o f  a n  a t t a c k e r  w o u l d  b e  t o  g a i n  t h e  h i g h e s t  p o s s i b l e  a d m i n i s t r a t i o n  p r i v i l e g e  t h a t  

g i v e s  a c c e s s  t o  t h e  e n t i r e  n e t w o r k ,  s e n s i t i v e  i n f o r m a t i o n ,  o n l i n e  b a n k i n g  e t c .

O n c e  t h e  t a r g e t  h a s  b e e n  a c q u i r e d ,  t h e  t e s t e r  a t t e m p t s  t o  e x p l o i t  t h e  s y s t e m  a n d  g a i n  g r e a t e r  

a c c e s s  t o  t h e  p r o t e c t e d  r e s o u r c e s

A c t i v i t i e s  i n c l u d e  ( b u t  a r e  n o t  l i m i t e d  t o ) :

9  T h e  t e s t e r  m a y  t a k e  a d v a n t a g e  o f  p o o r  s e c u r i t y  p o l i c i e s  a n d  t a k e  a d v a n t a g e  o f  e m a i l  o r  

u n s a f e  w e b  c o d e  t o  g a t h e r  i n f o r m a t i o n  t h a t  c a n  l e a d  t o  t h e  e s c a l a t i o n  o f  p r i v i l e g e s

e  U s e  o f  t e c h n i q u e s  s u c h  a s  b r u t e  f o r c e  t o  a c h i e v e  p r i v i l e g e d  s t a t u s .  E x a m p l e s  o f  t o o l s  

i n c l u d e  g e t  a d m i n  a n d  p a s s w o r d  c r a c k e r s

9  U s e  o f  T r o j a n s  a n d  p r o t o c o l  a n a l y z e r s

9  U s e  o f  i n f o r m a t i o n  g l e a n e d  t h r o u g h  t e c h n i q u e s  s u c h  a s  s o c i a l  e n g i n e e r i n g  t o  g a i n  

u n a u t h o r i z e d  a c c e s s  t o  t h e  p r i v i l e g e d  r e s o u r c e s
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Exam 312-50 Certified Ethical H ackerEthical Hacking an d  C o u n te rm e asu re s
P e n e tra tio n  Testing

A c t i v i t y :  E x e c u t e ,  I m p l a n t ,  a n d  

R e t r a c t
c

U 'trfM

E H
Itfeul lUckw

Compromise System Execute Exploits

Execute Exploits 
already available or 
specially crafted to 
take advantage of 
the vulnerabilities  
identified in the 
target system

The objective of 
system penetration is 
to explore the extent 
to which the security 
fails

In this phase, the 
tester effectively 
compromises the 
acquired system by 
executing the  
arbitrary code
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I p H ' l  A c t i v i t y :  E x e c u t e ,  I m p l a n t ,  a n d  R e t r a c t

In t h i s  p h a s e ,  t h e  t e s t e r  e f f e c t i v e l y  c o m p r o m i s e s  t h e  a c q u i r e d  s y s t e m  b y  e x e c u t i n g  

t h e  a r b i t r a r y  c o d e .  T h e  o b j e c t i v e  h e r e  is t o  e x p l o r e  t h e  e x t e n t  t o  w h i c h  s e c u r i t y  f a i l s .  T h e  t e s t e r  

a t t e m p t s  t o  e x e c u t e  t h e  a r b i t r a r y  c o d e ,  h i d e s  f i l e s  in  t h e  c o m p r o m i s e d  s y s t e m ,  a n d  l e a v e s  t h e  

s y s t e m  w i t h o u t  r a i s i n g  a l a r m s .  H e  o r  s h e  t h e n  a t t e m p t s  t o  r e - e n t e r  t h e  s y s t e m  s t e a l t h i l y .  

A c t i v i t i e s  i n c l u d e :

9  E x e c u t i n g  e x p l o i t s  t o  t a k e  a d v a n t a g e  o f  t h e  v u l n e r a b i l i t i e s  i d e n t i f i e d  o n  t h e  t a r g e t  

s y s t e m .

9  E x p l o i t i n g  b u f f e r  o v e r f l o w s  i n  o r d e r  t o  t r i c k  t h e  s y s t e m  i n t o  r u n n i n g  a r b i t r a r y  c o d e .

9  E x e c u t i n g  a c t i v i t i e s  t h a t  a r e  u s u a l l y  s u b j e c t e d  t o  c o n t a i n m e n t  m e a s u r e s  s u c h  a s  t h e  u s e  

o f  T r o j a n s  a n d  r o o t k i t s .

A c t i v i t i e s  in t h e  r e t r a c t  p h a s e  i n c l u d e  m a n i p u l a t i o n  o f  a u d i t  l og  f i l e s  t o  r e m o v e  t r a c e s  o f  t h e  

a c t i v i t i e s :

© E x a m p l e s  i n c l u d e  u s e  o f  t o o l s  s u c h  a s  a u d i t  po l l .  T h e  t e s t e r  m a y  a l s o  c h a n g e  s e t t i n g s  

w i t h i n  t h e  s y s t e m  t o  r e m a i n  i n c o n s p i c u o u s  d u r i n g  a  r e - e n t r y  a n d  c h a n g e  l og  

s e t t i n g s .

© T h e  t e s t e r  m a y  r e - e n t e r  t h e  s y s t e m  u s i n g  t h e  b a c k d o o r  i m p l a n t e d  b y  t h e  t e s t e r .
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Exam 312-50 Certified Ethical H ackerEthical Hacking an d  C o u n te rm e asu re s
P e n e tra tio n  Testing

P o s t - A t t a c k  P h a s e  a n d  A c t i v i t i e s  I C E H

J  This phase is critical to  any p e n e tra tio n  test as it is th e  responsib ility  o f th e  te s te r to  

restore  th e  system s to  th e ir  p re -te s t sta tes

O  Rem oving all files  up loaded  on the  system

0

A  0
Post-attack  

phase activities V -J  
include som e of 
the  follow ing: s - J

Cleaning a ll re g is try  e n trie s  and rem oving  v u ln e ra b ilit ie s  created

Rem oving all to o ls  and e xp lo its  fro m  th e  tested  systems

R estoring  th e  n e tw o rk  to  th e  p re-tes t state by rem ov ing  shares and connections

A nalyzing all resu lts  and presen ting  th e  same to  th e  o rgan ization
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P o s t - a t t a c k  P h a s e  a n d  A c t i v i t i e s

T h i s  p h a s e  is c r i t i c a l  t o  a n y  p e n e t r a t i o n  t e s t  a s  it  is t h e  r e s p o n s i b i l i t y  o f  t h e  t e s t e r  t o  

r e s t o r e  t h e  s y s t e m s  t o  a  p r e - t e s t  s t a t e .  T h e  o b j e c t i v e  o f  t h e  t e s t  is t o  s h o w  w h e r e  s e c u r i t y  f a i l s ,  

a n d  u n l e s s  t h e r e  is a  s c a l i n g  o f  t h e  p e n e t r a t i o n  t e s t  a g r e e m e n t ,  w h e r e b y  t h e  t e s t e r  is a s s i g n e d  

t h e  r e s p o n s i b i l i t y  t o  c o r r e c t  t h e  s e c u r i t y  p o s t u r e  o f  t h e  s y s t e m s ,  t h i s  p h a s e  m u s t  b e  c o m p l e t e d .

A c t i v i t i e s  in t h i s  p h a s e  i n c l u d e  ( b u t  a r e  n o t  r e s t r i c t e d  t o ) :

9  R e m o v i n g  al l  f i l e s  u p l o a d e d  o n  t h e  s y s t e m

9  C l e a n i n g  al l  r e g i s t r y  e n t r i e s  a n d  r e m o v i n g  v u l n e r a b i l i t i e s  c r e a t e d

9  R e v e r s i n g  all  f i l e  a n d  s e t t i n g  m a n i p u l a t i o n s  d o n e  d u r i n g  t h e  t e s t

Q R e v e r s i n g  all  c h a n g e s  in p r i v i l e g e s  a n d  u s e r  s e t t i n g s

9  R e m o v i n g  al l  t o o l s  a n d  e x p l o i t s  f r o m  t h e  t e s t e d  s y s t e m s

9  R e s t o r i n g  t h e  n e t w o r k  t o  t h e  p r e - t e s t  s t a g e  b y  r e m o v i n g  s h a r e s  a n d  c o n n e c t i o n s  

9  M a p p i n g  o f  t h e  n e t w o r k  s t a t e

9  D o c u m e n t i n g  a n d  c a p t u r i n g  all  l o g s  r e g i s t e r e d  d u r i n g  t h e  t e s t  

9  A n a l y z i n g  all  r e s u l t s  a n d  p r e s e n t i n g  t h e m  t o  t h e  o r g a n i z a t i o n
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Exam 312-50 Certified Ethical H ackerEthical Hacking and  C o u n te rm e asu re s
P e n e tra tio n  Testing

T h e  p e n e t r a t i o n  t e s t e r  s h o u l d  d o c u m e n t  all  h i s  o r  h e r  a c t i v i t i e s  a n d  r e c o r d  al l  o b s e r v a t i o n s  a n d  

r e s u l t s  s o  t h a t  t h e  t e s t  c a n  b e  r e p e a t a b l e  a n d  v e r i f i a b l e  f o r  t h e  g i v e n  s e c u r i t y  p o s t u r e  o f  t h e  

o r g a n i z a t i o n .  F o r  t h e  o r g a n i z a t i o n  t o  q u a n t i f y  t h e  s e c u r i t y  r i sk  in b u s i n e s s  t e r m s ,  it  is e s s e n t i a l  

t h a t  t h e  t e s t e r  s h o u l d  i d e n t i f y  c r i t i c a l  s y s t e m s  a n d  c r i t i c a l  r e s o u r c e s  a n d  m a p  t h e  t h r e a t  t o  

t h e s e .
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Exam 312-50 Certified Ethical H ackerEthical Hacking an d  C o u n te rm e asu re s
P e n e tra tio n  Testing

C E H
P e n e t r a t i o n  T e s t i n g  D e l i v e r a b l e  

T e m p l a t e s

A pentest report will carry details o f the  incidents that have 
occurred during the  testing process and the  range of activities 
carried out by the testing team

Broad areas covered include objectives, observations, activities 
undertaken, and incidents reported

The team  may also recommend corrective actions based on the  
rules of the  engagem ent

T g f
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P e n e t r a t i o n  T e s t i n g  D e l i v e r a b l e  T e m p l a t e s

A p e n  t e s t  r e p o r t  c a r r i e s  d e t a i l s  o f  t h e  i n c i d e n t s  t h a t  h a v e  o c c u r r e d  d u r i n g  t h e  t e s t i n g

p r o c e s s  a n d  t h e  r a n g e  o f  a c t i v i t i e s  t h a t  t h e  t e s t i n g  t e a m  c a r r i e s  o u t .

It c a p t u r e s  t h e  o b j e c t i v e s  a s  a g r e e d  u p o n  in t h e  r u l e s  o f  e n g a g e m e n t  a n d  p r o v i d e s  a  b r i e f  

d e s c r i p t i o n  o f  t h e  o b s e r v a t i o n s  f r o m  t h e  t e s t i n g  e n g a g e m e n t .

U n d e r  t h e  a c t i v i t i e s  c a r r i e d  o u t  w il l  b e  all  t h e  t e s t s ,  t h e  d e v i c e s  a g a i n s t  w h i c h  t h e  t e s t s  w e r e  

c o n d u c t e d ,  a n d  t h e  p r e l i m i n a r y  o b s e r v a t i o n s .  T h e s e  a r e  u s u a l l y  c r o s s - r e f e r e n c e d  t o  t h e  

a p p r o p r i a t e  t e s t  l o g  e n t r y .

O t h e r  i n f o r m a t i o n  t h a t  c a n  b e  c a p t u r e d  u n d e r  i n c i d e n t  d e s c r i p t i o n  c a n  i n c l u d e :

9  A d e t a i l e d  d e s c r i p t i o n  o f  t h e  i n c i d e n t  

e  T h e  d a t e  a n d  t i m e  w h e n  t h e  i n c i d e n t  o c c u r r e d  

9  C o n t a c t  i n f o r m a t i o n  f o r  t h e  p e r s o n  w h o  o b s e r v e d  t h e  i n c i d e n t  

9  T h e  s t a g e  o f  t e s t i n g  d u r i n g  w h i c h  t h e  i n c i d e n t  o c c u r r e d

6  A d e s c r i p t i o n  o f  t h e  s t e p s  t a k e n  t o  c r e a t e  t h e  i n c i d e n t .  T h i s  c a n  b e  s u p p l e m e n t e d  b y

s c r e e n  c a p t u r e s

9  O b s e r v a t i o n s  o n  w h e t h e r  t h e  i n c i d e n t  c a n  b e  r e p e a t e d  o r  n o t
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e  D e t a i l s  o n  t h e  t o o l  (if d e t e c t e d ) ,  t h e  n a m e  a n d  v e r s i o n  o f  t h e  t o o l ,  a n d  if r e l e v a n t ,  a n y  

c u s t o m  c o n f i g u r a t i o n  s e t t i n g s

U n d e r  r i sk  a n a l y s i s ,  t h e  i m p a c t  o f  t h e  t e s t  is c a p t u r e d  f r o m  a  b u s i n e s s  p e r s p e c t i v e .  T h e  

i n f o r m a t i o n  i n c l u d e d  is:

6  T h e  i n i t i a l  e s t i m a t e  o f  t h e  r e l a t i v e  s e v e r i t y  o f  t h e  i n c i d e n t  t o  t h e  b u s i n e s s

9  T h e  i n i t i a l  e s t i m a t e  o f  t h e  r e l a t i v e  l i k e l i h o o d  ( o r  f r e q u e n c y )  o f  t h e  i n c i d e n t  r e o c c u r r i n g  in 

p r o d u c t i o n

9  T h e  i n i t i a l  e s t i m a t e  o f  t h e  c a u s e  o f  t h e  i n c i d e n t
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M o d u l e  F l o w

Q O Q
Q O  y

P en  Test i ng  
T ec hn iq u es

O u t s o u r c in g  Pen  
Tes t i ng  Servi ces

Ty pes  o f  Pen  
Test i ng

Pen  Test ing 
R o a d m a p

P en  Test i ng  
C o n c e p t s

I  : : • I  

, i

P en  Test i ng  
P h a s e s
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M o d u l e  F l o w  

P e n  T e s t i n g  R o a d m a p1
A p e n e t r a t i o n  t e s t  is a  t e c h n i q u e  t h a t  e v a l u a t e s  o r  a u d i t s  t h e  s e c u r i t y  o f  a  c o m p u t e r  s y s t e m  o r  

o t h e r  f a c i l i t y  b y  l a u n c h i n g  a n  a t t a c k  f r o m  a  m a l i c i o u s  s o u r c e .  It a l s o  p r o v e s  h o w  v u l n e r a b l e  t h a t  

a  c o m p u t e r  s y s t e m  w o u l d  b e  in t h e  e v e n t  o f  t h e  r e a l  a t t a c k .  T h e  r u l e s ,  p r a c t i c e s ,  m e t h o d s  a s  

w e l l  a s  p r o c e d u r e s  i m p l e m e n t e d ,  f o l l o w e d  d u r i n g  t h e  c o u r s e  o f  a n y  i n f o r m a t i o n  s e c u r i t y  a u d i t  

p r o g r a m  a r e  d e f i n e d  b y  p e n  t e s t i n g  m e t h o d o l o g y .  T h i s  m e t h o d o l o g y  d e f i n e s  y o u  a  r o a d m a p  

w i t h  p r o v e n  p r a c t i c e s  a s  w e l l  a s  p r a c t i c a l  i d e a s  t h a t  a r e  t o  b e  h a n d l e d  w i t h  c a r e  f o r  a s s e s s i n g  

t h e  s y s t e m  s e c u r i t y  c o r r e c t l y .  A d e t a i l e d  e x p l a n a t i o n  a b o u t  t h e  p e n  t e s t i n g  r o a d m a p  is g i v e n  in 

t h e  n e x t  s l i d e s .

I b d  P e n  T e s t i n g  C o n c e p t s T ■חזזח■ y p e s  o f  P e n  T e s t i n g
i l i l l l l i

P e n  T e s t i n g  T e c h n i q u e s P e n  T e s t i n g  P h a s e s

P e n  T e s t i n g  R o a d m a p O u t s o u r c i n g  P e n  T e s t i n g  S e r v i c e s
% ״ ;
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P e n e t r a t i o n  T e s t i n g  M e t h o d o l o g y  C E H

P e n e t r a t i o n  T e s t i n g  M e t h o d o l o g y

T h e  f o l l o w i n g  a r e  t h e  v a r i o u s  p h a s e s  in t h e  p e n e t r a t i o n  t e s t i n g  m e t h o d o l o g y :  

I n f o r m a t i o n  G a t h e r i n g

I n f o r m a t i o n  g a t h e r i n g  is o n e  o f  t h e  m a j o r  s t e p s  o f  t h e  p e n e t r a t i o n  t e s t i n g .  It is t h e  

f i r s t  p h a s e  in t h e  p e n e t r a t i o n  t e s t i n g  p r o c e s s .  It is d o n e  u s i n g  v a r i o u s  t o o l s ,  s c a n n e r s ,  

o n l i n e  s o u r c e s ,  s e n d i n g  s i m p l e  h t t p  r e q u e s t s ,  s p e c i a l l y  c r a f t e d  r e q u e s t s ,  e t c .

V u l n e r a b i l i t y  A n a l y s i s

V u l n e r a b i l i t y  a n a l y s i s  is a  m e t h o d  o f  i d e n t i f y i n g  v u l n e r a b i l i t i e s  o n  a  n e t w o r k .  It 

p r o v i d e s  a n  o v e r v i e w  o f  t h e  f l a w s  t h a t  e x i s t  in a  s y s t e m  o r  n e t w o r k .

E x t e r n a l  P e n e t r a t i o n  T e s t i n g

A n  e x t e r n a l  p e n e t r a t i o n  t e s t  is c o n d u c t e d  t o  k n o w  w h e t h e r  t h e  e x t e r n a l  n e t w o r k  is 

s e c u r e  o r  n o t .  In e x t e r n a l  p e n e t r a t i o n  t e s t i n g ,  h a c k i n g  is d o n e  in t h e  s a m e  w a y  t h e  

a c t u a l  a t t a c k e r  d o e s  b u t  w i t h o u t  c a u s i n g  a n y  h a r m  t o  t h e  n e t w o r k .  T h i s  h e l p s  in m a k i n g  t h e  

n e t w o r k  m o r e  s e c u r e .  V a r i o u s  m e t h o d s  u s e d  in e x t e r n a l  p e n e t r a t i o n  t e s t i n g  a r e :

9  F o o t p r i n t i n g

9  P u b l i c  I n f o r m a t i o n  & I n f o r m a t i o n  L e a k a g e

In te rn a l
N e tw o rk

P e n e tra t io n

Testing

E xte rn a l
P e n e tra tio n

Testing

In fo rm a t io n

G a th e r in g
V u ln e ra b il ity

A na lys is

R o u te r and  

S w itch es  

P e n e tra tio n  

Testing

F ire w a ll

P e n e tra tio n

Testing

P assw ord
C rack ing

P e n e tra t io n

Testing

D e n ia l o f 

S erv ice  
P e n e tra tio n  

Testing

W ire less

N e tw o rk

P e n e tra tio n
Testing

IDS
P e n e tra tio n

Testing

S to le n  PDAs 

and  L ap top  
P e n e tra tio n  

Testing

Socia l
E ng in ee ring

P e n e tra tio n

Testing

S ource  Code 
P e n e tra tio n  

Testing

Physical
S e c u rity

P e n e tra tio n

Testing

W eb
A p p lic a t io n

P e n e tra tio n

Testing

SQL In je c t io n  

P e n e tra tio n  

Testing
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9  DNS A n a l y s i s  &  D N S  B r u t e  f o r c i n g  

9  P o r t  S c a n n i n g  

9  S y s t e m  F i n g e r p r i n t i n g  

9  S e r v i c e s  P r o b i n g  

9  E x p lo i t  R e s e a r c h

9  M a n u a l  V u l n e r a b i l i t y  T e s t i n g  a n d  V e r i f i c a t i o n  o f  I d e n t i f i e d  V u l n e r a b i l i t i e s  

9  I n t r u s i o n  D e t e c t i o n / P r e v e n t i o n  S y s t e m  T e s t i n g  

9  P a s s w o r d  S e r v i c e  S t r e n g t h  T e s t i n g  

9  R e m e d i a t i o n  R e t e s t  ( o p t i o n a l )

I n t e r n a l  N e t w o r k  P e n e t r a t i o n  T e s t i n g

In i n t e r n a l  n e t w o r k  p e n e t r a t i o n  t e s t i n g ,  all  t h e  p o s s i b l e  i n t e r n a l  n e t w o r k  f l a w s  a r e  

i d e n t i f i e d  a n d  s i m u l a t e d  a s  if a  r e a l  a t t a c k  h a s  t a k e n  p l a c e .  V a r i o u s  m e t h o d s  u s e d  f o r  t h e  

i n t e r n a l  n e t w o r k  p e n e t r a t i o n  t e s t i n g  a r e :

9  I n t e r n a l  N e t w o r k  S c a n n i n g

9  P o r t  S c a n n i n g

9  S y s t e m  F i n g e r p r i n t i n g

9  S e r v i c e s  P r o b i n g

9  E x p lo i t  R e s e a r c h

9  M a n u a l  V u l n e r a b i l i t y  T e s t i n g  a n d  V e r i f i c a t i o n  

9  M a n u a l  C o n f i g u r a t i o n  W e a k n e s s  T e s t i n g  a n d  V e r i f i c a t i o n  

9  L i m i t e d  A p p l i c a t i o n  L a y e r  T e s t i n g  

9  F i r e w a l l  a n d  A C L T e s t i n g  

9  A d m i n i s t r a t o r  P r i v i l e g e s  E s c a l a t i o n  T e s t i n g  

9  P a s s w o r d  S t r e n g t h  T e s t i n g  

9  N e t w o r k  E q u i p m e n t  S e c u r i t y  C o n t r o l s  T e s t i n g  

9  D a t a b a s e  S e c u r i t y  C o n t r o l s  T e s t i n g  

9  I n t e r n a l  N e t w o r k  S c a n  f o r  K n o w n  T r o j a n s  

9  T h i r d - P a r t y / V e n d o r  S e c u r i t y  C o n f i g u r a t i o n  T e s t i n g  

^  ^  R o u t e r  a n d  S w i t c h e s  P e n e t r a t i o n  T e s t i n g

------------- R o u t e r  s w i t c h e s  p e n e t r a t i o n  is c a r r i e d  o u t  t o  d e t e r m i n e :

9  E n d  t o  e n d  r o u t e r  s e c u r i t y  

9  B a n d w i d t h  a n d  s p e e d  o f  t h e  i n t e r n e t  c o n n e c t i o n
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9  D a t a  t r a n s f e r  s p e e d  

9  R o u t e r  p e r f o r m a n c e  

9  R o u t e r  S e c u r i t y  a s s e s s m e n t

F i r e w a l l  P e n e t r a t i o n  T e s t i n g
t c

F i r e w a l l  p e n e t r a t i o n  t e s t i n g  is o n e  o f  t h e  m o s t  u s e f u l  m e t h o d s  in a n a l y z i n g  s e c u r i t y  

e f f e c t i v e n e s s .  T h r o u g h  t h i s  m e t h o d ,  y o u  c a n  i d e n t i f y  h o w  s e c u r e  y o u r  f i r e w a l l  n e t w o r k  is 

a g a i n s t  t h e  a t t a c k s  p e r f o r m e d  b y  n e t w o r k  i n t r u d e r s .

I D S  P e n e t r a t i o n  T e s t i n g

A n  i n t r u s i o n  d e t e c t i o n  s y s t e m  (IDS) c a n  b e  s o f t w a r e  o r  h a r d w a r e .  IDS p e n e t r a t i o n

t e s t i n g  h e l p s  y o u  t o  t e s t  t h e  s t r e n g t h  o f  t h e  IDS.  It c a n  b e  p e r f o r m e d  w i t h  t h e  h e l p  o f

t o o l s  s u c h  a s  IDS i n f o r m e r ,  a n  e v a s i o n  g a t e w a y ,  e t c .

W i r e l e s s  N e t w o r k  P e n e t r a t i o n  T e s t i n g

W i r e l e s s  n e t w o r k s  a r e  m o r e  e c o n o m i c a l  t h a n  w i r e d  n e t w o r k s .  T h o u g h  w i r e l e s s  

n e t w o r k s  a r e  c h e a p e r ,  t h e r e  a r e  v a r i o u s  r i s k s  a s s o c i a t e d  w i t h  t h e m .  A w i r e l e s s  n e t w o r k  is l e s s  

p r o t e c t e d  t h a n  a  w i r e d  o n e .  T h e r e f o r e ,  w i r e l e s s  n e t w o r k s  m u s t  b e  t e s t e d  s t r i c t l y  a n d  t h e  

r e s p e c t i v e  s e c u r i t y  e n h a n c e m e n t s  m u s t  b e  a p p l i e d .

D e n i a l ־ o f S־ e r v i c e  P e n e t r a t i o n  T e s t i n g

T h e  m a i n  p u r p o s e  o f  a  d e n i a l - o f - s e r v i c e  (D o S )  a t t a c k  is t o  s l o w  d o w n  t h e  w e b s i t e  o r  

e v e n  t o  c r a s h  i t  b y  s e n d i n g  t o o  m a n y  r e q u e s t s ,  m o r e  t h a n  a  p a r t i c u l a r  s e r v e r  c a n  h a n d l e .  If t h e  

a t t a c k e r  k n o w s  t h e  d e t a i l s  o f  t h e  s e r v e r  a n d  i t s  t e c h n i c a l  s p e c i f i c a t i o n s ,  it  b e c o m e s  m o r e  

v u l n e r a b l e .  S o m e t i m e s  D o S  is d o n e  o n  a  t r i a l  a n d  e r r o r  b a s i s .  S o  t h e  p e n e t r a t i o n  t e s t e r  m u s t

c h e c k  h o w  m u c h  t h e  w e b s i t e  o r  s e r v e r  c a n  w i t h s t a n d .  It is a l s o  n e c e s s a r y  t o  p r o v i d e  a n

a l t e r n a t i v e  w a y  t o  r e a c t  t o  t h e  s i t u a t i o n  w h e n  t h e  l i m i t  e x c e e d s .

P a s s w o r d  C r a c k i n g  P e n e t r a t i o n  T e s t i n g

P a s s w o r d s  a r e  u s e d  t o  p r o t e c t  c o m p u t e r  r e s o u r c e s  f r o m  u n a u t h o r i z e d  a c c e s s .  

P a s s w o r d  c r a c k i n g  p e n e t r a t i o n  t e s t i n g  i d e n t i f i e s  t h e  v u l n e r a b i l i t i e s  a s s o c i a t e d  w i t h  p a s s w o r d  

m a n a g e m e n t .  T h i s  h e l p s  i n  a v o i d i n g  v a r i o u s  k i n d s  o f  m a l i c i o u s  a t t a c k s  s u c h  a s  b r u t e  f o r c e  

a t t a c k s ,  h y b r i d  a t t a c k s ,  a n d  d i c t i o n a r y  a t t a c k s ,  e t c .

S o c i a l  E n g i n e e r i n g  P e n e t r a t i o n  T e s t i n g

S o c i a l  e n g i n e e r i n g  is a  m e t h o d  u s e d  b y  a t t a c k e r s  t o  g e t  c r u c i a l  i n f o r m a t i o n  o f  a 

c o m p a n y .  A t t a c k e r s  e s p e c i a l l y  t a r g e t  i n d i v i d u a l s  w i t h i n  t h e  o r g a n i z a t i o n  t o  g a t h e r  a s  m u c h  

i n f o r m a t i o n  a s  p o s s i b l e  a b o u t  t h e  c o m p a n y .  T h i s  is c o m p l e t e l y  d o c u m e n t e d  a n d  t h e n  t h e  

e m p l o y e e s  a r e  e d u c a t e d  a b o u t  p o s s i b l e  s o c i a l  e n g i n e e r i n g  a t t a c k s  a n d  c a u t i o n e d  a b o u t  v a r i o u s  

t h r e a t s .
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S t o l e n  L a p t o p s ,  P D A s ,  a n d  C e l l  P h o n e s  P e n e t r a t i o n  T e s t i n g

T h e  p e n e t r a t i o n  t e s t e r  s h o u l d  f i n d  o u t  t h e  p o s s i b l e  l o o p h o l e s  in  p h y s i c a l  l o c a l i t y  a n d

i d e n t i f y  t h e  v a r i o u s  w a y s  t h a t  a n  i n t r u d e r  c a n  e n t e r  i n t o  t h e  c o m p a n y .  O n c e  t h e  i m p o r t a n t  

e l e c t r o n i c  d e v i c e s  t h a t  c o n t a i n  s e n s i t i v e  i n f o r m a t i o n  o f  t h e  c o m p a n y  a r e  s t o l e n ,  y o u  c a n  e x t r a c t  

i n f o r m a t i o n  f r o m  t h e s e  s t o l e n  d e v i c e s .  T h e r e f o r e ,  s u c h  p e n e t r a t i o n  t e s t i n g  p r o v e s  v e r y  

b e n e f i c i a l .  P e n e t r a t i o n  t e s t s  a r e  d o n e  e s p e c i a l l y  o n  s e n i o r  m e m b e r s  o f  t h e  c o m p a n y  a s  t h e i r  

PDAs ,  l a p t o p s  a n d  m o b i l e  p h o n e s  o f t e n  c o n t a i n  s e n s i t i v e  i n f o r m a t i o n .

S o u r c e  C o d e  P e n e t r a t i o n  T e s t i n g

T h e  p e n e t r a t i o n  t e s t e r  s h o u l d  p e r f o r m  s o u r c e  c o d e  a n a l y s i s  b y  u s i n g  s o m e  s o u r c e  c o d e  

a n a l y s i s  t o o l s .  T h e s e  t o o l s  w i l l  h e l p  t h e  p e n  t e s t e r  t o  d e t e c t  t h e  v u l n e r a b i l i t i e s  in t h e  s o u r c e  

c o d e .

A p p l i c a t i o n  P e n e t r a t i o n  T e s t i n g

P r o g r a m m e r s  m a y  m a k e  s o m e  m i s t a k e s  a t  t h e  t i m e  o f  s o f t w a r e  c r e a t i o n .  T h o s e  

m i s t a k e s  c a n  b e c o m e  p o t e n t i a l  v u l n e r a b i l i t i e s .  A p p l i c a t i o n  p e n e t r a t i o n  t e s t i n g  h e l p s  in 

d e t e r m i n i n g  t h e  d e s i g n  e r r o r  o f  t h e  s o f t w a r e .

S Q L  I n j e c t i o n  P e n e t r a t i o n  T e s t i n g

T h e  p e n e t r a t i o n  t e s t e r  s h o u l d  p e r f o r m  SQL i n j e c t i o n  p e n e t r a t i o n  t e s t i n g  o n  t h e  

a p p l i c a t i o n  in o r d e r  t o  f i n d  o u t  v u l n e r a b i l i t i e s  in t h e  a p p l i c a t i o n .  T h e  p e n  t e s t e r  s h o u l d  

t r y  t o  s i m u l a t e  d i f f e r e n t  t y p e s  o f  SQ L  i n j e c t i o n  a t t a c k s  t o  f i n d  t h e  p o s s i b l e  v u l n e r a b i l i t i e s .

P h y s i c a l  S e c u r i t y  P e n e t r a t i o n  T e s t i n g

H e r e  t h e  p e n e t r a t i o n  t e s t e r  t r i e s  t o  g a i n  p h y s i c a l  a c c e s s  t o  t h e  o r g a n i z a t i o n a l  

r e s o u r c e s  b e f o r e ,  d u r i n g ,  a n d  a f t e r  b u s i n e s s  h o u r s .  All t h e  p h y s i c a l  s e c u r i t y  c o n t r o l s  m u s t  b e  

p r o p e r l y  t e s t e d .
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P e n e t r a t i o n  T e s t i n g  M e t h o d o l o g y  ( E H
( C o n t ’d)  “ ׳ י~«י יי » *•

VoIP
P e n e tra tio n

Testing

D a tab ase
P e n e tra tio n

Testing

V ir tu a l

M a c h in e

P e n e tra tio n

Testing

C loud

P e n e tra tio n

Testing

W a rd ia lin g

Log

M a n a g e m e n t

P e n e tra tio n

Testing

File

In te g r ity
C hecking

T e lecom  and 

B ro a d b a n d  
P e n e tra tio n  

Testing

E m ail S ecu rity  
P e n e tra t io n  

Testing

D a ta  Leakage 

P e n e tra t io n  

Testing

SAP

P e n e tra tio n

Testing

S e c u rity

Patches
P e n e tra tio n

Testing

S urve illan ce

C am era
P e n e tra tio n

Testing

VPN

P e n e tra tio n

Testing

V iru s  and  

T ro ja n  
D e te c tio n

M o b ile

D evices
P e n e tra tio n

Testing
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P e n e t r a t i o n  T e s t i n g  M e t h o d o l o g y

S u r v e i l l a n c e  C a m e r a  P e n e t r a t i o n  T e s t i n g

A s u r v e i l l a n c e  c a m e r a  c a n  b e  u s e d  t o  m o n i t o r  t h e  l i ve  t a r g e t .  T h e  s u r v e i l l a n c e  c a m e r a  

c a n  b e  p r o n e  t o  s e c u r i t y  f l a w s  d u e  t o  n o n - r o b u s t  d e s i g n  o f  t h e  w e b  i n t e r f a c e  c r e a t e d  f o r  t h e  

s u r v e i l l a n c e  c a m e r a  a c t i v i t i e s .  As  a  p e n  t e s t e r ,  y o u  s h o u l d  t r y  t o  f i n d  o u t  v u l n e r a b i l i t i e s  in t h e  

w e b  i n t e r f a c e  o f  t h e  s u r v e i l l a n c e  c a m e r a .  Y o u  s h o u l d  d o  t h e  f o l l o w i n g  t h i n g s  t o  t e s t  t h e  

s u r v e i l l a n c e  c a m e r a :

9  T h e  w e b  i n t e r f a c e  s h o u l d  b e  c o m p l e t e l y  d e b u g g e d

Q T r y  t o  l o o k  f o r  t h e  i n j e c t i o n  p o i n t s  f r o m  w h e r e  t h e  m o t i o n  i m a g e s  a r e  i n c l u d e d  r e m o t e l y

9  V a l i d a t e  t h e  i m a g e  p a t h

9  C r e a t e  t h e  d i f f e r e n t  m o t i o n  p i c t u r e  r e c o r d e r  a n d  e d i t o r  in o r d e r  t o  v a l i d a t e  m o t i o n  o r  

p i c t u r e  r e c o d e d  b y  t h e  s u r v e i l l a n c e  c a m e r a  w h e t h e r  t h e y  a r e  s a m e  o r  n o t

D a t a b a s e  P e n e t r a t i o n  T e s t i n g

In t h i s  p r o c e s s ,  a  p e n e t r a t i o n  t e s t e r  t r i e s  t o  d i r e c t l y  a c c e s s  d a t a  c o n t a i n e d  in t h e  

d a t a b a s e  o r  i n d i r e c t l y  a c c e s s i n g  t h e  d a t a  t h r o u g h  t r i g g e r s  o r  s t o r e d  p r o c e d u r e s  e x e c u t e d  b y  a 

d a t a b a s e  e n g i n e .  T h i s  m e t h o d  h e l p s  in a v o i d i n g  u n a u t h o r i z e d  a c c e s s  o f  d a t a .
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V o I P  P e n e t r a t i o n  T e s t i n g
( ^ w IP

In V o IP  p e n e t r a t i o n  t e s t i n g ,  a c c e s s  t o  t h e  V O IP  n e t w o r k  is a t t e m p t e d  t o  r e c o r d  t h e  

c o n v e r s a t i o n s  a n d  e v e n  a  D o S  a t t a c k  m a y  a l s o  b e  u s e d  t o  f i n d  o u t  t h e  c o m p a n y ' s  

s e c u r i t y  p o l i c i e s .

f V P N  P e n e t r a t i o n  T e s t i n g

יי—׳׳  S o m e t i m e s ,  e m p l o y e e s  a r e  a l l o w e d  t o  w o r k  f r o m  h o m e  o r  r e m o t e l y  a n d  in s u c h  

s i t u a t i o n s ,  t h e r e  a r e  l o t  o f  s e c u r i t y  i s s u e s  a s s o c i a t e d  w i t h  V P N .  S o  t h e  p e n e t r a t i o n  t e a m  

a t t e m p t s  t o  g a i n  a c c e s s  t o  t h e  V P N  t h r o u g h  a  r e m o t e  e n d p o i n t  o r  a  V P N  t u n n e l  a n d  c h e c k  t h e  

v u l n e r a b i l i t i e s .

C l o u d  P e n e t r a t i o n  T e s t i n g

C l o u d  c o m p u t i n g  s y s t e m s  a r e  w i d e s p r e a d  t o d a y .  T h e r e  a r e  r i s k s  a s s o c i a t e d  w i t h  c l o u d  

c o m p u t i n g .  T h e  o r g a n i z a t i o n s  m u s t  f i g u r e  o u t  t h e s e  r i sk s  a n d  a p p l y  p r o p e r  s e c u r i t y  m e c h a n i s m s  

t o  p r o t e c t  a g a i n s t  p o t e n t i a l  r i sk s .  T o  f i n d  o u t  t h e  v u l n e r a b i l i t i e s  in a  c l o u d - b a s e d  a p p l i c a t i o n ,  

c o n d u c t  a  p e n e t r a t i o n  t e s t  o n  t h e  c l o u d .

V i r t u a l  M a c h i n e  P e n e t r a t i o n  T e s t i n g

A n  a t t a c k e r  c a n  e x p l o i t  t h e  v i r t u a l  m a c h i n e  s e c u r i t y  f l a w  b y  r u n n i n g  m a l i c i o u s  c o d e  o n  

t h e  v i r t u a l  m a c h i n e .  T h e  p e n  t e s t e r  n e e d s  t o  f i n d  o u t  t h e  v u l n e r a b i l i t i e s  in t h e  V M  b y  s i m u l a t i n g  

t h e  a c t i o n s  o f  a n  a t t a c k e r  b e f o r e  a  r e a l  a t t a c k  o c c u r s .

W a r  D i a l i n g

D i a l - u p  m o d e m s  u s e d  b y  t h e  c o m p a n i e s  h a v e  v a r i o u s  v u l n e r a b i l i t i e s .  T h e s e  a l l o w  

a t t a c k e r s  t o  h a c k  a  s y s t e m  o r  n e t w o r k  e a s i l y .  W a r d i a l i n g  p e n e t r a t i o n  t e s t i n g  w il l  b e  u s e f u l :

9  T o  i d e n t i f y  t h e  v u l n e r a b i l i t i e s  o f  t h e  m o d e m s .

9  T o  k n o w  t h e  p a s s w o r d s  r e l a t e d  v u l n e r a b i l i t i e s .

9  T o  k n o w  w h e t h e r  t h e r e  is a n y  o p e n  a c c e s s  t o  o r g a n i z a t i o n s  s y s t e m s  o r  n o t .

V i r u s  a n d  T r o j a n  D e t e c t i o n

V i r u s e s  a n d  T r o j a n s  a r e  t h e  m o s t  w i d e s p r e a d  m a l i c i o u s  s o f t w a r e  t o d a y .  O n c e  o n  t h e

s y s t e m  a n d  n e t w o r k s ,  t h e s e  a r e  v e r y  d a n g e r o u s .  E a r ly  d e t e c t i o n  o f  v i r u s e s  a n d  T r o j a n s  is v e r y

i m p o r t a n t .

L o g  M a n a g e m e n t  P e n e t r a t i o n  T e s t i n g

A m a n a g e m e n t  l o g  c o n t a i n s  a  r e c o r d  o f  all  t h e  e v e n t s  t h a t  u s e  a  d a t a  g r i d  n e t w o r k .  It 

c o n t a i n s  t h e  c o m p l e t e  t r a c k  o f  e v e n t s  s u c h  a s  s t a t u s  o f  n o d e ,  a g e n t  t r a n s m i s s i o n ,  j o b  r e q u e s t ,  

e t c .  T h e r e f o r e ,  p r o p e r  l o g  m a n a g e m e n t  h e l p s  in t r a c k i n g  a n y  m a l i c i o u s  a c t i v i t y  s u c h  a s  

u n a u t h o r i z e d  a c c e s s  f r o m  o u t s i d e  a t t a c k e r s  a t  a n  e a r l y  s t a g e .

Ethical Hacking an d  C o u n te rm e asu re s  C opyright ©  by EC-COUIICil
All Rights R eserved. R eproduction  is S trictly Prohib ited .

M odule  20 Page 2948



Exam 312-50 Certified Ethical H ackerEthical Hacking and  C o u n te rm e asu re s
P e n e tra tio n  Testing

F i l e  I n t e g r i t y  C h e c k i n g

C h e c k i n g  t h e  i n t e g r i t y  o f  a  f i l e  is t h e  b e s t  w a y  t o  t e l l  w h e t h e r  it  is c o r r u p t e d  o r  n o t .  It 

i n v o l v e s  c h e c k i n g  t h e  f o l l o w i n g  t h i n g s :

9  F i l e s i z e

9  V e r s i o n

Q W h e n  it  w a s  c r e a t e d  

9  W h e n  it  w a s  m o d i f i e d

Q T h e  l o g i n  n a m e  o f  a n y  u s e r  w h o  m o d i f i e s  t h e  f i le

Q I ts  a t t r i b u t e s  ( e . g . ,  R e a d - O n l y ,  H i d d e n ,  S y s t e m ,  e t c . )

m m  M o b i l e  D e v i c e s  P e n e t r a t i o n  T e s t i n g

In m o b i l e  p e n e t r a t i o n  t e s t i n g ,  t h e  p e n  t e s t e r  t r i e s  t o  a c c e s s  a n d  m a n i p u l a t e  t h e  d a t a  

o n  t h e  p a r t i c u l a r  m o b i l e  d e v i c e  s i m u l a t i n g  all  p o s s i b l e  a t t a c k s  s u c h  a s  u s i n g  s o c i a l  

e n g i n e e r i n g ,  u p l o a d i n g  m a l i c i o u s  c o d e ,  e t c .  M o b i l e  d e v i c e  p e n e t r a t i o n  p i n p o i n t s  a n d  a d d r e s s e s  

g a p s  in e n d - u s e r  a w a r e n e s s  a n d  s e c u r i t y  e x p o s u r e s  in t h e s e  d e v i c e s  b e f o r e  a t t a c k e r s  a c t u a l l y  

m i s u s e  a n d  c o m p r o m i s e  t h e m .

T e l e c o m  a n d  B r o a d b a n d  P e n e t r a t i o n  T e s t i n g

T h e  p e n  t e s t e r  t r i e s  t o  d e t e r m i n e  t h e  v u l n e r a b i l i t i e s  in t h e  b r o a d b a n d  c o n n e c t i o n  o f  

t h e  p a r t i c u l a r  c o r p o r a t e  n e t w o r k .  T h e  p e n  t e s t e r  s i m u l a t e s  d i f f e r e n t  t y p e s  o f  a t t a c k s  s u c h  a s  

u n a u t h o r i z e d  a c c e s s ,  i n s t a l l a t i o n  o f  m a l i c i o u s  s o f t w a r e ,  D o S  a t t a c k s  o n  b r o a d b a n d  c o n n e c t i o n s  

t o  c h e c k  w h e t h e r  t h e  n e t w o r k  w i t h s t a n d s  t h e s e  t y p e s  o f  a t t a c k s .

E m a i l  S e c u r i t y  P e n e t r a t i o n  T e s t i n g

_  . E m a i l  s e c u r i t y  p e n e t r a t i o n  t e s t i n g  h e l p s  t o  c h e c k  al l  t h e  v u l n e r a b i l i t i e s  a s s o c i a t e d  w i t h  

a n  e m a i l  m e c h a n i s m .

_  S e c u r i t y  P a t c h e s  P e n e t r a t i o n  T e s t i n g

U n l e s s  t h e  s y s t e m  o r  s o f t w a r e  is u p d a t e d  w i t h  t h e  l a t e s t  s e c u r i t y  p a t c h e s ,  it  is 

v u l n e r a b l e  t o  a t t a c k s .  P o o r l y  d e s i g n e d  s e c u r i t y  p a t c h e s  h a v e  m o r e  v u l n e r a b i l i t y  s o  

t e s t i n g  t h e m  h e l p s  in r e s o l v i n g  s u c h  i s s u e s .

D a t a  L e a k a g e  P e n e t r a t i o n  T e s t i n g

P e n e t r a t i o n  t e s t i n g  o f  d a t a  l e a k a g e  h e l p s  in t h e  f o l l o w i n g  w a y s :

9  P r e v e n t i n g  c o n f i d e n t i a l  i n f o r m a t i o n  f r o m  g o i n g  o u t  t o  t h e  m a r k e t  o r  t o  c o m p e t i t o r s  

9  A l l o w s  i n c r e a s i n g  i n t e r n a l  c o m p l i a n c e  l e v e l  f o r  d a t a  p r o t e c t i o n  

9  I m p r o v e s a w a r e n e s s  a m o n g s t  e m p l o y e e s  o n  S a f e  P r a c t i c e s  

9  Wi l l  b e  u s e f u l  t o  e a s i l y  d e m o n s t r a t e s  c o m p l i a n c e  t o  r e g u l a t i o n s  

9  C o n t r o l s  e x p o s u r e  w i t h  w o r k f l o w s  f o r  m i t i g a t i o n
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=  ► S A P  P e n e t r a t i o n  T e s t i n g

A t t a c k e r s  m a y  b e  a b l e  t o  b r e a k  i n t o  SAP  p l a t f o r m  a n d  c a n  p e r f o r m  e s p i o n a g e ,  

s a b o t a g e ,  a n d  f r a u d  a t t a c k s  o n  b u s i n e s s - c r i t i c a l  i n f o r m a t i o n .  T h e  S A P  p e n e t r a t i o n  t e s t i n g  

s e r v i c e  s i m u l a t e s  t h e  p r o c e s s  p e r f o r m e d  b y  a n  a t t a c k e r .  In SAP  p e n e t r a t i o n  t e s t i n g ,  t h e  p e n  

t e s t e r  t r i e s  t o  f i n d  t h e  v u l n e r a b i l i t i e s  in t h e  SAP  p l a t f o r m  b y  c o n d u c t i n g  d i f f e r e n t  t y p e s  o f  

a t t a c k s ,  a n d  t h e n  c h e c k s  w h e t h e r  h e  o r  s h e  is a b l e  t o  b r e a k  i n t o  t h e  S A P  p l a t f o r m .
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A p p l i c a t i o n  S e c u r i t y  A s s e s s m e n t  C E H

Application security assessment is an in-depth analysis of applications to identify and assess 
security vulnerabilities that can expose the organization's sensitive information

This test checks on application so that a malicious user cannot access, modify, or destroy data 
or services within the system

Copyright C  by IC-Ccuncil. All Rights Reserved. Reproduction is Strictly Prohibited

/  r  A p p l i c a t i o n  S e c u r i t y  A s s e s s m e n t

A p p l i c a t i o n  s e c u r i t y  a s s e s s m e n t  is d o n e  b y  a  s e c u r i t y  p r o f e s s i o n a l  t o  i d e n t i f y  s e c u r i t y  

v u l n e r a b i l i t i e s  a n d  s i g n i f i c a n t  i s s u e s .

A p p l i c a t i o n  s e c u r i t y  a s s e s s m e n t  i n v o l v e s :

Q I n s p e c t i o n  o f  a p p l i c a t i o n  v a l i d a t i o n  a n d  b o u n d s  c h e c k i n g  f o r  b o t h  a c c i d e n t a l  a n d  

m i s c h i e v o u s  i n p u t .

Q M a n i p u l a t i o n  o f  c l i e n t - s i d e  c o d e  a n d  l o c a l l y  s t o r e d  i n f o r m a t i o n  s u c h  a s  s e s s i o n  

i n f o r m a t i o n  a n d  c o n f i g u r a t i o n  f i l e s .

9  E x a m i n a t i o n  o f  a p p l i c a t i o n - t o - a p p l i c a t i o n  i n t e r a c t i o n  b e t w e e n  s y s t e m  c o m p o n e n t s  s u c h  

a s  t h e  w e b  s e r v i c e  a n d  b a c k - e n d  d a t a  s o u r c e s .

e  D i s c o v e r y  o f  o p p o r t u n i t i e s  t h a t  c o u l d  b e  u t i l i z e d  b y  a n  a t t a c k e r  t o  e s c a l a t e  t h e i r  

p e r m i s s i o n s .

9  E x a m i n a t i o n  o f  e v e n t  l o g g i n g  f u n c t i o n a l i t y .

9  E x a m i n a t i o n  o f  a u t h e n t i c a t i o n  m e t h o d s  in u s e  f o r  t h e i r  r o b u s t n e s s  a n d  r e s i l i e n c e  t o  

v a r i o u s  s u b v e r s i o n  t e c h n i q u e s .
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E v e n  in a  w e l l - d e p l o y e d  a n d  s e c u r e d  i n f r a s t r u c t u r e ,  a  w e a k  a p p l i c a t i o n  c a n  e x p o s e  t h e  

o r g a n i z a t i o n ' s  c r o w n  j e w e l s  t o  u n a c c e p t a b l e  r i sk .

A p p l i c a t i o n  s e c u r i t y  a s s e s s m e n t  is d e s i g n e d  t o  i d e n t i f y  a n d  a s s e s s  t h r e a t s  t o  t h e  o r g a n i z a t i o n  

t h r o u g h  b e s p o k e  o r  p r o p r i e t a r y  a p p l i c a t i o n s  o r  s y s t e m s .  T h i s  t e s t  c h e c k s  t h e  a p p l i c a t i o n  s o  t h a t  

a  m a l i c i o u s  u s e r  c a n n o t  a c c e s s ,  m o d i f y ,  o r  d e s t r o y  d a t a  o r  s e r v i c e s  w i t h i n  t h e  s y s t e m .
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W e b  A p p l i c a t i o n  T e s t i n g ־   I C E H

Checks  fo r  a c c e s s  t o  
a d m i n i s t r a t i v e  i n t e r f a ce s ,  s e n d s  
d a t a  t o  m a n i p u l a t e  f o r m  f ie lds ,  
a t t e m p t s  URL q u e r y  s t r ings ,  
c h a n g e s  v a lu e s  o n  t h e  cl i ent -  
s i de  s cr ip t ,  a n d  a t t a c k s  coo k i e s

Tes t s  i nc lude  OS 
c o m m a n d  in j ec t i on ,  
sc r ip t  in j ec t i on ,  SQL 
in j ec t i on ,  LDAP 
in j ec t i on ,  a n d  c ros s-  
s i t e  s c r i pt i ng

Copyright C  by IG-Gcuncil. All Rights Reserved. Reproduction is Strictly Prohibited.

W e b  A p p l i c a t i o n  T e s t i n g ־   I

T h i s  t e s t  p h a s e  c a n  b e  c a r r i e d  o u t  a s  t h e  t e s t e r  p r o c e e d s  t o  a c q u i r e  t h e  t a r g e t .

I n p u t  v a l i d a t i o n

T e s t s  i n c l u d e  O S  c o m m a n d  i n j e c t i o n ,  s c r i p t  i n j e c t i o n ,  SQL i n j e c t i o n ,  LDAP i n j e c t i o n ,  

a n d  c r o s s - s i t e  s c r i p t i n g .  O t h e r  t e s t s  i n c l u d e  c h e c k i n g  f o r  d e p e n d e n c y  o n  t h e  e x t e r n a l  d a t a  a n d  

t h e  s o u r c e  v e r i f i c a t i o n .

O u t p u t  s a n i t i z a t i o n

T e s t s  i n c l u d e  p a r s i n g  s p e c i a l  c h a r a c t e r s  a n d  v e r i f y i n g  e r r o r  c h e c k i n g  in t h e  a p p l i c a t i o n .

A c c e s s  c o n t r o l

I T h e  t e s t e r  c h e c k s  a c c e s s  t o  a d m i n i s t r a t i v e  i n t e r f a c e s ,  t r a n s f e r s  d a t a  f o r  m a n i p u l a t i n g  

f o r m  f i e l d s ,  c h e c k s  URL q u e r y  s t r i n g s ,  c h a n g e s  t h e  v a l u e s  o f  c l i e n t - s i d e  s c r i p t ,  a n d  a t t a c k s  

c o o k i e s .  O t h e r  t e s t s  i n c l u d e  c h e c k i n g  f o r  a u t h o r i z a t i o n  b r e a c h e s ,  e n u m e r a t i n g  a s s e t s  a c c e s s i b l e  

t h r o u g h  t h e  a p p l i c a t i o n ,  l a p s e s  in e v e n t  h a n d l i n g  s e q u e n c e s ,  p r o x y  h a n d l i n g ,  a n d  c o m p l i a n c e  

w i t h  l e a s t  p r i v i l e g e  a c c e s s  r u l e .
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Exam 312-50 Certified Ethical H ackerEthical Hacking an d  C o u n te rm e asu re s
P e n e tra tio n  Testing

W e b  A p p l i c a t i o n  T e s t i n g  -  I I  C E H

1. Checking fo r 

B u ffe r O ve rflow s

׳ <
>€ב<

2. C om ponen t 

Checking /

S* •  .v

4. Data and  E rror

Checking ! 0> ג01 י

Checking for buffer overflows include attacks against stack overflows, 
heap overflow s, and form at string overflows

Component checking checks for security controls on web server/application 
components that might expose the web application to vulnerabilities

DoS checking tests for DoS induced by malformed user input, user 
lockout, and application lockout due to  tra ffic  overload, transaction 
requests, or excessive requests on the application

Data and error checking checks fo r data-related security lapses 
such as storage of sensitive data in the cache or throughput 
o f sensitive data using HTML

Copyright ©  by IC-Ccuncil. All Rights Reserved. Reproduction is Strictly Prohibited.

W e b  A p p l i c a t i o n  T e s t i n g ־   I I

C h e c k i n g  f o r  B u f f e r  O v e r f l o w s

T e s t s  i n c l u d e  a t t a c k s  a g a i n s t  s t a c k  o v e r f l o w s ,  h e a p  o v e r f l o w s ,  a n d  f o r m a t  s t r i n g  

o v e r f l o w s .

D e n i a l - o f - s e r v i c e

T e s t  f o r  Do S  is i n d u c e d  d u e  t o  m a l f o r m e d  u s e r  i n p u t ,  u s e r  l o c k o u t ,  a n d  a p p l i c a t i o n  

l o c k o u t  d u e  t o  t r a f f i c  o v e r l o a d ,  t r a n s a c t i o n  r e q u e s t s ,  o r  e x c e s s i v e  r e q u e s t s  o n  t h e  a p p l i c a t i o n .

C o m p o n e n t  c h e c k i n g

C h e c k  f o r  s e c u r i t y  c o n t r o l s  o n  w e b  s e r v e r / a p p l i c a t i o n  c o m p o n e n t s  m i g h t  e x p o s e  t h e  

w e b  a p p l i c a t i o n  t o  v u l n e r a b i l i t i e s ,  s u c h  a s  b a s i c  a u t h e n t i c a t i o n .

D a t a  a n d  e r r o r  c h e c k i n g

C h e c k  f o r  d a t a - r e l a t e d  s e c u r i t y  l a p s e s  s u c h  a s  s t o r a g e  o f  s e n s i t i v e  d a t a  in t h e  c a c h e  o r  

i n p u t  o f  s e n s i t i v e  d a t a  u s i n g  H TM L.  C h e c k  f o r  v e r b o s e  e r r o r  m e s s a g e s  t h a t  g i v e  a w a y  m o r e  

d e t a i l s  o f  t h e  a p p l i c a t i o n  t h a n  n e c e s s a r y  a n d  e r r o r  t y p e .
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S Q L  i n j e c t i o n  t e c h n i q u e s

SQL i n j e c t i o n  m a y  b e  a t t e m p t e d  a g a i n s t  w e b  a p p l i c a t i o n s  t o  g a i n  a c c e s s  t o  t h e  t a r g e t  

s y s t e m .
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Exam 312-50 Certified Ethical H ackerEthical Hacking an d  C o u n te rm e asu re s
P e n e tra tio n  Testing

W e b  A p p l i c a t i o n  T e s t i n g  -  I I I  C E H

Conf iden t i a l i t y Ses s ion Conf igu ra t i on
Check 9 M a n a g e m e n t Ver i f icat ion

R N V N V W P I W

It a tte m p ts  to  m an ipu la te  

resources using HTTP 
*9 m e th o ds  such as DELETE and 

PUT, check fo r  ve rs ion  co n te n t 
a v a ila b ility  and any v is ib le  

, res tric ted  source code in 
pub lic  dom ains, a tte m p t 
d ire c to ry  and file  lis ting, and 
tes t fo r  know n  vu ln e ra b ilit ie s  

and accessib ility  o f  
adm in is tra tive  in terfaces in 

servers and server 
com י ponents

It checks tim e  v a lid ity  o f 

session tokens, length  o f 
tokens, exp ira tion  o f session 

tokens w h ile  tra n s itin g  fro m  
SSL to  non-SSL resources, 

presence o f any session 
tokens in th e  b row ser h is to ry 

o r cache, and random ness o f 
session ID (check fo r  use o f 
user data in genera ting  ID)

For applications using 
secure protocols and 
encryption, check for 
lapses in key exchange 
mechanism, adequate 
key length, and weak 
algorithms

W e b  A p p l i c a t i o n  T e s t i n g ־   I I I

C o n f i d e n t i a l i t y  c h e c k

^  F o r  a p p l i c a t i o n s  u s i n g  s e c u r e  p r o t o c o l s  a n d  e n c r y p t i o n ,  c h e c k  f o r  l a p s e s  in k e y  

e x c h a n g e  m e c h a n i s m ,  i n a d e q u a t e  k e y  l e n g t h ,  a n d  w e a k  a l g o r i t h m s .  V a l i d a t e  a u t h e n t i c a t i o n  

s c h e m e s  b y  a t t e m p t i n g  u s e r  e n u m e r a t i o n  t h r o u g h  l o g i n  o r  a  r e c o v e r y  p r o c e s s .  C h e c k  d i g i t a l  

c e r t i f i c a t e s  a n d  u s e  a  s i g n a t u r e  v e r i f i c a t i o n  p r o c e s s .

j
S e s s i o n  m a n a g e m e n t

C h e c k  t i m e  v a l i d i t y  o f  s e s s i o n  t o k e n s ,  l e n g t h  o f  t o k e n s ,  a n d  e x p i r a t i o n  o f  s e s s i o n  

t o k e n s  w h i l e  t r a n s i t i n g  f r o m  SSL t o  n o n - S S L  r e s o u r c e s ,  p r e s e n c e  o f  a n y  s e s s i o n  t o k e n s  in t h e  

b r o w s e r  h i s t o r y  o r  c a c h e ,  a n d  r a n d o m n e s s  o f  s e s s i o n  ID ( c h e c k  f o r  u s e  o f  u s e r  d a t a  in 

g e n e r a t i n g  a n  ID).

- C o n f i g u r a t i o n  v e r i f i c a t i o n

A t t e m p t  m a n i p u l a t i o n  o f  r e s o u r c e s  u s i n g  HTTP  m e t h o d s  s u c h  a s  DELETE a n d  P U T ,  

c h e c k  f o r  v e r s i o n  c o n t e n t  a v a i l a b i l i t y ,  a n d  a n y  v i s i b l e  r e s t r i c t e d  s o u r c e  c o d e  i n  p u b l i c  d o m a i n s ,  

a t t e m p t  d i r e c t o r y ,  a n d  f i l e  l i s t i n g ,  t e s t  f o r  k n o w n  v u l n e r a b i l i t i e s ,  a n d  a c c e s s i b i l i t y  o f  

a d m i n i s t r a t i v e  i n t e r f a c e s  in t h e  s e r v e r  a n d  s e r v e r  c o m p o n e n t s .
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Exam 312-50 Certified Ethical H ackerEthical Hacking an d  C o u n te rm e asu re s
P e n e tra tio n  Testing

N e t w o r k  S e c u r i t y  A s s e s s m e n t  I! C  E H

I t  scans th e  n e tw o rk  e n v iro n m e n t fo r  id e n tify in g  v u ln e ra b ilit ie s  and  helps to  im p ro ve  an 
e n te rp rise 's  se cu rity  p o licy

© I t  uncovers n e tw o rk  se cu rity  fa u lts  th a t can lead to  data  o r e q u ip m e n t be ing  e x p lo ite d  o r 
des troyed  by T ro jans, d en ia l o f service a ttacks, and o th e r  in trus io n s

It ensures th a t th e  se cu rity  im p le m e n ta tio n  a c tu a lly  p rov ides  th e  p ro te c tio n  th a t th e  
e n te rp rise  requ ires  w he n  any a tta ck  takes p lace on a n e tw o rk , g en e ra lly  by  "e x p lo it in g "  a 

v u ln e ra b il ity  o f  th e  system

0
is perform ed by a team  attem pting to break into the netw ork or servers

Copyright ©  by IC-Ccuncil. All Rights Reserved. Reproduction is Strictly Prohibited.

N e t w o r k  S e c u r i t y  A s s e s s m e n t

N e t w o r k  s e c u r i t y  a s s e s s m e n t  is a n  e f f e c t i v e  m e t h o d  t o  p r o t e c t  t h e  s y s t e m s  f r o m  

e x t e r n a l  a t t a c k s .  V u l n e r a b i l i t i e s  p r e s e n t  in  r o u t e r s ,  f i r e w a l l s ,  D N S ,  w e b  a n d  d a t a b a s e  s e r v e r s ,  

a n d  o t h e r  s y s t e m s  b e c o m e  a  d o o r w a y  t o  a t t a c k e r s  t o  p e r f o r m  a t t a c k s .  N e t w o r k  a s s e s s m e n t  

h e l p s  in r e d u c i n g  t h e  r i sk s  r e l a t e d  t o  n e t w o r k s .  It g i v e s  a  m o r e  c l e a r  i d e a  a b o u t  t h e  r i s k s  p o s e d  

b y  e x t e r n a l  a n d  i n t e r n a l  a t t a c k e r s .

It s c a n s  t h e  n e t w o r k  e n v i r o n m e n t  f o r  i d e n t i f y i n g  v u l n e r a b i l i t i e s  a n d  h e l p s  t o  i m p r o v e  a n  

e n t e r p r i s e ' s  s e c u r i t y  p o l i c y

It u n c o v e r s  n e t w o r k  s e c u r i t y  f a u l t s  t h a t  c a n  l e a d  t o  d a t a  o r  e q u i p m e n t  b e i n g  e x p l o i t e d  

o r  d e s t r o y e d  b y  T r o j a n s ,  d e n i a l - o f - s e r v i c e  a t t a c k s ,  a n d  o t h e r  i n t r u s i o n s

It e n s u r e s  t h a t  t h e  s e c u r i t y  i m p l e m e n t a t i o n  a c t u a l l y  p r o v i d e s  t h e  p r o t e c t i o n  t h a t  t h e  

e n t e r p r i s e  r e q u i r e s  w h e n  a n y  a t t a c k  t a k e s  p l a c e  o n  a  n e t w o r k ,  g e n e r a l l y  b y  " e x p l o i t i n g "  

a  v u l n e r a b i l i t y  o f  t h e  s y s t e m

e

e

9  It is p e r f o r m e d  b y  a  t e a m  a t t e m p t i n g  t o  b r e a k  i n t o  t h e  n e t w o r k  o r  s e r v e r s
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Exam 312-50 Certified Ethical H ackerEthical Hacking an d  C o u n te rm e asu re s
P e n e tra tio n  Testing

W i r e l e s s / R e m o t e  A c c e s s
c

Ur«tM
E H
ItbKJl NMhMA s s e s s m e n t

Wireless/Remote Access assessment involves assessing risks associated with wireless/cellular 
networks, VPN systems, and mobile devices

8 0 2 .1 1 a ,b  a n d  g

W ire le s s  n e tw o r k s

Radio c o m m u n ic a t io n  c h a n n e ls

^ e l e s s T e * , ^

Bluetooth

GHz signals

L 11 i 1

W ire le s s  ra d io  t r a n s m is s io n s
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W i r e l e s s / R e m o t e  A c c e s s  A s s e s s m e n t

' ------- ^ W i r e l e s s / r e m o t e  a c c e s s  a s s e s s m e n t  a d d r e s s e s  t h e  s e c u r i t y  r i s k s  a s s o c i a t e d  w i t h  a n

i n c r e a s i n g  m o b i l e  w o r k f o r c e .  W i r e l e s s  n e t w o r k i n g  h a s  v a r i o u s  b e n e f i t s  a s  w e l l  a s  s e c u r i t y  r i sk s .  

A s s e s s m e n t  i n c l u d e s  t e s t i n g  t h e  f o l l o w i n g  t h i n g s :

9  B l u e t o o t h

9  8 0 2 . 1 1 a ; b  a n d  g

9  W i r e l e s s  n e t w o r k s

9  R a d i o  c o m m u n i c a t i o n  c h a n n e l s

9  W i r e l e s s  r a d i o  t r a n s m i s s i o n s

9  G H z  s i g n a l s
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Exam 312-50 Certified Ethical H ackerEthical Hacking an d  C o u n te rm e asu re s
P e n e tra tio n  Testing

W i r e l e s s  T e s t i n g C E H

M e t h o d s  fo r  w i r e l e s s  t e s t i n g  i nc lude  b u t  a r e  n o t  l imi t ed  to:

Check if  the access point's default Service Set Iden tifie r (SSID) is easily available. Test for 
"broadcast SSID" and accessibility to  the LAN through this. Tests can include brute forcing the  
SSID character string using tools like Kismet

Check fo r vu lnerabilities in accessing the  WLAN through the wireless router, access point, or 
gateway. This can include verifying if the default W ired Equivalent Privacy (WEP) encryption 

key can be captured and decrypted

A ud it fo r broadcast beacon o f any access point and check all protocols available on the 
access points. Check if Layer 2 sw itched networks are being used instead o f hubs for 

access point connectivity

Subject authentication to  playback o f previous authentications in order to  check fo r privilege 
escalation and unauthorized access

Verify that access is granted only to  c lient machines w ith  registered MAC addresses

Copyright ©  by IG-Gcuncil. All Rights Reserved. Reproduction is Strictly Prohibited.

W i r e l e s s  T e s t i n g

A w i r e l e s s  n e t w o r k  c a n  b e  a t t a c k e d  in m u l t i p l e  w a y s  a n d  c o n d u c t i n g  a  p e n e t r a t i o n  

t e s t  is d i f f i c u l t  p r o c e s s  h e r e ,  c o m p a r e d  t o  a  w i r e d  n e t w o r k .  T o  l a u n c h  t h e  a t t a c k  a g a i n s t  

w i r e l e s s  n e t w o r k s ,  a t t a c k e r s  u s e  v a r i o u s  m e t h o d s  s u c h  a s :

Q D e n i a l - o f - s e r v i c e  a t t a c k s

6  M a n - i n - t h e - m i d d l e  a t t a c k s

9  A RP  p o i s o n i n g  a t t a c k s  

M e t h o d s  f o r  w i r e l e s s  t e s t i n g  i n c l u d e  b u t  a r e  n o t  l i m i t e d  t o :

9  C h e c k  if t h e  a c c e s s  p o i n t ' s  d e f a u l t  S e r v i c e  S e t  I d e n t i f i e r  (SSID)  is e a s i l y  a v a i l a b l e .  T e s t  

f o r  " b r o a d c a s t  SSID"  a n d  a c c e s s i b i l i t y  t o  t h e  LAN t h r o u g h  t h i s .  T e s t s  c a n  i n c l u d e  b r u t e  

f o r c i n g  t h e  SSID c h a r a c t e r  s t r i n g  u s i n g  t o o l s  l i ke  K i s m e t

9  C h e c k  f o r  v u l n e r a b i l i t i e s  in a c c e s s i n g  t h e  W L A N  t h r o u g h  t h e  w i r e l e s s  r o u t e r ,  a c c e s s  

p o i n t ,  o r  g a t e w a y .  T h i s  c a n  i n c l u d e  v e r i f y i n g  if t h e  d e f a u l t  W i r e d  E q u i v a l e n t  P r i v a c y  

( W E P )  e n c r y p t i o n  k e y  c a n  b e  c a p t u r e d  a n d  d e c r y p t e d
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Exam 312-50 Certified Ethical H ackerEthical Hacking and  C o u n te rm e asu re s
P e n e tra tio n  Testing

e  A u d i t  f o r  a  b r o a d c a s t  b e a c o n  o f  a n y  a c c e s s  p o i n t  a n d  c h e c k  al l  p r o t o c o l s  a v a i l a b l e  o n  

t h e  a c c e s s  p o i n t s .  C h e c k  if L a y e r  2  s w i t c h e d  n e t w o r k s  a r e  b e i n g  u s e d  i n s t e a d  o f  h u b s  f o r  

a c c e s s  p o i n t  c o n n e c t i v i t y

9  S u b j e c t  a u t h e n t i c a t i o n  t o  p l a y b a c k  o f  p r e v i o u s  a u t h e n t i c a t i o n s  in o r d e r  t o  c h e c k  f o r  

p r i v i l e g e  e s c a l a t i o n  a n d  u n a u t h o r i z e d  a c c e s s

6  V e r i f y  t h a t  a c c e s s  is g r a n t e d  o n l y  t o  c l i e n t  m a c h i n e s  w i t h  r e g i s t e r e d  M A C  a d d r e s s e s
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Exam 312-50 Certified Ethical HackerEthical Hacking and Countermeasures
P e n e tra tio n  Testing

T e l e p h o n y  S e c u r i t y  A s s e s s m e n t  C E H
UflrfW* tfeul
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T e l e p h o n y  S e c u r i t y  A s s e s s m e n t

T h e  m a i n  o b j e c t i v e  o f  a  t e l e p h o n y  a s s e s s m e n t  is t o  c o n d u c t :

9  Tol l  f r a u d

9  E a v e s d r o p p i n g  o n  t e l e p h o n e  ca l l s

9  U n a u t h o r i z e d  a c c e s s  t o  v o i c e m a i l  s y s t e m

A t e l e p h o n y  s e c u r i t y  a s s e s s m e n t  a d d r e s s e s  s e c u r i t y  c o n c e r n s  r e l a t i n g  t o  c o r p o r a t e  v o i c e  

t e c h n o l o g i e s .  T h i s  i n c l u d e s  t h e  a b u s e  o f  PBXs b y  o u t s i d e r s  t o  r o u t e  c a l l s  a t  t h e  t a r g e t ' s  

e x p e n s e ,  m a i l b o x  d e p l o y m e n t  a n d  s e c u r i t y ,  v o i c e  o v e r  IP (VoIP )  i n t e g r a t i o n ,  u n a u t h o r i z e d  

m o d e m  u s e ,  a n d  a s s o c i a t e d  r i sk s .  T e l e p h o n y  s e c u r i t y  a s s e s s m e n t  c o n s i s t s  o f :

9  PBX t e s t i n g

9  V o i c e m a i l  t e s t i n g

9  FAX r e v i e w

9  M o d e m  t e s t i n g

T e le p h o n e  s e c u r ity  a ssessm e n t 

in c lu d e s  s e c u r ity  a s s e s s m e n t o f  

PBXs, V o ice  o v e r  IP (VoIP ) 

sys te m s , m o d e m s , m a ilb o x e s , 

e tc .

A  te lep h o ny  security  assessm ent 
is p e rfo rm e d  to  ide n tify  

vu ln e ra b ilit ie s  in co rpo ra te  vo ice 
te ch n o lo g ie s  th a t m igh t resu lt in 

to ll fraud , eavesdropp ing  on calls, 
unau tho rized  access to  vo ice m ail 

systems, DoS attack, etc.
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C E HS o c i a l  E n g i n e e r i n g

B  S ocia l e n g in e e r in g  re fe rs  to  th e  n o n -  

te c h n ic a l in fo rm a tio n  sys te m  a tta cks  

th a t  re ly  o n  tr ic k in g  p e o p le  to  d iv u lg e  

s e n s itiv e  in fo rm a tio n

B  It e x p lo its  t r u s t ,  fe a r ,  a n d  h e lp in g  

n a tu re  o f  h u m a n s  to  e x tra c t th e  

s e n s itiv e  d a ta  such  as s e c u r ity  p o lic ie s , 

s e n s itiv e  d o c u m e n ts , o ff ic e  n e tw o rk  

in f ra s t ru c tu re , p a ssw o rd s , e tc .
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S o c i a l  E n g i n e e r i n g

S o c i a l  e n g i n e e r i n g  r e f e r s  t o  t h e  m e t h o d  o f  i n f l u e n c i n g  a n d  p e r s u a d i n g  p e o p l e  t o  r e v e a l  

s e n s i t i v e  i n f o r m a t i o n  in o r d e r  t o  p e r f o r m  s o m e  m a l i c i o u s  a c t i o n .  Y o u  c a n  u s e  t h i s  t o  g a t h e r  

c o n f i d e n t i a l  i n f o r m a t i o n ,  a u t h o r i z a t i o n  d e t a i l s ,  a n d  a c c e s s  d e t a i l s  b y  d e c e i v i n g  a n d  

m a n i p u l a t i n g  p e o p l e .

All s e c u r i t y  m e a s u r e s  a d o p t e d  b y  t h e  o r g a n i z a t i o n  a r e  in v a i n  w h e n  e m p l o y e e s  g e t  " s o c i a l l y  

e n g i n e e r e d "  b y  s t r a n g e r s .  S o m e  e x a m p l e s  o f  s o c i a l  e n g i n e e r i n g  i n c l u d e  u n w i t t i n g l y  a n s w e r i n g  

t h e  q u e s t i o n s  o f  s t r a n g e r s ,  r e p l y i n g  t o  s p a m  e m a i l s ,  a n d  b r a g g i n g  in f r o n t  o f  c o - w o r k e r s .

M o s t  o f t e n ,  p e o p l e  a r e  n o t  e v e n  a w a r e  o f  a  s e c u r i t y  l a p s e  o n  t h e i r  p a r t .  P o s s i b i l i t i e s  a r e  t h a t  

t h e y  d i v u l g e  i n f o r m a t i o n  t o  a  p o t e n t i a l  a t t a c k e r  i n a d v e r t e n t l y .  A t t a c k e r s  t a k e  s p e c i a l  i n t e r e s t  in 

d e v e l o p i n g  s o c i a l  e n g i n e e r i n g  ski l l s ,  a n d  a r e  s o  p r o f i c i e n t  t h a t  t h e i r  v i c t i m s  d o n ' t  e v e n  r e a l i z e  

t h a t  t h e y  h a v e  b e e n  s c a m m e d .  D e s p i t e  h a v i n g  s e c u r i t y  p o l i c i e s  in t h e  o r g a n i z a t i o n  t h e y  c a n  b e  

c o m p r o m i s e d  b e c a u s e  s o c i a l  e n g i n e e r i n g  a t t a c k s  t a r g e t  t h e  w e a k n e s s  o f  p e o p l e  t o  b e  h e l p f u l  

f o r  l a u n c h i n g  t h e i r  a t t a c k .  A t t a c k e r s  a l w a y s  l o o k  f o r  n e w  w a y s  t o  g a t h e r  i n f o r m a t i o n ;  t h e y  

e n s u r e  t h a t  t h e y  k n o w  t h e  p e o p l e  o n  t h e  p e r i m e t e r — s e c u r i t y  g u a r d s ,  r e c e p t i o n i s t s ,  a n d  h e l p  

d e s k  w o r k e r s — in o r d e r  t o  e x p l o i t  t h e  h u m a n ' s  o v e r s i g h t .  P e o p l e  h a v e  b e e n  c o n d i t i o n e d  n o t  t o  

b e  o v e r l y  s u s p i c i o u s ;  t h e y  a s s o c i a t e  c e r t a i n  b e h a v i o r  a n d  a p p e a r a n c e s  w i t h  k n o w n  e n t i t i e s .
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C E H
T e s t i n g  N e t w o r k - F i l t e r i n g  

D e v i c e s

Te s tin g  invo lve s  a c tiv e  a n a ly s is  o f  

sys te m  c o n f ig u ra tio n s , d e s ig n  

w e a kn e sse s , n e tw o rk  a rc h ite c tu re , 

te c h n ic a l f la w s , a nd  v u ln e ra b il it ie s

I f

A com prehensive  re p o rt w ith  
deta ils  o f  v u ln e ra b ilit ie s  

d iscovered  and su ite  o f  
recom m ended  coun te rm easures  is 

de live red  to  th e  executive, 
m anagem ent, and techn ica l audiences

P enetra tion  tes ting  is a m e thod  
o f e va lu a ting  th e  se cu rity  o f an 

in fo rm a tio n  system o r n e tw o rk  
by s im u la tin g  an a tta ck  to  fin d  

o u t v u ln e ra b ilit ie s  th a t an 
a ttacker cou ld  exp lo it

Black box tes ting  s im ulates an 
a ttack fro m  som eone w ho  has 

no  p r io r  know le dg e  o f th e  system, 
and w h ite  box tes ting  s im ulates an 

a ttack fro m  som eone w h o  has 
co m p le te  kn ow le dg e  a bo u t the  system

Copyright ©  by IC-Ccuncil. All Rights Reserved. Reproduction is Strictly Prohibited.

T e s t i n g  N e t w o r k - f i l t e r i n g  D e v i c e s

T h e r e  a r e  v a r i o u s  w a y s  t o  c o n f i g u r e  n e t w o r k - f i l t e r i n g  d e v i c e s .  In s o m e  i n s t a n c e s ,  t h e y  

m a y  b e  c a r e l e s s  t o  c h e c k  m a l i c i o u s  t r a f f i c ,  w h i l e  in o t h e r s ;  t h e y  m a y  b e  s t r i c t  t o  a l l o w  l e g i t i m a t e  

t r a f f i c .  T h e  o b j e c t i v e  o f  t h e  p e n  t e s t  t e a m  w o u l d  b e  t o  a s c e r t a i n  t h a t  o n l y  l e g i t i m a t e  t r a f f i c  

f l o w s  t h r o u g h  t h e  f i l t e r i n g  d e v i c e .  H o w e v e r ,  if m u l t i p l e  f i l t e r s  a r e  u s e d ,  l i ke  a  D M Z  

c o n f i g u r a t i o n  t h a t  u s e s  t w o  f i r e w a l l s ,  e a c h  f i l t e r  h a s  t o  b e  t e s t e d  t o  m a k e  s u r e  t h a t  it  h a s  b e e n  

c o n f i g u r e d  in  t h e  c o r r e c t  w a y .

It is a  f a c t ,  h o w e v e r ,  t h a t  e v e n  t h e  m o s t  p r e v e n t i v e  f i r e w a l l  c a n n o t  r e s t r i c t  n e t w o r k  i n t r u s i o n  

w h e n  t h e  i n t r u s i o n  is i n i t i a t e d  w i t h i n  t h e  o r g a n i z a t i o n .  M o s t  f i r e w a l l s  h a v e  t h e  a b i l i t y  t o  l og  all 

a c t i v i t i e s .  B u t ,  if t h e  l o g s  a r e  u n m o n i t o r e d  o v e r  a  p e r i o d  o f  t i m e ,  t h e y  m a y  h i n d e r  t h e  

f u n c t i o n a l i t y  o f  t h e  f i r e w a l l .  P e n  t e s t e r s  m a y  t e s t  t h e  f i r e w a l l  f o r  e n d u r a n c e  b y  c h e c k i n g  t h e  

l o g s  a n d  e n s u r i n g  t h a t  t h e  l o g g i n g  a c t i v i t y  d o e s  n o t  i n t e r f e r e  w i t h  t h e  f i r e w a l l ' s  p r i m a r y  a c t i v i t y .

P r o x y  s e r v e r s  m a y  b e  s u b j e c t e d  t o  t e s t s  t o  d e t e r m i n e  t h e i r  a b i l i t y  t o  f i l t e r  o u t  u n w a n t e d  

p a c k e t s .  T h e  p e n  t e s t e r s  m a y  r e c o m m e n d  t h e  u s e  o f  a  l o a d  b a l a n c e r  if t h e  t r a f f i c  l o a d  s e e m s  t o  

b e  a f f e c t i n g  t h e  f i l t e r i n g  c a p a b i l i t i e s  o f  t h e  d e v i c e s .

T e s t i n g  f o r  d e f a u l t  i n s t a l l a t i o n s  o f  t h e  f i r e w a l l  c a n  b e  d o n e  t o  e n s u r e  t h a t  d e f a u l t  u s e r  IDs a n d  

p a s s w o r d s  h a v e  b e e n  d i s a b l e d  o r  c h a n g e d .  T e s t e r s  c a n  a l s o  c h e c k  f o r  a n y  r e m o t e  l o g i n  

c a p a b i l i t y  t h a t  a r e  e n a b l e d  a n d  a l l o w  a n  i n t r u d e r  t o  d i s a b l e  t h e  f i r e w a l l .
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D e n i a l - o f - S e r v i c e  S i m u l a t i o n C E H
U rtifM Itfeul Km U*

r  א 
These tests are meant to 

check the effectiveness of 
anti-DoS devices

r  יי 
Some online services can be 
used to simulate DoS attacks

for a nominal charge
^  J
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ב -

D e n i a l ־ o f ־ S e r v i c e  E m u l a t i o n

T h e r e  a r e  t w o  c l a s s e s  o f  DoS :  m a g i c  p a c k e t  a t t a c k s  a n d  r e s o u r c e - e x h a u s t i o n  a t t a c k s .  

M a g i c  p a c k e t  a t t a c k s  u s u a l l y  t a k e  a d v a n t a g e  o f  t h e  e x i s t i n g  v u l n e r a b i l i t y  in t h e  O S  o r  

a p p l i c a t i o n  f o r  v a s t  a b n o r m a l  r e s p o n s e  a n d  e x c e s s i v e  C PU  u t i l i z a t i o n  o r  a  ful l  s y s t e m  c r a s h  b y  

s e n d i n g  o n e  o r  a  f e w  p a r t i c u l a r  p a c k e t s ,  f o r  e x a m p l e ,  W i n N u k e  a n d  P i n g  o f  D e a t h .  

R e s o u r c e - e x h a u s t i o n  a t t a c k s  d o  n o t  c o m p l e t e l y  r e l y  o n  t h e  v u l n e r a b i l i t i e s ;  i n s t e a d  t h e y  m a k e  

u s e  o f  t h e  a v a i l a b l e  c o m p u t e r  r e s o u r c e s .  A r e s o u r c e - e x h a u s t i o n  D o S  a t t a c k  is i m p l e m e n t e d  b y  

i n t e n t i o n a l  u t i l i z a t i o n  o f  t h e  m a x i m u m  r e s o u r c e s  a n d  t h e n  s t e a l i n g  t h e m .

W h i l e  s m a l l  D oS  a t t a c k s  c a n  b e  d u p l i c a t e d  b y  r u n n i n g  D o S  f r o m  o n e  m a c h i n e  c o n n e c t e d  t o  t h e  

t a r g e t  n e t w o r k ,  l a r g e  t e s t s  t h a t  s e e k  t o  d u p l i c a t e  D o S  a t t a c k s  m a y  n e e d  t o  u t i l i z e  m a n y  

m a c h i n e s  a n d  l a r g e  a m o u n t s  o f  n e t w o r k  b a n d w i d t h .  T h e s e  m a y  p r o v e  t o  b e  t i m e  c o n s u m i n g  

a n d  r e s o u r c e  i n t e n s i v e ,  a s  w e l l .  I n s t e a d  o f  d e p l o y i n g  s e v e r a l  g e n e r i c  s e r v e r s ,  h a r d w a r e  d e v i c e s  

m a y  b e  u s e d  t o  c r e a t e  l a r g e  v o l u m e s  o f  n e t w o r k  t r a f f i c .  T h e y  c a n  a l s o  c o m e  w i t h  a t t a c k / t e s t i n g  

m o d u l e s  t h a t  a r e  d e s i g n e d  t o  e m u l a t e  t h e  m o s t  c o m m o n  D o S  a t t a c k s .

S i m u l a t i n g  h a c k e r  a t t a c k s  c a n  i n c l u d e  s p o o f i n g  t h e  D oS  s o u r c e  a d d r e s s  t o  t h a t  o f  a  r o u t e r  o r  

d e v i c e  o n  t h e  n e t w o r k  i t s e l f  s o  t h a t  if t h e  IDS a r e  t r i g g e r e d ,  t h e  n e t w o r k  c u t s  i t s e l f  o f f  a n d  t h e  

o b j e c t i v e  is a c h i e v e d .  A n o t h e r  o p t i o n  is t o  e m u l a t e  t h e  D o S  f r o m  a n  o n l i n e  s i t e  o v e r  t h e  

I n t e r n e t .  S o m e  f i r m s  o f f e r  t h i s  s e r v i c e  f o r  a  c h a r g e  a n d  r o u t e  t r a f f i c  o v e r  t h e  I n t e r n e t  t o  

e m u l a t e  t h e  a t t a c k .
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T h e r e  a r e  s e v e r a l  t o o l s  a v a i l a b l e  t o  s i m u l a t e  a  d e n i a l - o f - s e r v i c e  a t t a c k  a n d  a s s e s s  t h e  

e f f e c t i v e n e s s  o f  a n t i - D o S  d e v i c e s .  F o r  e x a m p l e ,  W e b  A v a l a n c h e  c a n  b e  c o n f i g u r e d  t o  i n c r e a s e  

t h e  c o n n e c t i o n - p e r - s e c o n d  r a t e  a n d  b a n d w i d t h  u s a g e .  T h i s  f o r m u l a t e s  c o n n e c t i o n s  w h i c h  is 

l e s s  l a t e n t  a n d  u s u a l l y  f a s t e r  t h a n  t h e  a v e r a g e  u s e r ' s  H TT P  c o n n e c t i o n .  H o w e v e r ,  t h i s  m a y  n o t  

e s s e n t i a l l y  a f f e c t  t h e  c a p a b i l i t i e s  o f  t h e  d e v i c e s  t h a t  a r e  t e s t e d  t o  s t u d y  t r a f f i c .
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M o d u l e  F l o w

m P e n  t e s t i n g  r e s u l t s  c a n  b e  e f f e c t i v e  w h e n  t h e  t e s t  is p e r f o r m e d  b y  a  s k i l l e d  p e n  t e s t e r .  

H i r i n g  a  h i g h l y  sk i l l e d  p r o f e s s i o n a l  o n  p e r m a n e n t  b a s i s  m a y  b e  a  h u g e  i n v e s t m e n t ;  t h e r e f o r e ,  

m o s t  c o m p a n i e s  p r e f e r  o u t s o u r c i n g  t h e i r  p e n  t e s t i n g  s e r v i c e s .  O u t s o u r c i n g  t h e  p e n  t e s t i n g  c a n  

i n c r e a s e  t h e  f r e q u e n c y ,  s c o p e ,  a n d  c o n s i s t e n c y  o f  i t s  s e c u r i t y  e v a l u a t i o n s .

P e n  T e s t i n g  C o n c e p t s wwm T y p e s  o f  P e n  T e s t i n g
Biilii 11

P e n  T e s t i n g  T e c h n i q u e s P e n  T e s t i n g  P h a s e s

P e n  T e s t i n g  R o a d m a p O u t s o u r c i n g  P e n  T e s t i n g  S e r v i c e s

A d e t a i l e d  e x p l a n a t i o n  a b o u t  o u t s o u r c i n g  p e n e t r a t i o n  t e s t i n g  s e r v i c e s  is e x p l a i n e d  o n  t h e  n e x t  

s l i d e s .
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O u t s o u r c i n g  P e n e t r a t i o n  T e s t i n g  

S e r v i c e s

1

C E H
i tk t jl  H..U1

J  Professional liability 
insurance pays for 
settlements or 
judgments for which 
pen testers become 
liable as a result of their 
actions, or failure to 
perform professional 
services

J  It is also known as E&O 
insurance or 
professional indem nity  
insurance

To get the network 
audited by an external 
agency to acquire an 
intruder's point of view

The organization may 
require a specific 
security assessment and 
suggestive corrective 
measures
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O u t s o u r c i n g  P e n e t r a t i o n  T e s t i n g  S e r v i c e s

A n  o r g a n i z a t i o n  m a y  c h o o s e  t o  o u t s o u r c e  p e n e t r a t i o n - t e s t i n g  s e r v i c e s  if t h e r e  is a  

l a c k  o f  s p e c i f i c  t e c h n i c a l  k n o w l e d g e  a n d  e x p e r t i s e  w i t h i n  t h e  o r g a n i z a t i o n .  T h e  o r g a n i z a t i o n  

m a y  r e q u i r e  a  s p e c i f i c  s e c u r i t y  a s s e s s m e n t  a n d  s u g g e s t e d  c o r r e c t i v e  m e a s u r e s .  A l t e r n a t i v e l y ,  

t h e  o r g a n i z a t i o n  m a y  c h o o s e  t o  g e t  i t s  n e t w o r k  a u d i t e d  b y  a n  e x t e r n a l  a g e n c y  t o  a c q u i r e  a n  

i n t r u d e r ' s  p o i n t  o f  v i e w .  T h e  n e e d  t o  o u t s o u r c e  m a y  a l s o  b e  d u e  t o  i n s u f f i c i e n t  s t a f f  t i m e  a n d  

r e s o u r c e s .  T h e  b a s e l i n e  a u d i t  m a y  r e q u i r e  a n  o n g o i n g  e x t e r n a l  a s s e s s m e n t  o r  t h e  o r g a n i z a t i o n  

m a y  w a n t  t o  b u i l d  c u s t o m e r  a n d  p a r t n e r  c o n f i d e n c e .

F r o m  a n  o r g a n i z a t i o n ' s  p e r s p e c t i v e ,  it w o u l d  b e  p r u d e n t  t o  a p p o i n t  a  c u t o u t .  A c u t o u t  is a 

c o m p a n y ' s  i n - h o u s e  m o n i t o r  o v e r  t h e  c o u r s e  o f  t h e  t e s t .  T h i s  p e r s o n  w il l  b e  f u l l y  a w a r e  o f  h o w  

t h e  t e s t  wi l l  b e  c o n d u c t e d ,  t h e  t i m e  f r a m e  i n v o l v e d ,  a n d  t h e  c o m p r e h e n s i v e  n a t u r e  o f  t h e  t e s t .  

T h e  c u t o u t  w i l l  a l s o  b e  a b l e  t o  i n t e r v e n e  d u r i n g  t h e  t e s t  t o  s a v e  b o t h  p e n  t e s t e r s  a n d  c r u c i a l  

p r o d u c t i o n  s y s t e m s  f r o m  u n a c c e p t a b l e  d a m a g e .

U n d e r w r i t i n g  P e n e t r a t i o n  T e s t i n g

9  T h e r e  is a n  i n h e r e n t  r i sk  i n v o l v e d  in u n d e r t a k i n g  a  p e n e t r a t i o n  t e s t .  M o s t  o r g a n i z a t i o n s  

w o u l d  l i ke  t o  k n o w  if t h e  p e n e t r a t i o n  t e s t i n g  o r g a n i z a t i o n  h a s  p r o f e s s i o n a l  l i ab i l i t y  

i n s u r a n c e .  P r o f e s s i o n a l  l i ab i l i t y  i n s u r a n c e  p a y s  f o r  s e t t l e m e n t s  o r  j u d g m e n t s  f o r  w h i c h  

p e n  t e s t e r s  b e c o m e  l i a b l e  a s  a  r e s u l t  o f  t h e i r  a c t i o n s  o r  f a i l u r e  t o  p e r f o r m  p r o f e s s i o n a l  

s e r v i c e s .  T h e y  t a k e  c a r e  o f  t h e  c o s t s  i n v o l v e d  in d e f e n d i n g  a g a i n s t  t h e  c l a i m ,  w h i c h
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i n c l u d e s  t h e  a t t o r n e y ' s  f e e s ,  c o u r t  c o s t s ,  a n d  o t h e r  r e l a t e d  e x p e n d i t u r e s  i n v o l v e d  in 

i n v e s t i g a t i o n ,  a n d  t h i s  a l s o  i n c l u d e s  t h e  e x p e n d i t u r e  o f  t h e  s e t t l e m e n t  p r o c e s s .  F r o m  a  

p e n  t e s t e r ' s  p e r s p e c t i v e ,  p r o f e s s i o n a l  l i ab i l i t y  i n s u r a n c e  is m a l p r a c t i c e  i n s u r a n c e  f o r  

p r o f e s s i o n a l  s e r v i c e  p r o v i d e r s .  It is a l s o  k n o w n  a s  E & O  i n s u r a n c e  o r  p r o f e s s i o n a l  

i n d e m n i t y  i n s u r a n c e .
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A n o rg a n iz a t io n  s a n c t io n s  a p e n e tra t io n  te s t 

O a g a in s t a ny  o f  its  p ro d u c t io n  s y s te m s  a f te r  it  

ag rees  u p o n  e x p lic it ly  s ta te d  ru le s  o f  e n g a g e m e n t

It m u s t  s ta te  th e  te r m s  o f  re fe re n c e  u n d e r  w h ic h  

th e  a g e n c y  ca n  in t e r a c t  w i t h  th e  o rg a n iz a t io n

It can specify  the  desired code o f conduct, the  

O procedures to  be fo llo w e d , and th e  nature  o f the  
in te ra c tio n  be tw een  the  teste rs and th e  o rgan iza tion

T e r m s  o f  E n g a g e m e n t

S o u r c e :  h t t p : / / s e c l i s t s . o r R

T e r m s  o f  e n g a g e m e n t  a r e  e s s e n t i a l  t o  p r o t e c t  b o t h  t h e  o r g a n i z a t i o n ' s  i n t e r e s t s  a n d  t h e  p e n  

t e s t e r ' s  l i ab i l i t i e s .  T h e  t e r m s  l a y  d o w n  c l e a r l y  d e f i n e d  g u i d e l i n e s  w i t h i n  w h i c h  t h e  t e s t e r s  c a n  

t e s t  t h e  s y s t e m s .  T h e y  c a n  s p e c i f y  t h e  d e s i r e d  c o d e  o f  c o n d u c t ,  t h e  p r o c e d u r e s  t o  b e  f o l l o w e d ,

It is p r u d e n t  f o r  a n  o r g a n i z a t i o n  t o  s a n c t i o n  a  p e n e t r a t i o n  t e s t  a g a i n s t  a n y  o f  i t s  p r o d u c t i o n  

s y s t e m s  o n l y  a f t e r  it  a g r e e s  u p o n  e x p l i c i t l y  s t a t e d  r u l e s  o f  e n g a g e m e n t .  T h i s  c o n t r a c t  a g r e e d  

u p o n  w i t h  t h e  p e n  t e s t  a g e n c y  m u s t  s t a t e  t h e  t e r m s  o f  r e f e r e n c e  u n d e r  w h i c h  t h e  a g e n c y  c a n

F o r  i n s t a n c e ,  if t h e  p e n  t e s t  a g e n c y  is u n d e r t a k i n g  n e t w o r k  m a p p i n g ,  t h e  r u l e s  o f  e n g a g e m e n t  

m a y  r e a d  a s  f o l l o w s :  " P e n  t e s t  a g e n c y  c a n  o b t a i n  m u c h  o f  t h e  r e q u i r e d  i n f o r m a t i o n  r e g a r d i n g  

t h e  s i t e ' s  n e t w o r k  p r o f i l e ,  s u c h  a s  IP a d d r e s s  r a n g e s ,  t e l e p h o n e  n u m b e r  r a n g e s ,  a n d  o t h e r  

g e n e r a l  n e t w o r k  t o p o l o g y  t h r o u g h  p u b l i c  i n f o r m a t i o n  s o u r c e s ,  s u c h  a s  I n t e r n e t  r e g i s t r a t i o n  

s e r v i c e s ,  w e b  p a g e s ,  a n d  t e l e p h o n e  d i r e c t o r i e s .  M o r e  d e t a i l e d  i n f o r m a t i o n  a b o u t  t h e  s i t e ' s  

n e t w o r k  a r c h i t e c t u r e  c a n  b e  o b t a i n e d  t h r o u g h  t h e  u s e  o f  d o m a i n  n a m e  s e r v e r  ( D N S )  q u e r i e s ,  

p i n g  s w e e p s ,  p o r t  s c a n s ,  a n d  c o n n e c t i o n  r o u t e  t r a c i n g .  I n f o r m a l  i n q u i r i e s ,  n o t  r e l a t e d  t o
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a n d  t h e  n a t u r e  o f  i n t e r a c t i o n  b e t w e e n  t h e  t e s t e r s  a n d  t h e  o r g a n i z a t i o n .

i n t e r a c t  w i t h  t h e  o r g a n i z a t i o n .
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o r g a n i z a t i o n ,  m a y  a l s o  b e  a t t e m p t e d  t o  g a t h e r  i n f o r m a t i o n  f r o m  u s e r s  a n d  a d m i n i s t r a t o r s  t h a t  

c o u l d  a s s i s t  in g a i n i n g  a c c e s s  t o  n e t w o r k  r e s o u r c e s . "
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P r o j e c t  S c o p e

D e te rm in in g  th e  sco pe  o f  th e  p e n te s t is 

e s s e n tia l to  d e c id e  i f  th e  te s t  is a ta rg e te d  

te s t  o r  a c o m p re h e n s iv e  te s t

C o m p re h e n s iv e  a ssessm e n ts  a re  

c o o rd in a te d  e ffo r ts  b y  th e  p e n te s t a ge n cy  

to  u n c o v e r  as m u c h  v u ln e r a b i l i t y  as 

p os s ib le  th ro u g h o u t  th e  o rg a n iz a t io n

A  ta rg e te d  te s t w il l  se ek  to  id e n t i f y  

v u ln e ra b i l it ie s  in  s p e c ific  sys te m s  a nd  

p ra c tic e s

Copyright ©  by IC-Ccuncil. All Rights Reserved. Reproduction is Strictly Prohibited.

P r o j e c t  S c o p eM
1— D ג e t e r m i n i n g  t h e  s c o p e  o f  t h e  p e n  t e s t  is e s s e n t i a l  t o  d e c i d e  if t h e  t e s t  is a  t a r g e t e d  

t e s t  o r  a  c o m p r e h e n s i v e  t e s t .  O n e  o f  t h e  f a c t o r s  t h a t  h a v e  a  s i g n i f i c a n t  e f f e c t  o n  t h e  e f f o r t  

e s t i m a t i o n  a n d  c o s t  c o m p o n e n t  o f  t h e  p e n e t r a t i o n  t e s t  is w h e t h e r  o r  n o t  t h e  p e n  t e s t  a g e n c y  

c a n  u n d e r t a k e  a  z e r o  k n o w l e d g e  t e s t  o r  a  p a r t i a l  k n o w l e d g e  t e s t .

P r o v i d i n g  e v e n  p a r t i a l  k n o w l e d g e  t o  t h e  p e n  t e s t e r s  r e s u l t s  in t i m e  a n d  c o s t  s a v i n g s .  T h e  

b u r d e n  is o n  t h e  c l i e n t  t o  m a k e  s u r e  t h a t  t h e  i n f o r m a t i o n  p r o v i d e d  is c o m p l e t e  t o  t h e  e x t e n t  

i n t e n d e d  t o  b e .  T h i s  is i m p o r t a n t  b e c a u s e  if s e n s i t i v e  s y s t e m  d a t a  a b o u t  c r i t i c a l  s y s t e m s  is g i v e n  

b e f o r e h a n d ,  it  m i g h t  d e f e a t  t h e  p u r p o s e  o f  t h e  p e n e t r a t i o n  t e s t .

If t h e  a g e n c y  is g o i n g  t o  u n d e r t a k e  a  t a r g e t e d  t e s t ,  i t  c a n  s e e k  t o  i d e n t i f y  v u l n e r a b i l i t i e s  in 

s p e c i f i c  s y s t e m s  a n d  p r a c t i c e s  s u c h  a s :

9  R e m o t e  a c c e s s  t e c h n o l o g i e s  s u c h  a s  d i a l - i n  m o d e m s ,  w i r e l e s s ,  a n d  V P N  

9  P e r i m e t e r  d e f e n s e s  o f  I n t e r n e t - c o n n e c t e d  s y s t e m s  

9  S e c u r i t y  o f  w e b  a p p l i c a t i o n s  a n d  d a t a b a s e  a p p l i c a t i o n s  

9  V u l n e r a b i l i t y  t o  d e n i a l - o f ־ s e r v i c e  a t t a c k s  

O n  t h e  o t h e r  h a n d ,  c o m p r e h e n s i v e  a s s e s s m e n t s  a r e  c o o r d i n a t e d  e f f o r t s  b y  t h e  p e n  t e s t  a g e n c y  

t o  u n c o v e r  a s  m u c h  v u l n e r a b i l i t y  a s  p o s s i b l e  t h r o u g h o u t  a n  o r g a n i z a t i o n ' s  IT p r a c t i c e s  a n d  

n e t w o r k e d  i n f r a s t r u c t u r e .
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P e n  T e s t  S e r v i c e  L e v e l  A g r e e m e n t s  C E H

The bottom line is that SLAs 
define the minimum levels 
of availability from the 
testers and determine what  
actions will be taken in the 
event of serious disruption

f f
d:A service level agr eement  is 

a contract  tha t  details t he  
te rms  of service t ha t  an 
out sou rcer  will provide

P e n  T e s t  S e r v i c e  L e v e l  A g r e e m e n t s

T h e  c o n t r a c t  a g r e e m e n t  t h a t  d e s c r i b e s  t h e  t e r m s  o f  s e r v i c e  t h a t  a n  o u t s o u r c e r  

p r o v i d e s  is k n o w n  a s  a  S e r v i c e  Level  A g r e e m e n t  (SLA).  SLAs s h o u l d  m a t c h  t h e  t e s t i n g  

r e q u i r e m e n t s  a s  c l o s e l y  a s  p o s s i b l e .  P r o f i c i e n t l y  d o n e  SLAs c a n  i n c l u d e  r e m e d i e s  a n d  p e n a l t i e s  

f o r  m i s s i n g  p a r t i c u l a r  s e r v i c e  l e v e l s .

T h e s e  p e n a l t i e s  e n c o u r a g e  t h e  p e n  t e s t  t e a m  t o  a c h i e v e  t h e  o b j e c t i v e s ,  a n d  m a k e  s u r e  t h a t  

t h e y  g e t  b a c k  o n  t r a c k  q u i c k l y .  M a n y  o r g a n i z a t i o n s  a l s o  a s k  f o r  r e f e r r a l s  a n d  e x a m p l e s  o f  SLAs 

t h e y  h a v e  u s e d  w i t h  o t h e r  c u s t o m e r s  w h o  h a d  s i m i l a r  t e s t i n g  n e e d s .  T h e  o r g a n i z a t i o n  m a y  w a n t  

t o  v e r i f y  t h e  m e t r i c s  u s e d  a n d  t h e  q u a l i t y  o f  t h e  r e s u l t s  a c h i e v e d  t o  a s s e s s  t h e  a b i l i t y  o f  t h e  

p e n - t e s t  t e a m  t o  m e e t  i t s  r e q u i r e m e n t s .

F r o m  a  p e n  t e s t e r ' s  p e r s p e c t i v e ,  i t  m a y  b e  d i f f i c u l t  t o  p r o v i d e  e x a m p l e s  o f  r e a l - w o r l d  SLAs 

b e c a u s e  t h e y  a r e  c o n s i d e r e d  c o n f i d e n t i a l  b u s i n e s s  i n f o r m a t i o n ,  s i m i l a r  t o  o t h e r  c o n t r a c t  t e r m s .  

T h e  b o t t o m  l i n e  is t h a t  SLAs  d e f i n e  t h e  m i n i m u m  l e v e l s  o f  a v a i l a b i l i t y  f r o m  t h e  t e s t e r s  a n d  

d e t e r m i n e  w h a t  a c t i o n s  c a n  b e  t a k e n  in t h e  e v e n t  o f  s e r i o u s  d i s r u p t i o n .

N o r m a l l y ,  t h e  c o n t r a c t  c o v e r s  t h o s e  i s s u e s  a s  c o m p e n s a t i o n ,  w a r r a n t i e s  a n d  r e m e d i e s ,  

r e s o l u t i o n  o f  d i s p u t e s ,  a n d  l e g a l  c o m p l i a n c e .  It b a s i c a l l y  f r a m e s  t h e  r e l a t i o n s h i p ,  a n d

Ethical Hacking an d  C o u n te rm e asu re s  C opyright ©  by EC-COUIICil
All Rights R eserved. R eproduction  is S trictly Prohib ited .

M odule  20 Page 2972



Exam 312-50 Certified Ethical H ackerEthical Hacking an d  C o u n te rm e asu re s
P e n e tra tio n  Testing

d e t e r m i n e s  t h e  m a j o r  r e s p o n s i b i l i t i e s ,  b o t h  d u r i n g  n o r m a l  t e s t i n g  a n d  in a n  e m e r g e n c y  

s i t u a t i o n .
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Penetration Testing Consultants CEH

Main role of penetration testing consultants include 
validation of security controls implemented across 
an organization's external or internal resources such 
as firewalls, servers, routers, etc., and develop 
security policies and procedures

A proficient pen tester should posses experience 
in d iffe ren t IT fie lds such as software development, 
systems administration, and consultancy

Copyright C  by IC-Ccuncil. All Rights Reserved. Reproduction is Strictly Prohibited.

Hiring qualified penetration tester 
results in the quality of the 

penetration testing

Each area of the network must be 
examined in-depth

Penetration Testing Consultants
When companies outsource penetration testing, though it is a bit costly to hire

qualified professionals who are exclusively trained, it usually yields good results. More
qualitative work can be done and desired goals can be achieved.

9 Hiring a qualified penetration tester results in the quality of the penetration testing.

9 A penetration test of a corporate network can examine numerous different hosts (with a 
number of different operating systems), network architecture, policies, and procedures.

9 Each area of the network must be examined in-depth.

9 Penetration testing skills cannot be obtained without years of experience in IT fields,
such as development, systems administration, or consultancy.
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Module Summary CEH

□  A pen test simulates methods that intruders use to gain unauthorized 
access to an organization's networked systems and then compromise them

□  Penetration testing assesses the security model of the organization as a whole and 
reveals potential consequences of a real attacker breaking into the network

□  Internal testing involves testing computers and devices within the company

□  Pen testing test components depends on the client's operating environment, threat 
perception, security and compliance requirement, ROE and budget

□  The penetration testing contract must be drafted by a lawyer and signed by the 
penetration tester and the company

□  Security assessment categories are security audits, vulnerability assessments, and 
penetration testing
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Module Summary
9 A pen test simulates methods that intruders use to gain unauthorized 

access to an organization's networked systems and then compromise them.

9 Penetration testing assesses the security model of the organization as a whole and 
reveals potential consequences of a real attacker breaking into the network.

Q Internal testing will be performed from a number of network access points, representing 
each logical and physical segment.

9 Pen testing test components depend on the client's operating environment, threat 
perception, security and compliance requirement, ROE, and budget.

9 The penetration testing contract must be drafted by a lawyer and signed by the 
penetration tester and the company.

9 Security assessment categories are security audits, vulnerability assessments, and 
penetration testing.

Ethical Hacking an d  C o u n te rm e asu re s  C opyright ©  by EC-C0lMCil
All Rights R eserved. R eproduction  is S trictly Prohib ited .

M odule  20 Page 2975


	Penetration Testing

	Module 20

	Security News

	City of Tulsa Cyber Attack Was Penetration Test, Not Hack



	Module Objectives

	Module Objectives


	Module Flow

	Module Flow


	I I

	EF

	Cu

	Security Assessment Categories

	מ Security Audit

	Vulnerability Assessment CEH

	Vulnerability Assessment

	Limitations of Vulnerability Assessment

	Limitations of Vulnerability Assessment



	Penetration Testing

	k Penetration Testing


	Why Penetration Testing

	Why Penetration Testing?

	Comparing Security Audit, Vulnerability Assessment, and Penetration Testing


	Comparing Security Audit, Vulnerability Assessment, and Penetration Testing

	What Should be Tested?


	Testing Points


	■״SBSsss'

	Testing Points

	Testing Locations

	Testing Locations

	Module Flow

	Typ es of Penetration Testing

	hr External Testing

	Internal Testing


	External Penetration Testing

	External Penetration Testing

	Internal Security Assessment

	Black-box Penetration Testing

	GD Gray-box Penetration Testing

	White-box Penetration Testing

	White-box Penetration Testing

	Announced/Unannounced Testing CEH




	6!*

	Announced/Unannounced Testing

	Manual Testing

	Module Flow

	Module Flow

	Common Penetration Testing Techniques

	Common Penetration Testing Techniques

	Open source monitoring

	Network mapping and OS fingerprinting

	Spoofing

	Network sniffing

	Trojan attacks





	Wl	

	/o נ\ Vulnerability scanning

	Scenario analysis

	Using DNS Domain Name and IP Address Information

	Using DNS Domain Name and IP Address Information

	Enumerating Information about Hosts on Publicly Available Networks


	Module Flow

	Module Flow

	Phases of Penetration Testing CEH

	ן!] (Q [ף Phases of Penetration Testing

	] Pre-attack Phase

	Attack Phase

	Post-attack Phase


	Pre-Attack Phase: Define Rules of Engagement (ROE)

	Pre-attack Phase: Define Rules of Engagement (ROE)


	Pre-Attack Phase: Understand	* _״

	Customer Requirements	— .... ~

	Pre-attack Phase: Understand Customer

	—	Requirements

	Pre-Attack Phase: Create a Checklist of the Testing Requirements

	Pre-attack Phase: Create a Checklist of the Testing Requirements

	Pre-Attack Phase: Create a Checklist of the Testing Requirements (cont’d)

	Pre-attack Phase: Create a Checklist of the Testing Requirements (Cont’d)

	Pre-Attack Phase: Define the Pen-Testing Scope

	Pre-attack Phase: Define the Pen-testing Scope

	Pre-attack Phase:

	Sign Penetration Testing Contract

	Pre-Attack Phase: Sign Confidentiality and Non-Disclosure (NDA) Agreements


	Pre-attack Phase: Sign Confidentiality and Non-

	—	Disclosure (NDA) Agreements

	Pre-attack Phase: Sign Confidentiality and Non- Disclosure (NDA) Agreements (Cont’d)

	[Ufv^ Pre-attack Phase: Information Gathering

	P־[T Passive reconnaissance

	Active reconnaissance


	Pre-attack Phase: Information Gathering (Cont’d)

	SB Attack Phase

	Activity: Perimeter Testing




	Enumerating Devices	CEH

	Enumerating Devices

	u u

	Activity: Acquiring Target

	Activity: Escalating Privileges

	Activity: Escalating Privileges

	IpH'l Activity: Execute, Implant, and Retract

	Post-attack Phase and Activities

	Penetration Testing Deliverable Templates

	Penetration Testing Deliverable Templates





	Module Flow

	Module Flow Pen Testing Roadmap

	Penetration Testing Methodology CEH

	Penetration Testing Methodology

	Vulnerability Analysis

	External Penetration Testing

	Internal Network Penetration Testing

	Firewall Penetration Testing

	IDS Penetration Testing

	Wireless Network Penetration Testing

	Denial־of־Service Penetration Testing

	Password Cracking Penetration Testing

	Social Engineering Penetration Testing

	Stolen Laptops, PDAs, and Cell Phones Penetration Testing

	Source Code Penetration Testing

	Application Penetration Testing

	SQL Injection Penetration Testing

	Physical Security Penetration Testing



	Penetration Testing Methodology (EH

	Penetration Testing Methodology

	Surveillance Camera Penetration Testing

	Database Penetration Testing

	VoIP Penetration Testing

	f VPN Penetration Testing

	Cloud Penetration Testing

	Virtual Machine Penetration Testing

	War Dialing

	Virus and Trojan Detection

	Log Management Penetration Testing

	File Integrity Checking

	mm Mobile Devices Penetration Testing

	Telecom and Broadband Penetration Testing

	Email Security Penetration Testing

	_ Security Patches Penetration Testing

	Data Leakage Penetration Testing

	= ► SAP Penetration Testing



	Application Security Assessment CEH

	/ r Application Security Assessment

	Web Application Testing ־ I

	Input validation

	Output sanitization

	Access control



	Web Application Testing - II CEH

	Web Application Testing ־ II

	Checking for Buffer Overflows

	Denial-of-service

	Component checking

	Data and error checking

	SQL injection techniques



	Web Application Testing - III CEH

	Web Application Testing ־ III

	Confidentiality check

	Session management

	Configuration verification


	Network Security Assessment I! C EH

	Network Security Assessment

	Wireless/Remote Access Assessment




	Wireless Testing

	Wireless Testing

	Telephony Security Assessment CEH

	Telephony Security Assessment



	Social Engineering

	Social Engineering

	Testing Network-Filtering Devices

	Testing Network-filtering Devices

	Denial־of־Service Emulation

	Module Flow


	Outsourcing Penetration Testing Services

	Outsourcing Penetration Testing Services

	Terms of Engagement



	Project Scope

	Project Scope

	Pen Test Service Level Agreements

	Penetration Testing Consultants

	Penetration Testing Consultants


	Module Summary	CEH

	Module Summary







