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GoDaddy Outage Takes Down Millions of Sites,
Anonymous Member Claims Responsibility

Monday, September 10th, 2012

Fnal update: GoDaddy is Up, and dairnrs that the outage wes due to intermal errors
and not a DDoS attadk

According to many custonrers, sites hosted by mejorweb host and donrein registrar
GoDaddy are down. According to the official GoDeddy Twitter account the cormpany is
anare of the issue and isworking to resolve it

Update: austonrers are conrplaining thet GoDaddy hosted e-reil aooounts are down as
wll, along with GoDeddy phone service and dl sites using GoDaddy’'s DNS senvice.

Update 2 A menber of Anonynmous knoan as AnonynmousOan3r isdaiming
resporsibility, and ekes it clear this is not an Anonynous collective action.
Atipster tells us that the tednical reason for the failure is being caused by the
inecoessibility of GoDeddy's DNS servers — spedifically ONSLSEOURESERVER NET,
ONS2 SEOURESFRVERNET, and ONS3 SEOURESERVERNET arefailing to resolve.

http://techcrunch.com
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Security News

Nnus
GoDaddy Outage Takes Down Millions of Sites,

Anonymous Member Claims Responsibility

Source: http://techcrunch.com

Final update: GoDaddy is up, and claims that the outage was due to internal errors and not a
DDoS attack.

According to many customers, sites hosted by major web host and domain registrar GoDaddy
are down. According to the official GoDaddy Twitter account, the company is aware of the

issue and isworking to resolve it.

Update: Customers are complaining that GoDaddy hosted e-mail accounts are down as well,

along with GoDaddy phone service and all sites using GoDaddy's DNS service.

Update 2: A member of Anonymous known as AnonymousOwn3r is claiming responsibility, and
makes it clear this is not an Anonymous collective action.

A tipster tells us that the technical reason for the failure is being caused by the inaccessibility of
GoDaddy's DNS servers - specifically CNS1.SECURESERVER.NET, CNS2.SECURESERVER.NET,
and CNS3.SECURESERVER.NET are failing to resolve.
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AnonymousOwn3r's bio reads "Security leader of #Anonymous (”Official member")." The
individual claims to be from Brazil, and hasn't issued a statement as to why GoDaddy was

targeted.

Last year GoDaddy was pressured into opposing SOPA as customers transferred domains off the
service, and the company has been the center of a few other controversies. However,

AnonymousOwn3r has tweeted "I'm not anti go daddy, you guys will understand because i did

this attack."
Copyright © 2012 AOL Inc.
By Klint Finley
http://techcrunch.com/2012/09/10/godaddy-outage-takes-down-millions-of-sites/
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AN M odule O bjectives

«—* Often, a breach in security causes more damage in terms of goodwill than in actual
guantifiable loss. This makes web server security critical to the normal functioning of an
organization. Most organizations consider their web presence to be an extension of
themselves. This module attempts to highlight the various security concerns in the context of
webservers. After finishing this module, you will able to understand a web server and its
architecture, how the attacker hacks it, what the different types attacks that attacker can carry
out on the web servers are, tools used in web server hacking, etc. Exploring web server security
is a vast domain and to delve into the finer details of the discussion is beyond the scope of this

module. This module makes you familiarize with:

e [|ISWeb Server Architecture e Countermeasures

€ Why Web Servers Are Compromised? e How to Defend Against Web

Server Attacks
e Impact of Webserver Attacks

e Patch Management
e Webserver Attacks 9

0 Patch Management Tools
e Webserver Attack Methodology 9

e Webserver Security Tools
Q Webserver Attack Tools

. . e Webserver Pen Testing Tools
e Metasploit Architecture 9

e Web Password Cracking Tools € Webserver Pen Testing
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M odule Flow

To understand hacking web servers, first you should know what a web server is, how
it functions, and what are the other elements associated with it. All these are simply termed

web server concepts. So first we will discuss about web server concepts.

4 m) Webserver Concepts Webserver Attacks
Attack Methodology * Webserver Attack Tools
Webserver Pen Testing Webserver Security Tools

y Patch Management . Counter-measures

This section gives you brief overview of the web server and its architecture. It will also explain
common reasons or mistakes made that encourage attackers to hack a web server and become
successful in that. This section also describes the impact of attacks on the web server.
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Webserver Market Shares

Apache 64.6%6

Microsoft - IS

LiteSpeed | 1.7%

Google Sener | 1.2%

W eb Server M arket Shares
Source: http://w3techs.com

The following statistics shows the percentages of websites using various web servers. From the
statistics, it is clear that Apache isthe most commonly used web server, i.e.,, 64.6%. Below that

Microsoft = IIS server is used by 17.4 % of users.

Module 12 Page 1606 Ethical Hacking and Countermeasures Copyright © by EC-COUNCil
All Rights Reserved. Reproduction is Strictly Prohibited.


http://w3techs.com

Ethical Hacking and Countermeasures Exam 312-50 Certified Ethical Hacker
Hacking W ebservers

t
Apache 2 64.6%
Microsoft ~ IIS 17.4%
Nginx 13%
LiteSpeed
Google Server
Tomcat
Lighttpd
J——-- >
10 20 30 40 50 60 70 80%
FIGURE 12.1: Web Server Market Shares
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Open Source Webserver CEH
Architecture

Site Users Site Admin Attacks

r 1 ©

Linux
1 |— [ | )
FAleSstem e Apache Email
N n oAt
PHP
lications
App I Compiled Extension MySQL | f
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Open Source Web Server Architecture

H

The diagram bellow illustrates the basic components of open source web server

architecture.
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Site Users Site Admin Attacks

Intemet
Linux

File System V Apache Email

J F M

PHP

Applications iled ion MySQL vy

FIGURE 12.2: Open Source Web Server Architecture

Where,

© Linux - the server's operating system

© Apache - the web server component
© MySQL - arelational database
© PHP - the application layer
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IS Web Server Architecture

Client
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application
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Application Pool
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Exam 312-50 Certified Ethical Hacker

CEH

Internet Information
Services (IIS) for Windows
Server is a flexible, secure,
and easy-to-manage web
server for hosting anything
on the web

AppDomain

Managed

Modules

Forms

Authentication

Host.config processing logging
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IS Web Server Architecture

c 3 |IS, also known as Internet Information Service, is a web server application developed
by Microsoft that can be used with Microsoft Windows. This is the second largest web after
Apache HTTP server. IT occupies around 17.4% of the total market share. It supports HTTP,
HTTPS, FTP, FTPS, SMTP, and NNTP.

The diagram that follows illustrates the basic components of IISweb server architecture:

Ethical Hacking and Countermeasures Copyright © by EC-COUNCil
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Client

Kernel Mode
User Mode

Svchost.exe

Windows Activation Service
(WAS)

WWW Service

application
Host.config
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HTTP Protocol

Internet

Application Pool

Web Server Core

Begin requestprocessing/
authentication,
authorization, cache
resolution, handler
mapping, handler pre*
execution, release state,
update cache, update
log, and end request
processing

Stack (HTTP.SYSI

Native Modules

Anonymous
authentication,
Managed engine, IIS
certificate mapping,

static file, default

document, HTTP cache,

HTTP errors, and HTTP
logging

FIGURE 12.3: IISWeb Server Architecture
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Modules

Forms
Authentication
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Website Defacement

FieMI; i Hi
J Web defacement occurs when Ml few - Hep

an intruder maliciously alters * * w
visual appearance of aweb

page by inserting or

substituting provocative and

frequently offending data

J Defaced pages exposes visitors
to some propaganda or
misleading information until
the unauthorized change is
discovered and corrected

Website Defacement

©
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http://juggyboy.com/index.aspx v 1

You are O W N ED

HACKED!

Hi Master, Your website owned
by US, Hacker!

Next target - microsoft.com
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Website defacement is a process of changing the content of a website or web page
by hackers. Hackers break into the web servers and will alter the hosted website by creating

something new.

Web defacement occurs when an intruder maliciously alters the visual appearance of a web
page by inserting or substituting provocative and frequently offensive data. Defaced pages

expose visitors to propaganda or misleading

discovered and corrected.
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FIGURE 12.4: Website Defacement
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Unnecessary default, backup, or

sample files

Security conflicts with business ease-of-
use case

Misconfigurations in web server, operating systems,

and networks

Lack of proper security policy, procedures, and

maintenance

Bugs in server software, OS, and
web applications

Improper authentication with external

systems

Administrative or debugging functions that are

enabled or accessible
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Installing the server with default
settings

Improper file and

directory permissions

Defaultaccounts with their default or no

passwords

Security flaws in the server software, OS and

applications

Misconfigured SSL certificates and encryption
settings

Use of self-signed certificates and
default certificates

Unnecessary services enabled, including content

management and remote administration
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Why Web Servers Are Compromised

There are inherent security risks associated with web servers, the local area networks
that host web sites and users who access these websites using browsers.

0 Webmaster's Concern: From a webmaster's perspective, the biggest security concern is
that the web server can expose the local area network (LAN) or the corporate intranet
to the threats the Internet poses. This may be in the form of viruses, Trojans, attackers,
or the compromise of information itself. Software bugs present in large complex
programs are often considered the source of imminent security lapses. However, web
servers that are large complex devices and also come with these inherent risks. In
addition, the open architecture of the web servers allows arbitrary scripts to run on the
server side while replying to the remote requests. Any CGI script installed at the site
may contain bugs that are potential security holes.

Q Network Administrator's Concern: From a network administrator's perspective, a
poorly configured web server poses another potential hole in the local network's
security. While the objective of aweb isto provide controlled access to the network, too
much of control can make a web almost impossible to use. In an intranet environment,
the network administrator has to be careful about configuring the web server, so that
the legitimate users are recognized and authenticated, and various groups of users
assigned distinct access privileges.
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6 End User's Concern: Usually, the end user does not perceive any immediate threat, as
surfing the web appears both safe and anonymous. However, active content, such as
ActiveX controls and Java applets, make it possible for harmful applications, such as
viruses, to invade the user's system. Besides, active content from a website browser can
be a conduit for malicious software to bypass the firewall system and permeate the
local area network.

The table that follows shows the causes and consequences of web server compromises:
Cause Consequence

Installing the server with default Unnecessary default, backup, or sample files

settings

Improper file and directory permissions Security conflicts with business ease-of-use

case
Default accounts with their default Misconfigurations in web server, operating
passwords systems and networks
Unpatched security flaws in the server Lack of proper security policy, procedures,
software, OS, and applications and maintenance
Misconfigured SSL certificates and Bugs in server software, OS, and web
encryption settings applications
Use of self-signed certificates and Improper authentication with external
default certificates systems

Unnecessary services enabled, including Administrative or debugging functions that
content management and remote are enabled or accessible

administration

TABBLE 12.1: causes and consequences of web server compromises
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Impact of Webserver Attacks  CEH

CatlfM4  Itil3AL N

©

Data tampering Website defacement

Root access to other
applications or servers
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Impact of Web Server Attacks

Attackers can cause various kinds of damage to an organization by attacking a web

server. The damage includes:

©

Module 12 Page 1616

Compromise of user accounts: Web server attacks are mostly concentrated on user
account compromise. If the attacker is able to compromise a user account, then the
attacker can gain a lot of useful information. Attacker can use the compromised user

account to launch further attacks on the web server.

Data tampering: Attacker can alter or delete the data. He or she can even replace the
data with malware so that whoever connects to the web server also becomes
compromised.

Website defacement: Hackers completely change the outlook of the website by

replacing the original data. They change the website look by changing the visuals and
displaying different pages with the messages of their own.

Secondary attacks from the website: Once the attacker compromises a web server, he
or she can use the server to launch further attacks on various websites or client systems.

Data theft: Data is one of the main assets of the company. Attackers can get access to

sensitive data of the company like source code of a particular program.
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0 Root access to other applications or server: Root access is the highest privilege one gets
to log in to a network, be it a dedicated server, semi-dedicated, or virtual private server.
Attackers can perform any action once they get root access to the source.
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Module Flow

Considering that you became familiar with the web server concepts, we move forward
to the possible attacks on web server. Each and every action on online is performed with the
help of web server. Hence, it is considered as the critical source of an organization. This is the
same reason for which attackers are targeting web server. There are many attack technique
used by the attacker to compromise web server. Now we will discuss about those attack
techniques.

attack, HTTP response splitting attack, web cache poisoning attack, http response hijacking,
web application attacks, etc.

Webserver Concepts Webserver Attacks
n Attack Methodology n Webserver Attack Tools
Webserver Pen Testing J 3 Webserver Security Tools
-y Patch Management m_— Counter-measures
-
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Web Server Misconfiguration CEH

Server misconfiguration refers to configuration weaknesses in web infrastructure that can be
exploited to launch various attacks on web servers such as directory traversal, server intrusion,

and data theft
Verbose debug/error Remote Administration
Functions
Anonymous or Default Unnecessary Services
Users/Passwords Enabled
Sample Configuration, Misconfigured/Default
and Script Files SSL Certificates
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Web Server Misconfiguration

Web servers have various vulnerabilities related to configuration, applications, files,
scripts, or web pages. Once these vulnerabilities are found by the attacker, like remote
accessing the application, then these become the doorways for the attacker to enter into the
network of a company. These loopholes of the server can help attackers to bypass user
authentication. Server misconfiguration refers to configuration weaknesses in web
infrastructure that can be exploited to launch various attacks on web servers such as directory
traversal, server intrusion, and data theft. Once detected, these problems can be easily

exploited and result in the total compromise of a website.

© Remote administration functions can be a source for breaking down the server for the

attacker.
© Some unnecessary services enabled are also vulnerable to hacking.
0 Misconfigured/default SSL certificates.
© Verbose debug/error messages.
© Anonymous or default users/passwords.

© Sample configuration and script files.
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Web Server Misconfiguration
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httpd.conf file on an Apache server

<Location /server-status>
SetHandler server-status
</Location>

This configuration allows anyone to view the server status page, which contains detailed information about
the current use of the web server, including information about the current hosts and requests being processed

php.ini file

display_error = On
log_errors = On
error_log = syslog

ignore repeated errors = Off

This configuration gives verbose error messages

Copyright © by EG-Gtlincil. All Rights Reserved. Reproduction is Strictly Prohibited.

f 1 Web Server Misconfiguration Example

ran nm

L1 :J Consider the httpd.conf file on an Apache server.
<Location /server-status>
SetHandler server-status

</Location>

FIGURE 12.5: httpd.conf file on an Apache server

This configuration allows anyone to view the server status page that contains detailed

information about the current use of the web server, including information about the current

hosts and requests being processed.

Consider another example, the php.ini file.

display_error = On
log_errors - On
error_log = syslog

ignore repeated errors = Off

FIGURE 12.6: php.inifile on an Apache server

This configuration gives verbose error messages.
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3 j MyComputer
£ 3floppy (A)

/ * Local Disk ((

1 B Ctocumcnte and Scttngs

TH tJ Inetpub

Volume in drive C has no label.
Volume Serial Number is D45E-9FEE

http://server.eom/s
cripts/..2%5c¢../Wind
Ows/System32/cm
d.exe?/cHdir+c:\
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Directory Traversal Attacks

Web servers are designed in such a way that the public access is limited to some
extent. Directory traversal is exploitation of HTTP through which attackers are able to access
restricted directories and execute commands outside of the web server root directory by
manipulating a URL. Attackers can use the trial-and-error method to navigate outside of the
root directory and access sensitive information in the system.

Volume in drive C has no label.
Volume Serial Number is D45E-9FEE

Directory of C:\

06/02/2010 11:31AM 1,024 .md
09/28/2010 06:43 PM 0 123.text
http://server.eom/s 05/21/2010 03:10 PM 0 AUTOEXEC.BAT E I x|
09/27/2010 08:54 PM <DIR>  CATALINA_HOME company
cripts/..%5c../Wind 05/21/2010 03:10 PM 0 CONFIG.SYS 11 downloads
08/11/2010 09:16 AM <DIR>  Documents and Settings E O insges
Ows/System32/cm 09/25/2010 05:25 PM <DIR>  Downloads O rens
. . 08/07/2010 03:38PM <DIR> Intel scripts O
d.exe?/c+dir+c:\ 09/27/2010 09:36 PM <DIR>  Program Files f

05/26/2010 02:36 AM  <DIR> Snort
09/28/2010 09:50 AM  <DIR> WINDOWS
09/25/2010 02:03 PM 569,344 WInDump.exe
7 File(s) 570, 368 bytes
13 Dir(s) 13,432,115,200 bytes free

FIGURE 12.7: Directory Traversal Attacks
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HTTP Response Splitting Attack CEH

(ertfv<  itkNjI Nmim

HTTP response splitting attack involves adding
header response data into the input field so
that the server split the response into two HTTP/1.1 200 OK
responses

Input =Jason

. Set-Cookie: author=Jason
The attacker can control the first response to

redirect user to a malicious website whereas

the other responses will be discarded by web Input =JasonTheHacker\\nHTTP/I.1 200 OK\r\n
browser
y First Response (Controlled by Attacker)
String author = Set-Cookle: author=JasonTheHacker
request.getParameter(AUTHOR_PA HTTP/1.1200 OK
RAM) ;

Cookie cookie = new
Cookie("author", author);
cookie.setMaxAge(cookieExpirat
ion) ;
response.addCookie(cookie);

Second Response

HTTP/1.1 200 OK
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HTTP Response Splitting Attack

An HTTP response attack is a web-based attack where a server is tricked by injecting
new lines into response headers along with arbitrary code. Cross-Site Scripting (XSS), Cross Site
Request Forgery (CSRF), and SQL Injection are some of the examples for this type of attacks.
The attacker alters a single request to appear and be processed by the web server as two
requests. The web server in turn responds to each request. This is accomplished by adding
header response data into the input field. An attacker passes malicious data to a vulnerable
application, and the application includes the data in an HTTP response header. The attacker can
control the first response to redirect the user to a malicious website, whereas the other

responses will be discarded by web browser.
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String author =
request.getParameter(AUTHOR_PA
RAM) ;

Cookie cookie = new
Cookie("author", author);
cookie.setMaxAge(cookieExpirat
ion) ;
response.addCookie(cookie);

Exam 312-50 Certified Ethical Hacker

Input =Jason
HTTP/1.1 200 OK

Set-Cookie: author=Jason

Input =JasonTheHacker\r\nHTTP/I.I 200 OK\r\n

First Response (Controlled by Attacker)

Set-Cookie; author=JasonTheHacker
HTTP/1.1 200 OK

Second Response

HTTP/1.1200 OK

FIGURE 12.8: HTTP Response Splitting Attack
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Web Cache Poisoning Attack CEH

Original Juggyboy page

GET http://juggyboy.com/index.htm|
HTTP/1.1
Pragma: no-cache Attacker sends request to remove page from cache
Host: juggyboy.com
http://www .juggyboy.com/wel
Accept-Charset: is0-8859-1,%,utf8" Normal response after come.php?lang=

clearing the cache for juggyboy.com .
GET http://juggvboy.com/ <?php header ("Location:".

redir.php?site=%0d%0aContent- $_GET[page’]); ?>
Length:%200%0d%0a%0d%0aHTTP/1.1%2
02(X>%200K%0d%60aL ast- Attacker sends malicious request
Modified :%20Mon,%2027%200ct%20200 that generates two responses (4 and 6)

9%2014:50:18%20GMT*0d%0aConte nt-
Length:%2020%0d%0aContcnte
Typc:%20text/htmf%0d%0a%0d%0a<html
>Attack Pagc</html> HTTP/L.1 Attacker gets first server response
An attacker forces the

Host: Juggyboy.com

Altacker requests djuggyboy.com Web server's cache tO
again to generate cache entry N
GET flush its actual cache
http:/fjuggyboy.com/index.html The second
HTTP/1.1 Host: testsite.com Attacker gets the second response of content and sends a
User-Agent: Mozilla/4.7 [en] request[3 :
(;j;NTﬁﬁ; ozilla/4.7 fen that paints to specially crafted
I attacker's page request, which will be
Accept-Charset: is0-8859-1,*,utfg" Address e stored in cache
www.juggyboy.com  Attacker's page

Poisoned Server Cache
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Web Cache Poisoning Attack

Web cache poisoning is an attack that is carried out in contrast to the reliability of an
intermediate web cache source, in which honest content cached for a random URL is swapped
with infected content. Users of the web cache source can unknowingly use the poisoned
content instead of true and secured content when demanding the required URL through the

web cache.

An attacker forces the web server's cache to flush its actual cache content and sends a specially
crafted request to store in cache. In the following diagram, the whole process of web cache

poisoning is explained in detail with a step-by-step procedure.
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Addm\

WAWW.JUINYI»ov. 1utn Ofigln.il Juggyboy pagu
GET http://juggyboy.com/indeM.htm| Server Cache
HTTP/L.1 |
Pragma: no-cache Attackersends requestto remove page from cache
Host: juggyboy.com

http://www .juggyboy.com/wel
Accept-Charset: iso-8859°I, T,utf-8 Normal response after come.php?lang=
clearing the cache forjuggyboy.com
GET http:/fjuggyboy.com/ <?php header ("Location:" .
r«dir.php?site=%0d%OaContent- $_GET[page']); ?>

L*ngth:%200%0d%0a%0d%0aHTTP/.1%2
02009(200KHOdKOaLast- Attacker sends malicious request
Modified :920Mon,%202 7%200¢t%20200 that generates two responses (4 and 6)
9*2014:50:18K20GMT%0d%0aContent-
Length: 2020%0d%0aContent-
Typ«:%20text/htm1%0d %0a%0d%08<htm!
>Attack Page</html> HTTP/1.1 Attackergets first server response

Host:juggyboy.com Attackerrequests ajuggYboy.com

again to generate cache entry

GET T T e e
http:/ljuggyboy.com/index.html| Attacks s th p ) The ind
>
HTTP/1.1 Host: testsite.com ’ac erge 5‘ fe second >1 . resiponse of
User-Agent: Mozilla/4.7 [en] . W requestofonse requ
(WINNT; 1) that point! to
:kef's page
Accept-Charset iso-885971, " utf-8
Address Tigr

wwikpyeytom  Allukgw

Poisoned Server Cache

FIGURE 12.9: Web Cache Poisoning Attack
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HTTP Response Hijacking

HTTP response hijacking is accomplished with a response splitting request. In this
attack, initially the attacker sends a response splitting request to the web server. The server
splits the response into two and sends the first response to the attacker and the second
response to the victim. On receiving the response from web server, the victim requests for
service by giving credentials. At the same time, the attacker requests the index page. Then the
web server sends the response of the victim's request to the attacker and the victim remains
uninformed.

The diagram that follows shows the step-by-step procedure of an HTTP response hijacking
attack:
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FIGURE 12.10: HTTP Response Hijacking
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SSH Bruteforce Attack MQEH

itfciul  1Uck(
™1 SSH protocols are used to create an encrypted SSHtunnel between two hosts in order to transfer
unencrypted data over an insecure network

Attackers can bruteforce SSH login credentials to gain unauthorized access to a SSH tunnel

SSH tunnels can be used to transmit malwares and other exploits to victims without being
detected

Mail Server

Internet SSH Server Web Server

Application Server
User

File Server

Attacker
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SSH Brute Force Attack

SSH protocols are used to create an encrypted SSH tunnel between two hosts in order
to transfer unencrypted data over an insecure network. In order to conduct an attack on SSH,
first the attacker scans the entire SSH server to identify the possible vulnerabilities. With the
help of a brute force attack, the attacker gains the login credentials. Once the attacker gains the

login credentials of SSH, he or she uses the same SSH tunnels to transmit malware and other
exploits to victims without being detected.

Mail Server

Attacker

FIGURE 12.11: SSH Brute Force Attack
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Man-in-the™Middle Attack CEH

J Man-in-the-Middle (MITM) attacks allow an attacker to access sensitive information by intercepting
and altering communications between an end-user and webservers

J Attacker acts as a proxy such that all the communication between the user and Webserver passes

through him

Normal Traffic

\p 00* oo
xj Webserver

Attacker
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ManTnthe™Middle Attack

A man-in-the-middle attack is a method where an

and web server through eavesdropping or

intruder intercepts or modifies the

message being exchanged between the user

intruding into a connection. This allows an attacker to steal sensitive information of a user

such as online banking details, user names, passwords, etc. transferred over the Internet to the

web server. The attacker lures the victim to connect to the web server through by pretending

to be a proxy. If the victim believes and agrees to the attacker's request, then all the

communication between the user and the web server passes through the attacker. Thus, the

attacker can steal sensitive user information.
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User visits a website Normal Traffic

& *

Attacker sniffs the

User [ © . communication to
FEE "en Q90 steal §essien IDs
© (= @ .- w
(ft v
P L
Aeett
Attacker

FIGURE 12.12: Man-in-the-Middle Attack

Module 12 Page 1630 Ethical Hacking and Countermeasures Copyright © by EC-COUNCil
All Rights Reserved. Reproduction is Strictly Prohibited.



Ethical Hacking and Countermeasures Exam 312-50 Certified Ethical Hacker
Hacking W ebservers

Webserver Password Cracking CEH

An attacker tries to exploit
weaknesses to hack well-chosen

passwords
* k Kk k
Many hacking attempts start The most common passwords
With cracking passwords and found are password, root,
proves t0 the webserver that administrator, admin, demo, test,
they are avalid user guest, qwerty, pet names, etc.

Attackers use different methods
such as social engineering, Web form authentication cracking
spoofing, phishing, using a Trojan
Horse or virus, wiretapping,
keystroke logging, etc.

SSH Tunnels
FTP servers
SMTP servers

Web shares
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Web Server Password Cracking

--------- Most hacking starts with password cracking only. Once the password is cracked, the
hacker can log in in to the network as an authorized person. Most of the common passwords
found are password, root, administrator, admin, demo, test, guest, QWERTY, pet names, etc.
Attackers use different methods such as social engineering, spoofing, phishing, using a Trojan
horse or virus, wiretapping, keystroke logging, a brute force attack, a dictionary attack, etc. to
crack passwords.

Attackers mainly target:

© Web form authentication cracking

© SSH tunnels
© FTP servers
© SMTP servers
© Web shares
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Webserver Password Cracking

Techniques EH

Passwords may be cracked manually or with automated tools such as Cain and Abel, Brutus,
THC Hydra, etc.

Passwords can be cracked by using following techniques:

4 Hybrid
Attack

Ahybrid attack
works similar to
dictionary attack,
but it adds numbers
or symbols to the
password attempt
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-sso  Web Server Password Cracking Techniques

®)7A _

Passwords may be cracked manually or with automated tools such as Cain & Abel,

Brutus, THC Hydra, etc. Attackers follow various techniques to crack the password:

© Guessing: Acommon cracking method used by attackers is to guess passwords either by
humans or by automated tools provided with dictionaries. Most people tend to use heir
pets' names, loved ones' names, license plate numbers, dates of birth, or other weak
pass words such as "QWERTY," "password,” "admin," etc. so that they can remember
them easily. The same thing allows the attacker to crack passwords by guessing.

© Dictionary Attack: A dictionary attack is a method that has predefined words of various
combinations, but this might also not be possible to be effective ifthe password consists
of special characters and symbols, but compared to a brute force attack this is less time
consuming.

© Brute Force Attack: In the brute force method, all possible characters are tested, for
example, uppercase from "A to Z" or numbers from "O to 9" or lowercase "a to z." But
this type of method is useful to identify one-word or two-word passwords. Whereas if a
password consists of uppercase and lowercase letters and special characters, it might
take months or years to crack the password, which is practically impossible.
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Q Hybrid Attack: A hybrid attack is more powerful as it uses both a dictionary attack and
brute force attack. It also consists of symbols and numbers. Password cracking becomes
easier with this method.
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Web Application Attacks CEH

itfciul Nmn

J  Vulnerabilities in web applications running on a Webserver provide a broad attack path for
Webserver compromise

. ross.q; At, von
enia 0f.s ge, Site

, oo aE 70,
Cokie altggg OV
T **0rv s'»Pe:rirg

Note: For complete coverage of web application attacks refer to Module 13: Hacking Web Applications
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Web Application Attacks

Vulnerabilities in web applications running on a web server provide a broad attack

SL

path for web server compromise.
Directory Traversal

Directory traversal is exploitation of HTTP through which attackers are able to access
restricted directories and execute commands outside of the web server root directory
by manipulating a URL.

Parameter/Form Tampering

This type of tampering attack is intended to manipulate the parameters exchanged
between client and server in order to modify application data, such as user credentials
and permissions, price and quantity of products, etc.

Cookie Tampering

Cookie tampering is the method of poisoning or tampering with the cookie of the

client. The phases where most of the attacks are done are when sending a cookie from
the client side to the server. Persistent and non-persistent cookies can be modified by using
different tools.
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Command Injection Attacks

Command injection is an attacking method in which a hacker alters the content of the

m
web page by using html| code and by identifying the form fields that lack valid

constraints.

I Buffer Overflow Attacks

Most web applications are designed to sustain some amount of data. If that amount

is exceeded, the application may crash or may exhibit some other vulnerable
behavior. The attacker uses this advantage and floods the applications with too much data,
which in turn causes a buffer overflow attack.

Cross-Site Scripting (XSS) Attacks

jr  Cross-site scripting is a method where an attacker injects HTML tags or scripts into a
target website.

Denial-of-Service (DoS) Attack

M A denial-of-service attack is a form of attack method intended to terminate the
operations of a website or a server and make it unavailable to access for intended

users.
Unvalidated Input and File injection Attacks

Unvalidated input and file injection attacks refer to the attacks carried by supplying
an unvalidated input or by injecting files into a web application.

Cross-Site Request Forgery (CSRF) Attack

The user's web browser is requested by a malicious web page to send requests to a
malicious website where various vulnerable actions are performed, which are not
intended by the user. This kind of attack is dangerous in the case of financial websites.

SQL Injection Attacks

SQL injection is a code injection technique that uses the security vulnerability of a
database for attacks. The attacker injects malicious code into the strings that are later
on passed on to SQL Server for execution.

Session Hijacking

11318ession hijacking is an attack where the attacker exploits, steals, predicts, and
negotiates the real valid web session control mechanism to access the authenticated
parts of a web application.
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Module Flow

So far we have discussed web server concepts and various techniques used by the

attacker to hack web server. Attackers usually hack a web server by following a procedural

method. Now we will discuss the attack methodology used by attackers to compromise web

servers.
1 Webserver Concepts Webserver Attacks
Attack Methodology Webserver Attack Tools
Webserver Pen Testing i ) Webserver Security Tools
y Patch Management :: Counter-measures

This section provides insight into the attack methodology and tools that help at various stages

of hacking.
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Webserver Attack Methodology CEH

Inform ation Webserver
G athering Footprinting

Vulnerability Hacking
Scanning Webserver Passwords
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Web Server Attack Methodology

Hacking a web server is accomplished in various stages. At each stage the attacker
tries to gather more information about loopholes and tries to gain unauthorized access to the

web server. The stages of web server attack methodology include:
Inform ation G athering

0 Every attacker tries to collect as much information as possible about the target web
server. Once the information is gathered, he or she then analyzes the gathered information in

order to find the security lapses in the current mechanism ofthe web server.
( Web Server Footprinting

The purpose of footprinting is to gather more information about security aspects of a
web server with the help of tools or footprinting techniques. The main purpose isto know

about its remote access capabilities, its ports and services, and the aspects of its security.

M irroring W ebsite

W 41)
W ebsite mirroring is a method of copying a website and its content onto another
server for offline browsing.
Vulnerability Scanning
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Vulnerability scanning is a method of finding various vulnerabilities and misconfigurations of a
web server. Vulnerability scanning is done with the help of various automated tools known as

vulnerable scanners.
Session Hijacking
Session hijacking is possible once the current session of the client is identified. Complete
control of the user session is taken over by the attacker by means of session hijacking.
Hacking Web Server Passwords

Attackers use various password cracking methods like brute force attacks, hybrid

attacks, dictionary attacks, etc. and crack web server passwords.
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Webserver Attack Methodology:
Information Gathering CEH

Information gathering involves collecting information about the

targeted company W H O is .n et
Y3ur Domain Starting Place...

Attackers search the Internet, newsgroups, bulletin boards, etc.

for information about the company Uz3

Attackers use Whois, Traceroute, Active Whois, etc. tools and

WHOIS information for ebay.com:***
query the Whois databases to get the details such as a domain
[Querying whols.vens1gn-grs.com]
[whols.verisign-grs.com]
name, an IP address, or an autonomous system number Whos5 Server Vereon 2.0
Domain names in the .com and .netdomains can now be reoistered
with rrorv diftoront competing raaistrars. Go to http;//www .intom <x«t
for detailed information.
Domain Name: EBAY.COM
Registrar: MARKMONITOR INC.
Whois Server: whois.maricwiitor.com
Reterral URL: http:/www.marXmonicor.com
Name Server: yC-ONSI.CDAYDNS.COM
orvof: SIC DNS2.bBAYDNS.COM
Namo sorvor: SMF DNS1.EBAYDNS.CON
Name sarver: SMF-DNSi.fcBAYDNS.COM
Status: cll«r)tO(HetcProhlhlted
Status: clieritTrmsf«Prallibit*d
Status: dienWpdnteProhibited
Status: serverDeieteProhibited
Status: server TransferProh bitod
Status: sorvorUDdateProhibital
Note: For complete coverage of information gathering techniques ey

refer to Module 02: Footprinting and Reconnaissance Expiration Date: 03-2ug-2018
http /A, whois. net
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» Web Server Attack Methodology: Information
s, Gathering

Every attacker before hacking first collects all the required information such as versions and
technologies being used by the web server, etc. Attackers search the Internet, newsgroups,
bulletin boards, etc. for information about the company. Most of the attackers' time is spent in
the phase of information gathering only. That's why information gathering is both an art as
well as a science. There are many tools that can be used for information gathering or to get
details such as a domain name, an IP address, or an autonomous system number. The tools
include:

e Whois

e Traceroute

e Active Whois
€ Nmap

0 Angry IP Scanner

€ Netcat
# W hois
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Source: http://www.whois.net

Whois allows you to perform a domain whois search and a whois IP lookup and search the
whois database for relevant information on domain registration and availability. This can help
provide insight into a domain's history and additional information. It can be used for
performing a search to see who owns a domain name, how many pages from a site are listed
with Google, or even search the Whois address listings for a website's owner.

W HO is.net

Your Domain Starting Place...

WHOIS information for ebay.com:***

[Querying whois.verisign-grs.com]
[whois.verisign-grs.com]
Whois Server Version 2.0
Domain names in the .com and .net domains can now be registered
with many different competing registrars. Go to http://www.internic.net
for detailed information.
Domain Name: EBAY.COM
Registrar: MARKMONITOR INC.
Whois Server: whois.markmonitDr.com
Referral URL: http://www.markmonitor.com
Name Server: SJC-DNS1.EBAYDNS.COM
Name Server: SJC-DNS2.EBAYDNS.COM
Name Server: SMF-DNS1.EBAYDNS.COM
Name Server: SMF-DNS2.EBAYDNS.COM
Status: dientDeleteProhibited
Status: dientTransferProhibited
Status: dientUpdateProhibited
Status: serverDeleteProhibited
Status: serverTransferProhibited
Status: serverUpdateProhibited
Updated Date: 15-sep2010~
Creation Date: 04-aug-1995
Expiration Date: 03-aug2018~

FIGURE 12.13: WHOIS Information Gathering
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Webserver Attack Methodology:
Webserver Footprinting CEH

J Gather valuable system-level information such
as account details, operating system, software
versions, server names, and database schema
details

J Telnet a Webserver to footprint a Webserver and
gather information such as server name, server
type, operating systems, applications running,
etc.

J Usetool such as ID Serve, httprecon, and
Netcraft to perform footprinting
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Web Server Attack Methodology: Web server
Footprinting

The purpose of footprinting is to gather account details, operating system and other software
versions, server names, and database schema details and as much information as possible
about security aspects of atarget web server or network. The main purpose isto know about its
remote access capabilities, open ports and services, and the security mechanisms implemented.
Telnet a web server to footprint a web server and gather information such as server name,
server type, operating systems, applications running, etc. Examples of tools used for performing
footprinting include ID Serve, httprecon, Netcraft, etc.

N etcra ft
Source: http://toolbar.netcraft.com

Netcraft is atool used to determine the OSes in use by the target organization. It has already
been discussed in detail in the Footprinting and Reconnaissance module.
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rTIETCKAFT

S earch W eb by D omain

Explore 1,045.745 web sites visited by users ofthe Netcraft Toolbar 3rd August 2012
Search: search tips
jsite contains j«'~ microsoft lookup!

example: site contains .netcraft.com

R esults for m icrosoft

Found 252 sites

Site Site Report Firstseen Netblock os
1. www.microsoft.com a august 1995 microsoft corp citrix netscaler
2. support.microsoft.com m october 1997 microsoft corp unknown
3. technet.microsoft.com m august 1999 microsoft corp citrix netscaler
4. windov<s.microsoft.com 0 june 1998 microsoft corp windows server 2008
5. msdn.microsoft.com a September 1998 microsoft corp citrix netscaler
6. office.microsoft.com £1 november 1998 microsoft corp unknown
7. social.technet.microsoft.com a august 2008 microsoft corp citrix netscaler
8. answers.microsoft.com £]_ august 2009 microsoft limited windows server 2008
9. vd4ww.update.microsoft.com a may 2007 microsoft corp windows server 2008
10. social.msdn.microsoft.com 0 august 2008 microsoft corp citrix netscaler
11. go.microsoft.com a november 2001 ms hotmail citrix netscaler
12. windowsupdate.microsoft.com a febuary 1999 microsoft corp windows server 2008
13. update.microsoft.com a febuary 2005 microsoft corp windows server 2008
14. www.microsofttranslator.com a november 2008 akamaitechnologies linux
15. search.microsoft.com m january 1997 akamai international b.v linux
16. www.microsoftstore.com a november 2008 digital river ireland Itd. f5 big~ip
17. login.microsoftonline.com £]_ december 2010 microsoft corp windows server 2003
18. wer.microsoft.com 1B october 2005 microsoft corp windows server 2008
FIGURE 12.14: Web server Footprinting
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httprecon 7.3 - http://www.nytimes.com:80/ I—1°

Rle Qfiguetion Frgepirting Rgoting HEp

T (SNONEVED S 6)

|htb:// A |www.nytimes.com 1 180

0 ID Serve AN
GET existing j GET longequestj GET non-exsting] GET wrong protocol) Irtemet Server Idertificaion Uity v Q2
" g V1

HTTP/1.1 200 OK ID Serve Fesa'dSeuntnyeal\erebygaleGm
Dace: Thu, 11 Oct 2012 09:34:37 GMT

Copyright (c) 2003 by Gibson ResearchCop. 1111 s s

m
expires: Thu, 01 Dec 1994 16:00:00 GMT Badgo.m WFQ ery @NH@

carhe-control: no-cache l P l

pragma: no-cache

Sec-Cookie: ALT_ID=007f010021bb479dd5aa00SS; Expires Enter 0* copy | paste an Internet server UR_ or IP address here (example: www.microsdt.com)
09:34:37,GMT; Patl ; Domain~™ .nyti[nes.com} lwww.google.coml

Sec-cookie: adxcs=-; path=/; do!rain=.nytimes.cam

Q QayTeSe W When an Intemet URL ¥ IP has been provided above,
Matchfct (352 Implementations) | Fingerprint Details | Report Preview | A piess this button to initiate a query of the specified server.
Name

a Oracle Application Server 10g 10.1.2.2.0 Server query processng

+S SunJava SystemWeb Server 7.0 (3 server gws E
+  Abyss 25.0.0X1 Content-Length: 221

V' Apache 2052 XXSSProtectior: 1, mode-block

V' Apache 2.2.6 XFrome Options: SAMEORIGIN L]
V oru—1- nca Connection: close

Ready

The seivef identified Ise* as:

Goto ID Serve web page

Fiphawgon
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Web Server Footprinting Tools

We have already discussed about the Netcraft tool. In addition to the Netcraft tool,

there are two more tools that allow you to perform web server footprinting. They are

Httprecon and ID Serve.
H ttprecon
«c » ' Source: http:// www.computec.ch

Httprecon is a tool for advanced web server fingerprinting. The httprecon project is doing some
research in the field of web server fingerprinting, also known as http fingerprinting. The goal is
the highly accurate identification of given httpd implementations. This software shall improve

the ease and efficiency of this kind of enumeration.
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httprecon 7.3 - http://www.nytimes.com:80/ — 0
File Configuration Fingerprinting Reporting Help
Target (Sun ONE Web Server G.1)
Analyze

http:// I |www.nytimes.com 80

GET existing | GET long request | GET non-existing \ GET wrong protocol | HEAD existing | OPTIONS common

HTTP/1.1 200 OK

Date: Thu, 11 Oct 2012 09:34:37 GMVIT

Server: Apache

expires: Thu, 01 Dec 1994 16:00:00 GMT

cache-control: no-cache

pragma: no-cache

Set-Cookie: ALT_ID=007f010021bb479ddSaa005S; Expires=Fri, 11 Oct 2013
09:34:37 GMT, Path=/; Domain=.nytimes.com,;

Set-cookie: adxca=-; path=/; domain=.nytimes.com

Vary: Host

Matchlist (352 Implementations) | Fingerprint Details | Report Preview

Name I Hits Match % N
M  Oracle Application Server 10g 10.1.2.2.0 58 81.6301408450704
H22 SunJava System Web Server 7.0 57 80.2816301408451
#  Abyss 2.5.0.0X1 56 78.8732334366137

Apache 2.0.52 56 78.8732334366137

Apache 2.2.6 56 78.8732334366137
\A ncn EC 070000,1 70"CCCLC?

Ready.
FIGURE 12.15: Httprecon Screenshot

ID Serve

Source: http://www.grc.com

ID Serve is a simple Internet server identification utility. ID Serve can almost always identify the
make, model, and version of any website's server software. This information is usually sent in
the preamble of replies to web queries, but it is not shown to the user. ID Serve can also
connect with non-web servers to receive and report that server's greeting message. This
generally reveals the server's make, model, version, and other potentially useful information.
Simply by entering any IP address, ID Serve will attempt to determine the associated domain

name.

Module 12 Page 1644 Ethical Hacking and Countermeasures Copyright © by EC-COUNCil
All Rights Reserved. Reproduction is Strictly Prohibited.


http://www.nytimes.com:80/
http://www.nytimes.com
http://www.grc.com

Ethical Hacking and Countermeasures

Exam 312-50 Certified Ethical Hacker
Hacking W ebservers

G ID Serve

Internet Server Identification U tility, v1.02

ID S e rV e Personal Security Freeware by Steve Gibson

Copyright (c) 2003 by Gibson Research Corp.

Background Server Query | Q&A/Help

Enter or copy ! paste an Internet server URL or IP address here (example: www.microsoft.com):

1 www.google.com|

When an Internet URL or IP has been provided above,

Query The Server press this button to initiate a query of the specified server.

A

Server guery processing:

Server: gws

Content-Length: 221
X-XSS-Protection: 1, mode=block
X-Frame-Options: SAMEORIGIN
Connection: close

The server identified itself as :

(4 lgws___~~

Copy Goto ID Serve web page Exit

FIGURE 12.16: ID Serve
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Webserver Attack Methodology:

Mirroring aWebsite CEH

Mirror a website to create a complete profile of the site's directory structure, files structure, external links, etc
Search for comments and other items in the HTML source code to make footprinting activities more efficient

Use tools HTTrack, WebCopier Pro, BlackWidow, etc. to mirror a website

Site mirroring in progress [2/14 (+13), 327948 bytes] - [Test ProjecLMmj

H
E%€ Freferences Mimo log Window Help
13 i, local Disk<(

Rrg HIMLHe

W m r
= = pe - - =1 A . =
til . MyWebSltes Tiro. 202> -
1) Program Files =BT UEW = - = o
1t) *. Program Files MI6( Acvecomed! Erwi o
i lh«s
il 'Windows 7 Naas
j-1 5 NTUSSRDAT
H +zlocal Disk “D/m
MUl DVD RWGiw &<
NeawVolume <F. Mc
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Web Server Attack Methodology: Mirroring a Website

— W ebsite mirroring is a method of copying a website and its content onto another
server. By mirroring a website, acomplete profile of the site's directory structure, file structure,
external links, etc. is created. Once the mirror website is created, search for comments and
other items in the HTML source code to make footprinting activities more efficient. Various
tools used for web server mirroring include HTTrack, Webripper 2.0, WinWSD, Webcopier, and

Blackwidow.
C

Source: http://www .httrack.com

HTTrack is an offline browser utility. It allows you to download a World Wide Web site from the
Internet to a local directory, building recursively all directories, getting HTML, images, and other
files from the server to your computer. HTTrack arranges the original site's relative link-
structure. Simply open a page of the "mirrored" website in your browser, and you can browse

the site from link to link, as if you were viewing it online.
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H Site mirroring in progress [2/14 (+13), 327948 bytes] - [Test Project.whtt]
File Preferences terror Log Window JHelp
B jj Local Disk <C:>
0 CEH-Tools Inprogress: Parang HTML He
j H J. dell
a i. inetpub Informetion
B Intel Bytes saved: 320.26KB Links scanned: 2/14 (.13)
B j MyWebSites Time: 2min22s Files written: 14
g)++Jj Program Files Transferrate: OB/s (1L19MB/3) Fles updated: 0
a 'Jj Program Files (x86) Active connections: 1 Enors: 0

& J1 Users
a Windows [Actions
L Q NTUSER.DAT

a a Local Disk <D:>

a ~ DVD RW Drive <E:>

H, . New Volume <F:>

;Back | Next> Cancel Help

FIGURE 12.17: Mirroring a Website

Module 12 Page 1647 Ethical Hacking and Countermeasures Copyright © by EC-COUNCil

All Rights Reserved. Reproduction is Strictly Prohibited.



Ethical Hacking and Countermeasures Exam 312-50 Certified Ethical Hacker
Hacking W ebservers

Webserver Attack Methodology:

Vulnerability Scanning CEH

Perform vulnerability scanning to identify weaknesses J  Sniff the network traffic to find out active systems,

in a network and determine ifthe system can be exploited network services, applications, and vulnerabilities present
Use avulnerability scanner such as HP Weblnspect, J Testthe web server infrastructure for any

Nessus, Zaproxy, etc. to find hosts, services, and misconfiguration, outdated content, and known
vulnerabilities vulnerabilities

Copyright © by K-€M ICil. All Rights Reserved. Reproduction is Strictly Prohibited.

Web Server Attack Methodology: Vulnerability
Scanning

Vulnerability scanning is a method of determining various vulnerabilities and misconfigurations
of a target web server or network. Vulnerability scanning is done with the help of various
automated tools known as vulnerable scanners.

Vulnerability scanning allows determining the vulnerabilities that exist in the web server and its
configuration. Thus, it helps to determine whether the web server is exploitable or not. Sniffing
techniques are adopted in the network traffic to find out active systems, network services,

applications, and vulnerabilities present.

Also, attackers test the web server infrastructure for any misconfiguration, outdated content,
and known vulnerabilities. Various tools are used for vulnerability scanning such as HP
Weblnspect, Nessus, Paros proxy, etc. to find hosts, services, and vulnerabilities.

Nessus

Source: http://www.nessus.org
Nessus is a security scanning tools that scan the system remotely and reports if it detects the
vulnerabilities before the attacker actually attacks and compromises them. Its five features

includes high-speed discovery, configuration auditing, asset profiling, sensitive data discovery,

patch management integration, and vulnerability analysis of your security posture with features
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that enhance usability, effectiveness, efficiency, and communication with all parts of your

organization.

FIGURE 12.18: Nessus Screenshot
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Webserver Attack Methodology:

Session Hijacking CEH

Sniff valid session IDs to gain unauthorized access to the Web Server and snoop the data

Use session hijacking techniques such as session fixation, session sidejacking, Cross-site scripting, etc. to capture valid
session cookies and IDs

Use tools such as Burp Suite, Hamster, Firesheep, etc. to automate session hijacking

bupsuite free edition viAo1 1= 1° W

Jeurp intruder repeater window about
laiget s:arinei - intrude! f repeats! | sequence! [ ceccflet [ comparer options ' alerts

ignot found items  hiding CSS image and gereral ainarrcontent 1iS-g .l«-e=pcn=e= hiding empty folders

http Aeconomidime 5 indiatimes o host n MIVE typi
hitpVJedition cnn 00m 9 hp Aedtar ¢ ) HTML®
N e g T - I»8n«nr5s1/3<Isj»3mecs;
D ewrg http iVedition ¢

add item to 9cope
cpiaortnis branch

adfaely scan this branch

passively scan this branch

engagement took [pro version onlf]

compare site maps

*ipand branch 519101 reaueat

oxpana requoctca noms - params ers [ x|
T/ L«»«nc.piﬂ mri'brealcingne+?+/3.0/banner.ntrol BNaens

copy URLH inthis blanch TP/1.1
8c: edition.cnn.co»
ec-laent: Kcsilid/S.0 1VindO¥3 IIT 6.2; WOV61l; uv:1S.Q1
save selected items ck0/:0100101 rirrfox/L5.0.J
I Accept: trxt/jevo3ccipc, text/htnL, «ppLicotion/xml, text/xml,
|- - 11 | Omatches
. -

delete branch

copy K3 in tnis orancn

Note: Forcomplete coverage of Session Hijacking concepts and techniques referto Module 11: Session Hijacking
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Web Server Attack Methodology: Session Hijacking

1 1 Session hijacking is possible once the current session of the client is identified.
Complete control of the wuser session can be taken over by the attacker once the user
establishes authentication with the server. With the help of sequence number prediction tools,
attackers perform session hijacking. The attacker, after identifying the open session, predicts
the sequence number of the next packet and then sends the data packets before the
legitimate user sends the response with the correct sequence number. Thus, an attacker
performs session hijacking. In addition to this technique, you can also use other session
hijacking techniques such as session fixation, session sidejacking, cross-site scripting, etc. to
capture valid session cookies and IDs. Various tools used for session hijacking include Burp

Suite, Hamster, Firesheep, etc.
Burp Suite

___Source: http://portswigger.net

Burp Suite is an integrated platform for performing security testing of web applications. Its
various tools work seamlessly together to support the entire testing process, from initial
mapping and analysis of an application's attack surface, through to finding and exploiting
security vulnerabilities. The key components of Burp Suite include proxy, scanner, intruder

tool, repeater tool, sequencer tool, etc.
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burp intruder

target

O~1- X

burp suite free edition v1.4.01
repeater window about

spider \ scanner [ intruder | repeater [ sequencer | decoder [ comparer [ options | alerts

site map \ scope |

Flllel'; hiding notfound items; hiding CSS, image and general binary content hiding 4xx responses; hiding empty folders

* http7/economictimes indiatimes.com host method URL params status  length IMMEGp<
9 http://edition.cnn.com 200 676 HTML
O'D_e|( . GET / element/ssi/ads.iframes/
! http://edition.cnn.cOm/.element m|
o 2]20 add item to scope

O CbBU
O D cn
O OELI
00O eu

* LI SH

Module 12 Page 1651

spider this branch

actively scan this branch

passively scan this branch
engagementtools [pro version only] »
compare site maps

expand branch sponse request

expand requested Items M‘]‘ params d headers | hex |

delete branch T /.eleroenc/33ilincl/breaking_nevs/3.0/banner.hcml|?csilD =csii

copy URLs In this branch TP/1.1
3c: edicion.cnn.com
er-Agenc: Hozilla/5.0 (Windows NT 6.2; WOW64; cv:i5.0)
save selected ltems cko0/20100101 Firefox/15.0.1
Accepc: cexc/javaacrlpc, cexc/hcrol, appllcaClon/xml, cexc/xml.

copy links in this branch

FIGURE 12.19: Burp Suite Screenshot
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Webserver Attack Methodology:
Hacking Web Passwords

. Brutus - AET2 - www.hoobie.net/brutus - (January 2000) 1~ Ino X
Use password cracking

: File lools Hel
techniques such as brute e lools help

force attack, dictionary Target [10.0017| Type IHTTP (BasicAuth) v|  Start | Stop | Deaf |
attack, password guessing to Connection Options

crack Webserver passwords Connections *" J~ 10 Timeout 1j- r UseProxy Define
Use tools such as Brutus, HTTP (Basic) Options

THC-Hydra, etc. Method |HEAD ]vJ W KeepAive

Authentication Options

W Use Username Sngle User Pass Mode |Word List

User File  users txt Browse | File  |words.txt

Positrve Authentication Results

Target _Uype | Username | Password
10.0017/ HTTP (Basic Auth)  admin academic
10.0017/ HTTP (Basic Auth) backup

Located and nstaled 1 authentication plugnns
Imtialisng...

Target 10.0 017 venfied

Opened user fie containing 6 users

Opened password fie conta*wvg 818 Passwords
Maxrrtum number ot authentication attempts wJ be 4908

Engagng target 10.0.017 with HTTP (Basic Auth)
Tnmi sirofrtamo

Timeout  Reject  Auth Seq Throttle Quick Kill
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Web Server Attack Methodology: Hacking Web
Passwords

One of the main tasks of any attacker is password hacking. By hacking a password, the attacker
gains complete control over the web server. Various methods used by attackers for password
hacking include password guessing, dictionary attacks, brute force attacks, hybrid attacks,
syllable attacsk, precomputed hashes, rule-based attacks, distributed network attacks,
rainbow attacks, etc. Password cracking can also be performed with the help of tools such as
Brutus, THC-Hydra, etc.

Brutus
O 2o
1 Source: http://www.hoobie.net
Brutus is an online or remote password cracking tools. Attackers use this tool for hacking web
passwords without the knowledge of the victim. The features of the Brutus tool are been
explained briefly on the following slide.
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Brutus - AET2 ~ www.hoobie.net/brutus ~ (January 2000) 0

File Jools Help

Tagt [100017 Tye|HMP@EsCAR) W Sa(j Sp Jer

Comedion Qitiars
Rat B) 10 Tineat r T 10 r UeRoy Ddire
HTTP (Bxsic) Qias
Mithod [HE2D wikepAie
Autertication Qtias—
UeUsgmare F SrgeUsr Pass Mk ¢
UerFile  sasi Bore  PassFike Bone

Rositive Authertication Resuits

Target Tee Usrmene Passnard

10.0.0.17/ icAUh ain acadaic
H]'I'Pgoﬁuh; keckup

100017/

Located and iretelled 1 authentication dugyirs
nlldl&er
Taoet 100017 \arified

us fleoain oo%
pessaard file 818 Passnorth.
AT O e ke 478
Ergagrg ]QOOl?WthI—HTP

T 1 ardr.1p

Tt Rjed AuhSeq Thotle QickHl

FIGURE 12.20: Brutus Screenshot
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Module Flow

The tools intended for monitoring and managing the web server can also be used by
attackers for malicious purposes. In this day and age, attackers are implementing various
methods to hack web servers. Attackers with minimal knowledge about hacking usually use

sfor hacking web servers.

Webserver Concepts Webserver Attacks
Attack Methodology Webserver Attack Tools
0
Webserver Pen Testing Webserver Security Tools
6]
-y Patch Management m— Counter-measures
nm—

This section lists and describes various web server attack tools.
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Webserver Attack Tools:
Metasploit

The Metasploit Framework is a penetration testing toolkit, exploit development platform, and research tool
that includes hundreds of working remote exploits for a variety of platforms

It supports fully automated exploitation of web servers, by abusing known vulnerabilities and leveraging weak
passwords via Telnet, SSH, HTTP, and SNM

@metasploit
e V. ModutM Tagc Q Atporto  ~ Tali0
Target Syilttn Status Optrabng Sy*t»rm (Top »)
o U MndWWiM

. .

Ve : MErap

N

PTOfCI Activity (24 Noun) Nctwoft SnvKti (Top S)

« 2tC DCIWC
< Il MSKM tt

+ i [Eiclis(Buvn
« MUSAOPSffwctt

HpAweziian
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Web Server Attack Tools: Metasploit

Source: http:// www.metasploit.com

The Metasploit framework makes discovering, exploiting, and sharing vulnerabilities quick and
relatively painless. It enables users to identify, assess, and exploit vulnerable web applications.
Using VPN pivoting, you can run the NeXpose vulnerability scanner through the compromised
web server to discover an exploitable vulnerability in a database that hosts confidential
customer data and employee information. Your team members can then leverage the data
gained to conduct social engineering in the form of a targeted phishing campaign, opening up
new attack vectors on the internal network, which are immediately visible to the entire team.
Finally, you generate executive and audit reports based on the corporate template to enable
your organization to mitigate the attacks and remain compliant with Sarbanes Oxley, HIPAA, or
PCI DSS.

Metasploit enables teams of penetration testers to coordinate orchestrated attacks against
target systems and for team leads to manage project access on a per-user basis. In addition,
Metasploit includes customizable reporting.

M etasploit enables you to:

© Complete penetration test assignments faster by automating repetitive tasks and
leveraging multi-level attacks
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6 Assess the security of web applications, network and endpoint systems, as well as email

users

0 Emulate realistic network attacks based on the leading Metasploit framework with more

than one million unique downloads in the past year
0 Test with the world's largest public database of quality assured exploits
0 Tunnel any traffic through compromised targets to pivot deeper into the network
0 Collaborate more effectively with team members in concerted network tests

© Customize the content and template of executive, audit, and technical reports

(J metasploit

I«<MIpnO L S"MrodA0  V Otfnpogrt Tag® o Report - Tmd Q
Tiiftl System Statu* Operating Sywlem» [Top»)
¢ MHonNMnocm
« MDncowfM
. |’M + 2eKoncapPm tt
. 1MaN « 2Gionfrvano

* 1+HP«*rC*00*0
Project Adtivity (24 Hours) Nefnartc Services (Topy)

270 DCERPC Server*

37-NETBOSSr<vcr*
» “MS'TW "*S(RV SAvcr*
20 « MCS"OOSrfver*

FIGURE 12.21: Metasploit Screenshot
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Metasploit Architecture CEH

CatlfM4  Itil3AL N

Rex

Custom plug-ins
plug Framework-Core Protocol Tools

N Framework-Base ~

A k"
Interfaces Modules
K 7 Y
. Exploits
mfsconsole Security Tools P
i Payloads
mfeli Web Services y
msfweb . Encoders
Integration
msfwx NOPS
msfapi Auxiliary
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Metasploit Architecture

The Metasploit framework is an open-source exploitation framework that is designed
to provide security researchers and pen testers with a uniform model for rapid development of
exploits, payloads, encoders, NOP generators, and reconnaissance tools. The framework
provides the ability to reuse large chunks of code that would otherwise have to be copied or
reimplemented on a per-exploit basis. The framework was designed to be as modular as
possible in order to encourage the reuse of code across various projects. The framework itself
is broken down into a few different pieces, the most low-level being the framework core. The
framework core is responsible for implementing all of the required interfaces that allow for
interacting with exploit modules, sessions, and plugins. It supports vulnerability research,
exploit development, and the creation of custom security tools.
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A Libraries
Y

Rex

Custom plug-ins < Protocol Tools

Framework-Core

n Framework-Base n
<

Interfaces Modules
/ \

mfsconsole . Exploits
Security Tools

msfcli Payloads
Web Services

msfweb Encoders
Integration

m s fwx NOPS

msfapi Auxiliary

FIGURE 12.22: Metasploit Architecture
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Metasploit Exploit Module CEH

It is the basic module in Metasploit used to encapsulate an exploit using which users target many platforms with a single exploit
This module comes with simplified meta-information fields

Using a Mixins feature, users can also modify exploit behavior dynamically, brute force attacks, and attempt passive exploits

Steps to exploit a system follow the Metasploit Framework

Configuring Active Exploit

Selecting a Target
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Metasploit Exploit Module

-1 11ii The exploit module is the basic module in Metasploit used to encapsulate an exploit
using which users target many platforms with a single exploit. This module comes with
simplified meta-information fields. Using a Mixins feature, users can also modify exploit
behavior dynamically, perform brute force attacks, and attempt passive exploits.

Following are the steps to exploit a system using the Metasploit framework:
© Configuring Active Exploit
© Verifying the Exploit Options
© Selecting a Target
© Selecting the Payload

© Launching the Exploit
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Metasploit Payload Module

j Payload module establishes a communication channel between the Metasploit framework and the victim host
J Itcombines the arbitrary code that is executed as the result of an exploit succeeding

J Togenerate payloads, first select a payload using the command:

9S Command Prompt

msf > use windows/shell_reverse_tcp
msf payload(3hell_reverse_tcp) > generate -h
Usage: generate [options]

Generates a payload.

-b <opt> The list of charactersto avoid: ,\x00\xff"
-e <opt> The name of the encoder module to use.
-h Help banner.
-0 <opt> A comma separated list of options in
VAR=VAL format.
-s <opt> NOP sled length.
-t <opt> The output type: ruby, peri, ¢, or raw.

msf payload(shell reverse tcp) >
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Metasploit Payload Module

The Metasploit payload module offers shellcode that can perform a number of
interesting tasks for an attacker. A payload is a piece of software that lets you control a
computer system after its been exploited. The payload is typically attached to and delivered
by the exploit. An exploit carries the payload in its backpack when it break into the system and

then leaves the backpack there.

With the help of payload, you can upload and download files from the system, take
screenshots, and collect password hashes. You can even take over the screen, mouse, and
keyboard to fully control the computer.

To generate payloads, first select a payload using the command:
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Command Prompt

msf > use windows/shell reverse tcp

msf payload(shell_reverse_tcp) > generate -h

Usage: generate J[options]

Generates a payload.

OPTIONS:
-b <opt>

-e <opt>

Thelistof characters to avoid:,\x00\x ff’

The nameof the encoder module to use.

-h Help banner.

-0 <opt> A comma separated list of options in

-s <opt>

-t <opt>

VAR=VAL form at.
NOPsled length.

Theoutput type: ruby, peri, ¢, or raw.

msf payload(shell reverse tcp) >

Module 12 Page 1661

FIGURE 12.23: Metasploit Payload Module
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Metasploit Auxiliary Module  CEH

J Metasploit's auxiliary modules can be used to perform arbitrary, one-
off actions such as port scanning, denial of service, and even fuzzing

J To run auxiliary module, either use the run command, or use the
exploit command

Command Prompt

msf > use dos/windows/smb/ms06_035 mai lslot

mst auxiliary(ms06_035 mailslot) > set RHOST 1.2.3.4
RHOST => 1.2.3.4

msf auxiliary(ms06_035 mailslot) > run

[*] Mangling the kermel, two bytes at a time...
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Metasploit Auxiliary Module

Metasploit's auxiliary modules can be used to perform arbitrary, one-off actions such
as port scanning, denial of service, and even fuzzing. To run auxiliary module, either use the run

command or use the exploit command.
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Metasploit NOPS Module CEH

itfciul Nmn

NOP modules generate a no-operation instructions used for blocking out buffers
Use generate command to generate a NOP sled of an arbitrary size and display it in a given format
OPTIONS:

-b <opt>: The list of characters to avoid: "\xOO\xff"

-h: Help banner.

-s <opt>: The comma separated list of registers to save.

-t <opt>: The output type: ruby, peri, c, or raw

msf nop(opty2)>

. Togenerate a 50 byte NOP sled that is displayed as a
Generates a NOP sled of a given length ¢ Y play

C-style buffer, run the following command:

& Command Prompt O Command Prompt
msf nop(opty2) > generate -t c 50
>
msf use X86/Opty2 unsigned char buf[] —
msf nop(opty2) > generate -h "\xf5\x3d\x05\xI5\xf8\x67\xba\x7d\x08\xd6\x6

6\x9f\xb8\x2d\xb6"

Mx24\xbe\xbN\x3f\x43\xld\x93\xb2\x37\x35\x8
4\xd5\x14\x40\xb4"

"\xb3\x41\xb9\x48\x04\x99\x46\xa9\xb0\xb7\x2
fAxfd\x96\x4a\x98"

n\x92\xb5\xd4\x4f\x91";
msf nop(opty2) >

Usage: generate [options] length
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Metasploit NOPS Module

Metasploit NOP modules are used to generate no operation instructions that can be
used for padding out buffers. The NOP module console interface supports generating a NOP

sled of an arbitrary size and displaying it in a given format.

options:
-b <opt> The list of characters to avoid: ?2\x00\xff?
-h Help banner.
-s <opt> The comma separated list of registers to save.
-t <opt> The output type: ruby, peri, ¢, or raw.

Generates a NOP sled of a given length
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To generate a 50-byte NOP sled that is displayed as a C-style buffer, run the following

command:

msf nop(opty2) > generate -t c 50

unsigned char buf[] =
"\xf5\x3d\x05\xI5\xf8\x67\xba\x7d\x08\xd6\x6
6\x9f\xb8\x2d\xbh6"

"\x24\xbe\xbI\x3f\x43\x1d\x93\xb2\x37\x35\x8
A\xd5\x14\x40\xb4"

"\xb3\x41\xb9\x48\x04\x99\x46\xa9\xb0\xb7\x2
fixfd\x96\x4a\x98"

"\x92\xb5\xd4\x4f\x91";
msf nop(opty2) >

Figure 12.25: Metasploit NOPS Module
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Webserver Attack Tools: Wfetch | CEH

WFetch allows attacker to fully customize an HTTP request and send it to a Web server to see the raw HTTP request and

response data

It allows attacker to test the performance of Web sites that contain new elements such as Active Server Pages (ASP) or

wireless protocols

wfeicfi - wtetcni

He Bt Vv Wiw Hp

fol

Verb: [GET 'u host [localHost

PathY

Authentcation ComecfcOT

fifth.  Anonymous _d Cornsct

Qoirah. Qpher  *daJjt
Gentceil:

Popwd: I Pasy

Log Output [Last Status: 500 Internal Server Error;

£> started....

O Puny: WWWConnecfcCtose("","

© closed source port: 7i98\r\n
k'VWWConnectiConnectl 'locaihost '80")\n

QrEn

Ala
ﬂ]lﬂedmﬂ } forfe

1_coJ

Irace
P R»x

P Reu«

Hpfwrncton
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Web Server Attack Tools: Wfetch

Source: http://www.microsoft.com

W fetch is a graphical user-interface aimed at helping customers resolve problems related to

the browser interaction with Microsoft's

IIS web server. It allows a client to reproduce a

problem with a lightweight, very HTTP-friendly test environment. It allows for very granular
testing down to the authentication, authorization, custom headers, and much more.
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wfetch ~Wretchl
£le ednt yiew Window Help
iy O £ &
Wretchl SSm
Advanced Request
yest> |GET Host  [k>ca»x>st j.Eort |drfa”» j-dver 11 2\ Dissbled =N foH
Path: |/
Ajthertcation Connection
Go' |

Auth I/Vionymoos Connect  http ~NJ 2

Trans g -
Coman | Cipher defaul -

R? Raw
User | Ckentcert none >J

r Socket
Pajswd | r  Projy taproxy ~80 P Reuse
Log Output [Last Status: SO0 Internal Server Error]
~» started....
O Proxy; WWW(Connect::Close(” ,"80")\n
£ closed source port 7398\r\n
4) WWWConnect::ConnectClo<alhost".8"<r)\n
0 >=7]:1[80\n
Ready NUM

Figure 12.26: Wfetch Screenshot

Module 12 Page 1666 Ethical Hacking and Countermeasures Copyright © by EC-COUNCil
All Rights Reserved. Reproduction is Strictly Prohibited.



Ethical Hacking and Countermeasures Exam 312-50 Certified Ethical Hacker
Hacking W ebservers

Web Password Cracking Tool: Brutus

Source: http://www .hoobie.net

Brutus is a remote password cracker's tool. It is available for Windows 9x, NT. and 2000, there
is no UNIX version available, although it is a possibility at some point in the future. Brutus was

written originally to help check routers for default and common passwords.
Features
© HTTP (Basic Authentication)

e HTTP (HTML Form/CGI)

e POP3
e FTP
e SMB
© Telnet

© Multi-stage authentication engine
0 No user name, single user name, and multiple user name modes

0 Password list, combo (user/password) list and configurable brute force modes
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Load and resume position

®© ©6 © © © O o
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Highly customizable authentication sequences

Import and Export custom authentication types as BAD files seamlessly
SOCKS proxy support for all authentication types

User and password list generation and manipulation functionality
HTML Form interpretation for HTML Form/CGIl authentication types

Error handling and recovery capability inc. resume after crash/failure

Brutus - AET2 ~ wwwwv.hoobie.net/brutus - (January2000) 117 .0 *

Hle lools Help
Target [100017
Connection Options
Port [80 Connections *0' T (

HTTP (Basic) Options

Method |HEAD [»] & Ke'pAWe

Authentication Options
w  Use Username I-  Single Usei

User Fte  Jusers txt Browse |
Positive Authentication Resiits
Target

100017/ HTTP (Basic Auth)
100017/ HTTP (Basic Auth)

Located and installed 1 authentication ptug-ns
Initiafcng
Target 10.0.0.17 verified
Opened user file contarmg 6 users
Opened password file containing 818 Passwords
Meximum number of authentication attempts wi be 4906
_El_ng ng tﬁrﬁﬁt 10.0.0.17 with HTTP (Basic Auth)

»)

Type |[HTTP (BasicAuth) j*J Start Clear

Trneout rj- 10 " r U*Ptoxy Drinc |

Pass Mode [W(H List

[words bd Browse |
Usemame Password
adran academic
backup
Throttle

Figure 12.27: Brutus Screenshot
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Web Password Cracking Tool:

THC-Hydra CEH

Urtifwd ilhiul  1UtbM

m A very fast network logon cracker that support many different services

g | Xda

Target Passwords Tuning Spedific Start Target Passwords Tuning Spedific Start
Terget Outputn 2011 Hauser/THCS: David Mecigjak- for | J
® SrgeTarget Hydrav7.1 (92011 byven ejak- for legel purpases

p //vW\wtm org/thc hydra) startingat 2012-10-2117:01:09
ne:/usr/bi ra-S -V -d4 Admi nlstrator P/home/ ~\Des

tade,lserva’ 4logintries ~1t
DAT attacki sefvloerog %4) 1y pertask

IZEB_Q rad\nrg 1&1&

Gk attack Tie: 1330819069
Qptions: mode 159l 1 restore O showAtt tads4rmxpse*
Erarsg?tuveggttar 162}ﬁnst‘radl(i)qéodo al 41thO4 seatO

1 ip 19 163168, 1 NoWpass_nc
deb TaskO*p|d0 active 0 redo O current_login_ptr ﬂg curent, pass.

Q Target List

C Prefer IP6

Protocal rdp

C *m*m

Qouty i Task 1 pidO adtive 0 redoO current_login_pir curentj>ass
- e e e
debt ive O r curm n e
&Uesi [ BeVerbose \/\Nlﬁ rdp senversoftendon't like meny o ions, use-t 1or T4tor
etadsdeﬂredthanlogn’p@ pairs exist. Tesksreduced to

d1|d'Ogot target Osdeded
0 ShowAttenpts © Deug DEBU3 headnofi] active 0

Sart Sop 1Save Qutput Qear Qutput

hydra-Sv-V d -4 Administrator -P/home/ M«od%
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hydra-S-v-V d-lAdministrator-P/home/  /Desktop/pass 116192.16..

/| * Web Password Cracking Tool: THC-Hydra

Source: http://www .thc.org

THC-Hydra is used to check for weak passwords. This tool is a brute force tool that is used by
attackers as well as administrators. Hydra can automatically crack email passwords and gain
access to routers, Windows systems, and telnet or SSH protected servers.
network logon cracker that supports many different services.

It is a very fast
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O O0® xHydra

Target Passwords Tuning Specific Start
Target

192.168.168.1
O Target List
O Prefer IPV6
Port

Protocol rdp

Output Options

Use SSL

hydra -S-v-V-d -l Administrator -P/home/ /Desktop/pass -t 16192.16.

% xHydra

Target Passwords Tuning Specific Start

Output
Hydra v7.1 (c)2011 by van Hauser/THC & David Maciejak ~for legal purposes \]

Hydra (http://www.thc.org/thc-hydra) starting at 2012-10-21 17:01:09
[DEBUG] cmdline:/usr/bin/hydra -S-v-V -d -l Administrator-P/home/ »7Des
[DATA] 4 tasks, 1server, 4 login tries (l:1/p:4), ~1 try per task

[DATA] attacking service rdp on port 3389

[VERBOSE] Resolving addresses...

[DEBUG] resolving 192.168.168.1

done

[DEBUG] Code: attack Time: 1350819069

[DEBUG] Options: mode 1 ssl 1 restore 0 showAttempt 1 tasks 4 max_use <
[DEBUG] Brains: active 0 targets 1 finished 0 todo_all4 todo4 sentO founc
[DEBUG] Target 0 -target 192.168.168.1 ip 192.168.168.1 loginno & passnc
[DEBUG] Task 0-pid 0 active 0 redoO current_login_ptr (null) current_pass_
[DEBUG]Task 1-pid 0 active0 redoO current_login_ptr(null) current_pass
[DEBUG]Task2 -pidO activeO redoO current_login_ptr(null) current_pass_
[DEBUG]Task3-pid 0 activeO redoO current_login_ptr(null) current_pass
[WARNING] rdp servers often don't like many connections, use-t 1or-t4tor
[VERBOSE] More tasks defined than login/pass pairs exist. Tasks reduced to
[DEBUG] head_no[0] active 0

[DEBUG] child 0 got target 0 selected

[DEBUG] head_no[1] active 0

hydra-S-v-V-d-1 Administrator-P/home/  'Desktop/pass-t 16 192.16...

Figure 12.28: THC-Hydra Screenshot
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Web Password Cracking Tool: EH
Internet Password Recovery Toolbox

Internet Password Recovery
Toolbox recovers passwords for
Internet browsers, email clients,
instant messengers, FTP clients,
network and dial-up accounts

http;//www.rixlercom

Copyright © by ec-cancit. Al Rights Reserved. Reproduction is Strictly Prohibited.

Web Password Cracking Tool: Internet Password
Recovery Toolbox

Source: http://www.rixler.com

Internet Password Recovery Toolbox is a comprehensive solution for recovering passwords for
Internet browsers, email clients, nstant messengers, and FTP slients, It can cover network and
dial-up accounts and can be used in the whole area of Internet communication links. This
program offers instantaneous password recovery capabilities for almost every Internet
application you expect it to provide: you name it, the program has it.
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Module Flow CEH
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M odule Flow

So far, we have discussed web server concepts, techniques used by attackers, attack
methodology, and tools that help in web server. All these concepts help in breaking into the
web server or compromising web server security. Now it's time to discuss the countermeasures
that help in enhancing the security of web servers. Countermeasures are the practice of using
multiple security systems or technologies to prevent intrusions. These are the key

components for protecting and safeguarding the web server against web server intrusions.

1 Webserver Concepts Webserver Attacks
Attack Methodology n Webserver Attack Tools
n Webserver Pen Testing AN N Webserver Security Tools

my Patch Management —=-» Counter-measures
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This section highlights web server countermeasures that protect web servers against various

attacks.
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Countermeasures: Patches and

Updates

Scan for existing vulnerabilities, patch,
and update the server software
regularly

Apply all updates, regardless of their type
on an "as-needed" basis

Ensure that service packs, hotfixes, and
security patch levels are consistent on all
Domain Controllers (DCs)

Have a back-out plan that allows the
system and enterprise to return to their
original state, prior to the failed
implementation

CEH

Urtifwd ilhiul  1UtbM

Before applying any service pack, hotfix, or
security patch, read and peer review all
relevant documentation

Test the service packs and hotfixes on a
representative non-production environment
prior to being deployed to production

Ensure that server outages are scheduled
and a complete set of backup tapes and
emergency repair disks are available

Schedule periodic service pack upgrades as
part of operations maintenance and never
try to have more than two service packs
behind
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C ounterm easures P atches and Updates

The following are a few countermeasures that can be adopted to protect web servers

against various hacking techniques:
Scan for existing vulnerabilities and patch and update the server software regularly.
Apply all updates, regardless of their type, on an "as-needed" basis.

Ensure that service packs, hotfixes, and security patch levels are consistent on all
Domain Controllers (DCs). Ensure thatserver outages are scheduled and a complete set

of backup tapes and emergency repairdisks are available.

© Have a back-out plan that allows the system and enterprise to return to their original

state, prior to the failed implementation.

© Before applying any service pack, hotfix, or security patch, read and peer review all

relevant documentation.

© Test the service packs and hotfixes on a representative non-production environment

prior to being deployed to production.

© Ensure that server outages are scheduled and a complete set of backup tapes and

emergency repair disks are available.

© Schedule periodic service pack upgrades as part of operations maintenance and never

try to have more than two service packs behind.
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Countermeasures: Protocols CEH

(sitifwd 1 1IMUI IMDIM

Block all unnecessary ports, Internet Control Message Protocol (ICMP) traffic, and
unnecessary protocols such as NetBIOS and SMB

Harden the TCP/IP stack and consistently apply the latest software patches and
updates to system software

9 If using insecure protocols such as Telnet, POP3, SMTP, FTP, take appropriate measures to
provide secure authentication and communication, for example, by using IPSec policies

S If remote access is needed, make sure that the remote connection is secured properly,
by using tunneling and encryption protocols

S Disable WebDAV if not used by the application or keep secure if it is required

Copyright © by EG-G(IlIICil. All Rights Reserved. Reproduction is Strictly Prohibited.

Counterm easures: Protocols

The following are the some measures that should be applied to the respective

protocols in order to protect web servers from hacking:

© Block all unnecessary ports, Internet Control Message Protocol (ICMP) traffic, and
unnecessary protocols such as NetBIOS and SMB.

Q Harden the TCP/IP stack and consistently apply the latest software patches and updates
to the system software.

0 If using insecure protocols such as Telnet, POP3, SMTP, or FTP, take appropriate
measures to provide secure authentication and communication, for example, by using
IPSec policies.

© If remote access is needed, make sure that the remote connection is secured properly,
by using tunneling and encryption protocols.

Q Disable WebDAYV if not used by the application or keep secure if it is required.

Module 12 Page 1676 Ethical Hacking and Countermeasures Copyright © by EG-COUNQI

All Rights Reserved. Reproduction is Strictly Prohibited.



Ethical Hacking and Countermeasures Exam 312-50 Certified Ethical Hacker
Hacking Webservers

Countermeasures: Accounts CEH

Remove all unused modules and application extensions

Disable unused default user accounts created during installation of an operating system

When creating a new web root directory, grant the appropriate (least possible) NTFS permissions to
the anonymous user being used from the lISweb server to access the web content

Eliminate unnecessary database users and stored procedures and follow the principle of least
privilege for the database application to defend against SQL query poisoning

Use secure web permissions, NTFS permissions, and .NET Framework access control
mechanisms including URL authorization

Slow down brute force and dictionary attacks with strong password policies, and then audit
and alert for logon failures

Run processes using least privileged accounts as well as least privileged service and user
accounts
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C ountermeasures: Accounts

;i The following isthe list of account countermeasures for hacking web servers:

Q Remove all unused modules and application extensions.

© Disable unused default user accounts created during installation of an operating system.

© When creating a new web root directory, grant the appropriate (least possible) NTFS
permissions to the anonymous user being used from the IIS web server to access the
web content.

Q Eliminate unnecessary database users and stored procedures and follow the principle of
least privilege for the database application to defend against SQL query poisoning.

© Use secure web permissions, NTFS permissions, and .NET Framework access control
mechanisms including URL authorization.

© Slow down brute force and dictionary attacks with strong password policies, and then
audit and alert for logon failures.

Q Run processes using least privileged accounts as well as least privileged service and user
accounts.
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Countermeasures: Files and -
Directories c e

Eliminate unnecessary files Disable serving of directory
within the .jar files listings

Eliminate the presence of non web

Eliminate sensitive configuration files such as archive files, backup
information within the byte code files, text files, and header/include
files

Avoid mapping virtual directories

: Disable serving certain file types
between two different servers, or

by creating a resource mapping
over a network

Monitor and check all network Ensure the presence of web
services logs, website access logs, \  application or website files and
database server logs (e.g., Microsoft scripts on a separate partition or
SQL Server, MySQL, Oracle) and OS drive other than that of the operating

logs frequently system, logs, and any other system files
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Counterm easures: Files and D irectories

— The following is the list of actions that should be taken against files and directories in

order to protect web servers from hacking:
Q Eliminate unnecessary files within.jar files.
© Eliminate sensitive configuration information within the byte code.
© Avoid mapping virtual directories between two different servers or over a network.

© Monitor and check all network services logs, website access logs, database server logs

(e.g., Microsoft SQL Server, MySQL, Oracle), and OS logs frequently.
© Disable serving of directory listings.

© Eliminate the presence of non-web files such as archive files, backup files, text files, and

header/include files.
© Disable serving certain file types by creating a resource mapping

© Ensure the presence of web application or website files and scripts on a separate
partition or drive other than that of the operating system, logs, and any other system

files

Module 12 Page 1678 Ethical Hacking and Countermeasures Copyright © by EG-COUNGI
All Rights Reserved. Reproduction is Strictly Prohibited.



Ethical Hacking and Countermeasures Exam 312-50 Certified Ethical Hacker
Hacking Webservers

How to Defend Against Web

Server Attacks CEH

X Audit the ports on server regularly to ensure that an insecure or unnecessary service
is not active on your web server

Limit inbound traffic to port 80 for HTTP and port 443 for HTTPS (SSL)

£ Encrypt or restrict intranet traffic

s Ensure that certificate data ranges are valid and that certificates are used for their
intended purpose

S Ensure that the certificate has not been revoked and certificated public key is valid
all the way to atrusted root authority

S Ensure that protected resources are mapped to HttpForbiddenHandler and
unused HttpModules are removed

S Ensure that tracing is disabled ctrace enable="false"/> and debug compiles are
turned off

0 Implement secure coding practices to avoid source code disclosure and input validation attack

0 Restrict code access security policy settings to ensure that code downloaded from the Internet
or Intranet have no permissions to execute

s Configure lISto reject URLs with to prevent path traversal, lock down system commands
and utilities with restrictive access control lists (ACLs), and install new patches and updates
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H ow to Defend A gainst W eb Server Attacks

The following are the various ways to defend against web server attacks:

I mn Ports

m |1

unnecessary service is not active on your web server.

9 Audit the ports on the server regularly to ensure that an insecure or

© Limit inbound traffic to port 80 for HTTP and port 443 for HTTPS (SSL).

© Encrypt or restrict intranet traffic.

5L Server Certificates

0 Ensure that certificate data ranges are valid and that certificates are used for their

intended purpose.

Q Ensure that the certificate has not been revoked and certificate's public key is valid all

the way to atrusted root authority.
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M achine.config

© Ensure that protected resources are mapped to HttpForbiddenHandler and unused
HttpModules are removed.

6 Ensure that tracing is disabled ctrace enable="false"/> and debug compiles are turned
off.

Code Access Security

© Implement secure coding practices to avoid source code disclosure and input validation
attack.

9 Restrict code access security policy settings to ensure that code downloaded from the
Internet or intranet has no permissions to execute.

© Configure IIS to reject URLs with to prevent path traversal, lock down system
commands and utilities with restrictive access control lists (ACLs), and install new
patches and updates.
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©

How to Defend Against Web CEM
Server Attacks (Gatd

I1ISLockdown

Use the lISLockdown tool, which reduces the vulnerability of a Windows 2000 Web server. It
allows you to pick a specific type of server role, and then use custom templates to improve

security for that particular server

lISLockdown installs the URLScan ISAPI filter allowing website administrators to restrict the kind of
HTTP requests that the server can process, based on a set of rules the administrator controls,
preventing potentially harmful requests from reaching the server and causing damage

Disable the services running with least-privileged accounts
Disable FTP, SMTP, and NNTP services if not required

Disable the Telnet service

Switch off all unnecessary services and disable them, so that nexttime when the server is rebooted,
they are not started automatically. This also gives an extra boost to your server performances, by

freeing some hardware resources
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H ow to Defend A gainst W eb Server Attacks (C ont’'d)
II'SLockdown

[ISLockdown restricts anonymous access to system utilities, as well as having the ability
to write to web content directories. To do this, |ISLockdown creates two new local
groups called web anonymous users and web applications, and then it adds deny access
control entries (ACEs) for these groups to the access control list (ACL) on key utilities
and directories. Next, IISLockdown adds the default anonymous Internet user account
(IUSR_MACHINE) to Web Anonymous Users and the IWAM_MACHINE account to Web
Applications. It disables Web Distributed Authoring and Versioning (WebDav) and
installs the URLScan ISAPI filter.

Use the IISLockdown tool, which reduces the vulnerability of a Windows 2000 web
server. It allows you to pick a specific type of server role, and then use custom
templates to improve security for that particular server.

[ISLockdown installs the URLScan ISAPI filter, allowing website administrators to restrict
the kind of HTTP requests that the server can process, based on a set of rules the
administrator controls, preventing potentially harmful requests from reaching the
server and causing damage.
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Services
Q Disable the services running with least-privileged accounts.

Disable FTP, SMTP, and NNTP services if not required.

Disable Telnet service.

© O ©

Switch off all unnecessary services and disable them, so that the next time the server is
rebooted, they are not started automatically. This also gives an extra boost to your

server performance, by freeing some hardware resources.

Module 12 Page 1682 Ethical Hacking and Countermeasures Copyright © by EG-COUNGI
All Rights Reserved. Reproduction is Strictly Prohibited.



Ethical Hacking and Countermeasures Exam 312-50 Certified Ethical Hacker
Hacking Webservers

How to Defend Against Web £l
Server Attacks (catd

Registry Auditing and Logging
Apply restricted ACLs and block Enable a minimum level of
remote registry administration auditing on your web server and
Secure the SAM (Stand-alone use NTFS permissions to protect
Servers Only) the log files
Shares Script Mappings
Remove all unnecessary file shares Remove all unnecessary IIS
including the default administration script mappings for optional file
shares if they are not required extensions to avoid exploiting
Secure the shares with restricted any bugs in the ISAPI extensions
NTFS permissions that handle these types of files
IIS Metabase Sites and Virtual Directories
Ensure that security related settings are Relocate sites and virtual directories to
configured appropriately and access to the non-system partitions and use IS Web
metabase file is restricted with hardened permissions to restrict access
NTFS permissions ISAPI Filters
Restrict banner information returned by IIS Remove unnecessary ISAPI filters

from the Webserver
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H ow to Defend A gainst W eb Server Attacks (C ont’'d)
© Registry
© Apply restricted ACLs and block remote registry administration.
© Secure the SAM (Stand-alone Servers Only).
© Share

© Remove all unnecessary file shares including the default administration shares if
they are not required.

© Secure the shares with restricted NTFS permissions.
© IIS Metabase

© Ensure that security-related settings are configured appropriately and access to the
metabase file is restricted with hardened NTFS permissions.

© Restrict banner information returned by IIS.
© Auditing and Logging

© Enable a minimum level of auditing on your web server and use NTFS permissions to
protect the log files.
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6 Script Mappings

0 Remove all unnecessary IIS script mappings for optional file extensions to avoid
exploiting any bugs in the ISAPI extensions that handle these types of file.

© Sites and Virtual Directories

© Relocate sites and virtual directories to non-system partitions and use IIS Web
permissions to restrict access.

€ ISAPI Filters

© Remove unnecessary ISAPI filters from the web server.
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How to Defend Against Web

Server Attacks (@Gatd CEH

Do use a dedicated
machine asaweb
server

Do physically protect
the Webserver machine

1 Do not connect an IS
' Server to the Internet

Create URL mappings
to internal servers

cautiously

Use server side session
ID tracking and match

in asecure machine room 3 until it is fully hardened

Do not allow anyone to
locally log on to the

connections with time machine except for

stamps, IP addresses, etc. the administrator

Limit the server
functionality in order to
support the web
technologies that are
going to be used

If a database server, such Use security tools provided Do configure a separate

/' as Microsoft SQL Server, is with web server software
to be used as a backend and scanners that automate

database, install it on a ]and make the process of

separate server securing aweb server easy

anonymous user account
for each application, if you
host multiple web |
applications L
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H ow to Defend A gainst W eb Server Attacks (C ont’'d)

1111
The following is a list of actions that can be taken to defend web servers from various
kinds of attacks:
© Create URL mappings to internal servers cautiously.

© If a database server such as Microsoft SQL Server is to be used as a backend database,
install it on a separate server.

© Do use adedicated machine as a web server.
© Don't install the IIS server on a domain controller.

© Use server-side session ID tracking and match connection with time stamps, IP address,
etc.

© Use security tools provided with the web server and scanners that automate and make
the process of securing a web server easy.

© Screen and filter the incoming traffic request.
© Do physically protect the web server machine in a secure machine room.

© Do configure a separate anonymous user account for each application, if you host

multiple web applications.
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Q Do notconnect an IIS Server to the Internet until it is fully hardened.

© Do not allow anyone to locally log on to the machine except for the administrator.

© Limitthe server functionality in order to supportthe web technologies that are going to

be used.
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How to Defend against HTTP R esponse

EH

S plitting and W eb Cache Poisoning

Server Admin Application Developers Proxy Servers
« Use latest web server 9 Restrict web application »  Avoid sharing incoming TGP
software access to unique Ips connections among different
] ) clients
« Regularly update/patch « Disallow carriage return ] )
OS and Webserver (960d or \r) and line feed a Use different TCP connections
(%0a or \n) characters with the proxy for different
© Run web Vulnerability virtual hosts
Scanner » Comply to RFC2616 L
specifications for HTTP/1.1 8  Implement "maintain request

host header" correctly
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H ow to Defend againstHTTP Response S plitting and
W eb Cache P oisoning

The following are the measures that should be taken in order to defend against HTTP response

splitting and web cache poisoning:

e Server Admin
© Use latest web server software
© Regularly update/patch OS and web server
© Run web vulnerability scanner

© Application Developers
© Restrict web application access to unique IPS
© Disallow carriage return (%0d or \r) and line feed (%0a or \n) characters
© Comply to RFC 2616 specifications for HTTP/1.1

© Proxy Servers
© Avoid sharing incoming TCP connections among different clients

© Use different TCP connections with the proxy for different virtual hosts

© Implement "maintain request host header" correctly
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M odule Flow

Developers always try to find the bugs in the web server and try to fix them. The bug
fixes are released in the form of patches. These patches provide protection against known
vulnerabilities. Patch management is a process used to ensure that the appropriate patches are

installed on a system and help fix known vulnerabilities.

Webserver Concepts Webserver Attacks
Attack Methodology Webserver Attack Tools
« \
Webserver Pen Testing i ) Webserver Security Tools
Patch Management = Counter-measures
—

This section describes patch management concepts used to fix vulnerabilities and bugs in the

web servers in order to protect them from attacks.
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Patches and Hotfixes CEH

Urtiffetf  itkNjl  IUilwt

A patch is a small piece of software designed to A patch can be considered as
fix problems, security vulnerabilities, and bugs arepair job to a programming
and improve the usability or performance of a problem

computer program or its supporting data

Hotfixes are an update to fix a Users may be notified Hotfixes are sometimes
specific customer issue and through emails or through packaged as a set of fixes
not always distributed outside the vendor's website called acombined hotfix
the customer organization or service pack

Copyright © by EG-G(IlIICil. All Rights Reserved. Reproduction is Strictly Prohibited.

P atches and Hotfixes

A patch is a program used to make changes in the software installed on a computer.
Patches are used to fix bugs, to address the security problems, to add functionality, etc. A patch
is a small piece of software designed to fix problems, security vulnerabilities, and bugs and
improve the usability or performance of a computer program or its supporting data. A patch

can be considered a repairjob to a programming problem.

A hotfix is a package that includes various files used specifically to address various problems of
software. Hotfixes are used to fix bugs in a product. Users are updated about the latest hotfixes
by vendors through email or they can be downloaded from the official website. Hotfixes are an
update to fix a specific customer issue and not always distributed outside the customer
organization. Users may be notified through emails or through the vendor's website. Hotfixes

are sometimes packaged as a set of fixes called a combined hotfix or service pack.
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What Is Patch Management? CEH

J "Patch management isa process used to ensure that the appropriate patches are installed on a
system and help fix known vulnerabilities"

An automated patch management process:

Maintain: Subscribe to
get notifications about
vulnerabilities as they are
reported

Detect: Use tools to
detect missing
security patches

Assess: Asses the issue(s)
and its associated severity by
mitigating the factors that
may influence the decision

Deploy: Deploy the patch to
the computers and make sure
the applications are not affected

Test: Install the patch first

on atesting machine to Acquire: Download the
verify the consequences of patch for testing
the update
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W hatls Patch M anagement?

"

\ According to http://searchenterprisedesktop.techtarget.com, patch management is
an area of systems management that involves acquiring, testing, and installing multiple patches

(code changes) to an administered computer system. It involves the following:
© Choosing, verifying, testing, and applying patches
© Updating previously applied patches with current patches
© Listing patches applied previously to the current software
© Recording repositories, or depots, of patches for easy selection
© Assigning and deploying the applied patches

1. Detect: It is very important to always detect missing security patches through proper
detecting tools. If there is any delay in the detection process, chances of malicious attacks

are very high.

2. Assess: Once the detection process is finished it is always better to assess various issues
and the associated factors related to them and better to implement those strategies where

issues can be drastically reduced or eliminated.

3. Acquire: The suitable patch required to fix the issues has to be downloaded.
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4. Test: It is always suggested to first install the required patch on to the testing system rather

than the main system as this provides a chance to verify the various consequences of

updating.

5. Deploy: Patches are to be deployed into the systems with utmost =, so no application of
the system is affected.

6. Maintain: It is always useful to subscribe to get notifications about various possible

vulnerabilities as they are reported.
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ld e ntifying A ppropriate Sources for

CEH

Updates and P atches

First make a patch management plan that fits the operational environment and
business objectives

Find appropriate updates and patches on the home sites
ofthe applications or operating systems' vendors

The recommended way of tracking issues
relevant to proactive patching isto register
to the home sites to receive alerts
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ld entifying Appropriate Sources for Updates and

-i'
S P atches

It isvery important to identify the appropriate source for updates and patches. You should take

care of the following things related to patch management.

© Patch management that suits the operational environment and business objectives

should be properly planned.

© Find appropriate updates and patches on the home sites of the applications or operating

systems' vendors.

© The recommended way of tracking issues relevant to proactive patching is to register to

the home sites to receive alerts.
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Installation of a Patch CEH

0 J Users can access and install security patches via the

5 World Wide Web

Patches can be installed in two ways
Manual Installation

In this method, the user has to
download the patch from the
vendor and fix it

Automatic Installation

In this method, the applications
use the Auto Update feature to
update themselves ,Woww
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In stallation ofa P atch

You should search for a suitable patch and install it from Internet. Patches can be

installed in two ways:
Manual Installation

In the manual installation process, the user downloads the suitable patch from the vendor and

fixes it.
Automatic Installation

In automatic installation, the applications, with the help of the auto update feature, will get

updated automatically.
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Im plem entation and V erification of a

S ecurity Patch or Upgrade

Before installing any patch verify the source

/ Use proper patch management program to validate files versions
% and checksums before deploying security patches

The patch managementtool must be able to monitor the patched <
systems

The patch managementteam should check for updates and
patches regularly
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Im plem entation and V erification ofa S ecurity P atch

or Upgrade

You should be aware of a few things before implementing a patch. The following things should

be kept in mind:

© Before installing any patch source, it should be properly verified. Use a proper patch
management program to validate file versions and checksums before deploying security
patches.
0 The patch management team should check for updates and patches regularly. A patch
management tool must be able to monitor the patched systems.
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P atch M anagementTool: M icrosoft

B aseline S ecurity Analyzer (MBS A)

J  Microsoft Baseline Security Analyzer (MBSA) checks for available updates to the operating system, Microsoft .
Data Access Components (MDAC), MSXML (Microsoft XML Parser), .NET Framework, and SQL Server t

J Italso scans a computer for insecure configuration settings

Microsoft Baseline Security Analyzer 2.2 II'!°m
P ~ " Baseline Security Analyzer

Report Details for WORKGROUP - WIN-MSSELCK4K41 (2012-10-12 10:28:06)

! inrompfcte Scan (Could not completeare o e requested checks)

(onHMtfnumr VRGOBWINGB Q<K

IP Address: 19254103138

S« «T report FCRGROPIANAESQICMMI (10122012 102BAV)
van darr 101272012 10284V

Suntd nfth H8SA version: 2221700

varty A catalog:
Sett Ooo v
Svtunty llpdj(ms Sun Rm1R%

Offc Soarty  Nefearit? 4xilU; a

http://www .microsoft.com
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P atch M anagement Tool: M icrosoft Baseline S ecurity

*S A A nalyzer (M BSA)
Source: http://www.microsoft.com

The Microsoft Baseline Security Analyzer (MBSA) allows you to identify missing security updates
and common security misconfigurations. It is a tool designed for the IT professional that helps
small- and medium-sized businesses determine their security state in accordance with
Microsoft security recommendations and offers specific remediation guidance. Improve your
security management process by using MBSA to detect common security misconfigurations and

missing security updates on your computer systems.
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Microsoft Baseline Security Analyzer 2.2

1 Microsoft
t 1 Baseline Security Analyzer

Report Details for WORKGROUP - WIN-MSSELCK4K41 (2012-10-12 10:28:06)
fl Security assessment:
* Incomplete Scan (Could not complete one or more requested checks.)

Computer name: ORKGROUP\WIN-VBSHL Crakal

IP address: 169.254.103.138

Security report name: WVORKGROUP ~ WIN-VBSELCKAKAL (10-12-2012 10-28 AV)
Scan date: 10/12/2012 10:28 AVi

Scanned with MBSAversion: 2.2.2170.0

Catalog synchronization date:

Security update catalog: Microsoft Update

SortOrder:  Score (worst first) v

Security Update Scan Results

Score  Issue Result

0 Developer No security updates are mssng.
Tools, What was scanned  Resultdetais
Runtimes, and
Redistributables
Security
Updates
Office Secunty ~ Nosecurity updates are mssng.
Updates What was scanned  Resultdetais
SQL Server No security updates are missng.
Security Whatwas scanned  Resultdetais
Updates

A Prntthis report 1Q £opy to <ipboard

g | Previous security report

FIGURE 12.30: Microsoft Baseline Security Analyzer (MBSA)
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Patch Management Tools CEH

(sitifwd 1 tleMJI Nmim

Altiris Client Management
Suite

5 .g  hplwwgnatecam

Prism Patch Manager
/}aam

S MaaS360® Patch Analyzer

GFI L ANguard :
r*n'p:/ am r I Tool

U hip/Mmmees3am

Kaseya Security Patch

Management Sec;lgr;ila}]_CSI
|lIKI/ adimn
hitp/Aninviesaam
ZENworks® Patch Lumension® Patch and
Management Remediation,
hitp/Avivrodl.aom Andunersicnaom
Security Manager Plus VMware vCenter Protect
™ mp/X/W\nmegaagrewn htp/Amnmaaeaam
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P atch M anagement Tools

In addition to MBSA, there are many other tools that can be used for identifying

missing patches, security updates, and common security misconfigurations. A list of patch

managementtools follows:

© Altiris Client Management Suite available at http:// www.svmantec.com
© GFlI LANguard available at http://www.gfi.com
© Kaseya Security Patch Management available at http://www .kaseya.com
© ZENworks® Patch Management available at http://www .novell.com
© Security Manager Plus available at http://www.manageengine.com
© Prism Patch Manager available at http://www.newboundary.com
© MaaS360® Patch Analyzer Tool available at http://www.maas360.com
© Secunia CSI available at http://secunia.com
© Lumension® Patch and Remediation available at http://www .lumension.com
© VMware vCenter Protect available at http://www.vmware.com
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Module Flow CEH
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M odule Flow

Web servers should always be secured in the networked computing environment to
avoid the threat of being attacked. Web server security can be monitored and managed with

the help of web server security tools.

Webserver Concepts Webserver Attacks
a
Attack Methodology © Webserver Attack Tools
'N
r Webserver Pen Testing O Webserver Security Tools
Patch Management m— Counter-measures
' [ [ p—

This section lists and describes various web server security tools.
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Syhunt

Web Application Security r wu
Scanner: Syhunt Dynamic i EN7

J Syhunt Dynamic helps to automate web application security testing and guard organization's
web infrastructure against various web application security threats
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W eb A pplication S ecurity Scanner: Syhunt D ynamic

Source: http://www.syhunt.com

Dynamic helps to automate web application security testing and guard organization's

web infrastructure against various web application security threats.

Features:

Black-Box Testing - Assess the web application security through remote scanning.

Supports any web server platform.

W hite-Box Testing - By automating the process of reviewing the web application's code,

0
Sandcat's code scanning functionality can make the life of QA testers easier, helping
them quickly find and eliminate security vulnerabilities from web applications. Supports
ASP, ASP.NET, and PHP.

Q Concurrency/Scan Queue Support - Multiple security scans can be queued and the
number of threads can be adjusted.

© Deep Crawling - Runs security tests against web pages discovered by crawling a single
URL or a set of URLs provided by the user.

© Advanced Injection ~ Maps the entire website structure (all links, forms, XHR requests,
and other entry points) and tries to find custom, unique vulnerabilities by simulating a
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wide range of attacks/sending thousands of requests (mostly GET and POST). Tests for

SQL Injection, XSS, File Inclusion, and many other web application vulnerability classes.

© Reporting - Generates a report containing information about the vulnerabilities. After
examining the application's response to the attacks, if the target URL is found
vulnerable, it gets added to the report. Sandcat's reports also contain charts, statistics
and compliance information. Syhunt offers a set of report templates tailored for

different audiences.

© Local or Remote Storage - Scan results are saved locally (on the disk) or remotely (in the
Sandcat web server). Results can be converted at any time to HTML or multiple other

available formats.

© In addition to its GUI (Graphical User Interface) functionalities, Syhunt offers an easy to

use command-line interface.
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FIGURE 12.31: Syhunt Dynamic Screenshot
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W eb Application Security Scanner:

EH

N -Stalker Web Application Security Scanner

N-Stalker isa WebApp Security Scanner to search for vulnerabilities such as SQL injection,

XSS, and known attacks A
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W eb A pplication S ecurity Scanner: N -Stalker W eb

A pplication S ecurity Scanner

Source: http://www.nstalker.com

N-Stalker Web Application Security Scanner is a web security assessment solution for your web
applications. It is a security assessment tool that incorporates N-stealth HTTP security scanner.

It searches for vulnerabilities such as SQL injection, XSS, and known attacks. It helps in

managing the web server and web application security. This security tool is used by developers,
system/security administrators, IT auditors, and staff.
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m " » )» N-Stalker Web Application Security Scanner 2012 - Free Edition
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FIGURE 12.32: -Stalker Web Application Security Scanner
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Web Server Security Scanner:
Wikto

W eb Server Security Scanner: W ikto

Source: http://www.sensepost.com

Wikto is for Windows, with a couple of extra features including fuzzy logic error code checking,
a backend miner, Google-assisted directory mining, and real-time HTTP request/iresponse

monitoring. Wikto is coded in C# and requires the .NET framework.

Wikto may not test for SQL injections, but it is still an essential tool for penetration testers who

are looking for vulnerabilities in their Internet-facing web servers.
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W eb S erver Security Scanner:

CEH

A cunetix W eb V ulnerability S canner Urtiwa  ilhiul 1M

m  Acunetix WV/S checks web applications for SQL injections, cross-site scripting, etc.

m [tincludes advanced penetration testing tools to ease manual security audit processes, and
also creates professional security audit and regulatory compliance reports
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W eb Server Security Scanner: Acunetix W eb

B Vulnerability S canner
Source: http://www.acunetix.com

Acunetix Web Vulnerability Scanner checks web applications for SQL injections, cross-site
scripting, etc. It includes advanced penetration testing tools to ease the manual security audit

processes, and also creates professional security audit and regulatory compliance reports.
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W eb Server M alw are Infection CEH
M o nitoring Tool: HackATIlert
HackAlert

HackAlert™ is a cloud-based service

that identifies hidden zero-day

malware and drive-by downloads in

websites and online advertisements O&0  [ntefDpn | SutIMI aomun” AdMsfiews mas Avriwd

8 Protects clients and customers
from malware injected websites, PAKXEWISK 7t NM <1}
drive by downloads, and malicious
advertising

a ldentifies malware before the
website is flagged as malicious

o Displays injected code snippets to
facilitate remediation \

t* Deploys as cloud-based SaaS or as
aflexible API for enterprise
integration

9 Integrates with WAF or web server

/I X
modules for instant mitigation

http://www.armorize.com
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W eb Server M alw are Infection M onitoring Tool:

H ackAIlert
Source http:// www.armorize.com

HackAlert is a cloud-based service that identifies hidden zero-day malware and drive-by
downloads in websites and online advertisements. Optimizing multiple analysis techniques,
this service identifies injected malware and generates alarms before search engines blacklist
the website. This enables immediate remediation to protect customers, business reputation,
and revenues. It is accessed via either a web-based SaaS interface or a flexible API that

facilitates integration with enterprise security tools.
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W eb Server M alw are Infection M onitoring

Tool: QualysGuard M alware Detection

CEH
NI I N

QualysGuard® Malware Detection Service scans websites for malware infections and threats
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W eb Server M alw are Infection M onitoring Tool:

Q ualysG uard M alw are D etection
Source: http:// www.qualys.com

QualysGuard Malware Detection Service scans websites thoroughly for malware infections
and for avariety of threats. It provides automated alerts and reports that enable you to identify
and resolve the threat. It can also be used to protect the customers of an organization from
malware infections and safeguard their brand reputations, preventing website black listing. It
regularly schedules scanning to monitor websites on an ongoing basis, with email alerts to
quickly notify organizations when infections are discovered. Malware infection details are

provided so that organizations can take quick action to isolate and remove malware.
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W ebserver Security Tools

c Web server Security tools scan large, complex websites and web applications to tackle
web-based vulnerabilities. These tools identify application vulnerabilities as well as site
exposure risk, rank threat priority, produce highly graphical, intuitive HTML reports, and
indicate site security posture by vulnerabilities and threat level. Some of web server security

tools include:
© Retina CS available at http://www .beyondtrust.com
© Nscan available at http://nscan.hypermart.net
© NetlQ Secure Configuration Manager available at http://www .netig.com
© SAINTScanner available at http://www .saintcorporation.com
© HP Weblnspect available at https://download.hpsmartupdate.com
© Arirang available at http://monkey.org
© N-Stealth Security Scanner available at http://www .nstalker.com
© Infiltrator available at http://www .infiltration-systems.com
© WebCruiser available at http://sec4app.com
© dotDefender available at http://www .applicure.com
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Module Flow CEH
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M odule Flow

The whole idea behind ethical hacking is to hack your own network or system in an
attempt to find the vulnerabilities and fix them before a real attacker exploits them system. As
a penetration tester, you should conduct a penetration test on web servers in order to
determine the vulnerabilities on the web server. You should apply all the hacking techniques for
hacking web servers. This section describes web server pen testing tools and the steps involved

in web server pen testing.

RO Webserver Concepts Webserver Attacks
Attack Methodology * Webserver Attack Tools
Webserver Pen Testing AN N Webserver Security Tools
u Patch Management n Counter-measures
=
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Web Server Pen Testing Tool:
CORE Impact® Pro

CORE Impact® Pro is the software
solution for assessing and testing
security vulnerabilities in the
organization:

9 Web Applications
0 Network Systems
e Endpoint systems
e Wireless Networks
a Network Devices
e Mobile Devices

« IPS/IDS and other defenses

W eb Server Pen Testing Tool: CORE Im pact® P ro
Source: http://www.coresecuritv.com

CORE Impact® Pro helps you in penetrating web servers to find vulnerabilities/weaknesses in
the web server. By safely exploiting vulnerabilities in your network infrastructure, this tool
identifies real, tangible risks to information assets while testing the effectiveness of your

existing security investments. This tool is able to perform the following:
© Identify weaknesses in web applications, web servers, and associated databases
© Dynamically generate exploits that can compromise security weaknesses
© Demonstrate the potential consequences of a breach

© Gather information necessary for addressing security issues and preventing data

incidents
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Web Server Pen Testing Tool:
Immunity CANVAS
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W eb Server Pen Testing Tool: Im m unity CANVAS
X — Source: http://www.immunitysec.com

CANVAS is an automated exploitation system, and a comprehensive, reliable exploit
development framework for security professionals and penetration testers. It allows a pen
tester to discover all possible security vulnerabilities on the web server.
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FIGURE 12.38: Immunity CANVAS Screenshot
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Web Server Pen Testing CEH

Web server pen testing is used to identify, analyze, and report vulnerabilities such as authentication weaknesses,
configuration errors, protocol related vulnerabilities, etc. in a web server

The best way to perform penetration testing isto conduct a series of methodical and repeatable tests, and to work
through all of the different application vulnerabilities

Verification of Vulnerabilities

To exploit the vulnerability in
order to test and fix the issue

Why Webserver

Pen Testing?

Remediation of Vulnerabilities Identification of Web Infrastructure
To retest the solution against To identify make, version, and update
vulnerability to ensure that it levels of web servers; this helps in

is completely secure selecting exploits to test for

associated published vulnerabilities
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W eb Server Pen Testing

V , vV, Web server pen testing will help you to identify, analyze, and report vulnerabilities
such as authentication weaknesses, configuration errors, protocol-related vulnerabilities, etc.

in a web server. To perform penetration testing, you need to conduct a series of methodical

and repeatable tests, and to work through all of the different application vulnerabilities.

W hy W eb Server Pen Testing?

Web server pen testing is useful for:

0 Identification of Web Infrastructure: To identify make, version, and update levels of

web servers; this helps in selecting exploits to test for associated published
vulnerabilities.

© Verification of Vulnerabilities: To exploit the vulnerability in order to test and fix the
issue.

© Remediation of Vulnerabilities: To retest the solution against vulnerability to ensure

that itiscompletely secure.
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Web Server Penetration Testing CEH

START

e Webserver penetration testing starts with
collecting as much information as possible
about an organization ranging from its

U physical location to operating environment

Use social engineering techniques to collect
Search open sources inf . h h
f ; information about |nternet, newsgroups' information such as human resources,
o buIIetin boards etc contact details, etc. that may help in
the target ! ! Webserver authentication testing

Use Whois database query tools to getthe
details about the target such as domain
Perform social Social networking, name, IP address, administrative contacts,
engineering dumpster diving Autonomous System Number, DNS, etc.

Note: Refer Module 02: Footprinting and
Reconnaissance for more information
gathering techniques

Query the Whois Whois, Traceroute,
databases Active Whois, etc.

\Y

Document all oJ
information about D1
the target
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in " "1 W eb Server Penetration T esting

Web server penetration testing starts with collecting as much information as possible
about an organization, ranging from its physical location to operating environment. The

following are the series of steps conducted by the pen tester to penetrate web server:
Step 1: Search open sources for information about the target

Try to collect as much information as possible about target organization web server ranging
from its physical location to operating environment. You can obtain such information from the

Internet, newsgroups, bulletin boards, etc.
Step 2: Perform Social engineering

Perform social engineering techniques to collect information such as human resources, contact
details, etc. that may help in web server authentication testing. You can also perform social

engineering through social networking sites or dumpster driving.
Step 3: Query the Whois databases

You can use Whois database query tools such as Whois, Traceroute, Active Whois, etc. to get
details about the target such as domain name, IP address, administrative contacts, Autonomous

System Number, DNS, etc.

Step 4: Document all information about the target
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You should document all the information obtained from the various sources.

Note: Refer Module 02 - Footprinting and Reconnaissance for more information about

information-gathering techniques.
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Web Server Penetration Testing (EH

(Cont'd) (rtifwd | tthed 1Mt

Fingerprint web serverto gather information
Fingerprint Web n USE tOOlS SUCh as such as server name, server type, operating

systems, applications running, etc. using tools
server httprecon, ID Serve
such as ID Serve, httprecon, and Netcraft

't
Use tools such as Crawl website to gather specific types

Crawl website httprint, Metagoofil of information from web pages, such as

email addresses

i1
Enumerate web > Use tools such as Enumer.a!e Webse.rver dire.c!ories to
) ) D Buster extract important information such as
dlreCtO”es Ir web functionalities, login forms etc.
Perform diI’ECtOI'y v Use automated tools Perform dlr.eclory traversal attack to access
. restricted directories and execute commands
traversal attack such as DirBuster

outside of the web server's root directory
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ijp p) W eb Server Penetration Testing (C ont’'d)

hon Step 5: Fingerprint the web server

Perform fingerprinting on the web server to gather information such as server name, server
type, operating systems, applications running, etc. using tools such as ID Serve, httprecon, and
Netcraft.

Step 6: Perform website crawling

Perform website crawling to gather specific information from web pages, such as email

addresses. You can use tools such as httprint and Metagoofil to crawl the website.

Step 7: Enumerate web directories

Enumerate web server directories to extract important information such as web

functionalities, login forms, etc. You can do this by using tool such as DirBuster.
Step 8: Perform a directory traversal attack

Perform a directory traversal attack to access restricted directories and execute commands
outside of the web server's root directory. You can do this by using automated tools such as

DirBuster.
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Web Server Penetration Testing (EH

(Cont’d) (rtifwd | tthedl 11wt

Perform vulnerability scanning to

Examine HTTP response identify weaknesses in a network using

configuration files hijacking tools such as HP Weblnspect, Nessus,
etc. and determine if the system can be

exploited

y Vv Perform HTTP response splitting attack

- to pass malicious data to a vulnerable
Perform vulnerability Crack web server application that includes the data in an

assessment authentication HTTP response header

Perform web cache poisoning attack to
force the web server's cache to flush its
actual cache content and send a

L4
specially crafted request, which will be
Perform HTTP : Bruteforce SSH, FTP, stored in cache

response splitting and other services Bruteforce SSH, FTP, and other services
login credentials to gain unauthorized
access

S it Perform session hijacking to capture
valid session cookies and IDs. Use tools
Web cache Perform session such as Burp Suite, Hamster, Firesheep,
poisoning attack hijacking etc. to automate session hijacking
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W eb Server Penetration Testing (C ont’'d)
Step 9: Perform vulnerability scanning

Perform vulnerability scanning to identify weaknesses in a network using tools such as HP

Weblnspect, Nessus, etc. and determine if the system can be exploited.
Step 10: Perform an HTTP response splitting attack

Perform an HTTP response splitting attack to pass malicious data to a vulnerable application

that includes the data in an HTTP response header.
Step 11: Perform aweb cache poisoning attack

Perform a web cache poisoning attack to force the web server's cache to flush its actual cache

content and send a specially crafted request, which will be stored in the cache.

Step 12: Brute force login credentials

Brute force SSH, FTP, and other services login credentials to gain unauthorized access.
Step 13: Perform session hijacking

Perform session hijacking to capture valid session cookies and IDs. You can use tools such as

Burp Suite, Hamster, Firesheep, etc. to automate session hijacking.
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Webserver Penetration Testing CEH

(Cont'd) Urtitwa | tkK3i 1Uilwt
v
S Perform MITM attack to access
Perform MITM sensitive information by
intercepting and altering
attack communications between an end-
user and webservers
\Y
Perform web " Note: Refer Module 13: Hacking
R . Web Applications for more
appllcatlon pen information on how to conduct
testi n g web application pen testing
\Y
Examine a  Use tools such as Webalizer,
AWStats, Ktmatu Relax, etc. to
Webserver Iogs examine web sever logs
\Y
EXp|0it S Use tools such as Acunetix,
Metasploit, w3af, etc. to exploit
frameworks

frameworks
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W eb Server Penetration T esting (C ont’'d)
Step 14: Perform a MITM attack

Perform a MITM attack to access sensitive information by intercepting and altering

communications between an end user and web servers.
Step 15: Perform web application pen testing

Perform web application pen testing to determine whether applications are prone to
vulnerabilities. Attackers can compromise a web server even with the help of a vulnerable web

application.
Step 16: Examine web server logs

Examine the server logs for suspicious activities. You can do this by using tools such as

Webalizer, AW Stats, Ktmatu Relax, etc.
Step 17: Exploit frameworks

Exploit the frameworks used by the web server using tools such as Acunetix, Metasploit, w3af,

etc.

Step 18: Document all the findings

Summarize all the tests conducted so far along with the findings for further analysis. Submit a

copy of the penetration test report to the authorized person.
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Module Summary CEH

O Web servers assume critical importance in the realm of Internet security

d  Vulnerabilities exist in different releases of popular webservers and respective vendors
patch these often

J) The inherent security risks owing to the compromised webservers have impact on the
local area networks that host these websites, even on the normal users of web browsers

O Looking through the long list of vulnerabilities that had been discovered and patched
over the past few years, it provides an attacker ample scope to plan attacks to unpatched
servers

O Different tools/exploit codes aid an attacker in perpetrating web server's hacking

O Countermeasures include scanning for the existing vulnerabilities and patching them
immediately, anonymous access restriction, incoming traffic request screening, and
filtering
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© Web servers assume critical importance in the realm of Internet security.

© Vulnerabilities exist in different releases of popular web servers and respective vendors

patch these often.

© The inherent security risks owing to the compromised web servers impactthe local area

networks that host these websites, even on the normal users of web browsers.

© Looking through the long list of vulnerabilities that had been discovered and patched
over the past few years, it provides an attacker ample scope to plan attacks to

unpatched servers.
© Different tools/exploit codes aid an attacker in perpetrating web server's hacking.

© Countermeasures include scanning for the existing vulnerabilities and patching them
immediately, anonymous access restriction, incoming traffic request screening, and

filtering.
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