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J u l i a  G i l l a r d  t h e  T a r g e t  o f  A b u s e  o n  F a c e b o o k  a f t e r  
T r o l l s  H i j a c k  L i v e  C h a t

VILE and abusive com m ents continue to flood  Prim e M in is te r Ju lia  G illa rd 's  Facebook page 
a lm ost 24 hours a fte r her on line  question  and answ er session was h ijacked by tro lls .

M s G illa rd 's media adviser John McTernan yesterday said the PM 's  Facebook page was 
m oderated by staff, and offensive posts w ere removed.

However, a com m ent com paring the PM  to a dog has been vis ib le on the page since Sunday, 
w h ile  another abusing her fo r being "unm arried  and child less and husbandless" has been 

a llowed to rem ain on the page all morning.

Several com m ents calling M s G illa rd a " lia r"  dating back to Friday night also rem ain on the page, 

w h ile  another com m ent left last night calls M s G illa rd "scum " and "a disgrace to  the country".

O ther com m ents attacking her character are also still there.

The to rren t o f abuse fo llow s the hijacking o f M s G illa rd 's live on line education question and 

answer session yesterday, when fou l-m outhed critics posted abusive rants and offensive 
messages.

http://www.theaustrolian.com.au
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S o u r c e :  h t t p : / / w w w . t h e a u s t r a l i a n . c o m . a u

V i l e  a n d  a b u s i v e  c o m m e n t s  c o n t i n u e  t o  f l o o d  P r i m e  M i n i s t e r  J u l i a  G i l l a r d ' s  F a c e b o o k  p a g e  

a l m o s t  2 4  h o u r s  a f t e r  h e r  o n l i n e  q u e s t i o n  a n d  a n s w e r  s e s s i o n  w a s  h i j a c k e d  b y  t r o l l s .

M s .  G i l l a r d ' s  m e d i a  a d v i s e r  J o h n  M c T e r n a n  y e s t e r d a y  s a id  t h e  P M ' s  F a c e b o o k  p a g e  w a s  

m o d e r a t e d  b y  s t a f f ,  a n d  o f f e n s i v e  p o s t s  w e r e  r e m o v e d .

H o w e v e r ,  a c o m m e n t  c o m p a r i n g  t h e  P M  t o  a d o g  h a s  b e e n  v i s i b l e  o n  t h e  p a g e  s i n c e  S u n d a y ,  

w h i l e  a n o t h e r  a b u s i n g  h e r  f o r  b e i n g  " u n m a r r i e d  a n d  c h i l d l e s s  a n d  h u s b a n d l e s s "  h a s  b e e n  

a l l o w e d  t o  r e m a i n  o n  t h e  p a g e  a l l  m o r n i n g .

S e v e r a l  c o m m e n t s  c a l l i n g  M s  G i l l a r d  a " l i a r "  d a t i n g  b a c k  t o  F r i d a y  n i g h t  a l s o  r e m a i n s  o n  t h e  

p a g e ,  w h i l e  a n o t h e r  c o m m e n t  l e f t  l a s t  n i g h t  c a l l s  M s  G i l l a r d  " s c u m "  a n d  " a  d i s g r a c e  t o  t h e  

c o u n t r y . "

O t h e r  c o m m e n t s  a t t a c k i n g  h e r  c h a r a c t e r  a r e  a l s o  s t i l l  t h e r e .
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T h e  t o r r e n t  o f  a b u s e  f o l l o w s  t h e  h i j a c k i n g  o f  M s  G i l l a r d ' s  l i v e  o n l i n e  e d u c a t i o n  q u e s t i o n  a n d  

a n s w e r  s e s s i o n  y e s t e r d a y ,  w h e n  f o u l - m o u t h e d  c r i t i c s  p o s t e d  a b u s i v e  r a n t s  a n d  o f f e n s i v e  

m e s s a g e s .

M o s t  o f  t h e  o f f e n s i v e  c o m m e n t s  w e r e  t o o  f o u l  t o  b e  r e p o r t e d .

O n e  c o m m e n t e r ,  r e g i s t e r e d  a s  " M a t t h e w  V a n  D e n  B o s "  o f  P e r t h ,  e v e n  m a d e  r e f e r e n c e  t o  M s  

G i l l a r d ' s  r e c e n t l y  d e c e a s e d  f a t h e r  J o h n  G i l l a r d ,  w r i t i n g :  " H o w ' s  y o u r  d a d ? "

M a n y  o f  t h o s e  m e s s a g e s  w e r e  i n c r e d i b l y  s t i l l  v i s i b l e  o n  t h e  p a g e  u p  t o  f o u r  h o u r s  l a t e r ,  a s  w e r e  

o t h e r  o f f e n s i v e  c o m m e n t s  p o s t e d  a s  f a r  b a c k  a s  F r i d a y .

M r .  M c T e r n a n  w o u l d  n o t  s a y  h o w  m a n y  p e o p l e  m o d e r a t e d  t h e  P M ' s  F a c e b o o k  p a g e ,  w h i c h  h a s  

m o r e  t h a n  1 3 5 , 0 0 0  f a n s ,  o r  i f  t h e r e  w e r e  a n y  o f f i c i a l  g u i d e l i n e s  f o r  t h e  m a x i m u m  a m o u n t  o f  

t i m e  o f f e n s i v e  p o s t s  s h o u l d  r e m a i n  v i s i b l e .

" T h e  P r i m e  M i n i s t e r ' s  F a c e b o o k  s i t e  is  m o d e r a t e d ,  b u t  w h e n  c o m m e n t s  a r e  p o s t e d  y o u  h a v e  t o  

d o  i t  a f t e r  t h e  f a c t ,  a n d  w h e n  t h e r e ' s  a l o t  o f  c o m m e n t s  i t  t a k e s  t i m e  t o  m o d e r a t e  t h e m  o u t , "  

h e  s a id  y e s t e r d a y .

" W e  d o  t a k e  t h i n g s  o f f  w h i c h  a r e  o f f e n s i v e .  A n y t h i n g  t h a t ' s  o f f e n s i v e  t h a t ' s  b e e n  p o s t e d  o n  

t h e r e  w i l l  b e  m o d e r a t e d  o u t ,  b u t  w e  d o n ' t  h a v e  t h e  c a p a c i t y  -  w i t h  F a c e b o o k  y o u  c a n ' t  f i l t e r  

c o m m e n t s  b e f o r e  t h e y ' r e  p o s t e d ,  t h a t ' s  a l l . "

O t h e r  c o m m e n t e r s  c a l l e d  M s .  G i l l a r d  " t h e  w o r s t  P r i m e  M i n i s t e r  e v e r , "  a n d  m a d e  o t h e r  v i l e  

r e m a r k s .

M s .  G i l l a r d  d r e w  e v e n  m o r e  a b u s e  a f t e r  t h e  Q & A  s e s s i o n  w h e n  s h e  p o s t e d  a t h a n k  y o u  n o t e  t o  

t h o s e  w h o  h a d  p a r t i c i p a t e d .

A  F r i d a y  p o s t  b y  M s .  G i l l a r d ' s  F a c e b o o k  p a g e  a s k i n g  f o r  f a n s '  m e m o r i e s  o f  t h e i r  f a v o u r i t e  s c h o o l  

t e a c h e r  w a s  a l s o  b o m b a r d e d  b y  t r o l l s  a b u s i n g  t h e  P r i m e  M i n i s t e r .

S o m e  o f  t h e  o f f e n s i v e  c o m m e n t s  a p p e a r e d  t o  h a v e  b e e n  r e m o v e d  f r o m  t h e  p a g e  a f t e r  i n q u i r i e s  

b y  N e w s  L t d .
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M o d u l e  O b j e c t i v e s
Ai ---- ,

J j_____ T h i s  m o d u l e  c o v e r s  t h e  v a r i o u s  h a c k i n g  t e c h n o l o g i e s  u s e d  f o r  s e s s i o n  h i j a c k i n g .  I t

d e a l s  w i t h  s p o o f i n g  m e t h o d s ,  t h e  t h r e e - w a y  T C P  h a n d s h a k e ,  a n d  h o w  a t t a c k e r s  u s e  t h e s e  

m e t h o d s  f o r  m a n - i n - t h e - m i d d l e  a t t a c k s .  V a r i o u s  t o o l s  t h a t  c a n  b e  u s e d  f o r  t h i s  p u r p o s e  h a v e  

b e e n  h i g h l i g h t e d  t o  p r o v i d e  y o u  a n  i n s i g h t  i n t o  t h e  w o r k i n g s  o f  s e s s i o n  h i j a c k i n g .  F i n a l l y ,  

c o u n t e r m e a s u r e s  t o  p r e v e n t  s e s s i o n  h i j a c k i n g  a r e  d i s c u s s e d .

T h i s  m o d u l e  w i l l  f a m i l i a r i z e  y o u  w i t h :

© W h a t  Is S e s s io n  H i j a c k in g ? 0 S e s s i o n  S n i f f i n g

e W h y  S e s s io n  H i j a c k i n g  is S u c c e s s f u l 0 M a n - i n - t h e - M i d d l e  A t t a c k s

e K e y  S e s s io n  H i j a c k i n g  T e c h n i q u e s 0 C r o s s - s i t e  S c r i p t  A t t a c k s

e B r u t e  F o r c i n g  A t t a c k © N e t w o r k - l e v e l  S e s s i o n  H i j a c k i n g

e S e s s io n  H i j a c k i n g  P r o c e s s © T C P / I P  H i j a c k i n g

0 T y p e s  o f  S e s s io n  H i j a c k i n g © S e s s i o n  H i j a c k i n g  T o o l s

© A p p l i c a t i o n - l e v e l  S e s s io n  H i j a c k i n g © P r o t e c t i n g  a g a i n s t  S e s s i o n  H i j a c k i n g
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M o d u l e  F l o w

In  o r d e r  t o  u n d e r s t a n d  s e s s i o n  h i j a c k i n g  a n d  h o w  a t t a c k e r s  u s e  t h i s  m e t h o d  f o r  

h a c k i n g ,  y o u  s h o u l d  b e  f a m i l i a r  w i t h  t h e  b a s i c  c o n c e p t s  o f  s e s s i o n  h i j a c k i n g .

S e s s io n  H i j a c k i n g  C o n c e p ts A p p l i c a t i o n  L e v e l  S e s s io n  H i j a c k in g

> N e t w o r k  L e v e l  S e s s io n  H i j a c k in g S e s s io n  H i j a c k i n g  T o o l s

v C o u n t e r - m e a s u r e s
r  ' | |

P e n e t r a t i o n  T e s t i n g

T h i s  s e c t i o n  h i g h l i g h t s  s e s s i o n  h i j a c k i n g  a n d  d a n g e r s  p o s e d  b y  i t ,  t e c h n i q u e s  u s e d  f o r  s e s s i o n  

h i j a c k i n g ,  s p o o f i n g  v s .  h i j a c k i n g ,  t h e  s e s s i o n  h i j a c k i n g  p r o c e s s ,  t y p e s  o f  s e s s i o n  h i j a c k i n g ,  a n d  

s e s s i o n  h i j a c k i n g  in  t h e  O S I m o d e l .
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W h a t  I s  S e s s i o n  H i j a c k i n g ?  C E H

The a ttacke r stea ls a va lid  sess ion  ID 

w h ich  is used to  get in to  th e  system  

and snoop  th e  data

S ince m ost au th en tica tio n  on ly  

occurs at th e  sta rt o f a TCP sess ion , 

th is  a llo w s  th e  a ttacke r to  gain 

access to  a m ach ine

Session  H ijack ing  re fe rs  to  th e  

exp lo ita t io n  o f a va lid  co m p u te r sess ion  

w h e re  an a ttacke r takes ove r a sess ion  

b e tw een  tw o  com pu te rs

In TCP sess ion  h ijack ing , an a ttacke r 

takes ove r a TCP sess ion  be tw een  

tw o  m ach ines

Copyright © by EC-G*ancil. All Rights Reserved. Reproduction is Strictly Prohibited.

W h a t  I s  S e s s i o n  H i j a c k i n g ?

& S e s s i o n  h i j a c k i n g  r e f e r s  t o  t h e  e x p l o i t a t i o n  o f  a  v a l i d  c o m p u t e r  s e s s i o n  w h e r e  a n  

a t t a c k e r  t a k e s  o v e r  a s e s s i o n  b e t w e e n  t w o  c o m p u t e r s .  T h e  a t t a c k e r  s t e a l s  a v a l i d  s e s s i o n  ID  

t h a t  is  u s e d  t o  g e t  i n t o  t h e  s y s t e m  a n d  e x t r a c t  t h e  d a t a .  T C P  s e s s i o n  h i j a c k i n g  m e a n s  t a k i n g  

c o n t r o l  o v e r  a T C P  s e s s i o n  e x c h a n g e d  b e t w e e n  t w o  c o m p u t e r s .  I t  is c a r r i e d  o u t  t h r o u g h  s o u r c e -  

r o u t e d  IP p a c k e t s .  A n  a t t a c k e r  w h o  is  l o g g e d  o n  t o  a s y s t e m  c a n  p a r t i c i p a t e  in  t h e  c o n v e r s a t i o n  

o f  o t h e r  u s e r s  o n  o t h e r  s y s t e m s  b y  d i v e r t i n g  p a c k e t s  t o  h i s  o r  h e r  s y s t e m .  B l i n d  h i j a c k i n g  is 

a n o t h e r  m e t h o d  t h r o u g h  w h i c h  r e s p o n s e s  o n  a s y s t e m  c a n  b e  a s s u m e d .  T h e  m a n - i n - t h e - m i d d l e  

( M I T M )  a t t a c k  is  a n o t h e r  m e t h o d  in  w h i c h  a s n i f f e r  is u s e d  t o  t r a c k  d o w n  a c o n v e r s a t i o n  

b e t w e e n  t w o  u s e r s .  D e n i a l - o f - s e r v i c e  ( D o S )  is  e x e c u t e d  s o  t h a t  a s y s t e m  c r a s h e s ,  w h i c h  l e a d s  

t o  a g r e a t e r  l o s s  o f  p a c k e t s .

S t e p s  in  s e s s i o n  h i j a c k i n g :

© T r a c k i n g  t h e  c o n n e c t i o n

© D e s y n c h r o n i z i n g  t h e  c o n n e c t i o n

© I n j e c t i n g  t h e  a t t a c k e r ' s  p a c k e t
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Victim

FIGURE 11.1: Illustrating the process of session hijacking
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D a n g e r s  P o s e d  b y  H i j a c k i n g  C E H

Hijacking is 
simple to 

launch

Threat of identity  
theft, inform ation 

loss, fraud, etc.

You can do little to  p ro tect 
against it unless you switch 
to  an o th e r secure protocol
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-

M ost coun term easures 
do not w ork unless 
you use encryption

M ost com puters 
using TCP/IP are 

vulnerable

D a n g e r s  P o s e d  b y  H i j a c k i n g

_________  H i j a c k i n g  is  s i m p l e  t o  l a u n c h .  M o s t  c o m p u t e r s  u s i n g  T C P / I P  a r e  v u l n e r a b l e  t o  s e s s i o n

h i j a c k i n g .  Y o u  c a n  d o  l i t t l e  t o  p r o t e c t  a g a i n s t  i t  u n l e s s  y o u  s w i t c h  t o  a n o t h e r  s e c u r e  p r o t o c o l .  

M o s t  c o u n t e r m e a s u r e s  d o  n o t  w o r k  u n l e s s  y o u  u s e  e n c r y p t i o n .  I d e n t i t y  t h e f t ,  i n f o r m a t i o n  lo s s ,  

f r a u d ,  e t c .  a r e  t h e  m a j o r  d a n g e r s  p o s e d  b y  h i j a c k i n g .

T h e  f o l l o w i n g  a r e  t h e  e l e m e n t s  s u s c e p t i b l e  t o  h i j a c k i n g :

O n e - t i m e  P a s s w o r d s  ( s m a r t c a r d s ,  S / K e y ,  c h a l l e n g e  r e s p o n s e )

A l l  o n e - t i m e  p a s s w o r d  s c h e m e s  a r e  v u l n e r a b l e  t o  c o n n e c t i o n  h i j a c k i n g .  O n c e  t h e  u s e r / s e r v i c e  

h a s  a u t h e n t i c a t e d  i t s e l f ,  h i s  o r  h e r  c o n n e c t i o n  c a n  b e  t a k e n  o v e r .  A c c o r d i n g  t o  

w w w .w e b o p e d ia .c o m  " S / k e y  is  a  o n e - t i m e ,  c h a l l e n g e - r e s p o n s e  p a s s w o r d  s c h e m e  u s e d  t o  

a u t h e n t i c a t e  a c c e s s  t o  d a t a .  T h e  p u r p o s e  o f  S / k e y  is t o  e l i m i n a t e  t h e  n e e d  f o r  t h e  s a m e  

p a s s w o r d  t o  b e  c o n v e y e d  o v e r  a n e t w o r k  e a c h  t i m e  a p a s s w o r d  is  n e e d e d  f o r  a c c e s s . "

K e r b e r o s

E n c r y p t i o n  is n o t  e n a b l e d  o n  b y  d e f a u l t ;  d u e  t o  t h i s ,  s e c u r i t y  is o f  m a j o r  c o n c e r n  a s  i t  is 

e q u i v a l e n t  t o  t h e  o n e - t i m e  p a s s w o r d  s c h e m e ,  w h i c h  is  s u s c e p t i b l e  t o  h i j a c k i n g  w i t h  e a s e .

S o u r c e  A d d r e s s  F i l t e r i n g  R o u t e r
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A  n e t w o r k  is  s u s c e p t i b l e  t o  n e t w o r k  a d d r e s s  s p o o f  a t t a c k s  i f  i t s  s e c u r i t y  d e p e n d s  o n  f i l t e r i n g  t h e  

p a c k e t s  f r o m  u n k n o w n  s o u r c e s .  A n  u n k n o w n  h o s t  c o u l d  i n s e r t  i t s e l f ,  m i d s t r e a m ,  i n t o  a p r e -  

e x i s t i n g  c o n n e c t i o n .

S o u r c e  A d d r e s s  C o n t r o l l e d  P r o x i e s

© M a n y  p r o x i e s  c o n t r o l  a c c e s s  t o  c e r t a i n  c o m m a n d s  b a s e d  o n  t h e  s o u r c e  a d d r e s s  o f  t h e  

r e q u e s t o r .  T h e  s o u r c e  a d d r e s s  is  e a s i l y  v u l n e r a b l e  t o  p a s s i v e  o r  a c t i v e  s n i f f e r s .

Q N o  e a s y  s t e p s  h a v e  y e t  b e e n  f o u n d  t h a t  c a n  s e c u r e  a n e t w o r k  f r o m  p a s s i v e  o r  a c t i v e  

s n i f f i n g .  B y  b e c o m i n g  a w a r e  o f  t h e  e x i s t e n c e  o f  t h i s  t h r e a t ,  y o u  w i l l  b e  b e t t e r  p r e p a r e d  

t o  m a k e  i n t e l l i g e n t  s e c u r i t y  d e c i s i o n s  f o r  y o u r  n e t w o r k .
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C E H

W h y  S e s s i o n  H i j a c k i n g  I s  

S u c c e s s f u l ?

W eak Session ID 
G eneration Algorithm

Indefinite Session 
Expiration Time

Clear Text Transmission

No Account Lockout For 
Invalid Session IDs

Insecure Handling

Small Session IDs • ־־
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W h y  S e s s i o n  H i j a c k i n g  I s  S u c c e s s f u l

S e s s i o n  h i j a c k i n g  is  s u c c e s s f u l  b e c a u s e  o f  t h e  f o l l o w i n g  f a c t o r s :

H i
aQ
O '

W e a k  S e s s i o n  ID  G e n e r a t i o n  A l g o r i t h m :  M o s t  w e b s i t e s  a r e  c u r r e n t l y  u s i n g  l i n e a r  

a l g o r i t h m s  b a s e d  o n  e a s i l y  p r e d i c t a b l e  v a r i a b l e s  s u c h  a s  t i m e  o r  IP a d d r e s s  f o r  

g e n e r a t i n g  s e s s i o n  ID s .  B y  s t u d y i n g  t h e  s e q u e n t i a l  p a t t e r n  a n d  g e n e r a t i n g  m a n y  

r e q u e s t s ,  t h e  a t t a c k e r  c a n  e a s i l y  a l l e v i a t e  t h e  s e a r c h  s p a c e  n e c e s s a r y  t o  p r o d u c e  a v a l i d  

s e s s i o n  ID .

I n d e f i n i t e  S e s s i o n  E x p i r a t i o n  T i m e :  T h e  s e s s i o n  ID s  t h a t  h a v e  a n  i n d e f i n i t e  e x p i r a t i o n  

t i m e  a l l o w  a n  a t t a c k e r  w i t h  u n l i m i t e d  t i m e  t o  g u e s s  a v a l i d  s e s s i o n  ID .  A n  e x a m p l e  o f  

t h i s  is  t h e  " r e m e m b e r  m e "  o p t i o n  o n  m a n y  w e b s i t e s .  T h e  a t t a c k e r  c a n  u s e  s t a t i c - s e s s i o n  

ID s  t o  g a i n  a c c e s s  t o  t h e  u s e r ' s  w e b  a c c o u n t ,  i f  t h e  c o o k i e  f i l e  o f  a u s e r  is c a p t u r e d .  T h e  

a t t a c k e r  c a n  a l s o  p e r f o r m  s e s s i o n  h i j a c k i n g  i f  t h e  a t t a c k e r  is a b l e  t o  b r e a k  i n t o  a p r o x y  

s e r v e r ,  w h i c h  p o t e n t i a l l y  l o g s  o r  c a c h e s  t h e  s e s s i o n  ID s .

C l e a r  T e x t  T r a n s m i s s i o n :  T h e  s e s s i o n  ID  c o u l d  b e  s n i f f e d  a c r o s s  a f l a t  n e t w o r k  e a s i l y ,  i f  

t h e  SSL is n o t  b e i n g  u s e d  w h i l e  t h e  s e s s i o n  ID  c o o k i e  is  t r a n s m i t t e d  t o  a n d  f r o m  t h e  

b r o w s e r .  In  t h i s  c a s e ,  t h e  SSL w o u l d  n o t  p r o t e c t  t h e  i n f o r m a t i o n .  A n  a t t a c k e r ' s  j o b  

b e c o m e s  e v e n  e a s i e r ,  i f  t h e  s e s s i o n  ID s  c o n t a i n  t h e  a c t u a l  l o g o n  i n f o r m a t i o n  in  t h e  

s t r i n g  a n d  a r e  c a p t u r e d .
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0  S m a l l  S e s s i o n  I D s :  T h o u g h  c r y p t o g r a p h i c a l l y  a s t r o n g  a l g o r i t h m  is  u s e d ,  a n  a c t i v e  s e s s i o n  

ID  c a n  b e  d e t e r m i n e d  e a s i l y  i f  t h e  l e n g t h  o f  t h e  s t r i n g  is s m a l l .

0  I n s e c u r e  H a n d l i n g :  A n  a t t a c k e r  c a n  r e t r i e v e  t h e  s t o r e d  s e s s i o n  ID  i n f o r m a t i o n  b y  

m i s l e a d i n g  t h e  u s e r ' s  b r o w s e r  i n t o  v i s i t i n g  a n o t h e r  s i t e .  T h e n  t h e  a t t a c k e r  c a n  e x p l o i t  

t h e  i n f o r m a t i o n  b e f o r e  t h e  s e s s i o n  e x p i r e s .  T h i s  c a n  b e  a c c o m p l i s h e d  in  m a n y  w a y s  s u c h  

a s  D N S  p o i s o n i n g ,  c r o s s - s i t e  s c r i p t i n g  e x p l o i t a t i o n ,  o r  b y  e x p l o i t i n g  a  b u g  i n  t h e  

b r o w s e r ,  e t c .

© N o  A c c o u n t  L o c k o u t  f o r  I n v a l i d  S e s s i o n  I D s :  I f  t h e  w e b s i t e s  h a v e  n o  f o r m  o f  a c c o u n t  

l o c k o u t ,  t h e  a t t a c k e r  c a n  m a k e  a n y  n u m b e r  o f  a t t e m p t s  w i t h  v a r y i n g  s e s s i o n  ID s  

e m b e d d e d  in  a g e n u i n e  U R L .  A n  a t t a c k e r  c a n  c o n t i n u e  h i s  o r  h e r  a t t e m p t s  u n t i l  t h e  

a c t u a l  s e s s i o n  ID  is d e t e r m i n e d .  T h i s  is u s u a l l y  c a l l e d  b r u t e  f o r c i n g  t h e  s e s s i o n  ID s .  

D u r i n g  t h e  s e s s i o n  ID  b r u t e  f o r c e  a t t a c k ,  t h e  w e b  s e r v e r  w i l l  n o t  p o p  u p  a n y  w a r n i n g  

m e s s a g e  o r  c o m p l a i n t .  T h u s ,  a n  a t t a c k e r  c a n  d e t e r m i n e  t h e  o r i g i n a l  s e s s i o n  ID .

A l l  t h e  a b o v e - m e n t i o n e d  f a c t o r s  p l a y  a n  i m p o r t a n t  r o l e  in  t h e  s u c c e s s  o f  s e s s i o n  h i j a c k i n g .
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C E H

K e y  S e s s i o n  H i j a c k i n g  

T e c h n i q u e s

B r u t e  F o r c i n g

The attacker a ttem p ts  different 
IDs until he succeeds

S t e a l i n g

The attacker uses 
different techn iques to 
steal Session IDs
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C a l c u l a t i n g

Using non-random ly 
genera ted  IDs, an 
attacker tries to  calculate 
th e  session IDs

K e y  S e s s i o n  H i j a c k i n g  T e c h n i q u e s

S e s s i o n  h i j a c k i n g  h a s  b e e n  a n  o n g o i n g  p r o b l e m  f o r  w e b  b r o w s e r  d e v e l o p e r s  a n d  

s e c u r i t y  e x p e r t s .  T h e r e  a r e  t h r e e  k e y  m e t h o d s  u s e d  t o  p e r f o r m  s e s s i o n  h i j a c k  a t t a c k :

B r u t e  F o r c i n g

B r u t e  f o r c i n g  s e s s i o n  ID s  i n v o l v e s  m a k i n g  t h o u s a n d s  o f  r e q u e s t s  u s i n g  a l l  t h e  a v a i l a b l e  

s e s s i o n  I D s  u n t i l  t h e  a t t a c k e r  g e t s  s u c c e e d e d .  T h i s  t e c h n i q u e  is c o m p r e h e n s i v e  b u t  a 

t i m e - c o n s u m i n g  p r o c e s s .

S t e a l i n g

_____  T h e  a t t a c k e r  u s e s  v a r i o u s  t e c h n i q u e s  t o  s t e a l  s e s s i o n  ID s .  T h e  t e c h n i q u e s  m a y  b e

i n s t a l l i n g  T r o j a n s  o n  c l i e n t  PCs, s n i f f i n g  n e t w o r k  t r a f f i c ,  H T T P  r e f e r r e r  h e a d e r ,  a n d  

c r o s s - s i t e  s c r i p t i n g  a t t a c k s .

C a l c u l a t i n g

א U s i n g  n o n - r a n d o m l y  g e n e r a t e d  I D s ,  a n  a t t a c k e r  t r i e s  t o  c a l c u l a t e  t h e  s e s s i o n  ID s .  T h e  

n u m b e r  o f  a t t e m p t s  t h a t  n e e d  t o  b e  c a r r i e d  o u t  f o r  r e t r i e v i n g  t h e  s e s s i o n  ID  o f  t h e  

u s e r  o r  c l i e n t  d e p e n d s  o n  t h e  k e y  s p a c e  o f  s e s s i o n  ID s .  T h e r e f o r e ,  t h e  p r o b a b i l i t y  o f  s u c c e s s  o f  

t h i s  t y p e  o f  a t t a c k  c a n  b e  c a l c u l a t e d  b a s e d  o n  t h e  s i z e  a n d  k e y  s p a c e  o f  s e s s i o n  ID s .
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B r u t e  F o r c i n g

A brute force attack is mostly used by attackers to  guess the target 's session ID to 

launch the attack. In this techn ique, an attacker tr ies mult ip le  possib ilit ies of patterns until a 

session ID works and succeeds. This techn ique  is used when the a lgor ithm  that produces 

session IDs is not random. For example, in the URLs, an attacker is try ing to guess the session 

ID:

h ttp ://w w w .m ys ite .com /v iew /VW 30422101518909

http ://ww w .m ys ite .com /v iew /VW 30422101520803

http ://w w w .m ys ite .com /v iew /VW 30422101522507

Using a "re fe rrer attack," an attacker tr ies to  lure a user to click on a link to another site (mysite 

link, for example, w w w .m ys ite .com ). For example, GET / index.h tm l HTTP/1.0 Host: 

w ww .m ys ite .com  Referrer:

www .m vwebm ail.com/v iewmsg.asp?msg id=689645&SID=2556X54VA75. The attacker obta ins 

the session ID o f the user by sending when the browser sends the re ferrer URL that conta ins 

the session ID of the user to the attacker's  site (w w w .m ys ite .com ).

Some o f the techn iques used to  steal session IDs are:

0  Using the HTTP re ferrer header

Q Sniffing the network  traff ic

© Using cross-site scripting attacks

© Sending Trojans on c lient PCs
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B r u t e  F o r c i n g  A t t a c k  C E H
Urt>fW4 ItliK4I lUilwt

Using a "referrer attack," an 
attacker tries to lure a user to 
click on a link to malicious site 
(say www.hacksite.com)

For example, GET/index.html 
HTTP/1.0 Host: 
www.hacksite.com Referrer: 
www.webmail.com/viewmsg.asp 
?msgid=689645&SID=2556X54V 
A75

The browser directs the referrer 
URL that contains the user's 
session ID to the attacker's site 
(www.hacksite.com), and now 
the attacker possesses the user's 
session ID

Using b ru te  force attacks, an attacker tries to  guess a session ID 
until he finds th e  correct session ID

http://www.hacksite.com/view/VW48266762824302
http://www.hacksite.com/view/VW48266762826502
http://www.hacksite.com/view/VW48266762828902

1. Using the HTTP referrer header

2. Sniffing the netw ork tra ffic

3. Using the Cross-Site Scripting attacks

4. Sending Trojans on c lien t PCs

For instance, in 

the  URLs, an 
attacker is try ing  

to  guess the 

session ID

Som e o f the  

te chn iques  used 

to  stea l session 

IDs:

Note: Session ID brute forcing attack is known as session prediction attack ifthe predicted range of values fora session 
ID is very small
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The attacker can obta in a session ID using the brute force method to  access the 

leg it imate target's  session when the session is active. In a "referrer" attack, the attacker invites 

a user to click on a link to another site. In brute force attacks, the attacker can try many IDs. For 

example, take a look at the fo l low ing  figure w ith a list of URLs, in which an attacker is try ing to 

guess the session ID:

http://www.m ysite.com /view/VW 30422101518909

http://ww w .m ysite.com /view/VW 30422101520803

http://ww w .m ysite.com /view/VW 30422101522507

ServerA tta cke r

FIGURE 11.2: Attacker performing Brute force attack

As this techn ique involves guessing the session ID and attem pt ing  to  hijack the session, the 

possib le range of values for the session ID must be limited.
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Note: A session ID brute forc ing attack is known as a session pred ict ion attack if the predicted 

range of values for a session ID is very small.
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H T T P  R e f e r r e r  A t t a c k

Tracking HTTP referrers can be effective for generating attacks if the parameters are 

being passed through a GET request. W hen  making any HTTP request, most web browsers are 

configured to  send the original URL in the HTTP header called a referrer.

In a re ferrer attack, the attacker lures the v ict im  to click on a link to the site that is under an 

attacker's contro l. Let us consider the attacker's site as a mysite link, for example, 

w w w .m ys ite .com .

G ET / i n d e x . h t m l  H T T P / 1 . 0  H o s t :  w w w . m y s i t e . c o m  R e f e r r e r :
w w w . m y w e b m a i l . c o m / v i e w m s g . a s p ? m s g i d = 6 8 9 6 4 5 & S I D = 2 5 5 6 X 5 4 V A 7  5

The v ict im 's browser then sends the re ferrer URL conta in ing the session ID to  the attacker's 

site, i.e., w w w .m ys ite .com . As the site is under attacker's contro l, he or she can easily 

de te rm ine  the session ID from  the re ferrer URL. Once the attacker de te rm ines the session ID, 

he or she can easily take over the session and steal the sensitive data of the victim.

Some of the techn iques used to  steal session IDs:

Q Using the HTTP re ferrer header

Q Sniffing the network  traffic

© Using cross-site scripting attacks

Q Sending Trojans on c lient PCs
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S p o o f i n g  v s .  H i j a c k i n g  C E H
C«rt1fW4 itfciul IUcIm(

H ijacking

-J Session hijacking is the process of 
taking over an existing active 
session

J  Attacker relies on the legitimate 
user to make a connection and 
authenticate

John logs on to  the 
1 server w ith  his credentials .  E f f

r u ......................................................
4 F  < .....................Q ......................• j

John Predicts th e •  • * 0  ^ e rv e r
(Victim) sequence and k ills : >

John's connection • *J r

Attacker

S p o o fin g  A ttack

J  Attacker pretends to be another user 
or machine (victim) to gain access

J  Attacker does not take over an existing 
active session. Instead he initiates a 
new session using the victim's stolen 
credentials

I4  SP...
John

c

Attacker
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__ Source: h t tp ://www.m icroso ft.com

The earliest record o f a session hijacking attack is perhaps the M orr is  W o rm  episode that 

affected nearly 6,000 com pute rs  on the ARPANET in 1988. This was ARPANET'S first au tom ated 

network  security mishap. Robert T. M orr is  w ro te  a program that could spread through a 

num ber of com pute rs  and continue its action in an infinite loop, every t im e copying itself into a 

new  com pute r  on the ARPANET. The basic work ing of the M orr is  W o rm  was based on the 

d iscovery that the security of a TCP/IP connec t ion  rested in the sequence numbers, and that it 

was possib le to  pred ict them.

Blind hijacking involves pred icting the sequence numbers that the targeted host sends in o rder 

to create a connect ion that appears to orig inate from  the host. Before exploring blind spoofing 

further, take a look at the sequence num ber pred iction. TCP sequence numbers, which are 

un ique for each byte in a TCP session, prov ide f low  contro l and data integrity for the same. In 

addit ion, the TCP segment gives the Initial Sequence  N u m be r  (ISN) as a part o f the segment 

header. The initial sequence num ber does not start at zero for each session. The part ic ipants ' 

state ISNs as a part of handshake process in d iffe rent d irections, and the bytes are numbered 

sequentia lly. Blind IP hijacking relies on the attacker's ability  to pred ict sequence numbers, as 

he or she is unable to  sniff the com m un ica t ion  between the tw o  hosts by v irtue of not being on 

the same ne tw ork  segment. An attacker cannot spoof a trusted host on a d iffe rent ne twork  and
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see the reply packets because the packets are not routed back to him or her. Ne ither can the 

attacker resort to  ARP  cache po ison ing  because routers do not route ARP broadcasts across the 

Internet. As the attacker is unable to see the replies, he or she is forced to  antic ipate the 

responses from  the target and prevent the host f rom  sending an RST to the target. The attacker 

then injects h imse lf/herse lf into the com m un ica t ion  by pred icting w hat sequence numbers the 

rem ote  host is expecting from  the target. This is used extensive ly to explo it the trust 

re lat ionships between users and remote machines. These services include NFS, te lnet, and IRC.

IP spoofing is easy to achieve. To create new raw packets, the only cond it ion is that the attacker 

must have root access on the machine. In o rder to  establish a spoofed connect ion , the attacker 

must know  what sequence numbers are being used. Therefore, IP spoofing forces the attacker 

to  forecast the next sequence number. To send a com m and, an attacker uses blind hijacking, 

but the response cannot be v iewed.

Q In the case o f IP spoofing, guessing the sequence num ber is not requ ired since there  is 

no session current ly  open w ith that IP address. In a blind hijack, the traff ic wou ld  get 

back to the attacker by using only source routing. This is where  the attacker tells the 

network  how  to  route the ou tpu t and input from  a session, and he or she prom iscuous ly  

sniffs it from  the network as it passes by the attacker. Captured authenticat ion 

credentia ls are used to establish a session in session spoofing. Here, active hijacking 

eclipses a pre-existing session. Due to  th is attack, the leg it imate user may lose access or 

may be depr ived of the normal funct iona lity  of his or her established te lne t session that 

has been hijacked by the attacker, w ho  now acts w ith the user's privileges. Since most 

au thent icat ions only happen at the in it iat ion of a session, th is a l lows the attacker to gain 

access to  a target machine. Ano ther method is to use source-routed IP packets. This 

a l lows an attacker to becom e a part of the target-host conversation by deceptive ly  

guiding the IP packets to  pass through his or her system.

Q Session hijacking is more d iff icu lt than IP address spoofing. In session hijacking, John (an 

intruder) wou ld  seek to insert h imse lf into a session that Jane (a leg it imate user) already 

had set up w ith \ \M a i l .  John wou ld  wait until she estab lishes a session, then knock her 

off the air by some means and pick up the session as though he were  she. Then John 

wou ld  send a scripted set of packets to \ \M a i l  and wou ld  be able to  see the responses. 

To do this, he wou ld  need to know  the sequence num ber in use when he hijacked the 

session, which could be ca lculated as a result o f knowing the ISN and the num ber of 

packets that have been exchanged.

0  Successful session hijacking is d iff icu lt w ithou t the use o f known too ls and only possib le 

when a num ber of factors are under the attacker's contro l. Know ledge o f the ISN wou ld  

be the least of John's challenges. For instance, he w ou ld  need a way to  knock  Jane o ff 

the air when he wanted to, and also need a way to  know  the exact status of Jane's 

session at the m om ent he mounted his attack. Both of these require that John have far 

more know ledge and contro l over the session than wou ld  normally  be possible.

© However, IP address spoofing attacks can only be successful if IP addresses are used for 

authenticat ion . An attacker cannot perfo rm  IP address spoofing or session hijacking if 

per-packet integrity checking is executed. In the same way, IP address spoofing and
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Q session hijacking are not possib le if the session uses enc ryp t ion s  such as SSL o r  P P T P .  

Consequently, the attacker cannot partic ipate in the key exchange.

© In summary, the hijacking of non-encrypted TCP com m un ica t ions requires the presence 

of non-encryp ted  sess ion -o r ien ted  traff ic, the ability  to recognize TCP sequence 

numbers that pred ict the Next Sequence Num ber (NSN), and the ability  to spoof a host's 

M A C  or IP address in o rder to  receive com m un ica t ions that are not destined for the 

attacker's host. If the attacker is on the local segment, he or she can sn iff and pred ict 

the ISN+1 num ber and route the traffic back to  him by po ison ing the ARP caches on the

tw o  leg it imate hosts partic ipating in a session.

Hijacking
Spoofing Attack

John logs on to the 
server with his credentials

o . 7  ServerאPredicts the 
sequence and kills 
John s connection

Server j0hn
(Victim)

AttackerAttacker

FIGURE 11.3: Attacker performing Spoofing Attack and Session Hijacking on victim's system
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r  Start injecting packets to the target server

S e s s i o n  H i j a c k i n g  P r o c e s s

It is easier to ־———  sneak in as a genu ine  user rather than to enter the system directly. 

Session hijacking works by finding an established session and taking over that session after a 

genuine user has access and has been au then t ica ted . Once the session has been hijacked, the 

attacker can stay connected for hours. This leaves ample t im e for the attacker to  plant 

backdoors or even gain addit iona l access to a system. One of the main reasons that session 

hijacking is comp lica ted  to be identif ied is that an attacker impersonates a genuine user. 

Therefore, all routed traff ic going to the user's IP address comes to the attacker's system.

How does an attacker go about hijacking a sess ion? The hijack can be broken down into three 

broad phases:

© Track ing the  connect ion: The attacker waits to  find a su itab le target and host by using a 

network  sn iffer to track the target and host, or to  identify a su itable user by scanning 

w ith a too l like Nmap to  find a target w ith  an easy TCP sequence pred iction. This is to  

ensure that correct sequence and acknow ledgem ent numbers are captured, since 

packets are checked by TCP through sequence and/o r acknow ledgem ent numbers. The 

attacker uses these numbers to construct his o r her packets.

0  Desynchron iz ing  the connect ion: A desynchron ized state is when a connect ion  between 

the target and host is in the established state; or in a stable state w ith  no data
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transmission; or the server's sequence num ber is not equal to the client 's 

acknow ledgem ent number; or the c lient 's sequence num ber is not equal to  the server's 

acknow ledgem ent number.

To desynchron ize  the connect ion between the target and host, the sequence num ber or 

the acknow ledgem ent num ber (SEQ/ACK) of the server must be changed. This is done 

by sending null data to the server so that the server's SEQ /ACK  num bers  can advance 

while  the target machine cannot register such an increment. For example, before 

desynchron ization, the attacker mon itors the session w ithou t any kind of interference. 

The attacker then sends a large am oun t o f "null data" to  the server. This data serves 

only to change the ACK num ber on the server and does not affect anything else. Now, 

both the server and target are desynchronized.

Ano ther  approach is to send a reset flag to  the server in o rder to  bring down the 

connect ion  on the server side. Ideally, th is occurs in the early setup stage of the 

connect ion . The attacker's  goal is to break the connect ion  on the server side and create 

a new  one w ith a d iffe rent sequence number.

The attacker listens for a SYN/ACK packet from  the server to the host. On detect ing the 

packet, the a t tacke r  im m ed ia te ly  sends an RST packet to  the  server and a SYN packet 

w ith exactly the same parameters, such as a port number, but w ith a d iffe rent sequence 

number. The server, on receiving the RST packet, closes the connect ion w ith the target 

and in it iates another one based on the SYN packet, but w ith a d iffe rent sequence 

num ber on the same port. A fte r  opening a new  connect ion, the server sends a SYN/ACK 

packet to  the target fo r acknow ledgem ent. The attacker detects (but does not intercept) 

th is and sends back an ACK packet to the server. Now  the server is in the established 

state. The main aim is to keep the ta rget conversant, and sw itch to the established state 

when it receives the firs t SYN /ACK  packet from  the server. Now  both server and target 

are in a desynchron ized, but established state.

This can also be done using a FIN flag, but th is can cause the server to  respond w ith an 

ACK and give away the attack through an ACK storm. This occurs because of a f law  in 

th is method of hijacking a TCP connect ion. W h ile  receiving an unaccep tab le  packet, the 

host acknow ledges it by sending the expected sequence number. This unacceptab le 

packet generates an acknow ledgem ent packet, thereby  creating an endless loop for 

every data packet. The m ismatch in SEQ/ACK numbers results in excess ne tw ork  traffic 

w ith both the server and target try ing to verify the right sequence. Since these packets 

do not carry data, they are not re transm itted if the packet is lost. However, since TCP 

uses IP, the loss o f a s ingle packet puts an end to  the  unw an ted  conversation between 

the server and the target.

The desynchron iz ing  stage is added in the hijack sequence so that the target host is 

ignorant about the attack. W ithou t  desynchroniz ing, the attacker is able to inject data to 

the server and even keep h is/her identity by spoofing an IP address. However, he/she 

have to  put up w ith the server's response being relayed to  the target host as well.
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Injecting the  at tacke r 's  packet: Now  that the attacker has in terrupted the connect ion 

between the server and target, he or she can choose e ither to inject data into the 

network  or actively part ic ipate as the m an-in -the -m idd le , passing data from  the target 

to  the server, and vice versa, reading and injecting data as per wish.

e

FIGURE 11.4: Depicting Session Hijacking Process
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C E H

P a c k e t  A n a l y s i s  o f  a  L o c a l  

S e s s i o n  H i j a c k

Server

Note: Before the user 
could send the next 
data packet, attacker 
predicts the next 
sequence number and 
sends the data to the 
server. This leads to 
establishment of 
connection between 
attacker and the server

SYN <Clt ISN 1200><WIN 512>

SYN <Svr ISN 1500><WIN 1024> /ACK 1201

DATA=128 <Clt SEQ 1201>

ACK (Clt SEQ + DATA) 1329

DATA=91 <Clt SEQ 1329>

ACK (Clt SEQ + DATA) 1420

User

DATA=20<SEQ1420>

DATA=50<SEQ1440>

Attacker
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m m Session hijacking attacks are high-level attack vectors by which many systems are 

affected. M any  systems that are connected in a LAN or on the Internet use TCP com m un ica t ion  

p ro toco l fo r transm itt ing data. For connect ion estab lishment between tw o  systems and for 

successful transm iss ion of data, the tw o  systems should establish a th ree -w ay  handshake. 

Session hijacking involves explo it ing this th ree-way handshake method to take contro l over the 

session.

To conduct a session hijack attack, the attacker perfo rms three activities:

© Tracks a session

© Desynchron izes the session

© Injects attacker's com m ands in between

A  session can be mon itored  or tracked s imply by sniffing the traffic. The next task in session 

hijacking is to desynchronize. This can be accomplished easily if the next sequence num ber to 

be used by the c lient is known. If the sequence num ber is known, then you can hijack the 

session by using the sequence num ber before the c lient can. There are tw o  poss ib i l it ies  to  

de te rm ine  sequence numbers. One way is to sniff the traffic, find ing the ACK packet and then 

determ in ing the next sequence num ber based on the ACK packet. And the o the r way is to 

transm it the data w ith guessed the sequence numbers. The second way is not very reliable. If
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you can access the network  and can sniff the TCP session, then you can de te rm ine  the 

sequence num ber easily. This kind of session hijacking is called "local session hijacking." The 

fo l low ing  is the packet analysis of a normal TCP th ree-way handshake:

E t h ic a l  H a c k in g  a n d  C o u n t e r m e a s u r e s  E x a m  3 1 2 - 5 0  C e r t i f i e d  E t h ic a l  H a c k e r

S e s s io n  H ij a c k in g

FIGURE 11.5: Packet analysis of a normal TCP three-w ay handshake

Based on the diagram, the next expected sequence num ber w ou ld  be 1420. If you can transm it 

that packet sequence num ber before the user, you can desynchron ize  the connect ion between 

the user and the server. The d iagram that fo l lows show s the  packet ana lys is o f a local session 

hijack:
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SYN <Clt ISN 1200><WIN 512>
...............................................................................................................................................>

SYN <Svr ISN 1500><WIN 1024> /ACK 1201

ACK1501
...............................................................................................................................................>

DATA=128 <Clt SEQ 1201>

ACK (Clt SEQ + DATA) 1B29

DATA=91 <Clt SEQ 1329>

ACK (Clt SEQ + DATA) 1420

DATA=20<SEQ1420>

ACK 1440

DATA=50<SEQ1440>

FIGURE 11.6: Packet analysis of a local session hijack

User

Attacker
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The attacker sends the data w ith the expected sequence num ber before the user sends it. Now, 

the server will be in synchron izat ion w ith the attacker. This leads to  estab lishment o f a 

connect ion  between the attacker and the server. Once the connect ion is established between 

the attacker and the server, though the user sends the data w ith the correct sequence  number, 

the server drops the data considering it as a resent packet. The user is unaware o f the 

attacker's action and may resend the data packet as he or she is not receiving an ACK for his or 

her TCP packet. However, the server drops the packet again. Thus, an a t tacke r  pe rfo rm s a local 

sess ion h ijack ing attack.
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In an  a c tiv e  a tta c k , a n  a t ta c k e r  f in d s  a n  a c tiv e  
s e s s io n  a n d  ta k e s  o v e r

VictimAttacker

W ith a passive a tta ck , an  a tta c k e r  hijacks a session  
b u t sits back an d  w a tch es  an d  reco rd s all th e  traffic 
th a t  is be ing  s e n t fo rth
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T y p e s  o f  S e s s i o n  H i j a c k i n g

Session hijacking can be e ither active or passive in nature, depend ing on the degree of 

invo lvem ent of the attacker. The essential d ifference between an active and passive hijack is 

that wh ile  an active hijack takes over an existing session, a pass ive h ijack m on ito rs  an ongoing 

session.

A  passive attack uses sniffers on the network  a l low ing attackers to obta in in fo rm ation such as 

user IDs and passwords. The attacker can later use this in fo rm ation to log on as a valid user and 

take over privileges. Password sniffing is the s implest attack that can be perfo rmed when raw 

access to  a ne tw ork  is obta ined. Countering th is attack are methods that range from 

identif icat ion schemes (such as a one-t ime password like skey) to t icketing identif icat ion (such 

as Kerberos). These techn iques protect the data from  being sniffed, but they cannot protect it 

from  active attacks unless it is encrypted or carries a dig ita l s ignature.

In an active attack, the attacker takes over an existing session by e ither tearing down the 

connect ion  on one side of the conversation, or by actively part ic ipat ing as the man-in-the- 

middle. An example o f an active attack is the M IT M  attack. For this type of attack to succeed, 

the sequence num ber must be guessed before the target responds to the server. Presently, the 

pred ict ion o f sequence numbers is no longer valid to  carry out a successful attack because 

operat ing system vendors use random values for the in itial sequence number.
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S e s s i o n  H i j a c k i n g  i n  O S I  M o d e l  I  C  E H

A p p l i c a t i o n  
L e v e l  H i j a c k i n g

A pplication  level is a b o u t 
ga in ing  c o n tro l on  th e  
HTTP's u se r  se ss io n  by 
o b ta in in g  th e  se ssio n  IDs

N e t w o r k  
L e v e l  H i j a c k i n g

N etw ork level can be 
defined  as th e  in te rcep tio n  
of th e  p ack e ts  during th e  
transm ission  b e tw een  th e  
client and th e  se rv er in a 
TCP and  UDP session
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S e s s i o n  H i j a c k i n g  i n  t h e  O S I  M o d e l

״  Session hijacking in the OSI mode l can be conducted at tw o  levels, the network  level

© © —
Q Q O

—־©©
u -

and applicat ion level. Network- leve l hijacking can be def ined as the act o f  com prom is ing  the 

TCP and UDP sess ions be tw een  the  c l ien t and the server and then in tercepting the packets 

during data transm ission. In network- leve l hijacking, the attacker gathers crucial in formation 

that can be used to  launch an attack at the applicat ion level. In applicat ion-level hijacking, the 

attacker intercepts transm iss ion in the web application.

App lica t ion- leve l hijacking is about gaining contro l on the user's HTTP session by obta in ing the 

session IDs. Here the attack is carried over the existing session and the attacker can even 

generate new sessions based on the stolen in formation.

S e s s i o n  ID s  c a n  b e  f o u n d :

© Embedded in the URL, which is received by the applicat ion for GET request

© In h idden f ie lds o f a fo rm

Q In cookies that are stored in the c lient 's local machine
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M o d u l e  F l o w

So far, we have discussed various concepts of session hijacking, types of session 

hijacking, and session hijacking in the OSI model. Now  we will discuss applicat ion- leve l session 

hijacking, a level o f hijacking in the OSI model.

k m h S e s s io n  H ija c k in g  C o n c e p ts 1 A p p lic a t io n  L evel S e s s io n  H ijack in g

■

• N e tw o r k  L evel S e s s io n  H ijack in g 0 ^ 9 1  S e s s io n  H ijack in g  T o o ls

'  C o u n te r - m e a s u r e s

1  ^

P e n e t r a t i o n  T e s t in g

&

This section describes the concept of application=level session hijacking and various techn iques 

used to perfo rm  it.
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C E H

A p p l i c a t i o n  L e v e l  S e s s i o n  

H i j a c k i n g

In a Session Hijacking attack, a session token is stolen or a valid session token is 
predicted to  gain unauthorized access to  the  w eb server

A session token can be compromised in various ways

Man-in-the-middle attackPredictable session token

Man-in-the-browser attackClient-side attacks

Session Sniffing
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A p p l i c a t i o n - l e v e l  S e s s i o n  H i j a c k i n g

In a session hijacking attack, a session token is com prom ised by fo recast ing  or 

stea ling a va lid  sess ion token  to  gain unau tho r ized  priv ileges to  the  w eb  server. As mentioned 

previously, network- leve l hijacking provides useful in fo rm ation  that can be used to  perform  

applicat ion-level hijacking. Hence, network- leve l and applicat ion-level hijacking occur together 

in most cases. App lica t ion- leve l hijacking involves e ither gaining contro l of an existing session or 

creating a new  session based on stolen data. A pp l ica t ion - leve l h ijack ing occurs w ith  H T T P  

sessions. HTTP sessions can be hijacked by obta in ing the respective session IDs, the un ique 

identif iers o f the HTTP sessions. Var ious ways in which applicat ion-level session hijacking can be 

accomplished by com prom ised  the session token are m entioned as fo llows:

e  Predictab le session token

© M an-in -the-m idd le  attacks

0 Client-side attacks (XSS, malic ious JavaScript Codes, Trojans, etc)

© M an-in -the -browser attacks 

Q Session sniffing

E t h ic a l  H a c k in g  a n d  C o u n t e r m e a s u r e s  C o p y r ig h t  ©  b y  E C -C 0 U n C il

A l l  R ig h ts  R e s e r v e d .  R e p r o d u c t io n  is  S t r ic t ly  P r o h ib i t e d .

M o d u le  1 1  P a g e  1 5 3 3



E x a m  3 1 2 - 5 0  C e r t i f i e d  E t h ic a l  H a c k e rE t h ic a l  H a c k in g  a n d  C o u n t e r m e a s u r e s

S e s s io n  H ij a c k in g

S e s s i o n  S n i f f i n g C E H

J  A ttacker uses  a sn iffer to  c a p tu re  a valid session  to k en  called  "Session  ID"

J  A ttacker th e n  uses  th e  valid to k en  session  to  gain u n au th o rized  access to  th e  
w eb  se rv e r

□c
•••■>

W eb Server״״׳׳•iSS..
......
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S e s s i o n  S n i f f i n g

Session sniffing is easy to  perform  when the HTTP tra ff ic  is sent unencryp ted . The 

HTTP traff ic may conta in session IDs. A ttackers make use o f sniffers to capture the HTTP traffic 

and then analyze the packets to de te rm ine  session IDs. A ttackers can de te rm ine  the session IDs 

easily as the traffic is unencrypted. Unencryp ted  sess ion may also conta in in fo rm ation about 

user names and passwords.

The figure that fo l lows shows the d iagrammatic  exp lanation of how  an attacker sniffs a session:

Web Server

..................................................■>
. . .7

*
Session ID=ACF303SF216AAEFC

Attacker sniffs a 
legitimate session

V

Attacker

F I G U R E  1 1 . 7 :  D i a g r a m m a t i c a l  R e p r e s e n t a t i o n  o f  a t t a c k e r  s n i f f i n g  a  s e s s io n
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Initially the attacker sniffs the HTTP traffic be tween the v ictim  and the w eb server and analyzes 

the captured data and determ ines the session ID. Then, the a t tacke r spoofs h imse lf or herse lf 

as the v ict im  and sends the session ID to  the web server before the v ict im  can. Thus, an 

attacker takes contro l over an existing session.
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P r e d i c t a b l e  S e s s i o n  T o k e n s

— _ _ Predicting session tokens (session IDs) is a method o f h ijack ing or im persona t ing  a 

w ebs ite  user. This is also known as session hijacking or the sess ion/credentia l pred ict ion 

method. This can be achieved by guessing or constructing the un ique value, i.e., session ID used 

for the identif icat ion o f a user or a particu lar session. Using the sess ion h ijack ing techn ique , an 

attacker has the ability to ping webs ite  requests w ith  com prom ised  user privileges.

Predicting a session ID 
is also known as Session 
Hijacking

Guessing the  unique 
session value or 
deducing the  session ID 
accomplishes the  attack

It is a m ethod used for 
predicting a session ID 
or to im personate  a 
w eb site user

Using session hijacking 
technique, an attacker gets 
the ability to ping web site 
requests with compromised 
user’s privileges

W hen  a user sends a request to  a webs ite  for com m un ica t ion , the webs ite  first tr ies to 

authent icate  and track the user identity. Unless the user proves his or her identity, the website  

will not provide the requested in formation to  the user. W ebs ites  usually authenticate  a user 

based on a com b inat ion  of user name and password (credentials). W hen  the user subm its his or 

her user name and password, the webs ite  generates a un ique "session ID." This session ID 

indicates the user session as authenticated. The session ID is tagged to  the subsequen t 

com m un ica t ion  be tw een  the  user and the  w ebs ite  as a proof of authent icated session. If the 

attacker is able to  de te rm ine  this session ID e ither by pred icting or guessing, then he or she can 

com prom ise  the user's session.
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H o w  t o  P r e d i c t  a  S e s s i o n  T o k e nj
M ost of the web servers use custom a lgorithms or a predef ined pattern to generate 

sessions IDs. The a lgorithms may genera te  sess ion IDs by in c rem en t ing  static 

num bers  or by using complex procedures such as factoring in t im e or o ther com pu te r  specific 

variables. Once the session ID is calculated, it is stored in a URL, in a hidden fo rm  field, or in a 

cookie. In such cases, an attacker can easily de te rm ine  the session ID, if he or she manages to 

de te rm ine  the a lgorithm used for generating the session ID. The possib le ways in which 

attacker can launch the attack include:

© Connect ing to  the web applicat ion obta in ing the session ID 

6  Brute forc ing or ca lculating the next session ID

Q Switch ing the current value in the URL/h idden fo rm -f ie ld /cook ie  thereby  assum ing the 

next user identity 

The attacker captures several session IDs and analyzes the pattern:
h t t p : / / w w w . j  u g g y b o y . c o m / v i e w / J B E X 2 1 0 9 2 0 1 0 1 5 2 8 2 0  

h t t p : / / w w w . j  u g g y b o y . c o m / v i e w / J B E X 2 1 0 9 2 0 1 0 1 5 3 0 2 0  

h t t p : / / w w w . j  u g g y b o y . c o m / v i e w / J B E X 2 1 0 9 2 0 1 0 1 6 0 0 2 0  

h t t p : / / w w w . j u g g y b o y . c o m / v i e w / J B E X 2 1 0 9 2 0 1 0 1 6 4 0 2 0

Constant Date Time

At 16:25:55 on Sep-25, 2010, the attacker can successfully pred ict the session ID to be
h t t p : / / w w w . j u g g y b o y . c o m / v i e w / J B E X 2 5 0 9 2 0 1 0 1 6 2 5 5 5

Constant Date Time
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J  The man-in-the-middle attack is used to intrude into an existing connection between systems 
and to intercept messages being exchanged

Attackers use different techniques and split 
the TCP connection into two connections
1. Client-to-attacker connection
2. Attacker-to־server connection

After the successful interception of TCP 
connection, an attacker can read, modify, 
and insert fraudulent data into the 
intercepted communication

In the case of an http transaction, the TCP 
connection between the client and the 
server becomes the target
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M a n ־ i n ־ t h e ־ M i d d l e  A t t a c k s

A man-in-the-m idd le  attack is a type of attack in which attackers intrude into an 

existing connect ion between tw o  systems to  in tercept the messages being exchanged and to 

inject f raudu lent in formation. Here the victim th inks that he or she is d irect ly ta lk ing w ith 

som eone  else, but in actuality the entire  conversation is contro l led  by the attacker. The various 

functions o f th is attack involve snoop ing  on a connect ion , intruding into a connect ion, 

in tercepting messages, and modify ing the data.

Let us consider an example  of an HTTP transaction. In th is case, the target is the TCP connect ion 

between the c lient and server. The attacker sp lits the  leg it im ate  TCP connec t ion  between the 

c lient and the server into tw o  distinct connect ions by using various techn iques. The tw o  distinct 

connect ions are:

© Client-and-attacker connect ion

© Attacker-and-server connect ion

A fte r the successful in terception o f the TCP connect ion, an attacker can read, modify, and 

insert false data into the in tercepted commun ica t ion .

Because of the nature of the HTTP protoco l and data transfer which are all ASCII based, the 

man-in-the-m idd le  attack is effective. In this way, it is possib le to v iew  the data transferred
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through the HTTP protoco l and also it is possib le to  capture a session ID by reading the HTTP 

re fe rre r header.

W e b  S e r v e rV i c t i m

NJ

£

MITM
C onnection

MITM
C onnection

<e

A t t a c k e r

FIGURE 11.8: Man-in-the-Middle Attack
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M a n - i n - t h e - B r o w s e r  A t t a c k  C E H

M an-in -the-b row ser a ttack  u ses a Trojan H orse 
to  in te rcep t th e  calls b e tw een  th e  b row ser and  
its security  m echan ism s o r libraries

It w orks w ith an a lready  installed Trojan horse 
and  ac ts b e tw een  th e  b ro w se r an d  its secu rity  
m ech an ism s

Its m ain ob jective is to  cause  financial decep tio n s 
by m anipulating  tran sac tio n s  of In te rn e t Banking 
sy s tem s
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A man-in-the-browser attack is sim ilar to that of a man-in-the-m idd le  attack. The 

d ifference between the tw o  techn iques is that the man-in-the-browser attack uses a Trojan 

horse to  in te rcep t and m an ipu la te  the calls be tw een  the b row se r and its secu r ity  m echan ism s 

or l ibraries. This attack uses already installed Trojan on the system to act between the browser 

and its security mechanisms. This attack is capable of modify ing and sniffing the transactions. 

The main objective of this attack is financial theft by manipu la t ing the transactions of Internet 

banking systems. W ith  th is techn ique, the attackers will be able to steal the sensitive 

in fo rm ation or money w ithou t leaving any kind of p roo f or being noticed, even though the 

browser 's  security level is set to  the high. No signal of th is kind of attack will be displayed, even 

when the net bank ing transac t ions  are carr ied ove r the  SSL channel. All the security 

mechan isms d isplayed work  normally. Therefore, a user must be smart and a lert when using 

in ternet banking systems.
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The Trojan installs m alicious code 
(extension files) and saves it into the
browser configuration

The extension files register a handler for 

every visit to  the webpage

B

B

S t lD The Trojan first infects the computer's 
software (OS or application)

The user logs in securely to the websiteB

The browser sends the form and modified 
values to the serverEl■

After the user restarts the browser, the 
m alicious code in the form  of extension files 
is loaded

W hen the page is loaded, the extension uses 
the URL and matches it w ith  a list of known 
sites targeted for attack

It registers a button event handler when a 
specific page load is detected for a specific 
pattern and compares it with its targeted list

B

B

B
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If AI
In order to  perfo rm  the successful man-in-the-browser attack, the attacker should 

carry out the fo l low ing steps:

Step 1: The Trojan first infects the com pute r 's  software (OS or application).

Step 2: A fte r  the user restarts the browser, the malic ious code in the fo rm  of extens ion files is 

loaded.

Step 3: W hen  the page is loaded, the extension uses the  URL and m atches it w ith  a list of 

know n  sites ta rge ted  fo r  attack.

Step 4: It registers a button event hand ler when a specific page load is detected for a specific 

pattern and com pares it w ith its targeted list.

Step 5: The Trojan installs malic ious code (extension files) and saves it into the browser 

configuration.

Step 6: The extension f i les register a hand le r  for every visit to the w eb  page.

Step 7: The user logs in secure ly to the website.

Step 8: The browser sends the fo rm  and modif ied values to  the server.
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S t e p s  t o  P e r f o r m  M a n - i n - t h e -  

B r o w s e r  A t t a c k  ( c o m > d )

m
The server receives the m odified values
but cannot distinguish between the
orig inal and the m odified values

I B
Now, the browser receives the receipt for
the m odified transaction

ED The use r th in k s  th a t th e  o r ig ina l

tra n sa ctio n  w as rece ived  by th e  server

w ith o u t any in te rcep tio n s

—

O
W hen the user clicks on the button, the 
extension uses DOM  interface and extracts 
all the data from all form fie lds and m odifies 
the values

n׳ !

m A fte r th e  se rve r pe rfo rm s the  

tran sac tion , a rece ip t is genera ted

The b row se r d isp lays  th e  rece ip t w ith

the  o r ig ina l de ta ils

A ttacke r
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Step 9: W hen  the user clicks on the button, the extension uses D O M  in terface and 

extracts all the data from all fo rm  fie lds and modif ies the values.

Step 10: A fte r the server perfo rms the transaction, a receipt is generated.

Step 11: The browser d isplays the receipt w ith the original details.

Step 12: The server receives the modif ied  values but cannot distinguish between the original 

and the modif ied  values.

Step 13: Now, the browser receives the receipt for the modif ied transaction.

Step 14: The user th inks that the or ig ina l t ransac t ion  was received by the server w ithou t any 

interceptions.

UserInternetAttacker

F I G U R E  1 1 . 9 :  A t t a c k e r  p e r f o r m i n g  M a n - i n - t h e - B r o w s e r  A t t a c k s
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M alicious 
JavaScrip t C odes

A  T rojan ho rse  is a p rogram  

in w h ich  th e  m a lic io u s  code 

is co n ta in ed  in s ide  

a pp a ren tly  ha rm le ss  

p rog ram m ing  o r data in 

such a w ay  th a t it  can get 

co n tro l and cause  dam age

A  m a lic io u s  s c r ip t can be 

em bedded  in a w eb  page 

and  does  n o t genera te  

an y  type  o f w arn ings  

w hen  th e  page is v iew e d  

in  any b row se r

Cross-S ite  S crip ting  

a ttacks are  a type  o f 

in je c tio n  a ttacks, in 

w h ich  th e  m a lic io u s  

scrip ts  are  in jec ted  in to  

th e  w eb  s ites

Request

. . .  ServerResponse

Malicious 
It! Server

Request
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In a c lient-s ide attack, the attacker tr ies to exp lo it the vu lnerab il it ies present in client 

app licat ions by forc ing them  to interact w ith a malic ious server or by forc ing the applicat ions to 

process malic ious data. There is more chance for th is kind of attack to occur when clients 

in teract w ith a server. If the c lient does not interact, then the malic ious data cannot be sent 

from  the server. Thus, the client app licat ion will be safe. One such example is runn ing  FTP 

c l ien t w i th o u t  connec t ion  to  an FTP server. As there  is no in teraction between the c lient and 

the server, the FTP client will be safe from  this kind o f attack.

An example o f an app licat ion that is vu lnerab le  to a c lient-s ide attack is an instant messaging

application. W hen th is app licat ion starts, the clients are usually configured to  log in to a remote

server. C lient-side attacks can be carried out in th ree  ways:

XSS: Cross-Site scripting attacks are a type of injection attacks, in which the malic ious scripts 

are injected into websites.

M a l ic iou s  JavaScript Codes: The attacker may embed malic ious JavaScript in a w eb  page and 

lure you to  visit that page. W hen  you open that page in your browser, the malic ious script runs 

s ilently w ithou t displaying any warn ing message.

Trojans: A Trojan is a malic ious app licat ion that pretends to  be leg it imate but the real purpose 

is to  a l low  hackers to  gain unau tho r ized  access to  a com pute r.
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The diagram that fo l lows shows responses when a c lient com m unica tes  w ith a normal server 

and a malic ious server:

M a lic ious
Server

R e q u e s t

R e sp o n se

R e q u e s t

A ttack
Client

FIGURE 11.10: Responses of client communicated with a normal server and malicious server
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The example here shows 
how the attacker steals 
the session token using 
XSS attack

If an attacker sends a crafted link to the 
victim with the malicious JavaScript, 
when the victim clicks on the link, the 
JavaScript will run and complete the 
instructions made by the attacker

The example here uses 
an XSS attack to show the 
cookie value of the 
current session

The attacker can compromise the session 
token by sending malicious code or programs 
to the client-side programs

Using the same technique, it is possible to create a 
specific JavaScript code that w ill send the cookie to 
the attacker < S C R lP T > a le r t  
( d o c u m e n t . c o o k ie ) ;< / S C R I P T >

' &
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Cross-site scripting is a type o f vu lne rab i l i ty  in com pu te r  security. This vu lnerab il i ty  is 

usually found in w eb  applicat ions where  there  is a scope of injecting c lient-s ide script into the 

web pages. This vu lnerab il ity  can be used to  bypass the access contro ls. The attacker injects the 

c lient-s ide malic ious script into the web pages and sends them  to the target v ictim  to  perform  

the cross-site script attack.

A  cross-site script attack is a client-side attack in which the attacker com prom ises the session 

token by making use o f malic ious code or programs. An example is m ent ioned here to show 

how  the attacker steals the session token using an XSS attack. The attacker first sends a crafted 

link to the v ictim  w ith the malic ious JavaScript. A ttacker waits for the v ict im  or user to  click on 

the link. Once the v ictim clicks on the link, the JavaScript will run automat ica l ly  and carries out 

the instruction given by the attacker. In this example  the attacker uses the XSS attack  to  v iew  

the  cook ie  va lue  o f the  cu rren t sess ion. Using the same techn ique, it is possib le to  create a 

specific JavaScript code that will send the cookie to  the attacker.

< S C R I P T > a l e r t ( d o c u m e n t . c o o k i e ) ; < / S C R I P T >
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) How to Perform Cross Site Trace Attacks ■ I

File Edit View History Bookmarks !00(5 Help

- I □ !  * I

־11

t the HTTP T

A d m in  Fu

G e n e ra l

C o de  Qu<

* Whoops• You entered

'1 ©  I S  no events j

Unvalidated Parameters 

Broken Access Control

Broken Authentication and 
Session Management

ע
Read janaina

FIGURE 11.11: Attacker stealing the session token using cross-site scripting attack
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S ess ion  F ixation is an  a tta c k  th a t  a llow s an  a tta c k e r  to  h ijack  a 
va lid  u s e r  s e s s io n

The attack tries to  lure a user to  authenticate himself with a known 
session ID and then  hijacks th e  user-validated session by th e  knowledge 
of the  used session ID

The attacker has to  provide a legitim ate w eb application session ID 
and try to  lure victim brow ser to use it

>  Session token in the  URL argum ent

>  Session token in a h idden form  field

>  Session ID in a cookie

Several techniques to  execute 
Session Fixation attack are

Copyright © by IG-GtUIICil. All Rights Reserved. Reproduction is Strictly Prohibited.

S e s s i o n  F i x a t i o n
)1r w d 'r t I

-------- - Session fixation is an attack conducted to hijack a valid user session. To perfo rm  this

attack, the attacker takes the advantage o f the lim itat ion present in web applicat ion session ID 

management. The web applicat ion al lows the user to authenticate  him or herse lf using an

existing session ID rather than generating a new session ID. In this attack, the attacker provides

a leg it im ate  w eb  app l ica t ion  sess ion ID and lures the victim to use it. If the v ict im 's browser 

uses that session ID, then the attacker can hijack the user-va lidated session as the attacker is 

aware of the session ID used by the victim.

A  session fixation attack is a kind of sess ion h ijacking attack. The d ifference between the two 

attacks is that, in session hijacking the attack is perfo rm ed by stealing the established session 

after the user logs in whereas in session fixation, the attack starts before the user logs in. This 

attack can be perfo rm ed by using various techn iques. The techn ique  that the attacker needs to 

choose for the attack depends on how  the web applicat ion deals w ith session tokens. The 

fo l low ing  are the most com m on techn iques used for sess ion f ixation:

Q Session token in the URL argument

Q Session token in a hidden fo rm  field

© Session ID in a cookie
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Session F ixation Attack CEH
B Attacker exploits the vulnerability of a server which allows a user to use fixed SID 

B Attacker provides a valid SID to a victim and lures him to authenticate himself using that SID

... • I )
Victim

PO ST a c c o u n t .p h p

Cookie: 0D6441FEA4496C2

V ic tim  clicks on 
the  link  and logs 

in  on  th e  vu lne rab le

J *  I J *  ♦ ־   Cg«-« ־t»w»3 . - ט
F3SM h«>1 0**01 fWUTt ftfwo. <S Q

S*n»

Check this out. here are coo• new festival 
offer! from our bank, http://citibank.com/?
SID0־D&441FEA4496C2־

Thanks,
Customer Care, Citibank

Web Server

. ............... se rver :
1— * ...............  . ■ | M  ■

............. .........................................  B !

........ .......................  *..*ssss 2 “ -
...... ..... 1

Attacker
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4 In the  HTTP header response m ethod  o f session fixa tio n  attacks, the  a ttacke r explores 
the  server response to  fix  the  session ID. The a ttacke r is able to  insert the  value o f session ID in 
the  cookie w ith  th e  help o f the  Set-Cookie pa ram e te r. Once the  cookie is set, the  a ttacker 
sends it to  the  v ic tim 's  brow ser.

Session fixa tio n  is carried o u t in th re e  phases:

© Session se t-up  phase: In th is  phase, the  a ttacker firs t ob ta ins a leg itim a te  session ID by 
m aking a connection  w ith  the  w eb app lica tion . Few w eb app lica tions suppo rt th e  idle 
session tim e -o u t fea tu re . In such cases, th e  a ttacke r needs to  send requests repea ted ly  
in o rd e r to  keep the  established tra p  session ID alive.

F ixa tion  phase: In th is  phase, the  a ttacker inserts the  session ID to  the  v ic tim 's  b row ser 
and fixes th e  session.

e

© Entrance phase: In th is  phase, the  a ttacke r s im ply w a its  fo r  the  v ic tim  to  log in in to  the  
w eb server using the  tra p  session ID.

Assume th a t the  v ic tim  w ants  to  use an on line  banking fac ility . Let us consider an on line  bank, 
say h ttp :/ /c it ib a n k .c o m /. If the  a ttacke r w ants  to  fix  th is  session, then  he o r she needs to  fo llo w  
the  steps m en tioned  as fo llow s:

© First, the  a ttacke r should log in in to  th e  bank's w ebs ite  as a tru s te d  user.
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© Then h ttp ://c it ib a n k .c o m / issues a session ID, say 0D6441FEA4496C2, to  the_attacker.

© The a ttacke r then  sends the  m alic ious link con ta in ing  the  session ID, say 
h ttp :/ /c it ib a n k .c o m /? SID=0D6441FEA4496C2, to  the  v ic tim  and lures the  v ic tim  to  click 
on it.

© W hen the  v ic tim  clicks on the  link tre a tin g  it as a leg itim a te  link sent by the  bank, it 
d irects th e  v ic tim  to  the  bank's w eb server fo r  SID=0D6441FEA4496C2.

© The w eb server checks and in fo rm s th a t the  session ID 0D6441FEA4496C2 is a lready 
established and is in active sta te  and hence th e re  is no need to  create  th e  new  session. 
Here, th e  v ic tim  enters user name and password to  login scrip t and gains access to  his or 
her account.

© Now  the  a ttacke r can also access the  user va lida te  session, i.e., v ic tim 's  on line  bank 
account page using h ttp :/ /c it ib a n k .c o m /? SID=0D6441FEA4496C2 as the  a ttacke r has 
know ledge o f the  session ID used by th e  v ic tim .

To sum m arize th is  a ttack, we can say th a t in a session fixa tio n  attack, the  v ic tim  is lured to  log 
in to  the  a ttacker's  session.

Victim

POST account.php

Cookie: 0D6441FEA4496C2

uJ A  - י  O  ♦  ♦  5 Offers Rairirg • vte is jg t (.. o  B  a

(WflpWj Mnujc Injcrt Optier? 'ansi T* Rrrc.v Dr<cl4pc ס Q
Umt ur«SI/H/30l04»»Mcu sto n •  r c a re @c <t ba י  l

V ic t im  c l ic k s  o n  

t h e  l in k  a n d  lo g s  

in  o n  t h e  v u ln e r a b le  

s e r v e r

Hi John,

Check this out, here are cool new festival 
offers from our bank, h ttp ://c 1tibank.com /? 
SID=0D6441F E A449SC2"

Thanks,
Customer Care, Citibank.

Web Server

s e r v e r  ;  .

b ! ו 
........................................................................ *  *

.............. v J -  -
........s

Attacker

FIGURE 11.12: Illustrating session fixation attack
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M o d u l e  F l o w

So fa r,  w e  have discussed va r ious  session h ijack ing  concep ts  and a pp l ica t io n - le ve l  

session h ijack ing. N o w  w e  w i l l  d iscuss n e tw o rk - le v e l  session h ijack ing.

Session Hijacking Concepts Application Level Session Hijacking

1^1
• N e tw o rk  Level Session Hijacking Session Hijacking Tools

Counter-measures Penetration Testing

This sec t ion  h igh l igh ts  n e tw o rk - le v e l  session h ijack ing  and va r ious  te c h n iq u e s  used to  p e r fo rm  

n e tw o rk - le v e l  session h ijack ing.
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Network-level Session Hijacking CEH

J The network-level hijacking relies on hijacking transport and
Internet protocols used by web applications in the application layer

J By attacking the network-level sessions, the attacker gathers some 
critical information which is used to attack the application level

Session
Hijacking

i  I  i

Network-level hijacking includes:

IP Spoofing: 
Source Routed 

Packets

Man-in-the- 
Middle: 

Packet Sniffer

RST
Hijacking

TCP/IP
Hijacking

UDP
Hijacking

Blind
Hijacking

C o pyrigh t ©  b y  E G -G lllllC il. A ll R ights Reserved. R e p roduc tion  is S tr ic tly  P roh ib ited .

N e t w o r k - l e v e l  S e s s i o n  H i j a c k i n g

N e tw o rk - le v e l  h i jack ing  is im p le m e n te d  on  th e  da ta  f lo w  o f  th e  p ro to c o l  shared  by all 

w e b  a pp lica t ions . A t tacks  on n e tw o rk - le v e l  sessions p ro v id e  th e  a t ta c k e r  w i th  cr it ica l 

in fo rm a t io n  t h a t  is h e lp fu l  to  a t ta c k  a p p l ic a t io n - le v e l  sessions.

N e tw o rk - le v e l  h i jack ing  inc ludes:

© TCP/IP h ijack ing

Q IP sp oo f ing : source  ro u te d  packets

0  RST h ijack ing

© Blind h ijack ing

© M a n - in - th e -m id d le :  packe t sn i f fe r  

© UDP h ijack ing
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The 3-Way Handshake

If the attacker can anticipate the next sequence and ACK number that Bob will send, he/she will 
spoof Bob's address and start a communication with the server

SYN Seq.:4000 

SYN/ACK Seq:7000, Ack: 4001 

ACK Seq: 4002, Ack :7001

Server

1. Bob initiates a connection with the server and sends a packet to the 
server with the SYN bit set

2. The server receives this packet and sends back a packet with the
SYN/ACK bit and an ISN (Initial Sequence Number) for the server

3. Bob sets the ACK bit acknowledging the receipt of the packet and 
increments the sequence number by 1

4. Now, the two machines successfully established a session

■
)y rig h t ©  b y  E C -G (ancil. A ll R ights Reserved. R e p roduc tion  is S tr ic tly  P roh ib ited .

T h e  T h r e e - w a y  H a n d s h a k e

W h e n  tw o  pa r t ies  es tab l ish  a c o n n e c t io n  using TCP, th e y  p e r fo rm  a th re e -w a y  

handshake . A th re e -w a y  handshake  s ta r ts  th e  c o n n e c t io n  and exchanges all th e  p a ra m e te rs  

n eeded  fo r  th e  tw o  par t ies  to  c o m m u n ic a te .  TCP uses a th re e -w a y  handshake  to  es tab l ish  a 

n e w  c o n n e c t io n .  The fo l lo w in g  i l lu s t ra t io n  show s h o w  th is  exchange  w o rk s  is as fo l lo w s :

FIGURE 11.13: Three-way handshake process

In i t ia l ly ,  th e  c o n n e c t io n  on th e  c l ien t  s ide is in th e  c losed s ta te  and th e  one  on th e  se rve r  s ide is 

in th e  l is ten ing  s ta te . The c l ien t  in i t ia tes  th e  c o n n e c t io n  by send ing  th e  In i t ia l  S equence  

N u m b e r  (ISN) and se t t in g  th e  SYN flag. N o w  th e  c l ien t  s ta te  is in th e  SYN-SENT sta te .

On re c e ip t  o f  th is  packe t,  th e  se rve r  a ckno w le dg es  th e  c l ie n t  sequence  n u m b e r ,  and sends its 

o w n  ISN w i th  th e  SYN flag  set. Its s ta te  is n o w  SYN-RECEIVED. On re ce ip t  o f  th is  packe t,  th e  

c l ie n t  ackno w le dg es  th e  se rve r  sequence  n u m b e r  by in c re m e n t in g  it and  se t t in g  th e  ACK flag.
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The c l ien t  is n o w  in th e  es tab l ished  s ta te . A t  th is  p o in t ,  th e  tw o  m ach ines  es tab l ished  a session 

and can beg in  c o m m u n ic a t in g .

On rece iv ing  th e  c l ien t 's  a c k n o w le d g e m e n t ,  th e  se rve r  e n te rs  th e  es tab l ished  s ta te  and sends 

back th e  a c k n o w le d g m e n t ,  in c re m e n t in g  th e  c l ie n t 's  sequence  n u m b e r .  The c o n n e c t io n  can be 

c losed by e i th e r  using th e  FIN o r  RST f la g  o r  by t im in g  ou t.

If th e  RST f lag  o f  a p acke t is set, th e  rece iv ing  hos t e n te rs  th e  CLOSED s ta te  and frees  all 

resources  assoc iated  w i th  th is  ins tance  o f  th e  c o n n e c t io n .  A ny  a d d it io n a l  in c o m in g  packe ts  fo r  

t h a t  c o n n e c t io n  w i l l  be d ro p p e d .

If th e  packe t is se n t w i th  th e  FIN Flag tu rn e d  on, th e  rece iv ing  hos t closes th e  c o n n e c t io n  as it 

e n te rs  th e  CLOSE-WAIT m o d e .  The packets  sen t by th e  c l ie n t  are accep ted  in an es tab l ished  

c o n n e c t io n  if th e  sequence  n u m b e r  is w i th in  th e  range and fo l lo w s  its p redecessor.

If th e  sequence  n u m b e r  is beyo nd  th e  range o f  th e  accep tab le  sequence  n u m b e rs ,  th e  packe t is 

d ro p p e d  and an ACK packe t w i l l  be se n t using th e  expe c ted  sequence  n u m b e r .

For th e  th re e  par t ies  to  c o m m u n ic a te ,  th e  re q u ire d  th ing s  are as fo l lo w s :

© The IP address

© The p o r t  n u m b e rs

© The sequence  n u m b e rs

F ind ing  o u t  th e  IP address and th e  p o r t  n u m b e r  is easy; th e y  are l is ted  in th e  IP packets, w h ich  

do  n o t  change  th ro u g h o u t  th e  session. A f te r  d isco ve r ing  th e  addresses th a t  are c o m m u n ic a t in g  

w i th  th e  por ts , th e  in fo rm a t io n  exchanged  stays th e  sam e fo r  th e  re m a in d e r  o f  th e  session. 

H ow e ve r ,  th e  sequence  n u m b e rs  change. T h e re fo re ,  th e  a t ta c k e r  m u s t  success fu l ly  guess th e  

se qu en ce  n u m b e rs  f o r  a b l in d  h i jack . If th e  a t ta c k e r  can fo o l  th e  se rve r  in to  rece iv ing  his o r  he r  

s p oo fed  packets  and e xecu t ing  th e m ,  th e  a t ta c k e r  has successfu lly  h ijacked  th e  session.

Exam p le :

© Bob in i t ia te s  a c o n n e c t io n  w i th  th e  se rve r  by  send ing  a packe t to  th e  se rve r  w i th  th e  

SYN b it  set.

© The se rve r  rece ives th is  packe t and rep lies  by send ing  a packe t w i th  th e  SYN/ACK b it  and 

an ISN ( In it ia l Sequence N u m b e r )  fo r  th e  server.

© Bob sets th e  ACK b it  to  a ck n o w le d g e  th e  re c e ip t  o f  th e  p acke t and in c re m e n ts  th e  

sequence  n u m b e r  by 1.

© The t w o  m ach ines  have successfu l ly  es tab l ished  a session.
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CEHSequence Num bers

To ta l C oun te rs

They are a 32-bit counter. 
Therefore, the possible 
combinations can be over 
4 billion

Func t ion
They are used to tell the 
receiving machine in what 
order the packets should go 
when they are received

C o pyrigh t ©  b y  EC-G *ancil. A ll R ights Reserved. R e p roduc tion  is S tr ic tly  P roh ib ited .

Sequence  N um ber
Sequence numbers are 

important in providing a reliable 
communication and are also 
crucial for hijacking a session

Hijack a Session
Therefore, an attacker 

must successfully guess 
the sequence numbers in 
order to hijack a session

S e q u e n c e  N u m b e r s

The th re e -w a y  handshake  in TCP has a lready  been discussed. TCP p ro v id e s  a fu l l -  

d u p le x  re l iab le  s t rea m  c o n n e c t io n  b e tw e e n  tw o  e n d p o in ts .  A c o n n e c t io n  is u n iq u e ly  d e f in e d  by 

f o u r  e le m e n ts :  IP address o f  th e  sender, TCP p o r t  n u m b e r  o f  th e  sender, IP address  o f  th e  

rece ive r, and TCP p o r t  n u m b e r  o f  th e  rece ive r. The in c re m e n t in g  o f  sequence  n u m b e rs  can be 

seen in th e  th re e -w a y  handshake . Each b y te  sen t by a sender  carr ies  a p a r t ic u la r  sequence  

n u m b e r  th a t  is a c k n o w le d g e d  by th e  rece ive r  a t its end. The rece ive r  responds  to  th e  sender 

w i th  th e  sam e sequence  n u m b e r .  For se cu r ity  purposes, th e  sequence  n u m b e r  is d i f fe re n t  fo r  

d i f fe re n t  co nn ec t io ns ,  and each session o f  a TCP c o n n e c t io n  has a d i f fe re n t  sequence  n u m b e r .  

These sequence  n u m b e rs  are c ruc ia l fo r  secur ity :  th e y  are  32 bits, so th e re  are  m o re  th a n  4 

b i l l ion  poss ib le  co m b in a t io n s ,  w h ic h  m akes i t  v e ry  d i f f i c u l t  t o  guess th e m .  T hey  are  also cr it ica l 

fo r  an a t ta c k e r  to  h ijack  a session.

W h a t  happens  w h e n  th e  in it ia l  sequence  n u m b e r  (o f  th e  f i r s t  packets  o f  th e  c l ie n t  SYN packe t 

o r  th e  se rve r 's  SYN/ACK packe t)  is p re d ic ta b le ?  W h e n  th e  TCP se qu en ce  is p re d ic ta b le ,  an 

a t ta c k e r  can send packets  th a t  are  fo rg e d  to  a pp ea r  to  co m e  f r o m  a t ru s te d  c o m p u te r .  

A t ta cke rs  can also p e r fo rm  session h ijack ing  to  gain access t o  u n a u th o r iz e d  in fo rm a t io n .

The n ex t s tep  is to  t ig h te n  th e  OS im p le m e n ta t io n  o f  TCP and in t ro d u c e  ran do m n ess  in th e  ISN. 

This is ca rr ied  o u t  by th e  use o f  p s e u d o ra n d o m  n u m b e r  g e n e ra to rs  (PRNGs). ISNs used in TCP 

c o n n e c t io n s  are ra n d o m iz e d  using PRNGs. H ow e ve r ,  because o f  th e  im p l ic a t io n s  o f  th e  cen tra l
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l im i t  th e o re m ,  a dd ing  a series o f  n u m b e rs  p ro v id e s  in s u f f ic ie n t  va r iance  in th e  range  o f  l ike ly  

ISN va lues, th e re b y  a l lo w in g  an a t ta c k e r  to  d is ru p t  o r  h i jack ex is t ing  TCP c o n n e c t io n s  o r  sp o o f  

f u tu re  c o n n e c t io n s  aga ins t v u ln e ra b le  TCP/IP  s tack  im p le m e n ta t io n s .  The im p l ic a t io n  is th a t  

sys tem s th a t  re ly  on ra n d o m  in c re m e n ts  to  g e n e ra te  ISNs are sti l l  v u ln e ra b le  to  s ta t is t ica l 

a ttack . In o th e r  w o rd s ,  o v e r  t im e ,  even  c o m p u te rs  choos ing  ra n d o m  n u m b e rs  w i l l  re p e a t  

th e m se lve s  because th e  ran do m n ess  is based on  an in te rn a l  a lg o r i th m  th a t  a p a r t ic u la r  

o p e ra t in g  sys tem  uses. Once a sequence  n u m b e r  has been  agreed  to ,  all th e  packets  t h a t  fo l lo w  

w i l l  be th e  ISN_1. This m akes in je c t ing  data  in to  th e  c o m m u n ic a t io n  s t rea m  possib le.

The fo l lo w in g  are  som e  te rm s  used in re fe r r in g  to  ISN n u m b e rs :

© SVR_SEQ: Sequence n u m b e r  o f  th e  n ex t b y te  to  be sen t by th e  se rve r

© SVR_ACK: N ex t by te  to  be rece ived  by th e  se rve r  ( the  sequence  n u m b e r  o f  th e  last by te  

rece ived  p lus one)

© SVR_W IND: Server 's  rece ive  w in d o w

© CLT_SEQ: Sequence  n u m b e r  o f  th e  n ex t b y te  to  be sen t by th e  c l ien t

© CLT_ACK: N ex t b y te  to  be rece ived  by th e  c l ien t

© CLT_WIND: C lien t 's  rece ive  w in d o w

A t th e  beg inn ing , no data  has been exchanged , th a t  is, SVR_SEQ _  CLT_ACK and CLT_SEQ _

SVR_ACK. These e q u a t io n s  are also t r u e  w h e n  th e  c o n n e c t io n  is in a q u ie t  s ta te , t h a t  is, no data

is be ing  sen t on each side. These e q u a t io n s  are  n o t  t r u e  d u r in g  t ra n s i to ry  s ta tes  w h e n  da ta  is 

sent. The fo l lo w in g  are th e  TCP p acke t h ea de r  f ie lds :

© Source p o r t :  Source p o r t  n u m b e r

© D es t in a t io n  p o r t :  D e s t in a t io n  p o r t  n u m b e r

© Sequence n u m b e r :  Sequence  n u m b e r  o f  th e  f i r s t  b y te  in th is  packe t 

© A c k n o w le d g m e n t  n u m b e r :  Expected sequence  n u m b e r  o f  th e  n e x t  b y te  to  be rece ived  

The fo l lo w in g  are  th e  c o n t ro l  b its :

© URG: U rg e n t  p o in te r  

© ACK: A c k n o w le d g m e n t  

© PSH: Push fu n c t io n  

© RST: Reset th e  c o n n e c t io n  

© SYN: Synchron ize  sequence  n u m b e rs  

© FIN: No m o re  data  f r o m  sender 

© W in d o w :  W in d o w  size o f  th e  sender  

© C hecksum : TCP checksum  o f  th e  h ea de r  and data  

© U rg e n t  p o in te r :  TCP u rg e n t  p o in te r

M odule  11 Page 1555 Ethical H acking an d  C o u n te rm e a su re s  Copyright ©  by EC-C0UnCil
All Rights Reserved. R eproduction  is Strictly Prohib ited .



Exam 312-50 C ertified Ethical HackerEthical Hacking and  C o u n te rm easu re s
Session  Hijacking

© O p tions : TCP o p t io n s

© SEG_SEQ: Refers to  th e  packe t sequence  n u m b e r  (as seen in th e  heade r)

© SEG_ACK: Refers to  th e  p acke t a c k n o w le d g m e n t  n u m b e r

© SEG_FLAG: Refers to  th e  c o n tro l  b its

On a typ ica l p acke t sen t by th e  c l ie n t  (no re tra nsm iss io n ) ,  SEG_SEQ is set to  CLT_SEQ, and 

SEG_ACK is set to  CLT_ACK. CLT_ACK <_ SVR_SEQ <_ CLT_ACK _  CLT_WIND SVR_ACK <_ 

CLT_SEQ <_SVR_ACK _  SVR_WIND.

If a c l ien t  in i t ia te s  a c o n n e c t io n  w i th  th e  server, th e  fo l lo w in g  ac t ions  w i l l  ta ke  p lace:

© The c o n n e c t io n  on th e  c l ie n t  s ide is in th e  CLOSED sta te .

© The o ne  on th e  se rve r  side is in th e  LISTEN sta te .

© The c l ie n t  f i r s t  sends its in i t ia l  sequence  n u m b e r  and sets th e  SYN b it :  SEG_SEQ =

CLT_SEQ_0, SEG_FLAG = SYN.

© Its s ta te  is n o w  SYN-SENT.

© W h e n  th e  se rve r  rece ives th is  packe t, i t  a ckno w le dg es  th e  c l ien t  sequence  n u m b e r ,  

sends its o w n  ISN, and sets th e  SYN bit :

e  SEG_SEQ_SVR_SEQ_0

e  SEQ_ACK _  CLT_SEQ_0_1

e  SEG_FLAG _  SY N

A nd  sets:

© S V R_ A C K_C LT_S E Q _0_  1 

Its s ta te  is n o w  SYN-RECEIVED.

© On re c e ip t  o f  th is  packe t,  th e  c l ien t  ackno w le dg es  th e  se rve r  ISN:

© SEG_SEQ _  CLT_SEQ_0_1 

© SEQ_ACK _  SVR_SEQ_0_1

A nd  sets CLT_ACK_SVR_SEQ_0_1 

© Its s ta te  is n o w  ESTABLISHED.

0  On re c e ip t  o f  th is  packe t th e  se rve r  e n te rs  th e  ESTABLISHED sta te :

© C LT_S E Q_C LT_S E Q _0_  1 

© C LT_ A C K_S V R_S E Q _0_  1 

© SVR_SECLSVR_SEQ_0_1 

© S V R_ A C K_C LT_S E Q _0_  1 

© The fo l lo w in g  t ra n s c r ip t  show s  th e  n ex t s teps in th e  process.
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Server Client

LISTEN CLOSED

<-SYN,

C LTS E Q O

LISTEN SYNSENT

SYN,AC’K->

S V R S E Q O

C’LT_SEQ_0+1

SYN_RECEIVED ESTABLISHED

SVR_SEQ = CLT_SEQ_0+1

C L T A C K  = SVRSEQ0+1

<-ACK.

CLT_SEQ_0+1

SVRSEQ0+1

ESTABLISHED

SVRSEQ  = SVR_SEQ_0+1

SVR A C K = C'LT SEQ 0+1

TABLE 11.1: transcript showing next steps in the process

If a sequence  n u m b e r  w i th in  th e  rece ive  w in d o w  is kn o w n ,  an a t ta c k e r  can in je c t  data  in to  th e  

session s t rea m  o r  te rm in a te  th e  c o n n e c t io n  i f  he o r  she kn ow s  th e  n u m b e r  o f  by tes  so fa r  

t r a n s m it te d  in th e  session (on ly  app l icab le  to  a b l in d  h ijack ).

The a t ta c k e r  can guess a su itab le  range o f  sequence  n u m b e rs  and sends o u t  a n u m b e r  o f  

packe ts  in to  th e  n e tw o rk  w i th  d i f fe re n t  sequence  n u m b e rs  t h a t  fa l l  w i th in  th e  a p p ro p r ia te  

range. Recall t h a t  th e  FIN p a c k e t  is used to  close a c o n n e c t io n .  Since th e  range is kn o w n ,  i t  is 

l ike ly  t h a t  th e  se rve r  accepts  a t least o ne  packe t. This w ay , th e  a t ta c k e r  does n o t  send a packe t 

fo r  eve ry  sequence  n u m b e r ,  b u t  can re so r t  to  send ing  an a p p ro p r ia te  n u m b e r  o f  packe ts  w i th  

sequence  n u m b e rs  a w in d o w  size apart.

Bu t h o w  does th e  a t ta c k e r  k n o w  th e  n u m b e r  o f  packets  to  be sent?  This is o b ta in e d  by d iv id in g  

th e  range o f  sequence  n u m b e rs  to  be cove red  by  th e  f ra c t io n  o f  th e  w in d o w  size used as an 

in c re m e n t .  PRNG takes  care o f  th is  ra n d o m iz a t io n .  The d i f f ic u l ty  o f  ca rry ing  o u t  such a ttacks  is 

d ire c t ly  p ro p o r t io n a l  to  th e  ra n d o m n e s s  o f  th e  ISNs. The m o re  ra n d o m  th e  ISN, th e  m o re  

d i f f ic u l t  it is to  a ttack .
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Sequence Numbers Prediction c(«rt1fw4
EH
IUmjI NMhM

J
This sequence number is predictable; the 
attack connects to a server first with its own 
IP address, records the sequence number 
chosen, and then opens a second 
connection from a forged IP address

E l

After a client sends a connection request 
(SYN) packet to the server, the server 
responds (SYN-ACK) with a sequence 
number of choosing, which must be 
acknowledged by the client

If the source IP address is used for 
authentication, then the attacker can use 
one-sided communication to break into 
the server

C o pyrigh t ©  b y  EC-G *ancil. A ll R ights Reserved. R e p roduc tion  is S tr ic tly  P roh ib ited .

The attack does not see the SYN-ACK (or 
any other packet) from the server, but can 
guess the correct response

•  S e q u e n c e  N u m b e r s  P r e d i c t i o n

Once a c l ie n t  sends a c o n n e c t io n  re q u e s t  (SYN) p acke t to  th e  serve r, th e  se rve r  

re s p o n d s  (SYN/ACK) w i th  a sequence  n u m b e r ,  w h ic h  th e  c l ie n t  m u s t  th e n  a ck n o w le d g e  (ACK).

This sequence  n u m b e r  is p re d ic ta b le ;  th e  a t ta ck  conn ec ts  to  a serv ice f i r s t  w i th  its o w n  IP 
address, reco rds  th e  sequence  n u m b e r  chosen, and th e n  opens  a second c o n n e c t io n  f r o m  th e  

fo rg e d  IP address. The  a t ta c k e r  does n o t  see th e  SYN/ACK (o r  any  o th e r  packe t)  f r o m  th e  

serve r, b u t  can guess th e  c o r re c t  response. If th e  source  IP address  is used fo r  a u th e n t ic a t io n ,  

th e  a t ta c k e r  can use o n e -s id e d  c o m m u n ic a t io n  to  b reak  in to  th e  server.

Ethical H acking an d  C o u n te rm e asu re s  Copyright ©  by EC-C0UnCil
All Rights Reserved. R eproduction  is Strictly Prohib ited .

M odule  11 Page 1558



Exam 312-50 C ertified Ethical HackerEthical Hacking and  C o u n te rm easu re s
Session  Hijacking

CEHT C P /IP  H ijack in g

TCP/IP hijacking is a hacking technique that uses spoofed packets to take over a 
connection between a victim and a target machine
The victim's connection hangs and the attacker is then able to communicate with 
the host's machine as if the attacker is the victim
To launch a TCP/IP hijacking attack, the attacker must be on the same network as 
the victim

The target and the victim machines can be anywhere

SRC: 192.168.0.100, DST: 192.168.0.200, SEQ#: 1429775000, 
ACK#:1250510000, LEN: 24

V ic t im  M a c h in e  

1 9 2 .1 6 8 . 0 .1 0 0

SRC: 192.168.0.100, DST: 192.168.0.200, SEQ#: 1250510000, 
ACK#: 1429725024, LEN: 167

H o s t  M a c h in e  

1 9 2 .1 6 8 .0 .2 0 0

SRC: 192.168.0.100 
DST: 192.168.0.200 
SEQ#: 1429725024 
ACK#:1250510167 

LEN: 71
A t ta c k e r  S y s te m

Copyright ©  by EC-G*ancil. All Rights Reserved. Reproduction is Strictly Prohibited.

^  T C P / I P  H i j a c k i n g

TCP/IP h ijacking is a hacking techn ique  th a t uses spoofed packets to  take over a 
connection  be tw een a v ic tim  and a host m achine. Systems using o n e -tim e  passw ords can be 
easily a ttacked th rough  th is  techn ique . The v ic tim 's  connection  hangs and the  a ttacke r is then  
able to  com m un ica te  w ith  the  host's m achine as if  the  a ttacke r is the  v ic tim . It can be 
pe rfo rm ed  on a system on the  same n e tw o rk  as th e  v ic tim . The host m achine can be located 
anyw here.

Steps to  be pe rfo rm ed  in TCP/IP h ijacking:

© The v ic tim 's  connec tio n  is sn iffed  by gain ing his o r her sequence num bers

Using th e  sequence num ber, the  a ttacke r sends a spoofed packet fro m  the  v ic tim 's  
system to  the  host system

e

Q The host m achine responds to  th e  v ic tim , assum ing th a t the  packet has a rrived fro m  it, 
thus increm en ting  the  sequence num ber the reby  responding to  the  v ic tim s  IP

Ethical H acking an d  C o u n te rm e asu re s  Copyright ©  by EC-C0UnCil
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Victim Machine 
192.168.0.100

SRC: 192.168.0.100, DST: 192.168.0.200,SEQ#: 1429775000, 
ACK#: 1250510000, LEN: 24

SRC: 192.168.0.200, DST: 192.168.0.100, SEQ#: 1250510000, 
ACK#: 1429725024, LEN: 167

a
Attacker System

Host Machine 
192.168.0.200

SRC: 192.168.0.100 
DST: 192.168.0.200 
SEQ#: 1429725024 
ACK#: 1250510167 

LEN: 71

FIGURE 11.14: TCP/IP Hijacking
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T C P /IP  H ijack in g
( C o n t ’d)

The attacker sniffs the victim's connection and uses the victim's IP to send a spoofed packet 
with the predicted sequence number

2  | The host processes the spoofed packet, increments the sequence number, and sends
acknowledgement to the victim's IP

The victim machine is unaware of the spoofed packet, so it ignores the host machine's ACK 
packet and turns sequence number count off

Therefore, the host receives packets with the incorrect sequence number

The attacker forces the victim's connection with the host machine to a desynchronized state

The attacker tracks sequence numbers and continuously spoofs packets that comes from 
the victim's IP

The attacker continues to communicate with the host machine while the victim's connection 
hangs

C o pyrigh t ©  b y  EG-G(IIIICil. A ll R ights Reserved. R e p roduc tion  Is S tr ic tly  P roh ib ited .

T C P / I P  H i j a c k i n g  ( C o n t ’ d )

TCP/IP h ijack ing  is a dan ge ro us  te c h n iq u e  used by a t tacke rs  to  gain access to  th e  hos t 

in a n e tw o rk  and th e n  d isco n n e c t  i t  f r o m  th e  n e tw o rk  log ically . To gain access to  th e  host, th e  

a t ta c k e r  in i t ia l ly  sn if fs  th e  v ic t im 's  c o n n e c t io n  and uses th e  v ic t im 's  IP to  send a s p oo fed  packe t 

w i th  th e  p re d ic te d  sequence  n u m b e r .  The h os t processes th e  s p o o fe d  packe t ,  in c re m e n ts  th e  

sequence  n u m b e r ,  and sends a c k n o w le d g e m e n t  to  th e  v ic t im 's  IP. The v ic t im  m ach in e  is 

u n a w a re  o f  th e  spoo fed  packe t, so it ignores  th e  hos t m ach in e 's  ACK p acke t and tu rn s  sequence  

n u m b e r  c o u n t  o f f .  T h e re fo re ,  th e  hos t rece ives packe ts  w i th  th e  in c o r re c t  sequence  n u m b e r .  

The a t ta c k e r  fo rces  th e  v ic t im 's  c o n n e c t io n  w i th  th e  hos t m ach in e  to  a d e s y n c h ro n iz e d  s ta te . 

The a t ta c k e r  tracks  sequence  n u m b e rs  and c o n t in u o u s ly  spoo fs  packets  t h a t  com es f r o m  th e  

v ic t im 's  IP. The a t ta c k e r  c o n t in u e s  to  c o m m u n ic a te  w i th  th e  hos t m ach in e  w h i le  th e  v ic t im 's  

c o n n e c t io n  hangs.

&

CEH
Urtifwtf ilhiul lUthM

Ethical Hacking and  C o u n te rm easu re s
Session  Hijacking
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CEHIP Spoofing: Source Routed 
Packets

fSE!

 1 ן

ן

ז * *

■ ר~

m

ן
\

1!3׳
The packets are source-routed where the path to the destination IP can be specified by 
the attacker

C o pyrigh t ©  b y  EC-G *ancil. A ll R ights Reserved. R e p roduc tion  is S tr ic tly  P roh ib ited .

R - f l  I P  S p o o f i n g :  S o u r c e  R o u t e d  P a c k e t s

_  ^  The IP sp o o f in g  te c h n iq u e  is used fo r  ga in ing  u n a u th o r iz e d  access to  th e  c o m p u te rs .  

The a t ta c k e r  sends a message to  th e  se rve r  w i th  an IP address  ind ica t in g  t h a t  th e  message is 

f r o m  a t ru s te d  host. First, th e  a t ta c k e r  o b ta ins  th e  IP address o f  th e  c l ie n t  and m o d if ie s  th e  

p acke t headers  t o  ind ica te  th a t  i t  com es f r o m  a t ru s te d  IP address. This ty p e  o f  h i jack ing  a llow s  

th e  a t tacke rs  to  c rea te  th e i r  o w n  a ccep tab le  packets  to  in se rt  in to  th e  TCP session. The packets  

are source  ro u te d ,  w h e re  th e  se nd e r  specif ies th e  pa th  fo r  packets  f r o m  source  to  th e  

d e s t in a t io n  IP. Using th is  source  ro u t in g  te c h n iq u e ,  a t tacke rs  can fo o l  th e  se rve r  in to  th in k in g  

t h a t  i t  is c o m m u n ic a t in g  w i th  th e  user.

A f te r  sp oo f ing  th e  IP address successfu lly , th e  h i jacker  a lte rs  th e  sequence  n u m b e r  and th e  

a c k n o w le d g e m e n t  n u m b e r  t h a t  th e  se rve r  expects. A f te r  chang ing  th is  n u m b e r ,  th e  a t ta c k e r  

in jec ts  th e  fo rg e d  packe ts  in to  th e  TCP session b e fo re  th e  c l ie n t  can respond . This leads to  th e  

desyn ch ron ized  s ta te  because th e  sequence  and ACK n u m b e r  are n o t  synch ron ized  b e tw e e n  

th e  c l ien t  and th e  server.
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EEiii

I

R S T  H i j a c k i n g

RST h ijack ing  is a fo rm  o f  TCP/IP h i jack ing  w h e re  a rese t (RST) p acke t is in je c ted . In 

th is  a t tack , th e  a t ta c k e r  f i r s t  sn if fs  th e  c o n n e c t io n  b e tw e e n  th e  source  and th e  v ic t im  to  g rab  

th e  c o n n e c t io n  e s ta b l is h m e n t  in fo rm a t io n  such as IP add resses  o f  sou rce  and v ic t im ,  sequence  

n u m b e rs ,  etc. N o w  th e  a t ta c k e r  c ra fts  an RST p acke t w i th  a spoo fed  address  as th a t  o f  th e  

source  address and th e  a c k n o w le d g e m e n t  n u m b e r  th e  sam e as t h a t  o f  th e  g e n u in e  c o n n e c t io n  

and th e n  sends i t  t o  th e  v ic t im . W h e n  th e  v ic t im  rece ives th e  spoo fed  p acke t it be l ieves th a t  th e  

rese t req ue s t  is sen t by th e  source  and th u s  resets th e  c o n n e c t io n .  RST h ijack ing  can be ca rr ied  

o u t  using a packe t c ra f t in g  to o l  such as C o la so f t 's  Packe t B u i ld e r .  O th e r  to o ls  such as tc p d u m p ,  

aw k , and nem es is  can assist in re s e t t in g  th e  c o n n e c t io n .  T c p d u m p  can d e te c t  th e  es tab l ished  

c o n n e c t io n s  by  f i l te r in g  th e  packe ts  t h a t  have th e  ACK f lag  tu rn e d  on. A w k  is a to o l  t h a t  parses 

th e  o u tp u t  o b ta in e d  f r o m  th e  tc p d u m p  to  de r ive  th e  source  and d e s t in a t io n  addresses, po r ts , 

MAC addresses, sequence , and a c k n o w le d g e m e n t  n um be rs .  RST h ijack ing  is a ty p e  o f  DoS 

a t ta ck  w h e re  access is d en ie d  to  a serv ice o r  resource .

F i l e :  h i j a c k _ r s t . s h

# ! / b i n / s h

T c p d u m p  - S  - n  - e  - 1  " t c p [ 1 3 ]  &  1 6  = =  1 6 "  I  a c k  ' {

#  O u t p u t  n u m b e r s  a s  u n s i g n e d  

C O N V E  F M T = " % U " ;

The victim believes that the source 
actually sent the reset packet and 
resets the connection□

RST hijacking involves injecting an
O authentic-looking reset (RST) packet

using spoofed source address and 
predicting the acknowledgment 
number

RST Hijacking can be carried out 
using a packet crafting tool such as
Colasoft's Packet Builder and TCP/IP 
analysis tool such as tcpdump

Turn on the ACK flag in tcpdump to 
sniff the packets

Connection reset

Attacker

Spoofed source address w ith  p red ic ted  ACK num ber

RST packet

o  •« .
M

Victim

י״׳
a M .
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#  S e e  t h e  r a n d o m i z e r

s r a n d ( ) ;

#  p a r s e  t h e  t c p d u m p  i n p u t  f o r  p a c k e t  i n f o r m a t i o n

d s t _ m a c = $ 2 ;  

s r c _ m a c = $ 3 ;  

s p l i t ( $ 6 ,  d s t ,  

s p l i t  ( $ 8 ,  s r c ,

s r c _ i p  = s r c [ 1] " . s ״ r c [ 2 ] " . s ״ r c [ 3 ] " . s ״ r c [ 4 ] ;  

d s t _ i p  = d s t [ 1 ] " . d ״ s t [2 ] " . d ״ s t [ 3 ] " . d ״ s t [ 4 ] ;  

s r c _ p o r t = s u b s t r ( s r c [ 5 ] ,  1 , l e n g t h ( s r c [ 5 ] ) - 1) ;  

d s t _ p o r t =  d s t [ 5 ] ;

#  R e c e i v e d  a c k  n u m b e r  i s  t h e  n e w  s e q  n u m b e r

s e q _ n u m  =  $ 1 2 ;

#  F e e d  a l l  t h i s  i n f o r m a t i o n  t o  n e m e s i s

e x e c _ s t r i n g  =  " n e m e s i s  t c p  - v  - f R  - S  " s r c _ i p "  - x  " s r c _ p o r t "  - H  " s r c _ m a c "  •

D

" d s t _ i p "  - y  " d s t _ p o r t "  - M  " d s t _ m a c "  - s  " s e q _ n u m ;

#  D i s p l a y  s o m e  h e l p f u l  d e b u g g i n g  i n f o . . .  i n p u t  v s .  o u t p u t

Connection reset

Spoofed source address w ith  predicted ACK num ber I S (  / H i

^  w
RST packet Attacker

FIGURE 11.15: RST hijacking
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B lind H ijack in g CEH

0

0

J  The attacker can inject the malicious data or commands into the intercepted 
communications in the TCP session even if the source-routing is disabled

J  The attacker can send the data or comments but has no access to see the 
response

0

Q P I

. . . 7*
S e n d s  a 

r e q u e s t  t o  t h e  s e r v e r

Server

! A•‘‘‘*'■± *־*

1 1 U
Victim

Attacker
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B l i n d  H i j a c k i n g

11 Blind h ijack ing  invo lves  p re d ic t in g  th e  sequence  n u m b e rs  th a t  th e  v ic t im iz e d  host 

sends in o rd e r  to  c rea te  a c o n n e c t io n  t h a t  appears  to  o r ig in a te  f r o m  th e  host. Be fo re  e xp lo r ing  

b lind  sp o o f in g  fu r th e r ,  take  a look  a t th e  sequence  n u m b e r  p re d ic t io n .  TCP sequence  num be rs ,  

w h ic h  are u n iq u e  fo r  each b y te  in a TCP session, p ro v id e  f l o w  c o n tro l  and data  in te g r i ty  fo r  th e  

same. In a d d it io n ,  th e  TCP s e g m e n t g ives th e  In it ia l  Sequence  N u m b e r  (ISN) as a p a r t  o f  th e  

s e g m e n t  heade r.  The in it ia l  sequence  n u m b e r  does n o t  s ta r t  a t zero  fo r  each session. The 

p a r t ic ip a n ts '  s ta te  ISNs as a p a r t  o f  handshake  process in d i f fe re n t  d irec t io n s , and th e  by tes  are 

n u m b e re d  se qu en t ia l ly .  Blind IP h ijack ing  relies on th e  a t ta c k e r 's  a b i l i t y  to  p re d ic t  sequence  

n um be rs ,  as he o r  she is unab le  to  sn i f f  th e  c o m m u n ic a t io n  b e tw e e n  th e  t w o  hosts by v i r tu e  o f  

n o t  be ing  on th e  sam e n e tw o rk  se gm en t.  An a t ta c k e r  c a n n o t  s p o o f  a t ru s te d  host on a d i f fe re n t  

n e tw o rk  and see th e  rep ly  packets  because th e  packe ts  are n o t  ro u te d  back to  h im  o r  her. 

N e i th e r  can th e  a t ta c k e r  re s o r t  to  ARP cache p o is o n in g  because ro u te rs  do  n o t  ro u te  ARP 

b roadcas ts  across th e  In te rn e t .  As th e  a t ta c k e r  is unab le  to  see th e  rep lies, he o r  she is fo rce d  

to  a n t ic ip a te  th e  responses f r o m  th e  v ic t im  and p re v e n t  th e  hos t f r o m  send ing  an RST to  th e  

v ic t im .  The a t ta c k e r  th e n  in jec ts  h im s e l f  o r  h e rse l f  in to  th e  c o m m u n ic a t io n  by p re d ic t in g  w h a t  

sequence  n u m b e rs  th e  re m o te  hos t is e xpe c t ing  f r o m  th e  v ic t im .

In b lind  h ijack ing, an a t ta c k e r  c o r re c t ly  guesses th e  n e x t  ISN o f  a c o m p u te r  t h a t  is a t te m p t in g  to  

es tab l ish  a c o n n e c t io n ;  th e  a t ta c k e r  can send a c o m m a n d ,  such as se t t in g  a passw ord  to  a l lo w  

access f r o m  a n o th e r  loca t ion  on th e  n e tw o rk ,  b u t  th e  a t ta c k e r  can n eve r  see th e  response. The
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a t ta c k e r  can in je c t  th e  m a l ic ious  da ta  o r  c o m m a n d s  in to  th e  in te r c e p te d  c o m m u n ic a t io n s  in 

th e  TCP session even i f  th e  s o u rc e - ro u t in g  is d isab led .

..7*
Sends a 

request to the server

a o| ....־ **’£ * * ? * ״ ״ ״

f i t

Server
\ > \

| i | t
Victim

Attacker

FIGURE 11.16: Attacker performing Blind hijacking
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CEH
Man-in-the-Middle Attack 
Using Packet Sniffer

J  In this attack, the packet sniffer is used as an interface between the 
client and the server

J  The packets between the client and the server are routed through the 
hijacker's host by using two techniques

J ARP spoofing involves fooling the host by broadcasting the ARP request and 
changing its ARP tables by sending the forged ARP replies

C o pyrigh t ©  b y  E C -G (ancil. A ll R ights Reserved. R e p roduc tion  is S tr ic tly  P roh ib ited .

M a n ־ i n ־ t h e ־ M i d d l e  A t t a c k  u s i n g  P a c k e t  S n i f f e r0 0
M a n - in - th e -m id d le  uses a packe t s n if fe r  to  in te rc e p t  th e  c o m m u n ic a t io n  b e tw e e n  th e  

c l ie n t  and th e  server. The a t ta c k e r  changes th e  d e fa u l t  g a te w a y  o f  th e  c l ien t 's  m ach in e  and 

in ten ds  to  ro u te  th e  packe ts  th ro u g h  th e  h ijacker 's  host. The te c h n iq u e  used is to  fo rg e  ICMP 

( In te rn e t  C on tro l  M essage P ro toco l)  packe ts  to  re d ire c t  t r a f f ic  b e tw e e n  th e  c l ie n t  and th e  hos t 

th ro u g h  th e  h ijacker 's  host. This is used to  send e r ro r  messages in d ic a t in g  th e  p ro b le m s  in 

p rocess ing  packets  th ro u g h  a c o n n e c t io n  and fo o l in g  th e  se rve r  and th e  c l ien t  to  ro u te  th ro u g h  

its pa th .

A n o th e r  te c h n iq u e  used is ARP (Address R eso lu t ion  P ro toco l)  spoo f ing . The ARP tab les  are used 

by th e  hosts to  m ap  th e  local IP addresses to  h a rd w a re  addresses o r  M AC addresses. The 

a t ta c k e r  sends fo rg e d  ARP rep lies  th a t  u p d a te  th e  ARP tab les  a t th e  hos t b ro ad cas t in g  th e  ARP 

requests . The t ra f f ic  se n t to  t h a t  IP w i l l  ins tead  be d e l ive red  to  th e  host.
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CEHUDP H ijack in g

The attacker uses man-in-the-middle 
attack to intercept server's response to 
the client and sends its own forged reply

:י*

• •

A network-level session hijacking where 
the attacker sends forged server reply to a 
victim's UDP request before the intended 
server replies to it

U P D  re s p o n s e

C lie n t  s e n d s  a U D P  re q u e s t

V ־ • . .Client

Attacker
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U D P  H i j a c k i n g
■ W

UDP does n o t  use packe t sequenc ing  and synchron iz ing , so an a t ta c k e r  can easily 

a t ta ck  a UDP session th a n  TCP. In th is  a t tack , th e  h i jacke r  fo rges  a se rve r  rep ly  to  th e  c l ien t  UDP 

re q u e s t  b e fo re  th e  se rve r  can respond . The se rve r 's  rep ly  can be easily re s tr ic te d  i f  s n if f ing  is 

used. A m a n - in - th e -m id d le  a t ta c k  in UDP h i ja c k in g  can m in im iz e  th e  task  o f  th e  a t ta c k e r  as th e y  

can s top  th e  se rve r 's  rep ly  to  reach th e  c l ien t  in th e  f i r s t  place.

C l ie n t  s e n d s  a  U O P  r e q u e s t
. . . . V

* < - ■ U P D  re s p o n s e

Server0׳
5 a  . ״  

״ *»*■. r*r>1.זי•Client

h •••

Attacker

FIGURE 11.17: Attacker performing UDP Hijacking on client
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M odule Flow  C EH

Session
Hijacking
Concepts

Network 
Level Session 

Hijacking

-Counterו
measures

Application 
Level Session 

Hijacking&

Session
Hijacking

Tools
V

* י י
ץ־

Penetration
Testing
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M o d u l e  F l o w

So fa r, w e  have discussed session h ijack ing  and its concep ts , a p p l ic a t io n - le v e l  session 

h ijack ing  and n e tw o rk - le v e l  session h ijack ing  and va r ious  te c h n iq u e s  to  p e r fo rm  session 

h ijack ing  a ttacks. These types  o f  a t tacks  can be p e r fo rm e d  w i th  th e  he lp  o f  to o ls .  The session 

h ijack ing  to o ls  m ake  th e  a t ta c k e r 's  jo b  easy.

k a tי ^  Session Hijacking Concepts Application Level Session Hijacking

י

. Network Level Session Hijacking d g g  Session Hijacking Tools

Counter-measures
£ 4

Penetration Testing
&

This sec t ion  lists and descr ibes  va r iou s  to o ls  used by th e  a t ta c k e r  fo r  ca rry ing  o u t  session 

h ijack ing.
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Session Hijacking Tool: Zaproxy CEH

The OWASP Zed Attack Proxy (ZAP) is an integrated penetration testing tool for finding 
vulnerabilities in web applications

Untitled Session - OWASP ZAP

V3 .se RSCOtt I«*S r*Mp■ .ו■* File EOB

־« ׳& 1/ 0

J S-ujasf Response•*■ |  Eteak ]
C - O B .ר j  m  H 
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B >-־־  f i  rapfcmacseft :c ► 
i l l  aapMMttl soogle co L ► 
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 fl| !•■e»|׳

l^*G€T3acfc_
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ייי־
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F e a tu re s

© Intercepting proxy 

© Active scanner 

© Passive scanner 

© Brute force scanner 

© Spider 

© Fuzzer 

© Port scanner 

© Dynamic SSL certificates 

© API

© Beanshell integration

S e s s i o n  H i j a c k i n g  T o o l :  Z A P

Source: h t tp s : / /w w w .o w a s p .o r g

The Zed A t ta c k  Proxy (ZAP) is a p e n e t ra t io n  te s t in g  to o l  fo r  f in d in g  v u ln e ra b i l i t ie s  in w e b  

app lica t ions . It is des igned  to  be used by p eo p le  w i th  a w id e  range o f  se cu r ity  e xpe r ie nce  and as 

such is ideal fo r  d e v e lo pe rs  and fu n c t io n a l  te s te rs  w h o  are n e w  to  p e n e t ra t io n  te s t ing . It has 

a u to m a te d  scanners and a set o f  to o ls  t h a t  a l low s  you  to  f in d  v u ln e ra b i l i t ie s  m anua l ly .  It is an 

in te rc e p t in g  p ro xy  w i th  act ive , passive, and b ru te  fo rc e  s c a nn e r  c a p a b i l i t ie s .  It has Beanshell 

in te g ra t io n  and also a p o r t  scanner.
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LZUntitled Session - OWASP ZAP
£110 Edit Viow Analyeo Roport Toole Ho<p

[ R e q u e s ts  ]  R e sp o n se ^  ] Breafc X  1_[ Sileŝ  ]_
,Header: Text ■{ Body: Tex! »
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FIGURE 11.18: OWASP Zed Attack Proxy (ZAP) screenshot
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S e s s i o n  H i j a c k i n g  T o o l :  B u r p  S u i t e

\  Source: h t t p : / /p o r t s w ig g e r .n e t

Burp Suite  is des igned  spec if ica l ly  fo r  s e c u r i t y  te s t in g  o f  w e b  a pp lica t ion s  using its in te g ra te d  

p la t fo rm .  Its va r ious  to o ls  w o rk  seam less ly  to g e th e r  to  s u p p o r t  th e  e n t i re  te s t in g  process, f r o m  

in i t ia l  m a p p in g  and analysis o f  an a p p l ic a t io n 's  a t ta ck  surface, th ro u g h  to  f in d in g  and e x p lo i t in g  

s e c u r i t y  v u ln e ra b i l i t ie s .  The key c o m p o n e n ts  o f  Burp Su ite  inc lu de  a p roxy , sp ider, scanner, 

in t ru d e r  to o l ,  r e p e a te r  to o l ,  se qu en ce r  to o l ,  etc..
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burp suite free edition v1.4.01
Burp intruder repeater w indow  about

target spider > intrude׳ repealer sequencer decoder '[ comparer” [ options | elerts

s ite m a p  \  scope |_______________________________________________________________________________________________

F itte r hiding not found item s, hiding CSS, im age and genera l bmar) content h id ing 4 a  responses, hiding empty fo lders

param s status

E  BS T " ״
length UIWEtyW 

676 HTML
URLhost

1 e iem ent/ssi/ads !fram es/
element/ssi/'nttbrealong_news/3

M e  /;edition cn

sponse request

ך  param s headers hex |

cs11״T /  • e le m e n t /s s i / ln t i / c re a K in g  new s/3 .o /b«nne r .h cm l? c a n D

o- http fleconomictimes indiatimes com 
V http //edition cnn.com

vove4; r v :  15.0)
at: e d it io n .c n n .c o m  
ec-Agenc: H o z i l la /5 .0  (Windows NT 
c  )to/20100101 F i r e f o x / 15 .0 .1  

A cce p t: t e x t / ja v a a c r lp t ,  t e x t / h m l ,  a p p lic a t io n /x m l/  te x t /x m l,

_1) http:7ed1t10n.cnn.c0m/.element

add item  to scope

sp id e rth ls  branch

actively scan th is  branch

passively scan th is  branch

engagem ent too ls  [pro version onlyj ►

compare site m aps

expand branch

expand requested item s

delete branch

copy URLs In this branch

copy links in  th is  branch

save selected item s
-CIAJ.S

♦ V .  >

FIGURE 11.19: Burp Suite screenshot
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Session Hijacking Tool: JHijack CEH

-I A Java hijacking tool for 
web application session 
security assessment

-I A simple Java Fuzzer 
mainly used for numeric 
session hijacking and 
parameter enumeration

M .t ״TO.
Time: Fn0a 12 093*19tST2©12

P״ « n e .e . P . * -  “ ״**

m /M B  1728M2H629M121 *0 3 372 
tVEAKD 12209 120*2946122 <03 372
WEAKD 12209-1H*294»123 <03 372
IVEAKD 12J09 12062940124 403 372

WEAKO 12209 1?Cfc ?940175 403 372

0 « r  t  wst

I-
SIS s o  ^CS3C״«C־.f»CE6̂0e£»«D3y 657160A100j

■N tfftc coo* Cum • booy

'ft

so urce forge.r
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S e s s i o n  H i j a c k i n g  T o o l :  J H i j a c k
> v
-v- Source: h t tp : / / ih i ja c k .s o u rc e fo rg e .n e t

JHijack is a to o l  t h a t  a l low s  you  to  assess se cu r ity  fo r  w e b  a p p l ic a t io n  sessions. The Java f izze r  is 

m a in ly  used fo r  p a ra m e te r  e n u m e ra t io n  and n u m e r ic  session h ijack ing.
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Simple JHijack v0.2 beta - http://yehg.net

New Save Results Save Configs Reload Config File Choose Config File Clear Console About

Console

Host http://yehg.net/tmp/test/resource.php
Time: Fri Oct 12 09:58:191ST 2012
Parameter Payload Status Length Response

WEAKID 12209-12062940121 403 372
WEAKID 12209-12062940122 403 372
WEAKID 12209-12062940123 403 372
WEAKID 12209-12062940124 403 372
WEAKID 12209-12062940125 403 372

yehg net

80

/tmpflest/resource php

yes

Host

Port

Urt

Method:

Grep:

SESSID: JSESSIQNID=2F20EE6A5DBE999D35F657160A10Dg

Params: testother=hello

BODYHijackType: O COOKIE G URL

HhacklD: WEAKID=122091206294012$ ־

HijackData: (g) Numeric C  File

Range: 1 5־

Result

Hi!ack Stop Exit

I

FIGURE 11.20: JHijack Screenshot
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Session H ij acking Tools CEH

5
Ferret
http://www.erratasec.com

jM PerJack
http://packetstormsecurity.org

1L
WhatsUp Gold Engineer's 
Toolkit

h ״י t t p : / /www.whatsupgold.com

Juggernaut
http://www.securiteam. c o m

ט ט ט
□  □ E

Cookie Cadger
h t t p s : / / w w w . cookiecadger. c o m

m
: n n

Hamster
http://errata5ec.blogspot.in

Hunt
http://packetstormsecurity.org

TamperlE
http:// w w w . b a y d e n . c o m
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S e s s i o n  H i j a c k i n g  T o o l s

In a d d i t io n  to  Zaproxy , Burp  Suite, and Jhijack, m a n y  o th e r  session h ijack ing  to o ls  are 

ava i lab le . These session h ijack ing  to o ls  a l lo w  you  to  h i ja ck  a TCP sess ion. These to o ls  even 

h ijack HTTP c o n n e c t io n s  to  steal cook ies:

© H am s te r  ava i lab le  a t h t tp : / /e r ra ta s e c .b lo g s p o t . in

© Surf Jack ava ilab le  a t h t tp s : / /c o d e .g o o g le .c o m

© E tte rcap  ava i lab le  a t h t tp : / /e t te rc a p .s o u rc e fo rg e .n e t

© H u n t ava i lab le  a t h t tp : / /p a c k e ts to rm s e c u r i t y .o rg

© Tam per lE  ava i lab le  a t h t t p : / /w w w .b a y d e n .c o m

© Ferre t  ava i lab le  a t h t tp : / /w w w .e r ra ta s e c .c o m

© PerJack ava i lab le  a t h t tp : / /p a c k e ts to rm s e c u r i t v .o rg

© W h a ts l lp  Gold Engineer's  T o o lk i t  ava i lab le  a t h t t p : / /w w w .w h a ts u p g o ld . c o m  

© Ju ggernau t ava i lab le  a t h t tp : / /w w w .s e c u r i te a m .c o m  

© Cookie  Cadger ava i lab le  a t h t tp s : / /w w w .c o o k ie c a d g e r .c o m
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CEHM odule Flow

Session
Hijacking
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Network 
Level Session 

Hijacking

mApplication 
Level Session 

Hijacking

Counter-
measuresu r / ■

Session
Hijacking

Tools
L y

r
ץ־
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< 1 *
Testing

>
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M o d u l e  F l o w

Once you  c o n d u c t  all th e  tes ts  and d e te rm in e  th e  vu ln e ra b i l i t ie s ,  as a p e n e t ra t io n  

te s te r ,  you  shou ld  th in k  a b o u t  th e  poss ib le  c o u n te rm e a s u re s  th a t  can p ro te c t  th e  ta rg e t  

n e tw o rk  f r o m  hacking.

k m h Session Hijacking Concepts Application Level Session Hijacking

• Network Level Session Hijacking 0^91 Session Hijacking Tools

'  Counter-measures
1 ^

Penetration Testing

This sec t ion  h igh l igh ts  th e  va r ious  c o u n te rm e a s u re s  fo r  session h ijack ing  and also lists 

g u ide l ines  fo r  w e b  d e ve lo p e rs  and a set o f  p ro to c o ls  d e v e lo p e d  by th e  IETF to  s u p p o r t  th e  

secure  exchange  o f  packets  a t th e  IP layer, i.e., IPsec.
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Exam 312-50 C ertified Ethical HackerEthical Hacking and  C o u n te rm easu re s
Session  Hijacking

Protecting against Session 
Hijacking CEH

Use Secure Shell (SSH) to 
create a secure communication 
channel

Pass the 
authentication 
cookies over HTTPS 
connection

Use string or long random 
number as a session key

Pass the encrypted 
data between the 
users and the web 

servers

Implement the log-out 
functionality for user to end 
the session
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Generate the session ID 
after successful login

P r o t e c t i n g  a g a i n s t  S e s s i o n  H i j a c k i n g

The fo l lo w in g  are th e  w ays  to  p ro te c t  aga ins t session h ijack ing :

Use secure  she l l  (SSL) t o  c re a te  a secure  c o m m u n ic a t io n  c h a n n e l:  SSL is a p ro to c o l  used fo r  

c o m m u n ic a t io n  se cu r ity  o v e r  th e  In te rn e t .  The SSL e n c ryp ts  th e  se gm en ts  o f  n e tw o rk  

c o n n e c t io n s  a t th e  t r a n s p o r t  laye r. W i th  SSL c o n f ig u re d  on y o u r  n e tw o rk ,  you  can send any 

c o n f id e n t ia l  in fo rm a t io n  such as c re d i t  card  n u m b e rs ,  addresses, and o th e r  p a y m e n t  de ta i ls  

th ro u g h  th e  In te rn e t .  Even if th e  a t ta c k e r  s tea ls  th e  da ta  i t  is o f  no use, as SSL c rea tes  an 

e n c ry p te d  c o n n e c t io n .

Pass th e  a u th e n t ic a t io n  co ok ies  o v e r  HTTPS c o n n e c t io n :  HTTPS is th e  resu lt  o b ta in e d  f r o m  

a dd ing  th e  se cu r ity  capab i l i t ie s  o r  SSL to  th e  s ta n d a rd  HTTP c o m m u n ic a t io n s .  S im ila r  to  SSL, 

HTTPs o f fe rs  p ro te c t io n  fo r  cook ies  t ra n s fe r re d  o v e r  it.

Im p le m e n t  th e  lo g -o u t  f u n c t io n a l i t y  f o r  user t o  e nd  th e  sess ion: One o f  th e  m o s t  de fens ive  

s teps to  avo id  session h ijack ing  is to  im p le m e n t  th e  lo g -o u t  fu n c t io n a l i t y .  This fo rces  

a u th e n t ic a t io n  w h e n  a n o th e r  session is s ta r ted .

G e n e ra te  th e  session ID a f te r  successfu l log in :  This p re ven ts  th e  session f ix a t io n  a t tacks  as th e  

a t ta c k e r  w i l l  n o t  be a w a re  o f  th e  session ID g e n e ra te d  a f te r  log in.
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Session  Hijacking

Pass th e  e n c ry p te d  d a ta  b e tw e e n  th e  users  a nd  th e  w e b  se rve rs :  Encryp t y o u r  da ta  b e fo re  

t r a n s m it t in g  i t  o v e r  th e  In te rn e t  so th a t  th e  a t ta c k e rs  s te a l in g  th e  d a ta  are  unab le  to  

u n d e rs ta n d  th e  message o r  data .

Use s t r in g  o r  lon g  ra n d o m  n u m b e r  as a session key : Session keys are  v e ry  im p o r ta n t  in 

c o m m u n ic a t io n .  These session keys can be d e te rm in e d  easily  w i th  th e  he lp  o f  a b ru te  fo rc in g  

a t ta c k ,  i f  th e  len g th  o f  th e  session key is small.  Hence, to  avo id  th is  risk, you  shou ld  use a s tr ing  

o r  long  ra n d o m  n u m b e r  as a session key.
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Protecting against Session ־
Hijacking (C o n t-d )  i. El!

I

Educate 
the employees

Minimize 
remote access

Use switches 
rather than hubs

Do not 
transport session
ID in query string

Limit incoming 
connections
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^ '  P r o t e c t i n g  a g a i n s t  S e s s i o n  H i j a c k i n g  ( C o n t ’ d )

f  In a d d i t io n  to  th e  p ro te c t io n  m e th o d s  m e n t io n e d  on th e  p rev ious  slide, a fe w  m o re  

are l is ted  as fo l lo w s :

Use different
user name and 
passwords for 

different accounts

Use d i f f e r e n t  user n am es  and  p as s w o rd s  f o r  d i f f e r e n t  a ccou n ts :  For p ro p e r  p ro te c t io n  o f  y o u r  

o n l in e  accoun ts  you  shou ld  use lon ge r  passw ords  w i th  d i f f e r e n t  c o m b in a t io n s .  Longer 

passw ords  m ake  i t  d i f f i c u l t  fo r  a t tacke rs  to  guess o r  m a n ip u la te  th e m .  Using d i f fe re n t  user 

nam es and passw ords  fo r  d i f fe re n t  a ccoun ts  avo ids th e  r isk  o f  c o m p ro m is in g  all th e  accounts , 

w h e n  th e  a t ta c k e r  succeeds in c o m p ro m is in g  one  accoun t.

M in im iz e  r e m o te  access: M in im iz in g  re m o te  access avo ids  th e  in je c t io n  o f  a t ta cke rs  in th e  

c o m m u n ic a t io n  session o f  th e  le g i t im a te  user w i th  th e  re m o te  server.

Educa te  e m p lo y e e s :  Educate  e m p lo y e e s  a b o u t  th e  va r iou s  k inds o f  session h ijack ing  a ttacks, 

signs, and de fenses aga ins t a ttacks. This helps you  to  avo id  session h i jack ing  a ttacks  and helps 

you  to  take  im m e d ia te  act ions, i f  th e  a t ta c k e r  succeeds in h ijack ing.

Do n o t  t r a n s p o r t  session ID in  q u e ry  s t r in g :  Session IDs in q u e ry  s tr ings o r  fo rm  f ie lds  possess 

th e  risk o f  be ing  leaked th ro u g h  re fe r re r .  T h e re fo re  i t  is re c o m m e n d e d  n o t  to  t ra n s p o r t  session 

IDs in th e  q u e ry  s tr ing .

L im i t  in c o m in g  c o n n e c t io n s :  This w o rk s  w e l l  w h e n  th e  IP ranges are  f in i te  and p re d ic ta b le .  

Example o f  such an e n v i ro n m e n t  is an in t ra n e t .
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Use s w itc h e s  ra th e r  th a n  hubs: Hubs usua lly  t ra n s fe r  da ta  to  all th e  sys tem s co n n e c te d  in a 

n e tw o rk ,  w h ic h  m akes th e  a t ta c k e r 's  jo b  easy to  in t ru d e .  U n like  hubs, sw itche s  send data  o n ly  

to  th e  d e s t in e d  hos t.  Hence, to  avo id  session h ijack ing  a ttacks, p re fe r  sw itches  o v e r  hubs.

Ethical Hacking and  C o u n te rm easu re s  Exam 312-50 C ertified Ethical H acker
Session  Hijacking
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Session  Hijacking

Authenti ׳
cation

Encryp-
tion

Spoof
Rule

Product

Protecting against Session 
Hijacking (Cont’d)
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Use strong authentication 
(like Kerberos) or peer-to- 

peer VPN's

Configure the appropriate 
internal and external spoof 

rules on gateways

Use encrypted protocols that 
are available at OpenSSH 
suite

Use IDS products or 
ARPwatch for monitoring 
ARP cache poisoning

P r o t e c t i n g  a g a i n s t  S e s s i o n  H i j a c k i n g  ( C o n t ’ d )

The list o f  w ays fo r  p ro te c t in g  aga inst session h i jack ing  c o n t in u e s  as fo l lo w s :

© Use e n c ry p te d  p ro to c o ls  t h a t  are  a v a i la b le  a t  OpenSSH su ite :  OpenSSH is a c o l le c t ion  

o f  SSH c o n n e c t iv i t y  to o ls .  All th e  e n c ry p te d  p ro to c o ls  ava i lab le  a t OpenSSH t r a n s m it  

e n c ry p te d  passw ords  across th e  In te rn e t .  It also e nc ryp ts  all th e  t ra f f ic  and th u s  

e l im in a te s  th e  risk o f  eave sd rop p in g ,  c o n n e c t io n  h ijack ing, and o th e r  a ttacks.

© C on f ig u re  th e  a p p ro p r ia te  in te rn a l  a nd  e x te rn a l  s p o o f  ru les  on  g a te w a y s :  To avo id  

R e m o te  N e t w o r k  Session H i ja ck ing  (RNSH) o r  b l in d  s p o o f in g  you  need to  co n f ig u re  

a p p ro p r ia te  in te rn a l  and  ex te rna l s p o o f  ru les on  th e  b o rd e r  ga te w ay .

© Use IDS p ro d u c ts  o r  ARP w a tc h  f o r  m o n i t o r in g  ARP cache p o is o n in g

© Use s t ro n g  a u th e n t ic a t io n  ( l ike  K e rbe ros )  o r  p e e r - to -p e e r  VPNs
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Exam 312-50 C ertified Ethical HackerEthical Hacking and  C o u n te rm easu re s
Session  Hijacking

CEH
Protecting against Session 
Hijacking (confd)

Implement timeout() to destroy 
the session whenever it has 
expired

OE1
Ensure that the client-side and 
server-side protection software 
such as firewall, IDS, spyware, 
virus, and Trojan scanners are in 
active state and up to date

< M >
Implement defense-in-depth 
mechanism to withstand 
against session hijacking 
attacks

I B  t -

< w >

$|M

Accept session identifiers 
generated by server only to 
combat session hijacking attacks
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P r o t e c t i n g  a g a i n s t  S e s s i o n  H i j a c k i n g  ( C o n t ’ d )

Defense in d e p th  is d e f in e d  as th e  p rac t ice  o f  using m u l t ip le  s e cu r i ty  sys tem s o r  

te c h n o lo g ie s  to  p re v e n t  n e tw o rk  in t rus ions . It is a key c o m p o n e n t  o f  a co m p re h e n s iv e  se cu r ity  

p lan and espec ia l ly  p ro te c ts  th e  n e tw o rk  f r o m  session h ijack a ttacks. The ce n tra l  idea beh ind  

th e  c o n c e p t  is t h a t  i f  one  c o u n te rm e a s u re  fa ils, th e re  are a d d it io n a l  levels o f  p ro te c t io n  

re m a in in g  to  sa fegua rd  th e  n e tw o rk .  Defense in d e p th  s low s d o w n  th e  speed o f  th e  a t ta c k e r  to  

p e r fo rm  an a t ta c k  by m ak ing  it necessary fo r  h im  o r  he r  to  p e n e tra te  th ro u g h  n u m e ro u s  layers 

o f  secur ity .  This gives a d d it io n a l  t im e  fo r  se cu r ity  a d m in is t ra to rs  to  d e te c t  and d e fe n d  aga inst 

th e  a ttack .

A n e w  f i re w a l l  c o n f ig u ra t io n  s t ra te g y  is a good  e xam p le  o f  th e  d e fe n s e - in -d e p th  s tra tegy . To 

ach ieve  a d e fe n s e - in -d e p th  s t ra tegy , m a n y  h igh ly  secure  n e tw o rk s  im p le m e n t  severa l f i re w a l l  

types .

D e tec t in g  session h ijack a t tacks  on busy n e tw o rk s  is v e ry  d i f f ic u l t  task. There  are te l l ta le  signs, 

l ike c o m p u te rs  g e t t in g  d is co nn ec ted  f r o m  th e  n e tw o rk  o r  p e r io d ic  n e tw o rk  co nges t ion , b u t  

these  signs usua lly  g e t igno red  by users as " ty p ic a l  n e tw o rk  p ro b le m s ."  To p ro te c t  th e  n e tw o rk ,  

th e  n e tw o rk  a d m in is t ra to r  can ta ke  severa l steps. Defense in d e p th  is c r it ica l to  an e ffe c t ive  

se cu r ity  p lan.
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Exam 312-50 C ertified Ethical HackerEthical Hacking and  C o u n te rm easu re s
Session  Hijacking

M e t h o d s  t o  P r e v e n t  S e s s i o n  H i j a c k i n g :  

T o  b e  F o l l o w e d  b y  W e b  D e v e l o p e r s
CEH

Create session keys with lengthy strings or random number so that it is 
difficult for an attacker to guess a valid session key

Encrypt the data and session key that is transferred between the user and 
the web servers

Prevent Eavesdropping within the network

Regenerate the session id after a successful login to prevent session fixation 
attack

Expire the session as soon as the user logs out

Reduce the life span of a session or a cookie
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M e t h o d s  t o  P r e v e n t  S e s s i o n  H i j a c k i n g :  T o  b e  

. . F o l l o w e d  b y  W e b  D e v e l o p e r s

Session h ijack ing  is usua lly  p e r fo rm e d  by  e x p lo i t in g  th e  vu ln e ra b i l i t ie s  in m echan ism s  used fo r  

session e s ta b l is h m e n t.  W e b  d e v e lo p e rs  o f te n  o v e r lo o k  se cu r i ty .  D ur ing  th e  d e v e lo p m e n t  

process, i f  th e  w e b  d e v e lo pe rs  co n s id e r  th e  g u ide l ines  m e n t io n e d  th a t  fo l lo w ,  th e  risk o f  

session h i jack ing  can be a vo ide d  to  an e x te n t :

© Create  session keys w i th  le n g th y  s tr ings o r  ra n d o m  n u m b e r  so th a t  it is d i f f ic u l t  fo r  an 

a t ta c k e r  to  guess a va lid  session key

© Encryp t th e  da ta  and session key t h a t  is t ra n s fe r re d  b e tw e e n  th e  user and th e  w e b  

servers

© P reven t e av e s d ro p p in g  w i th in  th e  n e tw o rk

© R egenera te  th e  session ID a f te r  a successfu l log in  to  p re v e n t  session f ix a t io n  a t tack

© Expire th e  session as soon as th e  user logs o u t

© Reduce th e  life span o f  a session o r  a cook ie
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Exam 312-50 C ertified Ethical HackerEthical Hacking and  C o u n te rm easu re s
Session  Hijacking

M e t h o d s  t o  P r e v e n t  S e s s i o n  H i j a c k i n g :  

T o  b e  F o l l o w e d  b y  W e b  U s e r s

Make sure you clear history, offline 
content, and cookies from your 
browser after every confidential 
and sensitive transaction

Use firewall and 
browser settings 
to restrict cookies

Do not click on the 
links that are received 
through mails or IMs

Logout from the 
browser by clicking on 
logout button instead 
of closing the browser

Make sure that the 
website is certified by the 
certifying authorities

Prefer https, a secure 
transmission, rather than http 
when transmitting sensitive 
and confidential data
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Use Firewalls to prevent 
the malicious content 
from entering the network

M e t h o d s  t o  P r e v e n t  S e s s i o n  H i j a c k i n g :  T o  b e  

F o l l o w e d  b y  W e b  U s e r s

W h e n  you  use th e  In te rn e t ,  m ake  sure y o u r  a pp l ica t ion s  are  p ro te c te d  and se lec t o n ly  

a u th o r iz e d  sites fo r  b ro w s in g  th a t  ensu re  you  p ro te c t  y o u r  d a ta .  Som e o f  th e  p re v e n t iv e  

m easures  to  be fo l lo w e d  w h i le  b ro w s in g  th e  In te rn e t  inc lude :

© Do n o t  c lick on l inks t h a t  are rece ived  th ro u g h  em a ils  o r  IMs

© Use f i re w a l ls  to  p re v e n t  m a l ic ious  c o n te n t  f r o m  e n te r in g  th e  n e tw o rk

© Use f i re w a l l  and b ro w s e r  se tt ings  to  re s t r ic t  cook ies

© M a ke  sure t h a t  th e  w e b s i te  is c e r t i f ie d  by c e r t i fy in g  a u th o r i t ie s

0  M a ke  sure you  c lear h is to ry ,  o f f l in e  c o n te n t ,  and cook ies  f r o m  y o u r  b ro w s e r  a f te r  every  

c o n f id e n t ia l  and sens it ive  t ra n s a c t io n

© P re fer  h t tp s ,  a secure  tran sm iss io n ,  ra th e r  th a n  h t tp  w h e n  t r a n s m it t in g  se ns it ive  and 

c o n f id e n t ia l  da ta

0  Log o u t  f r o m  th e  b ro w s e r  by c l ick ing  on th e  Logou t b u t to n  ins tead o f  c los ing  th e  

b ro w s e r
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Exam 312-50 C ertified Ethical HackerEthical Hacking and  C o u n te rm easu re s
Session  Hijacking

CEHIPSec
J IPSec is a protocol suite developed by the IETF for securing IP communications by authenticating

and encrypting each IP packet of a communication session
J It is deployed widely to implement virtual private networks (VPNs) and for remote user access

through dial-up connection to private networks

Network-level peer 
authentication

Replay protection

Data origin 
authentication

Data confidentiality 
(encryption) Data integrity
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3~  I P S e c

יי—׳ייי  IPSec is th e  a c ro n y m  fo r  IP secur ity .  It re fe rs  to  a co l le c t io n  o f  p ro to c o ls  to  s u p p o r t  

secure packe t exchange  a t  th e  IP layer. It is th e  w id e ly  d e p lo y e d  VPN te c h n o lo g y  to  address 

a u th e n t ic a t io n ,  c o n f id e n t ia l i ty ,  in te g r i ty ,  and key m a n a g e m e n t  in IP n e tw o rk s .  IPsec o f fe rs  

p ro te c t io n  fo r  c o m m u n ic a t io n s  o v e r  IP n e tw o rk s  w i th  th e  he lp  o f  c r y p to g ra p h y ic  s e c u r i ty  

services.

For p ro p e r  fu n c t io n a l i t y  o f  IPsec, b o th  th e  send ing  and rece iv ing  dev ices m u s t  share  a pub lic  

key. Typ ica lly , th is  is ach ieved  th ro u g h  th e  use o f  In te rn e t  S e cu r i ty  A s s o c ia t io n  a nd  Key 

M a n a g e m e n t  P ro to c o l /O a k le y  ( IS A K M P /O a k le y ) .  This p ro to c o l  a l low s  th e  rece ive r  to  o b ta in  a 

p ub lic  key and a u th e n t ic a te  th e  se nd e r  based on th e  d ig ita l ce rt i f ica tes .

The  b e n e f i ts  o f fe re d  by  th e  IPSec in c lu d e :

0  Replay p ro te c t io n  

© Data c o n f id e n t ia l i ty  (e n c ry p t io n )

Q Data in te g r i ty  

© Data o r ig in  a u th e n t ic a t io n  

Q N e tw o rk - le v e l  p ee r  a u th e n t ic a t io n
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CEHM odes of IPsec

T u n n e l  M o d e

J  Encapsulates packets being 
transferred

J  Has an option to encrypt data 
transfer

J  Not compatible with NAT

H i —

T r a n s p o r t  M o d e

J  Authenticates two connected 
computers

J  Has an option to encrypt data 
transfer

J Compatible with NAT

\i n
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1 ^ 1  M o d e s  o f  I P S e c

IPSec m od es  are assoc ia ted  w i th  th e  fu n c t io n  o f  th e  t w o  co re  p ro toco ls ,  th e  

enca psu la t in g  se cu r ity  pay load  (ESP) and A u th e n t ic a t io n  H eade r (AH). Both  these  p ro to c o ls  

o f fe r  p ro te c t io n  by a dd ing  a d a ta g ra m  to  th e  h ea de r.  The d i f fe re n c e  b e tw e e n  th e  t w o  m od es  

o f  e n c ry p t io n  is in te rm s  o f  pa r ts  o f  th e  IP d a ta g ra m  th a t  are p ro te c te d  and in te rm s  o f  heade rs  

a r ra n g e m e n t .  ISsec s u p p o r ts  tw o  m od es  o f  e n c ry p t io n ,  n a m e ly  t r a n s p o r t  m o d e  and th e  tu n n e l  

m ode .

T r a n s p o r t  M o d e

w  ^  In t ra n s p o r t  m o d e ,  IPsec e n c ryp ts  each packe t o f  th e  pay load  leav ing  th e  h eade r  

u n to u c h e d .  It is also ca lled ESP (Encapsu la t ing  Secur ity  Payload). It a u th e n t ic a te s  tw o  

c o n n e c te d  c o m p u te rs  and also has an o p t io n  to  e n c r y p t  d a ta  t ra n s fe r .  It is c o m p a t ib le  w i th  

NAT. So, i t  can be used to  p ro v id e  VPN serv ices f o r  n e tw o rk  u t i l iz ing  NAT.

T u n n e l  M o d e

—0- In tu ׳ n n e l  m o d e , th e  IPDec e n c ryp ts  b o th  th e  pay load  and th e  header. Hence, tu n n e l  

m o d e  is k n o w n  to  be m o re  secure. T unne l m o d e  is also ca lled AH (A u th e n t ic a t io n  

H eader). The e n c ry p te d  da ta  w i l l  be d e c ry p te d  by  th e  IP S e c -co m p l ia n t  dev ice  on th e  rece iv ing  

side. NAT is unab le  to  r e w r i te  th e  e n c ry p te d  IP h ea de r  and as th e  tu n n e l  m o d e  e n c ryp ts  hea de r  

o f  th e  IP p acke t i t  is n o t  capab le  o f  p ro v id in g  VPN services.
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IPsec A rchitecture
/--------------------------->

IPsec Architecture

ESP ProtocolAH Protocol

V ____ V

Encryption
Algorithm

Authentication
Algorithm

DOI

A

> Key ManagementPolicy

/C o p y r ig h t ©  b y  EC-Cauncil. A ll Rights.Reserved^; R e p roduc tion  is S tr ic tly  P ro h ib ite d

I P S e c  A r c h i t e c t u r e

IPSec o f fe rs  se cu r ity  services a t th e  n e tw o rk  layer. This gives th e  f re e d o m  o f  se lec t ing  

th e  re q u ire d  se cu r ity  p ro toco ls ,  d e te rm in in g  th e  a lg o r i th m s  used fo r  services. To p ro v id e  th e  

req ue s te d  serv ices e m p lo y  th e  c o r re s p o n d in g  c ry p to g ra p h ic  keys i f  re q u ire d .  S ecur i ty  services 

o f fe re d  by th e  IPSec inc lude : access c o n tro l ,  da ta  o r ig in  a u th e n t ic a t io n ,  co nn ec t io n le ss  

in te g r i ty ,  and a n t i re p la y ,  c o n f id e n t ia l i ty .  To m e e t  these  ob jec t ives , IPSec uses t w o  t r a f f i c  

s e c u r i t y  p ro to c o ls  AH (A u th e n t ic a t io n  Header)  and ESP (Encapsu la t ing  Secur ity  Payload) and 

c y rp to g ra p h ic  key m a n a g e m e n t  p ro to c o ls  and p ro cedures . F o l low in g  is th e  p ro to c o l  s t ru c tu re  

o f  th e  IPSec a rc h ite c tu re :
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IPSec Arch itectu re

V

ESP Protocol

V V

y

AH Protocol

Encryption
A lgor ithmiAuthen tica t ion

A lgor ithm

DOI

A

Key M anagem entPolicy

FIGURE 11.21: Protocol structure of IPSec architecture

E n cap su la t ing  S e c u r i ty  Pay load  (ESP): It is m a in ly  used fo r  p ro v id in g  th e  services such as 

e n c ry p t io n  and a u th e n t ic a t io n

A u th e n t ic a t io n  H e a d e r  (AH): It is used fo r  p ro v id in g  o n ly  d a ta g ra m  a u th e n t ic a t io n  serv ice and 

i t  does n o t  p ro v id e  e n c ry p t io n

DOI: It d e f ines  th e  pay load  fo rm a ts ,  typ e s  o f  exchange, and n am in g  c o n v e n t io n s  fo r  se cu r ity  

in fo rm a t io n  such as c ry p to g ra p h ic  a lg o r i th m  o r  se cu r ity  polic ies. In a d d i t io n  to  th e  IP layer, th e  

ISAKMP is des igned  to  s u p p o r t  s e cu r i ty  services a t all layers. Hence IPSec needs a spec if ic  DOI.

ISAKM P ( In te rn e t  S e cu r i ty  A s s o c ia t io n  a nd  Key M a n a g e m e n t  P ro to c o l) :  It is a key p ro to c o l  in 

th e  IPSec a rc h i te c tu re .  It es tab l ishes th e  re q u ire d  se cu r ity  f o r  va r ious  c o m m u n ic a t io n s  on th e  

In te rn e t  such as g o v e rn m e n t ,  p r iva te ,  and co m m e rc ia l ,  by c o m b in in g  th e  se cu r ity  conce p ts  o f  

a u th e n t ic a t io n ,  key m a n a g e m e n t  and s e c u r i t y  assoc ia t ions .

Po licy : Policy is th e  key e le m e n t  th a t  d e te rm in e s  w h e th e r  tw o  e n t i t ie s  can c o m m u n ic a te  w i th  

each o th e r  o r  n o t.  If th e y  can c o m m u n ic a te ,  th e n  w h a t  k ind  o f  t r a n s fo rm  shou ld  be used? If th e  

po l icy  is n o t  d e f in e d  p ro p e r ly ,  th e n  th e  tw o  e n t i t ie s  m ay  n o t  be ab le  to  c o m m u n ic a te  w i th  each 

o th e r .
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EHIPsec Authentication and 
Confidentiality

C o pyrigh t ©  b y  E C -G (ancil. A ll R ights Reserved. R e p roduc tion  is S tr ic tly  P roh ib ited .

I P S e c  A u t h e n t i c a t i o n  a n d  C o n f i d e n t i a l i t y

—£י ^  IPSec uses tw o  d i f fe re n t  se cu r ity  services f o r  a u th e n t ic a t io n  and c o n f id e n t ia l i ty :

© A u th e n t ic a t io n  H e a d e r  (AH): It p ro v id e s  data  a u th e n t ic a t io n  o f  th e  sender. It is used to  

p ro v id e  c o nn ec t io n le ss  in te g r i t y  and da ta  o r ig in  a u th e n t ic a t io n  fo r  IP d a ta g ra m s  and to  

p ro v id e  p ro te c t io n  aga ins t rep lays. It p ro v id e s  a u th e n t ic a t io n  fo r  th e  IP h ea de r  a long 

w i th  th e  n ex t level p ro to c o l  da ta . In IPSec th e  data  a u th e n t ic a t io n  inc ludes tw o  

concep ts :  data  in te g r i ty  and da ta  o r ig in  a u th e n t ic a t io n .  Data a u th e n t ic a t io n  re fe rs  

e i th e r  to  in te g r i ty  a lone  o r  to  b o th  o f  these  concep ts , a l th o u g h  data  o r ig in  

a u th e n t ic a t io n  is d e p e n d e n t  u pon  da ta  in teg r i ty .

0  Data in te g r i ty  - v e r i fy  t h a t  th e  da ta  has n o t  been a lte red .

0  Data o r ig in  a u th e n t ic a t io n v ־  e r i fy  t h a t  th e  da ta  w as a c tu a l ly  sen t by th e  c la im ed  

sender.

© E n ca p su la t io n  S e c u r i ty  Pay load  (ESP): In a d d i t io n  to  a u th e n t ic a t io n ,  in te g r i ty ,  and 

p ro te c t io n  aga ins t rep lay  a ttack , ESP p ro v id e s  c o n f id e n t ia l i ty  (e n c ry p t io n ) .  It can be 

used a lone  o r  in c o n ju n c t io n  w i th  AH. It p ro te c ts  o n ly  th e  IP da ta  pay load  on d e fa u l t  

se tt ing . In tu n n e l  m o d e  it p ro te c ts  b o th  th e  pay load  and th e  IP heade r.
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CEHComponents of IPsec
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C o m p o n e n t s  o f  I P S e c

IPSec consists o f  th e  fo l lo w in g  c o m p o n e n ts :

© IPDec D r ive r :  This is th e  s o f tw a re  t h a t  p e r fo rm s  p ro to c o l- le v e l  fu n c t io n s  re q u ire d  to

e n c ryp t ,  d e c ryp t ,  a u th e n t ic a te ,  and v e r i fy  th e  packet.

© In te rn e t  Key Exchange (IKE): IKE is th e  IPSec p ro to c o l  t h a t  p ro du ces  se cu r ity  keys fo r

IPSec and o th e r  p ro toco ls .

© In te rn e t  S e cu r i ty  A s s o c ia t io n  Key M a n a g e m e n t  P ro to c o l  ( ISAKM P): ISAKMP is an IPSec

p ro to c o l  t h a t  a l low s  tw o  c o m p u te rs  to  c o m m u n ic a te  by e n c ry p t in g  da ta  us ing c o m m o n  

se cu r ity  se tt ings . It a lso secures th e  exchange  o f  keys.

© O ak ley : Oak ley  is a p ro to c o l  t h a t  uses th e  D lf f ie -H e l lm a n  a lg o r i th m  to  c rea te  a m as te r

key and a key t h a t  is spec if ic  to  each session in IPSec da ta  t ran s fe r .

© IPSec Po licy  A g e n t :  This is a series o f  W in d o w s  2000  th a t  co llec ts  IPSec po l icy  se tt ings

f r o m  A c t ive  D ire c to ry  and sets th e  c o n f ig u ra t io n  a t s ta r tu p .

Internet Security Association 
Key Management Protocol
Software that allows two computers 

to communicate by encrypting the 
data that is exchanged between them

------------I

In te rn e t  Key 
Exchange  (IKE)
IPsec protocol that produces 
security keys for IPsec and 

other protocols

IPsec Po licy  A g en t

A service of the Windows 
2000, collects IPsec policy 

settings from the active 
directory and sets the 

configuration to the system 
at start up

O akley

IPsec driver

A protocol, which uses the Diffie- 
Heilman algorithm to create master 
key, and a key that is specific to each 

session in IPsec data transfer

A software, that performs protocol- 
level functions that are required to 

encrypt and decrypt the packets
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I P S e c  I m p l e m e n t a t i o nנ

Im p le m e n ta t io n  o f  IPSec inc ludes i te ra t io n  o f  va r ious  IPSec c o m p o n e n ts ,  in te r faces  

p ro v id e d  by th e  c o m p o n e n ts ,  and  in b o u n d  and  o u tb o u n d  p a c k e t  p rocess ing . Usually, th e  IPSec 

im p le m e n ta t io n  va r ies  based on th e  p la t fo rm .  Here w e  are  d iscussing p la t fo rm - in d e p e n d e n t  

IPSec im p le m e n ta t io n .  M o s t  IPSec im p le m e n ta t io n s  d e f in e  a set o f  c o m p o n e n ts  th a t  inc lude : 

IPSec base p ro toco ls ,  SADB, SPD, m anua l keying, ISAKMP/IKE, SA m a n a g e m e n t ,  and  po l icy  

m a n a g e m e n t .  As an IPSec im p le m e n to r  you  shou ld  be a w a re  o f  all these  c o m p o n e n ts .

0  IPSec base p ro to c o ls :  It im p le m e n ts  ESP and AH. It processes th e  headers , d e te rm in e s

th e  se cu r ity  o f  packe t by in te ra c t in g  w i th  th e  SPD and SADB. It a lso handles  

f ra g m e n ta t io n  and PMTU.

0  SADB: It m a in ta in s  th e  list o f  act ive  SAs fo r  b o th  in b o u n d  and o u tb o u n d  process ing. The

SADB s u p p o r ts  p o p u la t io n  o f  SAs e i th e r  m a n u a l ly  o r  w i th  th e  he lp  o f  an a u to m a t ic  key 

m a n a g e m e n t  sys tem  such as IKE.

© SPD: It d e te rm in e s  th e  se cu r ity  o f  a packe t.  It is re fe r re d  fo r  b o th  in b o u n d  and o u tb o u n d

process ing  o f  th e  packe t. In o rd e r  t o  check  w h e th e r  th e  s e c u r i ty  a f fo rd e d  to  th e  packe t 

m ee ts  th e  s e cu r i ty  c o n f ig u ra t io n  in th e  po l icy  th e  IPSec base p ro to c o l  c o m p o n e n t  

consu lts  th e  SPD. S im i la r ly  fo r  o u tb o u n d  process ing, th e  IPSec base p ro to c o l  consu lts  

SPD to  d e te rm in e  w h e th e r  o u tb o u n d  p acke t needs any  secur ity .
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6  In te rn e t  Key Exchange: The In te rn e t  key exchange  is usua lly  cons ide red  a user- leve l 

process in all o p e ra t in g  sys tem s b u t  n o t  in e m b e d d e d  o p e ra t in g  systems. In ro u te rs  

(exam p le  o f  n ode  in a n e tw o rk )  w i th  e m b e d d e d  o p e ra t in g  sys tem s, no d is t in c t io n  is 

th e re  b e tw e e n  a user space and ke rne l space. The po l icy  eng ine  invokes IKE w h e n  th e  

po l icy  m a n d a te s  an SA o r  w h e n  th e  SA b u n d le  exists b u t  th e  SA is n o t  es tab l ished . Peer 

also invokes th e  IKE w h e n  th e  n ode  needs to  c o m m u n ic a te  secure ly .

© Po licy  and  SA m a n a g e m e n t :  A p p l ic a t io n s  to  m anage  th e  po l icy  and SA.

u Local Security Policy p s i r a  x

File Action View Help

I «■ י ־* ־ ► ;.* g  ^  1 B  trr I £1
Name Description Policy Assigned Last Modified Time

New IP Security Policy Yes 12-10-2012 06:56:36 PM

IP Security Policy Wizard

IP  S e cu rtty  P o licy  N4m e
Njwrw fhi« IP rty fviry *nrl pmviri* * hrW rVvrifitinn

Sane

Soc ServeH 

:•escnpbon

Security Settings 
t> £  Account Policies 
j  /j Local Policies 

^־1  Audit Policy 
^ User Rights Assignment 

Security Options 
t> J  Windows Firewall with Advanced Security 

Network List Manager Policies 
t> Public Key Policies

Software Restriction Policies 
t> 3  Application Control Policies 

^  IP Security Policies on Local Computer 
: J  Advanced Audit Policy Configuration

FIGURE 11.22: IP Security Policy Wizard
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M odule Flow CEH
Urt1fw4 ilh iu l lUtbM

Session
Hijacking
Concepts

Network 
Level Session 

Hijacking

1Application 
Level Session 

Hijacking

Session
Hijacking

Tools

C o pyrigh t ©  b y  EC-G *ancil. A ll R ights Reserved. R e p roduc tion  is S tr ic tly  P roh ib ited .

M o d u l e  F l o w

So fa r, w e  have d iscussed session h ijack ing  and dangers  posed by it, va r ious  

te c h n iq u e s  used by a t tackers ,  to o ls  t h a t  he lp  in session h ijack ing, and th e  c o u n te rm e a s u re s  th a t  

o f fe r  p ro te c t io n  aga ins t session h ijack ing. A ssum ing  th a t  you  becam e fa m i l ia r  w i th  all th e  top ics  

discussed p rev ious ly ,  le t us p roceed  to  th e  p e n e t ra t io n  tes t ing .

M י  Session Hijacking Concepts Applica tion  Level Session Hijacking

כ 1ו

• N e tw o rk  Level Session Hijacking Session Hijacking Tools

I '  Counter-measures
^ 1

Penetrat ion Testing
o

This sec t ion  lists and descr ibes  th e  s teps invo lved  in session h ijack ing  p e n e t ra t io n  te s t ing .
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Session Hijacking Pen Testing CEH

Use automated tools 
to hijack sessions

S Sniff session traffic between two 
machines using tools such as 
Wireshark, Capsa Network 
Analyzer, Windump, etc.

S Use proxy server trojans which 
changes the proxy settings in the 
victim's browser

S Use automated tools such as 
OWASP Zed Attack Proxy, Burp 
suite, JHijack, etc. to hijack 
sessions

S Crack the session ID if it is URL 
encoded, HTML encoded, Unicode 
encoded, Base64 encoded, or Hex 
Encoded

Use phishing mails 
for session fixation

Abort or Use Trojans to 
perform session hijacking
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^  S e s s i o n  H i j a c k i n g  P e n  T e s t i n g

Session h i jack ing  pen te s t in g  invo lves  th e  sam e process as th a t  o f  th e  session h i ja c k in g  

a t ta c k .  For th is , f i r s t  th e  pen te s te r  shou ld  loca te  a session. Then  he o r  she shou ld  check  fo r  th e  

va r ious  poss ib i l i t ies  to  h ijack a session. This m ay  va ry  d e p e n d in g  on th e  n e tw o rk  and th e  

m ech an ism s  th e y  use fo r  c o m m u n ic a t io n .  But here  is a s ta nd a rd  p ro c e d u re  fo r  session h ijack ing  

pen te s t ing .

S tep  1: Locate  a session

As a lready  m e n t io n e d ,  th e  f i r s t  s tep  is to  loca te  a ta rg e t  ac t ive  session th ro u g h  packe t sn if f ing  

in o rd e r  to  ta ke  c o n t ro l  o v e r  it, s im p ly  to  h ijack it.

A f te r  loca t ing  a session, check  w h e th e r  th e  session ID is used in th e  URL. If session ID is used, 

th e n  check w h e th e r  session is e n c ry p te d .  If session ID is n o t  used, th e n  sn if f  session t ra f f ic  

b e tw e e n  tw o  m ach ines .

S tep  2: S n i f f  sess ion  t r a f f i c  b e tw e e n  t w o  m ach in e s

Sn iff  th e  session t ra f f ic  b e tw e e n  tw o  m ach ines  using va r iou s  ava i lab le  to o ls  such as W ire s h a rk ,  

CACE p i lo t ,  W in d u m p ,  Capsa n e tw o r k  a na lyze r ,  etc. W a tc h  th e  session t ra f f ic  and grab  th e  

session f r o m  th e  v ic t im 's  n e tw o rk  t ra f f ic .  N o w  check w h e th e r  th e  session is e n c ry p te d  o r  no t.

If th e  session is e n c ry p te d ,  th e n  a b o r t  th e  session o r  use T ro jans  to  p e r fo rm  session h ijack ing. If 

th e  session is n o t  e n c ry p te d ,  th e n  reco ve r  th e  session ID.

Ethical H acking an d  C o u n te rm e asu re s  Copyright ©  by EC-C0UnCil
All Rights Reserved. R eproduction  is Strictly Prohib ited .

M odule  11 Page 1595



Exam 312-50 C ertified Ethical HackerEthical Hacking and  C o u n te rm easu re s
Session  Hijacking

Step 3: R ecover  session ID

If you  are n o t  ab le  to  reco ve r  session IDs f r o m  th e  u n e n c ry p te d  session, use a u to m a te d  to o ls  

such as Paros p roxy , Burp Suite, W ebsca rab , etc. t o  h i ja ck  th e  sess ion. Using to o ls  m akes th e  

session h i jack ing  process easy.

If th e  session ID is reco ve red , th e n  check  w h e th e r  it is e n c ry p te d  o r  n o t.  Session IDs are  usua lly  

c rea ted  using va r ious  a lg o r i th m s . If th e  a t ta c k e r  is ab le  to  p re d ic t  th e  a lg o r i th m s  used fo r  th e  

session ID g e n e ra t io n ,  th e y  can easily re g e n e ra te  o r  reco ve r  th e  session IDs. If th e  session ID is 

e n c ry p te d ,  th e n  c rack th e  session ID e n c ry p t io n  and i f  th e  session ID is n o t  e n c ry p te d ,  th e n  you  

can send ph ish ing  m ails  to  th e  v ic t im  in o rd e r  to  p e r fo rm  session f ix a t io n .

S tep  4: Crack session ID e n c ry p t io n

Crack th e  session ID i f  it is URL encoded , HTM L e nco de d ,  Unicode e nco de d , Base64 e nco de d , o r  

hex e nco de d . Cracking th e  e n c ry p te d  sess ion  IDs gives th e  o r ig ina l  session IDs o f  th e  v ic t im . 

Usua lly  th e  session IDs are respons ib le  fo r  user a u th e n t ic a t io n .  If you  are  able  to  reco ve r  th e  

Session IDs o f  an a u th e n t ic  user, th e n  you  can in je c t  y o u rs e l f  in b e tw e e n  th e  v ic t im 's  m a c h in e  

and th e  r e m o te  m a c h in e  and can use th is  u n a u th o r iz e d  c o n n e c t io n  fo r  y o u r  o w n  m a l ic ious  

purposes.

Once i f  you  succeed in c rack ing  th e  session ID e n c ry p t io n ,  la te r  you  can p e r fo rm  session f ix a t io n  

w i th  th e  he lp  o f  ph ish ing  mails.
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Session Hijacking Pen Testing CEH
(Cont’d) (•rtifwd |  ttkKJi NmIm

X

Bruteforce Session IDs

Document all the findings

m

J Brute force session IDs with possible range of 
values for the session ID limited, until the correct 
session ID is found

Make normal connection 
with one of the machines

Collect several session IDs

Predict a new session ID

Replay new session ID
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Step 5: M a k e  n o rm a l  c o n n e c t io n  w i t h  o n e  o f  th e  m ach in e s

A f te r  p e r fo r m in g  session f i x a t io n  you  can m ake  a n o rm a l c o n n e c t io n  w i th  one  o f  th e  m ach ines  

fo u n d  in th e  n e tw o rk  t ra f f ic  and can access th e  re m o te  m ach ines  by m ask ing  y o u rs e l f  as th e  

a u th o r iz e d  user o f  th e  n e tw o rk .

S tep  6: C o l lec t  severa l session IDs

Once you  c o n n e c t  to  one  o f  th e  m ach ines  in th e  n e tw o rk ,  you  can co l le c t  severa l session IDs. 

T he re  are tw o  d i f fe re n t  te c h n iq u e s  ava i lab le  fo r  r e t r ie v in g  session IDs. They are f r o m  a cook ie  

in th e  response  headers, and by m a tc h in g  a regu la r  express ion  aga ins t th e  response  body . For 

c o l le c t ing  session IDs f r o m  th e  cook ies, you  m u s t  m ake  sure t h a t  th e  " f r o m  message b o d y "  

check box is n o t  se lec ted  and w h i le  co l le c t ing  session IDs f r o m  th e  message body, you  m u s t  

m ake  sure th a t  th e  " f r o m  message b o d y "  check  box is se lec ted .

S tep  7: P re d ic t  a n e w  sess ion  ID

N o w  ana lyze  th e  co l le c ted  session IDs to  p re d ic t  o r  guess th e  n e w  session ID. You shou ld  

p re d ic t  a n e w  session ID in o rd e r  to  f in d  th e  c u r re n t  session ID and to  p e r fo rm  rep lay  a ttack .

S tep  8: R ep lay  n e w  session ID
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A rep lay  a t ta ck  occurs  w h e n  you  co py  a s t rea m  o f  messages (session IDs) b e tw e e n  tw o  par t ies  

and rep lay  th e  s trea m  to  one  o r  m o re  o f  th e  part ies . Unless m it ig a te d ,  th e  c o m p u te rs  su b jec t  to  

th e  a t ta c k  process th e  s t rea m  as le g i t im a te  session IDs, resu lt in g  in a range o f  bad 

consequences , such as r e d u n d a n t  o rd e rs  o f  an i te m .

N o w  check fo r  th e  e s ta b l is h m e n t  o f  c o n n e c t io n .  If  th e  c o n n e c t io n  is es tab l ished , th e n  you  

shou ld  d o c u m e n t  all th e  f in d ing s  o f  th e  p e n e t r a t io n  te s t in g .  If th e  c o n n e c t io n  is n o t  

es tab l ished , th e n  app ly  b ru te  fo rc in g  te c h n iq u e  in o rd e r  to  f in d  th e  c u r re n t  va lid  session ID to  

es tab l ish  th e  c o n n e c t io n .

S tep  9: B ru te  fo rc e  session IDs

B ru te  fo rc e  session IDs w i th  a poss ib le  range  o f  va lu es  fo r  th e  session ID l im i te d ,  u n t i l  th e  

c o r re c t  session ID is fo u n d .  This invo lves  m ak ing  th o u s a n d s  o f  reques ts  using all th e  ra n d o m ly  

g e n e ra te d  session IDs. This te c h n iq u e  is c o m p re h e n s iv e  b u t  a t im e  co n s u m in g  process.

S tep  10: D o c u m e n t  a ll  t h e  f in d in g s

The last s tep  in any pen te s t in g  is to  d o c u m e n t  all th e  f in d in g s  o b ta in e d  th ro u g h  each and eve ry  

te s t  fo r  analysis.
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CEHM odule Sum m ary

□  In session hijacking, an attacker relies on the legitimate user to 
connect and authenticate, and will then take over the session

□  In a spoofing attack, the attacker pretends to be another user or machine to gain 
access

□  Successful session hijacking is difficult and is only possible when a number of factors 
are under the attacker's control

□  Session hijacking can be active or passive in nature depending on the degree of 
involvement of the attacker

□  By attacking the network-level sessions, the attacker gathers some critical information 
that is used to attack the application-level sessions

□  A variety of tools exist to aid the attacker in perpetrating a session hijack

□  Session hijacking could be dangerous, and therefore, there is a need for implementing 
strict countermeasures

C o pyrigh t ©  b y  E C -G (ancil. A ll R ights Reserved. R e p roduc tion  is S tr ic tly  P roh ib ited .

M o d u l e  S u m m a r y

© In session h ijack ing , an a t ta c k e r  re l ies on th e  le g i t im a te  user to  c o n n e c t  and

a u th e n t ic a te ,  and  w i l l  th e n  take  o v e r  th e  session.

In a sp o o f in g  a ttack , th e  a t ta c k e r  p re te n d s  to  be a n o th e r  user o r  m ach in e  to  gain access.©

© Successful session h ijack ing  is d i f f ic u l t  and is o n ly  poss ib le  w h e n  a n u m b e r  o f  fa c to rs  are 

u n d e r  th e  a t ta cke r 's  co n t ro l .

© Session h ijack ing  can be ac t ive  o r  passive in n a tu re  d e p e n d in g  on  th e  deg ree  o f  

in v o lv e m e n t  o f  th e  a t tacke r .

© By a t ta ck in g  n e tw o rk - le v e l  sessions, th e  a t ta c k e r  ga th e rs  som e  cr it ica l in fo rm a t io n  th a t  

is used to  a t ta c k  a pp l ica t io n - le ve l  sessions.

© A v a r ie ty  o f  to o ls  ex is t to  aid th e  a t ta c k e r  in p e rp e t ra t in g  a session hijack.

© Session h ijack ing  cou ld  be dange rous , and th e re fo re ,  th e re  is a need fo r  im p le m e n t in g  

s t r ic t  c o u n te rm e a s u re s .
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