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Security News

TechTarget

Employees are accessing sensitive company information via unprotected public Wi-Fi hotspots, 
according to a new survey that found public Wi-Fi usage rose significantly over the last year.
The study, conducted by the by the Identity Theft Resource Center (ITRC), surveyed 377 people and 
found more than half (57%) used public Wi-Fi hotspots to access confidential work-related 
information. The online survey was commissioned by Sherman, Conn.-based Private Communications 
Corporation, a seller of virtual private network (VPN) software.
Public Wi-Fi usage has gone up 240% in the past year, but 44% of respondents weren't aware of a way 
to protect their information when using a hotspot. In addition, 60% of those surveyed indicated they 
were either concerned or very concerned about their security when using a public hotspot.
Security researchers have demonstrated how easy it is for an attacker to target users of open Wi-Fi 
hotspots, sniffing unencrypted traffic to view sensitive data, such as email and social networks. A 
Mozilla Firefox plugin called Firesheep made the attacks more widely available, automating the process 
of monitoring and analyzing traffic.
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http://searchsecurity.techtarget.com
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NEWSypujg
ufc MM  Public Wi-Fi Hotspots Pose Real Threat to Enterprises, 

Survey Finds
Source: http://searchsecuritv.techtarget.com

Employees are accessing sensitive company information via unprotected public Wi-Fi hotspots, 
according to a new survey that found public Wi-Fi usage rose significantly over the last year.

The study, conducted by the Identity Theft Resource Center (ITRC), surveyed 377 people and 
found more than half (57%) used public Wi-Fi hotspots to access confidential work-related 
information. The online survey was commissioned by Sherman, a Conn.-based Private 
Communications Corporation seller of virtual private network (VPN) software.

Public Wi-Fi usage has gone up 240% in the past year, but 44% of respondents weren't aware of 
a way to protect their information when using a hotspot. In addition, 60% of those surveyed 
indicated they were either concerned or very concerned about their security when using a 
public hotspot. Experts have pointed out that the rapid increase in public hotspots is associated 
with the growing use of smartphones and tablet devices.

Security researchers have demonstrated how easy it is for an attacker to target users of open 
Wi-Fi hotspots, sniffing unencrypted traffic to view sensitive data, such as email and social
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networks. A Mozilla Firefox plugin called Firesheep made the attacks more widely available, 
automating the process of monitoring and analyzing traffic.

A VPN encrypts information traveling between a user's computer and the provider's remote 
network. Large organizations often provide a VPN to protect employees, typically maintaining a 
VPN appliance to handle a high load of traffic, but security expert Lisa Phifer, president of Core 
Competence Inc. in Chester Springs, Pa., said they are useful for companies of all sizes.

Companies have tried other solutions with little success, Phifer said. One example is when an 
organization prohibits employees from adding new network names to corporate laptops. This 
technique does not help with employee-owned devices, however, and it is unpopular with 
employees.

To make sure their employees use the VPN, companies can stop employees from using business 
services on their personal laptops or mobile devices, unless they log on to a VPN.

"That doesn't stop users from doing other risky things [when not logged in]," Phifer said.

Kent Lawson, CEO and founder of Private Communications Corporation, said security experts 
have been warning about the growing concern of open and often poorly protected Wi-Fi 
threats.

"People are aware in their tummies that when they use hotspots they're doing something 
risky," Lawson said. "But they don't know there's a solution."

Lawson said individuals and small businesses can also use a VPN to ensure secure browsing. 
Critics of personal VPNs say they could slow machines down. Lawson said while the VPN is 
encrypting and then decrypting information as it travels between a machine and the network, 
the process runs in the background and does not have a noticeable affect for the ordinary 
worker using Wi-Fi to surf the web and check email.

"I would not recommend using a VPN if you're about to download a two-hour HD movie," he 
said.

Phifer said a VPN can use up battery life faster on smaller devices, but performance of 
applications on the device is not impacted.

Another complaint with VPNs is that the process of logging on is too time-consuming, Phifer 
said. In many cases, users have to log on to a hotspot and log on to their VPN before they can 
access the Internet.

"A great deal of it is because of the expediency," Phifer said of the tendency for users to ignore 
the fact that they are not protected when using public Wi-Fi. Additionally, Phifer said people do 
not believe five minutes on a public network will expose them to any harm.

Using HTTPS encryption for protection

Another option for securing information when logged on to public Wi-Fi is to use HTTPS 
encryption when browsing. Lawson, however, believes using HTTPS does not provide enough 
security.

"It's spotty. Some sites are secured and some aren't. Some only secure during login," he said.
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Security researchers have also developed an attack tool, the Browser Exploit Against SSL/TLS, 
that breaks the encryption.

VPN protection is limited

A VPN only addresses the lack of encryption when using public Wi-Fi, so users need to take 
further steps to ensure a secure browsing experience, Phifer said. In addition to a VPN, a 
firewall is important because it protects against others on the network viewing a user's shared 
files. Users should also be aware of an "evil twin," a fake access point with the same network 
name of a real access point. While there is not a clean fix for an evil twin, Phifer said users 
should be aware of where they are connecting.

Ethical Hacking and Countermeasures Copyright © by EC-C0UnCil
All Rights Reserved. Reproduction is Strictly Prohibited.

Module 08 Page 1116



Exam 312-50 Certified Ethical HackerEthical Hacking and Countermeasures
Sniffing

Module Objectives C EH
f

J Packet Sniffing J
י

How to Defend Against ARP Poisoning
J Sniffing Threats J Spoofing Attack Threats
J Types of Sniffing Attacks J How to Defend Against MAC Spoofing

J Hardware Protocol Analyzers J DNS Poisoning Techniques
J MAC Flooding Wk j How to Defend Against DNS Spoofing

J How DHCP Works
—1 .

J Sniffing Tools
J Rogue DHCP Server Attack .J How to Defend Against Sniffing
J ARP Spoofing Techniques J How to Detect Sniffing
J ARP Poisoning Tools el Sniffing Pen Testing
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This module will explain the fundamental concepts of sniffing and their use in hacking 
activities. The module also highlights how important it is for a network administrator to be 
knowledgeable about sniffers. In addition, various tools and techniques used in securing a 
network from anomalous traffic are explained.

The topics discussed in this module are:

0 Packet Sniffing e How to Defend Against ARP Poisoning
0 Sniffing Threats © Spoofing Attack Threats
© Types of Sniffing Attacks e How to Defend Against MAC Spoofing
e Hardware Protocol Analyzers e DNS Poisoning Techniques
e MAC Flooding e How to Defend Against DNS Spoofing
© How DHCP Works e Sniffing Tools
© Rogue DHCP Server Attacks © How to Defend Against Sniffing

© ARP Spoofing Techniques 0 How to Detect Sniffing
© ARP Poisoning Tools e Sniffing Pen Testing
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To begin the sniffing module, let's start by going over sniffing concepts.

(0jV) Sniffing Concepts 10 *  DNS Poisoning

| MAC Attacks Sniffing Tools

DHCP Attacks ^  Countermeasures

ARP Poisoning י■—ך : y Sniffing Pen Testing
y —

Spoofing Attack
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Wiretapping C EH
| H  Wiretapping is the process of monitoring telephone and Internet conversations by a third party

B Attackers connect a listening device (hardware, software, or a combination of both) to the circuit carrying information 
between two phones or hosts on the Internet

It allows an attacker to monitor, intercept, access, and record information contained in a data flow in a communication 
system

Types of 
Wiretappingl_  °

d־  ^

rך
Active Wiretapping Passive Wiretapping

J
It monitors, records, alters and also injects 
something into the communication or traffic

It only monitors and records the traffic and 
gain knowledge of the data it contains

Note: Wiretapping without a warrant or the consent of the concerned person is a criminal offense in most countries

Copyright © by EG-G*ancil. All Rights Reserved. Reproduction is Strictly Prohibited

W iretapping
Wiretapping or telephone tapping is a method of monitoring telephone or Internet 

conversations by any third party with covert intentions. In order to perform wiretapping, first 
you should select a target person or host on the network to wiretap and then you should 
connect a listening device (hardware, software, or a combination of both) to the circuit carrying 
information between two phones or hosts on the Internet. Typically, the conversation is tapped 
with the help of a small amount of electrical signal generated from the telephone wires. This 
allows you to monitor, intercept, access, and record information contained in a data flow in a 
communication system.

Wiretapping Methods

Wiretapping can be performed in the following ways:

0 The official tapping of telephone lines 

0 The unofficial tapping of telephone lines 

0 Recording the conversation 

0 Direct line wire tap 

0 Radio wiretap
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Types of W iretapping
There are two types of wiretapping using which you can monitor, record, and may 

even alter the data flow in the communication system.

© Active W iretapping

In hacking terminology, active wiretapping is also known as a man-in-the־middle attack. 
This allows you to monitor and record the traffic or data flow in the communication 
system. In addition to this, it also allows you to alter or inject data into the 
communication or traffic

9 Passive W iretapping

In hacking terminology, passive wiretapping is also called snooping or eavesdropping. 
This allows you to monitor and record traffic. By observing the recorded traffic flow, you 
can either snoop for a password or gain knowledge of the data it contains.
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Lawful Interception cteftMM
EH
IUmjI NMhM

Lawful interception refers to legally intercepting data communication between two end points for
surveillance on the traditional telecommunications, VoIP, data, and multiservice networks

Service ProviderCourt order/request for wiretap< >

0  .•••■ Service provider sets 
I 4 t ‘ ‘ ‘  ~  an access switch/tap on 
y  exchange router

Legal Authority System for real-
^  time reconstruction .1 . ]<■•■ 2

of intercepted data L

Access Switch/Tap \

Exchange
RouterStorage 

System ,  J

: Law enforcement 
: agencies can access 
: intercepted data 
: whenever required

Central Management Server (CMS)
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Lawful interception (LI) is a form of obtaining data from the communication network 
by lawful authority for analysis or evidence. These kinds of activities are mostly useful in 
activities like infrastructure management and protection, as well as cyber-security-related 
issues. Here, access to private network data is legally sanctioned by the network operator or 
service provider where private communications like telephone calls and email messages are 
monitored. Usually these kinds of operations are performed by the law enforcement agencies 
(LEAs).

This type of interception is needed only to keep an eye on the messages being exchanged 
among the suspicious channels operating illegally for various causes.

E.g.: Terrorist activities all over the world have become a major threat so this type of lawful 
interception will prove more and more beneficial for us to keep an eye on these activities.

Countries around the world are making strides to standardize this procedure of interception. 
One of the methods that has been followed for a long time is wiretapping.
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Service ProviderCourt order/request for wiretap

User 1

....... Service provider sets
a access switch/tap on 

exchange router
'־*.4
v־..

Legal Authority System for real-
time reconstruction SiiSwup 
of intercepted data '£S23££S:

User 2

User 3

...............L _ f
״״...*

"׳ - m

Access Switch/Tap

Exchange
RouterStorage

System

Law enforcement 
agencies can access 
intercepted data 
whenever required

InternetCentral Management Server (CMS)

FIGURE 8.1: Telco/ISP lawful solution

The diagram shows the Telco/ISP lawful solution provided by Decision Computer Group. This 
solution consists of one tap/access and multiple systems for reconstruction of intercepted data. 
The tap/access switch collects traffic from the Internet service provider network and sorts the 
traffic by IP domain and serves to the E-Detective (ED) systems that decode and reconstruct the 
intercepted traffic into its original format. This is achieved with the help of supporting protocols 
such as POP3, IMAP, SMTP, P2P and FTP, Telnet, etc. All the ED systems are managed by the 
CMS (Centralized Management Server).
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C EHPacket Sniffing

Packet sniffing is a process of monitoring and capturing all data packets passing through a 
given network using software (an application) or hardware device

It is a form of wiretap applied to computer networks

J  Attackers use sniffers to capture data packets containing sensitive information such as 
passwords, account information, etc.

Attackers gain information by reading unencrypted data packets

When an attacker plugs into a port he can monitor all the broadcast traffic to that port and 
access sensitive information available in the unencrypted traffic

^ I P acke t Sniffing
Like phone networks, wiretapping can also be applied to computer networks. 

Wiretapping in computer networks can be accomplished through packet sniffing. Packet sniffing 
is a process of monitoring and capturing all data packets passing through a given network using 
software (application) or hardware device. This is possible because the traffic on a segment 
passes by all hosts associated with that segment. Sniffing programs turn off the filter employed 
by Ethernet cards to avoid the host machine from seeing other stations' traffic. Thus, sniffing 
programs can see everyone's traffic.

Though most of the networks today are employing "switch" technology, packet sniffing is still 
useful. This is because installing remote sniffing programs on network components with heavy 
traffic flows such as servers and routers is becoming easy. It allows you to observe and access 
the entire network traffic from one point. Using packet sniffers, you can capture data packets 
containing sensitive information such as passwords, account information, etc. Therefore, it 
allows you to read passwords in clear-text, the actual emails, credit card numbers, financial 
transactions, etc. It also allows you to sniff SMTP, POP, IMAP traffic, POP, IMAP, HTTP Basic, 
Telnet authentication, SQL databse, SMB, NFS, FTP traffic. You can gain a lot of information by 
reading captured data packets and then break into the network. You can carry out even more 
effective attacks with the help of this technique combined with active transmission.
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The following is the diagrammatic representation of how the attacker sniffs the data packets 
between two users:

Lena

Copy of data passing 
through the switch

Switch

Attacker

FIGURE 8.2: Packet Sniffing
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Sniffing T hreats
Source: http://www.webopedia.com

A sniffer is a program and/or device that monitors data traveling over a network. Sniffers can
be used for legitimate activities, e.g., network management, as well as for illegitimate activities,
e.g., stealing information found on a network. Some of the simplest packages use a command- 
line interface and dump captured data onto the screen, while sophisticated ones use GUI and 
graph traffic statistics; they can also track multiple sessions and offer several configuration 
options.

A packet sniffer can only capture packet information within a given subnet. Usually any laptop 
can plug into the network and gain access to the network. Many enterprises' switch ports are 
open. By placing a packet sniffer on a network in promiscuous mode, you can capture and 
analyze all of the network traffic. You can steal the following sensitive information by sniffing 
the network:

© Email traffic

© Web traffic

© Chat sessions

© FTP passwords

ôrmaf/ô

Email Traffic

Sniffing Threats

-1 Many enterprises' switch ports are open
J Anyone in the same physical location 

can plug into the network using an 
Ethernet cable

By placing a packet sniffer on a network 
in promiscuous mode, an attacker can 
capture and analyze all of the network 
traffic within a the same subnet

swordsTelnet Pas

Router Configuration
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9 Router configuration 

9 DNS traffic 

9 Syslog traffic 

Q Telnet passwords
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C EHHow a Sniffer Works
Promiscuous Mode

Sniffer turns the NIC of a system to the promiscuous mode so that it listens to all the data transmitted 
on its segment

NIC Card in 
Promiscuous M ode

• • > < ............. י< i s r f k  <•j p
<•........ 'i s m

Gp

A sniffer can constantly monitor all the network traffic to a computer through the NIC by decoding the 
information encapsulated in the data p a c k e t ----------------------------------

Decode Information
Copyright © by EG-G*ancil. All Rights Reserved. Reproduction Is Strictly Prohibited

How a Sniffer W orks
The most common way of networking computers is through an Ethernet. A computer 

connected to the LAN has two addresses. One is the MAC address that uniquely identifies each 
node in a network and is stored on the network card itself. The MAC address is used by the 
Ethernet protocol while building "frames" to transfer data to and from a system. The other is 
the IP address. This address is used by applications. The Data Link Layer uses an Ethernet 
header with the MAC address of the destination machine rather than the IP address. The 
Network Layer is responsible for mapping IP network addresses to the MAC address as required 
by the Data Link Protocol. It initially looks for the MAC address of the destination machine in a 
table, usually called the ARP cache. If no entry is found for the IP address, an ARP broadcast of a 
request packet goes out to all machines on the local sub-network. The machine with that 
particular address responds to the source machine with its MAC address. This MAC address 
then gets added to the source machine's ARP cache. The source machine, in all its 
communications with the destination machine, then uses this MAC address.

There are two basic types of Ethernet environments, and sniffers work in a little different 
manner in both these environments. The two types of Ethernet environments are:

Shared Ethernet
In a shared Ethernet environment, all hosts are connected to the same bus and
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compete amongst each other for bandwidth. In this environment, all the other machines 
receive packets meant for one machine. Thus, when machine 1 wants to talk to machine 2, it 
sends a packet out on the network with the destination MAC address of machine 2 along with 
its own source MAC address. The other machines in the shared Ethernet (machine 3 and 
machine 4) compare the frame's destination MAC address with their own. If they do not match, 
the frame is discarded. However, a machine running a sniffer ignores this rule and accepts all 
frames. Sniffing in a shared Ethernet environment is totally passive and hence difficult to 
detect.

Switched Ethernet
----- An Ethernet environment in which the hosts are connected to a switch instead of a
hub is called a switched Ethernet. The switch maintains a table keeping track of each 
computer's MAC address, and the physical port on which that MAC address is connected, and 
delivers packets destined for a particular machine. The switch is a device that sends packets to 
the destined computer only and does not broadcast it to all the computers on the network. This 
results in better utilization of the available bandwidth and improved security. Hence, the 
process of putting the machine NIC into promiscuous mode to gather packets does not work. As 
a result, many people think that switched networks are totally secure and immune to sniffing. 
However, this is not true.

Though the switch is more secure than a hub, sniffing the network is possible using the 
methods as follows:

0 ARP Spoofing

ARP is stateless. The machine can send an ARP reply even if one has not been asked for, 
and such a reply will be accepted. When a machine wants to sniff the traffic originating 
from another system, it can ARP spoof the gateway of the network. The ARP cache of 
the target machine will have a wrong entry for the gateway. This way, all the traffic 
destined to pass through the gateway will now pass through the machine that spoofed 
the gateway MAC address.

Q MAC Flooding

Switches keep a translation table that maps various MAC addresses to the physical 
ports on the switch. As a result of this, they can intelligently route packets from one 
host to another. But switches have limited memory. MAC flooding makes use of this 
limitation to bombard switches with fake MAC addresses until the switches cannot keep 
up. Once this happens to a switch, it then enters into what is known as "failopen 
mode," wherein it starts acting as a hub by broadcasting packets to all the ports on the 
switch. Once that happens, sniffing can be performed easily. MAC flooding can be 
performed by using macof, a utility that comes with the dsniff suite.
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NIC Card in 
Promiscuous Mod•Switch

X- <

Sniffer

FIGURE 8.3: How a Sniffer Works
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Types of Sniffing Attacks C EH

Types of sniffing attacks an attacker implements to intercept data 
packets traversing a network

0*sV 

ARP P o ison ing  

DHCP Attacks
W ]  ■

©

J L
Atta
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Types of Sniffing A ttacks
Sniffers, also referred to as network protocol analyzers, are used for capturing data 

that is being transmitted on a network, either legitimately or illegitimately. Though the 
protocol analyzer is used as a troubleshooting tool, it can also be used to break into the 
network. Using sniffers you can read unencrypted data within the network. This allows you to 
gather information such as user names, passwords, financial account details, email messages, 
email attachments, FTP files, etc. Sniffing is a widely used technique for attacking wireless 
networks. Sniffing attacks can be performed in various ways. Depending on the technique used 
for sniffing, the attacks are categorized into different types. The following are the various types 
of sniffing attacks:

MAC Flooding
—  MAC flooding is a kind of sniffing attack that floods the network switch with data 

packets that interrupt the usual sender to recipient data flow that is common with MAC 
addresses. The data, instead of passing from sender to recipient, blasts out across all the ports. 
Thus, attackers can monitor the data across the network.

DNS Poisoning
DNS poisoning is a process in which the user is misdirected to a fake website by

Ethical Hacking and Countermeasures Copyright © by EC-C0linCil
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providing fake data to the DNS server. The website looks similar to the genuine site but it is 
controlled by the attacker.

ARP Poisoning
ARP poisoning is an attack in which the attacker tries to associate his or her own MAC 

address with the victim's IP address so that the traffic meant for that IP address is sent to the 
attacker.

DHCP Attacks
DHCP undergoes two types of attacks. They are:

9 DHCP starvation: A process of attacking a DHCP server by sending a large amount of 
requests to it.

9 Rogue DHCP server attack: In this, an attacker sets up a rogue DHCP server to 
impersonate a legitimate DHCP server on the LAN; the rogue server can start issuing 
leases to the network's DHCP clients. The information provided to the clients by this 
rogue server can disrupt their network access, causing DoS.

Passw ord Sniffing
Password sniffing is a method used to steal passwords by monitoring the traffic that 

moves across the network and pulling out data including the data containing passwords. At 
times, passwords inside the systems are displayed in plain text without encryption, which 
makes them easy to identify by an attacker and match them with the user names. In cases 
where the password is encrypted, then attackers can use decryption algorithms to decrypt the 
password. After obtaining passwords, attackers can gain control over the network, and can 
even access user accounts, sensitive material, etc.

Spoofing Attacks
L w n !^  a  spoofing attack is a situation where an attacker successfully pretends to be

someone else by falsifying data and thereby gains access to restricted resources or steals 
personal information. The spoofing attacks can be performed in various ways. An attacker can 
use the victim's IP address illegally to access their accounts, to send fraudulent emails, and to 
set up fake websites for acquiring sensitive information such as passwords, account details, etc. 
Attackers can even set up fake wireless access points and simulate legitimate users to connect 
through the illegitimate connection.

Ethical Hacking and Countermeasures Copyright © by EC-C0UnCil
All Rights Reserved. Reproduction is Strictly Prohibited.

Module 08 Page 1131



Exam 312-50 Certified Ethical HackerEthical Hacking and Countermeasures
Sniffing

Types of Sniffing: Passive Sniffing C E H
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Passive sniffing means sniffing through a hub, on a hub the traffic is sent to all ports

It involves only monitoring of the packets sent by others without sending any additional 
data packets in the network traffic

In a network that use hubs to connect systems, all hosts on the network can see all traffic 
therefore attacker can easily capture traffic going through the hub

Hub usage is out-dated today. Most modern networks use switches

Note: Passive sniffing provides significant stealth advantages over active sniffing

Copyright © by EG-G*ancil. All Rights Reserved. Reproduction Is Strictly Prohibited.

Types of Sniffing: P assive Sniffing
11■ III.

A sniffer is a software tool that can capture the packets destined for the target 
system rather than the system on which the sniffer is installed. This is known as promiscuous 
mode. Sniffers can turn the host system's network card into promiscuous mode. A network 
interface card in promiscuous mode can capture the packets addressed to it as well as the data 
it can see. Thus, sniffing can be performed on a target system with the help of sniffers by 
putting the network interface card of the target organization into promiscuous mode.

Depending on the type of network, sniffing can be performed in different ways. There are two 
types of sniffing:

Q Passive sniffing

Q Active sniffing

Passive sniffing involves sending no packets. It just captures and monitors the packets sent by 
others. A packet sniffer alone is rarely used for an attack because this works only in a common 
collision domain. A common collision domain is the sector of the network that is not switched 
or bridged (i.e., connected through a hub). Common collision domains are usually found in hub 
environments. Passive sniffing is used on a network that uses hubs to connect systems. In such 
networks, all hosts in the network can see all traffic. Hence, it is easy to capture the traffic going 
through the hub using passive sniffing.
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The following is a diagram explains how passive sniffing is performed:
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Hub LAN

FIGURE 8.4: Passive Sniffing

Follow the passive sniffing methods mentioned here to get control over the target network:

Q Compromising the physical security: If you can compromise the physical security of the 
target organization, then walk in to the organization along with your laptop and try to 
plug in to the network and capture sensitive information about the organization.

Q Using a Trojan horse: Most Trojans have built-in sniffing capability. You can install 
Trojans with built-in sniffing capabilities on a victim machine to compromise it. Once 
you compromise the victim machine, then you can install a packet sniffer and perform 
sniffing.

Most modern networks are built using switches instead of hubs. A switch is an advanced 
computer networking device. The major difference between a hub and a switch is that a hub 
transmits line data to each port on the machine and has no line mapping, whereas a switch 
looks at the MAC address associated with each frame passing through it and sends the data to 
the required port. Thus, a switch eliminates the risk of passive sniffing. But a switch is still 
vulnerable to sniffing by means of active sniffing.

Note: Passive sniffing provides significant stealth advantages over active sniffing.

Attacker
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Types of Sniffing: Active Sniffing
R

(trtNM 1m IX

jG-' _d Active sniffing is used to sniff a switch-based network

A ]  d  Active sniffing involves injecting address resolution (ARP) packets into the network to flood 
W the switch's Content Addressable Memory (CAM) table, CAM keeps track of which host is 

connected to which port

DHCP Starvation

ARP Spoofing
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Types of Sniffing: Active Sniffing
Active sniffing refers to the process of enabling sniffing of traffic on a switched LAN by 

actively injecting traffic into the LAN. Active sniffing also refers to sniffing through a switch. In 
active sniffing, the switched Ethernet does not transmit information to all systems that are 
connected to LAN as it does in a hub-based network. Due to this, the passive sniffer will be 
unable to sniff data on a switched network. It is easy to detect these programs and highly 
difficult to perform this type of sniffing.

In active sniffing, the data packets for source and destination addresses are first examined by 
the switches, and then transmitted to the appropriate destination. So it is cumbersome to sniff 
switches. But attackers are actively injecting traffic into a LAN for sniffing around a switched 
network and capture the traffic. Switches maintain their own ARP cache in a content 
addressable memory (CAM); it is a special type of memory in which it maintains the track 
record of which host is connected to which port. A sniffer takes all the information that is seen 
on the wire and records it for future review. The users are allowed to see all the information,
i.e., in the packet along with the data that should remain hidden.

The following are the special techniques that are provided by sniffing programs for intercepting 
traffic on a switched network:
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9 ARP spoofing 

9 DHCP starvation 

9 MAC duplicating

To summarize types of sniffing, passive sniffing does not send any packets; it just monitors the 
packets sent by others. Active sniffing involves sending out multiple network probes to identify 
access points.
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Protocols V ulnerable to Sniffing
The following are the protocols that are vulnerable to sniffing. These protocols are 

usually sniffed for acquiring passwords:

0 Telnet and rlogin: With sniffing, keystrokes of a user can be captured as they are typed,
including the user's user name and password. Some tools can capture all text and gather
it into a terminal emulator, which can reconstruct exactly what the end user is seeing. 
This can produce a real-time viewer on the remote user's screen.

9 HTTP: The default version of HTTP has many loopholes. Most of the websites use basic 
authentication for sending passwords across the wire in clear text. Many websites use a 
technique that prompts the user for a user name and password that are sent across the 
network in plain text. Data sent is in clear text.

9 SNMP: SNMP traffic, i.e. SNMPvl, has no good security. SNMP passwords are sent in 
clear text across the network.

9 NNTP: Passwords and data are sent in clear text across the network.

© POP: Passwords and data are sent in clear text across the network.

0 FTP: Passwords and data are sent in clear text across the network.

9 IMAP: Passwords and data are sent in clear text across the network.
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C EHTie to Data Link Layer in OSI 
M odel

Tie to D ata Link Layer in OSI M odel
The OSI model (the Open Systems Interconnection model) has a communication 

system that is divided into smaller parts. Each part is known as a layer. Each layer is engaged in 
providing services to its upper layer and receiving services from the layer below. The OSI has a 
networking framework for implementing in seven layers.

The Data Link layer is the second layer of the OSI model. In this layer, data packets are encoded 
and decoded into bits. Sniffers capture the packets from the Data Link layer.

0 Sniffers operate at the Data Link layer of the OSI model. They do not adhere to the same 
rules as applications and services that reside further up the stack.

0 If one layer is hacked, communications are compromised without the other layers being 
aware of the problem.
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FIGURE 8.5: How Sniffer Work In Data Link Layer
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C EHIPv6 Addresses

H
H

I  Unicast addresses

I I  Multicast addresses
T y p e s  

of IPv6 
A d d re s s e s

I I I  Anycast addresses

I I I I I I I I I I I I I I I I I I I I
I  Link-Local

I I  Unique-Local (ULA)

I I I  Global

S c o p e s  of 
U n ic a s t and 

A n y c a s t 
A d d re s s e s
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IPv6 A ddresses© IPv6 addresses are the 128-bit identifiers for interfaces and sets of interfaces. The 
addresses of IPv6 are of three types. They are:

Unicast: refers to an identifier for a single interface. A packet sent to a unicast address is 
delivered to the interface identified by that address.

Anycast: refers to an identifier for a set of interfaces. A packet sent to an anycast address is 
delivered to the nearest interface identified by that address. The distance is measured based 
on the routing protocol.

Multicast: refers to an identifier for a set of interfaces. A packet sent to a multicast address is 
delivered to all the interfaces identified by that address.

When it comes to scope of the addresses, the unicast can be link-local, site-local, or global. 
Anycast addresses are usually assigned from the unicast address space. Hence, the scope 
anycast address is defined as the scope of the unicast address type that assigned the anycast 
address.

Note: IPv6 does not use broadcast messages.
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IPv6 Addresses
(Cont’d)

xxxx xxxx xxxx xxxx

64-bits 
Interface Identifier

64-bits 
Interface Identifier

Link-Local

54-bits
Zeroes

10-bits
Prefix

Unique-Local (U L A )

16-bits 
Subnet ID

38-bits10-bits
Prefix

Global

M ulticast Addresses

FFfs xxxx xxxx xxxx xxxx xxxx xxxx xxxx j
bits־8 bits־4 4-bits
Prefix Flags Scope Interface Identifier
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IPv6 A ddresses (C ont’d)

| FE80 0000 0000 0000 xxxx xxxx xxxx xxxx I

10-bits 54-bits 64-bits
Interface IdentifierZeroesPrefix

Unique-Local (U L A )

I FCOO gggg gggg ssss xxxx xxxx xxxx xxxx I
10-bits 38-bits 16-bits 64-bits
Prefix Subnet ID Interface Identifier

Global

I 2000 GGGG GGGG ssss xxxx xxxx xxxx xxxx |

3-bits 13-bits 8-bits 24-bits 16-bits
Prefix TLA ID RES NLA ID SLA ID Interface Identifier

M ulticast Addresses

FFfs xxxx xxxx xxxx xxxx xxxx xxxx xxxx I■;

8-bits 4-bits 4-bits
Prefix Flags Scope Interface Identifier

TABLE 8.1: IPv6 Addresses
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IPv6 Header

IPv4 and IPv6 Header Comparison

Payload Length

Source Address

Destination Address

IPv4 H eader

Version IHL
Types of 
Service Total Length

Identification Flags Fragment
Offset

Time 
to Live Protocol Header Checksum

Source Address

Destination Address

PaddingOptions

Field's name kept from IPv4 to IPv6 

Fields not kept in IPv6

H Name and position changed in IPv6 

New field in IPv6
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IPv4 and  IPv6 H eader C om parison

IPv4 Header IPv6 Header

Version IHL Types of Length 
Service

TrafficVersion Class Flow Label

Identification Flags Offset Payload Length
Next

Hop LimitHeader

/ ' Protocol  Header Checksum to Live

Source Address

Sou rce  A ddress

Destination Address

Destination Address

Options Padding

Field's name kept from IPv4 to IPv6 Name and position changed in IPv6

Fields not kept in IPv6 New field in IPv6

FIGURE 8.6: IPv4 and IPv6 Header Comparison
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Hardware Protocol Analyzers

CaptureA hardware protocol analyzer is a piece of equipment that 
captures signals without altering the traffic in a cable segment

It can be used to monitor network usage and identify 
malicious network traffic generated by hacking software 

installed in the network
Monitora

־7
Analyzeh

It captures a data packet, decodes it, and analyzes its content 
according to certain predetermined rulese*

It allows attacker to see individual data bytes of each 
packet passing through the cablewData Packet
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_  H ardw are Protocol A nalyzers
׳> )

A hardware protocol analyzer is a device that interprets traffic passing over a 
network. It is mainly used to capture the signals without altering the traffic segment. It can be 
used to monitor network usage and identify malicious network traffic generated by hacking 
software installed in the network. It captures a data packet and decodes and analyzes its 
content according to certain predetermined rules. Hardware analyzers are more expensive and 
out of reach for individual developers, hobbyists, and hackers.
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(•rtifwd itkitjl

Hardware Protocol Analyzers
(Cont’d)

FLUKE Networks EtherScope" 
Series II Network Assistant

FLUKE Networks OptiView® 
Network Analyzer

RADCOM Prism UltraLite 
Protocol Analyzer
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H ardw are Protocol A nalyzers
The hardware protocol analyzers of different companies are shown as follows.

RADCOM PrismLite Protocol AnalyzerAgilent E2960BAgilent N2X N5540A

Agilent N2X N5540A
Agilent N2X N5540A is a multi-port test system that allows you to verify the 

performance of multi-service networks and devices.

FIGURE 8.7: Agilent N2X N5540A
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י ר  Agilent E2960B 
_ J

a  Agilent E2960B is a tool used for testing as well as debugging. It includes a protocol 
analyzer that supports xl through xl6 link widths, with intuitive spreadsheet style 

visualization.

FIGURE 8.8: Agilent E2960B

RADCOM Prism  UltraLite Protocol Analyzer
RADCOM Prism UltraLite Protocol Analyzer allows you to monitor and troubleshoot 

multiple technology networks. It consists of a PrismLite, which is a portable LAN/WAN/ATM 
protocol analyzer and a Prism UltraLite, which is a compact protocol analyzer for WAN/Fast LAN 
networks. These analyzers are used for testing a wide range of protocols. Using this analyzer 
you can remotely control TCP/IP.

FIGURE 8.9: RADCOM Prism UltraLite Protocol Analyzer

FLUKE Networks OptiView® Network Analyzer
FLUKE Networks OptiView® Network Analyzer allows you to monitor every part of 

hardware, each and every application and connection on your network. These tools diagnose 
and solve the network application performance problems as well as protect your network from 
internal threats.
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FIGURE 8.10: FLUKE Networks OptiView® Network Analyzer

FLUKE Networks EtherScope™ Series II Network Assistant
The Fluke ES2 EtherScope Network Assistant is a Gigabit LAN and 802.11 wireless LAN 

analyzer. It assists network professionals with installation, validation, and troubleshooting. 
Install and integrate infrastructure easily by testing, validating, and fixing configuration issues 
during deployment. It checks the network performance at regular intervals to detect and 
correct emerging issues. You can identify LAN health instantaneously with the help of this 
analyzer.

FIGURE 8.11: FLUKE Networks EtherScope™ Series II Network Assistant

RADCOM Prism Lite Protocol Analyzer
The PrismLite is designed for WAN, LAN, and ATM testing simultaneously. It is a tool 

that allows you to monitor, analyze, and interpret end-to-end traffic that is occurring across the 
LAN/WAN network. It helps you to maintain uninterrupted network services and maximize 
network performance.

Ethical Hacking and Countermeasures Copyright © by EC-C0UnCil
All Rights Reserved. Reproduction is Strictly Prohibited.

Module 08 Page 1145



Exam 312-50 Certified Ethical HackerEthical Hacking and Countermeasures
Sniffing

FIGURE 8.12: RADCOM PrismLite Protocol Analyzer
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SPAN Port
SPAN for Switched Port Analyzer by Cisco, also known as port mirroring, is a method 

that allows you to monitor the network traffic on one or more ports on the switch. It also helps 
you to analyze and debug data, identify errors, and investigate unauthorized network access on 
a network. When the port mirroring is enabled, the network switch will send a copy of the 
network packets from the source port to destination port, where the network packets are 
studied with the help of a network analyzer. There can be one or more source, but there 
should be only one destination port on the switch. Source ports are the ports whose network 
packets are monitored and mirrored. You can simultaneously monitor the traffic of multiple 
ports. For instance, you can monitor the traffic on all the ports of a particular VLAN.
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: : : : : : : :  SPAN Port IDS Port

Host Host Host Host Host Host Host Host

FIGURE 8.13: SPAN Port
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M odule Flow

MAC Attacks
As mentioned previously, sniffing is a data interception technology and a sniffer is an 

application or device that allows you to monitor or analyze network traffic. Sniffing used legally 
monitors the network traffic and maintains network security, whereas illegal sniffing aims to 
steal sensitive information such as passwords, files, and so on. Sniffing can be performed in 
many ways. MAC flooding is one of the sniffing techniques.

•
Sniffing Concepts t</ *  DNS Poisoning

MAC Attacks f | j| | Sniffing Tools ־

- DHCP Attacks ^  Countermeasures

e :
ARP Poisoning y —  Sniffing Pen Testing

v׳  —
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This section familiarizes you with techniques used to perform MAC attacks, MAC flooding tools, 
and countermeasures to protect against MAC attacks.
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MAC Address/CAM Table C EH

All Content Addressable Memory (CAM) tables have a fixed size

It stores information such as MAC addresses available on physical ports with their 
associated VLAN parameters

48 Bit Hexadecimal Number Creates Unique Layer
l|||IIH II| Two Address

״ ■1 lllll|l| 1258.3582.8DAB !
חזחוח

Second 24 bits = Specific Interface, 
Assigned by Manufacturer

0000.0aXX.XXXX

« 9

o
First 24 bits = Manufacture Code 

Assigned by IEEE

0000.0aXX.XXXX

Broadcast Address

FFFF.FFFF.FFFF
ל3 ^
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MAC A ddress/C A M  Table
—  A media access control address (MAC address) is a hardware address that uniquely 

identifies each node of a network. Each device in the network has a MAC address associated 
with a physical port on the network switch, which makes it possible to designate a specific 
single point of network.

A content addressable memory (CAM) table separates a switch from hub. It stores information 
such as MAC addresses available on physical ports with their associated VLAN parameters. A 
CAM table is used by Catalyst switches to store MAC addresses of devices connected to 
switched network. Every MAC in a CAM table is assigned a switch port number. With this 
information, the switch knows where to send Ethernet frames. The size of CAM tables is fixed.
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48 Bit Hexadecimal Number Creates Unique Layer 
Two Address

1258.3582.8DAB

First 24 bits = Manufacture Code Second 24 bits = Specific Interface,
Assigned by IEEE

0000.0aXX.XXXX

Broadcast Address

FFFF.FFFF.FFFF

FIGURE 8.14: MAC Address/ CAM Table

Assigned by Manufacturer 

0000.0aXX.XXXX

Ethical Hacking and Countermeasures Copyright © by EC-C0UnCil
All Rights Reserved. Reproduction is Strictly Prohibited.

Module 08 Page 1152



Exam 312-50 Certified Ethical HackerEthical Hacking and Countermeasures
Sniffing

How CAM Works

MAC B ן ! >:.......״ ? ־׳
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ARP for B >■

■■< I am MAC B
..............................•>?

(M.........................

ARP for B ־־>

B is unknown, broadcastsMAC A

L j
<•■ 1 am  M A C  B

Port 11 A  A  A  A  ,

M A C  A
A is on port 1 

Learn: Bis on port 2

Traffic A •> Bט
B is on port 2MAC A

MAC PORT

CAM Table

MAC PORT

A 1

B 2

c 3

CAM Table
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A 1

B 2

C 3

CAM Table
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| f e j  How CAM W orks
Source: http://www.freetechexams.com

A CAM table is the content addressable memory table that refers to the dynamic form of 
content and is used with the help of the Ethernet switch. The Ethernet switch maintains the 
connections between the ports.

A CAM table keeps track of MAC address locations on a switch with a limited size. If the CAM 
table gets flooded with more MAC addresses beyond its size, then the switch turns into a hub. 
The CAM table works in this manner in order to ensure the delivery of data to the intended 
host. Attackers exploit this vulnerability in the CAM table to sniff the network data. If the 
attacker is able to connect to the shared switch of the Ethernet segment, then he or she can 
easily sniff the data.
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FIGURE 8.15: How CAM Works
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What Happens When CAM Table 
Is Full? c(crtifwd 1

י

EH
ItkKJl lUckM

Once the CAM table on the switch is full, additional ARP request traffic will flood every port on the switch

This will basically turn a switch into a hub

This attack will also fill the CAM tables of adjacent switches

MAC B
Traffic A ■•>BY Is on Port 3

Traffic A ״ > B
"""p0"rt"l

MAC Cm
Traffic A B <־־

P0/»>-.v

MAC C can see the traffic from A to B
Z Is on Port 3

MAC A
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W hat H appens W hen a CAM T able is Full?
As we already discussed, a CAM table contains network information such as MAC 

addresses available on physical switch ports and associated VLAN parameters. But these CAM 
tables are limited in size. You can use this to your advantage to build the attack. You can build 
the attack with the help of MAC flooding. MAC flooding deals with bombarding the switch 
through fake source MAC addresses until the switch CAM table is full. Once this is done, the 
switch begins to flood all the incoming traffic to all ports. The switch then works as a hub 
through which you can monitor the frames sent from victim host to another host without any 
CAM table entry. This attack also fills the CAM tables of adjacent switches.

The following diagram explains how a CAM table can be flooded with fake MAC addresses to 
monitor the frames sent from victim host to another host without any CAM table entry:
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FIGURE 8.16: CAM Table Flooded with Fake MAC Address
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MAC Flooding C EH

Switch then acts as a 
hub by broadcasting 
packets to all machines 
on the network and 
attackers can sniff the 
traffic easily

&
MAC flooding involves 
flooding of CAM table 
with fake MAC address 
and IP pairs until it is 
full

Switches have a limited 
memory for the CAM 
table

MAC flooding 
involves flooding 
switch with 
numerous requests

Attackers perform MAC flooding to gain system passwords, access to sensitive data such as protected files, 
emails, and instant message conversations .

;................................» s e L
User 1

MAC Address Flood

SwitchAttacker
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MAC Flooding
v____ / MAC flooding is a technique used to compromise the security of network switches
that connect network segments or network devices. These switches map individual MAC 
addresses on the network to the physical ports on the switch through the means of a CAM 
table. Unlike a hub, which broadcasts the data across the network, the switch sends data only 
to the intended recipient. Thus, a switched network is more secure when compared to a hub 
network. But, it can still be compromised by the fact that switches have limited memory to 
store MAC address tables and turn into hubs when flooded with MAC addresses beyond their 
storage. The technique used to compromise a switched network based on limited storage is 
called MAC flooding.

Typical MAC flooding involves flooding a switch with numerous requests with different fake 
source MAC addresses. No problem occurs until the MAC address table is full. Once the MAC 
address table is full, any further requests may force the switch to enter "failopen mode." A 
switch in failopen mode acts like a hub and broadcasts data to all machines on the network. 
Thus, attackers can sniff the traffic easily and can steal sensitive information.
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FIGURE 8.17: MAC Flooding
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C EHM ac Flooding Sw itches with  
m acof

■I macof is a Unix/Linux tool that is a part of dsniff collection 

■I Macof sends random source MAC and IP addresses

This tool floods the switch's CAM tables (131,000 per min) by sending bogus MAC entries

I

Command Prompt

1 8 : b l :2 2 :1 2 :8 5 :1 5  1 3 : 1 5 : 5 a : 6 b : 4 5 : c4  0 .0 .0 .0 .2 5 6 8 4  > 0 .0 .0 .0 .8 6 2 5 4 :  S 2 6 5 8 7 4 1 2 3 6 :1 2 3 5 4 8 6 7 1 5 (0 ) w in  512

1 2 :a 8 :d 8 :1 5 :4 d :3 b  a b : 4 c : c d : 5 f : a d :o d  0 .0 .0 .0 .1 2 3 8 7  > 0 .0 .0 .0 .7 8 9 6 2 :  S 1 2 3 8 5 6 9 7 4 2 :7 8 2 5 6 3 1 4 5 (0 ) w in  512

1 3 :3 £ :a b :1 4 :2 5 :9 5  6 6 :a b : 6 d : 4 : b 2 :8 5  0 .0 .0 .0 .4 5 6 3 8  > 0 .0 . 0 . 0 . 4 5 6 8 :  S 1 2 3 5 8 7 1 5 2 :4 5 6 3 1 2 5 8 9 (0 ) w in  512 

a 2 : 2 f : 8 5 : 1 2 : a c :2  1 2 :8 5 : 2 f :5 2 :4 1 :2 5  0 .0 .0 .0 .4 2 3 5 8  > 0 .0 . 0 . 0 . 3 5 8 4 2 :  S 3 2 5 6 7 8 9 5 1 2 :3 5 6 8 7 4 2 1 5 8 (0 ) w in  512 

9 6 :2 5 :a 3 : 5 c : 5 2 : a f  8 2 : 1 2 : 4 1 : 1 : a o :d 6  0 .0 .0 .0 .4 5 2 1 3  > 0 .0 . 0 . 0 . 2 3 5 8 :  S 3 6 8 4 1 2 5 6 8 7 :3 2 5 6 8 7 4 1 2 5 (0 ) w in  512 

a 2 : c : b 5 : 8 c : 6 d : 2 a  5 a : c c : £ 6 : 4 1 : 8 d :d £  0 .0 .0 .0 .1 2 3 5 4  > 0 .0 . 0 . 0 . 7 8 5 2 1 :  S 1 2 3 6 5 4 2 3 5 8 :3 6 9 8 5 2 1 4 7 5 (0 ) w in  512 

5 5 : 4 2 : a c : 8 5 : c 5 :9 6  a 5 : 5 f : a d : 9 d : 1 2 :aa  0 . 0 . 0 . 0 . 1 2 3  > 0 .0 . 0 . 0 . 1 2 3 6 9 :  S 8 5 2 3 6 9 5 4 1 2 :8 5 2 3 6 9 8 7 4 2 (0 ) w in  512

a 9 :4 d : 4 c : 5 a : 5 d :a d  a 4 :a d :5 £ :4 d :e 9 :a d  0 .0 .0 .0 .2 3 6 8 5  > 0 .0 .0 .0 .4 5 6 8 6 :  S 2 3 6 8 5 4 1 2 5 :3 6 5 1 4 5 7 5 2 (0 ) w in  512

s 3 : e 5 : l a : 2 5 : 2 : a  2 5 : 3 5 : a 8 : 5 d : a f : f c  0 .0 .0 .0 .2 3 6 8 5  > 0 .0 . 0 . 0 . 8 5 2 3 6 :  S 8 6 2 3 5 7 4 1 2 5 :3 6 9 8 5 2 1 4 5 6 (0 ) w in  512

a
http://monkey.org
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M ac Flooding Switches w ith M acof
Source: http://monkey.org

Macof is a member of the Dsniff suit tool that floods the local network with random MAC 
addresses, causing some switches to fail and open in repeating mode, facilitating sniffing. This 
tool floods the switch's CAM tables (131,000 per min) by sending forged MAC entries. The 
switch regulates the flow of data between ports and monitors the MAC addresses on each port. 
When a switch is overloaded with huge MAC addresses, it acts like a hub and in a hub, data is 
broadcasted to every port without mapping. This allows you to monitor the broadcasted data.

The following screenshot shows how to use the Macof tool to monitor the broadcasted data:

11m Command Prompt

1 8 : b l : 2 2 : 1 2 : 8 5 : 1 5  1 3 : 1 5 : 5 a : S b : 4 5 : c4  0 . 0 . 0 . 0 . 2 5 6 8 4  >  0 . 0 . 0  0 . 8 6 2 5 4 :  S 2 6 5 8 7 4 1 2 3 6 : 1 2 3 5 4 8 6 7 1 5 ( 0 )  w i n  5 12

1 2 : a 8 : d 8 : 1 5 : 4 d : 3 b  a b : 4 c : c d : 5 f : a d : c d  0 . 0 . 0 . 0 . 1 2 3 8 7  >  0 . 0 . 0 . 0 . 7 8 9 6 2 :  S 1 2 3 8 5 6 9 7 4 2 : 7 8 2 5 6 3 1 4 5 ( 0 )  w i n  5 1 2

1 3 : 3 f :a b : 1 4 : 2 5 : 9 5  6 6 : a b :6 d : 4 : b 2 : 8 5  0 . 0 . 0 . 0 . 4 5 6 3 8  >  0 . 0 . 0 . 0 . 4 5 6 8 :  S  1 2 3 5 8 7 1 5 2 : 4 5 6 3 1 2 5 8 9 ( 0 )  w in  5 1 2  

a 2 : 2 f . 8 5 : 1 2 : a c : 2  1 2 : 8 5 : 2 f : 5 2 ; 4 1 : 2 5  0 . 0 . 0 . 0 . 4 2 3 5 8  >  0 . 0 . 0 . 0 . 3 5 8 4 2 :  S  3 2 5 6 7 8 9 5 1 2 : 3 5 6 8 7 4 2 1 5 8 ( 0 )  w i n  5 12  

9 6 : 2 5 : a 3 : 5 c : 5 2 : a f  8 2 : 1 2 : 4 1 : 1 : a c : d 6  0 . 0 . 0 . 0 . 4 5 2 1 3  >  0 . 0 . 0 . 0 . 2 3 5 8 :  S  3 6 8 4 1 2 5 6 8 7 : 3 2 5 6 8 7 4 1 2 5 ( 0 )  w i n  512  

* 2 : o : b 5 : 8 e : 6 d : 2 a  5 a : o o : £ 6 : 4 1 : 8 d :d f  0 . 0 . 0 . 0 . 1 2 3 5 4  >  0 . 0 . 0 . 0 . 7 8 5 2 1 :  6  1 2 3 6 5 4 2 3 5 8 : 3 6 9 8 5 2 1 4 7 5 ( 0 )  w i n  512  

5 5 : 4 2 : a c : 8 5 : c 5 : 9 6  a 5 : 5 f : a d : 9 d : 1 2 : a a  0 . 0 . 0 . 0 . 1 2 3  >  0 . 0 . 0 . 0 . 1 2 3 6 9 :  S  8 5 2 3 6 9 5 4 1 2 : 8 5 2 3 6 9 8 7 4 2 ( 0 )  w i n  512

a 9 : 4 d : 4 c : 5 a : 5 d : a d  • 4 : a d : 5 f : 4 d : « 9 : a d  0 . 0 . 0 . 0 . 2 3 6 8 5  >  0 . 0 . 0  0 . 4 5 6 8 6 S 2 ז  3 6 8 5 4 1 2 5 : 3 6 5 1 4 5 7 5 2 ( 0 )  w i n  512

s 3 : e 5 : l a : 2 5 : 2 : a  2 5 : 3 5 : a 6 : 5 d : a f : f c  0 . 0 . 0 . 0 . 2 3 6 8 5  >  0 . 0 . 0 . 0 . 8 5 2 3 6 :  S  8 6 2 3 5 7 4 1 2 5 : 3 6 9 8 5 2 1 4 5 6 ( 0 )  w i n  512

FIGURE 8.18: How Macof monitor the Broadcast Data
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MAC Flooding Tool: Yersinia

Command Prompt

Show running attacks
Cisco Discovery Protocol (CDP) information
Dynamic Host Configuration Protocol (DHCP)
information
802.10 information
Dynamic Trunking Protocol (DTP) information 
Display the session command history 
Hot Standby Router Protocol (HSRP) information 
Interface status 
Show statistics
Spanning Tree Protocol (STP) information 
Display information about terminal lines 
System hardware and software status 
Virtual Trunking Protocol (VTP) information

yersinia> en 
Password: 
yersinia# sh 

attacks 
cdp 
dhcp

dotlq
dtp
history
hsrp
interfaces
stats
stp

http://www.yersinio.net

Copyright © by EG-G*ancil. All Rights Reserved. Reproduction Is Strictly Prohibited.

wflk MAC Flooding Tool: Y ersin ia
Source: http://www.yersinia.net

Yersinia is a network tool designed to take advantage of some weaknesses in different network 
protocols. It pretends to be a framework for analyzing and testing the deployed networks and 
systems. Attacks for the following network protocols are implemented:

© Spanning Tree Protocol (STP)

© Cisco Discovery Protocol (CDP)
© Dynamic Trunking Protocol (DTP)
e Dynamic Host Configuration Protocol (DHCP)
e Hot Standby Router Protocol (HSRP)
© IEEE 802.IQ
© IEEE 802.IX
© Inter-Switch Link Protocol (ISL)

© VLAN Trunking Protocol (VTP)
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The following is the screenshot of Yersinia in network client mode:

1|J

Show running attacks
Cisco Discovery Protocol (CDP) information 
Dynamic Host Configuration Protocol (DHCP) 
information 
802.10 information
Dynamic Trunking Protocol (DTP) information 
Display the session command history 
Hot Standby Router Protocol (HSRP) information 
Interface status 
Show statistics
Spanning Tree Protocol (STP) information 
Display information about terminal lines 
System hardware and software status 
Virtual Trunking Protocol (VTP) information

Command Prompt

yersinia> en 
Password: 
yersinia# sh 

attacks 
cdp 
dhcp

dotlq
dtp
history
hsrp
interfaces

FIGURE 8.19: Working of Yersinia In Network Client Mode
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How to Defend against MAC
Attacks C EH

Only 1 MAC Address 
Allowed on the Switch Port

Port security can be used to restrict inbound 
traffic from only a selected set of MAC 
addresses and limit MAC flooding attack

00:0c:lc:cc:cc:cc
00:0a:4b:dd:dd:dd

Configuring Port Security on Cisco switch:
J  switchport port-security
J  switchport port-security maximum 1 vlan access
J  switchport port-security violation restrict
J  switchport port-security aging time 2
J  switchport port-security aging type inactivity
J  snmp-server enable traps port-security trap-rate 5

Copyright © by EG-G*ancil. All Rights Reserved. Reproduction Is Strictly Prohibited.

How to D efend aga in st MAC A ttacks
You can use switch port, port security feature developed by Cisco to defend against 

MAC attacks.

In order to protect a port, it identifies and limits the MAC addresses of the workstations that 
are allowed to access the port. If you assign a secure MAC address to a secure port, then the 
port will forward only the packets with source addresses that are inside the group of defined 
addresses.

A security violation occurs:

0 When a port is configured as a secure port and the maximum number of secure MAC 
addresses is reached

Q When the MAC address of the workstation that is attempting to access the port doesn't 
match with any of the identified secure MAC addresses

Once the maximum number of secure MAC addresses on port is set, the secure MAC addresses 
are included in an address table by any of the three ways:

9 You can configure all secure MAC addresses by using the switchport port-securing mac- 
address interface configuration command.
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9 You can allow the port to dynamically configure secure MAC addresses with the MAC 
addresses of the connected devices.

9 You can configure a number of addresses and allow the rest to be dynamically 
configured.

Port security limits MAC flooding attacks and locks down ports, sending an SNMP trap. 

Configuring Port Security on Cisco Switch:

9 switchport port-security

9 switchport port-security maximum 1 vlan access

9 switchport port-security violation restrict

9 switchport port-security aging time 2

9 switchport port-security aging type inactivity

9 snmp-server enable traps port-security trap-rate 5

Ethical Hacking and Countermeasures Exam 312-50 Certified Ethical Hacker
Sniffing

132,000 
Bogus MACs

Mm
FIGURE 8.20: Attacker Flooded the Switch with Fake Make Address
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Here an attacker is flooding the switch CAM tables with fake MAC addresses and thus 
threatening security by turning a switch into a hub.

Only 1 MAC Address 
Allowed on the Switch Port

FIGURE 8.21: User Protection from MAC Flooding

The number of MAC addresses allowed on the switch port is limited to one; therefore, it 
recognizes MAC flooding and locks down the port and sends an SNMP trap.
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Module Flow C E H
(•rtifwtf I til 1(41 lUilwt

M odule Flow
I
, So far, we have discussed various sniffing concepts and MAC attacks, a violation that

allows sniffing of network traffic or data. Now we will discuss DHCP attacks, another 
violation that allows sniffing.

Sniffing Concepts t</ *  DNS Poisoning

MAC Attacks Sniffing Tools

j DHCP Attacks ^  Countermeasures

( <p̂ -j ARP Poisoning y Sniffing Pen Testing
y  —

Spoofing Attack

This section describes how DHCP works, DHCP starvation attacks, tools used for starvation 
attacks, rogue server attacks, and the ways to defend against DHCP attacks.
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How DHCP Works C EH
j  DHCP servers maintain TCP/IP configuration information in a database such as valid TCP/IP configuration parameters, 

valid IP addresses, and duration of the lease offered by the server
J  It provides address configurations to DHCP-enabled clients in the form of a lease offer

& Relay agent broadcasts DHCPOFFER/ADVERTISE in the client's 
subnet

«  Client broadcasts DHCP REQUEST/REQUEST asking DHCP 
server to provide the DHCP configuration information

o DHCP server sends unicast DHCPACK/REPLY message to the 
client with the IP config and information

e Client broadcasts DHCPDISCOVER/SOLICIT request 
asking for DHCP Configuration Information

0 DHCP-relay agent captures the client request and
unicasts it to the DHCP servers available in the network

0 DHCP server unicasts DHCPOFFER/ADVERTISE, which 
contains client and server's MAC address

Send My DHCP Configuration 
Information

DHCPDISCOVER (IPv4) / SOLICIT 
(IPv6) (Broadcast)

DHCP-relay agent

DHCPREQUEST (IPv4) / REQUEST (IPv6) (Broadcast)

DHCPACK (IPv4) / Reply (IPv6) (Unicast) 
Here Is Your Configuration

User

: IP Address: 10.0.0.20 
| Subnet Mask: 255.255.255.0 
Default Routers: 10.0.0.1 

• DNS Servers: 192.168.168.2, 192.168. 
; Lease Time: 2 days

Copyright © by EG-G*ancil. All Rights Reserved. Reproduction is Strictly Prohibited.

How DHCP W orks
Dynamic Host Configuration Protocol (DHCP) is a client/server protocol intended to 

provide an IP address to an Internet Protocol (IP) host. In addition to the IP address, the DHCP 
server also provides configuration-related information such as default gateway and subnet 
mask. When a DHCP client device boots up, it participates in traffic broadcasting.

You can use DHCP to assign IP configuration to hosts connecting to a network providing a 
framework for passing configuration information to a host on a TCP/IP network. A DHCP client 
makes a request to its server in the same subnet or a different one. The distribution of IP 
configuration to hosts simplifies the administrator's work to maintain IP networks.

It provides address configurations to DHCP-enabled clients in the form of a lease offer. It 
involves these steps:

1. Client broadcasts DHCPDISCOVER/SOLICIT request asking for DHCP configuration 
information.

2. DHCP-relay agent captures the client request and unicasts it to the DHCP servers 
available in the network.

3. DHCP server unicasts DHCPOFFER/ADVERTISE, which contains client and server's MAC 
address.
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4. Relay agent broadcasts DHCPOFFER/ADVERTISE in the client's subnet.

5. Client broadcasts DHCPREQUEST/REQUEST asking DHCP server to provide the DHCP 
configuration information.

6. DHCP server sends unicast DHCPACK/REPLY message to the client with the IP config and 
information.

>

Send My DHCP Configuration 
Information

<
DHCP-relay agent

>
DHCPREQUEST (IPv4)/REQUEST (IPv6) (Broadcast)

DHCP Server<User
S

DHCPACK(IPv4)/Reply (IPv6) (Unicast) 
Here Is Your Configuration

J IP Address: 10.1 0.11.120 
■ Subnet Mask : 255.255 .255.16
Default Routers: 10.10.11.1

I DNS Servers: 192.168.168.6, 192.168.168.7 
; Lease Time: 12 days

FIGURE 8.22: DHCP Working
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C EH
Urt1fw4 ilhiul lUthM

DHCP Request/R eply M essages

Server to Client with Configuration Parameters, Including Committed Network Address 

Client to Server Relinquishing Network Address and Canceling Remaining Lease 

Client to Server Indicating Network Address Is Already in Use

Server tells the client that it has new or updated configuration settings. The client then sends 
either a renew/reply or Information-request/Reply transaction to get the updated informationReconfigure

Client to Server, Asking Only for Local Configuration Parameters; Client Already Has ExternallyInformation Request r . ״ , .  .. ... _  . . . . ̂ Configured Network Address

A relay agent sends a Relay-forward message to relay messages to servers, either directly or 
through another relay agent

A server sends a Relay-reply message to a relay agent containing a message that the relay agent 
delivers to a client

Server to Client Indicating Client's Notion of Network Address Is Incorrect (e.g., Client Has Moved 
to New Subnet) or Client's Lease As Expired

Relay-Forward

Relay-Reply

N/A

Copyright © by EG-G*ancil. All Rights Reserved. Reproduction is Strictly Prohibited.

DHCP R equest/R ep ly  M essages
A device that already has an IP address can use the simple request/reply exchange to 

get other configuration parameters from a DHCP server. When the DHCP client receives a DHCP 
offer, immediately the client responds by sending back a DHCP request packet. Devices that are 
not using DHCP to acquire IP addresses can still utilize DHCP's other configuration capabilities. A 
client can broadcast a DHCPINFORM message to request that any available server can send its 
parameters for how the network is to be used. DHCP servers respond with the requested 
parameters and/or default parameters, carried in DHCP options of a DHCPACK message. If a 
DHCP request comes from a hardware address that is in the DHCP server's reserved pool and 
the request is not for the IP address that this DHCP server offered, the DHCP server's offer is 
considered denied. The DHCP server can put that IP address back into the pool and offer it to 
another client.
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1 DHCPv4 M essage DHCPv6 M essage Description j
DHCPDiscover Solicit Client Broadcast to Locate Available Servers

DHCPOffer Advertise Server to Client in Response to DHCPDISCOVER with Offer of Configuration Parameters

DHCPRequest Request, Confirm, 
Renew, Rebind

Client Message to Servers Either (a) Requesting Offered Parameters, (b) Confirming Correctness 
of Previously Allocated Address, or (c) Extending the Lease period

DHCPAck Reply Server to Client with Configuration Parameters, Including Committed Network Address

DHCPRelease Release Client to Server Relinquishing Network Address and Canceling Remaining Lease

DHCPDedine Decline Client to Server Indicating Network Address Is Already in Use

N/A Reconfigure Server tells the client that it has new or updated configuration settings. The client then sends 
either a renew/reply or information-request/Reply transaction to get the updated information

DHCPInform Information Request Client to Server, Asking Only for Local Configuration Parameters; Client Already Has Externally 
Configured Network Address

N/A Relay-Forward A relay agent sends a Relay-forward message to relay messages to servers, either directly or 
through another relay agent

N/A Relay-Reply A server sends a Relay reply message to a relay agent containing a message that the relay agent 
delivers to a client

DHCPNAK N/A Server to Client Indicating Client’s Notion ot Network Address Is Incorrect (e.g.. Client Has Moved 
to New Subnet) or Client's Lease As Expired

TABLE 8.2: DHCP Request/Reply Messages
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IPv4 DHCP P acket Form at
The Dynamic Host Configuration Protocol (DHCP) is a network protocol intended to 

enable communication on an IP network by configuring network devices. It assigns IP addresses 
and other information to computers so that they can communicate on the network in client- 
server model. DHCP has two functionalities: one is delivering host-specific configuration 
parameters and the other is allocating network addresses to hosts.

A series of DHCP messages is used for the communication between DHCP servers and DHCP 
clients. The DHCP message has the same format as that of the BOOTP message. This is because 
it maintains compatibility of DHCP with BOOTP relay agents, thus eliminating the need for 
changing the BOOTP client's initialization software in order to interoperate with DHCP servers. 
The following diagram shows the IPv4 DHCP packet format:
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OPCode Hardware Type Hardware Length HOPS

transaction !u (AIUJ

Seconds Flags

Client IP Address (CIAODR)

Your IP Address (YIADDR)

Server IP Address (SIADDR)

1

DHCP Options

FIGURE 8.23: IPv4 DHCP Packet Format 

The following table details every field of the IPv4 DHCP message:

FIELD OCTETS DESCRIPTION

OP Code 1

This field contains message op code that represents the 
message type
OP code "1" represents BOOTREQUEST and "2" represents 
BOOTREPLY

Hardware Address Type 1 Hardware address type defined at Internet Assigned 
Numbers Authority (IANA) (e.g., '1' = 10Mb Ethernet)

Hardware Address 
Length 1 Hardware address length in octets

Hops 1
In general, the value is set to "0" by the DHCP clients. But, 
optionally used to count the number of relay agents that 
forwarded the message

Transaction ID (XID) 4
A random number chosen by the client to associate the 
request messages and its responses between a client and 
a server

Gateway IP Address (GIADDR)

6 bytes

Server Name (SNAME)—64 bytes

Filename—128 bytes
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Seconds 2 Seconds elapsed since client began address acquisition or 
renewal process

Flags 2 Flags set by client. Example: If the client cannot receive 
unicast IP datagrams, then the broadcast flag is set

Client IP Address 
(CIADDR) 4 Used when the client has an IP addess and cna respond to 

ARP requests
Your IP Address (YIADDR) 4 Address assigned by the DHCP server to the DHCP client
Server IP Address 
(SIADDR) 4 server's IP address

Gateway IP Address 
(GIADDR) 4 IP address of the DHCP relay agent

Client Hardware Address 
(CHADDR) 16 Hardware address of the client

Server Name (SNAME) 64 Optional server host name
File Name 128 Name of the file containing BOOTP client's boot image

DHCP Options Variable
TABLE 8.3: IPv4 DHCP message
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DHCP Starvation Attack C EH
As a result legitimate user is unable to obtain or renew 
an IP address requested via DHCP, failing access to the 
network access
This is a denial-of-service (DoS) attack on the DHCP 
servers

J  Attacker broadcasts forged DHCP requests and 
tries to lease all of the DHCP addresses 
available in the DHCP scope

DHCP Scope 
10.10.10.1 
10.10.10.2
10.10.10.3
10.10.10.4
10.10.10.5 11II
10.10.10.254

DHCP Server
Server runs out of IP 
addresses to allocate 

to valid users

User will be unable to 
get the valid IP address

Attacker sends many 
different DHCP requests 
with many source MACsAttacker

Copyright © by EG-G*ancil. All Rights Reserved. Reproduction is Strictly Prohibited.

DHCP Starvation A ttack
In a DHCP starvation attack, an attacker floods the DHCP server by sending a large 

number of DHCP request and uses all the available IP addresses that the DHCP server can issue. 
As a result, the server cannot issue any more IP addresses, leading to denial of service (DoS) 
attacks. Because of this issue, valid users cannot obtain or renew their IP addresses, and thus 
fail to access their network.

An attacker broadcasts DHCP requests with spoofed MAC addresses with the help of tools such 
as Gobbler.
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DHCP Scope 
10.10.10.1 
10.10.10.2
10.10.10.3
10.10.10.4
10.10.10.5 

II;
10.10.10.254

DHCP Server
Server runs out of IP 
addresses to allocate 

to valid users

Attacker sends many 
different DHCP requests 
with many source MACs

f i t
4 ^

User
User will be unable to 

getthe valid IP address

Attacker

FIGURE 8.24: DHCP Starvation Attack
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DHCP Starvation Attack Tools CIE H

Yersinia

Yersinia is a network tool designed to 
take advantage of some weakeness in 
different network protocols
It pretends to be a solid framework for 
analyzing and testing the deployed 
networks and systems

Dhcpstarv

dhcpstarv implements DHCP 
starvation attack. It requests DHCP 
leases on specified interface, saves 
them, and renews on regular basis

h ttp://www. yersinia, neth ttp://dhcpstarv. sourceforge. net

Copyright © by EG-G*ancil. All Rights Reserved. Reproduction Is Strictly Prohibited.

DHCP Starvation A ttack Tools
Dhcpstarv and Yersinia are tools used by attackers to perform DHCP starvation

&
attacks.

D hcpstarv
Source: http://dhcpstarv.sourceforge.net

Dhcpstarv implements a DHCP starvation attack. It requests DHCP leases on specified 
interfaces, saves them, and renews them on a regular basis.

YersiniafwillUiri ןןןי״יוןןן
Source: http://www.versinia.net

Gobbler is a DOS-based packet sniffer with packet-filtering capabilities when IP addresses are 
host. This tool is designed especially to audit various aspects of DHCP networks. Gobbler is used 
to exploit DHCP and an Ethernet to allow distributed spoofed port scanning with the added 
bonus of being able to sniff the reply from the spoofed host. Gobbler is used as a public domain 
hacking tool through which automated DHCP starvation attacks are possible. Gobbler allows 
you to perform OS detection and port scanning.
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ExitEdit modeCapture

Yersinia 0.7.1 » <׳
File Protocols Actions Options Help

\ kll ־
Launch attack Edit interfaces load default Ust attacks Clear stats
Protocols Pactets COP DHCP B02 10 802.IX DTP HSRP ISL STP VTP Utrsinia log 

SIP DIP Message Type Interlace Count Last seen

Flags 8eee

Destination MAC
DIP 2S5.255.2S5.25S 
Hl£N Hops

Dynamic Host Configuration Protocol 
Source MAC 102:48:33:66:02:51 
SIP 6.0.0.0 
Op 01 Htype 0T

Yl0.0.0.0
02:48:33:66:02:51

Field value Description

FIGURE 8.25: Working of Yersinia
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Rogue DHCP Server Attack C E H

Attacker sets rogue DHCP server in the network and responds to DHCP requests with 
bogus IP addresses; this results in compromised network access

DHCP Server

By running a rough DHCP server, an attacker 
can send incorrect TCP/IP setting
Wrong Default Gateway -> Attacker is the gateway 

Wrong DNS server -> Attacker is the DNS server 

Wrong IP Address DoS with spoofed IP
Rogue Server

Copyright © by EG-G*ancil. All Rights Reserved. Reproduction is Strictly Prohibited.

Rogue DHCP Server A ttack
In a rogue DHCP server attack, an attacker will introduce a rogue server into the 

network. This rogue server has the ability to respond to clients' DHCP discovery requests. 
Though both the servers respond to the request, i.e., the rogue server and actual DHCP server, 
the server that responds first will be taken by the client. In a case where the rogue server gives 
the response earlier than the actual DHCP server, at that point the client takes the response of 
the rogue server. The information provided to the clients by this rogue server can disrupt their 
network access, causing DoS.

The DHCP response from the attacker's rogue DHCP server may assign the IP address of an 
attacker as a client's default gateway. As a result, all the traffic from the client will be sent to 
the attacker's IP address. The attacker then captures all the traffic and forwards this traffic to 
the appropriate default gateway. From the client's viewpoint, he or she thinks that everything is 
functioning correctly. This type of attack cannot be detected by the client for long periods.

Sometimes, the client, instead of using the standard DHCP server, uses a rogue DHCP server. 
The rogue server directs the client to visit fake websites for the purpose of gaining their 
credentials.

Ethical Hacking and Countermeasures Copyright © by EC-C0UnCil
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To mitigate a rogue DHCP server attack, set the interface to which that rogue server is 
connected to as untrusted. That action will block all ingress DHCP server messages from that 
interface.

DHCPDISCOVERY (IPv4) / SOLICIT (IPv6) (Broadcast)

FFER (IPv4) / ADVERTISE (IPv6) (Unicast) from Rogue Serve 

L DHCPREQUEST (IPv4) / REQUEST (IPv6) (Broadcast)

HCPACK (IPv4) / REPLY (IPv6) (Unicast) from Rogue Ser*I P
DHCP Server

By running a rough DHCP server, an attacker 
can send incorrect TCP/IP setting 
Wrong Default Gateway ־> Attacker is the gateway 

Wrong DNS server ־> Attacker is DNS server 

Wrong IP Address ־> Denial-of-Service with incorrect IP

User

IP Address: 10.10.11.120 
Subnet; Mask: 255.255.255.10 
Default Routers: 10.10.11.130 
DNS Servers: 192.168.168.6, 
192.168.168.7 
L e a s e  T i n e :  1 2  d a y s

Rogue Server

FIGURE 8.26: How Rogue DHCP Server Work
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C EHHow to D efend A gainst DHCP 
S tarvation  an d  R ogue Server A ttack

Enable DHCP snooping that allows switch to 
accept DHCP transaction coming only from a 
trusted port

DHCP Snooping 
Enabled ----->

UserAttacker

IOS Global Commands
ip dhcp snooping vlan 4,104 this is what 
VLANS to snoop 

M  no ip dhcp snooping information option 
this allows some DHCP options 

ip dhcp snooping -> this turns on DHCP snooping 

Note: All ports in the VLAN are not trusted by default

Enable port security to defend against DHCP 
starvation attack
«  Configuring MAC limit on switch's edge ports drops the 

packets from further MACs once the limit is reached

Attacker

IOS Switch Commands M
j switchport port-security 
j switchport port-security maximum 1 
j  switchport port-security violation restrict 
j switchport port-security aging time 2 
J  switchport port-security aging type 

inactivity

Copyright © by EG-G*ancil. All Rights Reserved. Reproduction is Strictly Prohibited.

How to D efend A gainst DHCP Starvation and  Rogue Server 
A ttacks

Defend Against DHCP Starvation
>----'  Port security is used to limit the maximum number of MAC addresses on the switch

port, thereby preventing DHCP starvation attacks.

Attacker User

FIGURE 8.27: Defend Against DHCP Starvation
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IOS Switch Commands

0 switchport port-security 

0 switchport port-security maximum 1 

0 switchport port-security violation restrict 

0 switchport port-security aging time 2 

0 switchport port-security aging type inactivity

Defend Against Rogue Servers
Rogue DHCP servers can be mitigated by the DHCP snooping feature. DHCP snooping is 

a feature available on switches. In order to defend against rogue DHCP servers, configure DHCP 
snooping on the port on which the valid dhcp server is connected. Once you configure DHCP 
snooping, it does not allow other ports on the switch to respond to DHCP discover packets sent 
by clients. Thus, even if an attacker manages to build a rogue dhcp server and connects to the 
switch, he or she cannot respond to DHCP discover packets.

IOS Global Commands

0 ip dhcp snooping vlan 4,104: this is what VLANS snoop 

0 no ip dhcp snooping information option: this allows some DHCP options 

0 ip dhcp snooping: this turns on DHCP snooping

Trusted

DHCP
ServerUntrustedד

->
r ־» t r r

t ft ft ft 1

DHCP Snooping 
Enabled

Untrusted

UserAttacker

FIGURE 8.28: Defend Against DHCP Starvation 

Note: All ports in the VLAN are untrusted by default.
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So far, we have discussed two sniffing techniques: MAC attacks and DHCP attacks.
Now, we will discuss ARP poisoning. In an ARP poisoning attack, an attacker modifies the MAC 
address in the ARP cache due to which the corresponding IP address is pointed to another 
machine. Using this technique, the attacker can steal sensitive information, prevent network
and web access, and perform DOS and man-in-t 1e-middle attacks.

Sniffing Concepts *  DNS Poisoning

MAC Attacks Sniffing Tools

DHCP Attacks ^  Countermeasures

ARP Poisoning Sniffing Pen Testing !/
v׳ —

Spoofing Attack
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This section describes Address Resolution (ARP) protocol, various ARP spoofing techniques, ARP 
spoofing attacks, threats of ARP poisoning, various ARP poisoning tools, and ways to defend 
against ARP poisoning.
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What Is Address Resolution 
Protocol (ARP)? C EH

Address Resolution Protocol (ARP) is a stateless protocol used for resolving IP addresses to machine (MAC) addresses

All network devices (that needs to communicate on the network) broadcasts ARP queries in the network to find out other 
machines' MAC addresses

When one machine needs to communicate with another, it looks up its ARP table. If the MAC address is not found in the table, 
the ARP_REQUEST is broadcasted over the network.

All machines on the network will compare this IP address to their MAC address

If one of the machine in the network identifies with this address, it will respond to ARP_REQUEST with its IP and MAC address. 
The requesting machine will store the address pair in the ARP table and communication will take place

C:\W1 ndows\syste m32\cmd exe

C:\Uao 1*0 \fldnin>nrp -a
Incorfaco: 192.168.168.170 --  0xc

Incoi'not nddroao Phyoical Hddrooo
192.168.168.1 0• ־ •5
192.168.168.3 3• ״ • • • ?

192.168.168.9 <\> • *J
I92 .I6R .16R .I? 0• * •• — o
192.160.1611.19 1
1VZ.1f.IM Ml. XII M» •• I

ARP REQUEST ~
I want to connect to ״ ״  . .... rk. ! Hello, I need the MAC address of 192.168.168.3 !1 ^ 1 fן
192.168.168.3, but I need • ••> ]J V  ^
MAC address ( J
Think I'll broadcast !p jD; !92.168.168.1

r MAC: 0 0 4 5 ־14־20־01־23־  
ARP.REQUEST rSL

I I : Hello, I need the MAC address of 192.168.168.3

a a H   *  M  f t
p |D; !92.168.168.2| ; ־*

IP ID: 194.54.67.10 I MAC: 00-14-20-01-23-46
MAC: 00:lb:48:64:42:e4 ARP_REQUEST ^  ^

^ A  j Hello, I need the MAC address of 192.168.168.3 י ► k A  7 .

ARP_REPLY I am 192.168.168.3. MAC address is 00*14-20*01*23-47 Ml
IP 10:192.168.168.B

 Connection Established >  MAC: 00-14-2(M)l-2B-47
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W hat is A ddress R esolution Protocol (ARP)?
ARP (Address Resolution Protocol) is a TCP/IP protocol that maps IP network 

addresses to the addresses (hardware addresses) used by a data link protocol. Using this 
protocol, you can easily get the MAC address of any device within a network. Apart from the 
switch, the host machines also use the ARP protocol for getting MAC addresses. ARP is used by 
the host machine when a machine wants to send a packet to another device where it has to 
mention the destination MAC address in the packet sent, so in order to write the destination 
MAC address in the packet the host machine should know the MAC address of the destination 
machine. The MAC address table (ARP table) is maintained even by the operating system. The 
following process is performed by ARP for obtaining the MAC address:

An ARP request packet is generated by source machine with source MAC address, 
source IP address, and destination IP address and sends it to switch.

The incoming packet will be received by the switch after which it reads the MAC address 
of the source and checks its MAC address table; if the entry is found for the packet at 
incoming port, then it checks its MAC address with the source MAC address and updates 
it. If it does not find the entry, then the switch adds an entry for the incoming port with 
the MAC address.

e
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9 Each and every ARP request packet is broadcasted in the network, so switch the 
broadcast ARP REQUEST packet in network. (Broadcasts are those packets that are sent 
to everyone in network except the sender.)

© Each and every device in the network, after receiving the ARP packet, will compare their 
respective IP address with the destination IP address in that packet.

9 Only the system whose IP address matches the destination IP address will reply with 
ARP reply packet.

Q The ARP reply message is then read by the switch and in turn adds the entry in its ARP 
table, and communication will take place.

To explain the ARP protocol in detail, consider an example that shows two host computers on a 
LAN; the host names, IP addresses, and MAC addresses are as follows:

HostName IP MAC

A 194.54.67.10 00:lb:48:64:42:e4

B 192.168.168.3 00-14-20-01-23-47

Before communicating with host B, host A will first check whether or not host B's MAC address 
has been recorded in the ARP cache. After checking the entire ARP cache, if it found that the 
MAC address has been recorded, then you can communicate directly. Otherwise, host A has to 
access host B's MAC addresses through ARP protocol. Host A asks all the hosts on the LAN in 
the following way:

Hello, who is 192.168.168.3? This is 194.54.67.10. My MAC address is 00:lb:48:64:42:e4. I need 
your MAC address." Here, host A sends the Broadcast - Request data packet to host B. As soon 
as host B receives "the ARP Broadcast: Request packet" from host A, it then immediately saves 
the corresponding relation between host A's IP address and MAC address to its ARP cache. 
Then an "ARP Non-Broadcast: Reply packet" is sent to host A, saying: "Hey, this is 
192.168.168.3; my MAC address is 00-14-20-01-23-47." Once the reply from host B is received 
by host A, it will save the corresponding relation between host B's IP address and MAC address 
to its ARP cache. Then, a communication is established between these two hosts; as a result 
they communicate with each other.

Ethical Hacking and Countermeasures Copyright © by EC-C0UnCil
All Rights Reserved. Reproduction is Strictly Prohibited.

Module 08 Page 1184



Exam 312-50 Certified Ethical HackerEthical Hacking and Countermeasures
Sniffing

0 8
IP ID: 192.168.168.1 

MAC: 00-14-20-01-23-45

ARP_REQUEST 
Hello, I need the MAC address of 192.168.168.3

M l
ARP_REQUEST 

Hello, I need the MAC address of 192.168.168.3

IP ID: 192.168.168.2 
MAC: 00-14-20-01-23-46

M י 
IP ID: 192.168.168.3 

MAC: 00-14-20-01-23-47

ARP_REQUEST 
Hello, I need the M AC address of 192.168.168.3

I want to connect to 
192.168.168.3, but I need 
MAC address
Think I'll broadcast

IP ID: 194.54.67.10 
MAC: 00:lb:48:64:42:e4

A A
ARP REPLY I am 192.168.168.3. MAC address is 00-14-20-01-23-47

Connection Established

FIGURE 8.29: How ARP Works
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C EHARP Spoofing Attack

ARP Spoofing involves
ARP packets can be constructing a large
forged to send data to ■  number of forged ARP
the attacker's machine request and reply packets

to overload a switch

Attackers flood a target 
computer's ARP cache with 
forged entries, which is 
also known as poisoning

Switch is set in 'forwarding 
mode' after ARP table is 
flooded with spoofed ARP 
replies and attackers can 
sniff all the network packets

Copyright © by EG-G*ancil. All Rights Reserved. Reproduction Is Strictly Prohibited.

Victim

ARP Spoofing T echn iques
A host computer saves and updates the local ARP cache when it receives an "ARP 

request" or "ARP Reply" packet. Any host on a LAN can counterfeit ARP packets freely because 
ARP protocol doesn't require authentication. Attackers can use this inherent flaw as an 
advantage and can compromise the host or network.

Assume there are three host computers on a LAN whose host names, IP addresses, and MAC 
addresses are as follows:

MAC

h3-79-k3-46-v8-64

78-e6־d4-34־h2-25

c6-24-s8-45-n4-92

IP

10 .0 .0.8

10 .0 .0.6

10.0.0.4

Host Name

PC01

PC02

Router/Gateway
The ability to associate any IP address with any MAC address provides attackers with the ability to 
launch many attack vectors such as denial of service, man-in-the-middle, and MAC flooding.
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ARP cache table ARP cache table
10.0.0.4 c6*24-s8-45-n4-92 10.0.0.8 78-«&-d4-34-h2-25

PC02
10.0.0.6; 78-e6-d4-34-h2-25

Spoofing router/gateway

ARP cache table ARP cache table
10.0.0.4 78-e6-d4-34-h2-2S 10.0.0.8 h3-79-k3-4&-v8-64

PC02
10.0.0.6; 78-e6-d4-34-h2-25

Spoofing host computer

ARP cache table
10.0.0.8 78-e6-d4-34-h2-25

Router/Gateway 
10.0.0.4; c6-24-s8-45-f1492־

PC02
10.0.0.6; 78-«6-d4-34-h2-2S

ARP cache table 
10.0.0.4 78-e6-d4-34-h2-25

PC01 ;
* h3-79-k3-46-v8 ;10.0.0.8־64

.........................
Spoofing host and router/gateway 

FIGURE 8.30: ARP Spoofing Techniques
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router. Now, when the victim is online, the system forwards the network traffic to the 
attacker's system, and from there it transfers it to the real router. Since the attacker is still 
forwarding the traffic to the Internet router, the victim remains unaware that the attacker is 
intercepting the network traffic and perhaps sniffing clear text passwords.

MAC flooding is an ARP cache poisoning technique aimed at network switches. When the 
switches in the network are flooded with requests, they change to "hub" mode. In hub mode, 
the switch becomes too busy to enforce its port security features and, therefore, broadcasts all 
network traffic to every computer in the network.

When the switch is working as a hub, the attacker can overload many vendors' switches and 
can packet sniff the traffic by flooding a switch's ARP table with spoofed ARP replies.
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How D o es ARP Spoofing Work C E H

When a user A initiates a session with user B in the same 
Layer 2 broadcast domain, an ARP request is broadcast 
using user B's IP addresses and user A waits for user B to 
respond with a MAC address

Actual legitimate user 
responds to the ARP request

Switch broadcasts ARP 
request onto the wire

UserD
Malicious user eavesdrops on 
the ARP request and 
responses and spoofs as the 
legitimate user

Information for IP address 
10.1.1.1 is now being sent to 
MAC address 9:817:6:5:4

Malicious user eavesdrops on this unprotected 
Layer 2 broadcast domain and can respond to 
broadcast ARP request and reply to user A by 
spoofing user B's MAC address

ד

Attacker

Copyright © by EG-G(IIIICil. All Rights Reserved. Reproduction is Strictly Prohibited.

How Does ARP Spoofing W ork?
Source: http://www.trapezenetworks.com

ARP spoofing is defined as when a legitimate user initiates a session with another user in the 
same Layer 2 broadcast domain, an address resolution protocol (ARP) request is broadcasted 
using the recipient's IP address, and the sender waits for the recipient to respond with a MAC 
address. A malicious user eavesdropping on this unprotected Layer 2 broadcast domain can 
respond to the broadcast ARP request, and reply to the sender by spoofing the intended 
recipient's MAC address.

ARP spoofing is a method of attacking an Ethernet LAN. ARP spoofing is carried out by changing 
the MAC address of the attacker's computer to the MAC address of the target computer. This 
can be done by updating the target ARP cache with a forged ARP request and reply packet. As 
the ARP reply has been forged, the target computer sends frames to the attacker's computer 
where the attacker can modify the frames before sending them elsewhere in a man-in-the- 
middle attack. In addition, the attacker can also launch a DoS attack by associating a 
nonexistent MAC address to the IP address of the gateway or may sniff the traffic passively and 
then forward to the target destination.
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Q71U

UserC*
Actual legitimate user 
responds to the ARP request

When a user A initiates a session with user B in the same 
Layer 2 broadcast domain, an ARP lequest is broadcast 
using user B's IP addresses and user A waits for user B to 
respond with a MAC address

Switch broadcasts ARP 
request onto the wire

Sends ARP request!יו ויז1־

SwitchVUser A 
(10.1.1.0)

Malicious user eavesdrops on 
the ARP request and 
responses and spoofs as the 
legitimate user

information for IP address 
10.1.1.1 is now being sent to 
m a c  address 9:8:7:6:5:4

Malicious user eavesdrops on this unprotected 
Layer 2 broadcast domain and can respond to 
broadcast ARP request and reply to user A by 
spoofing user B's MAC address

Attacker

FIGURE 8.31: Working of ARP Spoofing
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C EHThreats of ARP Poisoning

Using fake ARP messages, an attacker can divert all communications 
between two machines so that all traffic is exchanged via his/her PC

Data InterceptionPacket Sniffing

Connection Hijacking

Connection Resetting

Stealing Passwords

Session Hijacking

VoIP Call Tapping

Manipulating Data

Denial-of-Service (DoS) AttackMan-in-the-Middle Attackf 171 נ

Copyright © by EG-Giancil. All Rights Reserved. Reproduction is Strictly Prohibited.

t־> T hreats of ARP Poisoning
Using fake ARP messages, an attacker can divert all communications between two 

machines so that all traffic is exchanged via his or her PC.

The threats of ARP poisoning include:

0 Packet sniffing

0 Session hijacking

0 VoIP call tapping

0 Manipulating data

0 Man-in-the-middle attack

0 Data interception

0 Connection hijacking

0 Connection resetting

0 Stealing passwords

0 Denial-of-service (DoS) attack
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C EH
(•rtifwd Eth>«i IU<kM

ARP Poisoning Tool: Cain & 
Abel

Cain & Abel allows sniffing packets of various protocols on switched LANs by hijacking IP traffic
of multiple hosts concurrently ©
It analyzes encrypted protocols such as SSH-land HTTPS ------

http ://www. oxid. it

Copyright © by EG-Ciuncil. All Rights Reserved. Reproduction Is Strictly Prohibited.

ARP Poisoning  Tool: C ain  & Abel
Source: http://www.oxid.it

Cain & Abel is a password recovery tool for Microsoft operating systems. It contains a new 
feature APR (ARP poison routing) that enables sniffing on switched LANs and man-in-the־middle 
attacks. The sniffer can also analyze encrypted protocols such as SSH-1 and HTTPS, and contains 
filters to capture credentials from a wide range of authentication mechanisms.

Network

JQ jx J
WMHJ Fie View Configure Tools Help

j  ^  ©  ao i s  a1® +  4* 3  BM 3  0 s i a O ^ S  © ף  j l ״ _ י

Full-׳outing 
<I> Rill-׳outing 
<I> Full-routing 
♦  Full-׳outing 
<J> Full-f outing

APR
{U  APR-tert (1)
4L, APR-DNS 
ga APR-SSH-1 (0)
£ |  APR-HTTPS (1)
21 APR-ProxyHTTPS (0) 
3$ APR-RDP (0)
!3  APR •FTPS (0)
1|) APR •POP 3S (0) 
i2) APR-!MAPS (0)
!9| APR LDAPS (0)
!3  APR-SIPS (0)

@  Configuration / Routed Pdccets | 

hosts 1 A PR | «$» Routng | Passwaitfe | &  vc£P |

Lest packets: 0%
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-IQI xl
Fie View Conftgire Toots Heto

]af i fe ®vc MM + kj O t  J l
Wireless | _*>) query,^ |3־־CC0U | ־ ! j<» Decoders I ' j  Networt | lfe) Suffer | J  Cracto | Q  Traceroute

& apr
C J  APR Cert (1)
4 ,  A PR«6  
■  APRSSH-1 (0)
3  APR HTTPS (1)
5  APR-ProxyHTTPS (0) 
9  APR-RDP (0)
5  APR ■FTPS (0)
^  APR-POP 3S (0)
5  APR •WAPS (0)
^  APR-LDAPS (0)
5  APR-SIPS (0)

JJP<- Padcets I MAC ad<fre«I MACT ip

J l i

ilde

LiJ
I B> addressI Padats -> I <-Pactets I MAC addressנ ! MAC a O a e aStatus

202. S3. 
173.194. • 
192.168.

 173. 194־
> .74.125

2
2
4
13
46

<I>Ful-routng 10.0.0.2 <t> FJ-fouOng 10.0.0.2
<I> F J Outing 10.0.0.2 ז-
<I> Ful-f ootng 10.0.0.2
<t> FJ-fcxjtng 10.0.0.2

©  Conftgir atton / Routed Padtets

j )  hosts I ©  APR I »{» Routing | f\ Passwords | £ VoIP |

Lost padsets: 0%

FIGURE 8.32: ARP poison routing using Cain & Abel
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C EHARP Poisoning Tool: 
WinArpAttacker

WinArpAttacker sends IP conflict packets to target computers as fast as possible and diverts all communications

ArpRP I Packets! I

Untitled - WinArpAttacker 3.5 2006.6.4
File Scan Attack Detect Options View Help

' itop Detect Stop Send Recount Options liveUp About 
I Onine I Srtffinq I Attack ArpSO I ArpSP I ArpRO I ArpRP

Attack 
___I Hostname

Sniffing Normal 
Sniffing Normal 
Sniffing Normal 
Sniffing Normal 
Sniffing Normal 
Sniffing Normal

Onlne
Onine
Onlne
Onlne
Onlne
Onlne

10.0 .0.1

WIN-MSSELCK4...
WINDOWS8
WIN-ULY858KH...
WIN-LXQN3WR...
WIN-D39MR5H...

li
­ו IP I Mac

1.0.0.2 66-66 • • «
10.0.0.1 00-09 •
10.0.0.2 D0-67
10.0.0.3 00-15 • • -

▼ <1 1 ►1

lAdHm t I EfficdHort I Effect■■ I C o un tTI EventTime
2012-08-28 03:10:30 New.Host 10.0.0.1 00-09-5...
2012-08-28 03:10:31 Local_Arp_Entry_Change 10.0.0.2 00-00-0...
2012-08-28 03:10:30 New.Host 10.0.0.3 00-15-5...
2012-08-28 03:10:30 New_Host 10.0.0.4 00-15-5...
2012-08-28 03:10:31 Arp_Antisniff_Scan 10.0.0.5

« and redtstnbute rt fr*e־y
(0&2&/12 03:09 08] — WmArpAttacktr 3.5 2000.0.4— 
[08/28/12 03:09:08] This program ts freeware, so you c

Mac: 00-15-5D-AS-6E-03 GW: 10.0.0.1 |On: 6 Off: 0 Sniffing: 6IP: 10.0.0.5

http://www.xfocus.net

Copyright © by EG-Giuncil. All Rights Reserved. Reproduction is Strictly Prohibited.

□  ARP Poisoning  Tool: W inA rpA ttacker
Source: http://www.xfocus.net

WinArpAttacker is a program that can scan and attack computers on a local area network. It 
can scan and show the active hosts on the LAN. It can perform attacking actions such as ARP 
flooding, in which it sends IP conflict packets to target computers and diverts all 
communications.
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U n tit le d  W in A rp A tta c k e r  3 .5  2 00 6 .6 .4

file Scan Attack Detect Options View Help

■ M . m׳  m m ש   a  m  ©
Dettct Stop Send Recount Options Live Up AboutStop

D  J B
New Open

IP Address I Mac Address I Hostname Online | Sniffing Attack I ArpSQ ArpSP 1 ArpRQ 1 ArpRP j Packet:
₪  10.0.0.1 00-09-56■ 10.0.0.1 Onlne Sniffing Normal 8 5 9 1 0
₪  10.0.0.2 D0-67-E5 WIN-MSSELCK4... Online Sniffing Normal 1 4 3 3 0
₪  10.0.0.3 00-15-5D WINDOWS8 Online Sniffing Normal 5 2 6 1 0
₪  10.0.0.4 00-15-50 WIN-ULY858KH... Online Sniffing Normal 1 1 2 1 0
₪  10.0.0.5 00-15-5D WIN-LXQN3WR... Online Sniffing Normal 26 9 7 20 0
010.0.0.7 D4-BE-D9 WIN-D39MR5H... Onine Sniffing Normal 1 4 4 3 0

1 Mac
1.0.0.2 66-66
10.0.0.1 00-09
10.0.0.2 DO-67
10.0.0.3 00-15
1A A ft A rtft 1C
« I

Time I Event I ActHost I EffectHost Effect... I Count | -
2012-08-28 03:10:30 New Host 10.0.0.1 00-09-5... 1
2012-08-28 03:10:31 Local_Arp_Entry_Change 10.0.0.2 00-00-0... D0-67-... 1
2012-08-28 03:10:30 New Host 10.0.0.3 00-15-5... 1
2012-08-28 03:10:30 New Host 10.0.0.4 00-15-5... 1
2012-08-28 03:10:31 Arp_Antsniff_Scan 10.0.0.5 10 --

(08/28/12 03 09 08] — WinArpAtucker 3.5 2000.&.4--
!08/28/12 03:09:08] This program is freeware. so you can use and redistribute it freety

Mac: 00-15-5D-A8-6E-03 GW: 10.0.0.1 On: 6 Off: 0 Sniffing: 6|jpT10.0.0.5Ready

FIGURE 8.33: WinArpAttacker Screenshot
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ARP Poisoning Tool: Ufasoft Snif

Ufasoft Snif is an automated ARP poisoning tool that sniffs passwords and email messages 
on the network and works on Wi-Fi network as well

mmUfasoft Packet Snif,■' ■ ׳

Packcts Statistics |

ARP. Request wholws 192.168.168.168 te« 1« 
ARP. Request who hw 192.168.16172 tell I*  
ARP. Request who-h« 192.168.168.72 t*f I IK 
ARP. Reply 192.168.168.72 rs-»t (M:t>— •
ARP. Request * h o h *  192.168.168.168 te« 1< 
ARP Request who-hs* 192.168.168.168tell t< 
ARP. Request who-hcs 192.168.168.168 t*l 1$ 
ARP. Request who- h«  192.168.161691«11 1* 
ARP Reply 192.168 168.89 .«- *  d4 be -  
ARP. Request whc־h»  192.16*168.70 Wl QJO 
ARP. Request who h*s 192.168.168.1 »t*«C. 
ARP Request *h© hw 192.168161)9Ml 0X1 
ARP. Request wh©-h»s 192.166168.90 W10X 
ARP. Reply 192.168161J9.l-#t 0&H* ■
ARP Reply 197.168 16190. 1 *  OfctS - 
ARP, Reply 192.16116170!*••! d4 t* -  
ARP Reply 192.168 161120 rt at 2>*
ARP. Request who-h•* 192.16116169 tell I*. v

Order | Timestamp____ | Length | Summ«ry
32256 28-06-2012 ITU 60 
52271 28-08-2012 IT:... 60 
52317 28-06-2012 IT:.- 42 
52J18 28-06-2012 17U 60 
52J53 28-06-201217!60 .״ 
52190 28-06-2012 1*... 60 
52424 28-06-2012 17s60 .״
52427 28-06-201217U 42
52428 28-06-2012 I7l_ 60 
524J0 28-06-2012 1 7 1 4 2  ״. 
524} 1 28-06-2012 1 7 1 4 2 ״. 
52412 28-06-2012 17V. 42 
524 J 3 28-06-2012 1 7 ! 4 2  ״. 
524J4 28-06-2012 171... 60 
52415 28-06-2012 17!... 60

52436 28*06*2012 171.״ 60
52417 28-06-2012 17L. 60

52439 28*06*2012 1 71״. 60

Ad dr... 0 | 1 2 3 | 4 5 6 i 7 8 9 A S C O  I T
oooo! rr Fr rr  r r  rr rr  ro 40 42 r9 or ba 06 06 00 01
00m 0 8 0 0 0 6 0 4 0 0  01 10 40 A2 U  N BA CO AS AJ AA
00201 00 00 00 00 00 00 CO Aft A8 27 00 OD 00 00 00 00
0030! 00 00 00 00 00 00 00 00 03 00 00 00

Plugins ARPspoofing

fc- SfSg L o c 4 s t
1*2.166.166־.

: S 3  192.168■ 166.1 - ! 0,9 W2.16B IM.9 
: Q .9  IS2.1C* 166.32 
: E - 3  192.168 168.39

B 3 I9i 1W IMJ.W 
B i l ■׳168.11 168 •192   
B 168.13 •19116 ל 
fel 3  192 168 168.16

MAC ־
״  iouietfCUA ■ •
'■ Desrinjticn ff #Mf * • ־ ■■ 
J. Protocol M06

Ufasoft Packet Snif Result
http ://ufasoft. com

Ufasoft Packet Snifר

r ־ tsi ► o־3
P»*««  Statistics

• fe60:8db:S4f* 2878:1« ? 1  י
fe60: Sdb:S« :8TV6H ?1

• leK):(14£566fcc4c6bS3c.
■ f«60^dte54f52$78:16«.B fe8ft««fc5287»5־»l«l2J
> fr£3:a142 5665:c4r6 b81f. 
f«80:5db:54ty 25 :M6H 23• !•60!8db:5«>28̂16«23

• frK>:*l42 5665x4(6 t>8k. 
fe60:8db:S4f5?878:1fiff 21 
וי.'»•:*?«*. efi&rdh-Vrt׳

• U90:*1<2.5a6Vs4c6 b83» 
f«efcMte»4&2ft7ft1«1.23 
(«6011(lb!5«528781l6f12)

> feSO:• 142 566%«4r6 bile.׳ feflfcMfcWUBftltttl)
fe80: * dh54׳f5 2878:16* ?1

■ !•90;«14i5665*4c6 bWe.
«<•80; Sdb:5M 5 25.116h 23
■ (»80t 80b: 5 * 5 . 1  J* י8 78:16*
>fr8k#K?56M*4r*bMf.'

IF$fe80::a 142:5865: c4c6:bSle. 445 
IP6fe80! 8142 5865c4<6:b85e.445 
IP& Ie80!8db:5tf 5:28:116H 23585 
IP6 ׳e80!:»142:5865<4<6־b83e.445 
IP6 te80!:a14?:i865<4<6־b83*.445 
IW fe60!8׳db!54f5r 28:116#f 21585 
IP6fe80! •142 :6tt<4<fcb83e445 
IP6fe80! •142 5665:t4<fcb83e445 
IP6 f«80!*db!5«l5287*<1Wi23585 
IP6M10! 814? 5865e4<6:b81e 445 
IP6M10: 8142 !865t4<6:b8V 445 
IP*׳e00!8db:54l«8:11MI 23585 IP61 «80 *ו142ל;86*«צ60.*&>44צ  
IP6f»801 *142:i865<-k61b85».445 
IP6 ft 80:8db;54f5• 2871• 18*f 21585 
IPt>frtO:.(1l4?.!«V;(4t(XbB3r.44> 
IP6fe80! 8142 !865c4e6:b£V 445 
IK»*t80!Bdb:5« 5 28:11 Ml 23585 
IP6fe80! •142 J865:c4<6tb83*445 
IP6 14- !80'.׳?:M65c4<6!M  ̂445 
IP6׳efi0!̂ db:54f5:28̂ ;1e#f’35ei

Outer 1 T.nr>est«mp | Length[ Summary
8915 28-06-2012...
8916 28-06-2012...
8937 28-06-2012...
89J8 28-06-2012...
89J9 28-06-2012...
8940 28-06-2012...
89-11 28-06-2012...
8942 28-06-2012...
8*3 28-06-2012...
8944 28-06-2012...
8945 28-06-2012...
8946 28-06*2012...
W7 28-06-2012... 
89*8 28-06-2012...
8949 28-06-2012...
m  a-tom*
8951 28-06-2012...
8952 28*06*2012...
8953 28*06*2012...
8954 28-06-2012...
I»« >8-06-2012...

Plugins ARP-spodirig
fci g  Ethernet

p*a«u
(.-gTokerarq
6BW
e 0 « o o a j 1 
t£ g"> 
a  0 W  
pr g  fktfltm 
P g K P  
p goco 
b g'CWP
6 B **Pb RWof 
IS 0 Gtt 
IS 0 '* *
!•-0  SLIP

(7 Savi 

(* A|I
Ufasoft Packet Snif Result

ARP Poisoning  Tool: Ufasoft Snif
Source: http://ufasoft.com

Ufasoft Snif is an automated ARP poisoning tool that sniffs passwords and email messages on 
the network and Wi-Fi network, as well. It is designed for capturing and analysis of the packets going 
through the network. Including ICQ/IRC/MSN/email Sniffers (formerly ICQ Sniffer products), this 
software is designed to intercept ICQ, IRC, and email messages across a LAN. It is possible to 
observe these messages at the same time that real users will receive them. All intercepted 
messages are stored in files, which can be later processed and analyzed. There are two 
versions: IcqSnif with GUI and console-only IcqDump. The functionality is the same, except it is 
possible to select which machines to ARP-spoof exactly in the GUI version. The software is 
based on the reliable and well-known Ufasoft Sniffer engine.
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Utasoft Packet Smt
Fi• Edt Vi•* CapUrt Took► © II

ARP, R«qu«t who-hat 192.166.T6S 6י« t«l IS 
ARP. Rcqim'. who-hai 192.166.168 2ל U l IK  
ARP, Rcqucit who-hat 192.168.168 721*1 IK  
ARP, Reply 1U.16t16S.72 4-* d4±
ARP. Request «ho-h166 102.168.166 ״ trf 1( 
ARP. Request who-h״s 192.168.1661661«* 1( 
ARP. Request who-has 192.16fi.166166 tri 1( 
ARP. Request יי ho-h192.16 ״ fi.166* »el 19.- 
ARP, Reply 192.16i1fc3.99 n-al dtbe •
ARP. Request who-hat 192.16fi.166 70 tel 00 
ARP. Request who-hes 192.168.16t120 tel 0■ 
ARP. Request who hes 19’.16cO06 35 tel ZS) 
ARP. Request who has 192.168.16690 trtOJO 
ARP. Reply 192 .166163.39 ׳s 5»0«11&. • . 
ARP. Reply 192.16tl62.90 00:15*5-8׳ -  
ARP. Reply 192-16 i 163.70 ׳s et d4*e - 
ARP. Reply 192.16 i 162.12: is-at24: !
ARP. Request who-has 192.163/58.83 tel 192 v

Packcta | Statistic* |
Order | Timtmmp | L<ngth | Sumnwy
52256 26*08*201217:...
52271 26-08-2012 17:...
52317 26-08-2012 17:...
52318 26-08-2012 17:...
52353 26-08-2012 17:...
52390 26-08-2012 17:...
52424 26-08-2012 17:...
52427 26-08-2012 17:...
52428 26-08-2012 17:...
52430 26-08-2012 17:...
52431 28-08-2012 17:...
52432 28-08-2012 17:...
52433 28-08-2012 17:...
52434 28-08-201217:...
52435 28-08-2012 17:...
52436 28-08-2012 17:...
52437 28-08-2012 17:...
52439 28-08-201217:...

Addr... 0 1 2  3 | 4 5 6 7 J 8 9 _A 5_________ C________________ D £ F
00001 FF FF FF FF FF FF F0 4D A2 E9 BF BA 08 06 00 01 .
001ft 08 00 06 04 00 01 F 0 4 D A 2 E 9 B F B A C 0 A S A 8 A A .

Plugin* A n r spooling 

17 track arp epeofne

5-@?- uX * ג 
B-0S= 14?. ias 12a.■ 

;0 .3  192.16s. tea 1 - 
;0 ,3  192.168. tea. 9- 
; 0 ,3  192.168.168 32 
; 0 ,3  192-168.168 39 
; 0 ,3  192-168.168 70 
: 0 .3  t92.168.168.71 
i 0 .3  192.168.166.72 
: 0 .3  192.168.166.6(9 
: 0 3  192.168.166.90 
i 0 ^  192.168.166.1 V  
; 0 .3  192.166.168.121 
; 0.-H 1SZ168.108.16• V

MAC ־•
;Source 10 Jd 

Destination ftftffjl 
: Protocol Cx306

ARP ״

Ufasott Packet Smt
C«fXu'« Tool! HWpFi• Edt Vi 

u; ► O

 f»9ft 6db:54f523TM(ff 23 ׳
frflO 8db:54f5237&16ff ? '

■ f«6ft ■142 5afc5x4c6b63• 
teSO 8db:SJI529?416#f 23 
ir&O 8db:SJIS2a?&16ff 23

■ fe®0: •142 S86xc4cfcb65e 
fe80idb:54f5287» 1623 ״  
fe904Wb:54f528Ta W.23

• fe60::a142:S865x4c*b83€ 
fe0O*Jb:5«52873: W.23 
fe3ft̂ dtxS4f52373:16ff ”

■ feti:3 •C 5565:c4c6cii€. 
fe30:Ajte54f52372:16ff.2• 
fe30::8db:54f52372:16ff.2i

■ fe80c:a142396&c4c6tb83e 
fe3ft:8db:54f5:2373:16ff2i 
fe30Adb;54f52373:16ff.23

• fe80::a14l5B65x4c6b83« 
feSft :8d b:54f52373:16fF.23 
<e£)0 8db:SJfS237i16#f23

• fe&0:V142:S86Sx4cfcb83e י

IP 6 f«80!: a142:5865:c4c6< t>83* 445 
IP6 fr8ft:.142 586S:c4c6 b63»445 
IP6f«60::adb 54i&2878:16H.23565 
IP6 f«80!: .142 5865:c4cfc b83e 44S 
IP6 fe8ft: •142:5865:c4c6< b83e 445 
IP6fe8ft;8db:S4fi2878:16W.23585 
IP6 fe8ft: 0142:5865:c4c6־ b83e.445 
IP6 fe8ft: 8142:5865:c4c6־ b83e.445 
IP6fe80::8db:54f5;2878:16ff.23585 
IP6fe80!:a142:5865:c4c6־b83e.445 
IPS fe80!: a142:5865:c4c6< t>83e4<5 
IP 6 fe80:: 8db :54f5:2878:1 Sff.23585 
IP6 fe80::a142:5S65:c4c6־b83e445 
IP 6 fe&O:: a142:5865:c4c6! b83e445 
IPS fe80::8db:54f5:2878:15ff .23585 
IPS fe80::a142:5865:c4c6'b83&445 
IPS fe80::a142:5865:c4c6;b83e4rl5 
IPS fe8Q::8db:5df5:2878:1 Sff.23585 
IPS fe80::a142:5S65:c4c6'b83e.445 
IP6fe80::a142:S865:c4c6t b83e.445 
IP6 fe80::8db:54f5:2878:l6H.235K

Packelu StAlim k* |
Qrd<r| Timtttamp | Length | Summary
8935 28-06-2012..
8936 28-06-2012
8937 26-08-2012..
8936 28-06-2012..
8939 28-06-2012..
8*40 28-06-2012.
8941 28-08-2012.
8942 28-08-2012.
894 J  28-08-2012.
8944 28-08-2012.
3945 28-08-2012.
3946 28-08-2012.
3947 28-08-2012.
3948 28-08-2012.
39C9 28-08-2012.
3950 28-08-2012.
8951 28-08-2012.
3952 28-08-2012.
3953 28-08-2012.
8954 28-08-2012.
8955 28-06-2012.

Pluglnc AMI* *pooling
־ • £ ]Etl»׳-wt

Packets 
7. (?) Tcbnfimq
.0 PPPי 
5. 01EEE6O2J1 
S0 P ׳ 
E01PX
5 q n m BEui
5  0  TCP 
s  0UOP 
£  0ICMP 
E-0ARP 
S 0PPPoE 
E-0GRE 
5-0IIV6 
E-0SUP

FIGURE 8.34: Ufasoft Packet Snif
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How to Defend Against ARP 
Poisoning C EH

Implement D ynam ic ARP Inspection  Using DHCP Snooping Binding Table

sh ip dhcp snooping binding

MacAddress IpAddress Lease Type VLAN Interface

la:12:3b:2f;df:lc 10.10.10.8 125864 dhcp-
snooping

4 Fas tE the met 
3/18

DHCP Snooping Enabled 
Dynamic ARP Inspection Enabled y

Check the MAC and IP fields to see if the ARP 
from the interface is in the binding; if not, traffic 
is blocked

Copyright © by EG-Giuncil. All Rights Reserved. Reproduction Is Strictly Prohibited.

s How to D efend A gainst ARP Poisoning
ARP poisoning attacks can be prevented by implementing dynamic ARP inspection 

(DAI). DAI is a security feature that allows you to validate Address Resolution Protocol (ARP) 
packets in a network. When DAI is enabled on a VLAN, all ports on the VLAN considered to be 
untrusted by default. DAI validates the ARP packets using a DHCP snooping binding table. 
Hence, you must enable DHCP snooping prior to enabling DAI. If you fail to enable DHCP 
snooping before enabling DAI, then no connection among VLAN devices will be established 
based on ARP. Consequently, a self-imposed denial-of-service may result on any device in that 
VLAN.

In order to validate the ARP packet, the DAI performs IP to MAC address binding inspection 
stored in the DHCP snooping database before forwarding the packet to its appropriate 
destination. If any invalid IP to MAC address binding is encountered, then the DAI discards the 
respective ARP packet. Thus, it eliminates the risk of man-in-the-middle attacks. DAI ensures 
that only valid ARP requests and responses are relayed.
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10.10.10.1 

MAC A
No ARP entry in the 
binding table then 
discard the packet

s h  i p  d h c p  s n o o p i n g  b i n d i n g

Ma cAd d r • 33 ip A d d r« 3 3  L • a s • T y p • v la n  l n t « r f a c •

l« : 1 2 : 3 b : 2 £ ; d £ : lo  1 0 . 1 0 . 1 0 . B 1 2 5 8 6 4 d h c p - 4 F * s tE th « r n « t
s n o o p in g 3 /1 8

ARP 10.10.10.1 
Saying 10.10.10.2 

is MAC C

DHCP Snooping Enabled j 
Dynamic ARP Inspection Enabled y

Check the MAC and IP fields to see if the ARP 
from the interface is in the binding; if not, traffic 
is blocked

FIGURE 8.35: Working of Dynamic ARP Inspection (DAI)
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EHConfiguring DHCP Snooping and Dynam ic 
ARP Inspection on Cisco Switches

Switch(config)* ip arp inspection vlan 10 
Switch(config)* AZ 
Switch# show ip arp inspection 
Source Mac Validation : Disabled

ט

Desta.nation Mac Validation : Disabled
IP Address Validation : Disabled
Vlan Configuration Operation ACL Match Static ACL
10 Enabled Active
Vlan ACL Logging DHCP Logging Probe Logging
10 Deny Deny Off
Vlan Forwarded Dropped DHCP Drops ACL Drops
10 0 0 0 0
Vlan DHCP Permits ACL Permits Probe Permits Source MAC Failures
10 0 0 0 0
Vlan Dest MAC Failures IP Validation Failures Invalid Protocol Data
10 0 0 0

 Q
%SW_DAI ־4־ DHCP_SNOOPING_DENY: 1 Invalid ARPs 
(Res) on Fa0/5, vlan
10. ([0013.6050.acf4/192.168.10.1/ffff.ffff.ffff/ 
192.168.10.1/05:37:31 UTC Mon Mar 1 2012])

n
Switch(config)# ip dhcp snooping !1
Switch(config)# ip dhcp snooping vlan 10 
Switch(config)# AZ 
Switch# show ip dhcp snooping 
Switch DHCP snooping is enabled
DHCP snooping is configured on following VLANs: 10 
DHCP snooping is operational on following VLANs: 10 
DHCP snooping is configured on the following L3 
Interfaces:

DHCP snooping trust/rate is configured on the 
following Interfaces:

Interface Trusted Rate limit (pps)

m
Switch# show ip dhcp snooping binding

M a cA d d ress  I p A d d r e s s  L e a s e  T y p e  VLAN I n t e r f a c e

l a : 1 2 : 3 b : 2 f  ; d f  : l c  1 0 . 1 0 . 1 0 . 8  1 2 5 8 6 4  d h c p -  4 r astEtherr.et
s n o o p in g  0/3

Total number of bindings: 1

Copyright © by EG-Giuncil. All Rights Reserved. Reproduction is Strictly Prohibited.

C onfiguring DHCP Snooping and  D ynam ic ARP 
Inspec tion  on C isco Switches

As we discussed previously, DHCP snooping must be enabled prior to enabling dynamic ARP 
inspection (DAI). Therefore, first we need to configure DHCP snooping. DHCP snooping is a 
security feature that builds and maintains a DHCP snooping binding table and filters untrusted 
DHCP messages. A Cisco switch with DHCP snooping enabled can inspect DHCP traffic flow at a 
layer two segment and track IP addresses to switch ports mapping.

In order to configure DHCP snooping on a Cisco switch, you need to enable DHCP snooping both 
globally and per access VLAN. To enable DHCP snooping, execute the following commands:
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Switch(config)# ip dhcp snooping
Switch(config)# ip dhcp snooping vlan 10
Switch(config)# AZ
Switch# show ip dhcp snooping
Switch DHCP snooping is enabled
DHCP snooping is configured on following VLANs: 1 0  
DHCP snooping is operational on following VLANs: 10  
DHCP snooping is configured on the following L3 
Interfaces:

DHCP snooping trust/rate is configured on the 
following Interfaces:

Interface Trusted Rate limit (pps)

Switch(config)# ip dhcp snooping
Switch(config)# ip dhcp snooping vlan 10
Switch(config)# AZ
Switch# show ip dhcp snooping
Switch DHCP snooping is enabled
DHCP snooping is configured on following VLANs: 10

DHCP snooping is operational on following VLANs: 10

DHCP snooping is configured on the following L3 Interfaces:

DHCP snooping trust/rate is configured on the following Interfaces:

FIGURE 8.36: Configuring DHCP Snooping

Trusted Rate limit (pps)Interface

If the access switch is functioning only at layer two, then you have to apply the ip dhcp 
snooping trust command to the layer two interfaces in order to designate uplink interfaces 
as trusted interfaces. This informs the switch that DHCP responses are allowed to arrive on
those interfaces.

The DHCP snooping binding table contains the trusted DHCP clients and their respective IP
addresses. If you want to see the DHCP snooping table, then execute the following command:

Switch# show ip dhcp snooping binding
It displays the DHCP snooping table. The DHCP snooping table contains the MAC addresses, 
respective IP addresses, as well as total number of bindings. The following is the DHCP snooping
binding table:

MacAddress IpAddress Lease(sec) Type VLAN Interface
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la:12:3b:2f;df:lc 10.10.10.8 125864 dhcp-snooping 4 FastEthernetO/3
Total number of bindings: 1

Once you have DHCP snooping binding table, you can start configuring dynamic ARP inspection 
for the VLAN. If you want to enable dynamic ARP inspection for multiple VLANS, then you need 
to specify a range of VLAN numbers.
Switch(config)# ip arp inspection vlan 10
Switch(config)# AZ
Switch# show ip arp inspection
Source Mac Validation 
Destination Mac Validation 
IP Address Validation

Disabled 
Disabled 
Disabled

Vlan Configuration Operation ACL Match Static ACL
10 Enabled Active

Vlan ACL Logging DHCP Logging Probe Logging
10 Deny Deny Off

Vlan Forwarded Dropped DHCP Drops ACL Drops
10 0 0 0 0 

Vlan DHCP Permits ACL Permits Probe Permits Source MAC Failures
10 0 0 0 0 

Vlan Dest MAC Failures IP Validation Failures Invalid Protocol Data 
10 0 0 0

From this ip arp inspection result, it is clear that the source MAC, destination MAC, and IP 
address are disabled. You can attain even more security by enabling one or more of these 
additional validation checks. To do so, you need to execute the command ip arp inspection 
validate followed by the address type.

Assume that an attacker with source IP address 192.168.10.1 is connected to VLAN 10 on 
interface FastEthernetO/5 and sending ARP replies, pretending to be the default router for the 
subnet in an attempt to initiate a man-in-the-middle attack. The switch with dynamic ARP

inspection enabled inspects these reply packets by comparing them with the DHCP snooping 
table. The switch then tries to find an entry for the source IP address 192.168.10.1 on port 
FastEthernet0/5. If no entry is found, then the switch discards these packets.

%SW_DAI-4-DHCP_SNOOPING_DENY: 1 Invalid ARPs (Res) on FaO/5, vlan 10.
([0013.6050.acf4/192.168.10.1/ffff.ffff.ffff/192.168.10.1/05:37:31 UTC Mon 
Mar 1 2012])

The drop count begins to increase if any packets are discarded. You can see this increase in the 
drop count in the dynamic ARP inspection output. To see the output, execute the command
show ip arp inspection:
Switch# show ip arp inspection
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Source Mac Validation: Disabled 
Destination Mac Validation: Disabled 
IP Address Validation: Disabled
Vlan Configuration Operation ACL Match Static ACL

10 Enabled Active
Vlan ACL Logging DHCP Logging Probe Logging

10 Deny Deny Off
Vlan Forwarded Dropped DHCP Drops ACL Drops

10 30 5 5 0
Vlan DHCP Permits ACL Permits Probe Permits Source MAC Failures

10 30 0 0 0
Vlan Dest MAC Failures IP Validation Failures Invalid Protocol Data

10
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ARP Spoofing Detection: XArp C E H
(•rtifwd EU.t«l lUctM

Security level set to aggressive

J  XArp helps users to detect ARP attacks and keep their data private

J  It allows administrators to monitor whole subnets for ARP attacks

J  Different security levels and fine tuning possibilities allow normal and power
users to efficiently use XArp to detect ARP attacks
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ARP Spoofing D etection: XArp
Source: http://www.chrismc.de

XArp is a security application designed to detect ARP-based attacks. The detection mechanism 
is based on two techniques: inspection modules and discoverers. Inspection modules look at 
each ARP packet and check its correctness and validity in respect to databases they built up. 
Discoverers actively validate IP-MAC mappings and help to detect attackers actively. It helps 
users to detect ARP attacks and keep their data private. It even allows administrators to 
monitor whole subnets for ARP attacks. Administrators can use this application to screen the 
whole subnet for ARP attacks using different security levels and fine-tuning possibilities.
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FIGURE 8.37: XArp Screenshot
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Module Flow C EH

M odule Flow
So far, we have discussed sniffing concepts, MAC attacks, DHCP attacks, and ARP 

poisoning. Now we will discuss spoofing attacks, a means to sniff the network data. This section 
highlights the threats of spoofing attacks and describes MAC spoofing/duplicating, various 
spoofing techniques, IRDP spoofing, and a way to defend against MAC spoofing.

Sniffing Concepts {</ *  DNS Poisoning

MAC Attacks Sniffing Tools

DHCP Attacks ^  Countermeasures

— 1 ARP Poisoning ^  Sniffing Pen Testing
v׳ —

Spoofing Attack
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MAC Spoofing/Duplicating
MAC duplicating attack is launched by sniffing a network for MAC addresses of clients 
who are actively associated with a switch port and re-using one of those addresses

By listening to the traffic on the network, a malicious user can intercept and use a 
legitimate user's MAC address to receive all the traffic destined for the user

This attack allows an attacker to gain access to the network and take over someone's 
identity already on the network

Sw itch  Rule: Allow access to the network 
only if your MAC address is A:B:C:D:E

My MAC address 
is A:B:C:D:E

Attacker sniffs the network for MAC addresses 
of the currently associated users and then 
uses that MAC address to attack other users 
associated to the same switch port

Switch *

״ MB
Legitimate User

^  No I My 
MAC Address is 

A:B:C:D:E /

Attacker

Note: This technique works on Wireless Access Points with MAC filtering enabled

Copyright © by EG-C0HCil. All Rights Reserved. Reproduction is Strictly Prohibited

 ̂ Spoofing A ttack T hreats
Spoofing may refer to any threat that allows an attacker to pretend to be someone 

who is legitimate or authorized. MAC spoofing and IRDP are the two major threats of spoofing 
attacks.

MAC Spoofing& Intrusion detection systems generally use MAC addresses for authorization. These 
physical MAC addresses are permanent by design but can be changed on most hardware. MAC 
spoofing is the means of forging the source MAC address. This can be done by changing the 
information in the packet's header. Though it is intended for the purpose of legitimately 
requiring connectivity after hardware failure, it is associated with severe security risks. Through 
MAC spoofing, attackers can gain access to the network by taking over the identity of a 
legitimate user of the network.

IRDP Spoofing
IRDP (ICMP Router Discovery Protocol) is an extension to the ICMP protocol. It allows 

hosts to discover routers on their networks by listening for "router advertisement" broadcasts. 
When a host receives router advertisement messages, the routing table of the respective host
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may change. Hosts with IRDP can be easily spoofed to change their routes, as IRDP does not 
check for authenticity of router advertisement messages.

An attacker can replace the default route of the data flow with the route of attacker's choice by 
sending spoofed IRDP router advertisement messages to the host. This may led to denial-of- 
service, sniffing, and/or man-in-the-middle attacks.
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MAC Spoofing/Duplicating
J  MAC duplicating attack is launched by sniffing a network for MAC addresses of clients

who are actively associated with a switch port and re-using one of those addresses

J  By listening to the traffic on the network, a malicious user can intercept and use a
legitimate user's MAC address to receive all the traffic destined for the user

J  This attack allows an attacker to gain access to the network and take over someone's
identity already on the network

Sw itch  Rule: Allow access to the network 
only if your MAC address is A:B:C:D:E

M y MAC address 
is A:B:C:D:E

N־־-
Attacker sniffs the network for MAC addresses 
of the currently associated users and then 
uses that MAC address to attack other users 
associated to the same switch port

Switch *Legitimate User

Attacker

^  Not My 
MAC Address is

A:B:C:D:E /  C S

Note: This technique works on Wireless Access Points with MAC filtering enabled

Copyright © by EC-G*ancil. All Rights Reserved. Reproduction is Strictly Prohibited.

MAC Spoofing/D uplicating
A Media Access Control address (MAC address) is a unique identifier assigned to 

network interfaces for communications on the physical network segment. In general terms, 
duplicating refers to the process of making an exact copy of the original, with characteristics 
that are the same as the original. This is also the case with the MAC address. MAC duplicating 
refers to spoofing the MAC address with the MAC address of a legitimate user on the network.

A MAC duplicating attack involves sniffing a network for MAC addresses of legitimate clients 
connected to the network. In this attack, the attacker first retrieves the MAC addresses of 
clients who are actively associated with the switch port. Then the attacker spoofs his or her 
own MAC address with the MAC address of the legitimate client. Once if the spoofing is 
successful, then the attacker can receive all the traffic destined for the client. Thus, an attacker 
can gain access to the network and take over someone's identity who is already on the 
network.

The following diagram explains how to perform a MAC spoofing/duplicating attack:
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Internet

Switch Rule: Allow access to the network 
only if your MAC address is A:B:C:D:E

*•
יי׳יי׳.-, .*

Switch ♦
Attacker sniffs the network for MAC addresses 
of the currently associated users and then 
uses that MAC address to attack other users 
associated to the same switch port

Attacker

1 MAC address 
is A:B:C:D:E

M L v
Legitimate User

FIGURE 8.38: How to Perform MAC Spoofing 

Note: This technique works on Wireless Access Points with MAC filtering enabled.
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C EHMAC Spoofing Technique: 
W indows

In W indow s 8 OS
Method 1: If the network interface 
card supports clone MAC address 
then follow the steps:

Click on the Ethernet and then 
click on the Properties in the 
Ethernet Status window

Go to Right bottom of the screen ־> 
Settings Control Panel ־> 

Network and Internet ־> 
Networking and Sharing Center

ft-aadfom Nvtlirk ׳TMJ C*g4»>t f Pf0p*rt1»c

*T  'fcM J IPv

Type "ipconfig/all" or "net config rdr" in 
command prompt to verify the changesIf the changes are 

visible then reboot the system, 
else try method 2 (change MAC 
address in the registry)

Under the "Property:" section, 
browse for Network Address 
and click on it

On the right side, under "Value:", 
type in the new MAC address you 

would like to assign and click OK 
Note: Enter the MAC address number 
wi thout in  between

In the Ethernet properties window click 
on the Configure button and then on 

the Advanced tab

Copyright © by EG-C*ancil. All Rights Reserved. Reproduction is Strictly Prohibited.

MAC Spoofing T echnique: W indows 
In Windows 8 OS
MAC spoofing can be performed in many ways. Changing the router's MAC address is 

one way. But this can be applied only on a few routers, as not all routers support 
changing their MAC address. The routers that support MAC addresses changes are referred to 
as "clone MAC addresses." Another way is changing a MAC address on a Cisco router by using 
the MAC-address command in interface configuration mode.

Method 1:

This method depends on the type of network interface card (NIC). Follow the steps here to 
perform MAC spoofing if the network interface card supports cloning MAC address:

Q From the lower-right of the screen, select Settings Control Panel Network and 
Internet ־־> Networking and Sharing Center.

9 Click the Ethernet and then click Properties in the Ethernet Status window.

9 In the Ethernet properties window, click the Configure button and then the Advanced 
tab.

0 Under the Property section, browse for Network Address and click it.
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9 On the right side, under Value, type the new MAC address you would like to assign and 
click OK.

Note: Enter the MAC address number without in between.

Q Type "ipconfig/all" or "net config rdr" in the command prompt to verify the changes.

0 If the changes are visible, then reboot the system; if not, try method 2 (change the MAC 
address in the registry).

Broadcom NetUnk (TM) Gigabit Ethernet Properties l & i

General Advanced Driver Detafc Everts Power Management

The following properties are avaJable for this netwxk adapter Click 
the property you wart to change on the left, and then select ts value 
on the right

Property:
Row Control a

Interrupt Moderation 
Large Send Offload (IPv4)
Large Send Offload Verswn 2 (lPv*I arry» OfflnaH Vfrrstrvn 7 MPv(
Network Address
Nb Uttload 
Priority 4 VLAN 
Receive Side Scatng 
RSS Queues 
Speed 4 Duplex
TCP/UDP Checksum Offload (lPv• 
TCP/UDP Checksum Offload (lPvl 
VLAN ID ׳׳י

OK Cancel

FIGURE 8.39: MAC Spoofing Technique In Windows
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MAC Spoofing Technique: 
W indows (cont-d) C EH

* iwnMh qa-Uf

foamy Editor
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Method 2: Steps to change MAC address in Registry

J  Go to Start Run, type regedt32 to start registry 
editor

Note: Do not type Regedit to start registry editor 

J  Go to
"HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlS 
et\Control\Class\{4d36e972-e325־llce-bfcl- 
08002bel0318} and double click on it to expand 
the tree

J  4-digit sub keys representing network adapters will 
be found (starting with 0000, 0001, 0002, etc.)

J  Search for the proper "DriverDesc" key to find the 
desired interface

J  Edit, or add, the string key "NetworkAddress" (data 
type "REG_SZ") to contain the new MAC address

J  Disable and then re-enable the network interface 
that was changed or reboot the system

Copyright © by EG-G(IIIICil. All Rights Reserved. Reproduction is Strictly Prohibited.

MAC Spoofing T echnique: W indows (C ont’d)

Uln  Windows 8 OS
Method 2:

MAC spoofing can also be performed by editing the registry. This method is preferred when the 
network interface card (NIC) doesn't support cloning MAC addresses. Follow these steps to 
change the MAC address by editing the registry:

9 Go to Start ־> Run, and type regedt32 to start the registry editor.

Note: Do not type Regedit to start the registry editor.

e Go to HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\Class\{4d36e972- 
e325-llce-bfcl-08002bel0318} and double-click it to expand the tree.

0 Four-digit subkeys representing network adapters will be found (starting with 0000, 
0001, 0002, etc.).

0 Search for the proper "DriverDesc" key to find the desired interface.
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9 Edit, or add, the string key "NetworkAddress" (data type "REG_SZ") to contain the new 
MAC address.

tJ Disable and then re-enable the network interface that was changed, or reboot the 
system.

* Registry Editor
File Edit View Favorites Help

hlame type Data
^  *NumRssQwuo RfG.SZ 4
jS״ , PhyscalMed•!.. RtG.DWOftD 0x00000000(0)
^ 1PMAPPOfflMd RtG.SZ 1
* ? ,Pf/NSCffioad RfG.SZ ו

•Prortj’VLANTaq RtG.SZ 3
*^*R«ei»eSuffHS RFG_SZ 200
i£ RSS״ RfG.SZ 1
^*SpcedOupicr RfG.SZ 0

*TCPUDPChcct- RtG.SZ 3
^*TCPW PCh«± _ RtG.SZ 3
ik ntB.rf*€rc׳;Tran־  RtG.SZ 200
*£*Y/ak«OnMag« . REG.SZ 1
*1' ’■/MfOnPtHon RfG.SZ 1
■** 4d׳nrt5tH1ngjl.. RfG.SZ 2

9u}T>pc RtG.SZ S
5•" Charsctcnr.KS RtG.DWOfiD 0*00000004 (132)
trcl־׳Clc<cCo י?•* RfG.SZ 1
* J Component d RfG.SZ pci\ v*n_ 14«4י A d*v_1691 &tu bsy 1_0431028יו
*►'DrvcHmtancelD RfG.SZ PCIWENJ4f4&DfV_1M1 &5UB$YS_OA3E 10?88(REY.
'*  DnvciOxc RtG.SZ 2-23-2012
On/trOattC 1:a ■־ RfG B MARY 0040«0tSb«fl cc01

B/oodcom N»tlink (TM) Gigabit Flh inrt]*k MmOk
148.1.12
4
0*00000006(6)
neb£7a.inf
OEVKEYlNTamdMAI
dc 07 07 00 02 00 03 CO 12 00 38 00 Oe 0031 03
pci\״en_14M&d־v_1M1&subsyi_043t1028
{0E3e1441-iBAF-4EC3-A3CE-8B831B5EB673}

Edit String

r
rjgrtorf* Address MAC Address
:K1ed=ta=/־
00 ib 43 64 42:e4| -

1 OK | Cancel

i i i 
j j

ן ן |
i i

■ 1  {4d 36c%6־e32 5-11 c e-bfc 1 09002־be10318) 
j .  {4d36e967-e325-llce-bfc1 030026e10318) 

J״< ,  {4d 3€e$63-e32 S-11 c fr־bfc 1 -030026610318] 
> -i {4d 36c%9־e32 5-11 c e־bf c 1 03002־bel 0318j 
-J. {4d3C€96a-c325-nce-bfc1 030026610318) 
J ,  {4d36e96b-e325-11ce־bfc1 0־e002be10318} 

J״< J  {4d36c96c-e325-11 ce-bfcl - 03002be' 0318) 
•J. {dd36€$6d-e325-11ce-bfc1-O0OO2b€l(»18} 
■I. {4d 36e96e-e32 5-11 c e-bfc 1 -09002be10318) 

>-J4 (4d3ec9M-e325-11ce-bfc1-0800£be10318} 
J. {4d36«970-e325-11ce-bfc1-03002b«10318) 
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FIGURE 8.40: MAC Spoofing Technique In Registry Editor
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MAC Spoofing Tool: SMAC cC.rliUd |

EH
Etfciul IU.U.

W W W

SMAC is a MAC Address Changer (Spoofer) that allows users to change MAC address for 
any network interface cards (NIC) on the Windows systems

HSMAC 2.7 Evaluation Mode - KLC Consulting: www.klcconsulting.net
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MAC Spoofing Tool: SMAC
Source: http://www.klcconsulting.net

SMAC is a MAC address changer (spoofer) that allows you to change MAC addresses for any 
NICs) on Windows VISTA, XP, 2003, and 2000 systems. It changes only software-based MAC 
addresses; it doesn't change hardware burned־in MAC addresses. The new MAC addresses 
sustain reboots. It features MAC address lookup. It allows you to see either all or only active 
network adapters, and randomly generate new MAC addresses or those based on a selected 
manufacturer. It also allows you to restore the original MAC address by removing the spoofed 
MAC address.

You can find information about NIC that includes Device ID, Active Status, NIC description, NIC 
Manufacturer, Spoofed status (Yes/No), IP Address, Active MAC addresses, Spoofed MAC 
Address, NIC Hardware ID, NIC Configuration ID, and so on. This tool helps you to protect your 
identity on Wi-Fi networks. It also helps you in troubleshooting network problems, testing 
intrusion detection/prevention systems (IDS/IPSs), testing incident response plans, build high- 
availability solutions, recovering (MAC-address-based) software licenses, and etc.
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B 1^  SMAC 2.7 Evaluation Mode - KLC Consulting: www.klcconsulting.net
File View Options Help
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FIGURE 8.41: SMAC Screenshot
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IRDP Spoofing C EH

ICMP Router Discovery Protocol (IRDP) is a routing protocol that allows host to discover the IP 
addresses of active routers on their subnet by listening to router advertisement and solicitation 
messages on their network
Attacker sends spoofed IRDP router advertisement message to the host on the subnet, causing it 
to change its default router to whatever the attacker chooses
This attack allows attacker to sniff the traffic and collect the valuable information from the packets
Attackers can use IRDP spoofing to launch man-in-the-middle, denial-of-service, and passive 
sniffing attacks

Copyright © by EG-Giancil. All Rights Reserved. Reproduction is Strictly Prohibited.

IRDP Spoofing
ICMP Router Discovery Protocol (IRDP) is a routing protocol that allows a host to 

discover the IP addresses of active routers on its subnet by listening to router advertisement 
and solicitation messages on its network. The attacker can add default route entries on a 
system remotely by spoofing router advertisements. The default route defined by the attacker 
will be preferred over the default route provided by the DHCP server. The attacker 
accomplishes this by setting the preference level and the lifetime of his or her route at high 
values in order to ensure that the target hosts will choose it as the preferred route. This attack 
succeeds if the attacker launching the attack is on the same network as the victim. In case of a 
Windows system configured as a DHCP client, Windows checks the received router 
advertisements for entries. If only one entry is there, then it checks whether the IP source 
address is within the subnet. If the address is within the subnet, then it adds the default route 
entry; otherwise, the advertisement is ignored.

An attacker can use this to his or her advantage and send spoofed router advertisement 
messages such that all the data packets travel throughthe attacker's system. Thus, the attacker 
can sniff the data. The following figure shows how attackers perform IRDP spoofing.
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Internet

Attacker

Router
User

י
Attacker Router

FIGURE 8.42: ICMP Router Discovery Protocol (IRDP) Working

■j ־

ניקז
Routing Table

You can avoid this ARDP spoofing attack by disabling IRDP on your hosts if the operating system 
permits it.
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How to Defend Against MAC 
Spoofing C EH

Use DHCP Snooping Binding Table, Dynamic ARP Inspection, and IP Source Guard

IP and MAC entry in the binding table 
does not match then discard the packet

sh ip dhcp snooping binding
MacAddress IpAddress Lease Type VLAN Interface

2a:33:4c:2f;4a:lc 10.10.10.9 185235 dhcp- 4 FastEthemet |
snooping 3/18

DHCP Snooping Enabled 
Dynamic ARP Inspection Enabled 

IP Source Guard Enabled

Check the MAC and IP fields to see if the traffic from the 
interface is in the binding table; if not, traffic is blocked

Copyright © by EG-Giuncil. All Rights Reserved. Reproduction is Strictly Prohibited.

How to D efend A gainst MAC Spoofing
Performing security assessments is the main aim of an ethical hacker. As an ethical 

hacker, you have to perform various attacks against the target network or organization with 
permissions to find loopholes in the security architecture. But here your job is not done. Finding 
the security loopholes of the target organization is just a minor task. The major and the critical 
task of ethical hacking is to apply the appropriate countermeasures to the found security 
loopholes in order to fix them.

Once you test the network against MAC spoofing attacks and collect security loopholes, you 
should apply countermeasures to protect the network again MAC spoofing. There are many 
MAC spoofing countermeasures available that are suitable in various situations. Depending on 
your network security architecture and the loopholes found, you should apply the appropriate 
countermeasure to your network.

The best way to defend against MAC address spoofing is to place the server behind the router. 
This is because routers depend only on IP addresses, whereas switches depend on MAC 
addresses for communication in a network. Port security interface configuration is another way 
to mitigate MAC spoofing attacks. Once the port security command is enabled, it allows you to 
specify the MAC address of the system connected to the specific port. It also allows specifying 
an action to take if a port security violation occurs.
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You can also implement the following techniques to defend against MAC address spoofing 
attacks:

9 DHCP Snooping Binding Table: DHCP snooping filters the untrusted DHCP messages and 
helps to build and bind a DHCP binding table. This table contains the MAC address, IP 
address, lease time, binding type, VLAN number, and interface information to 
correspond with untrusted interfaces of a switch. It acts as a firewall between untrusted 
hosts and DHCP servers. It also helps in differentiating between trusted and untrusted 
interfaces.

9 Dynamic ARP Inspection: It checks the IP to MAC address binding for each ARP packet 
in a network. If any IP to MAC invalid address bindings are found, then they are dropped 
by the Dynamic ARP inspection.

9 IP Source Guard: IP Source Guard is a security feature that helps you restrict the IP 
traffic on untrusted Layer 2 ports by filtering traffic based on the DHCP snooping binding 
database. It helps you to avoid the spoofing attacks when the attacker tries to spoof or 
use the IP address of another host.

9 Encryption: Communication should be encrypted between access point and computer 
to avoid MAC spoofing.

9 Retrieval of MAC Address: You should always retrieve the MAC address from the NIC 
directly instead of retrieving it from the operating system.

10.10.10.1 
MAC A

IP and MAC entry in the binding table 
does not match then discard the packet

f

sh ip dhcp snooping binding
2£ac& ddzess Ip A d d r e ss  L e a se  T ype VLAN I n t e r f a c e

2a:33:4c:2f;4a:lc 1 0 . 1 0 . 1 0 . 9  1 8 5 2 3 5  d h c p - 4 F a s t E t h e m e t
s n o o p in g  3 /1 8

DHCP Snooping Enabled 
Dynamic ARP Inspection Enabled 

IP Source Guard Enabled

Traffic Sent with IP 
10.10.10.2 Mac C

Received Traffic Source 
IP 10.10.10.2 Mac B

iCheck the MAC and IP fields to see if the traffic from the 
interface is in the binding table; if not, traffic is blocked

FIGURE 8.43: How to Defend Against MAC Spoofing
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M odule Flow
Once you check the network against MAC spoofing attacks and apply the 

countermeasures to protect it, next you should test and protect the network against DNS 
poisoning.

(4W) Sniffing Concepts m

m  s
DNS Poisoning

&
MAC Attacks Sniffing Tools

- DHCP Attacks P Countermeasures

׳ ? נ
ARP Poisoning י— /

V׳׳ -----
j j —׳ V׳

Sniffing Pen Testing

r Spoofing Attack
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This section will familiarize you with various DNS poisoning techniques and the 
countermeasures to defend against DNS poisoning.
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DNS Poisoning Techniques C EH

_l It allows attacker to replace IP address DNS 
entries for a target site on a given DNS server 
with IP addresses of the server he/she 
controls

J  Attacker can create fake DNS entries for files 
(containing malicious content) with same 
names as that of target server

DNS poisoning is a technique that tricks a DNS 
server into believing that it has received 
authentic information when, in reality, it has not
It results in substitution of a false Internet 
provider address at the domain name service 
level where web addresses are converted into 
numeric Internet provider addresses

m m

DNS Attack Scripts

Copyright © by EG-Ciuncil. All Rights Reserved. Reproduction is Strictly Prohibited.

DNS Server

DNS Poisoning  T echn iques
DNS (Domain Name Service) is the protocol that translates domain name (e.g., 

www.eccouncil.org) into IP address (e.g., 208.66.172.56). To maintain DNS, it uses DNS tables 
that contain the domain name and its equivalent IP address stored in a distributed large 
database. DNS poising, also called DNS spoofing, is an attack in which the attacker tries to 
redirect the victim to a malicious server instead of the legitimate server. The attacker can 
commit this type of attack by manipulating the DNS table entries in the DNS system. Suppose 
the victim wants to access the website ABC.com, The attacker manipulates the entries in the 
DNS table in such a way that the victim is being redirected to attacker's server. This can be done 
by changing the IP address of ABC.com to the attacker's malicious server IP address. Thus, the 
victim connects to the attacker's server without his or her knowledge. Once the victim connects 
to the attacker's server, the attacker can compromise the victim's system and steal data. In a 
similar manner, you can also compromise the target system by conducting a DNS poisoning 
attack.

To launch a DNS poisoning attack, follow these steps:

9 Set up a fake website on your computer.

e Install treewalk and modify the file mentioned in the readme.txt to your IP address.
Treewalk will make you the DNS server.

Ethical Hacking and Countermeasures Copyright © by EC-C0UnCil
All Rights Reserved. Reproduction is Strictly Prohibited.

Module 08 Page 1224

http://www.eccouncil.org


Exam 312-50 Certified Ethical HackerEthical Hacking and Countermeasures
Sniffing

9 Modify the file dns-spoofing.bat and replace the IP address with your IP address.

9 Trojanize the dns-spoofing.bat file and send it to Jessica (ex: chess.exe).

9 When the host clicks the Trojanned file, it will replace Jessica's DNS-entry in her TCP/IP 
properties to that of your machine.

9 You will become the DNS server for Rebecca and her DNS requests will go through you.

9 When Rebecca types XSECURITY, the website she resolves to is the fake XSECURITY 
website. Then, sniff the password and send her to the real website.

There are four types of DNS poisoning attacks using which you can compromise the target 
system:

9 Intranet DNS spoofing (local network)

9 Internet DNS spoofing (remote network)

9 Proxy server DNS poisoning

9 DNS cache poisoning

Ethical Hacking and Countermeasures Copyright © by EC-C0UnCil
All Rights Reserved. Reproduction is Strictly Prohibited.

Module 08 Page 1225



Exam 312-50 Certified Ethical HackerEthical Hacking and Countermeasures
Sniffing

C EH
UrtifM  tU .ul H«k««

Intranet DNS Spoofing

For this technique, you must be connected It works well against switches with ARP
to the local area network (LAN) and be able poisoning the router
to sniff packets

Router IP 10.0.0.254

Real Website 
www.xsecuritv.com 

IP: 200.0.0.45

Attacker sniffs the 
credential and 

redirects the request 
to real website

Attacker poisons the router 
and redirects DNS requests 
to his machine

0........J&!׳a!

Fake Website
Attacker runs 

arpspoof/dnsspoof

Copyright © by EG-G*ancil. All Rights Reserved. Reproduction is Strictly Prohibited.

In tran e t DNS Spoofing
■__

When an attacker performs DNS poisoning on a local area network (LAN), it is called 
intranet DNS spoofing. An attacker can perform intranet DNS spoofing attack with the help of 
the ARP poisoning technique. This is usually conducted on a switched LAN. To perform this 
attack, you must be connected to the LAN and be able to sniff the traffic or packets.

Once the attacker succeeds in sniffing the ID of the DNS request from the intranet, he or she 
can send a malicious reply to the sender before the actual DNS server.

You can perform an intranet DNS spoofing attack as per the scenario explained in the following 
diagram:
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Router IP 10.0.0.254
r  What i> the IP 

address of
www.KSeafttv.com

A

Real Website
www.xsecuritv.com

IP: 200.0.0.45

Attacker sniffs the 
credential and 

redirects the request 
to real website

Attacker poisons the router 
and redirects DNS requests 
to his machine

Rebecca
IP: 10.0.0.3

©www.xsecurity.c 
is located at 

10.0.0.5

bs/t0'” '±.
>0.sjDNS Response

Fake Website
Attacker runs 

arpspoof/dnsspoof

FIGURE 8.44: Working of Intranet DNS Spoofing

It is clear from the diagram that first the attacker poisons the router by running 
arpspoof/dnsspoof in order to redirect DNS requests of clients to the attacker's machine. When 
a client (Rebecca) sends a DNS request to the router, the poisoned router sends the DNS 
request packet to the attacker's machine. Upon receiving the DNS request, the attacker sends a 
fake DNS response that redirects the client to a fake website set up by the attacker. As the 
website is owned by the attacker, attacker can see all the information submitted by the client 
to that website. Thus, the attacker can sniff sensitive data such as passwords, etc. submitted to 
the fake website. Once the attacker retrieves the required information, he or she then redirects
the client to the real website.
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Internet DNS Spoofing

X־
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In te rn e t DNS Spoofing
Internet DNS poisoning is also known as remote DNS poisoning. This attack can be 

performed either on a single or multiple victims anywhere in the world. In order to perform this 
attack, you need to set up a rouge DNS server with a static IP address.

Internet DNS spoofing is performed when the victim's system is connected to the Internet. It is 
done with the help of Trojans. It is one of the MITM types of attacks, where the attacker 
changes the primary DNS entries of the victim's computer. The attacker replaces the victim's 
DNS IP address with the fake IP address that refers to the attacker's system; thus all traffic will 
be redirected to the attacker's system. Now the attacker can easily sniff the victim's 
confidential information.

The following diagram explains how to perform Internet DNS spoofing in detail:
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Real Website
www.xsecuritv.com 

IP: 200.0.0.45

toth• lr\  
addres:of

Attacker sniffs the 
credential and redirects the 

request to real website

@
Kebecca's Browser 

connects to 65.0.0.2

o
Fake Website
IP: 65.0.0.2

©■

A,

. . . .0״

DNS Request do 
to 200.0.0.2

Attacker infects Rebecca's 
computer by change her DNS IP 

address to: 200.0.0.2

FIGURE 8.45: Working of Internet DNS Spoofing
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Proxy Server DNS Poisoning C E H
Urtifwtf lUitjl K..k«

J  Attacker sends a Trojan to Rebecca's machine that changes her proxy server settings in 
Internet Explorer to that of the attacker's and redirects to fake website

Real Website
www.xsecuritv.com 

(IP: 200.0.0.45)

Attacker's fake website sniffs 
the credential and redirects 

the request to the real website

Hacker sends Rebecca's 
request to Fake website

| d̂/arced

©
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Attacker runs Proxy Server 
in Russia IP: 200.0.0.2

 ̂ i Proxy Server DNS Poisoning
b— In the proxy server DNS poisoning technique, the attacker changes the proxy server 

setting of the victim to that of the attacker. This is done with the help of a Trojan. This redirects 
the victim's request to the attacker's fake website where the attacker can sniff the confidential 
information of the victim.

The following diagram helps you to understand how an attacker performs proxy server DNS 
poisoning:
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Real Website
w w w.xsecuritv.com  

(IP: 200.0.0.45)

Attacker's fake website sniffs 
the credential and redirects 

the request to the real website

Hacker sends Rebecca's 
request to Fake website

Proxy server

E U*,« a proxy server for your LAN (These seUctgs wtf not apply to 
dial-un or VPN nm actim V

| Advanced

f  What is th« IP > 
address of 

www.xsecurity.com

Port: 8060

J  dial-up or VPN cocnectwrs). 

Address: I 200.0.0.2

ח  Bypass proxy server for local adcfresses

A ■

©
3!

All Rebecca's Web 
requests goes through 
Hacker's machine

Rebecca
(IP: 10.0.0.5)

Fake Website 
(IP: 65.0.0.2)

Attacker runs Proxy Server 
in Russia IP: 200.0.0.2

Attacker infects Rebecca's 
computer by changing her IE 
Proxy address to: ?00.0.0.2

FIGURE 8.46: Working of Proxy Server DNS Poisoning
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C EHDNS Cache Poisoning

J  DNS cache poisoning refers to altering or adding forged DNS records into the DNS resolver cache so that 
a DNS query is redirected to a malicious site

J  If the DNS resolver cannot validate that the DNS responses have come from an authoritative source, it 
will cache the incorrect entries locally and serve them to users who make the same request

Fake W ebsite

DNS C ache Poisoningt The DNS system uses cache memory to hold the recently resolved domain names. It is 
populated with recently used domain names and respective IP address entries. When the user 
request comes, the DNS resolver first checks the DNS cache; if the domain name that the user 
requested is found in the cache, then the resolver sends its respective IP address quickly. Thus, 
it reduces the traffic and time of DNS resolving.

Attacker target this DNS cache and make changes or add entries to the DNS cache. The attacker 
replaces the user-requested IP address with the fake IP address. Then, after when user 
requests that domain name, the DNS resolver checks the entry in the DNS cache and picks the 
matched (poised) entry. Thus, the victim is redirected to the attacker's fake server instead of 
the authorized server.

The following figure shows scenarios of how an attacker poisons the DNS cache:

Ethical Hacking and Countermeasures Copyright © by EC-C0UnCil
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u
Authoritative server 

for xsecutity.com

Query for DNS info

U < .........©
©•

Query for DNS info

©
Internal A  

DNS :

DNS cache at user is 
updated with IP of 

fake website

Send DNS response 
with IP of a fake 
website

Redirected to a 
fake website

Attacker Rogue DNSFake Website

FIGURE 8.47: How an Attacker Poisons the DNS Cache

Ethical Hacking and Countermeasures Copyright © by EC-C0UnCil
All Rights Reserved. Reproduction is Strictly Prohibited.

Module 08 Page 1233



Exam 312-50 Certified Ethical HackerEthical Hacking and Countermeasures
Sniffing

C EHHow to Defend Against DNS 
Spoofing

mDNS Spoofing Best
Practices

9  Implement DNSSEC

9 Restrict DNS recursing service, 
either full or partial, to 
authorized users

9 Use DNS Non-Existent Domain 
(NXDOMAIN) Rate Limiting

9 Secure your internal machines

9  Implement IDS and deploy it 
correctly

C - r4 3

DNS Spoofing Best 
Practices C-&

9 Resolve all DNS queries to 
local DNS server

9 Block DNS requests from going 
to external servers

9 Configure DNS resolver to use 
a new random source port 
from its available range for 
each outgoing query

9 Configure firewall to restrict 
external DNS lookup

to s i
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ט  How to D efend A gainst DNS Spoofing
You have learned how an attacker carries out different types of DNS spoofing attacks. 

Let's see what you should do to defend your network from these types of attacks.

Here are the some countermeasures that will help you to avoid DNS spoofing attacks:

0 Resolve all DNS queries to local DNS servers

0 Block DNS requests from going to external servers

0 Implement DNSSEC

0 Configure the DNS resolver to use a new random source port from its available range for 
each outgoing query

0 Configure the firewall to restrict external DNS lookup

0 Restrict the DNS recursing service, either full or partial, to authorized users

0 Use DNS Non-Existent Domain (NXDOMAIN) rate limiting

0 Secure your internal machines

0 Implement IDS and deploy it correctly

0 Use static ARP and IP table

Ethical Hacking and Countermeasures Copyright © by EC-C0UnCil
All Rights Reserved. Reproduction is Strictly Prohibited.

Module 08 Page 1234



Exam 312-50 Certified Ethical Hacker

9 Use SSH encryption 

9 Use sniffing detection tools 

9 Do not open suspicious files 

9 Always use trusted proxy sites

0 Audit your DNS server regularly to remove vulnerabilities

Ethical Hacking and Countermeasures
Sniffing
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Module Flow C EH

^  s u M odule Flow
---  So far, we have discussed sniffing concepts and various techniques to sniff network

traffic or data. Administrators use sniffing tools to monitor their network and attackers misuse 
sniffing tools to sniff the network data.

(€ ® , )  Sniffing Concepts mmm DNS Poisoning

MAC Attacks Sniffing Tools

- DHCP Attacks P Countermeasures

■ a
ARP Poisoning V ׳   

V   ׳׳

v ~m
Sniffing Pen Testing

r Spoofing Attack
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This section will introduce you to some useful tools that attackers may use to sniff the target 
network.
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Sniffing Tool: Wireshark C E H

eH u

a

Victim

J  It lets you capture and interactively browse the traffic running on a computer 
network

J  Wireshark uses Winpcap to capture packets, so it can only capture the packets 
on the networks supported by Winpcap

J  It captures live network traffic from Ethernet, IEEE 802.11, PPP/HDLC, ATM, 
Bluetooth, USB, Token Ring, Frame Relay, FDDI networks

J  Captured files can be programmatically edited via command-line
J  A set of filters for customized data display can be refined using a display filter

NetworkWireshark ToolAttacker

Copyright © by EG-Ciuncil. All Rights Reserved. Reproduction is Strictly Prohibited.

Sniffing Tool: W ireshark
Source: http://www.wireshark.org

Wireshark allows you to capture and interactively browse the traffic running on a target 
computer network. It uses Winpcap to capture packets, so it can only capture packets on 
networks supported by Winpcap. It captures live network traffic from Ethernet, IEEE 802.11, 
PPP/HDLC, ATM, Bluetooth, USB, Token Ring, Frame Relay, and FDDI networks. Captured files 
can be programmatically edited via the command line. A set of filters for customized data 
display can be refined using a display filter.

You can use this tool for sniffing target network traffic covertly. It allows you to put the network 
interface controllers that support into promiscuous mode. Thus, you can see all traffic visible on 
that interface.

Features:

9 Allows you to capture live or offline network data for analysis

0 Allows you to browse the captured network data via a GUI or via the TTY-mode TShark 
utility

Ethical Hacking and Countermeasures Copyright © by EC-C0UnCil
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9 Runs on multiple platforms such as Windows, Linux, OS X, Solaris, FreeBSD, NetBSD, and 
many others

0 Supports many read/write capture file formats

© Reads live data from Ethernet, IEEE 802.11, PPP/HDLC, ATM, Bluetooth, USB, Token 
Ring, Frame Relay, FDDI, and others (depending on your platform)

Attacker Wireshark Tool Network Victim

FIGURE 8.48: Working of Wireshark

Ethical Hacking and Countermeasures Copyright © by EC-C0UnCil
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92 Name query NB wpazkOO;- 
84 standard query 0x79c2 A wpac
64 standard query 0x79c2 a wpac
84 standard query 0x79c2 A wpac
64 Standard query 0x70 —— ’־ '־־׳ 

181 »-! ״ • ׳ ״    ^ ,o W e - t X “ “  °יז ■ Mewon״     "
v̂ »c5ha smutfrl«'or

—

cwt•״״

י*"'"״־(*׳״‘'׳׳

 יא*!*(* ־ י

\ י.״״

2 0.603672000 192.163.168.170 192.168.168.255
3 0.604144000 fe80 :: SObd:d836:74cd:2efe ff0 2 :: l :3
4 0.60-1305000 192. 16S. 168. 170 224.0.0.252

f  e80: : 50bd:d836:74cd:2ef e f f 02::1:3
192.168.168.170 224.0.0.252
feso::207d:8f8d:de6b:8799 ff02 : : c
192.168.168.73 2 39.255.255.250
fe80::207d:8f8d:de6b:8799 ff0 2 ::c
192.168.168.73 
Hewle t1-_eO:84:05
192.168.168.170 
fe80::8db:54f5:2878:16ff
192.168.168.170 
192.168.168. 31

239.2S5.255.250 
Broadcast
192.168.168.255
f  e80: : 207d:8f8d:dc 6b:87
192.168.168.255
255.255.255.255

5 1.01^520000
6 1.014632000
7 1.017064000
8 1.017070000
9 1.017985000

10 1.017992000
11 1.037781000
12 1.353668000
13 1.978201000
14 2.103777000
15 2.136231000

» Prane 1: 520 bytes on wire (4160 b its ) , 520 bytes captured (4160 bii 
■ Ethernet I I ,  Src: O e Il_ td :86:63 (a4:ba:db: ) ,  05t: Dcl1_c3:c:
*• internet protocol version 6, src: f«80::8db:54f5:2878:16ff (feso : 8d 
► User [Datagram Protocol. Src Port: s*dp C1900). D>t Port: 52004 C5200•

T .( .א . . .
db t d 8b 63 86 dd 60 00
00 00 00 00 00 00 08 db
00 00 00 00 00 00 20 7d
cb 24 01 d2 b2 3c 48 54
30 30 20 4f 4b Od Oa 53

0* be d‘J  c i  c7 9a a4 ba
00 00 01 d2 11 80 fe  80
54 f5 28 78 16 f f  fe  80
8f 8d de 6b 87 99 07 6c
54 50 2f 31 28 31 20 32

9  Broadcom NeeLmlc (IM) Gigabit Ethernet Dri... Packets: 2808 Displayed: 2808 Marked: J

http://www. wire shark, org
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Sniffing Tool: W ireshark  (C ont’d)
Source: http://www.wireshark.orR

The following Wireshark screenshots show details such as source, destination, protocol used, 
length, etc. of the captured packets on the network.

id Wireshark: Filter Expression • Profile: Default

F.ctd name Relation Value [Protocol)
is present

lWapci lEC 60670-5• 104-Apo ש == Predefined .aluev
S  ICWjsdu • ■EC 60870• 5-104• Asdu
Pro-MPEG Code of Practice *3 relea ־ dp0rityfecש 2
ffl 3C0MXNS-3Com XNS Encapsulation
GPP2 A11 • 3GPP2 A11ש 3 ־>
it 610WPAN • IPv6 over IEEE 802.15.4 <=
E 802.11 MGT • IEEE 802.11 wireless LAN managem■ contains
G 802.11 Radiotap - IEEE 802.11 Radiotap Capture h. matches
15 8012.3 Slow protocols - Slow Protocols
E  SP - Plan 9 9P
ft! A-bis OML - GSM A-bis OML

AAL1 - ATM AAL1 v 
>

Range !c'fsctkngth)

I - I
QK £ancel

kf Coptunng from Broadcom Netlinic (TM) Gigabit Ethernet Driver \Dcvice\NPF_(E4Cl 1818 4567 48E5 8DDA AD123C07CEA6I . H־ ־
£.lr lit  ¥«*. fio 2*ptw׳e -nW/re Sutnticv Telephonj; Jooh Jnternah be Ip
i» «  *  *  m i G x s a  |b ] m  q a ט  a יי א<.y *
r*m (ipfauion... CIm) Apply S*v»

fe t.itm Seurc• OMination ______________Protocol lanqth wfo__________________
2 0.60 נ6;2000 192.168.168.170 192.168.168.255 WBNS 92 Naat query sb «pao<oo>

5 1.014S20000
6 1.014632000
7 1.01T06400Q

192.168.168.170 224.0.0.252 llvkr 
fe80::50bd:d836:74cd:2efe ff02::l:3 iivnr
192.168.168.170 224.0.0.252 LLWNR 
fe80::207d:Sf80:de6b:8799 ff02::C SSOP

6a Standard query 0x79c2 
84 standard query 0*79c2 
64 standard query 0x79c2 

181 H-SC.AACM * HTTP/l. 1

a «pa< 
a «-pac 
a Mpac

9 1.01’9•5000 
10 1.01’992000

f«80::207d:8f8d:d«6b:8799 ff02::C 5SOP 
192.168.168.73 239.255.255.250 SSOP

179M-SCAJKH * HTTP/1.1 
165 M-SEABCH ״ MTTP.1.1׳

12 1.JSi6*5002
11 14־520100:

192.168.168.170 192.168.168.2SS MBNS 
f •80::8db:54f5:2878:16ff f«80::207d:8f8d:d«6b:8799 SSDP

92 ware query s8 mPA1><00> 
520 HTTP/1.1 200 OK

1' 2.103777000
is 2.136 ג3100כ

192.168.168.170 192.168.168.255 VBNS 
192.168.168.31 255.255.255.255 DB-LSP

92 Nir« query vs *pajxOO>
320 Dropbox lan sync Discovery Pr

>
• frane 1: S20 bytes on wire (4160 bits), 520 bytes captured (4160 bits) on Interface 0
. inter ח•t protocol version 6, src: f«80::8db:54f5:2878:16ff (f*80::8db:SdfS:2878:16ff), ost: f»80::207d:8f8d:d«6b: 
• user oatagra* Protocol, src Port: ssdp (1900), ost port: S2004 (52004)

>
OOOO d; b« d» c3 c7 9a a4 ba db fd 86 63 86 dd 00 00 .................c. .\0010 00 00 01 cO 11 80 fe 80 00 00 00 00 00 00 08 db ........................
0020 54 f 5 28 7* 16 ff fe 80 00 00 00 00 00 00 20 7d T. (x...............  )
0010 54 SO 2f 31 2• 31 20 32 30 30 20 4f 4b Od Oa S3 TP/1.1 2 00 OK..S
0  6'«*4<cm Nett•* (TMJ trheme* . P«<keH ;808 DitpUyed: 2 8 0 8 0 N ieM aM

FIGURE 8.49: Wireshark Screenshot
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C EH
(•rtifwd Ilk ><41 H״.W,

Follow TCP Stream in W ireshark

 
•1

1 loan- SJt Nov 1! » : ■״ ״ » r <'*>J ,r lm  “ * '2,"0■', י
1999 » ־ ״ » ־ « .*

M1loat 10 0> f ro~ Ttw pra1tt<v*1y 5*clt# Unix-1 Ikl 0p*rat1n<j syst••.

 ,־י■-״־• «:
! ! *‘47י

"  Wnettocbd pcop ־jg T T r r—
E“  50 82’ ""4״ ""׳ 5“״*  “  ! D«ea .

p Mi( vs• ir* snw uu  1 ui I 111ץ I I ,,'V ' i
Ufcr* r»p<rt1ng 1 5«j-j . p #«* try tO repTOCUCe It With the latestvtnian t *  £«« «rזי  ̂ tuc rtpxts, pi««* try to «nsur« that *-***? 1-ftrfcitian :0 r«proajce th« prociw is *nclosed, arid if  a

 ... >Tt1n« 01t ג«
w  TtlnM OJti .. .
« . } ■ - iu x -11 > t(1 w  lace 
W Telnet Data .. .
« telnet > j»-1M 
91 T#lr#t Oiti .. .

130 Telnet cut נ .. .
« 1 # l w  >
M T*ln»t 5*ta .. .
7$ Tain* CMt• .. .
«« t*ln»r -  la |a£C

■ו► «*!
Ma l«C(

192.X68.0
3 0.002572 192.166.0.2
4 0.004100 192.168.0.2

י 0.150335 192.168.0.1
6 0.15040? 192.16*0.2 19:. 168.0.1
7 0.150574 192.168.0.2 19:.166.0.j
8 0.151946 1 92.168.0.1
9 0.155057 192.168.0.1

10 0.15186S 192.168.0.2
110.154984 1 92.168.0.1
12 0.155577 102.16*.0.1
13 0.155656 192.168.0.2
14 0.150046 192.168.0.1
15 0.159016 192.168.0.1
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£ p /  Follow TCP Stream  in W ireshark
Source: http://www.wireshark.org

Wireshark allows you to see the data from TCP port with its feature known as "Follow tcp 
stream". With this tool you can see the tcp data in the same way as that of the application 
layer. Using this you can find passwords in a Telnet or make sense of a data stream.

To see the TCP stream, select a TCP packet in the packet list of the stream/connection you are 
interested in and then select the Follow TCP Stream menu item from the Wireshark Tools 
menu. Wireshark displays all the data from TCP stream by setting an appropriate display filter. 
The stream content is displayed in the same sequence as it appeared on the network. It allows 
you to see the captured data in ASCII, EBCDIC, HEX Dump, C Arrays, Raw formats.

Ethical Hacking and Countermeasures Copyright © by EC-C0UnCil
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Follow TCP Stream
Strum Content

1.8)1 I u  • M ־U  telnet-cookedpcap [Wireshark 1 .8.2 (SVN Rev 44520 from /trunk
frle [dat tfcw Qo £«pture An«ly:c $Uti1tK1  Telephony Iool» Internet* bdp

I M I I I  B B X 0 S  Bis q  ̂q
.4. . S.

. .  bam. z i n g . o r g : 0 . 0 . . . . . . DISPLAY.baS..................# ............*.................................9 6 0 0 ,9 6 0 0 .
it. 21n g .o r g : 0 .0 .............x t e r m -c o lo r ....................
openB SD /i 586 ( o o f )  ( t t y p 2 )

Password revealed 
in TCP Stream

W h BUgt M I HI IVIHI.
) r ep ro d u ce  i t  w ith  t n e  l a t e s t

.............L ast lo g in :  s a t  nov 2 7  2 0 :1 1 :4
w arn in g: no K erberos t i c k e t s  I s su e d .  
OpeneSD 2 . 6 ־ b e ta  (OOF) #4 : Tue O ct 1

welcom e t o  OpenBSD: The p r o a c t iv e ly

p le a s e  u se  th e  s e n d b u g ( l)  u t i l i t y  t o  Bugs in  —
B e fo r e  r e p o r t in g  a b u g . p l e a s e  t r y  t o  rep ro d u ce  i t  w ith  t n e  l a t e s t  
v e r s io n  or th e  co d e , w ith  bug r e p o r t s ,  p le a s e  t r y  t o  e n su r e  th a t  
enough in fo r m a tio n  t o  rep ro d u ce  t h e  problem  i s  e n c lo s e d ,  and i f  a 
known f i x  fo r  i t  e x i s t s ,  in c lu d e  th a t  a s  * e l l .

S / s b ln /p ln g  www.yahoo, con
PING www.y a r o o .con  ( 2 0 4 .7 1 .2 0 0 .6 7 ) :  56 d a ta  b y te s  
64 b y te s  from  2 0 4 .7 1 .2 0 0 .6 7 :  icm p _ seq -0  t t l - 2 4 1  t in e - 6 9 .8 8 5  a s
64 b y te s  from  2 0 4 .7 1 .2 0 0 .6 7 :  ic m p _ se q -l t t l - 2 4 1  t in e - 7 3 .5 9 1  ms
64 b y te s  from  2 0 4 .7 1 .2 0 0 .6 7 :  icm p_seq«2 t t l - 2 4 1  t1 m e-7 2 . 302 ms
64 b y te s  f r o n  2 0 4 .7 1 . 2 0 0 .6 7 :  1cm p_seq-3 t t l - 2 4 1  t1 m e -7 3 .4 9 3  ms
64 b y te s  fr o ■  2 0 4 .7 1 .2 0 0 .6 7 :  1cm p_seq-4 t t l - 2 4 1  t im e - 7 5 .068  ms
64 b y te s  fr o n  2 0 4 .7 1 .2 0 0 .6 7 :  icm p _seq -5  t t l - 2 4 1  t in e - 7 0 .2 3 9  ms

. —  www.yahoo.com  p in g  s t a t i s t i c s  — - 

Entire (onw M tnn (1634 bytes)

Filter Up.1t/c4m eq 0 v ]  Ejpr»»on_. Clear Appty J

a m i Source Protocol
1 0.000000 1 9 2 .1 6 8 .  0• 1

74 t e ln e t" " * 3 a  *i mage14 ־^
3 0.002572 1 92 .168 .0 .2 192 .1 68 .0 .1 TC V 66 3n-image-1 ■1 > t e ln e t
4 0.004160 192 .1 68 .0 .2 192 .1 68 .0 .1 TELNET 93 T e ln e t  o a ta  . . .
5 0 .1 5 0 3 3 5 1 9 2 .1 6 8 .0 .1 1 9 2 .1 6 8 .0 .2 TELNET 69 T e ln e t  Data . . .
6 0 .1 5 0 4 0 2 1 9 2 .1 6 8 .0 .2 1 9 2 .1 6 8 .0 .1 TCP 66 3m -im age-lm  > t e l n e t
7 0 .1 5 0 5 7 4 1 9 2 .1 6 8 .0 .2 1 9 2 .1 6 8 .0 .1 TELNET 69 T e ln e t  D ata  . . .
8 0 .1 S 1 9 4 6 1 92 .168 .0 .1 1 9 2 .1 6 8 .0 .2 TCP 66 t e l n e t  > 3n-1aage-1m
9 0 .1 5 3 6 5 7 1 9 2 .1 6 8 .0 .1 1 9 2 .1 6 8 .0 .2 TELNET 91 T e ln e t  D ata  . . .

10 0 .1 5 3 8 6 5 1 9 2 .1 6 8 .0 .2 1 9 2 .1 6 8 .0 .1 TELNET 130 T e ln e t  Data . . .
11 0 .1 5 4 9 8 4 1 9 2 .1 6 8 .0 .1 1 9 2 .1 6 8 .0 .2 TCP 66 t e l n e t  > 3 a -1 a a g e ־ lm
12 0 .1 5 5 5 7 7 1 9 2 .1 6 8 .0 .1 1 9 2 .1 6 8 .0 .2 TELNET 84 T e ln e t  D ata  . . .
13 0 .1 5 5 6 5 6 1 9 2 .1 6 8 .0 .2 1 9 2 .1 6 8 .0 .1 TELNET 75 T e ln e t  D ata —
14 0 .1 5 6 6 4 6 1 9 2 .1 6 8 .0 .1 1 9 2 .1 6 8 .0 .2 TCP 66 t e l n e t  > 3 m -in age-lm
15 0 .1 5 9 0 1 6 1 9 2 .1 6 8 .0 .1 1 9 2 .1 6 8 .0 .2 TELNET 90 T e ln e t  D ata  . . .

End Save As Ennt ASCII E8CDIC Hex Dump CArreys &  Raw

Filter Out Th« Stream

• Frame 1 :  74 b y te s  on w ir e  (5 9 2  b i t s ) ,  74 b y te s  ca p tu red  (5 9 2  b i t s )
• E th ern e t I I ,  S rc : L i t e -O n c _ 3 b :b f: fa  ( 0 0 : a 0 : c c : 3 b : b f : f a ) , D st: w e s te r n 0 _ 9 f:
• I r t e r n e t  P r o to c o l v e r s io n  4, s r c :  192.168.0.2 (192.168.0.2), D st: 192.168.
• Tra w tsslon control Protocol, arc Port: 3«-1«age-l■ (1550), Dst port: tel

.< F <4 .9 . S..............
00  00  CO 9 f  ao 97 00 ao c c  3b b f f a  08 00  45 10
00  3c 4 6  3c 40 00  40 06 73 l c  cO 48 00 02 cO a8
00  01 06  Oe 00 17 99 cS  aO ec  00 00  00 00 aO 02
7d 78 eO a3 00 00  02 04 05 b4 04 02 08 Oa 00 9c
27 24 00  00  00 00  01 03 03 00

oooo
0 010
0020
0030
0040

) t *  File ־C:\U«*f*\»<Jm1n'Deslrtop\te»net-«x>lre.. P*ctatc 92 Ditplaytd ProMr Default

FIGURE 8.50: Wireshark TCP Streaming Screenshot
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Display Filters in Wireshark C EH
Display filters are used to change the view of packets in the captured files

Display Filtering by Protocol

Example: Type the protocol in the filter box; arp, http, tcp, udp, dns, ip

Monitoring the Specific Ports M▼
e tcp.port==23
0 ip.addr==192.168.1.100 machine ip. addr==192 .168 .1.100 & s tcp .port=23

&Filtering by Multiple IP Addresses
ip .a d d r  == 1 0 . 0 .0 .4  o r 
ip . ad dr == 1 0 . 0 . 0 . 5f

Filtering by IP Address

ip .a d d r  == 1 0 . 0 .0 .4

Other Filters
W ip.dst =  10.0.1.50 && frame .pkt_len > 400
9 ip.addr =  10.0.1.12 && icanp && frame.number > 15 && frame.number < 30 

ip. src=205 .153 . 63. 30 or ip.dst^205 .153 . 63 . 309
Copyright © by EG-C0HGil. All Rights Reserved. Reproduction is Strictly Prohibited.

D isplay  F ilte rs  in  W ireshark
Source: http://wiki.Wireshark.com

Wireshark features display filters that allow you to filter the traffic on the target network by 
protocol type, IP address, port, etc. If you filter by protocol type, it first captures the traffic, 
then filters and displays only the traffic coming from the selected protocol. This is useful when 
you want to monitor the traffic coming from a specific protocol rather than monitoring all the 
traffic. To set a filter, type the protocol name, such as arp, http, tcp, udp, dns, ip ,etc. in the 
filter box of Wireshark. You can set multiple filters at a time to sort out data you want.

Following are the various ways to filter traffic on network using Wireshark.

Using Wireshark, traffic can be filtered in various ways. To filter the traffic on network by 
protocol, IP address, or ports, type the respective command in the filter box:

9 Filtering by Protocol: arp, http, tcp, udp, dns

9 Filtering By IP Address: ip.addr == 10.0.0.4

9 Filtering By Multiple IP Addresses: ip.addr == 10.0.0.4 or ip.addr == 10.0.0.5 

9 Monitoring Specific Ports: tcp.port==443 

9 Multiple filtering:
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9 ip.addr==192.168.1.100 machine ip.addr==192.168.1.100 && tcp.port=443 

© Other Filters:

9 ip.dst == 10.0.1.50 && frame.pktjen > 400

Q ip.addr == 10.0.1.12 && icmp && frame.number > 15 && frame.number < 30 

9 ip.src==205.153.63.30 or ip.dst==205.153.63.30.
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Additional Wireshark Filters CIE H

Sets a filter for the HEX values of 
0x33 0x27 0x58 at any offset

udp contains 33:27:58

Displays all retransmissions in 
the trace

tcp.analysis. retransmission

Masks out arp, icmp, dns, or other 
protocols and allows you to view 
traffic of you interest
!(arp or icmp or dns)

Displays all TCP resets

tcp.flags.reset==l

Displays all HTTP GET requests

http.request

Displays all TCP packets that 
contain the word 'traffic'

tcp contains traffic

Copyright © by EC-C0HCil. All Rights Reserved. Reproduction is Strictly Prohibited.

A dditional W ireshark  F ilte rs
Source: http://wiki.Wireshark.com

In addition to the filters discussed previously, Wireshark features additional filters that allow 
you to filter the traffic by specific TCP reset field, http request, specific keyword, etc. The 
additional Wireshark filters and the respective entry in the filter field are as follows:

9 Filtering by TCP resets: tcp.flags.reset==l

9 Filtering by HTTP GET requests: http.request

0 Filtering by TCP packets that contain the word 'traffic׳ : tcp contains traffic: this type of 
filter can be used when you want to search specific string or user ID

Q Sets a filter for the HEX values of 0x33 0x27 0x58 at any offset: udp contains 33:27:58

9 Filtering by retransmissions in the trace: tcp.analysis.retransmission: This filtering helps 
you when tracking down slow application performance and packet loss
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CascadePilot provides a graphical console for high-speed packet analysis

L  i i  W  H n
I I f f ? 7 13

1 / /  / / /  R -

ZTrztyב -L K• * j f *  * a a v r f i  , c s r s i - . c l cClCŶ־ : I 67 1C-(

Sniffing Tool: C ascade Pilot
Source: http://www.riverbed.com

Cascade Pilot is a packet analysis tool that helps you to analyze multi-terabyte packet 
recordings on remote Cascade Shark appliances, Virtual Cascade Shark, and Steelhead WAN 
optimization products without having to transfer large packet capture files across the network. 
Attackers can use this tool to analyze traffic streams to capture sensitive data packets. Besides 
packet analysis and capture, it can also be used for performance monitoring, flow collection, 
packet inspection, etc. It allows you to isolate and identify the traffic of interest. It also allows 
you to see and analyze long-duration local and remote traffic statistics by moving back in time. 
The following are screenshots taken while performing traffic analysis of a network.
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Sniffing Tool: Tcpdump/Windump C EH
Urtifi•* ItliK4I MmU*

TCPdump is a command line interface packet sniffer which runs on Linux 
and Windows

WinDump

Runs on Windows systems

TCPDump

Runs on Linux and UNIX systems

?1:1* 51.1?’2J0 I»6 •  lN^SSUOolMl.546 1: ׳  ;>.S4\■ so lic it
21:1• 54. <0:711 If  «XK-L)0QN]HUIt9N. < JM« » nsl.«X w n«.in.S l 20S44•[ 21. M S4. 57:2*6 IfO »sn׳m33rlck4k41 . 540 1102 ׳. . I ..54 .׳' . ti'icpO ftOllCtt

Xr M1,MMrat.ln.lI > wtn i KQsiwninJM. 6)•!• 20*44 nxo«m4»
1r6 ■1N-L)1QNJ»«31»9M.60926 ► ff02: :1:1.5115 JD». 1«n«lh *0 :n> «:n* ssilcic4k41 > rr02: :1 :ffat>: J055: xav6. neighbor
*J h«» mIN-IM)•• )•«!*<»«, lonut)• 12I►• WIN LM)MkA3RtM • ff02! !1 .**U'. 2bOa! IC*>6. nc’ghbor
!0 has M1N-MS5ELCK4K41. lenoth )2
X»6 WN WSSIICK4K41.5J5S > MS-LttJMJ««lR9P. 6J9J6: uor. UnftK
1*6 w!N MS5eLCK4K41 . WIN t.M3»«)WKM9M I XCH’6. neighbor

t'dililni47“*4 21: M 54.67*1:) Ĵ:>» S4.*/*»i» 
21!(■ s4.«a«i02
!tlU'U'iSSi:?in
21 • 16 S4.M03:] 

:1• 54.6*64)2 1

i:(rO) (0*1 unfcroiin)
2l^vr 54

http ://www. winpcap. org
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http://www.tcpdump.org

Sniffing Tool: T cpdum p/W indum p 

&=_ Tcpdum p
a ~

Source: http://www.tcpdurnp.org

Tcpdump is a command-line packet analyzer. This tool allows you to intercept and display 
TCP/IP and other packets being transmitted or received over a network. It runs on Linux and 
other UNIX-like operating systems.
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Command Prompt
tcpdump -i ethO
1 3 : 1 3 : 4 8 .4 3 7 8 3 6  1 0 . 2 0 . 2 1 . 0 3 . r o u t e r  >  R IP 2 -  
ROUTERS. MCAST.NET. r o u t e r :  RIPv2
1 3 : 1 3 : 4 8 .4 3 8 3 6 4  1 0 . 2 0 . 2 1 . 2 3  >  1 0 . 2 0 . 2 1 . 5 5 :  1r m p  RTP5-
ROUTERS .MCAST.NET udp
13:13:54.947195 vmtl. oridicott. juggyboy. com. routor > RIP2 
ROUTERS.MCAST.NET. xou
1 3 : 1 3 : 5 8 .3 1 3 1 9 2  : :  >  f f 0 2 : :  1 : f f 3 0 : 1 1 :  1cn p 6 : n e ig h b o r  s o l :  who h a s  
t e 8 0 :  :
1 3 : 1 3 : 5 9 .3 1 3 5 7 3  f e 8 0 : : 2 6 f : 5 a 0 0 : 1 0 3 :11  >  i p v 6 - a l l r o u t e r s : ia n p 6 :  
r o u t e r  s o
1 3 : 1 4 : 0 5 .1 7 9 2 6 8  : :  >  f f 0 2 : : 1 : ffO O :1 4 : ic n p 6 :  n e ig h b o r  s o l :  who h a s
fe80: :
13:14:06.179453 fo80::26£:5a00:103:14 > Lpv6 allrouters: icmp6: 
router so
13:14:18.473315 10.20.21.55.router >  RIP2- 
ROUTERS .MCAST. NET. router: RIPv2
1 3 : 1 4 : 1 8 .4 7 3 9 5 0  1 0 . 2 0 . 2 1 . 2 3  >  1 0 . 2 0 . 2 1 . 5 5 :  l e a p :  R IP 2-  
R0UTERS.I4CAST.NET udp
1 3 : 1 4 : 2 0 .6 2 8 7 6 9  1 0 . 2 0 . 2 1 . 6 4 . f i l e n e t - t a s  >
btvdnsOl. srv. juggyboy. oom.domain: 49
13:14:24.982435 vmtl.ondicott.juggyboy.com.router > RIP2- 
ROUTERS .MCAST. NET. rou

FIGURE 8.52: Tcpdump

W indump
Source: http://www.winpcap.org

WinDump is the Windows version of tcpdump , the command-line network analyzer for UNIX. 
It can be used to watch, diagnose, and save network traffic to disk according to various complex 
rules. It has almost the same functionality as that of tcpdump except that it runs on Windows 
systems.

“ A d m in istra tor  C om m and Prom pt WINOUMP^XE •*2

C:\>windunp.exe ־ D
1.\Device\NPF_<lClAA64?-FED6-4SA&-82SFA9S89DlBD239> <«S Tunnel In te r fa c e  D r iv e r>
2.\Device\NPF_<4AlS01CE-BABA-4AC6-9EC6-29CFC37D8C7S> < In te l DC2114B PCI Pas t E th  
e rn e t A d ap te r)

C:\M JINDUM P.EXE - i  2 >c :\w induw p .tx t
UINDUf1P.EXE: l is t e n in g  on \Deuice\NPF_<4A1501CE0־ ABA 4A C 6 ־9 EC 6 2 9 ־ CFC37D8C?S>

w •odun1p .txt N otepad

Fie Edit Format Vkew Hdp

123:58:53.577220 IP6 WIN-MSSELCK4K41.546 > ff02 : : 1:2 . 547 : dhcp6 S0Hdt I23:58:54.402733 IP WIN-LXQN3WR3R9M.63888 > nsl.beamnet.1n.53: 20844+[I domain]
23:58:54.577298 IP6 WIN-MSSELCK4K41.546 > ff02::1:2.547: dhcp6 solicit 
23:58:54.678806 IP nsl.beamnet.in.53 > WIN-LXQN3WR3R9M.63888: 20844 Nxoomain[!domain]
23:58:54.679325 IP6 WIN-LXQN3WR3R9M.60926 > ff02::1:3.5355: UDP. length 90 23:58:54.679959 IP6 WIN-MSSELCK4K41 > ff02::1:ffdb:3055: ICMP6. neighbor 
solicitation, who has w1n-lxqn3wr3R9w , length 3223:58:54.680102 IP6 WIN-LXQN3WR3R9M > ff02::l:ff34:2b9e: ICMP6, neighbor solicitation, who has WIN-MSSELCK4K41, length 32
23:58:54.680371 IP6 WIN-MSSELCK4K41.5355 > WIN-LXQN3WR3R9H.60926: UDP, length 
19123:58:54.680373 IP6 WIN-MSSELCK4K41 > W1N-LXQN3WR3R9M: 1CMP6, neighbor 
advertisement, tgt is WIN-MSSELCK4K41, length 3223:58:54.680452 IP6 WIN-LXQN3WR3R9K > WIN-MSSELCK4K41: 1CHP6, neighbor 
advertisement, tgt is w1n-lxqn3wr3R9k , length 3223:58:54.680726 IP WIN-LXQN3WR3R9M.49495 > 224.0.0.252.5355: UDP, length 90 23:58:54.681128 arp who-has WIN-LXQN3WR3R9M tell WIN-MSSELCK4K41 
23:58:54.681196 arp reply WIN-LXQN3WR3R9M is-at 00:15:5d:a8:6e:03 (oui unknown) 
23:58:54.681402 IP WIN-MSSELCK4K41.5355 > WIN-LXQN3WR3R9M.49495: UDP, length 
191 zi

FIGURE 8.53: Windump
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Packet Sniffing Tool: Capsa r CII
Network Analyzer

Capsa Network Analyzer captures all data transmitted over the network and provides a wide range 
of analysis statistics in an intuitive and graphic way

Copyright © by EG-Giancil. All Rights Reserved. Reproduction is Strictly Prohibited.

P acke t Sniffing Tool: C apsa  N etw ork A nalyzer
Source: http://www.colasoft.com

Capsa Network Analyzer is a network monitoring tool that captures all data transmitted over 
the network and provides a wide range of analysis statistics in an intuitive and graphic way. It is 
even used to analyze and troubleshoot the problem that has occurred (if any) in the network. It 
is also able to perform reliable network forensics, advanced protocol analyzing, in-depth packet 
decoding, and automatic expert diagnosing. It helps you detect network vulnerabilities. 
Attacker can use this tool to sniff packets from the target network.

httPS/*ww.colosoft.

M*•. »*״,״!

UVtn ־u>M1a ..

Features:

Q Real-time capture and save data transmitted over local networks, including wired 
network and wireless network like 802.11a/b/g/n

9 Identify and analyze more than 300 network protocols, as well as network applications 
based on the protocols

0 Monitor network bandwidth and usage by capturing data packets transmitted over the 
network and providing summary and decoding information about these packets

9 View network statistics at a single glance, allowing easy capture and interpretation of 
network utilization data
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9 Monitor Internet, email, and instant messaging traffic, helping keep employee
productivity to a maximum

9 Diagnose and pinpoint network problems in seconds by detecting and locating
suspicious hosts

9 Map out the details, including traffic, IP address, and MAC, of each host on the network,
allowing for easy identification of each host and the traffic that passes through each

9 Visualize the entire network in an ellipse that shows the connections and traffic
between each host

1 •>».< Antivcfotw1) Cum ל t׳»v «■ p  p ® ■ ™
| r  I  »  j • t כ ג■5 

M p a C . . * > . T C * n * U cy •>*u»־

5 *  * ’
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C EHNetwork Packet Analyzer: 
OmniPeek Network Analyzer

J  OmniPeek sniffer displays a Google Map in the OmniPeek capture window showing 
the locations of all the public IP addresses of captured packets
This feature is a great way to monitor the network in real time, and show from where 
in the world that traffic is coming

h ttp://www. wild packets, com

Copyright © by EG-Giancil. All Rights Reserved. Reproduction is Strictly Prohibited.

N etw ork P acket A nalyzer: O m niP eek  N etw ork 
A nalyzer

Source: http://www.wildpackets.com

OmniPeek Network Analyzer gives you real-time visibility and expert analysis of each part of 
the target network. This tool allows you to analyze, drill down, and fix the performance 
bottlenecks across multiple network segments. Analytic plug-ins provide targeted visualization 
and search abilities within OmniPeek. Google Map Plug-In enhances the analysis capabilities of 
OmniPeek. It displays a Google map in the OmniPeek capture window that shows the locations 
of all the public IP addresses of captured packets. This feature allows you to monitor the 
network in real time, and shows from where in the world that traffic is coming. Attackers can 
use this tool to analyze the network and inspect the packets in the network.
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FIGURE 8.55: OmniPeek Network Analyzer Screenshot
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Network Packet Analyzer: 
O bserver C EH

Observer provides a comprehensive drill-down into network traffic 
and provides back-in-time analysis, reporting, trending, alarms, 

application tools, and route monitoring capabilities

h ttp://www. net in st. com

Copyright © by EG-Giancil. All Rights Reserved. Reproduction is Strictly Prohibited.

N etw ork P acket A nalyzer: O bserver
Source: http://www.netinst.c01n

Observer Standard provides first-level network analysis including real-time packet captures 
and decodes, filtering, real-time statistics, triggers and alarms, trending, and more across 
multiple topologies (LAN, wireless, and gigabit). You can use this tool to perform network 
analysis and capture network packets. It allows you to perform network monitoring across 
topologies, locations, and technologies.

00

״ ״ s! s !i !!״״  ij!! “ |r§ 8 8 ןךןר !! ״ ^;U 
iia aSsSSKsH SSSsiisiigii tev.:.::

FIGURE 8.56: Observer Screenshot
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C EHNetwork Packet Analyzer: 
Sniff-O-Matic

Sniff-O-Matic is a network protocol analyzer and packet sniffer that captures network 
traffic and enables you to analyze the data

1-1° ■Sniff - O - Matic 1.07 Trial Version
File Captwe Options Hdp

► I* Ml '.".'*in F+<T׳»-V־cr* =!

 C Iל 'dh = 2־־tesow Le• •״
#* T̂ >e Of Service • CkOO 
** Tolal l«n#1 - 95 
O ttvrrtfcafen : 0£42S 
P  (teg*.MX)*י *faj״«rT trlKH - >0כיי 
o Tr»T0Lv« 56־
M Ptetoosl •C(TO^(3
p  SouwIP* 173191.*22 
|p >4 ip - ו000ב  
TCPH#a*>׳
•  Souw Pofl * 44J (HTTPS) 
O falmdton Pod • 1M0 
M Soq Nunb« * bA»A5ACE 
** ACKN1r*«r-&<tf4CT«13 o 0׳*wt - 5 {20 MM)
W nagisIklB ** Wrd>»» S2e • ̂555ג 
0  Checkeun • 0&D08

לו3 00 01 1 נ נג   as
I 8 0לC EC 7C 1A 03 IKy
1 12 SS 36 IE  CD 20 K.7

E6 S3 1X  92 «0 ■ L .

i4 25 00 00
01 SB 04 10 
SO OB 00 00 
B1 89 95 01
02 B6 C2 &S

90 «י 79 75

45 00 00 5F 
0A 00 00 02 
30 18 r r  r r  
6C 40 79 90 
4B DA 3r 12 
01 <2 fS  S2

Features
Capture IP packets on your 
LAN without packet loss

Monitor network activity 
in real time

Filters to show only the 
packets you want

Realtime checksum 
calculation

Save and load captured 
packets

Traffic charts with filter 
info

h ttp :// w w w .k w a k k e lfla p .co m
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K gV  N etw ork P acke t A nalyzer: Sniff-O-M atic
Source: http://www.kwakkelflap.com

Sniff-O-Matic is a network protocol analyzer and a packet sniffer. It allows you to capture 
network traffic and enables you to analyze the data. It gives detailed information about packets 
in a tree structure or raw data view of the packet data. It allows you perform many more 
activities such as:

0 Capture IP packets on your LAN without packet loss

0 Monitor network activity in real time

0 Filter to show only the packets you want

© Real-time checksum calculation

0 Save and load captured packets

0 Autostart capturing and continuous capture
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Sniff - O - Matic 1.07 Trial Version

U| Q|«| Cj !ב Yj
File Capture Options Help 

►  | v  ■* | Hype*־V Vitual E thernet Adapter 02

j a ]  ®  IP Header f־־\ O  Version • 4
«  Header Length ■ 5 (20 bytes) 

EB ** Type Of Service ■ (kOO 
•  Total Length » 95 

Went**cation • (k6425 
ffl P  Flags - OcOO 
I 4* Fragment offset ■ (kOOOO 
j— 0  Troe To Live « 56 

O  Protocol * 6 (TCP)
0  Header Checksum - &42SA P Source IP ■ 173 194 36 22 

 p Dest IP « 10.0.02 י
9  TCP Header 

v  ! e  Source Port « 443 (HTTPS) 
O  Destnation Port - 1040 
f f  Seq Number ■ (kA39A5AEE 

A R  ACK Number » Qc6E4E5413 
I— < > Offset ■ 5 CO bytes)

EB P  Flags ■ 0*18
o  Wndows S 2e - 65535 
(3  Checksum - &5D06 
«  Urgent Porter • (kOOOO 

9  Data
e  Data length ■ 55

-him //WWW kwakkeMac cm

Packet Souce Destination Size Piotocol Tine Port tic
■ י 173 1 94 36 22 10002 109 TCP 08/30/1214 48 17 443 m

2 1a a a 2 173 1 94 36 22 54 TCP 08/30/1214 4818 1040
3 1 0 002 202538.8 70 UDP 08/30/1214 4818 51389
4 74.12&31.189 1 8 002 109 TCP 08/30/1214 4818 443
5 1a a a 2 2025388 77 UDP 08/30/1214 4818 58113
6 1a a a 2 74 125 31.189 2868 TCP 08/30/1214 4818 1050
7 2025288 10.00.2 129 UDP 08/30/1214:4818 53
8 74125.31 189 1 0 002 54 TCP 08/30/1214:4818 443
9 7412S31 189 10.002 54 TCP 08/30/1214 4818 443
10 74.125.31 189 18002 109 TCP 08/30/1214 4819 443
11 1a a a 2 74125.31.189 54 TCP 08/30/1214:4819 1050
12 74.125.31.189 10.0.0.2 109 TCP 08/30/1214:48:19 443
13 2025aa8 10.0.0.2 130 UDP 08/30/1214:48:19 53

< | III

0X0000 45 00 00 5F 64 25 00 00 38 06 42 9A AD C2 24 16 E .._ < d% . . 8 . 3 . . . $
0X0010 0A 00 00 02 01 B B  04 10 A3 9A 5A E E 6E 4E 54 13 . . . 7 ............. Z . nNI
0X0020 50 18 r r F F 5D 0B 00 00 17 03 01 00 32 32 E7  AD P . . . 1 .............. .2 2  .
0X0030 6C 4D 79 9D B1 B9  95 D1 62 FD 70 8E EC ל C 1A 03 lM y . . . . • b .p . . 1
0X0040 4B DA 3F 12 02 B6  C2 55 BD A0 12 55 36 I E  CD 20 K . ? . . . . U . . . U 6 . .
0X0050 01 62 F3 D2 90 86 79 75 F3 70 E6 33 1A 92 60 . b . . . . y u . p . 3 . .

1 /206

FIGURE 8.57: Sniff-O-Matic Screenshot
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C EHNetwork Packet Analyzer: JitBit 
Network Sniffer

- N etw ork P acket A nalyzer: JitBit N etw ork Sniffer
Source: http://www.jitbit.com

JitBit Network Sniffer is a network sniffer tool that allows you to monitor target network traffic 
and capture and view IP packets. It shows the captured IP packets in the list. You can view 
packet contents in text or HEX format. With the help of this tool, you can intercept and log the 
IP packets passing through NIC or wireless adapter. It decodes and analyzes packets according 
to the IP header specification. It allows you to filter content suspected of network traffic. The 
attacker can use this tool to analyze the traffic and capture the IP packets over the target 
network.
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M b *  H r )w ork  Sn iffer

Network Interface Intel 21 HO ■Based P a  Fast Ett* -

a  Network Sniffer

x י*י
Start Stop ◦ear

ln/0u1 Length I Piotocd 1 Sic Pat DedPort p r״ *  |
Vv In 78 UDP 2481 137 025705:151
* phi Fr ■■-־ ■יו‘ 1 '־( ׳  JM v:: \ ■■ 11 4־.י;י.«׳ H HI
® In 78 UDP 2482 137 02:5707:182
Jfc Out 185 UDP 137 2482 025707:182
vy In 78 UDP 2483 137 0257 09213
^;0ut 185 UDP 137 2483 0257 09213

1 Packets IPHeadei
Header length 5 
Version 4 
Service type: 0 
Totallength 185 
ID: 1574 
Offset 0 
TTL 128 
Protocol: 17 
Checksum 8201 
SrclP 1000.5 
Dest IP: 100.0.1

M  1 1 "II 11!
. CKAAAAA 

a a a a a a a a a a a a a a a a  
AAAAAAAAA. . I . . . .
. . . e. VI N- LX0N3VR 
3R9M . WORKGROUP 

I VI N LXQ 
N3VR3R9M___ ) ־ n

21
_

₪DBEEEQ0EEQ1
00A5 01FF 01AE 8400 
2043 4B41 4141 4141 
4141 4141 4141 4141 
4100 0021 0001 0000 
2D4C 5851 4E33 5752 
4F52 4B47 524F 5550 
0057 494E 2D4C 5851 
2004 0000 1550 A86E 0000 0000 0000 0000 0000 0000 0000 0000

09810000
4141
4141
494E
0057
0084
394D00000000
nnnn

m  0001 0000 1׳1׳0089
4141 4141 
4141 4141
0357 0065 
0004 3940 
20 2 0 2 0 2 0 
3352 5752 0000 00000000 0000 

nnnn nnnn

0000
4141
41410000
3352
2020
4E33
03000000
nnnn

FIGURE 8.58: JitBit Network Sniffer Screenshot

Ethical Hacking and Countermeasures Copyright © by EC-C0UnCil
All Rights Reserved. Reproduction is Strictly Prohibited.

Module 08 Page 1258



Exam 312-50 Certified Ethical HackerEthical Hacking and Countermeasures
Sniffing

Chat M essage Sniffer:
MSN Sniffer 2

%

•  0 * 0 a  9  j

eel:■ . i s t t t  r  • J
M *ort?

«J __________1 •J VM
•

I  J W V  M i  * י י  fnd«*

tm . 1m  too
■ • !• M  11
LxM *m \ 1

turn rou  •trm Vtg » «  ccnlwanc•’

J
NJ■ 4

J  MSN Sniffer 2 is a MSN 
chat cea tj״ ng arvd 
rpart arays'-s tool׳'

J  t  captu־es MSN chats 
a:*oss a!! co׳rpLte*s '׳n 
the s iiie  LAN, anayzes 
the׳r, arvd saves the׳r  
■nto a database fo* 
future analysis

r ׳
nttp̂ /iv w * com .׳

2=Tr.dly 'j !ג LUI• •=s-s£.c£crCccyn̂ : S by IC4־

r <  Chat M essage  Sniffer: MSN Sniffer 2
Source: http://www.msnsniffer.com

MSN Sniffer 2 is an MSN chat-capturing and impact-analysis tool. It captures MSN chats across 
all computers in the same LAN and analyzes and saves in a database for future analysis. It 
allows you to capture the chat messages of each conversations in real time. You can see all 
captured chat messages in a chat history file. Installing this tool on any one computer of the 
target network will capture all the MSN chat messages traveling on the network.
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1 *  MSN Sniffer 2 ־ Trial Version (30 days left■) |x ם|־|
File View Sniffer Help

o O  O 3
Capture Stogi Report Config Help About Register

פד
@ live.com  -- Thu Aug 30 23:25 :27  2012 :

at work?
Never drive faste r than your angels can fly! -־ Thu Aug 30 
2 3 :25 :55  2012 :

Yes
Never drive faste r than your angels can fly! — Thu Aug 30 
23 :26 :07  2012 :

very busy this Friday
(gllive.com — Thu Aug 30 23 :26 :16  2012 :

Yes, me too.
Never drive faste r than your angels can fly! ־־ Thu Aug 30 
2 3 :27 :00  2012 :

Are you attending the conference?
gllive.com ־־ Thu Aug 30 23 :27 :26  2012 :

I wish, I could skip that.

NUM

Local MSN Accounts
י  @Hive.com ( 10.0 .0 . 5)

J ±J

73

1
1
6

L5J

MSN packets: 
Local users: 

Conversations: 
Messages:

FIGURE 8.59: MSN Sniffer 2 Screenshot
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C EHTCP/IP Packet Crafter: Colasoft 
Packet Builder

Colasoft Packet Builder allows user to select one from the provided templates: Ethernet 
Packet, ARP Packet, IP Packet, TCP Packet and UDP Packet, and change the parameters in 
the decoder editor, hexadecimal editor, or ASCII editor to create a packet

L=-Lh■Colasoft Packet Builder

/ Y  Col a softly־GO Packet/^♦ <? ® 3? Bp
Move Down Checksum Said Send All A da peer About

if 0 ט x
Add Insert Copy Delete

Packet No. TJ $  P־cVc+lrt
ommaivB D H BNa Delta Ti._ | Source

64 Verr״l,Hdrr5.Lenr 46.1
6a Seqr000 כ00כ00ג , a< k- c
64 Src=0;Dtt^O,Len26־ :Ct

0.100000 0.0.00 
0.100000 0.0.0.00 
o.iooooc 000.00

B ~ V  Packet Tnfo:
g״|  Packet tfaaber: 000001
j #  Packet Length: €4
i &  captured Length: €0
l״g  Delta Tlxe 0.000000 Second

= ■• z) Ethernet Type I I [0/14J
j״W  Destination Address: FF:Fr:FF :r?:Fr:FF 10/Cl

© j ’ourcc Aodrcss: 00:00:00:00:00:00 16/C]
* #  Protocol 1 oxoeot 1ARP1 [12/2)

i  ^ AW׳ - Address Keiolution Protocol (M/2e|
i Hardware type: 1 (Ethernet14] ן 

:J *  Protocol Type !־• ! 0*0500
j j-״Q  Hardware Address Length: ( I l i / l ]
1 i 49 Protocol Aadraaa Length: 4 119/1)

j ~1V*’ 1 (AM Rvq
: Source Phyalca: 00 : 00:00 :00 :00 :0c \32 /6)
: • ^  Source IP : 0.0.0.0 [26/4]

T״UI Mb,!״*t ? f r  j t  r?  r r  FT 00 00 00 00 00 00 05 06 00 01
0: 00 0« 04 00 01 00 00 00 00 00 00 oo 00 00 oo00 00 00 00 00 00 00 00 00 00 00 00 oa 00 00 oo00 00 00 00 00 00 00 00 00 00 00 00

<n

h ttp :/ / w w w .co la so ft.co m  

Copyright © by EG-Ciuncil. All Rights Reserved. Reproduction is Strictly Prohibited.

T C P /IP  P acket C rafter: Colasoft P acket B uilder
Source: http://www.colasoft.com

III

Colasoft Packet Builder is a network packet crafter, packet generator, or packet editor tool. It is 
used to create custom network packets. Attackers can use this tool to create malicious network 
packets to carry out the attack on the target network. You can also use this tool to pen test 
your own network against possible attacks by creating custom packets. The decoding editor of 
this tool allows you to edit specific protocol field values in the network packets. You can use 
any of the templates of Ethernet Packet, ARP Packet, IP Packet, TCP Packet, and UDP Packet to 
create custom packets.
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Colasoft Packet Builderרדו
File Edit Send Help

x ט * & W
Import Export ’ Add Insert Copy >aste Delete M< eJ  Move Down Checksum Send Send All Adapter About

Packets 4 Selected 1
No. Delta Ti... Source I Desti... f p ^ Summary

י O.OOOCOO 00:00:00:0... FF:FF:... ARP 64 Who is 0.0.0.0? Tell O.O.j
2 0.100000 0.0.0.0 0.0.0.0 IP 64 Ver=4,Hdr=5,Len= 46,1
3 0.100000 0.0.0.00 0.0.0.... TCP 64 Seq=0000000000. Ack=C

4 0.100000 0.0.0.00 0.0.0.... UDP 64 Src=Q; Dst = $ Len=2v, C Y

Packet No. 1 Packet List^  Decode Edtor

[12/ 2 !

[0/€][€/€]
(ARE)

]>־]

(Ethernet) [: 
[16/2]
[18/1]
[19/1]
(ART Request I 
[22/6 ]

Total 60 bytes

€0
O.OOOOCO Second
[0/14]
FF:FF:FF:FF:FF:FF 
00:00:GO:00:00:30 
0x0806
[14/28]

0 0:0 0:0 0:0 0:0 0 :0 0  
0.0.0.0 [28/4]

B־r  Packet Info:

•J Paclcer Humber:
; Pacicet Length:
; Captured Length: 

j g  Delta Time 
B-3 Ethernet Type IT

Destination Address:
i-W Source Address:

Protocol:
EH=) ARP -  A d d ress  R e so lu t io n  P r o to c o l

!—^  Hardware type:
Protocol Type: 

i— ©  Hardware Address Length:
; ©  Protocol Address Length:
r ^ T y p c :
; PSource Physics: 
i ^  Source IP:<r

3 Hex Editor
0003 FF FF FF FF FF FF 00 00 00 00 00 00 08 06 00 01
0010 08 00 06 04 00 01 00 00 00 00 00 00 00 00 00 00
0020 00 00 0 0  00 00 00 oo 00 00 00 00 00 00 00 00 00
0030 00 00 00 00 00 00 oo 00 00 00 00 00

FIGURE 8.60: Colasoft Packet Builder Screenshot
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Additional Sniffing Tools C E
I - —

EffeTech HTTP Sniffer
A Op:,•’f trt rt t. cA. ee.n

h O p : / /  trtrtt. .Tie-p. e?»־g

...
m  Nt<>P

1  SmartSniff

* f t  EtherApe

r ••ל̂־
M Ettercap

A !Qp.v’/ c M c v a p . .t c J

E 3 Ace Password Sniffer
W W W  A c c דד.

EtherDetect Packet Sniffer
A ctAĉ ctBci c c .tt

9 RSA NetWitness Investigator
A t ip :/ /wvw.cnc cam

Jj Big-Mother !
Ww«*. Sb p j o / l  CC.Tf.־//A Sjp

O{
_ £

L * Jl *acrvafi. שמיrs-4׳-dic-r :a SV rrfy  yns>fc::3i.Oen■̂  £ by E£4־

A dditional Sniffing Tools
In addition to the tools discussed so far, there are many other tools that are intended 

for the same purpose, i.e., monitoring network traffic and capturing and analyzing the packet 
data, etc. A list of sniffing tools along with their sources from which you can download the tools 
follows:

0 Ace Password Sniffer available at http://www.effetech.com 

9 RSA NetWitness Investigator available at http://www.emc.com 

9 Big-Mother available at http://www.tupsoft.com 

0 EtherDetect Packet Sniffer available at http://www.etherdetect.com 

Q dsniff available at http://monkey.org

Q EffeTech HTTP Sniffer available at http://www.effetech.com 

Q Ntop available at http://www.ntop.org 

0 Ettercap available at http://ettercap.sourceforge.net 

0 SmartSniff available at http://www.nirsoft.net 

0 EtherApe available at http://etherape.sourceforge.net
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Additional Sniffing Tools
(Cont’d)

C EH
1 f

CommView
mi mi http ://w w w . tam os, com

* ^ NetResident
http ://w w w . tam os, com

Kismet
http ://w w w . k ism etw ireless. net

AIM Sniffer
http ://w w w . effetech. com

Netstumbler
http ://w w w . netstum bler. com

Network Probe
http://w w w .ob jectp lan et.com

Sniff'em
http ://w w w . sniff■em. com

MaaTec Network Analyzer
http://w w w .m aatec.com

Alchemy Network Monitor
h ttp://w w w . m ishelpers. com

Snort
h ttp ://w w w .snort.o rg

Copyright © by EG-Giuncil. All Rights Reserved. Reproduction is Strictly Prohibited.

The following is the continuation of the list of sniffing tools mentioned on the 
previous slide:

0 Network Probe available at http://www.objectplanet.com 

0 Snort available at http://www.snort.org 

0 Sniff'em available at http://www.sniff-em.com 

0 MaaTec Network Analyzer available at http://www.maatec.com 

0 Alchemy Network Monitor available at http://www.mishelpers.com 

© CommView available at http://www.tamos.com 

0 NetResident available at http://www.tamos.com 

0 Kismet available at http://www.kismetwireless.net 

0 AIM Sniffer available at http://www.effetech.com 

0 Netstumbler available at http://www.netstumbler.com

A dditional Sniffing Tools (C ont’d)
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Additional Sniffing Tools q g
(Cont’d) •״*־ ״•* “

i j NetworkMiner
A O p : //  trtrH . ,Tiiuir. co.rt

- V . PRTG Network Monitor
A pacxji'cr. ce.rr

m N etwork Sec u rity Too 1 kit
A Sjp.//*r*rw. .rctww.̂ becsi-.Tiytee.'Jbrt 0.ןך

4 .
< J j 1 > 9

Ethereal
A S4p.׳//*PMflw. *thcrma >. o&.tt

1■ KSniffer
A Hp:/I׳'k3.y^ffcr. .Tci

IE HTTP Analyzer
A Up ׳/ / ffW W .J P-«C JC .*. Cff.TT

i t *
MiniStumbler
A www. .Tetri..״־ is1*־־, o t .tt

( ^ 9
PacketMon
A c .tc.'c^ c. cam

% ־

NADetector
A i$p .•//m m . .Tra±-ditBS. smm

§ Microsoft Netv/ork Monitor
A Up://mww..1 זד'e i B J ^  cam

3y5;־Vב “cflc״b , arre i *csrsfi!* י *ifQow■^2 ־ b y  t t >־

v((^^  A dditional Sniffing Tools (C ont’d)
The following is the continuation of the list of sniffing tools mentioned on the 

previous slide:

Q IE HTTP Analyzer available at http://www.ieinspector.com 

Q MiniStumbler available at http://www.netstumbler.com 

0 PacketMon available at http://www.analogx.com 

0 NADetector available at http://www.nsauditor.com 

9 Microsoft Network Monitor available at http://www.microsoft.com 

Q NetworkMiner available at http://www.netresec.com 

Q PRTG Network Monitor available at http://www.paessler.com 

9 Network Security Toolkit available at http://www.networksecuritytoolkit.org 

9 Ethereal available at http://www.ethereal.com 

9 KSniffer available at http://ksniffer.sourceforge.net
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C EHAdditional Sniffing Tools
(Cont’d)

York
http ://th esz. diecru. eu

IP Traffic Spy
http ://w w w . netw orkdls. com

y \  Cocoa Packet Analyzer
http ://w w w . tos tycocoabytes. com

vxSniffer
http ://w w w . cam bridgevx. com

IPgrab
http://ipgrab.sourceforge. net

WebCookiesSniffer
h ttp ://w w w .nirso ft.net

WebSiteSniffer ׳ •
a *  h ttp ://w w w .nirso ft.net

ICQ Sniffer SniffPass
http ://w w w .etherboss.com http ://w w w . nirsoft. net

Esa URL Helper
http  ://w w w . urlhelper.com

Copyright © by EG-Ciuncil. All Rights Reserved. Reproduction is Strictly Prohibited.

A dditional Sniffing Tools (C ont’d)
✓ The following is the continuation of the list of sniffing tools mentioned on the 
previous slide:

0 IPgrab available at http://ipgrab.sourceforge.net

0 WebSiteSniffer available at http://www.nirsoft.net

0 ICQ Sniffer available at http://www.etherboss.com

0 URL Helper available at http://www.urlhelper.com

0 WebCookiesSniffer available at http://www.nirsoft.net

0 York available at http://thesz.diecru.eu

0 IP Traffic Spy available at http://www.networkdls.com

0 SniffPass available at http://www.nirsoft.net

0 Cocoa Packet Analyzer available at http://www.tastycocoabytes.com 

0 vxSniffer available at http://www.cambridgevx.com
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EHHow an Attacker Hacks the 
Network Using Sniffers

He runs discovery tools to learn 
about network topology

■> 71

lentifies victim's machine to He poisons the victim machine by
;et his attacks /  \\ us'n8 ARP spoofing techniques

....a n a t s ?  0

An attacker connects his laptop to a 
switch port

He identifies victim's machine to 
target

The hacker extracts passwords and 
sensitive data from the redirected traffic

V"
p ן H )  » ■  

o —

The traffic destined for the victim 
machine is redirected to the attacker

* * ? י ג
..זי
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How an A ttacker H acks the N etw ork Using Sniffers
You know that attackers use sniffing tools to sniff packets and monitor network traffic on the 

target network. A scenario that describes how an attacker makes use of sniffers to hack particular 
networks follows.
Stepl: Once an attacker decides to hack a network, he or she first finds out the appropriate switch to 
access the network and connects his or her system to one of the ports on the switch, as shown in 
following figure:

FIGURE 8.61: Step 1 Find the Appropriate Switch to Hack the Network
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Step 2: Once the attacker succeeds in getting connected to the network, he or she tries to determine 
network information such as topology of the network by using some network discovery tools, as shown 
in following figure:

FIGURE 8.62: Step 2 Gain the Network Information

Step 3: By analyzing the network topology, the attacker identifies the victim's machine to 
target his or her attacks:

MS MS $יי
FIGURE 8.63: Step 3 Analyze the Network Topology

Step 4: Once the attacker knows his or her target machine, then he or she uses ARP spoofing techniques 
to send fake ("spoofed") Address Resolution Protocol (ARP) messages, as follows:

M>־

MiTM

FIGURE 8.64: Step 4 Use the ARP Spoofing Techniques

Step 5: The previous step helps the attacker to divert all the traffic of the victim's computer to his or her 
computer. This is a typical man-in-the-middle (MITM) type of attack, as shown in following figure:

FIGURE 8.65: Step 5 Divert the Traffic
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Step 6: Now the attacker is able to see all the data packets sent and received by the victim. He or she 
can now extract the sensitive information from the packets such as passwords, user names, credit card 
details, PINs, etc.; thus, the attacker succeeds in sniffing packets from the target network.

FIGURE 8.66: Step 6 Attacker Succeeds in Sniffing Packets
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M odule Flow
So far, we have discussed how attackers carry out different types of sniffing attacks on 

the target network and the different types of sniffing tools that attackera can use to sniff the 
packets and monitor the traffic of target network. Now it's time to learn the actions you can 
protect you against sniffing attacks.

(# K ) Sniffing Concepts ^ *  DNS Poisoning

MAC Attacks
m

Sniffing Tools

^  DHCP Attacks Countermeasures

ARP Poisoning ר — ^  Sniffing Pen Testing
v׳ —

Spoofing Attack
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This section covers various countermeasures that can be applied to protect a network against 
sniffing.
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How to D efend Against Sniffing C E H
Restrict the physical access to the network media to ensure that a packet sniffer cannot be 
installed

Use encryption to protect confidential information

Permanently add the MAC address of the gateway to the ARP cache

Use static IP addresses and static ARP tables to prevent attackers from adding the spoofed ARP 
entries for machines in the network

Turn off network identification broadcasts and if possible restrict the network to authorized 
users in order to protect network from being discovered with sniffing tools

Use IPv6 instead of IPv4 protocol

Use encrypted sessions such as SSH instead of Telnet, Secure Copy (SCP) instead of FTP, SSL 
for email connection, etc. to protect wireless network users against sniffing attacks

Copyright © by EG-G*ancil. All Rights Reserved. Reproduction is Strictly Prohibited.

•G r  How to D efend A gainst Sniffing
Here are some countermeasures that can help you avoid sniffing attacks:

0 Restrict the physical access to the network media to ensure that a packet sniffer cannot
be installed

0 Use encryption to protect confidential information

0 Permanently add the MAC address of the gateway to the ARP cache

0 Use static IP addresses and static ARP tables to prevent attackers from adding the 
spoofed ARP entries for machines in the network

0 Turn off network identification broadcasts and if possible, restrict the network to 
authorized users in order to protect network from being discovered with sniffing tools

0 Use IPv6 instead of IPv4 protocol

0 Use encrypted sessions such as SSH instead of Telnet, Secure Copy (SCP) instead of FTP,
SSL for email connections, etc. to protect wireless network users against sniffing attacks
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How to D efend Against Sniffing
(Cont’d)

C EH

Use HTTPS instead of HTTP to protect 
user names and passwords

Use switch instead of hub as 
O  switch delivers data only to 

the intended recipient

Q  Use one time passwords

Use antisniff tools to determine if 
any NICs are running in the 

promiscuous mode

Retrieve MAC directly from NIC 
instead of OS; this prevents 

MAC address spoofing

Always encrypt the wireless traffic 
with a strong encryption protocol

such as WPA and WPA2

Use PGP and S/MIPE, VPN, 
IPSec, TLS and OTP

Copyright © by EG-Ciuncil. All Rights Reserved. Reproduction is Strictly Prohibited.

How to D efend A gainst Sniffing (C ont’d)
The list of sniffing countermeasures continues as follows:

Use HTTPS instead of HTTP to protect user names and passwords

Use switches instead of hubs as switches deliver data only to the intended recipient

Use crossover cables as they restrict unauthorized hosts from being accidentally or 
intentionally plugged into hubs and switches

0 Password authenticate the shared folders and services

0 Always encrypt the communication between the wireless PC and access point to prevent 
MAC spoofing

© Retrieve MAC directly from NIC instead of the OS; this prevents MAC address spoofing 

0 Use antisniff tools to determine if any NICs are running in promiscuous mode
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How to D efend Against Sniffing
(Cont’d)

Copyright © by EG-G(l1ncil. All Rights Reserved. Reproduction is Strictly Prohibited.

How to D efend A gainst Sniffing (C ont’d)

0 Use IP security (IPSec)

0 Use PGP and S/MIME 

0 Use one-time passwords (OTPs)

0 Use VPNs (virtual private networks) 

0 Use SSL/TLS Protocol 

0 Use Secure Shell (SSH)
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How to Detect Sniffing

J  You wll rees to check wh*ch machines are running In the p׳om־scuous 
mode

j  P'om'scuous mode a t e  3 retwo־*  dev'ce to intercept and read each 
network packet tt3־t 3 ׳rives in ts ent 'ety

J  Run IDSand notce fthe MAC address of ce׳ta ח machi nes has charged 
|Exampe: ־,outers MACaddress|

J  IDS can a e׳t the admin'stato3 ־־bout suspicious activities5יי"*

Network Tools J  Run network toos such as HP Performance Insight to monitor the 
netiwk for strarge packets

>15

J  It en3bes you to colect, coosoidate, centraize and analyze traffic data 
3cross d fferert retwo־־k resources 3ndtechroo»'es*

i T£p<vdLCjc«bSktdv PaefefevBsd־»b »ac!* י K'tNMt XJ

How to D etect Sniffing 

Prom iscuous M ode
It is not easy to detect a sniffer on the network as it only captures data and runs in 

promiscuous mode. The sniffer leaves no trace, since it does not transmit data. To find such 
sniffers, check for the systems that are running in promiscuous mode. Promiscuous mode is a 
mode of the network interface card of the system that allows all packets (traffic) to pass, 
without validating its destination address. Standalone sniffers are difficult to detect, because 
they do not transmit data traffic. The reverse DNS Lookup method can be used to detect non- 
standalone sniffers.
There are a lot of tools available to detect promiscuous mode on the system, such as Nmap.

r v  I D S
K  An intrusion detection system (IDS) is a security mechanism that helps you to detect 

sniffing activities on the network. If you run IDS on your network, then it notifies or alerts you 
when a suspicious activity such as sniffing, MAC spoofing, etc. occurs.

Network Tools
You can also run network tools such as HP Performance Insight to monitor the
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network for strange packets such as packets with spoofed addresses. This tool enables you to 
collect, consolidate, centralize, and analyze traffic data across different network resources and 
technologies

Ethical Hacking and Countermeasures Exam 312-50 Certified Ethical Hacker
Sniffing
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C EHSniffer D etection Technique: 
Ping M ethod

Non-Promiscuous Mode

Ping Weuage
^  110-0-0-1, AASSCCOC Et  F F)

i p M < ■״־  y ?
■- .<• J *   ~

Admin *0 Suspect Machine
10.0.0.4, 10.0.00,

3 * - 2 t- » 4 S « «  il-Z2־J 3 5 - ־44׳ S-66

f t
( J

Promiscuous Mode

Ping Wesssge
[10.0.0.1, A A J t f C O U  E F  F>

Suspect Machine i 
10.0.0 0, 

11-ii-jĵ w-s5-66

Response Receives
Admin
10.0.0.4,

Send 3 pin§requesttothe5uspectmachine\vithit5IP3ddress3nd
Ethernet 3d3pter rejects it, 3sthe MAC 3ddressdoes not match, whereasthe suspect machine
running the sniffer responds to itasitdcesnot reject packEtswith 3 different MAC address

C c f f r^ Z  2 Sy t i i4־ fftd l 1 Ta c »־ i.  *cs•ב־i dj-׳ •לבי ב!  T r€ iy

Sniffer D etection  T echnique: P ing  M ethod
To detect the sniffer on a particular network, you need to identify the system on the 

network running in promiscuous mode. Let's see how the ping method is useful in detecting a 
system that runs in promiscuous mode, which in turns helps to detect sniffers installed on the 
network.

The idea behind this method is that you just need to send a ping request to the suspect 
machine with its IP address and incorrect MAC address. The Ethernet adapter in the network is 
rejected as the MAC address does not match, whereas the suspect machine running the sniffer 
responds to it as it does not reject packets with a different MAC address. Thus, this response 
will help you to identify the sniffer in the network.

See the difference between ping responses of a system that runs in promiscuous mode and a 
system that runs in non-promiscuous mode.
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Non-Promiscuous Mode

Ping Message 
(10.0.0.1, AA:BB:CC:DD:EE:FF)

. A ....-Stf
. . .  No Response
Admin Suspect Machine
10.0.0.4, 10.0.0.1,

36-2E-3G-45-S6-K2 11-22-33-44-55-66

Promiscuous Mode

Ping Message 
_______ (10.0.0.1, AA:BB:CC:DD:EE:FF)

........................ “ t j j
Response Received

Admin Suspect Machine
10.0.0.4, 10.0.0.1,

36-2E-3G-45-S6-K2 11-22-33-44-55-66

FIGURE 8.67: Sniffer Detection Technique by Using Ping Method
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Sniffer D etection Technique: 
ARP M ethod

Non-Broadcast ARP

> : .״
ARP Request

Non-Broadcast ARP

Ping Reply
IP ID: 194.54.67.10 

MAC: 00:lb:48:64:42:e4
Non-Broadcast ARP

ARP Request

A machine in promiscuous mode replies to the ping 
message as it has correct information about the 
host sending ping request in its cache; rest of the 
machines will send ARP probe to identify the source 
of ping request

Non-Broadcast ARP

IP ID: 192.168.168.1 
MAC: 00-14-20-01-23-45

m ? ,
IP ID: 192.168.168.2 

MAC: 00-14-20-01*23*46

• י י  a
IP ID: 192.168.168.3 

MAC: 00-14-20-01*23-47

Non-Broadcast ARP

IP ID: 194.54.67.10 
MAC: 00:lb:48:64:42:e4

Only a machine in promiscuous mode 
(machine C) caches the ARP information 
(IP and MAC address mapping)
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Sniffer D etection  T echnique: ARP M ethod
In this technique, you need to send a non-broadcast ARP to all the nodes in the 

network. The node that runs in promiscuous mode on the network will cache your ARP address. 
Now you broadcast the ping message on the network with your IP address but a different Mac 
Address. In this case, only the node that has your MAC address (that was cached earlier) will be 
able to respond to your broadcast ping request, as shown in the following figure. Thus, you can 
detect the node on which the sniffer is running.

Non-Broadcast ARP

ARP Request IP ID: 192.168.168.1 
MAC: 00-14-20-01-23-45

M l
Non-Broadcast ARP

Ping Reply

Non-Broadcast ARP

IP ID: 192.168.168.2 
MAC: 00-14-20-01-23-46

N ׳ j................
ARP Request IP ID: 192.168.168.3 

MAC: 00• 14-20-01-23-47

£

IP ID: 194.54.67.10 
MAC: 00:lb:48:64:42:64

>8.168 
1-0 1 -2 :

>י*י

Non-Broadcast ARP

IP ID: 192.168.168.1 
MAC: 00-14-20-01-23-45

m
Non-Broadcast ARP

IP ID: 192.168.168.2 
MAC: 00-14-20-01-23-46

Non-Broadcast ARP

IP ID: 192.168.168.3 
MAC: 00-14-20-01-23-47

IP ID: 194.54.67.10 
MAC: 00:lb :48:64:42:64

FIGURE 8.68: Sniffer Detection Technique by Using ARP Method
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CESniffer D etection Technique: 
DNS Method

Most of the sniffers perform reverse DNS lookup to identify the machinefromthelP address

w n-. 
muc: 00-14-2

י י י ־
) *

r -1 (1»2_aajxj0

9 -1 i - . i i  •j& i!J1

j

w כ- in 316710 
v i v :  CO ■£l« *

i r  id - l'i i- : 6 A . lS ii 
mac: cc-n-2&c>a-*

1r o  142.1a.1aj ■me •6-14-2 ;״1-2ג -»:

A  machine gen erating reverse DNS lookup traffic will be most likely running a sniffer

L.V; , acvai Bc|1wj^cacr 13S>iriYCccyrs*־. Z ty EC־(

Sniffer D etection  T echnique: DNS M ethod
The reverse DNS lookup is the opposite of the DNS lookup method. Sniffers use 

reverse DNS lookup and increase network traffic. This increase in network traffic can be an 
indication of the presence of a sniffer on the network. The computers on this network are in 
promiscuous mode.

Reverse DNS lookup can be carried out either remotely or locally. The organization's DNS server 
has to be monitored to identify incoming reverse DNS lookups. The method of sending ICMP 
requests to a non-existing IP address can be used to monitor reverse DNS lookups. The 
computer performing the reverse DNS lookup would respond to the ping, thus identifying it as 
hosting a sniffer.

For local reverse DNS lookups, the detector should be configured in promiscuous mode. Send 
an ICMP request to a non-existing IP address, and view the response. If a response is received, 
the responding machine can be identified as performing reverse DNS lookup on the local 
machine.
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Ping (192.168.0.1)

IP ID: 192.168.168.1 
MAC: 00-14-20-01-23-45

Reverse DNS LookupPing (192.168.0.2)

IP ID: 192.168.168.2 
MAC: 00-14-20-01-23-46

Ping (192.168.0.3)

IP ID: 192.168.168.3 
MAC: 00-14-20-01-23-47

FIGURE 8.69: Sniffer Detection Technique by Using DNS Method

IP ID: 194.54.67.10 
MAC: 00:lb:48:64:42:e4

Ethical Hacking and Countermeasures Copyright © by EC-C0UnCil
All Rights Reserved. Reproduction is Strictly Prohibited.

Module 08 Page 1281



Exam 312-50 Certified Ethical HackerEthical Hacking and Countermeasures
Sniffing

C EHPromiscuous Detection Tool: 
PromqryUI

Query Results

Q ueryrg local system...
Active: True 
InstanceName: 
satap.loca !domain
NEGATIVE: Promscuous mode currently NOT enabled

^c!׳.e:True
InstanceName
Teredo Tunneing Pseudo-interface 
POSriVE: Promiscuous mode enabled'

Actrve: True 
instanceName:
mtel(R) PRO/IOOO I.TT Network Connection 
NEGATIVE: Promacuous mode currently NOT enabled

Active: True 
:cef.ame־׳s:a״
WAN Minipoft (Network Monitor)
NEGATIVE: Promacuous mode currently NOT enabled

Active: True 
instanceName.

Systems To Query

H e Edit Help

PromqryUI is a security tool from 
Microsoft that can be used to 
detect network interfaces that are 
running in promiscuous mode

Start QueryDelete

h ttp  ://w w w . m icro so ft. com  

Copyright © by EG-G*ancil. All Rights Reserved. Reproduction is Strictly Prohibited.

(n} P rom iscuous D etection  Tool: Prom qryU I
Source: http://www.microsoft.com

The PromqryUI tool allows you to detect which network interface card is running in 
promiscuous mode. It can determine accurately if a modern managed Windows system has 
network interfaces in promiscuous mode. If a system has network interfaces in promiscuous 
mode, it may indicate the presence of a network sniffer running on the system.
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Eq  Promqry
He Edit Help

Systems To Query Query Results

"eredo Tunneling Pseudo-Interface

Start Query

Start IP address | End IP address | Query Status

DeleteAdd

FIGURE 8.70: Promiscuous Detection By Using PromqryUI
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Module Flow C EH

Module Flow
So far, we have discussed all the necessary concepts, attack techniques, and tools to 

perform sniffing pen testing. We also discussed the countermeasures to be applied in order to 
enhance the security of a target organization. Now it's time to conduct sniffing pen testing on 
the target organization.

Sniffing Concepts (C, *  DNS Poisoning

MAC Attacks Sniffing Tools

~ DHCP Attacks ' Countermeasures

ARP Poisoning ך — 1/ Sniffing Pen Testing
י ' ־

Spoofing Attack
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This section highlights the need for sniffing pen testing and the steps involved in it.
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Sniffing Pen Testing C EH
0

0

J  Sniffing pen test is used to check if the data transmission from an 
organization is secure from sniffing and interception attacks

J  Sniffing pen test helps administrators to:
0

Audit the network traffic for 
malicious content

Implement security mechanism 
such as SSL and VPN to secure 
the network traffic

Identify rogue sniffing application 
in the network

Discover the presence of 
unauthorized networking 

devices

Discover rogue DHCP and DNS 
servers in the network
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Sniffing Pen  T esting
You have learned how the attacker sniffs the conversation in the target network in 

order to gain confidential information. Now in this section, you will learn how to test a target 
network for sniffing attacks. As a penetration tester, you should simulate the actions of an 
attacker performing a sniffing attack to test your target network against sniffing. Sniffing 
penetration testing will help you to determine whether your network is vulnerable to any type 
of sniffing or interception attacks. Sniffing pen testing helps administrator to:

0 Audit the network traffic for malicious content

0 Implement security mechanism such as SSL and VPN to secure the network traffic 

0 Identify rogue sniffing application in the network 

0 Discover rogue DHCP and DNS servers in the network 

0 Discover the presence of unauthorized networking devices
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C EHSniffing Pen Testing
(Cont’d)

J  Perform MAC flooding attack using 
tools such as Yersinia and macof

J  Perform DHCP starvation attack using 
tools such as Dhcpstarv and Gobbler

J  Perform rogue server attack by 
running rogue DHCP server in the 
network and responding to DHCP 
requests with bogus IP addresses

J  Perform ARP poisoning using tools 
such as Cain & Abel, WinArpAttacker, 
Ufasoft Snif, etc.

J  Perform MAC spoofing using tools 
such as SMAC

>״ ,

Use tools such as 
Yersinia and macof

Use tools such as 
Dhcpstarv

Use tools such as 
SMAC

START

Run rogue DHCP server

Use Cain and Abel, 
WinArpAttacker, Ufasoft 

Snif, etc.
...+•••>

Perform DHCP 
Starvation Attack

Perform Rogue 
Server Attack

V
Perform ARP 

Poisoning

V
Perform MAC 

Spoofing
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Sniffing Pen  T esting  (Cont’d)
While doing pen testing you need to keep in mind that you have to simulate sniffing 

attacks just as an attacker would. Try all possible ways of sniffing the network. This ensures the 
full scope of the test.

You need to follow certain pen testing steps that help you to perform the pen test successfully 
and correctly. Let's begin with the sniffing pen testing steps:

Step 1: Perform a MAC flooding attack

Flood the switch with many Ethernet frames, each containing different source MAC addresses. 
Check whether the switch enters into failopen mode, a mode in which the switch broadcasts 
data to all ports rather than just to the port intended to receive the data. If this happens, then 
attackers have the probability to sniff your network traffic. You can do this by using tools such 
as Yersinia and macof.

Step 2: Perform a DHCP starvation attack

Broadcast the DHCP requests with spoofed MAC addresses. At a certain point, this may exhaust 
the DHCP server's address space available for a period of time. If this happens, then attackers 
have the chance to sniff network traffic or DHCP requests of your clients by building a rogue
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DHCP server. You can test for DHCP starvation attacks using tools such as Dhcpstarv and 
Gobbler.

Step 3: Perform a rogue server attack

Perform rogue server attacks by running a rogue DHCP server in the network and responding to 
DHCP requests with bogus IP addresses.

Step 4: Perform an ARP poisoning attack

Try to compromise the ARP table and change the MAC address so that the IP address points to 
another machine. If you can do this task successfully, then attackers can also do the same thing 
and steal your information by changing the MAC address to their own system. This can be done 
by using tools such as Cain & Abel, WinArpAttacker, and Ufasoft snif.

Step 5: Perform MAC spoofing

Try to spoof the MAC address on the network card. Try to change the factory-assigned MAC 
address of a networked device. If you are able to do this, then there is a possibility to bypass 
access control lists on routers or servers by pretending to be another device on the network. If 
your network entertains this kind of attack, then attackers can also break into your network 
and steal data. You can do this by using tools such as SMAC.

Ethical Hacking and Countermeasures Copyright © by EC-C0UnCil
All Rights Reserved. Reproduction is Strictly Prohibited.

Module 08 Page 1288



Exam 312-50 Certified Ethical HackerEthical Hacking and Countermeasures
Sniffing

Sniffing Pen Testing
(Cont’d)

C EH

Perform IRDP spoofing by sending 
spoofed IRDP router advertisement 
messages
Perform DNS spoofing using techniques 
such as arpspoof/dnsspoof 
Perform cache poisoning by sending 
Trojan to the victim's machine that 
changes proxy server settings in IE to that 
of attackers, thus redirecting to fake 
website
Perform proxy server DNS poisoning by 
running rogue DNS

M
Perform IRDP Send spoofed IRDP router

Spoofing advertisement messages

V

Perform DNS Use techniques such
Spoofing as arpspoof/dnsspoof

V

Perform Cache ......... .V Send Trojan to the
Poisoning victim's machine

V

Perform Proxy Server ..... Run Rogue DNS
DNS Poisoning

י  Document all 
the Findings
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&  Sniffing P en  T esting  (C ont’d)
The steps mentioned as follows are the continuation of sniffing pen testing steps 

mentioned on the previous slide:

Step 6: Perform IRDP spoofing

Perform IRDP spoofing by sending spoofed IRDP router advertisement messages to the host on 
the subnet. Check whether the router changes its default router to the malicious route 
suggested by the advertisement messages or not. If the router changes its default path, then it 
is vulnerable to DoS attacks, passive sniffing, and/or man-in-the-middle attacks.

Step 7: Perform DNS spoofing

Perform DNS spoofing using techniques such as arpspoof/dnsspoof. The DNS spoofing attack is 
about misdirecting the victim to another address that is under control of the attacker. In this 
attack, the attacker intercepts the DNS request of the victim and sends a response with a 
spoofed IP address before the actual response arrives to the victim system. The victim is 
thereby redirected to the attacker's site. To avoid this kind of attack, proper IDS/IPS should be 
maintained.
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Step 8: Perform cache poisoning

Perform cache poisoning by sending a Trojan to the victim's machine that changes proxy server 
settings in IE to that of attackers, thus redirecting to a fake website.

Step 9: Perform Proxy Server DNS Poisoning

Perform proxy server DNS poisoning to test for sniffing. In this type of attack, the attacker sets 
up a proxy server and sets a rogue DNS as the primary DNS entry in the proxy server system. 
Then the attacker lures the victim to use the attacker's proxy server. If the victim uses the 
attacker's proxy server, the attacker can sniff all the traffic between victim and the website he 
or she communicates with.

Step 10: Document all findings

Once you perform all tests, document all the findings and the tests conducted. This helps you to 
analyze the target's security and plan respective countermeasures to cover the security gaps, if 
any.
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C EHModule Summary

□ By placing a packet sniffer in a network, attackers can capture and analyze 
all the network traffic

□ Attackers can sniff confidential information such as email and chat conversations, passwords, 
and web traffic

כ  Sniffing is broadly categorized as passive and active; passive sniffing refers to sniffing from a 
hub-based network, whereas active sniffing refers to sniffing from a switch-based network

□ Networking layers in the OSI model are designed to work independently of each other; if a 
sniffer sniffs data in the Data Link layer, the upper OSI layer will not be aware of the problem

□ Attackers use MAC attacks, DHCP attacks, ARP poisoning attacks, spoofing attacks, and DNS 
poisoning techniques to sniff network traffic

□ Major countermeasures for sniffing include using static IP addresses and static ARP tables, 
and using encrypted sessions such as SSH instead of Telnet, Secure Copy (SCP) instead of FTP, 
SSL for data transmission
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M odule Sum m ary

0 By placing a packet sniffer in a network, attackers can capture and analyze all the
network traffic.

0 Attackers can sniff confidential information such as email and chat conversations,
passwords, and web traffic.

0 Sniffing is broadly categorized as passive and active; passive sniffing refers to sniffing
from a hub-based network, whereas active sniffing refers to sniffing from a switch- 
based network.

0 Sniffers operate at the Data Link layer of the OSI model and do not adhere to the same
rules as applications and services that reside further up the stack.

0 Attackers use MAC attacks, DHCP attacks, ARP poisoning attacks, spoofing Attacks, and
DNS poisoning techniques to sniff network traffic.

0 Major countermeasures for sniffing include using static IP addresses and static ARP
tables, and using encrypted sessions such as SSH instead of Telnet, Secure Copy (SCP) 
instead of FTP, and SSL for data transmission.
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