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CEHSecurity News
I G lo b a lR e s e a rc h

H o m e P r o d u c ts  A b o u t  5 « rv*ccs  O c to b e r  1 9 , 2 0 1 2

G l o b a l  C y b e r - W a r f a r e  T a c t i c s :  N e w  F l a m e - l i n k e d  

M a l w a r e  u s e d  i n  “ C y b e r - E s p i o n a g e ”

A new  cy b e r esp io n a g e  p rog ram  linked to  th e  n o to r io u s  Flam e and  G auss m a lw are  h as  b ee n  d e te c te d  by Russia's Kaspersky Lab. 
The an ti-v irus g ian t's  ch ief w arn s  th a t  global cyber w a rfa re  is in "full sw ing" an d  will p robab ly  e s c a la te  in 2013.

T he virus, d u b b e d  m in iF lam e, a n d  a lso  know n a s  SPE, has a lread y  in fec ted  c o m p u te rs  in Iran, L ebanon , France, th e  U n ited  
S ta te s  an d  L ithuania. It w as d iscovered  in July 2012 an d  is d escribed  a s  "a small and highly flexible malicious program designed 
to steal data and control infected systems during targeted cyber espionage operations," Kaspersky Lab said  in a s ta te m e n t p o s ted  
o n  its w eb site .

The m alw are  w as originally iden tified  a s  an  a p p e n d ag e  of Flam e -  th e  p rogram  used  fo r ta rg e te d  cyber esp ionage in th e  M iddle 
E ast an d  acknow ledged  to  be  p a r t o f  jo in t U S-lsraeli e ffo r ts  to  u nderm ine  Iran 's nuc lea r program .

But later, Kaspersky Lab ana ly sts  d iscovered  th a t  m in iF lam e is a n  " in t e r o p e r a b l e  t o o l  t h a t  c o u l d  b e  u s e d  a s  a n  in d e p e n d e n t  

m a lic io u s  p r o g r a m ,  o r  c o n c u r r e n t ly  a s  a  p l u g - i n  f o r  b o t h  t h e  F la m e  a n d  G a u s s  m a lw a r e . "

^ ^ ^ ^ T h e a n a l y s i s  a lso  sh o w e d  new  ev idence  o f c o o p e ra tio n  b e tw e e n  th e  c re a to rs  o f Flam e an d  G a u s s ^ ^ ^ ^ ^ —

h t t p  ://w w w . g lo b a /re s e a rc h , ca  

C o p y r ig h t ©  b y  EC-Cauactl. A ll R igh ts  Reserved. R ep ro d u c tio n  is  S tr ic t ly  P ro h ib ite d .

S e c u r i t y  N e w s

an M M  G l o b a l  C y b e r - W a r f a r e  T a c t i c s :  N e w  F l a m e - l i n k e d  

M a l w a r e  u s e d  i n  “ C y b e r - E s p i o n a g e ”

Source: h t tp : / /w w w .g lo b a l re s e a rc h .c a

A n e w  cyb e r  esp ionage  p ro g ra m  l inked  to  th e  n o to r io u s  F lam e and Gauss m a lw a re  has been 

d e te c te d  by Russia's Kaspersky Lab. The a n t iv i ru s  g ia n t 's  c h ie f  w a rn s  t h a t  g loba l cyb e r  w a r fa re  

is in " fu l l  s w in g "  and p ro b a b ly  escalate  in 2013.

The v irus, d u b b e d  m in iF lam e , and also k n o w n  as SPE, has a lrea d y  in fec te d  c o m p u te rs  in Iran, 

Lebanon , France, th e  U n ite d  States, and L ithuan ia . It w as d iscove red  in July 2012 and is 

descr ibed  as "a sm all and h igh ly  f le x ib le  m a l ic ious  p ro g ra m  des igned  to  steal data  and c o n tro l  

in fe c te d  sys tem s d u r in g  ta rg e te d  c y b e r  e sp ion ag e  o p e ra t io n s ,"  Kaspersky Lab said in a 

s ta te m e n t  pos ted  on its w eb s i te .

The m a lw a re  w as o r ig in a l ly  id e n t i f ie d  as an a p p e n d a g e  o f  F lame, th e  p ro g ra m  used fo r  

ta rg e te d  cyb e r  esp ionage  in th e  M id d le  East and a c k n o w le d g e d  to  be p a r t  o f  jo in t  US-lsraeli 

e f fo r ts  to  u n d e rm in e  Iran 's  n u c le a r  p ro g ra m .
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But la te r ,  Kaspersky Lab ana lysts  d iscovered  th a t  m in iF la m e  is an " in te ro p e ra b le  to o l  t h a t  cou ld  

be used as an in d e p e n d e n t  m a l ic ious  p ro g ra m , o r  c o n c u r re n t ly  as a p lug - in  fo r  b o th  th e  Flame 

and Gauss m a lw a re . "

The analysis also sh ow ed  n e w  ev idence  o f  c o o p e ra t io n  b e tw e e n  th e  c rea to rs  o f  F lame and 

Gauss, as b o th  v iruses  can use m in iF la m e  fo r  th e i r  o pe ra t io n s .

"M in iF la m e 's  a b i l i t y  to  be used as a p lug- in  by e i th e r  F lame o r  Gauss c lea r ly  connec ts  th e  

c o l la b o ra t io n  b e tw e e n  th e  d e v e lo p m e n t  te a m s  o f  b o th  F lame and Gauss. Since th e  c o n n e c t io n  

b e tw e e n  F lam e and S tu x n e t /D u q u  has a lrea d y  been revea led , i t  can be c o nc lud ed  th a t  all these  

advanced  th re a ts  co m e  f r o m  th e  sam e 'c y b e r  w a r fa re '  fa c to ry , "  Kaspe rsky  Lab said.

H i g h - p r e c i s i o n  a t t a c k  t o o l

So fa r  ju s t  50 to  60 cases o f  in fe c t io n  have been d e te c te d  w o r ld w id e ,  a cco rd ing  to  Kaspersky 

Lab. But un l ike  F lame and Gauss, m in iF la m e  in m e a n t  fo r  in s ta l la t io n  on m ach ines  a lready  

in fe c te d  by th o se  v iruses.

"M in iF la m e  is a h ig h -p rec is ion  a t ta ck  to o l .  M o s t  l ike ly  it is a ta rg e te d  cyb e r  w e a p o n  used in 

w h a t  can be d e f in e d  as th e  second w a v e  o f  a c y b e r  a t ta c k , "  Kaspersky's Chie f Secur ity  Expert 

A le x a n d e r  G ostev  exp la ined .

"F irs t,  F lame o r  Gauss are  used to  in fe c t  as m a n y  v ic t im s  as possib le  to  co l le c t  large q u a n t i t ie s  

o f  in fo rm a t io n .  A f te r  data  is co l le c ted  and re v ie w e d , a p o te n t ia l ly  in te re s t in g  v ic t im  is d e f in e d  

and id e n t i f ie d ,  and m in iF la m e  is ins ta l led  in o rd e r  to  c o n d u c t  m o re  in -d e p th  s u rv e i l la n c e  and 

c y b e r-e sp io na ge ."

The n ew ly -d is c o v e re d  m a lw a re  can also take  screensho ts  o f  an in fe c te d  c o m p u te r  w h i le  i t  is 

ru n n in g  a spec if ic  p ro g ra m  o r  a p p l ic a t io n  in such as a w e b  b ro w se r ,  M ic ro s o f t  O ff ice  p ro g ram , 

A d o b e  Reader, in s ta n t  m essenger  serv ice o r  FTP c l ien t.

Kaspersky Lab be l ieves m in iF la m e 's  d e v e lo pe rs  have p ro b a b ly  c rea ted  dozens o f  d i f fe re n t  

m o d i f ic a t io n s  o f  th e  p ro g ra m . " A t  th is  t im e ,  w e  have o n ly  fo u n d  six o f  these , d a te d  2 0 1 0 -2 0 1 1 ,"  

th e  f i rm  said.

‘ C y b e r  w a r f a r e  i n  f u l l  s w i n g ’

M e a n w h i le ,  Kaspersky Lab's c o - fo u n d e r  and CEO Eugene Kaspersky w a rn e d  th a t  g loba l cyber  

w a r fa re  tac t ics  are  b e c o m in g  m o re  s o ph is t ica te d  w h i le  also b e c o m in g  m o re  th re a te n in g .  He 

u rged  g o v e rn m e n ts  to  w o r k  to g e th e r  to  f ig h t  cybe r  w a r fa re  and c y b e r - te r ro r is m ,  X inhua  new s 

agency repo r ts .

Speaking a t an In te rn a t io n a l  T e le c o m m u n ic a t io n  U n ion  T e lecom  W o r ld  co n fe re n c e  in Dubai, 

th e  a n t iv i ru s  ty c o o n  said, " c y b e r  w a r fa re  is in fu l l  sw ing  and w e  expe c t  i t  t o  esca la te  in 201 3 ."

"The  la tes t  m a l ic ious  v irus  a t ta c k  on th e  w o r ld 's  la rges t o il  and gas co m p a n y ,  Saudi A ra m co , last 

A u gu s t  show s h o w  d e p e n d e n t  w e  are  to d a y  on th e  In te rn e t  and in fo rm a t io n  te c h n o lo g y  in 

genera l,  and  h o w  v u ln e ra b le  w e  a re ,"  Kaspersky said.

He s to p p e d  s h o r t  o f  b la m in g  any p a r t ic u la r  p la ye r  b eh ind  th e  m ass ive  c y b e r -a t ta c k s  across th e  

M id d le  East, p o in t in g  o u t  t h a t  " o u r  jo b  is n o t  to  id e n t i t y  hackers o r  c y b e r - te r ro r is ts .  O u r f i rm  is
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l ike an X-ray m ach ine , m ea n in g  w e  can scan and id e n t i fy  a p ro b le m , b u t  w e  c a n n o t  say w h o  o r  

w h a t  is b eh in d  i t . "

Iran, w h o  c o n f i rm e d  th a t  i t  su f fe re d  an a t ta c k  by F lam e m a lw a re  t h a t  caused severe  da ta  loss, 

b lam es th e  U n i te d  States and Israel f o r  u n le a s h in g  th e  cybe r-a t tacks .

Copyright © 2005-2012 GlobalResearch.ca

By Russia Today

h ttp ://w w w .g loba lresearch .ca/g loba l-cvber-w arfa re -tactics-new -flam e-linked -m a lw are-used-in -

cyber-esp ionage/5308867
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M odule  O bjectives CEH

J  C o m p u te r  W o rm s  

J  W o rm  A na lys is  

J  W o rm  M a k e r 

J  M a lw a re  A na lys is  P ro ce d u re  

J  O n lin e  M a lw a re  A na lys is  Services 

J  V iru s  and  W o rm s  C o u n te rm e a s u re s  

J  A n tiv iru s  Tools 

J  P e n e tra tio n  Testing  fo r  V irus

J  In t ro d u c t io n  to  V iruses

J  Stages o f  V irus  Life

J  W o rk in g  o f  V iruses

J  In d ic a tio n s  o f  V irus  A tta ck

J  H o w  do es  a C o m p u te rG e t In fe c te d  

by  V iruses

y  V iru s  A na lys is

J  Types o f  V iruses

J  V iru s  M a k e r

C o p y r ig h t ©  b y  EC-Cauactl. A ll R igh ts  Reserved. R ep ro d u c tio n  is  S tr ic t ly  P ro h ib ite d .

M o d u l e  O b j e c t i v e s

The o b je c t iv e  o f  th is  m o d u le  is to  expose you  to  th e  va r iou s  v iruses  and w o rm s  

ava i lab le  to d a y .  It g ives you  in f o r m a t io n  a b o u t  all th e  ava i lab le  v iruses and w o rm s .  This m o d u le  

exam ines  th e  w o rk in g s  o f  a c o m p u te r  v irus, its fu n c t io n ,  c lass if ica t ion , and th e  m a n n e r  in w h ich  

i t  a f fec ts  systems. This m o d u le  w i l l  go in to  d e ta i l  a b o u t  th e  va r ious  c o u n te rm e a s u re s  ava i lab le  

to  p ro te c t  aga ins t these  v irus  in fec t ions . The m a in  o b je c t iv e  o f  th is  m o d u le  is to  e d u ca te  you  

a b o u t  th e  ava i lab le  v iruses and w o rm s ,  in d ic a t io n s  o f  th e i r  a t ta c k  and th e  w ays  to  p ro te c t  

aga ins t va r ious  v iruses, and te s t in g  y o u r  sys tem  o r  n e tw o rk  aga ins t v iruses o r  w o rm s  p resence. 

This m o d u le  w i l l  fa m i l ia r ize  you  w i th :

0  C o m p u te r  W o rm s

0  W o rm  Analys is

0  W o rm  M a k e r

0  M a lw a re  Analys is  P rocedure

0  O n l ine  M a lw a re  Analys is  Services

0  V irus and W o rm s  

C o u n te rm e a su re s

0  A n t iv i ru s  Too ls

Ethical H ack if^  a n J P ( f iW ^ tF ^ J i a W e T e M m g t f 0 P yV tf l t t1 n c i l
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0  In t ro d u c t io n  to  V iruses

0  Stages o f  V irus  Life

0  W o rk in g  o f  V iruses

0  In d ica t ions  o f  V irus A t ta c k

0  H o w  Does a C o m p u te r  G e t In fe c ted  by 

V iruses?

0  V irus  Analys is  

0  Types o f  V iruses 
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T y p e s  o f  

V i r u s e s

V i r u s  a n d  

W o r m s  

C o n c e p t s

C o m p u t e r

W o r m s

P e n e t r a t i o n

T e s t i n g

M a l w a r e

A n a l y s i s

C o u n t e r -

m e a s u r e s

C o p y r ig h t ©  b y  R -C m B C I .  A ll R igh ts  Reserved. R ep ro d u c tio n  is  S tr ic t ly  P ro h ib ite d .

M odule  Flow

M o d u l e  F l o w

This sec t ion  in t ro d u c e s  you  to  va r iou s  v iruses  and w o rm s  ava i lab le  to d a y  and g ives you  

a b r ie f  o v e rv ie w  o f  each v irus  and s ta t is t ic s  o f  v iruses  and w o rm s  in th e  re c e n t  years. It lists 

va r ious  typ e s  o f  v iruses  and th e i r  e f fec ts  on y o u r  sys tem . The w o rk in g  o f  v iruses in each phase 

has w i l l  be d iscussed in de ta i l.  The te c h n iq u e s  used by th e  a t ta c k e r  to  d is t r ib u te  m a lw a re  on 

th e  w e b  are h ig h l igh te d .

V irus  and  W o r m s  C on cep t M a lw a r e  Ana lys is

Types  o f  V iruses • ,נ f|j||־ C o u n te rm e a s u re s

/י —  C o m p u te r  W o rm s
V׳ ׳  —

^  P e n e t ra t io n  T es t in g
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CEHIntroduction to Viruses

_l A  v iru s  is a s e lf- re p lic a t in g  p ro g ra m  th a t  p ro d u c e s  its  o w n  c o p y  by  a tta c h in g  its e lf  
to  a n o th e r  p ro g ra m , c o m p u te r  b o o t  s e c to r o r  d o c u m e n t

J  V iruses  a re  g e n e ra lly  t ra n s m it te d  th ro u g h  f i le  d o w n lo a d s , in fe c te d  d is k /f la s h  

d r ive s  an d  as e m a il a t ta c h m e n ts

V i r u s  C h a r a c t e r i s t i c s

Alters Data
V%

Corrupts Files and 
Programs

%
#

Self Propagates
1 f§ 1m

Infects Other Program

m
Transforms Itself

F * Encrypts Itself

C o p y r ig h t ©  b y  EC-Cauactl. A ll R igh ts  Reserved. R ep ro d u c tio n  is  S tr ic t ly  P ro h ib ite d .

א I ן n t r o d u c t i o n  t o  V i r u s e s

C o m p u te r  v i ru ses  have th e  p o te n t ia l  t o  w re a k  h avoc  on b o th  business and persona l 

c o m p u te rs .  W o r ld w id e ,  m o s t  businesses have been in fe c te d  a t som e  p o in t .  A v irus  is a self- 

rep l ica t ing  p ro g ra m  th a t  p roduces  its o w n  code  by a t ta c h in g  cop ies o f  it in to  o th e r  e xecu tab le  

codes. This v irus  o p e ra te s  w i t h o u t  th e  k n o w le d g e  o r  des ire  o f  th e  user. Like a real v irus, a 

c o m p u te r  v irus  is c o n ta g io us  and can c o n ta m in a te  o th e r  f i les. H o w e v e r ,  v iruses can in fe c t  

o u ts id e  m ach ines  o n ly  w i th  th e  assistance o f  c o m p u te r  users. Some v iruses a f fe c t  c o m p u te rs  as 

soon as th e i r  code  is execu ted ;  o th e r  v iruses  lie d o rm a n t  u n t i l  a p re -d e te rm in e d  logical 

c i rcu m s tan ce  is m e t.  T he re  are th re e  ca tego r ies  o f  m a l ic ious  p rog ram s:

0  T ro jans  and ro o tk i ts

0  V iruses

0  W o rm s

A w o r m  is a m a l ic ious  p ro g ra m  th a t  can in fe c t  b o th  local and  re m o te  m ach ines. W o rm s  spread 

a u to m a t ic a l ly  by in fec t in g  sys tem  a f te r  sys tem  in a n e tw o rk ,  and even sp read ing  fu r t h e r  to  

o th e r  n e tw o rk s .  T h e re fo re ,  w o rm s  have a g re a te r  p o te n t ia l  fo r  caus ing  d am age  because th e y  

do  n o t  re ly  on th e  user 's  ac t ions  fo r  e xecu t ion .  T he re  are also m a l ic io u s  p ro g ra m s  in th e  w i ld  

t h a t  c o n ta in  all o f  th e  fe a tu re s  o f  th ese  th re e  m a l ic ious  p rog ram s.
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V i r u s  a n d  W o r m  S t a t i s t i c s

2010 2011 2012
http ://www. av-test. org
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2 0 0 8

7 5 , 0 0 0 , 0 0 0

6 0 ,0 0 0 , 0 0 0

4 5 , 0 0 0 , 0 0 0

3 0 ,0 0 0 , 0 0 0

1 5 , 0 0 0 , 0 0 0

^  V i r u s  a n d  W o r m  S t a t i s t i c s

Source: h t tp : / /w w w .a v - te s t .o rg

This g raph ica l re p re s e n ta t io n  g ives d e ta i le d  in fo rm a t io n  o f  th e  a t ta c k s  th a t  have occu rre d  in 

th e  re c e n t  years. A cco rd in g  to  th e  g raph , o n ly  11 ,666 , 667 sys tem s w e re  a f fe c te d  by v iruses and 

w o rm s  in th e  ye a r  2008, w he re a s  in th e  ye a r  2012, th e  c o u n t  d ra s t ic a l ly  inc reased  to  

70 ,0 00 ,0 00  systems, w h ic h  m eans th a t  th e  g ro w th  o f  m a lw a re  a ttacks  on sys tem s is increas ing  

e x p o n e n t ia l ly  ye a r  by year.
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7 5 . 0 0 0 . 0 0 0

6 0 . 0 0 0 . 0 0 0

4 5 . 0 0 0 . 0 0 0

3 0 . 0 0 0 . 0 0 0

1 5 . 0 0 0 . 0 0 0  

0

2 0 0 8  2 0 0 9  2 0 1 0  2 0 1 1  2 0 1 2

FIGURE 7.1: V irus  and W o rm  S ta tis tics
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L a u n c h

It gets activated with 
th e  user perform ing 
certain  actions such 
as running an 
infected program

R e p l i c a t i o n

Virus replicates for 
a period of tim e 
within th e  ta rg e t 
system  and then  
sp reads itself

D e s i g n

Developing virus 
code using 
program m ing 
languages or 
construction  kits

D e t e c t i o n

A virus is identified  
a s  th r e a t  infecting  
ta rg e t sy stem s

I n c o r p o r a t i o n

Antivirus so f tw a re  
d ev e lo p ers  
ass im ila te  d e fen ses  
aga in st th e  virus

E l i m i n a t i o n

U sers install 
an tiv irus u p d a te s
an d  e lim inate  th e  
virus th re a ts

S t a g e s  o f  V i r u s  L i f e

C o m p u te r  v irus  a t tacks  spread th ro u g h  va r ious  stages f r o m  in c e p t io n  to  design to  

e l im in a t io n .

1. Design:

A v irus  code  is d e v e lo p e d  by using p ro g ra m m in g  languages o r  c o n s t ru c t io n  kits. A n y o n e  

w i th  basic p ro g ra m m in g  k n o w le d g e  can c rea te  a v irus.

2. R e p l ic a t io n :

A v irus  f i r s t  rep lica tes  i tse lf  w i th in  a ta rg e t  sys tem  o v e r  a p e r io d  o f  t im e .

3. Launch:

It is a c t iva te d  w h e n  a user p e r fo rm s  ce r ta in  ac t ions  such as t r ig g e r in g  o r  ru n n in g  an 

in fe c te d  p ro g ram .

4. D e te c t io n :

A v irus  is id e n t i f ie d  as a th re a t  in fe c t in g  ta rg e t  systems. Its ac t ions  cause co ns ide rab le  

d am age  to  th e  ta rg e t  sys tem 's  data .
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5. In c o rp o ra t io n :

A n t iv i ru s  s o f tw a re  d e v e lo p e rs  a ssem b le  de fe nse s  aga ins t th e  v irus.

6. E l im in a t io n :

Users are adv ised  to  insta ll a n t iv i ru s  s o f tw a re  upda tes , th u s  c rea t ing  aw areness  a m o n g  

user g roups
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W o r k i n g  o f  V i r u s e s :  I n f e c t i o n  

P h a s e

J  In th e  in fe c tio n  ph ase , th e  v iru s  re p lic a te s  its e lf  

an d  a tta ch e s  to  an .exe f i le  in  th e  sys tem

Infection
Phase

A f t e r  I n f e c t i o nB e f o r e  I n f e c t i o n

*
V irus In fec ted  

File
C lean  File

C o p y r ig h t ©  b y  EC-Cauactl. A ll R igh ts  Reserved. R ep ro d u c tio n  is  S tr ic t ly  P ro h ib ite d .

W o r k i n g  o f  V i r u s e s :  I n f e c t i o n  P h a s e

V iruses a t ta ck  a ta rg e t  hos t 's  sys tem  by using va r ious  m e th o d s .  T hey  a t ta ch  

th e m se lve s  to  p ro g ram s  and t r a n s m i t  th em se lve s  to  o th e r  p ro g ram s  by m ak ing  use o f  ce rta in  

even ts . V iruses need such e ven ts  to  ta ke  p lace since th e y  ca nn o t:

© Self s ta r t

© In fe c t  o th e r  h a rd w a re  

© Cause physica l d am age  to  a c o m p u te r  

© T ra n s m it  th e m se lve s  using n o n -e x e c u ta b le  fi les 

G ene ra l ly  v iruses have tw o  phases, th e  in fe c t io n  phase  and th e  a t ta c k  phase.

In th e  in fe c t io n  phase, th e  v i ru s  re p l ic a te s  i ts e l f  and a t ta che s  to  an .exe f i le  in th e  sys tem . 

P rogram s m o d if ie d  by a v irus  in fe c t io n  can enab le  v irus  fu n c t io n a l i t ie s  to  run  on  th a t  sys tem . 

V iruses g e t ena b led  as soon as th e  in fe c te d  p ro g ra m  is e xecu ted , since th e  p ro g ra m  code  leads 

to  th e  v irus  code. V irus w r i te rs  have to  m a in ta in  a ba lance a m o n g  fa c to rs  such as:

© H ow  w i l l  th e  v irus  in fec t?

© H ow  w i l l  i t  sp read?

© H ow  w i l l  i t  res ide  in a ta rg e t  c o m p u te r 's  m e m o r y  w i t h o u t  be ing  d e te c te d ?

M odule  0 7  Page 1018 Ethical H acking an d  C o u n te rm e asu re s  Copyright ©  by E C -C 0 U n C il

All Rights Reserved. R eproduction  is Strictly Prohib ited .



Exam 312-50 C ertified Ethical HackerEthical Hacking and  C o u n te rm easu re s
V iruses an d  W orm s

O bv ious ly , v iruses  have to  be t r ig g e re d  a nd  e x e c u te d  in o rd e r  to  fu n c t io n .  T he re  are m a n y  ways 

to  e xecu te  p ro g ra m s  w h i le  a c o m p u te r  is run n in g . For e xam p le , any  se tup  p ro g ra m  calls fo r  

n u m e ro u s  p ro g ram s  th a t  m ay  be b u i l t  in to  a sys tem , and som e  o f  th ese  are d is t r ib u t io n  

m e d iu m  p rog ram s . Thus, i f  a v irus  p ro g ra m  a lready  exists, i t  can be a c t iva te d  w i th  th is  k ind  o f  

e xecu t ion  and in fe c t  th e  a d d it io n a l  se tup  p ro g ra m  as w e l l .

T he re  are v irus  p ro g ram s  th a t  in fe c t  and keep sp read ing  eve ry  t im e  th e y  are execu ted . Some 

p ro g ra m s  do  n o t  in fe c t  th e  p ro g ram s  w h e n  f i r s t  e xecu ted . T hey  res ide in a c o m p u te r 's  m e m o ry  

and in fe c t  p ro g ra m s  a t a la te r  t im e .  Such v irus  p ro g ra m s  as TSR w a i t  fo r  a spec if ied  t r ig g e r  

e v e n t  to  spread a t a la te r  s tage. It is, th e re fo re ,  d i f f ic u l t  t o  recogn ize  w h ic h  e v e n t  m ig h t  t r ig g e r  

th e  e xecu t ion  o f  a d o r m a n t  v irus  in fe c t io n .

Refer to  th e  f ig u re  t h a t  fo l lo w s  to  see h o w  th e  EXE f i le  in fe c t io n  w orks .

In th e  fo l lo w in g  f ig u re ,  th e  .EXE f i le 's  header,  w h e n  t r igg e red ,  execu tes  and s ta r ts  ru n n in g  th e  

a pp l ica t ion .  Once th is  f i le  is in fec te d ,  any  t r ig g e r  e v e n t  f r o m  th e  f i le 's  hea de r  can a c t iv a te  th e  

v irus  code  to o ,  a long  w i th  th e  a p p l ic a t io n  p ro g ra m  as soon as i t  is run .

Q A f i le  v irus  in fec ts  by a t ta c h in g  i tse lf  t o  an e xecu tab le  sys tem  a p p l ic a t io n  p ro g ra m . Tex t 

f i les  such as source  code, ba tch  fi les, sc r ip t  f i les, e tc., a re  cons ide red  p o te n t ia l  ta rg e ts  

f o r  v irus  in fec t ions .

© B o o t sec to r  v iruses execu te  th e i r  o w n  code  in th e  f i r s t  p lace b e fo re  th e  ta rg e t  PC is 

b o o te d

B e f o r e  I n f e c t i o n  A f t e r  I n f e c t i o n

N
.exe

_ u
V iru s  In fe c te d  

F ile

FIGURE 7.2: W o rk in g  o f  V iruses in In fe c tio n  Phase

C le an  File
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W o r k i n g  o f  V i r u s e s :  A t t a c k  r  cu
D U o q p  V  t  11

^  ^  U rt׳fW< ttkxjl NmIm

J  V iruses  a re  p ro g ra m m e d  w ith  t r ig g e r  e v e n ts  to  a c tiv a te  an d  c o r ru p t  sys tem s 

J  S om e v iru se s  in fe c t each t im e  th e y  a re  ru n  an d  o th e rs  in fe c t o n ly  w h e n  a c e r ta in  

p re d e f in e d  c o n d it io n  is m e t such as a u se r's  sp e c if ic  t a s k , a day, t im e , o r  a 

p a r t ic u la r  e v e n t

U n f r a g m e n t e d  F i l e  B e f o r e  A t t a c k

File: A File: B

P ag e : 1
1

P a g e : 2
J ___________________1

P a g e : 3

1

P ag e : 1

1 1 

P a g e : 2 P a g e : 3

A A

F i l e  F r a g m e n t e d  D u e  t o  V i r u s  A t t a c k

P ag e : 1 P a g e : 3 P ag e : 1 P a g e : 3 P a g e : 2 P a g e : 2

F ile : A F ile: B F ile : B F ile : A File : B F ile : A

C o p y rig h t ©  by  E & C auactl. A ll R ights Reserved. R ep roduc tion  is  S tr ic t ly  P roh ib ited .

W o r k i n g  o f  V i r u s e s :  A t t a c k  P h a s e

Once v iruses spread th em se lve s  th ro u g h o u t  th e  ta rg e t  system , th e y  s ta r t  c o r ru p t in g  

th e  f i les  and p ro g ra m s  o f  th e  hos t system . Some v iruses have tr ig g e r  even ts  th a t  need to  be 

a c t iva ted  to  c o r ru p t  th e  host sys tem . Some v iru ses  have bugs th a t  rep lica te  them se lves , and 

p e r fo rm  ac t iv it ies  such as d e le t in g  f i le s  and inc reas ing  session t im e .

They c o r ru p t  th e i r  ta rg e ts  on ly  a f te r  sp read ing  as in te n d e d  by th e i r  deve lope rs . M o s t  v iruses 

t h a t  a t ta ck  ta rg e t  systems p e r fo rm  ac t ions  such as:

Q D e le t ing  fi les  and a l te r in g  c o n te n t  in data  fi les, th e re b y  causing th e  system  to  s low  

d o w n

e P e r fo rm in g  tasks n o t  re la ted  to  app lica t ions , such as p lay ing  music  and c rea t ing  

a n im a t io n s
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U n f r a g m e n t e d  F i l e  B e f o r e  A t t a c k

File: A File: B

P a g e : 1 P a g e : 2 P a g e : 3 P a g e : 1  P a g e : 2 P a g e : 3

A

F i l e  F r a g m e n t e d  D u e  t o  V i r u s  A t t a c k

P a g e : 1 

File: A
P a g e : 3  
F ile : B

P a g e : 1 
File: B

P a g e : 3  P a g e : 2  
F ile : A F ile : B

P a g e : 2  

F ile : A

A A

FIGURE 7.3: W o rk in g  o f  V iruses in A tta c k  Phase

Refer to  th is  f ig u re ,  w h ic h  has t w o  fi les, A and B. In sec t ion  one, th e  tw o  f i les  are  loca ted  one  

a f te r  th e  o th e r  in an o rd e r ly  fash ion . Once a v irus  code  in fec ts  th e  f i le , it a l te rs  th e  p o s i t io n in g  

o f  th e  f i les  th a t  w e re  c o n s e c u t iv e ly  p laced, th u s  lead ing  to  ina ccu ra cy  in f i le  a l loca t ions , caus ing  

th e  sys tem  to  s low  d o w n  as users t r y  to  re t r ie v e  th e i r  f i les. In th is  phase:

0  V iruses e xecu te  w h e n  som e  e ven ts  are  t r ig g e re d

Q Som e execu te  and c o r r u p t  via b u i l t - in  bug p ro g ram s  a f te r  be ing  s to re d  in th e  hos t 's  

m e m o ry

e  M o s t  v iruses  are  w r i t t e n  to  concea l th e i r  p resence, a t ta ck in g  o n ly  a f te r  sp re ad ing  in th e  

h os t to  th e  fu l le s t  e x te n t
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W h y  D o  P e o p l e  C r e a t e  C o m p u t e r  r  c  u

V i r u s e s  UrtifWd | ttkiul Km Im

C o m p u t e r  V i r u s e s

V u ln e ra b le  S y s te m

J
J
J

In f lic t  d a m a g e  to  c o m p e t ito rs

F in anc ia l b e n e fits

R esearch p ro je c ts

P lay p ra n k

V a n d a lism

C ybe r te r ro r is m

D is tr ib u te  p o lit ic a l m essages

C o p y r ig h t ©  b y  E & C a u a c tl. A ll R igh ts  Reserved. R ep ro d u c tio n  is  S tr ic t ly  P ro h ib ite d .

W h y  D o  P e o p l e  C r e a t e  C o m p u t e r  V i r u s e s ?

Source: h t tp : / /w w w .s e c u r i t y d o c s .c o m

C o m p u te r  v iruses are n o t  se lf -g en e ra ted ,  b u t  are c rea ted  by c y b e r -c r im in a l  m inds, in te n t io n a l ly  

des igned  to  cause d e s t ru c t iv e  o ccu rre nce s  in a sys tem . G enera l ly ,  v iruses are c rea ted  w i th  a 

d is re p u ta b le  m o t iv e .  C y b e r-c r im in a ls  c rea te  v iruses to  d e s t ro y  a c o m p a n y 's  da ta , as an ac t o f  

va nd a l ism  o r  a p rank , o r  to  d e s t ro y  a c o m p a n y 's  p ro du c ts .  H ow e ve r ,  in so m e  cases, v iruses  are 

a c tua l ly  in te n d e d  to  be good  fo r  a sys tem . These are des igned  to  im p ro v e  a sys tem 's  

p e r fo rm a n c e  by d e le t in g  p re v io u s ly  e m b e d d e d  v iruses f r o m  fi les.

Some reasons v iruses have been w r i t t e n  inc lude :

e In f l ic t  dam age  to  c o m p e t i to rs

0 Research p ro jec ts

0 Pranks

0 Vanda lism

© A t ta c k  th e  p ro d u c ts  o f  spec if ic  co m p an ies

© D is t r ib u te  po l i t ica l  messages

0 Financia l gain
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P ro cesse s  ta k e  
m o re  re so u rc e s  
a n d  tim e

C o m p u te r  slow s 
d o w n  w h en  
p ro g ra m s  s ta r t

C o m p u te r  f reez es  
f re q u e n tly  o r  
e n c o u n te r s  e rro r

I n d i c a t i o n s  o f  V i r u s  A t t a c k s

An e f fe c t iv e  v irus  te n d s  to  m u l t ip ly  ra p id ly  and m ay  in fe c t  a n u m b e r  o f  m ach ines  

w i th in  th re e  to  f ive  days. V iruses can in fe c t  W o r d  f i le s  w h ic h ,  w h e n  t ra n s fe r re d ,  can in fe c t  th e  

m ach ines  o f  th e  users w h o  rece ive  th e m .  A v irus  can also m ake  good  use o f  f i le  servers  in o rd e r  

to  in fe c t  f i les .  The fo l lo w in g  are  ind ica t io ns  o f  a v i ru s  a t ta c k  on a c o m p u te r  sys tem :

© P rogram s ta ke  lo n g e r  to  load

0  The hard  d r ive  is a lw ays fu l l ,  even w i t h o u t  ins ta l l ing  any  p ro g ram s  

© The f lo p p y  d isk d r ive  o r  hard  d r ive  runs w h e n  i t  is n o t  be ing  used 

© U n k n o w n  fi les  keep  a pp ea r in g  on th e  sys tem  

© The ke ybo a rd  o r  th e  c o m p u te r  e m its  s trange  o r  bee p ing  sounds 

0  The c o m p u te r  m o n i t o r  d isp lays s trange  g ra ph ics  

0  File nam es tu rn  s trange , o f te n  beyo nd  re c o g n i t io n

0  The hard  d r ive  b ecom es  inaccess ib le  w h e n  t ry in g  to  b o o t  f r o m  th e  f l o p p y  d r iv e  

© A p ro g ra m 's  size keeps chang ing

0  The m e m o ry  on  th e  sys tem  seem s to  be in use and th e  sys tem  s lows d o w n
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H o w  d o e s  a  C o m p u t e r  G e t  

I n f e c t e d  b y  V i r u s e s

W h e n  a u s e r  a c c e p ts  f i le s  a n d  d o w n lo a d s  w i t h o u t  c h e c k in g  

p r o p e r ly f o r t h e  s o u rc e

in g  in fe c te d  e - m a i l  a t t a c h m e n tsן

In s ta l l in g  p i r a te d  s o f t w a r e

N o t  u p d a t in g a n d  n o t  in s ta l l in g  n e w  v e rs io n s  o f  p lu g - in s

: r u n n in g th e  la te s t  a n t i - v i r u s  a p p l ic a t io n

C o p y r ig h t ©  b y  EC-Cauactl. A ll R igh ts  Reserved. R ep ro d u c tio n  is  S tr ic t ly  P ro h ib ite d .

H o w  D o e s  a  C o m p u t e r  G e t  I n f e c t e d  b y  V i r u s e s ?
.y;.-.vAy'\ ׳

T he re  are m a n y  w ays  in w h ic h  a c o m p u te r  gets in fec te d  by v iruses. The m o s t  p o p u la r  

m e th o d s  are  as fo l lo w s :

0  W h e n  a user accepts  f i les  and d o w n lo a d s  w i t h o u t  check ing  p ro p e r ly  f o r  th e  source.

0  A t ta cke rs  usua lly  send v i ru s - in fe c te d  f i les  as e m a il  a t ta c h m e n ts  to  sp read  th e  v irus  on 

th e  v ic t im 's  sys te m . If th e  v ic t im  opens  th e  mail,  th e  v irus  a u to m a t ic a l ly  in fec ts  th e  

system .

0  A t ta cke rs  in c o rp o ra te  v iruses in p o p u la r  s o f tw a re  p ro g ram s  and u p load  th e  in fec te d  

s o f tw a re  on w eb s i tes  in te n d e d  to  d o w n lo a d  s o f tw a re .  W h e n  th e  v ic t im  d o w n lo a d s  

in fe c te d  s o f tw a re  and insta lls  it, th e  sys tem  gets in fec te d .

0  Failing to  insta ll n e w  ve rs ions  o r  u p d a te  w i th  la tes t  p a tch es  in te n d e d  to  f ix  th e  k n o w n  

bugs m a y  e xpo se  y o u r  sys tem  to  v iruses.

0  W i th  th e  increas ing  te c h n o lo g y ,  a t ta cke rs  also are  des ign ing  n e w  v iruses. Fail ing to  use 

la tes t a n t iv i ru s  a pp l ica t io n s  m ay expose you  to  v i ru s  a t ta cks
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CEHC o m m o n  T e c h n i q u e s  U s e d  t o  

D i s t r i b u t e  M a l w a r e  o n  t h e  W e b

M a l v e r t i s i n g

Embedding m alw are in ad-networks 
th a t d isplay across hundreds o f 
leg itim ate , h igh -tra ffic  sites

C o m p r o m i s e d  L e g i t i m a t e  

W e b s i t e s

H osting em bedded m a lw a re  th a t 
spreads to  unsuspecting v is ito rs

D r i v e - b y  D o w n l o a d s

E xplo iting flaw s in b row ser 
so ftw a re  to  insta ll m a lw a re  
ju s t by v is iting  a w eb page

Source: Security Threat Report 2012 (http://www.sophos.com )

HB l a c k h a t  S e a r c h  E n g i n e  

O p t i m i z a t i o n  ( S E O )

Ranking m a lw a re  pages high ly 
in search results

S o c i a l  E n g i n e e r e d  

C l i c k - j a c k i n g

Tricking users in to  c lick ing  on 
inno ce n t- lo o k in g  webpages

S p e a r p h i s h i n g  S i t e s

M im ick ing  leg itim a te  in s titu tions ^ ״ ,  
such as banks, in an a tte m p t to ו  ן ן  j l .  
steal account login credentia ls

C o p y r ig h t ©  b y  EC-Cauactl. A ll R igh ts  Reserved. R ep ro d u c tio n  is  S tr ic t ly  P ro h ib ite d .

C o m m o n  T e c h n i q u e s  U s e d  t o  D i s t r i b u t e  M a l w a r e  o n  

^  t h e  W e b

Source: Secur ity  T h re a t  R ep o r t  2012 (h t t p : / /w w w .s o p h o s .c o m )

B la ckh a t  Search Engine  O p t im iz a t io n  (SEO): Using th is  te c h n iq u e  th e  a t ta c k e r  ranks  m a lw a re  

pages h igh in search resu lts

Social E n g inee red  C l ick - jack ing : The a t ta c k e rs  t r ic k  th e  users in to  c l ick ing  on in n o c e n t - lo o k in g  

w e b  pages th a t  c o n ta in  m a lw a re

S p e a rp h is h in g  Sites: This te c h n iq u e  is used fo r  m im ic k in g  le g i t im a te  in s t i tu t io n s ,  such as banks, 

in an a t te m p t  to  steal a c c o u n t  log in  c re d e n t ia ls

M a lv e r t is in g :  Em beds m a lw a re  in ad n e tw o rk s  t h a t  d isp lay  across h u n d re d s  o f  le g i t im a te ,  h igh- 

t ra f f ic  sites

C o m p ro m is e d  L e g i t im a te  W e b s ite s :  Host e m b e d d e d  m a lw a re  t h a t  spreads to  u n s u s p e c t in g  

v is i to rs

D r iv e -b y  D o w n lo a d s :  The a t ta c k e r  e x p lo i ts  f la w s  in b ro w s e r  s o f tw a re  to  insta ll m a lw a re  ju s t  by 

v is i t ing  a w e b  page
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V i r u s  H o a x e s  a n d  F a k e  

A n t i v i r u s e s

A tta c k e rs  d is g u is e  m a lw a re s  a s  a n  a n t iv iru s  

a n d  tr ick  u s e r s  to  in sta ll th e m  in th e ir  

s y s te m s

O n c e  in s ta lle d  th e s e  fak e  a n t iv iru s e s  ca n  
d a m a g e  t a r g e t  s y s t e m s  s im ila r to  o th e r  
m a lw a re s

J  H oaxes a r e  f a ls e  a la rm s  c la im ing  r e p o r ts  

a b o u t  a n o n -e x is t in g  v iru s  w h ich  m ay  

c o n ta in  v iru s  a t ta c h m e n ts

J  W a rn in g  m e s s a g e s  p ro p a g a tin g  th a t  a
c e r ta in  e m a il m e s s a g e  sh o u ld  n o t  b e  v ie w e d  
a n d  d o in g  s o  will d a m a g e  o n e 's  s y s te m

«׳—

*** A W C

w  -

i f  s rs r* •״״־־

j y y | r J ! ! L

l : — = « = — נ 

tifai*ft-F0RWAI1r)T14l'WA«NINflAM0Nn'RlFN0VtAMIIVANnrONTArn
ntAsc rmv/Aflo mu warning among rnitNDS.rAMiiv and contacts Ho* •houM t* »w*t d*'•* 
tk* mat r«w Jwvv Co ikx cptn «11y with 411 *tMchmvH vntltfvO >OSTCARO 'ROM •Uir.O ■
RtSIONATION Of BARACK OBAMA . ifgjrdlMiOfWhO S«nt It to you It ft J VlfUStfUt 0p«1» A
humiahi, imaoi, m«n torns־ the whole run) c dsc 01 you׳ computer.
rih b 11W WIN M Ml«» 41 > IUUIILvO UyCMNUlU I1IK Hid) U••• 1 llOtlTM jfMlllWA I •' HUM
dtstr jctivtvirM^ver Theviiw ...1. discovered bv McAfee v«t«div. «nd thp׳p 14 nor tear jc  for :h i

1> tSeZeto SettofalUie llodDiM., mIivictl.r viulxifoimatbonk«vL

C o p y r ig h t ©  b y  EC-Cauactl. A ll R igh ts  Reserved. R ep ro d u c tio n  is  S tr ic t ly  P ro h ib ite d .

V i r u s  H o a x e s  a n d  F a k e  A n t i v i r u s e s  

V i r u s  H o a x e s

A v irus  hoax is s im p ly  a b lu f f .  V iruses, by th e i r  n a tu re ,  have a lw ays c rea ted  a 

h o r r i fy in g  im p ress ion . Hoaxes are  ty p ic a l ly  u n t ru e  scare a le r ts  th a t  u n s c ru p u lo u s  ind iv idua ls  

send to  c rea te  havoc. It is fa i r ly  c o m m o n  fo r  in n o c e n t  users to  pass th ese  p h o n y  messages

a long  th in k in g  th e y  are he lp ing  o th e rs  avo id  th e  " v i ru s . "

0  Hoaxes are  fa lse a la rm s c la im in g  re p o r ts  a b o u t  n o n -e x is t ing  v iruses

0  These w a rn in g  messages, w h ic h  can be p ro p a g a te d  rap id ly ,  s ta t ing  th a t  a ce rta in  em a il

message shou ld  n o t  be o pe n e d ,  and th a t  d o in g  so w o u ld  d am age  one 's  sys tem

0  In so m e  cases, th ese  w a rn in g  messages th e m se lve s  c o n ta in  v irus  a t ta c h m e n ts

0  These possess th e  c a p a b i l i t y  o f  vas t d e s t ru c t io n  on ta rg e t  system s

M a n y  hoaxes  t r y  to  "se l l"  th ings  t h a t  are te c h n ic a l ly  nonsense. N eve rthe less , th e  h o a xe r  has to  

be s o m e w h a t  o f  an e x p e r t  to  spread hoaxes in o rd e r  to  avo id  be ing  id e n t i f ie d  and caught.

T h e re fo re ,  i t  is a good  p rac t ice  to  look  fo r  te c h n ic a l  d e ta i ls  a b o u t  h o w  to  b e c o m e  in fec te d .  A lso 

search fo r  in fo rm a t io n  in th e  w i ld  to  learn  m o re  a b o u t  th e  hoax, espec ia l ly  by scann ing  b u l le t in  

boa rds  w h e re  p eo p le  a c t ive ly  discuss c u r re n t  h ap pen ings  in th e  c o m m u n i ty .
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Try  to  c rosscheck  th e  id e n t i t y  o f  th e  person  w h o  has pos ted  th e  w a rn in g .  A lso loo k  fo r  m o re  

in fo rm a t io n  a b o u t  th e  h o a x /w a rn in g  f r o m  seconda ry  sources. Be fo re  ju m p in g  to  conc lus ions  by 

read ing  ce r ta in  d o c u m e n ts  on th e  In te rn e t ,  check  th e  fo l lo w in g :

Q If i t  is pos ted  by n e w sg ro up s  th a t  are  susp ic ious , c rosscheck th e  in fo rm a t io n  w i th  

a n o th e r  source

© If th e  person  w h o  has pos ted  th e  new s is n o t  a k n o w n  person  in th e  c o m m u n i t y  o r  an 

expe r t ,  c rosscheck th e  in fo rm a t io n  w i th  a n o th e r  source

0  If a g o v e rn m e n t  b od y  has pos ted  th e  news, th e  p os t in g  shou ld  also have a re fe re n c e  to  

th e  c o r re s p o n d in g  fe d e ra l  r e g u la t io n

Q One o f  th e  m o s t  e f fe c t iv e  checks is to  look  up  th e  suspec ted  h oa x  v i ru s  by n am e  on 

a n t iv i ru s  s o f tw a re  v e n d o r  sites

Q If th e  pos t ing  is techn ica l,  h u n t  fo r  sites t h a t  w o u ld  ca te r  to  th e  te c h n ic a l i t ie s ,  and  t r y  to  

a u th e n t ic a te  th e  in fo rm a t io n

S u b je c t: FORW ARD THIS W A R N IN G  AM O N G  FRIENDS, FAM ILY AND CONTACTS

PLEASE FORWARD THIS W ARNING AM O N G  FRIENDS, FAMILY AND CONTACTSI You shou ld  be a le rt during  
the  next fe w  days. Do n o t open any message w ith  an a tta ch m e n t e n tit le d  'POSTCARD FROM BEJING or 
'RESIGNATION OF 8ARACK O B A M A  , regardless o f  w h o  sent it  to  you . It is a v iru s  th a t opens A 
POSTCARD IMAGE, th e n  'b u rn s ' th e  w h o le  h a rd  C disc o f  y o u r  com p u te r.

This is the  w o rs t  v iru s  announced by CNN last evening. I t  has been classified by M ic ro s o ft  as the  m o s t 
d e s tru c tiv e  v iru s  ever. The v iru s  w a 5 d is co ve re d  by M c A fe e  yeste rday, and th e re  is no  repa ir y e t fo r  th is  
k ind  o f  v irus.

This v iru s  s im ply des troys  th e  Ze ro  Sector o f  th e  H ard Disc, w h e re  th e  v ita l in fo rm a tio n  is kep t.

COPY THIS E M AIL, AND SEND IT TO YOUR FRIENDS.REMEMBER: IF YOU SEND IT TO THEM, YOU WILL 
BENEFIT ALL OF US.

E nd-o f-m a il
Thanks.

FIGURE 7.3: Hoaxes W a rn in g  M essage

F a k e  A n t i v i r u s e s

Fake a n t iv iruses  is a m e th o d  o f  a f fe c t in g  a sys tem  by hackers and it can po ison  y o u r  

sys tem  and o u tb re a k  th e  reg is t ry  and sys tem  f i les  to  a l lo w  th e  a t ta c k e r  to  take  fu l l  c o n t ro l  and 

access to  y o u r  c o m p u te r .  It appears  and p e r fo rm s  s im i la r ly  to  a real a n t iv i ru s  p ro g ra m .

Fake a n t iv i ru s  p ro g ram s  f i r s t  a pp ea r  on d i f fe re n t  b ro w se rs  and w a rn  users t h a t  th e y  have 

d i f fe re n t  s e c u r i t y  th re a ts  on th e i r  sys tem , and th is  message is backed up by rea l susp ic ious  

v iruses. W h e n  th e  user t r ie s  to  re m o v e  th e  v iruses , th e n  th e y  are nav iga ted  to  a n o th e r  page 

w h e re  th e y  need to  buy  o r  subscr ibe  to  th a t  a n t iv i ru s  and p roceed  to  p a y m e n t  deta i ls . These 

fa k e  a n t iv i ru s  p ro g ram s  are been fa b r ic a te d  in such a w a y  th a t  th e y  d ra w  th e  a t te n t io n  o f  th e  

u n s u s p e c t in g  user in to  ins ta l l ing  th e  s o f tw a re .

Some o f  th e  m e th o d s  used to  e x ten d  th e  usage and ins ta l la t io n  o f  fake  a n t iv i ru s  p ro g ram s  

inc lude :

© Em ail and  m essag ing : A t ta cke rs  use spam  em a il  and  social n e tw o rk in g  messages to  

sp read  th is  ty p e  o f  in fe c te d  em a il  t o  users and p ro b e  th e  user to  open  th e  a t ta c h m e n ts  

f o r  s o f tw a re  ins ta l la t io n .
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Q Search e n g in e  o p t im iz a t io n :  A t ta cke rs  g e n e ra te  pages re la ted  to  p ub lic  o r  c u r re n t  

search te rm s  and p la n t  th e m  to  a p p e a r  as e x t ra o rd in a ry  and th e  la tes t in search eng ine  

resu lts . The w e b  pages s h o w  a le rts  a b o u t  in fe c t io n  t h a t  e ncou rage  th e  user to  buy  th e  

fake  an t iv irus .

Q C o m p ro m is e d  w e b s i te s :  A t ta cke rs  s e c re t ly  b re a k  in to  p o p u la r  sites to  ins ta ll th e  fake  

an t iv iruses , w h ic h  can be used to  e n t ice  users to  d o w n lo a d  th e  fa k e  a n t iv i ru s  by re ly ing  

on th e  s ite 's  p o p u la r i ty .

J  

a

Protection

a wacy׳-

I I
P a th  C \ w » C « C ^ S \ J N t5 ^ c ^ e e U J r ^ 4 i f V * g 0 a 5 7 2

I n l r c t io m  35

SMtacat

FIGURE 7.4: E xam ple o f  a Fake A n tiv iru s
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V i r u s  A n a l y s i s :  D N S C h a n g e r CEH

J  It a c ts  a s  a b o t  a n d  ca n  b e  o rg a n iz e d  in to  a 

B o tN et a n d  c o n tro lle d  f ro m  a re m o te  
loca tio n

J  It s p r e a d s  th ro u g h  e m a ils ,  so c ia l 
e n g in e e r in g  tr ic k s , a n d  u n tru s te d  
d o w n lo a d s  f ro m  th e  I n te rn e t

<W >
D N S C hanger (A lu reo n ) m o d if ie s  t h e  DNS 

s e t t in g s  o n  t h e  v ic tim  PC to  d iv e r t 
I n te r n e t  tra ffic  to  m a lic io u s  w e b s i te s  in 
o r d e r  to  g e n e r a te  f r a u d u le n t  a d  re v e n u e , 

sell fa k e  se rv ic e s , o r  s t e a l  p e r s o n a l  
f in a n c ia l in fo rm a tio n

UHUt
J  D N S C hanger h a s  re c e iv e d  s ig n ifican t 

a t te n t io n  d u e  to  th e  la rg e  n u m b e r  o f 
a f fe c te d  s y s te m s  w o rld w id e  a n d  th e  f a c t 
th a t  a s  p a r t  o f  th e  B o tN e t  t a k e d o w n  t h e  FBI 

to o k  o w n e rs h ip  o f  t h e  ro g u e  DNS s e rv e r s  to  
e n s u r e  th o s e  a f fe c te d  d id  n o t  im m ed ia te ly  
lo se  th e  ability  to  r e s o lv e  DNS n a m e s

$
< K >

D N S C hanger m a lw a re  a c h ie v e s  th e  DNS 
re d ire c tio n  by  m od ify in g  th e  fo llo w in g  
r e g i s t r y  k ey  s e tt in g s  a g a in s t a in te r fa c e  
d e v ice  su c h  a s  n e tw o rk  c a rd

H K E Y _ L O C A L _ M A C H IN E \S Y S T E M \C u rre n tC o n tro l  

S e t \ S e r v i c e s \ T c p i p \P a r a m e t e r s \ l n t e r fa c e s \ % R a  

n d o m  C LSID %  N a m e S e r v e r

h  t t p : / / w w w .  t o ta ld e f e n s e .  c o m

C o p y r ig h t ©  b y  E & C a u a c tl. A ll R igh ts  Reserved. R ep ro d u c tio n  is  S tr ic t ly  P ro h ib ite d .

V i r u s  A n a l y s i s :  D N S C h a n g e r

Source: h t t p : / /w w w . to ta ld e fe n s e .c o m

DNSChanger (A lu re o n )  is m a lw a re  th a t  spreads th ro u g h  em ails , soc ia l e n g in e e r in g  tr ic ks ,  and 

u n t ru s te d  d o w n lo a d s  f r o m  th e  In te rn e t .  It acts as a b o t  and can be o rgan ized  in to  a b o tn e t  and 

c o n t ro l le d  f r o m  a re m o te  loca t ion . This m a lw a re  ach ieves DNS re d i re c t io n  by m o d i fy in g  th e  

sys tem  reg is t ry  key se tt ings  aga ins t an in te r fa c e  dev ice  such as n e t w o r k  card .

DNSChanger has rece ived  s ign if ican t a t te n t io n  due  to  th e  large n u m b e r  o f  a f fe c te d  sys tem s  

w o r ld w id e  and th e  fa c t  t h a t  as p a r t  o f  th e  b o tn e t  ta k e d o w n ,  th e  FBI to o k  o w n e rs h ip  o f  rogue  

DNS se rve rs  to  ensu re  th o se  a f fe c ted  d id  n o t  im m e d ia te ly  lose th e  a b i l i t y  to  reso lve  DNS 

nam es. This can even m o d i fy  th e  DNS se tt ings  on th e  v ic t im 's  PC to  d iv e r t  In te rn e t  t ra f f ic  to  

m a l ic ious  w e b s i te s  in o rd e r  to  g e n e ra te  f r a u d u le n t  ad reve nu e ,  sell fa k e  serv ices , o r  steal 

pe rsona l f inanc ia l  in fo rm a t io n .
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V i r u s  A n a l y s i s :  D N S C h a n g e r

(C ont’d)

The rogue DNS servers can exist in any o f th e  fo llo w in g  ranges:

64.28.176.0 -  64.28.191.255, 67 .210.0.0 -  67.210.15.255
77.67.83.0  -  77.67.83.255, 93.188.160.0 -  93.188.167.255
85.255.112.0 -  85.255.127.255, 213.109.64.0 - 213.109.79.255

D N S C h a n g e r
L

DNSChanger sniffs the 
credential and redirects the 

request to real website
Real Website

ww.xrecyritY-tP1 
IP: 200.0.0.45

h ttp://www. tota !defense, com

Attacker runs DNS Server in 
Russia (IP: 64.28.176.2)

DNSChanger infects victim's 
computer by change her DNS IP 

address to: 64.28.176.2

C o p y r ig h t ©  b y  EC-Cauactl. A ll R igh ts  Reserved. R ep ro d u c tio n  is  S tr ic t ly  P ro h ib ite d .

to u t  V i r u s  A n a l y s i s :  D N S C h a n g e r  ( C o n t ’ d )

’ Source: h t t p : / /w w w . to ta ld e fe n s e .c o m  

The rogue  DNS servers  can ex is t in any  o f  th e  fo l lo w in g  ranges:

67 .2 10 .1 5 .25 67 ־ 5 .2 10 .0 .0 ,6 4 .2 8 .1 9 1 .2 5 5 - 6 4 .2 8 .17 6 .0 

9 3 .1 88 .1 67 .2 55 - 9 3 .1 8 8 .1 6 0 .0 ,7 7 .6 7 .8 3 .2 5 5 - 77 .6 7 .83 .0 

2 1 3 .10 9 .79 .2 55 - 2 1 3 .1 0 9 .6 4 .0 ,8 5 .2 5 5 .1 2 7 .2 5 5 - 8 5 .2 5 5 .1 1 2 .0
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Whal is the IP 
address of 

www. *security. corn

Real Website 
w v A v .x s e c u r itv .c o m

י

IP : 2 0 0 .0 .0 .4 5

»
D N S C h a n g e r  s n if fs  th e  

c r e d e n t ia l  a n d  re d ir e c ts  th e  

r e q u e s t  t o  re a l w e b s i te

©
F a k e  W e b s ite  

IP: 65.0.0.2

>

©D N S  R e q u e s t d o  

to 64.28.176.2

□>

©
A t ta c k e r  ru n s  D N S  S e rv e r  in  

Russia (IP: 64.28.176.2)

D N S C h a n g e r  in fe c ts  v ic t im 's  

c o m p u te r  b y  c h a n g e  h e r  D N S  IP 

a d d re s s  t o :  6 4 .2 8 .1 7 6 .2

FIGURE 7.5: V irus  A nalysis Using DNSChanger

To in fe c t  th e  sys tem  and steal c reden t ia ls ,  th e  a t ta c k e r  has to  f i r s t  run  DNS server. Here th e  

a t ta c k e r  runs his o r  he r  D N Sserve r in Russia w i th  an IP o f, say, 64 .28 .176 .2 .  Next, th e  a t ta c k e r  

in fec ts  th e  v ic t im 's  c o m p u te r  by chang ing  his o r  he r  DNS IP address to :  64 .28 .176 .2 . W h e n  th is  

m a lw a re  has in fe c te d  th e  sys tem , i t  e n t i r e ly  changes th e  DNS se tt ings  o f  th e  in fe c te d  m ach ine  

and fo rces  all th e  DNS req ue s t  to  go to  th e  DNSserver run  by th e  a t ta cke r .  A f te r  a l te r in g  th e  

s e t t in g  o f  th e  DNS, any  re q u e s t  t h a t  is m ad e  by th e  sys tem  is se n t to  th e  m a l ic io u s  DNS se rve r. 

Here, th e  v ic t im  sen t DNS R eques t ״w h a t  is th e  IP address o f  w w w .x s e c u r i ty .c o m "  to  

(64 .28 .176 .2 ). The a t ta c k e r  gave a response  to  th e  re q u e s t  as w w w .x s e c u r i t v .c o m . w h ic h  is 

loca ted  a t 65.0 .0 .2 . W h e n  v ic t im 's  b ro w s e r  conn ec ts  to  65.0 .0 .2 , i t  red irec ts  h im  o r  he r  to  a fake  

w e b s i te  c rea ted  by th e  a t ta c k e r  w i th  IP: 65.0 .0 .2 . DNSChanger sn if fs  th e  c re d e n t ia l  (user nam e, 

passw ords) and red irec ts  th e  re q u e s t  to  real w e b s i te  (w w w .x s e c u r i t y .c o m ) w i th  IP: 200 .0 .0 .45 .
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CEHM odule  Flow
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■ = | |  M o d u l e  F l o w

Prio r  to  th is , w e  have discussed a b o u t  v iruses and w o rm s .  N o w  w e  w i l l  d iscuss a b o u t  

d i f fe re n t  typ es  o f  v iruses.

V iru s  a nd  W o r m s  C o n cep t X  M a lw a r e  Ana lys is

i •  C Types  o f  V iruses C o u n te rm e a s u re s

y —  C o m p u te r  W o rm s
v׳ —

^ ) P e n e t ra t io n  T es t in g

This sec t ion  descr ibes  a b o u t  d i f fe re n t  typ es  o f  V iruses.

C o m p u t e r

W o r m s

M a l w a r e

A n a l y s i s

V i r u s  a n d  

W o r m s  

C o n c e p t s

P e n e t r a t i o n

T e s t i n g

C o u n t e r •

m e a s u r e s
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M e ta m o rp h icP o ly m o rp h icE n c ry p tio n

S p a rs e

In fe c to r
V iru s

C lu s te r

V iru se s

D ire c t A c tio n  

o r  T ra n s ie n t

S te a l th  V iru s / 

T u n n e lin g  
V iru s

S y s te m  o r  
B o o t S e c to r  

V iru s e s

M u lt ip a r t i te

T y p e s  o f  V i r u s e s

So fa r,  w e  have d iscussed va r ious  v irus  and w o r m  concep ts .  N o w  w e  w i l l  discuss 

va r ious  typ e s  o f  viruses.

This sec t ion  h igh l igh ts  va r ious  typ es  o f  v iruses and w o rm s  such as f i le  and m u l t ip a r t i t e  v iruses , 

m a c ro  v iruses, c lus te r  v iruses, s te a l t h / t u n n e l in g  v iruses, e n c ry p t io n  v iruses, m e ta m o rp h ic  

v iruses, shell v iruses, and so on. C o m p u te r  v iruses are th e  m a l ic io u s  s o f tw a r e  p ro g ra m s  w r i t t e n  

by a t tacke rs  to  in t e n t io n a l ly  e n te r  th e  ta rg e te d  sys tem  w i th o u t  th e  user 's  p e rm is s io n .  As a 

resu lt ,  th e y  a f fe c t  th e  s e cu r i ty  sys tem  and p e r fo rm a n c e  o f  th e  m ach ine . A fe w  o f  th e  m o s t  

c o m m o n  typ es  o f  c o m p u te r  v iruses th a t  a d v e rs e ly  a f fe c t  s e cu r i ty  sys tem s are discussed in 

de ta i l  on  th e  fo l lo w in g  slides.

T y p e s  o f  V i r u s e s

Viruses are  c lassif ied d e p e n d in g  on tw o  ca tegor ies :

Q W h a t  Do T hey  In fec t?

© H ow  Do T hey  In fec t?

Ethical H acking an d  C o u n te rm e asu re s  Copyright ©  by EC-C0UnCil
All Rights Reserved. R eproduction  is Strictly Prohib ited .

M odule  07 Page 1034



Exam 312-50 C ertified Ethical HackerEthical Hacking and  C o u n te rm easu re s
V iruses an d  W orm s

W h a t  D o  T h e y  I n f e c t ?

S y s t e m  o r  B o o t  S e c t o r  V i r u s e s

f*. _ The m o s t  c o m m o n  ta rg e ts  fo r  a v irus  are th e  sys tem  sectors , w h ic h  are  n o th in g  b u t

th e  M a s te r  B o o t  R ecord  and th e  DOS B o o t  R ecord  Sys tem  sectors . These are th e  areas on th e  

d isk t h a t  are execu ted  w h e n  th e  PC is b o o te d .  Every d isk has a sys tem  sec to r  o f  so m e  sort.  They 

spec ia l ly  in fe c t  th e  f lo p p y  b o o t  sec to rs  and reco rds  o f  th e  hard  disk. For exam p le :  Disk Kil ler 

and S tone  v irus.

F i l e  V i r u s e s

Executab le  f i les  are in fec te d  by f i le  v iruses, as th e y  inse rt  th e i r  code  in to  th e  o r ig ina l 

f i le  and g e t e xecu ted . File v iruses are la rge r  in n u m b e r ,  b u t  th e y  are n o t  th e  m o s t  c o m m o n ly  

fo u n d .  T hey  in fe c t  in a v a r ie ty  o f  w ays and can be fo u n d  in a large n u m b e r  o f  f i le  types.

M u l t i p a r t i t e  V i r u s

T hey  in fe c t  p ro g ra m  fi les, and th is  f i le  in tu rn  a f fec ts  th e  b o o t  sec to rs  such as Invader, 

Flip, and  Tequ ila .

C l u s t e r  V i r u s e s

C lus te r v iruses in fe c t  f i les  w i t h o u t  chang ing  th e  f i le  o r  p la n t in g  ex tra  f i les; th e y  change 

th e  DOS d ire c to ry  in fo rm a t io n  so t h a t  e n tr ie s  p o in t  to  th e  v irus  code  ins tead  o f  th e  actua l 

p ro g ra m .

M a c r o  V i r u s

M ic r o s o f t  W o r d  o r  a s im i la r  a p p l ic a t io n  can be in fec te d  th ro u g h  a c o m p u te r  v irus  

ca lled a m ac ro  v irus, w h ic h  a u to m a t ic a l ly  p e r fo rm s  a se qu en ce  o f  ac t ions  w h e n  th e  

a p p l ic a t io n  is t r ig g e re d  o r  s o m e th in g  else. M a c ro  v iruses are s o m e w h a t  less h a rm fu l  th a n  o th e r  

types . T hey  are  usua lly  sp read  via an em a il .

H o w  D o  T h e y  I n f e c t ?

־ ־  ■ S t e a l t h  V i r u s e s

These v ׳ iruses t r y  to  h ide  th e m se lve s  f r o m  a n t iv i ru s  p ro g ra m s  by a c t iv e ly  a l te r in g  and

c o r ru p t in g  th e  chosen serv ice call in te r ru p ts  w h e n  th e y  are be ing  run . Requests to  p e r fo rm  

o p e ra t io n s  in respec t to  these  serv ice call in te r ru p ts  are  rep laced  by v irus  code. These v iruses 

s ta te  fa lse in fo rm a t io n  to  h ide  th e i r  p resence  f r o m  a n t iv i ru s  p rog ram s. For exam p le , th e  s tea lth  

v irus  h ides th e  o p e ra t io n s  t h a t  i t  m o d i f ie d  and gives fa lse  re p re s e n ta t io n s .  Thus, i t  takes  ove r  

p o r t io n s  o f  th e  ta rg e t  sys tem  and h ides its v i ru s  code .

L ife :־ T u n n e l i n g  V i r u s e s

These v iru ses  t ra c e  th e  s teps o f  in te rc e p to r  p ro g ram s  th a t  m o n i t o r  o p e ra t in g  sys tem  

reques ts  so t h a t  th e y  g e t in to  BIOS and DOS to  ins ta l l them se lve s .  To p e r fo rm  th is  a c t iv i ty ,  th e y  

even tu n n e l  u n d e r  a n t iv i ru s  s o f tw a re  p rog ram s .
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\
E n c r y p t i o n  V i r u s e s

c _ —  This ty p e  o f  v irus  consists o f  an e n c ry p te d  co py  o f  th e  v irus  and a d e c ry p t io n  m o d u le .  

The d e c ry p t in g  m o d u le  rem a ins  co ns ta n t ,  w he re a s  th e  d i f fe re n t  keys are used fo r  e n c ry p t io n .

P o l y m o r p h i c  V i r u s e siri)
, ״ ״

These v iruses  w e re  d e v e lo p e d  to  co n fu se  a n t iv i ru s  p ro g ram s  th a t  scan fo r  v iruses in 

th e  sys tem . It is d i f f ic u l t  t o  t ra ce  th e m ,  since th e y  change  th e i r  cha rac te r is t ics  each t im e  th e y  

in fec t ,  e.g., eve ry  co py  o f  th is  v irus  d i f fe rs  f r o m  its p re v io u s  one. V iru s  d e v e lo p e rs  have even 

c rea ted  m e ta m o r p h ic  eng ines  and v irus  w r i t in g  t o o l  k i ts  t h a t  m ake  th e  code  o f  an ex is t ing  v irus  

look  d i f fe re n t  f r o m  o th e rs  o f  its k ind.

M e t a m o r p h i c  V i r u s e s

A code  th a t  can re p ro g ra m  i tse lf  is ca lled m e ta m o rp h ic  code. This code  is t r a n s la te d  

in to  th e  t e m p o r a r y  code , and th e n  c o n v e r te d  back to  th e  n o rm a l code. This te c h n iq u e ,  in w h ic h  

th e  o r ig ina l  a lg o r i th m  rem a ins  in tac t ,  is used to  avo id  p a t te rn  re c o g n i t io n  o f  a n t iv i ru s  so f tw a re .  

This is m o re  e f fe c t iv e  in co m p a r is o n  to  p o ly m o rp h ic  code . This ty p e  o f  v irus  consists o f  co m p le x  

ex tens ive  code.

O v e r w r i t i n g  F i l e  o r  C a v i t y  V i r u s e s

Som e p ro g ra m  f i les  have areas o f  e m p ty  space. This e m p ty  space is th e  m a in  ta rg e t  o f  

these  viruses. The C a v i ty  V irus ,  also k n o w n  as th e  Space F i l le r  V irus , s to res  its code  in th is  

e m p ty  space. The v irus  insta lls  i tse lf  in th is  u no ccup ie d  space w i t h o u t  any d e s t ru c t io n  to  th e  

o r ig ina l  code. It insta lls  i tse lf  in th e  f i le  i t  a t te m p ts  to  in fec t .

S p a r s e  I n f e c t o r  V i r u s e s

A sparse in fe c to r  v irus  in fec ts  o n ly  o c c a s io n a l ly  (e.g., eve ry  te n th  p ro g ra m  execu ted )a®
o r  o n ly  f i les  w h o s e  leng ths  fa ll w i th in  a n a r ro w  range. 

C o m p a n i o n  V i r u s e s

The c o m p a n io n  v irus  s to res  i tse lf  by  hav ing  th e  id e n t ic a l  f i le n a m e  as th e  ta rg e te d  

p ro g ra m  fi le . As soon as th a t  f i le  is e x e c u te d ,  th e  v irus  in fec ts  th e  c o m p u te r ,  and hard  d isk data  

is m o d if ie d .

^  C a m o u f l a g e  V i r u s e s

W -------- T hey  d isguise th e m se lve s  as gen u ine  a pp lica t ion s  o f  th e  user. These v iruses are n o t

d i f f ic u l t  t o  f in d  since a n t iv i ru s  p ro g ra m s  have advanced  to  th e  p o in t  w h e re  such v iruses  are 

easily t raced .

S h e l l  V i r u s e s

_____  This v irus  code  fo rm s  a laye r a ro u n d  th e  ta rg e t  hos t p ro g ra m 's  code  th a t  can be
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c o m p a re d  to  an "egg  s h e l l / m ׳ ak ing  i ts e l f  th e  o r ig ina l  p ro g ra m  and th e  hos t code  its sub- 

ro u t in e .  Here, th e  o r ig ina l code  is m o v e d  to  a n e w  loca t ion  by th e  v irus  code  and th e  v i ru s  

assum es its id e n t i ty .

F i l e  E x t e n s i o n  V i r u s e s
F .

File e x te n s io n  v iru ses  change  th e  ex tens ions  o f  f i les; .TXT is safe, as i t  ind ica tes  a pu re  

te x t  f i le . If y o u r  c o m p u te r 's  f i le  e x te n s io n s  v ie w  is tu rn e d  o f f  and so m e o n e  sends you  a f i le  

n am ed  BAD.TXT.VBS, you  w i l l  see o n ly  BAD.TXT.

> '« f | A d d  - o n  V i r u s e s

M o s t  v iruses are a dd -o n  v iruses. This ty p e  o f  v irus  appends  its code  to  th e  beg inn ing  

o f  th e  hos t code  w i t h o u t  m ak ing  any changes to  th e  la t te r .  Thus, th e  v irus  c o r ru p ts  th e  s ta r tu p  

in fo rm a t io n  o f  th e  h o s t  code , and places i tse lf  in its p lace, b u t  it does n o t  to u c h  th e  hos t code. 

H ow e ve r ,  th e  v irus  code  is execu ted  b e fo re  th e  h o s t  code . The o n ly  in d ic a t io n  th a t  th e  f i le  is 

c o r ru p te d  is t h a t  th e  size o f  th e  f i le  has increased.

I n t r u s i v e  V i r u s e s

־־  This fo rm  o f  v irus  o v e rw r i te s  its code  e i th e r  by c o m p le te ly  re m o v in g  th e  ta rg e t  hos t 's  

p ro g ra m  code, o r  s o m e t im e s  it o n ly  o v e rw r i te s  p a r t  o f  it. T h e re fo re ,  th e  o r ig ina l code  is n o t  

e xecu ted  p ro pe r ly .

D i r e c t  A c t i o n  o r  T r a n s i e n t  V i r u s e s

T ransfers  all c o n t ro ls  to  th e  h os t code  w h e re  i t  resides, se lects th e  ta rg e t  p ro g ra m  to  

be m o d if ie d ,  and c o r ru p ts  it.

= —  T e r m i n a t e  a n d  S t a y  R e s i d e n t  V i r u s e s  ( T S R s )

ffr ״־* y A TSR v '״־ iru s  rem a in s  p e rm a n e n t ly  in m e m o ry  d u r in g  th e  e n t i re  w o r k  session, even 

a f te r  th e  ta rg e t  hos t p ro g ra m  is e xecu ted  and te rm in a te d .  It can be re m o v e d  o n ly  by r e b o o t in g  

th e  sys tem .
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S y s t e m  o r  B o o t  S e c t o r  V i r u s e s  C E H

E x e c u t i o n

W hen system  boots, v irus  
code is exe cu ted  f irs t and then  
co n tro l is passed to  o rig ina l 
MBR

©

o

B e f o r e  I n f e c t i o n

B o o t  S e c t o r  V i r u s

B oot secto r v irus m oves MBR to  
a n o th e r loca tio n  on th e  hard disk 
and copies itse lf to  th e  o rig ina l 
loca tion  o f MBR

A f t e r  I n f e c t i o n

M BRV iru s  C ode

Copyright © by E&Cauactl. All Rights Reserved. Reproduction is Strictly Prohibited.

S y s t e m  o r  B o o t  S e c t o r  V i r u s e s

System  sec to r  v iruses  can be d e f in e d  as th o se  th a t  a f fe c t  th e  e x e c u ta b le  code  o f  th e  

disk, ra th e r  th a n  th e  b o o t  se c to r  v irus  t h a t  a f fec ts  th e  DOS b o o t  s e c to r  o f  th e  disk. A n y  sys tem  

is d iv id ed  in to  areas, ca lled sectors , w h e re  th e  p ro g ram s  are  s to red .

The t w o  typ es  o f  sys tem  sectors  are:

0  M BR  ( M a s te r  B o o t  R ecord)

MBRs are  th e  m o s t  v i ru s -p ro n e  zones because i f  th e  M BR  is c o r ru p te d ,  all da ta  w i l l  be 

lost.

0  DBR (DOS B o o t  Record )

The DOS b o o t  se c to r  is execu ted  w h e n e v e r  th e  sys tem  is b o o te d .  This is th e  c ruc ia l 

p o in t  o f  a t ta c k  fo r  v iruses.

The sys tem  sec to r  consists o f  512 b y te s  o f  m e m o ry .  Because o f  th is , sys tem  sec to r  v iruses 

concea l th e i r  code  in so m e  o th e r  d isk space. The  m a in  ca r r ie r  o f  sys tem  sec to r  v iruses is th e  

f lo p p y  disk. These v iruses g en e ra l ly  res ide  in th e  m e m o ry .  They can also be caused by Tro jans. 

Som e se c to r  v iruses also sp read  th ro u g h  in fec te d  fi les, and th e y  are ca lled m u l t i p a r t  v iruses .

m
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V i r u s  R e m o v a l1
System sec to r  v iruses are  des igned  to  c rea te  th e  i l lus ion  t h a t  th e re  is no v irus  on  th e  

sys tem . One w a y  to  deal w i th  th is  v irus  is to  avo id  th e  use o f  th e  W in d o w s  o p e ra t in g  

sys te m , and sw itch  to  L inux o r  Macs, because W in d o w s  is m o re  p ro n e  to  these  a ttacks. L inux 

and M a c in to s h  have a b u i l t - in  sa fe g u a rd  to  p ro te c t  aga ins t these  v iruses. The o th e r  w a y  is to  

ca rry  o u t  a n t iv i ru s  checks on a p e r io d ic  basis.

B e f o r e  I n f e c t i o n

A f t e r  I n f e c t i o n

V

G

O
V iru s  C ode

FIGURE 7.6: S ystem  o r  B oot S ector V iruses
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F i l e  a n d  M u l t i p a r t i t e  V i r u s e s  C E H

F i l e  a n d  M u l t i p a r t i t e  V i r u s e s  

F i l e  V i r u s e s

File v iruses in fe c t  f i les t h a t  are  e xecu ted  o r  in te rp re te d  in th e  sys tem  such as COM , EXE, 

SYS, OVL, OBJ, PRG, M N U , and BAT fi les. File v iruses can be e i th e r  d i re c t -a c t io n  (n o n -re s id e n t )  

o r  m e m o ry - re s id e n t .  O v e rw r i t in g  v iruses cause i r re v e rs ib le  d am age  to  th e  fi les. These v iruses 

m a in ly  ta rg e t  a range o f  o p e ra t in g  sys te m s  th a t  inc lude  W in d o w s ,  UNIX, DOS, and M ac in tosh .

C h a r a c t e r i z i n g  F i l e  V i r u s e s

File v iruses are  m a in ly  ch a rac te r ize d  and descr ibed  based on th e i r  physical b e h a v io r  o r  

charac te r is t ics .  To classify a f i le  v irus  is by th e  ty p e  o f  f i le  ta rg e te d  by it, such as EXE o r  COM 

fi les, th e  b o o t  sec to r,  etc. A f i le  v irus  can also be ch a ra c te r iz e d  based on h o w  it  in fec ts  th e  

ta rg e te d  f i le  (also k n o w n  as th e  hos t f i les):

Q P re p e n d in g :  w r i te s  i tse lf  in to  th e  beg in n in g  o f  th e  hos t f i le 's  code

Q A p p e n d in g :  w r i te s  i tse lf  to  th e  end  o f  th e  hos t f i le

© O v e rw r i t in g :  o v e rw r i te s  th e  hos t f i le 's  code  w i th  its o w n  code

Q In s e r t in g :  inserts  i tse lf  in to  gaps ins ide  th e  hos t f i le 's  code
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© C o m p a n io n :  ren am es  th e  o r ig ina l  f i le  and w r i te s  i tse lf  w i th  th e  hos t f i le 's  nam e

© C av ity  in fe c to r :  w r i te s  i tse lf  b e tw e e n  f i le  sec t ions  o f  3 2 -b i t  f i le

File v iruses are also classif ied based on w h e th e r  th e y  are n o n -m e m o ry  res ide n t  o r  m e m o ry  

res iden t.  N o n -m e m o ry  re s id e n t  v iruses search fo r  EXE f i le s  on a hard  d r ive  and th e n  in fe c t  

th e m ,  w he re a s  m e m o ry  res ide n t  v iruses stays a c t ive ly  in m e m o ry ,  and t ra p  one  o r  m o re  sys tem  

fu n c t io n s .  File v iruses are  said to  be p o ly m o rp h ic ,  e n c ry p te d ,  o r  n o n -e n c ry p te d .  A  p o ly m o rp h ic  

o r  e n c ry p te d  v irus  co n ta ins  one  o r  m o re  d e c ry p to rs  and a m a in  code. M a in  v irus  code  is 

d e c ry p te d  by th e  d e c ry p to r  b e fo re  i t  s ta rts . An e n c ry p te d  v irus  usua lly  uses va r iab le  o r  f ix e d -  

key d e c ry p to rs ,  w h e re a s  p o ly m o rp h ic  v iruses have d e c ry p to rs  th a t  are ra n d o m ly  g en e ra te d  

f r o m  in s t ru c t io n s  o f  p rocessors  and th a t  cons is t o f  a lo t  o f  c o m m a n d s  th a t  are n o t  used in th e  

d e c ry p t io n  process.

E xe cu t io n  o f  P ay load :

© D irec t  a c t ion : Im m e d ia te ly  u po n  e xecu t ion  

© T im e  b o m b :  A f te r  a spec if ied  p e r io d  o f  t im e  

© C o n d i t io n  t r ig g e re d :  O n ly  u n d e r  ce r ta in  c o n d it io n s

Q  M u l t i p a r t i t e  V i r u s e s

A m u l t ip a r t i te  v irus  is also k n o w n  as a m u l t i - p a r t  v i ru s  t h a t  a t te m p ts  to  a t ta c k  b o th  

th e  b o o t  sec to r  and th e  e xecu tab le  o r  p ro g ra m  fi les  a t th e  sam e t im e .  W h e n  rg w  v irus  is 

a t ta c h e d  to  th e  b o o t  sec to r ,  i t  w i l l  in tu rn  a f fe c t  th e  sys tem  fi les, and th e n  th e  v irus  a t ta che s  to  

th e  fi les, and th is  t im e  i t  w i l l  in tu rn  in fe c t  th e  b o o t  sec to r .

FIGURE 7.7: File and M u lt ip a r t i te  V iruses
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M acro  Viruses CEH
Urt1fw4 ilh iu l lUtbM

0

11.

Infects M acro Enabled D ocum ents

0

0U se rA tta c k e r0

ץ

0 M acro viruses infect
tem p la te s  o r convert
in fected docum ents
in to  te m p la te  files,
w h ile  m a in ta in in g th e ir
appearance o f o rd ina ry
d o cum en tfile s

V

0 0

0 0
r

0  M o s t m acro viruses are
w r it te n  using m acro
language Visual Basic
fo r  A pp lica tio ns  (VBA)

r

0 0

C o p y r ig h t ©  b y  EC -C aIllic it A l 1R igh ts  Reserved. R ep ro d u c tio n  is  S tr ic t ly  P ro h ib ite d .

M a c r o  V i r u s e s

M ic ro s o f t  W o rd  o r  s im i la r  a pp l ica t io n s  can be in fe c te d  th ro u g h  a c o m p u te r  v i ru s  

ca lled m a c ro  v irus, w h ic h  a u to m a t ic a l ly  p e r fo rm s  a sequence  o f  ac t ions  w h e n  th e  a p p l ic a t io n  is 

t r ig g e re d  o r  s o m e th in g  else. M o s t  m a c ro  v iruses are w r i t t e n  using th e  m a c ro  language V isua l 

Basic f o r  A p p l ic a t io n s  (VBA) and th e y  in fe c t  t e m p la te s  o r  c o n v e r t  in fec te d  d o c u m e n ts  in to  

te m p la te  fi les, w h i le  m a in ta in in g  th e i r  appea ra nce  o f  o rd in a ry  d o c u m e n t  f i les. M a c ro  v iruses  

are s o m e w h a t  less h a rm fu l  th a n  o th e r  types . They are  usua lly  sp read  via an em a il .  Pure data  

f i les  do  n o t  a l lo w  th e  sp read  o f  v iruses, b u t  s o m e t im e s  th e  l ine  b e tw e e n  a da ta  f i le  and an 

e x e c u ta b le  f i le  is easily o v e r lo o k e d  by th e  average user due  to  th e  ex tens ive  m ac ro  languages 

in som e  p rog ram s. In m o s t  cases, ju s t  to  m ake  th ings  easy fo r  users, th e  l ine  b e tw e e n  a da ta  f i le  

and a p ro g ra m  s ta rts  to  b lu r  o n ly  in cases w h e re  th e  d e fa u l t  m acros  are  set to  run  a u to m a t ic a l ly  

eve ry  t im e  th e  data  f i le  is loaded. V irus  w r i te rs  can e x p lo i t  c o m m o n  p ro g ram s  w i th  m acro  

ca p a b i l i ty  such as M ic ro s o f t  W o rd ,  Excel, and o th e r  O ff ice  p rog ram s . W in d o w s  Help fi les can 

also c o n ta in  m a c ro c o d e .  In a d d it io n ,  th e  la tes t  e x p lo i te d  m ac ro c o d e  exists in th e  fu l l  ve rs ion  o f  

th e  A c ro b a t  p ro g ra m  th a t  reads and w r i te s  PDF fi les.
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Infects Macro Enabled Documents

A t ta c k e r  U ser

FIGURE 7.8 : M a c ro  V iruses
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CEHCluster Viruses

C l u s t e r  V i r u s e s  a

■ ■ ■I :ב : * ן [
J  C luster viruses m o d ify  d ire c to ry  ta b le  e n tr ie s  so th a t it  

po in ts  users o r  system  processes to  th e  v irus code instead 
o f th e  actual program

V i r u s  C o p y

J  There is on ly  one copy o f th e  v irus on th e  disk in fec ting  
all th e  program s in th e  co m p u te r system

L a u n c h  I t s e l f

J  It w ill launch its e lf f irs t w hen any program  on th e  
co m p u te r system  is s ta rted  and the n  th e  co n tro l is 
passed to  actua l program

C o p y r ig h t ©  b y  EC-Cauactl. A ll R igh ts  Reserved. R ep ro d u c tio n  is  S tr ic t ly  P ro h ib ite d

C l u s t e r  V i r u s e s

C lus te r v iruses in fe c t  f i les  w i t h o u t  chang ing  th e  f i le  o r  p la n t in g  ex tra  f i les  th e y  change 

th e  DOS d ire c to ry  in fo rm a t io n  so t h a t  e n tr ie s  p o in t  to  th e  v irus  code  ins tead  o f  th e  actua l 

p ro g ra m . W h e n  a p ro g ra m  runs DOS, i t  f i r s t  loads and execu tes  th e  v irus  code, and th e n  th e  

v irus  loca tes th e  ac tua l p ro g ra m  and execu tes  it. D ir-2 is an e xam p le  o f  th is  ty p e  o f  v irus. 

C lus te r  v iruses m o d i fy  d i re c to ry  ta b le  e n tr ies  so th a t  d i re c to ry  e n tr ie s  p o in t  to  th e  v irus  code. 

T he re  is o n ly  one  copy  o f  th e  v irus  on th e  d isk in fe c t in g  all th e  p ro g ram s  in th e  c o m p u te r  

sys tem . It w i l l  lau nch  i ts e l f  f i r s t  w h e n  any p ro g ra m  on th e  c o m p u te r  sys tem  is s ta r te d  and th e n  

th e  c o n t ro l  is passed to  th e  ac tua l p ro g ram .
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Stealth/Tunneling Viruses CEH

These v iru se s  eva de  th e  a n t i-v iru s  s o ftw a re  by  in te rc e p t in g  its  re q u e s ts  

to  th e  o p e ra t in g  sys tem

A v iru s  can h id e  i ts e lf  by  in te rc e p t in g  th e  a n ti-v iru s  s o ftw a re 's  re q u e s t to  

re a d  th e  f i le  and  p a s s in g th e  re q u e s t to  th e  v iru s , in s te a d  o f  th e  OS

The  v iru s  can th e n  re tu rn  an  u n in fe c te d  v e rs io n  o f  th e  f i le  to  th e  a n ti-  

v iru s  s o ftw a re , so th a t  i t  a p p e a rs  as i f  th e  f i le  is "c le a n "

i fHides Infected 
TCPIP.SYS

Here you go

Original TCPIP.SYS

C o p y r ig h t ©  b y  EC-Cauactl. A ll R igh ts  Reserved. R ep ro d u c tio n  is  S tr ic t ly  P ro h ib ite d .

S t e a l t h / T u n n e l i n g  V i r u s e s  

I  S t e a l t h  V i r u s e s

These v iruses t r y  to  h id e  th e m se lve s  f r o m  a n t iv i ru s  p ro g ra m s  by a c t ive ly  a l te r in g  and 

c o r ru p t in g  th e  chosen  serv ice call in te r ru p ts  w h e n  th e y  are be ing  run . Requests to  p e r fo rm  

o p e ra t io n s  in respec t to  these  serv ice call in te r ru p ts  are  rep laced  by v irus  code. These v iruses 

s ta te  fa lse in fo rm a t io n  to  h ide  th e i r  p resence  f r o m  a n t iv i ru s  p rog ram s . For exam p le , th e  s te a l th  

v i ru s  h ides  th e  o p e ra t io n s  th a t  it m o d i f ie d  and gives fa lse  re p re s e n ta t io n s .  Thus, i t  takes  ove r  

p o r t io n s  o f  th e  ta rg e t  sys tem  and h ides its v irus  code.

The s te a lth  v irus  h ides i tse lf  f r o m  a n t iv i ru s  s o f tw a re  by h id ing  th e  o r ig ina l  size o f  th e  f i le  o r 

te m p o ra r i l y  p lac ing  a copy  o f  i tse lf  in som e  o th e r  d r ive  o f  th e  sys tem , th u s  rep lac ing  th e  

in fe c te d  f i le  w i th  th e  u n in fe c te d  f i le  t h a t  is s to re d  on th e  hard  d r ive .

A s te a lth  v irus  h ides th e  m o d if ic a t io n s  th a t  i t  makes. It takes  c o n tro l  o f  th e  sys tem 's  fu n c t io n s  

t h a t  read f i les  o r  sys tem  sectors  and, w h e n  a n o th e r  p ro g ra m  reques ts  in fo rm a t io n  t h a t  has 

a lready  been m o d i f ie d  by th e  v irus, th e  s te a l th  v i ru s  re p o r ts  t h a t  in fo rm a t io n  to  th e  req ue s t ing  

p ro g ra m  ins tead. This v irus  a lso res ides in th e  m e m o ry .

To avo id  d e te c t io n ,  these  v iruses a lw ays take  o v e r  sys tem  fu n c t io n s  and use th e m  to  h ide  th e i r  

p resence.
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One o f  th e  ca rr ie rs  o f  th e  s tea lth  v irus  is th e  r o o tk i t .  Ins ta ll ing  a r o o tk i t  g en e ra l ly  resu lts  in th is  

v irus  a t ta c k  because ro o tk i ts  are ins ta l led  via Tro jans , and th u s  are capab le  o f  h id ing  any 

m a lw a re .

R em ova l :

Q A lw ays  do  a co ld  b o o t  (b o o t  f r o m  w r i te -p ro te c te d  f lo p p y  d isk o r  CD)

© N eve r  use DOS c o m m a n d s  such as FDISK to  f ix  th e  v irus  

Use a n t iv i ru s  s o f tw a re

T u n n e l i n g  V i r u s e s

e

/

These v iruses t ra ce  th e  s teps o f  i n te r c e p to r  p ro g ram s  th a t  m o n i t o r  o p e ra t in g  sys te m  

reques ts  so t h a t  th e y  g e t in to  BIOS and DOS to  ins ta l l them se lve s .  To p e r fo rm  th is  a c t iv i ty ,  th e y  

even tu n n e l  u n d e r  a n t iv i ru s  s o f tw a re  p rog ram s.

*
H id es  In fe c te d  

TCPIP.SYS

G iv e  m e  t h e  s y s te m  file  
tc p ip .s y i  t o  ic o n

VIRUS

A n ti-v iru s
S o ftw a re

Here you go

O rig ina l TCPIP.SYS

FIGURE 7.9: W o rk in g  o f  S te a lth /T u n n e lin g  V iruses
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V iruses an d  W orm s

Encryption Viruses CEH

V iru s  C ode

V

Encryption 
Virus 3

Encryption 
Virus 2

־׳י י
This ty p e  o f  v iru s  u s e s  s im p le  
e n c ry p t io n  to  e n c ip h e r  th e  c o d e

­ץ

- /

AV s c a n n e r  c a n n o t  d ire c tly  

d e t e c t  th e s e  ty p e s  o f 
v iru s e s  u s in g  s ig n a tu re  
d e te c tio n  m e th o d s

r
T h e  v iru s  is e n c ry p te d  w ith  
a  d i f f e r e n t  key  fo r  e a c h  
in fe c te d  file

V.

C o p y r ig h t ©  b y  E & C a u a c tl. A ll R igh ts  Reserved. R ep ro d u c tio n  is  S tr ic t ly  P ro h ib ite d .

E n c r y p t i o n  V i r u s e s

This ty p e  o f  v irus  consists o f  an e n c ry p te d  co p y  o f  th e  v irus  and a d e c ry p t io n  m o d u le .  

The d e c ry p t in g  m o d u le  rem a ins  cons ta n t ,  w h e re a s  th e  d i f fe re n t  keys are used fo r  e n c ry p t io n .  

These v iruses g en e ra l ly  e m p lo y  XOR on  each b y te  w i th  a ra n d o m iz e d  key.

The v irus  is e nc ip h e re d  w i th  an e n c ry p t io n  key  th a t  consists o f  a d e c ry p t io n  m o d u le  and 

an e n c ry p te d  co py  o f  th e  code.

For each in fec te d  f i le , th e  v irus  is e n c ry p te d  by using a d i f fe re n t  c o m b in a t io n  o f  keys, 

b u t  th e  d e c ry p t in g  m o d u le  p a r t  rem a ins  unchanged .

It is n o t  poss ib le  fo r  th e  v irus  scanner  to  d ire c t ly  d e te c t  th e  v irus  by m eans o f  

s ign a tu res ,  b u t  th e  d e c ry p t in g  m o d u le  can be d e te c te d .

The d e c ry p t io n  te c h n iq u e  e m p lo y e d  is x o r  each b y te  w i th  a ra n d o m iz e d  key t h a t  is 

g e n e ra te d  and saved by th e  ro o t  v irus.

©

Q

e
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Virus Code

E n c ry p tio n  

V iru s  B

E n c ry p tio n  

V iru s  2

E n c ry p tio n  

V iru s  1

FIGURE 7.10 : W o rk in g  o f E n c ryp tio n  V iruses
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CEHPolym orphic Code

J  P o ly m o rp h ic  co d e  is a cod e  th a t  m u ta te s  w h ile  kee p in g  th e  o r ig in a l a lg o r ith m  in ta c t

J  To e n a b le  p o ly m o rp h ic  cod e , th e  v iru s  has to  ha ve  a p o ly m o rp h ic  e n g in e  (a lso  ca lled  

m u ta t in g  e n g in e  o r  m u ta t io n  en g in e

J  A w e ll-w r it te n  p o ly m o rp h ic  v iru s  th e re fo re  has no  p a r ts  th a t  s ta y  th e  sam e  on  each 
in fe c tio n

39-
Encrypted Mutation 

Engine

Encrypted Virus ...........
Code Decryptor

routine decrypts 
virus code and 

Decryptor Routine mutation engine

N e w  P o ly m o rp h ic  

V irus

RAMU s e r  R u n s  a n  

In fe c te d  P ro g ra m

C o p y r ig h t ©  b y  E & C a u a c tl. A ll R igh ts  Reserved. R ep ro d u c tio n  is  S tr ic t ly  P ro h ib ite d .

P o l y m o r p h i c  C o d e

P o ly m o rp h ic  v iruses  m o d i fy  th e i r  code  fo r  each re p l ic a t io n  in o rd e r  to  a v o id  d e te c t io n .  

They accom p lish  th is  by chang ing  th e  e n c ry p t io n  m o d u le  and th e  in s t ru c t io n  sequence. A 

ra n d o m  n u m b e r  g e n e ra to r  is used f o r  im p le m e n t in g  p o ly m o rp h is m .

A m u ta t io n  eng ine  is g en e ra l ly  used to  e nab le  p o ly m o rp h ic  code. The m u ta to r  p ro v id e s  a 

sequence  o f  in s t ru c t io n s  t h a t  a v i ru s  s c a nn e r  can use to  o p t im iz e  an a p p ro p r ia te  d e te c t io n  

a lg o r i th m .  S low  p o ly m o rp h ic  codes are  used to  p re v e n t  a n t iv i ru s  p ro fe s s io n a ls  f r o m  accessing 

th e  codes.

V irus  samp les , w h ic h  are b a it  f i les  a f te r  a s ingle e xecu t ion  is in fe c te d ,  c o n ta in  a s im i la r  co py  o f  

th e  v irus. A s im p le  in te g r i ty  checke r  is used to  d e te c t  th e  p resence  o f  a p o ly m o rp h ic  v irus  in th e  

sys tem 's  disk.
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New Polymorphic 
Virus

E n c ryp te d  M u ta t io n  
Engine (EME)

A  A
0 • •  In s tru c t  to
A

Instruct to

Decryptor 
routine decrypts 
virus code and 
mutation engine

©

V iru s  D oes  th e  D a m a g e

RAM

©

ncrypted Mutation 
Engine

j י Encry

Encrypted Virus 
Code

i I

iDecryptor RoutineI

*
U se r R uns an  

In fe c te d  P ro g ra m

FIGURE 7.11 : H ow  P o lym o rp h ic  C ode W o rk

P o ly m o rp h ic  v iruses cons is t o f  th re e  c o m p o n e n ts .  They are  th e  e n c ry p te d  v i ru s  code , th e  

d e c r y p to r  ro u t in e ,  and th e  m u ta t io n  eng ine . The fu n c t io n  o f  th e  d e c ry p to r  ro u t in e  is to  d e c ry p t  

th e  v irus  code. It d e c ryp ts  th e  code  o n ly  a f te r  ta k in g  c o n t ro l  o v e r  th e  c o m p u te r .  The m u ta t io n  

eng ine  gene ra tes  ra n d o m iz e d  d e c ry p t io n  rou t ine s .  This d e c ry p t io n  ro u t in e s  var ies eve ry  t im e  

w h e n  a n e w  p ro g ra m  is in fec te d  by th e  virus.

W i th  a p o ly m o rp h ic  v irus, b o th  th e  m u ta t io n  eng ine  and th e  v irus  code are e n c ry p te d .  W h e n  a 

p ro g ra m  th a t  is in fe c te d  w i th  a p o ly m o rp h ic  v irus  is run  by th e  user, th e  d e c ry p to r  ro u t in e  takes  

c o m p le te  c o n t ro l  o v e r  th e  sys tem , a f te r  w h ic h  i t  d ec ryp ts  th e  v irus  code  and th e  m u ta t io n  

eng ine . Next, th e  c o n tro l  o f  y o u r  sys tem  is t ra n s fe r re d  by th e  d e c ry p t io n  ro u t in e  to  th e  v irus, 

w h ic h  loca tes a n e w  p ro g ra m  to  in fec t.  In R AM  (R a n d o m  Access M e m o r y ) ,  th e  v irus  m akes a 

rep l ica  o f  i tse lf  as w e l l  as th e  m u ta t io n  eng ine . Then  th e  v irus  ins t ru c ts  th e  e n c ry p te d  m u ta t io n  

eng ine  to  g e n e ra te  a n e w  ra n d o m iz e d  d e c ry p t io n  ro u t in e ,  w h ic h  has th e  c a p a b i l i t y  o f  

d e c ry p t in g  v irus. Here, th is  n e w  co p y  o f  b o th  th e  v irus  code  and m u ta t io n  eng ine  is e n c ry p te d  

by th e  v irus. Thus, th is  v irus, a long  w i th  th e  n e w ly  e n c ry p te d  v i ru s  code  and e n c ry p te d  

m u ta t io n  e n g in e  (EME), app en ds  th is  n e w  d e c ry p t io n  ro u t in e  o n to  a n e w  p ro g ra m , th e re b y  

c o n t in u in g  th e  process.

P o ly m o rp h ic  v iruses t h a t  re sp read  by th e  a t ta c k e r  in ta rg e te d  sys tem s are  d i f f ic u l t  to  d e te c t  

because here  th e  v irus  b o d y  is e n c ry p te d  and th e  d e c ry p t io n  ro u t in e s  changes each t im e  f ro m  

in fe c t io n  to  in fe c t io n  and no t w o  in fe c t io n s  look  th e  same; th is  m ake  it d i f f i c u l t  f o r  th e  v irus  

scanner to  id e n t i f y  th is  v irus.
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M etam o rp h ic  Viruses CEH
Urtiffetf itkNjI lUilwt

For exam ple, W 3 2 /S im ile  
consisted o f ove r 14000 
lines o f assem bly code, 
90%  o f it  is pa rt o f th e  
m e ta m o rp h ic  eng ine

M e t a m o r p h i c  V i r u s e s M e t a m o r p h i c  C o d e

M e ta m o rp h ic  viruses 
re w r ite  the m se lves  
co m p le te ly  each t im e  the y  
are to  in fec t new  
executab le

M e tam o rph ic  code can 
reprogram  itse lf by 
tra ns la ting  its own code in to  
a tem pora ry  representa tion  
and then  back to  th e  norm al 
code again

MotaphoR V I by tHE moNTAL D illle i/29* E3

MetaphoR VI bj •HE mtfJTAL D<I#h/29*

E l

c.) The "Unofficial” Variant Ca.) Variant A

at IAHMJ1 IL bY iHfc atNtal cttllller/̂ JA

r£TAfSC« iCbVlHE n£W»4l dFIIUi/2^

[1E I
mEtAPHGR 1b BY 1H• A1LER/2*\

E l

d.) The .D variant (which was the 
*official' C  of the original author)

b.) Variant B

C o p y r ig h t ©  b y  E & C a u a c tl. A ll R igh ts  Reserved. R ep ro d u c tio n  is  S tr ic t ly  P ro h ib ite d .

M e t a m o r p h i c  V i r u s e s

Some v iruses re w r i te  th e m se lve s  to  in fe c t  n e w ly  e xecu ted  fi les. Such v iruses are 

c o m p le x  and use m e ta m o rp h ic  eng ines  fo r  execu t ion .

A code  th a t  can re p ro g ra m  i tse lf  is ca lled m e ta m o rp h ic  code. This code  is t r a n s la te d  in to  th e  

te m p o r a ry  code, and th e n  c o n v e r te d  back to  th e  n o rm a l code. This te c h n iq u e ,  in w h ic h  th e  

o r ig ina l  a lg o r i th m  rem a ins  in tac t ,  is used to  avo id  p a t te rn  re c o g n i t io n  o f  a n t iv i ru s  s o f tw a re .  

This is m o re  e f fe c t iv e  in co m p a r is o n  to  p o ly m o rp h ic  code . This ty p e  o f  v irus  consists o f  co m p le x  

ex tens ive  code.

The c o m m o n ly  k n o w n  m e ta m o rp h ic  v iruses are:

W in 3 2 /S im i le :

This v irus  is w r i t t e n  in assem bly  language and d es t in e d  fo r  M ic ro s o f t  W in d o w s .  This process is 

c o m p le x ,  and nea r ly  90%  o f  v i ru s  codes  are g e n e ra te d  by th is  process.

Z m is t :

Zm is t  is also k n o w n  as th e  Z o m b ie .  M is t fa l l  is th e  f i r s t  v i ru s  to  use th e  te c h n iq u e  ca lled "code  

in te g ra t io n . "  This code  inse rts  i ts e l f  in to  o th e r  code, reg en e ra tes  th e  code, and rebu i lds  th e  

execu tab le .
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mETAPhOr 1C bY tHE mENtal dRllle1/29A Q

mETAPhOr 1C bY (HE mENtal dRlller/29A

ך...ok.....ו

d.) The .D variant (which was the 
"official" C of the original author)

FIGURE 7.12: Metamorphic Viruses Screenshot

ImElAPHOR 1b BY tHe MeNTAI drilLER/29A m

mEtAPHOR 1b BY tHe MeNTAI

ן ד ה ח

drilLER/29A

b.) Variant B

c.) The "Unofficial" Variant Ca.) Variant A
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F i l e  O v e r w r i t i n g  o r  C a v i t y  V i r u s e s C E H

Cavity Virus overwrites a part of the host file with a constant 
(usually nulls), without increasingthe length of the file and 
preserving its functionality

In fe c ted  File 

Size: 4 5  KB■ >
■ 2 3 a

O rig inal File 

Size: 4 5  KB

Copyright ©  by E&Cauactl. All Rights Reserved. Reproduction is Strictly Prohibited.

F i l e  O v e r w r i t i n g  o r  C a v i t y  V i r u s e s

These are also known as space-fillers since they maintain a constant file-size while 
infected by installing themselves into the target program. They append themselves to the end 
of files and also corrupt the start of files. This trigger event first activates and executes the virus 
code, and later the original application program.

Some program files have areas of empty space. This empty space is the main target of these 
viruses. The Cavity Virus, also known as the Space Filler Virus, stores its code in this empty 
space. The virus installs itself in this unoccupied space without any destruction to the original 
code. It installs itself in the file it attempts to infect.

This type of virus is rarely used because it is difficult to write. A new Windows file called the 
Portable Executable it designed for the fast loading of programs. However, it leaves a certain 
gap in the file while it is being executed that can be used by the Space Filler Virus to insert 
itself. The most popular virus family is the CIH virus.

Infected File 
Size: 45 KB

h >1..................................................................................... ^

I PDF L PDF

Original File 
Size: 45 KB

FIGURE 7.13: File Overwriting or Cavity Virus
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Sales and marketing management is the 
leading authority for executives in the sales 
and marketing management industries 
The suspect, Desmond Turner, surrendered to 
authorities at a downtown Indianapolis fast-food 
restaurant
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S p a r s e  I n f e c t o r  V i r u s e s

M ir
S p a r s e  I n f e c to r  V iru s

J  Sparse infector virus infects only occasionally (e.g. every 
tenth program executed), or only files whose lengths fall 
within a narrow range

D iffic u lt t o  D e te c t

J  By infecting less often, such viruses try to minimize the 
probability of being discovered

I n f e c t io n  P r o c e s s

Wake up on 15* o f 
every m onth and execute code

Copyright ©  by EC-Cauactl. All Rights Reserved. Reproduction is Strictly Prohibited.

S p a r s e  I n f e c t o r  V i r u s e s

Sparse infector viruses infect only occasionally (e.g., every tenth program executed or 
on particular day of the week) or only files whose lengths fall within a narrow range. By 
infecting less often, these viruses try to m inimize the probability of being discovered.

Wake up on 15th of 
every month and execute code

FIGURE 7.14: Working of Sparse Infector Viruses
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C o m p a n i o n / C a m o u f l a g e  V i r u s e s  I C E H

A Companion virus creates a companion file for each 
executable file the virus infects

A

Therefore, a companion virus may save itself as notepad.com and every 
time a user executes notepad.exe (good program), the computer will load 
notepad.com (virus) and infect the system

. . .  1 /  

£
Notepad.com

1
Virus infects the system with 
a file notepad.com and saves 

it in c:\winnt\system32directory

Notepad.exeAttacker

Copyright © by EC-Cauactl. All Rights Reserved. Reproduction is Strictly Prohibited.

C o m p a n i o n / C a m o u f l a g e  V i r u s e s

C o m p a n i o n  V i r u s e s

4  The companion virus stores itself by having the identical file name as the targeted 
program file. As soon as that file is executed, the virus infects the computer, and hard disk data 
is modified.

Companion viruses use DOS that run COM files before the EXE files are executed. The virus 
installs an identical COM file and infects the EXE files.

Source: http://www.cknow.com/vtutor/CompanionViruses.html

Here is what happens: Suppose a companion virus is executing on your PC and decides it is time 
to infect a file. It looks around and happens to find a file called PGM.EXE. It now creates a file 
called PGM .COM , containing the virus. The virus usually plants this file in the same directory as 
the .EXE file, but it could place it in any directory on your DOS path. If you type PGM and press 
Enter, DOS executes PGM.COM instead of PGM.EXE. (In order, DOS will execute COM, then 
EXE, and then BAT files of the same root name, if they are all in the same directory.) The virus 
executes, possibly infecting more files, and then loads and executes PGM.EXE. The user 
probably would fail to notice anything is wrong. It is easy to detect a companion virus just by 
the presence of the extra COM file in the system.
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V
Virus infects the  system w ith  
a file notepad.com  and saves 

It In c :\w lnn t\system 32  directory

Notepad.comNotepad.exe

FIGURE 7.15: Working of Companion/Camouflage Viruses

Attacker
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S h e l l  V i r u s e s c(citifwd
E H
IthMJl lUckM

[4U«1
J  Virus code forms a shell around the target host program's code, making 

itself the original program and host code as its sub-routine

J  Almost all boot program viruses are shell viruses

B efo re  In fec tio n

Original Program

A fte r In fec tio n

Original Program

Copyright © by EC-Cauactl. All Rights Reserved. Reproduction is Strictly Prohibited.

<-----Virus Code ־

S h e l l  V i r u s e sIlf
A shell virus code forms a layer around the target host program's code that can be 

compared to an "egg shell/' making itself the original program and the host code its sub- 
routine. Here, the original code is moved to a new location by the virus code and the virus 
assumes its identity.

B e fo re  I n f e c t io n

Original Program

A f te r  I n f e c t io n

Original ProgramVirus Code

FIGURE 7.16: Working of Shell Viruses
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C E HF i l e  E x t e n s i o n  V i r u s e s

Folder Options

General Search

Folder views
You can apply the view (such as Detais or Icons) that 
you are us*1g for this folder to al folders of this type

Apply to Folders

Advanced settings:
Fies and Folders
□  Always show icons, never thumbnails 
I I Always show menus
@  Display Me icon on thumbnails 
0  Display He size nfoimation m folder tps
□  Display the full path in the Mle bar 
Jl Hdden Mes and folders

O Dont show hidden files, folders, or dnves 
(§) Show hidden files, folders, and dnves 

y  Hide emgty dnves in the Computer folder

V. Ude folder merge conflicts

Restore QfifoJls

*PP*y

File E x te n s io n  V iru se s

J  File extension viruses change the 
extensions of files

J  .TXT is safe as it indicates a pure text 
file

J  With extensions turned off, if someone 
sends you a file named BAD.TXT.VBS, 
you will only see BAD.TXT

J  If you have forgotten that extensions 
are turned off, you might think this is a 
text file and open it

J  This is an executable Visual Basic 
Script virus file and could do serious 
damage

J  Countermeasure is to turn off "Hide 
file extensions" in Windows

Copyright © by EC-Cauactl. All Rights Reserved. Reproduction is Strictly Prohibited.

u F i l e  E x t e n s i o n  V i r u s e s

Source: http://www.cknow.com/vtutor/FileExtensions.html 

© File extension viruses change the extensions of files 

Q .TXT is safe as it indicates a pure text file

Q With extensions are turned off, if someone sends you a file named BAD.TXT.VBS, you 
can only see BAD.TXT

Q If you have forgotten that the extensions are actually turned off, you might think this is 
a text file and open it

0 This is an executable Visual Basic Script virus file that could do serious damage

The countermeasure is to turn off "Hide file extensions" in Windows, as shown in the following 

screenshot:
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Folder Options

SearchViewGeneral
Folder views

You can apply the view (such as Detate or Icons) that you are usng for this folder to al folders of ths type.
Reset FoldersApply to Folders

Advanced settngs
files and Folders
HI Always show icons, never thumbnafc 
 Always show menus (־־)
@ Display We icon on thumbnais 
@ Display We size *formation n folder tps 
□ Display the hi path n the Mle bar 
ii Hidden Wes and folders

O Don ז show hdden Wes. folders, or drrves 
(•) Show hrfden Wes. folders, and dnves 

V hfcde empty dnves n the Computer folder
ttde extensions for known We types□

J c a orc faults

£pp*yCancel

y. Ude folder merge corftcts

OK

FIGURE 7.17: Uncheck Hide File Extensions
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“

■ o n  a n d  I n t r u s i v e  V i r u s e s c(crtifwd
E H
IUmjI NMhM

Add-On Add-on viruses append theircode to the host code without making any changes
V ir u s e s  to the latter or relocate the host code to insert their own code at the beginning

Original Program

Original Program

Original Program

J.VMR..

I I I I I I I I I I I I I I I I I I I I
V ir u s e sviral code

Original Program

Original Program

Copyright © by E&Cauactl. All Rights Reserved. Reproduction is Strictly Prohibited

A d d - o n  a n d  I n t r u s i v e  V i r u s e s  

A d d - o n  V i r u s e s

Most viruses are add-on viruses. This type of virus appends its code to the beginning 
of the host code without making any changes to the latter. Thus, the virus corrupts the startup 
information of the host code, and places itself in its place, but it does not touch the host code. 
However, the virus code is executed before the host code. The only indication that the file is 
corrupted is that the size of the file has increased.

A d d - o n
V i r u s e s

Original Program

Original Program

1 1 . .
1— ^

.........................................................................JUMP.

FIGURE 7.18: Working of Add-on Viruses
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I n t r u s i v e  V i r u s e s

Intrusive viruses overwrite their code either by completely removing the target host's 
program code or sometimes overwriting only part of it. Therefore, the original code is not 
executed properly.

Original Program

Original Program

FIGURE 7.19: Working of Intrusive Viruses
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E H
T r a n s i e n t  a n d  T e r m i n a t e  a n d  

S t a y  R e s i d e n t  V i r u s e s

B a s ic  In f e c t io n  T e c h n iq u e s
A .

f t

J  _̂__^

Direct Action 
or Transient Virus

J  the controls
of the host code to where

I] resides

J  Selects the target program 
to be modified and

Copyright © by E&Cauactl. All Rights Reserved. Reproduction is Strictly Prohibited.

T r a n s i e n t  a n d  T e r m i n a t e  a n d  S t a y  R e s i d e n t  V i r u s e s  

T r a n s i e n t  V i r u s e s

Transient viruses transfer all control to the host code where they reside, select the 
target program to be modified, and corrupt it.

T e r m i n a t e  a n d  S t a y  R e s i d e n t  V i r u s  ( T S R )

TSR viruses remain permanently in memory during the entire work session, even after 
the target host program is executed and term inated. They can be removed only by rebooting 
the system.

Remains perm anently in 
the m em ory ffduring the 
entire work session even 
after the target host's 
program is executed and 
terminated; can be 
removed only by

Terminate and Stay 
Resident Virus (TSR)
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W r i t i n g  a  S i m p l e  V i r u s  P r o g r a m  C E H

Send the Game.com file 
as an email attachment 
to a victim

Create a batch file Game.bat 
with this text

0 echo o f f
d e l c:\w innt\system 32\*.*  
d e l c : \w innt\*.*

When run it deletes core 
files in the WINNTdirectory 
making Windows unusable ,

Convert the Game.bat 
batch file to Game.com 
using bat2com utility

Copyright ©  by E&Caincil. All Rights Reserved. Reproduction is Strictly Prohibited.

W r i t i n g  a  S i m p l e  V i r u s  P r o g r a m

-----  For demonstration purposes, a simple program that can be used to cause harm to a
target system is shown here:

1. Create a batch file Game.bat with the following text:

text @ echo off

delete c:\winnt\system32\*.*

delete c:\winnt\*.*

2. Convert the Game.bat batch file to Game.com using the bat2com utility

3. Assign Icon to Game.com using Windows file properties screen

4. Send the Game.com file as an email attachment to a victim

5. When the victim runs this program, it deletes core files in the \WINNT directory, making 
Windows unusable

The victim would have to reinstall W indows, causing problems to already saved files.
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T e r a b i t  V i r u s  M a k e r

M Disable Windows Security Center
f l  Disable Windows Security Essentials'M Disable Windows Themes
f l  Format All Hard Drives
f l  Funny Keyboard
f l  Funny Mouse
f l  Funny Start Button
M  Gradually Fill System Volume
f l  Hide Desktop IconsM Hide Folder Option Menu
f l  Hide Taskbar
f l  Lock All D rives/o lders
f l  Lock Internet Explorer Option Menu
f l  Mute System Volume
f l  Open/Close CD-ROM Every 10 Sec
f l  Play Beep Sound Every Sec
f l  Remove Desktop Wallpaper
f l  Remove Run From Start Menu
f l  Remove Start Button
f l  Remove Windows Clock
f l  Slow Down PC Speed
f l  Spread with Floppy , Folders
f l  Stop SQL Server
f l  Swap Mouse Buttons
f l  Transparent Explorer Windows
f l  Turn off Computer After 5 Mm
f l  Turn Off Monitor

! ״י . I ־ ז ־־ ! י י י וי־•• ו

H ^ i d  Opening Copy,Move Window ̂
f lA v o id  Opening Gpedit 
f l  Avoid Opening Media Player 
f l  Avoid Opening Mozilla Firefox 
f l  Avoid Opening MsConfig 

^ Avoid Opening Notepad 
f l  Avoid Opening Wordpad 
f l  Avoid Opening Yahoo Messenger 
f l  Add 30 User Accounts to Windows 
f l  Always Clean Clipboard 
f l  Always Log Off 
f l  Close Internet Explorer Every 10 Sec 
f l  Delete All Files In Desktop 
f l  Delete All Files In My Documents 
f l  Delete Windows Font* 

f l  Delete Windows Screen Savers 
f l  Disconnect From Internet 
f l  Disable Automatic Updates 
f l  Disable Command Prompt 
f l  Disable Printer 
f l  Disable Regedit 
f l  Disable Screen Saver 
f l  Disable System Restore 
f l  Disable Task Manager 
f l  Disable Windows Firewall 
f l  Disable Windows Installer

■  lnLU °« COUJbCopyright © by E(f l  QI29p|G /,VUqOMZ 1-ILGM9

T e r a B I T  V i r u s  M a k e r

TeraBIT Virus Maker is a virus that is mostly detected by all antivirus software when 
scanned. This virus mostly doesn't harm the PC, but it can disable the antivirus that is installed 
on the system for a short time.
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• • TeraBn Virus Maker 3.

Run C u s to m  C o m m a n d

fake KB(s) to virus.

Fie Name After Instal

Fie Name exe B

j f l  Run Virus with Windows

Create Virus

ExtAbout

H  Disable Windows Security Center 
|  Disable Windows Security Essentials 
J f Disable Windows Themes 
jf l  Format All Hard Drives 
H  Funny Keyboard 
J f Funny Mouse 
^  Funny Start Button 
f t  Gradually Fill System Volume 
J  Hide Desktop Icons 
M  Hide Folder Option Menu 
^  Hide Taskbar 
M  Lock All Drives,Folders 
£  Lock Internet Explorer Option Menu 
M  Mute System Volume 
|  Open/Close CD-ROM Every 10 Sec 
M  Play Beep Sound Every Sec 
'/ I  Remove Desktop Wallpaper 
^  Remove Run From Start Menu 
H  Remove Start Button 
£  Remove Windows Clock 
f  Slow Down PC Speed 
Cl Spread with Floppy, Folders 
j f l  S«>P SQL Server 
|  Swap Mouse Buttons 
0  Transparent Explorer Windows 
|  Turn off Computer After 5 Min
■  Turn Off Monitor

■  Avoid Opening Calculator
M  Avoid Opening Copy,Move Window 
H  Avoid Opening Gpedit 
H  Avoid Opening Media Player 
M  Avoid Opening Mozilla Firefox 
M  Avoid Opening MsConfig 

Avoid Opening Notepad 
H  Avoid Opening Wordpad 
^  Avoid Opening Yahoo Messenger 
M  Add JO User Accounts to Windows 
M  Always Clean Clipboard 
M  Always Log Off
|  Close Internet Explorer Every 10 Sec 
M  Delete All Files In Desktop 
M  Delete All Files In My Documents 

Delete Windows Fonts 
0  Delete Windows Screen Savers 
M  Disconnect From Internet 
^  Disable Automatic Updates 
B  Disable Command Prompt 
|  Disable Printer 
M  Disable Regedit 
0  Disable Screen Saver 
H  Disable System Restore 
Q  Disable Task Manager 
M  Disable Windows Firewall
■  Disable Windows Installer

FIGURE 7.20: TeraBIT Virus Maker

Ethical Hacking and Countermeasures Copyright © by EC-C0UnCil
All Rights Reserved. Reproduction is Strictly Prohibited.

Module 07 Page 1065



Exam 312-50 Certified Ethical HackerEthical Hacking and Countermeasures
Viruses and Worms

J P S  V i r u s  M a k e r  a n d  D E L m E ' s  

B a t c h  V i r u s  M a k e r

@ect»ofl 1 Swap U w  Bjlons Change User P«snod|

Spam Local Dak | Spain W»h MtgBcx Open 1304c Dak T1a» |

PbyWnXPSono Reset T«ne SpaaParter |

Net Send Spam | *deUw*F#e Cor*w Fie B«en»9na|

BUe Screen Of Oeih | Wde Docunerts Folder Hi*. \M. P t |

C**e # Doc | DefctoAJ TxlRto• Delete H Ptf flea \

[Met• Ail Xml Ffat | Delete M .Mp3 F*« M M N  H>4F«h  1

CeMe Al Phg File* | Delete M bee Fie* DeW** l/*-*e* |

The La* Restart 1 DeMetWdl Cra#1 CcnpJlef |

Delete My Documents 1 Delete My Munc DcMeMyPcaun |

ft*, Frtocaion To D•*** Mg M)

|dl Dal■!• | \vd Delate |

1•• Delete | |*-l [Mate |

CMet* | |®"fl Delate |

OaWe Notepad D M tP m Dalai• Wo-d |

De*rt• Cakutakx | Delete Em* DaMe Outtoax \

Delete Acctm | Defcto lfj<plo׳w 0**eSrf» |

IPS ( Virus Maker 3.0 )

nfectoo ? יץ>י0נ*  | OVier Opbora \ 
Mtcelcnecus

w figgyfeoy com 

w 900& com |

0  FV»to< O Loo Off 0  Turn Off O Hibiinofco 0  No־׳e
Vr*5 A'lrr Ir^HI ( ■יי י ׳  I H Server Name. H

JPS Virus Maker DELmE's Batch Virus Maker

Copyright @ by E lrC lM K i. All Rights Reserved. Reproduction is Strictly Prohibited.

J P S  V i r u s  M a k e r  a n d  D E L m E ' s  B a t c h  V i r u s  M a k e r  

J P S  V i r u s  M a k e r

JPS Virus Maker is a tool to create viruses. It also has a feature to convert a virus into 
a worm and can be used to disable the normal hardware of the system.
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3PS ( Virus M aker 3.0 )

□  H rie  ServKet

□  Hide Outlook Expreu
□  H«Je Wndows Clock
□  Hide Desktop Icon*
□  HideAIPioccess n  Taskmgi
□  Hide A l Tasks n  Taskmgi 
Q  Hide Rm
□  Change Explorer Caption
□  Cleat Wndows XP
□  Swap Mouse Batons
□  Remove Foldet Options
□  Lock Mouse & Keyboard
□  Mute Sound
□  Always CDflOM 
O  TunOKMontoi
□  Ctajy Mouse
□  Destroy ז  askbat
□  Destroy OINnes (VMessengetl
□  Destroy Protected Stiotage
□  Destroy Audo Service 
ם  Destroy Clpboatd
□  T emwMte Wndows
□  Hide Cutot
□  Auto Startup

ם  Disable fie^stry
□  Disable MsCortig
ם  Disable Tat* Manager
□  Disable Yahoo
□  Disable Meda Pa êr
□  Disable Internet Explore!
□  Disable T me
□  Disable Gkx«> Pokey
□  Disable Wndows Explore*
□  Disable Norton Anb Vius
□  Disable McAfee Anb Vius
□  Disable Note Pad
□  Disable Wad Pad
□  Disable Wndows
□  Disable DHCP dent
□  Disable Taskbai
□  Disable Start Button
□  Disable MSN Messengei
□  Disable CMD
□  Disable Secirty Center
□  Disable System Restore
□  Disable Control Panel
□  Disable Desktop Icons
□  Disable Saeen Save*

O  Restart O  Log OH O  Tun OH O  Htmnate O  None

Server Name: Sender.exeName After Instal: R u n d i3 ;

JPS V t n u  M a ke r 3 0

FIGURE 7.21: JPS Viruse Maker Screenshot

D E L m E ' s  B a t c h  V i r u s  M a k e r
( / A

1 DELmE's Batch Virus Maker is a simple tool that allows you to create your own choice 
of bat file viruses to suit your tasks.

L̂Jxj

Sw p Maua• Buaona | Oange Uwr Paa— o>d | 

Sp—  VWh MagBoa | OpfvOoe• Itwf |

H d S a r * » —  | H frV ha W a | CaHua»fibE*«n«cna| 

B m S d M n O ID i*  I Nd• Doajnarts FoUar I Vkj* Ud P* I

0 •*•*  H  Td Hm  | Oa*da H  Ptf FIaa 

C M •  H  * O  Fte• I DcMe M  »*>4F«m

Oa>»a H  OocFtea

0 « — *  P h g f tw  | DM» H  f a t f t w  |  O tfca •*  LrfcF—  |

The Lad Rx i  | Od d •  Hal &  | Cr»d> Computar |

O d d *% Oocu-rt■ | OMnMyHudc | Pa««•% Plcfcw |

0 4 4 •  F ia t**Not Fie Ejecnaon To Odete leg ,bO

Oang• Uaar Pm*word To qworty יי
I uaar *ujeememe"■. Qwwfy

׳•w* Cra«h Corrpa׳
•cho dart -  V O x ra tftM  
•cho dart “  %0>>cnMhbd 
•cho dart — \0>xrad>bd 
•cho Kart *־ \Q »aw *\bm  
•cho Hart 0.' ־־> K n+bm  
•cho dart 0.  craahbd<<־־ '
•cho dart “  % 0>xya^bd 
•cho dart ~  X0»cr»d3bd 
•cho dart — %0>>crad3bd 
•cho dart “  '.0>>cra«hbd 
•cho dart %0 ־־»a«d)  bd 
•cho dart ־־ '.Oxcradibd 
•cho dart %0 ־־»cra#1bd 
•cho dart %0 ־ »a s * «  bd 
•cho dart %0 ־־» a a*1 bd 
•cho dart “  %0>x7ad1bd 
•cho dart ־  X0>x7a*1 bd 
•cho dart 0.* ־ >x7a#1bd 
dart craihbai

r r̂
0 dart «*־ %0׳" Jyd»»0״v«%\AUT06XEC *AT

Chang• H ow  Pag• 

Qpan Wab P«g»

y*D יחיי״י• MW»b0y cow 
j 900̂* co*H

puggJboT 
*—lymtmwi |

FIGURE 7.22: DELmE's Batch Virus Maker Screenshot
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M o d u l e  F l o w  C  E H

I

Copyright © by E&Cauactl. All Rights Reserved. Reproduction is Strictly Prohibited.

M o d u l e  F l o w

computer worms and how they are different from viruses.
Prior to this, we have discussed various types of viruses. Now we will discuss

Virus and W orm s Concept Ma lware  Analysis

Types of Viruses Countermeasures

<4
/ —  Computer Worms
•V —

^ )  Penetration Testing

This section describes worms, worm analysis (Stuxnet), and a worm maker (Internet Worm 
Maker Thing).

T y p e s  o f  
V iru s e s

V iru s  a n d  
W o rm s 

C o n c e p t s

P e n e t r a t io n
T e s t in g

M a lw a re
A n a ly s is

C o u n te r •
m e a s u r e s
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C E HC o m p u t e r  W o r m s

Computer worms are malicious programs that 
replicate, execute, and spread across the network 
connections independently without human 
interaction

Most of the worms are created only to replicate and 
spread across a network, consuming available 
computing resources; however, some worms carry a 
payload to damage the host system

Attackers use worm payload to install backdoors in 
infected computers, which turns them into zombies 
and creates botnet; these botnets can be used to 
carry further cyber attacks

Copyright © by EC-Cauactl. All Rights Reserved. Reproduction is Strictly Prohibited.

0

C o m p u t e r  W o r m s

— יי—׳״   Computer worms are malicious programs that replicate, execute, and spread across 
network connections independently, w ithout human interaction. Most worms are created only 
to replicate and spread across a network, consuming available computing resources; however, 
some worms carry a payload to damage the host system.

A worm does not require a host to replicate, although in some cases one may argue that a 
worm's host is the machine it has infected. Worms are a subtype of viruses. Worms were 
considered mainly a mainframe problem, but after most of the world's systems were 
interconnected, worms were targeted against the Windows operating system, and were sent 
through email, IRC, and other network functions.

Attackers use worm payloads to install backdoors in infected computers, which turns them into 
zombies and creates botnet; these botnets can be used to carry out further cyber-attacks.
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H o w  I s  a  W o r m  D i f f e r e n t  f r o m  

a  V i r u s ?

A worm takes advantage of file 
or information transport 
features on computer systems 
and spreads through the 
infected network automatically 
but a virus does not

Spreads through the 
Infected Network 4  •  »\

Replicates on its own

A worm is a special type of virus 
that can replicate itself and use 
memory, but cannot attach itself 
to other programs

\

Copyright © by EC-Cauactl. All Rights Reserved. Reproduction is Strictly Prohibited.

H o w  I s  a  W o r m  D i f f e r e n t  f r o m  a  V i r u s ?

Virus W orm

A virus is a file that cannot be spread to other 
computers unless an infected file is replicated 
and actually sent to the other computer, 
whereas a worm does just the opposite.

A worm, after being installed on a 
system, can replicate itself and 
spread by using IRC, Outlook, or 
other applicable mailing programs.

Files such as .com, .exe, or .sys, or a 
combination of them are corrupted once the 
virus runs on the system.

A worm typically does not modify 
any stored programs.

Viruses are a lot harder to get off an infected 
machine.

As compared to a virus, a worm can 
be easily removed from the system.

Their spreading options are much less than 
that of a worm because viruses only infect 
files on the machine.

They have more spreading options 
than a virus.

TABLE 7.1: Difference between Virus and Worms
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W o r m  A n a l y s i s :  S t u x n e t

0

0

Stuxnet contains many features such as: 
♦

Updates itse lf through a peer-to-peer mechanism 
w ith in  a LAN

Exploits a to ta l o f fo u r unpatched M icrosoft 
vu lne rab ilities

Contacts a command and contro l server tha t 
8  a llows the  hacker to  download and execute code, 

including updated versions

Contains a W indow s ro o tk it tha t hide its b inaries 
and a ttem pts to  bypass security products

Fingerprints a specific industria l contro l system and 
10 m odifies code on the  Siemens PLCs to  p o te n tia lly

sabotage the  system
h ttp ://w w w .sym antec.com

Copyright ©  by EC-Cauactl. A ll Rights Reserved. Reproduction is S trictly Prohibited.

Self-replicates through removable drives e xp lo iting  a 
vu lne ra b ility  a llow ing  auto-execution

Spreads in a LAN through a v u ln e ra b ility in th e  
W indow s Print Spooler

Spreads through SMB by e xp lo iting  the  M icrosoft 
W indows Server Service RPC Handling Remote Code 
Execution V u lne rab ility

Copies and executes itse lf on rem ote computers 
through ne tw ork shares running a WinCC 
database server

Copies itse lf in to  Step 7 projects in  such a way tha t 
i t  autom atically executes when the  Step 7 pro ject is 
loaded

0 - Stuxnet is a threat targeting a specific industrial control system likely in Iran, such as a gas pipeline 
or power plant

J  The goal of Stuxnet is to sabotage that facility by reprogramming programmable logic controllers 
0  (PLCs) to operate as the attackers intend them to, most likely out of their specified boundaries

1

2

W o r m  A n a l y s i s :  S t u x n e t

Source: http://www.svmantec.com

Stuxnet is a complex threat and malware with diverse modules and functionalities. This is 
mostly used to grab the control and reprogram industrial control systems (ICS) by modifying 
code on programmable logic controllers (PLCs), which create a way for the attacker to intrude 
into the complete system and launch an attack by making changes in the code and take 
unauthorized control on the systems without the knowledge of the operators.

Stuxnet contains many features such as:

e  Self-replicates through removable drives exploiting a vulnerability allowing auto- 
execution

Q Spreads in a LAN through a vulnerability in the W indows Print Spooler

Q Spreads through SMB by exploiting the Microsoft W indows Server Service RPC Handling 
Remote Code Execution Vulnerability

© Copies and executes itself on remote computers through network shares running a 
WinCC database server

Ethical Hacking and Countermeasures Copyright © by EC-C0linCil
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0 Copies itself into Step 7 projects in such a way that it automatica lly  executes when the 
Step 7 project is loaded

0 Updates itself through a peer-to-peer mechanism within a LAN

0 Exploits a total of four unpatched M icrosoft vulnerabilit ies

0 Contacts a command and control server that allows the hacker to download and 
execute code, including updated versions

0 Contains a Windows rootkit that hide its binaries and attempts to bypass security 
products

0 Fingerprints a specific industrial control system and modifies code on the Siemens PLCs 
to potentially sabotage the system
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C E HW o r m  A n a l y s i s :  S t u x n e t
(Cont’d)

Stuxnet hook Ntdll.dll to monitor for d B * ! When the threat is executed, the
requests to load specially crafted file <ך  q  wrapper extracts the .dll file from the

names; these specially crafted filenames stub section, maps it into memory as a
are mapped to another location instead module, and calls one of the exports

- a location specified by W32.Stuxnet q

It uses a special method designed to bypass 
behavior blocking and host intrusion-protection
based technologies that monitor LoadLibrary calls W lH k t iH W

Stuxnet consists of a large .dll file that 
contains many different exports and 

resources and two encrypted 
configuration blocks

When injecting into a trusted process, 
Stuxnet may keep the injected code in the 
trusted process or instruct the trusted 

process to inject the code into another 
currently running process

The dropper component ofStuxnet is 
a wrapper program that contains all 
of the above components stored 

inside itself in a section name "stub"

Whenever an export is called, 
Stuxnet typically injects the entire 
DLL into another process and then 

just calls the particular export

h ttp ://w w w .sym an tec.com

Copyright © by E&Coincil. All Rights Reserved. Reproduction is Strictly Prohibited.

W o r m  A n a l y s i s :  S t u x n e t  ( C o n t ’d )

Source: http://www.symantec.com

Stuxnet consists of a large .dll file that contains many different exports and resources and two 
encrypted configuration blocks. It hooks Ntdll.dll to monitor for requests to load specially 
crafted filenames; these specially crafted filenames are mapped to another location instead, a 
location specified by W32.Stuxnet. The dropper component of Stuxnet is a wrapper program 
that contains all components stored inside itself in a section name "stub." When the threat is 
executed, the wrapper extracts the .dll file from the stub section, maps it into memory as a 
module, and calls one of the exports. Whenever an export is called, Stuxnet typically injects the 
entire DLL into another process and then just calls the particular export. When injecting into a 
trusted process, Stuxnet may keep the injected code in the trusted process or instruct the 
trusted process to inject the code into another currently running process. It uses a special 
method designed to bypass behavior blocking and host intrusion-protection based technologies 
that monitor Load Library calls.
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W o r m  A n a l y s i s :  S t u x n e t
(Cont’d) c(crtifwd

E H
[U*4 HakM

Infects 
Step 7 
projects

In jec t in S tep  7 

&  call e x p o rt 32
In jec t in service, 

call e xp o rt 32  

................A.................

Infects
removable

drives
Check CFG

C reate  

global m utexes

------ *------

I n f e c t io n  
R o u tin e  F lo w

In jec t in S tep 7 &  
call e xp o rt 32

C reate  roo tk it 
service reg keys

Hides
malicious

files

Set file  tim e s Exit

*

Decrypt resource 201 
& 242 & w rite  to  disk

R ootk it files

V ׳1< 
-------------------* -------------------

Version OK

Com pare running  
version num ber and  

version on disk

M rxds .sys Mrxcls.sys

C reate  global m u te x

C re a te .p n f &
■cfe files

Decrypt &  load self 
from  disk. Call export 

6 -  get version
D a te < 0 6 /2 4 /2 0 1 2

h ttp ://w w w .sym antec.com
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W o r m  A n a l y s i s :  S t u x n e t  ( C o n t ’d )

Source: http://www.svmantec.com

I n f e c t i o n  R o u t i n e  F l o w

Stuxnet checks if it has administrator rights on the computer. Stuxnet wants to run 
with the highest privilege possible so that it has permission to take whatever actions it likes on 
the computer. If it does not have Administrator rights, it executes one of the two zero-day 
escalation of privilege attacks described in the following diagram.

If the process already has the rights it requires, it proceeds to prepare to call export 16 in the 
main .dll file. It calls export 16 by using the injection techniques described in the Injection 
Technique section.

When the process does not have administrator rights on the system, it tries to attain these 
privileges by using one of two zero-day escalation of privilege attacks. The attack vector used is 
based on the operating system of the compromised computer. If the operating system is 
W indows Vista, W indows 7, or W indows Server 2008 R2, the currently undisclosed Task 
Scheduler Escalation of Privilege vulnerability is exploited. If the operating system is W indows 
XP, the currently undisclosed win32k.sys escalation of privilege vulnerability is exploited.
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If exploited, both of these vulnerabilities result in the main .dll file running as a new process, 
either within the csrss.exe process in the case of the win32k.sys vulnerability or as a new task 
with administrator rights in the case of the Task Scheduler vulnerability.

The code to exploit the win32k.sys vulnerability is stored in resource 250. Details of the 
Win32k.sys Vulnerability and the Task Scheduler vulnerability currently are not released as 
patches are not yet available.

After export 15 completes the required checks, export 16 is called.

Export 16 is the main installer for Stuxnet. It checks the date and the version number of the 
compromised computer; decrypts, creates, and installs the rootkit files and registry keys; injects 
itself into the services.exe process to infect removable drives; injects itself into the Step7 
process to infect all Step 7 projects; sets up the global mutexes that are used to communicate 
between different components; and connects to the RPC server.

Export 16 first checks that the configuration data is valid, after that it checks the value "NTVDM 
TRACE" in the following registry key:

HKEY_LOCAL_MACHINE\SOFTWARE\M icrosoft\W indows\CurrentVers ion\MS-DOS Emulation

( C o n t ’d)

Infects 
Step 7 
projects

Inject in Step 7 
& call export 32

Inject in service, 
call export 32

A.........

Create 
global mutexes

Check CFG

Reg key NTVDM 
Trace=19790529

Error
־־<

Equal
<r~

Past deadline
<------  Date<06/24/2012

^  Date OK : Hides Create rootkit 
service reg keys ■

Inject in Step 7 & 
call export 32Check OS

: malicious 
: files

XP or less

V
Vista or higher

y V
Set DACL Set SACL

V
.........

Set file times

--------------A

Exit

Rootkit filesDecrypt resource 201 
& 242 & write to disk

Oem7a.pnf
r>

Create global mutex

V
Create.pnf &

.cfg files
j .  File OK

Compare running 
version numberand 

version on disk

Decrypt & load self 
from disk. Call export 

6 -  get version
Date<06/24/2012

FIGURE 7.23: Infection routine Flow
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M a k e r  T h i n g
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W o r m  M a k e r :  I n t e r n e t  W o r m  M a k e r  T h i n g

Internet Worm Maker Thing is a tool specifically designed for generating a worm. 
These generated Internet worms try to spread over networks that are basically preset invasion 
proxy attacks that target the host technically, poison it, and make a base and plans to launch 
the attack in future. The worms work independently. An Internet worm sends copies of itself via 
vulnerable computers on the Internet.
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Internet Worm Maker Thing Vernon 4.00 :• Public Edition
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FIGURE 7.24: Internet Worm Maker Thing
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M o d u l e  F l o w  C  E H

T y p e s  o f  
V iru s e s

C o m p u te r
W o rm s

V iru s  a n d  
W o rm s 

C o n c e p t s

P e n e t r a t io n
T e s t in g

C o u n te r •
m e a s u r e s

M o d u l e  F l o w

—  Malware analysis is defined as the action of taking malware separately apart for 
studying it. It is usually performed for various reasons such as for finding the vulnerabilit ies 
that are exploited for spreading the malware, the information that was stolen, and prevention 
techniques to be taken against it from entering the system or network in future.

י ,4,
Virus and W orm s Concept . ' V  Ma lware  Analysis

 ̂ • Types of Viruses Countermeasures

•4

s —  Computer Worms
v׳ —

^  Penetration Testing

Detailed information about the malware analysis procedure is explained in the next few slides.
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W h a t  i s  S h e e p  D i p  C o m p u t e r ? C
(citifwd 1

E H
tthKjl IlMkM

Sheep dipping refers to the analysis of suspect files, incoming messages, etc. for malware 
A sheep dip computer is installed with port monitors, file monitors, network monitors and 
antivirus software and connects to a network only under strictly controlled conditions

Run device driver and 
file monitors

Run user, group 
permission and process 

monitors

Run registry and 
kernel monitors

Run port and 
network monitors
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W h a t  I s  a  S h e e p  D i p  C o m p u t e r ?

—  Sheep dipping refers to the analysis of suspect files, incoming messages, etc. for 
malware.

This "sheep dipped" computer is isolated from other computers on the network to block any 
viruses from entering the system. Before this procedure is carried out, any downloaded 
programs are saved on external media such as CD-ROMs or f loppy diskettes.

A sheep dip computer is installed with port monitors, files monitors, network monitors, and 
antivirus software and connects to a network only under strictly contro lled conditions.

A sheep dip computer:

0 Runs port and network monitors

0 Runs user, group permission, and process monitors

0 Runs device driver and file monitors

0 Runs registry and kernel monitors
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A n t i - V i r u s  S e n s o r s  S y s t e m s  C E H

i f

B Anti-virus system is a collection of computer software that detects and analyzes malicious code 
threats such as viruses, worms, and Trojans. They are used a long with sheep dip computers

Anti-Virus SystemNetwork

Anti-Virus Anti-Spyware

a * ......□
System 1 System 2

Allowed
Traffic

Internet
Anti-Spamware Reflected

**► Traffic
Anti-Trojan

EE
Anti-Phishing Email-Scanner

a
System 3
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A n t i v i r u s  S e n s o r  S y s t e m s

An antivirus system is a collection of computer software that detects and analyzes 
various malicious code threats such as viruses, worms, and Trojans. They are used along with 
sheep dip computers.

In te rn e t

Reflected 
• Tra ffic

Allowed
Traffic

* *  Reflected 
* * >  T raffic

A n t i-V iru s  S y s tem

Anti SpywareAnti Virus

MAllowed
Traffic

N e tw o rk

B .....H
System 2 
1

System 1
►י

Anti Trojan Anti Spamware

m

U
System 3

Anti-Phishing Email-Scanner

FIGURE 7.25: Working of Antivirus Sensor Systems
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An antivirus system includes antivirus, anti-spyware, anti-Trojan, anti-spamware, anti-Phishing, 
an email scanner, and so on. Usually, it is placed in between the network and Internet. It allows 
only genuine traffic to flow through the network and blocks malicious traffic from entering. As 
a result, it ensures network security.
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C E H
M a l w a r e  A n a l y s i s  P r o c e d u r e :  

P r e p a r i n g  T e s t b e d

Isolate the system from the Disable the 'shared Copy the malware
network by ensuring that the folders', and the 'guest over to the guest OS
NIC card is in "host only" mode isolation'

* ■אי ר
f c c a

׳0

Install guest OS into the Install VMWare or Virtual
Virtual PC/ VMWare PC on the system
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M a l w a r e  A n a l y s i s  P r o c e d u r e :  P r e p a r i n g  T e s t b e d

Malware analysis provides in-depth understanding of each individual sample and 
identifies emerging technical trends from the large collections of malware samples. The 
samples of malware are mostly compatible with the W indows binary executable. Malware 
analysis is conducted with a variety of goals. The following is the procedure for malware 
analysis preparing Testbed:

0 Install VM W are  or Virtual PC on the system

0 Install guest OS into the Virtual PC /VMW are

0 Isolate the system from the network by ensuring that the NIC card is in "host only" 
mode

0 Disable the shared folders and the guest isolation

0 Copy the malware over to the guest OS
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M a l w a r e  A n a l y s i s  P r o c e d u r e

1. Perform static analysis when the malware is inactive
2. Collect information about:

0 String values found in the binary with the help of string extracting tools such as BinText

e The packaging and compressing technique used with the help of compression and 
decompression tools such as UPX

UPXB in T e x t

Administrator: C:\Windows\system32\cmd.exe

D:sCEH T0013\CEHv 8 M odu le  07 U ir u s e s  and W o rn ssC o n p re ss io n  
l\UPXNupx306«#supx306t#>upx.exe

U lt im a te  P a c k e r  f u r  e X e c u ta b le s  
Cop y r i if 111. <C> 1996 2011

IPX 3.R*w M arkus O lie r liu m p . L a s z lo  M o ln a r  0. John  Rr I

Usage: upx I ־ I2 34 5 67 * 9d It M il. 1 I - q o f k l  1-0 f i l e !  P i l e . .

com prass  b e t t e r  
l i s t  ronppn ssR d  f i l e  
d i s p l a y  u r n  io n  im nb• 
d i s p l a y  t o f t w M  l i e •

s i t  1 1 t tp :/ '/u p x .3 f .

- I  c o n p re s s  f a s t e r
*d decom press
- t  t * s t  c o n p r a t s id  f 11•
- h  g i v •  not•• h » lp

-<j It• q u l* t
-o P IL k  w r i t •  o u tp u t  t o  'P I L b '
~ f fo r c e  c o n p ro s c io n  o f  o u a p ic io u o  {
- k  ko cp  backup  f i l o •

F i l e . .  e x e c u ta b le s  to  <de>conpresa

ly p e  *up* - - h e lp '  f o r  n o re  d e t a i l e d  h e lp .

JPX con e s  w ith  ABSOLUTELY NO WARRANTY; f o r

1- 1°■
Swxeh | F i* | Htto |

P|?lO«can [C \U1tnVAdnwnfc«fc1>D«1klap\1«4up»

T n»U>».on 0109 too T«4*ia> 37310t*0 1 1364GK|

fbw! iNfw 10 1 t̂t־
dau
H hIk
0MZu3
Isf'rocowoiFcafuiePteiCrt
KEMIE132

G«nor j|_R cpoMM
FIh ToOoMo
FtoToKoopLownoFlw
R*pcrtnaflwinm

OCCD3C000040
000030000110
OCC03C000228
OCC030000250
OCC03000G278
00c03c00029f
OCCC3C0013C

0C0030001528 
OC003000IA44 
OC003000IA70 
OC0030001A3CoccojoomACS
0C0030001AFO 
OC003C1001B18

a  caxxaxaxoA  '11י ׳
A ו i וי l l  1
a  ccoocaxcxc
A CCOOCOOCG278 
A CCOOCOOCCMf a ;;זץי;י;ייי;ווי
A COOOOOOCOttfi 
 :m nviH ׳ ./
״ ./ nrh i  i f : 
A XOXOOCCE9C 
A 3COOCOOCCCC3 
A ־.OOOOOOCCCFO 
a  :coocaxtfiB

h ttp://upx.sourceforge.net
Copyright © by EG-Goilicil. All Rights Reserved. Reproduction is Strictly Prohibited

h ttp://www. mcafee.com

M a l w a r e  A n a l y s i s  P r o c e d u r e

Step 1: Perform static analysis when the malware is inactive

Step 2: Collect information about:

Q String values found in the binary with the help of string extracting tools such as BinText

Q The packaging and compressing technique used with the help of compression and 
decompression tools such as UPX

B i n T e x t

Source: http://www.mcafee.com

BinText can extract text from any kind of file and includes the ability to find plain ASCII text, 
Unicode (double byte ANSI) text, and resource strings, providing useful information for each 
item in the optional "advanced" view mode.
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BinText 3.0.3_ ם

Search | Filter | Help |

£0BrowseFile (0 scan | C: MJ sers\Admntstrat0(\D esktopVsetip exe

T ime taken: 0.109 secs T ext size: 37340 bytes (36.46K)I? Advanced view

File pos Mem pos I © f Text A
A 00000000004D 00003000004D 0 !This program cannot be run in DOS mode u
A 000000000110 000030000110 0 RicheWl
A 000000000228 000030000228 0 text
A 000000000250 000030000250 0 data
A 000000000278 000030000278 0 rs»c
A 00000000029F 00003000029F 0 0re(oc
A 0000000006BE 0000300012BE 0 0MZu3
A 00000000090C 00003000150C 0 IsProcessorFeaturePresent
A 000000000928 000030001528 0 K£RNEL32
A OOOOOOOOOE44 000030001A44 0 Genetal.AppName
A 000000000E70 000030001A70 0 Gen«al_Reportee
A OOOOOOOOOE9C 000030001A9C 0 FtesToOelete
A OOOOOOOOOEC8 000030001AC8 0 FiesToKeep
A 000000000EF0 000030001AF0 0 LoggmgFlags
A 000000000F18 000030001818 0 RepottngFlags
a  nnnnnnnnnF44 nnnn3nm1R44 n llinmw V
< [ III . h j

find | Save |RS: 0UN 373AN: 1840Ready

FIGURE 7.26: Bintext Screenshot

U P X

Source: h ttp ://upx.source fo rge.net

UPX achieves an excellent compression ratio and offers very fast decompression. It typically 
compresses better than WinZip/zip/gzip.

Administrator: C:\Windows\system32\cmd.exe3S

D:\CEH-Tools\CEHv8 Module 07 Uiruses and Worms\Compression and Decompress l\UPX\upx308w\upx308w>upx.exeUltimate Packer for eXecutables 
Copyright <C> 1996 - 2011 JPX 3.08w Markus Oberhumer, Laszlo Molnar 8r John Reiser Dec 12th

Jsage: upx [123456789־dlthUL] l-qvfk] 1-0 file] f i le . .
Commands:-1 compress faster -9 compress better-d decompress 1־  list compressed file-t test compressed file -U display version number

-h give more help -L display software licenseOptions:-q be quiet -w be verbose
-0FILE write output to 'FILE'-f force compression of suspicious files -k keep backup filesFile.. executables to <de>compress

rype 'upx —help' for more detailed help.
JPX comes with ABSOLUTELY NO WARRANTY; for details visit http://upx.sf.ne
D:\CEH-Tools\CEHv8 Module 07 Uiruses and Worms\Compression and Decompress l\UPX\upx308w\upx308w>

FIGURE 7.27: UPX Working in Command Prompt
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M a l w a r e  A n a l y s i s  P r o c e d u r e
(Cont’d)

C E H
Urt1fw4 ilh iu l lUthM

Run the virus and monitor the process 
actions and system information with 
the help of process monitoring tools 
such as Process Monitor and Process 
Explorer

3. Set up network connection and 
check that it is not giving any errors

r > n
a  t o

L i l ״ JProcess Monitor - Sysinternals: www.sysinternals.com
File Edit Event Filter Tools Options Help

tf U I י]
Detail

SyncType SyncTy

Deswed Access: S 
Offset: 7.623.168. 
Offset: 7.557.632. 
Offset: 7.574.016.. 
Length 1. seqnum 
Length 1. startime 
Offset: 9.322.496. 
Offset: 9.547.776. 
Offset: 9.535.483. 
Offset: 7.803.392.

Path Resut
C \Wndows\System32'wnageres <* SUCCESS
C \  Windows \System32N*T1agere3 dl SUCCESS
C \Lbers\Admostrator\^pp Data\Local\... S UCCES S 
C \Window«\Mcro*oft NETXFramework... SUCCESS 
C \Wind0ws\Wcf0s0ft NETXFramework... SUCCESS 
C\Windows\f*crosoft.NETXFramework... SUCCESS 
WIN-MSSELCK4K41 1056 •>WIN-MSS. SUCCESS 
WIN-MSSELCK4K41:1055 •> WIN-MSS. SUCCESS 
C\Windows \Hcro soft. NETXFramevvork.. SUCCESS 
C XWWowsXKIcroscft NETXFramework .. SUCCESS 
C XWindowsXMcrosoft NETXFramework... SUCCESS 
CXWindowsXfAcrosoft.NETXFramework... SUCCESS

PID Operation 
2384 CreateFieMapp 
2384 £  Close Fie 

Create Fie 
Read Fie 
Read FJe 
Read Fie 
,TCP Receive 
,TCP Send 
Read Fie 
ReadFie 
ReadFie 
ReadFie

Tme of Day Process Name

Backed by virtual memoryShowing 89,723 of 186,768 events (43°: .1

P r o c e s s
M on ito r

http://technet.microsoft.com
Copyright ©  by E&Cauactl. All Rights Reserved. Reproduction is S trictly Prohibited

M a l w a r e  A n a l y s i s  P r o c e d u r e  ( C o n t ’d )

Step 3: Set up network connection and check that it is not giving any errors

Step 4: Run the virus and monitor the process actions and system information with the help of 
process monitoring tools such as Process Mon ito r and Process Explorer

m  P r o c e s s  M o n i t o r
.
l̂ _ Source: http://technet.microsoft.com

Process Mon itor is an advanced monitoring tool for W indows that shows real-time file system, 
registry, and process/thread activity.
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Process Monitor - Sysinternals: www.sysinternals.com
File Edit Event Filter Tools Options Help

&  0  I ^  P  &  I J ] I , f t  *  I

Time of Day Process Name PID Operation Path Result Detail
12:13:46.620... ExplorerEXE 2384 2k  Create File Mapp. C:\Windows\System32\imageres.dll SUCCESS Sync Type: SyncTy..
12:13:46.620... ^  ExplorerEXE 2384 ;rk Close File C:\W1ndows\System32\imageres.dll SUCCESS
12:13:46.621. .. ^Explorer.EXE 2384 ;A  Create File C:\Users\Administrator\AppData\Local\...SUCCESS Desired Access: S...
12:13:46.676... 52mmc.exe 4100 Read File C:\Windows\Microsoft.NET\Framework... SUCCESS Offset: 7.623.168,..
12:13:46.677... j a mmc.exe 4100 2k  Read File C:\Windows\MicrosoftNET\Framewo1k.SUCCESS Offset: 7,557,632....
12:13:46.679... Smmc.exe 4100 2 k  Read File C:\Windows\Microsoft.NET\Framework. ..SUCCESS Offset: 7.574,016,..
12:13:46.685... ttfirefox.exe 2760 TCP Receive WIN-MSSELCK4K41:1056->WIN-MSS...SUCCESS Length: 1. seqnum:.
12:13:46 685. (Jfirefox.exe 2760 TCP Send WIN-MSSELCK4K41:1055 ־> WIN-MSS...SUCCESS Length: 1. startime:..
12:13:46.687... jqjmmc.exe 4100 Read File C:\Windows\Microsoft.NEP\Framework... SUCCESS Offset: 9,322,496,..
12:13:46.694... ■Btmmcexe 4100 Read File C:\Windows\Microsoft.NET\Framework... SUCCESS Offset: 9,547.776,...
12:13:46.695... jgjmmc.exe 4100 2 k  Read File C:\Windows\Microsoft.NET\Framework... SUCCESS Offset: 9,535,488,..
12:13:46.696... ^mmc.exe 4100 irk  Read File C:\Windows\Microsoft.NET\Framework... SUCCESS Offset: 7,803,392...
n  n  1 r  r i v ___i i n n  T3 n  i r i  n u t __1____1 1 1  n >11—n  r  1 n  1rv ? c g 1r _ a g __! T m i  i n __

Backed by virtual memoryShowing 89,723 of 186,768 events (48%)

FIGURE 7.28: Process Monitor Screenshot
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N e tR e s id e n t

He sear* ve* Evens rods -ep 
AlDab |

Cr04>5 * Rdrea־ Fte■ ■j> *aJ-ess - S3ve י• ^  Dees Event Octal

&0-p£ O M Date LastLpdated =totocd Party A I Pot! A 5arty B Po׳:B

= E  “ 1 KV5/2012 2::. :0/5/3012 2:14:3. ^,We b WM-LXQN3... 1076 mystaft-bni... 80
1Q/V2012 36 ■ !(VS/2012 2:1.. 10/5/20122:1̂ :4.. ■W Web VV1N-IXQN3... 1104 m5003sM-n... 443

S  siotoefc 1 :0/5/2012 2:1 10/5/2012 2:14:4. Web WIH-LXQN3... 1109 maa03s&4-n... *43
« ' ״ *0 36 - 10/5/2012 2:1.. 10/5/2012 2:14:4. Web WW-IXQN3 1110 maa03s04-n... •*43

ffl 0 i £  *artyA 1 - 10/5/2012 2:1.. 10/5/2012 2:14:4.. web W1H-LXQN3... 1111 ra303s:-4*v.. 443
S  0  *art* B 20 10/5/20122:1 10/5/2012 2:14:5. >y,Web W1N-LXQN3 1114 maa03e04-n1— 90 .״

- 10/5/2012 2:1.. 10/5/20122:14:5.. ^  Web W1H1XQN3... 1114 no 3 0הs i>4-tv.. 80
10/5/2012 2:1 10/5/2012 2:14:5. ^  Web \V1N-LXCN3 1145 rnaa03st>4-n... 80

- 10/5/2012 2:1. 10/5/3012 2:14:5. ^  Web VV1N-IW3N3 1147 nao03*&4-n... 443
10/5/2012 2:1.. 10/5/2012 2:14:$.. ^  web WIN -LKQN3... 1163 nas03«;-4 n... 443
10/5/3012 2:1 10/5/2012 2:14:5. Web W1N-LXQN3... 1114 m*i03*&4־n... BC

- 10/5/2012 2:1■■ 10/5/2012 2:14:5. Web W1N-UQN3... 1164 moo03*04-n... 80
10*5/2012 2:1. 10/5/2012 2:15:0. ^Web W1N4.XQN3... 1076 mvctrt־*xU... 8C

- 10/5/2012 2:1 10/5/3012 3: t5:3. Wteb W1N-IXQN3 1205 ■™0&»ר4...ז̂ 80

rvralDĤ

52777990230736.52777991632076.52777992527295.5277798-180851-1.52777983170746 527779 M394614

T O . ־..

POS1 request t0httpe//newt400ate-aun/ncws/xhr/rhc/MtlMMcr1־ 
Tng Vnlu4»
CM

a

5. Record network traffic 
information using the 
connectivity and log packet 
content monitoring tools such 
as NetResident and TCPView

6. Determine the files added, 
processes spawned, and 
changes to the registry with 
the help of registry monitoring 
tools such as RegShot

h ttp://www. tamos, com
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M a l w a r e  A n a l y s i s  P r o c e d u r e  ( C o n t ’d )

Step 5: Record network traffic information using connectivity and log packet content 
monitoring tools such as NetResident and TCPView

Step 6: Determine the files added, processes spawned, and changes to the registry with the 
help of registry monitoring tools such as RegShot

N e t R e s i d e n t

—״  Source: http://www.tamos.com

NetResident is a network content analysis application designed to monitor, store, and 
reconstruct a wide range of network events and activities, such as email messages, web pages, 
downloaded files, instant messages, and VoIP conversations. It uses advanced monitoring 
technology to capture the data on the network, saves the data to a database, reconstructs it, 
and displays the content.
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.  n  xS  N e t R e s i d e n t  - E v a l u a t i o n  V e r s io n

Fte Search View Events Tools Help 

AI Data |

E v e n t s

' Groups * Refresh | y  Fiter - I IP Address *  | , Save *  ^  Delete |1^) Event Detail

Groups Count Date Last Updated | Protocol Party A Port A U  Party B Port B

0  0 0  Dates 1 u 10/5/2012 2:1... 10/5/2012 2:14:3.. ^  Web WIN-LXQN3... 1076 mystarHon.1... 80 ±

0 S  10/5/2012 36 u 10/5/2012 2:1... 10/5/2012 2:14:4.. ^  Web WIN-LXQN3... 1104 maa03s04-«n... 443

H  0 ^  Protocols 1 ם 10/5/2012 2:1... 10/5/2012 2:14:4.. ^  Web WIN-LXQN3... 1109 maa03s04־in... 443

0 4 * )  Web 36 a 10/5/2012 2: L .. 10/5/2012 2:14:4.. ^  Web WIN-LXQN3... 1110 maa03s04-tn... 443

1  0 2  Party A 1 10/5/2012 2:1... 10/5/2012 2:14:4.. ^  Web WIN-LXQN3... 1111 maa03s04-in... 443

B  0 ®  PartyB 20 a 10/5/2012 2:1... 10/5/2012 2:14:5.. Web WIN-LXQN3... 1114 maa03s04־in... 80 —
Q 10/5/2012 2:1... 10/5/2012 2:14:5.. 8  I H WIN-LXQN3... 1114 maa03s04-in... 80
a 10/5/2012 2:1... 10/5/2012 2:14:5.. ^  Web WIN-LXQN3... 1145 maa03s04-in... 80
a 10/5/2012 2:1... 10/5/2012 2:14:5.. Web WIN-LXQN3... 1147 maa03s04-in... 443
a 10/5/2012 2:1... 10/5/2012 2:14:5.. Web WIN-LXQN3... 1163 maa03s04-in... 443

o 10/5/2012 2:1... 10/5/2012 2:14:5.. ^  Web WIN-LXQN3... 1114 maa03s04-in... 80
a 10/5/2012 2:1... 10/5/2012 2:14:5.. W  Web WIN-LXQN3... 1164 maa03s04-in... 80
a 10/5/2012 2:1... 10/5/2012 2:15:0.. Web WIN-LXQN3... 1076 mystart-ton.i... 80

<1

10/5/2012 2:1... 10/5/2012 2:15:2.. ^  Web WIN-LXQN3... 1205 maa03s04-in... V
I w tD d i i__________________________________________
■S' ' '• ) I I I r j  L ĵ ־ More... *

P O S T  r e q u e s t  t o  h t t p : / / n e w s . g o o g ! e . c o . i n / n e w s / x h r / r h c ? a u t h u s e r = 0

180 bytes

Value

52777990230736.52777991632076.52777992527295.52777984808514.52777983170746.52777984394614 

Jח___________________________________________________

\ ~ T  \ 1,067,459

Tag

cid

[ Q  Connected

FIGURE 7.29: NetResident Screenshot
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7. Collect the following
information using debugging 
tools such as OllyDbg and 
ProcDump:
® Service requests
© Attempts for incoming 

and outgoing connections
© DNS tables information

Copyright © by EC-Gauactl. All Rights Reserved. Reproduction is Strictly Prohibited.

M a l w a r e  A n a l y s i s  P r o c e d u r e  ( C o n t ’d )
׳

Step 7: Collect the following information using debugging tools such as OllyDbg and 
ProcDump:

© Service requests

© Attempts for incoming and outgoing connections 

0 DNS tables information

1 O l l y D b g

Source: http://www.ollydbg.de

OllyDbg is a 32-bit assembler-level analyzing debugger for Microsoft Windows Emphasis on 
binary code analysis makes it particularly useful in cases where source is unavailable.
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_ a xOllyDbg OLLYDBG.EXE - (CPU ■ main thread, module OLLYDBG]

L־ k l]

j __
ECX oooooooo
COX 0 M 9 I 0 M  OLL'.CGO.<rvcxdw l« E r » t r y P o in t> 
EBX 7FA9O0OO 
ESP 0 018FF88

El►0040108 •־   iX L V t» 1 .< n 0 0 u lt £ o t f v P o i f t « >
ES 0 026  32b  i t  0( F F F F F F F FI 
CS 0 023  3 2 b lt  O C FFFFFFFFI 
SS 0 026  32b  I t  9( F F F F F FF F  I 
OS 0 028  3 2 b i t  0 ( F F F F F F F F 1 
FS  0 0*3  3 2 b i t  7FO9C000( F F F  l 
GS 0 020  3 2 b i t  0 ( F F F F F F F F )

L « t t E r r  EftftOR_ttCO_NOT_FOUNO <000000?E>
E F .  0 0000244 י  N 0 . f « .E .B € .N S .P € .G E . L E i
ST0  • n o t y  0 .0
S T l • n o t y  0 .0
ST2  ♦*©ty 0 .0
ST3  «n©ty  0 .0
ST4 « n 0 ty  0 .0
STS  t f v t y  0 .0

E S P U 0 Z 0 I  
E r r  0 0 0 0 0 0 0 0r1**k 1 1 1 1 1 t

3 2  1 0  
Coftd 0  0  0 0  
P*«< N E A P ,S3

RETURN t o  O018FF0C

[H440S1Z• s> X  (156.1  . 
f iw  :  MEPP_iER0_r̂ nd 
C G » t P r o e * t  «H»4e kltoao 
H ta o A lt o e

C] Fik Vk* Debug Plugins Options Window Hdp

gMsL־►!

I Aral = 00000000 
OLLVTOG. 004A03O4r

LOU .VO06.0O4AO3C4

rc•״♦-:! >
F 1 * » t  = >CAP_2ER0_rCnC 
C G t t P r o c t t t H t t e

I l>Ht«pI****"

no•.׳ ECX .9C  
PUSH ECX

3 l L  J ^ P .  (KERN EL 3 2 .G t tP r0 c« s1 M t4 0 >

C c u .  <JM P. (K ER N EL3 2 .H• «cA  1 lo©>
OP E A X .EA XJI1Z SHORT O LLYO 06 .00401006
nou e a x . o f o
CALL OLLVO66.0O40106C 
PUSH EAX 
PUSH EAX
PUSH DUORO PTR OS* 14001 ISO 
CALL  0 L L V 0 8 G .00400304  
PUSH DMORO PTR O S t (4001103  
CALL O LLVO 0O .004A03E8 
POP E01 
RETN
W J  E C X .9C  
OR E C X .EC X
JE  SHORT OLLVOCC. 004010P2  
CALL  OLLV08G.0O4AO3AC 
flOL• OUOPO PTR OS; [ 4 0 0 1 1 0 3 .EAX CVP E A X .0
JNB SHORT 0 LLV D 8& .00401079  
«0U EA X .0FC  
CALL O LLV 08G .0040106C 
RETN
C«P OMORO PTR  OS*[4 0 0 1 1 0 3 .0  
J© SHORT X L V 0 6 6 .  0 0 4 0 1 124 
PUSH [*ORO PTR OS: [4001163  
CALL  Q LLV06G .004H 03C4  
OR E A X .EA X
JE  SHORT 0LLV08G . 00401124  
PUSH EAX 
PUSH 0
CALL < JH P .(K ER N EL3 2 .G ttP ro c« ftf tH «« c»  
PUSH ERX
CALL <JM P .t» :EKH EL32 .H »*c» f««>

0? . E8 ?2E00A80 . 0000 . v7s OA. . 68 FO0OOO0O . E8 B6FFFFFF > SO 60 . 10014000 FF3S . EO I1C3OO00 . 00&FF3S 1B014 . E8 lAcloSSe .
• SF£? < 90000000 69 . . 08C ?י 19 74.~E8 CEC2OA0O . 10014600 . A3 300*83 . 91 73.* 88 FC00O800 . E8 7AFFFFFF . > C3t 0330 \m\um< FF 35 1BO14B0O. E8 eoISowOo .״י.72 2€

ha mmam

W40l0\<
0O4O109A

v m
0 04010A2 
O04010A3 
004010A6 
004010AA  
0O4C1OAC 
00401061  
00401066  
00401087  004O1O8S 
0O4O1O8E 
O04OIOC3 
0 o4 e1 8c9  
004O10CE 
004e1dCF
00401000  
004O1OOS 
00-* e  100 7 
0 0401009
oo^eiooc
0 e*e 1ec3  
004e10E6  
0 0 4 0 18€8 
0O4010ED 
O0401OF2 
0 0401OF3 
0 04 0 1 OFA 
0 0 4 0 10FC« 1102 

1107 
0O4O1109 
00401108  
00401  IOC 
0040110C  
0 0 4 0 1 U 3jMnw

FIGURE 7.30: OllyDbg Screenshot
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http://www.hex-rays.com 
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V i r u s  A n a l y s i s  T o o l :  I D A  P r o

Source: http://www.hex-rays.com 

This is a dissembler and debugger tool that supports both Windows and Linux platforms.

D i s s e m b l e r

The dissembler displays the instruction execution of various programs in symbolic 
form, even if the code is available in a binary form. It displays the instruction execution of the 
processor in the form of maps. It enables its users to identify viruses as well. For example, if any 
screensavers or "gif" files are trying to spy on any internal applications of the user, IDA Pro Tool 
reveals this immediately.

IDA Pro is developed with the latest techniques that enable it to trace difficult binary codes. 
These are displayed in readable execution maps.

D e b u g g e r

The debugger is an interactive tool that complements the dissembler to perform the 
task of static analysis in one single step. It bypasses the obfuscation process, which helps the 
assembler to process the hostile code in-depth.
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IDA Pro is a tool that allows you to explore any software interruptions and vulnerabilities and to 
use it as tamper resistance. It is an interactive, programmable, multi-processor disassembler 
coupled to a local and remote debugger and augmented by a complete plugin programming 
environment. This can also be used to protect your essential privacy rights. This is used by 
antivirus companies, research companies, software development companies, agencies, and 
military organizations.

IDA - C:\Program Files (x86)\IDA Demo 6.3\qwingraph.exe ~  I °  I *  B
Options Windows Help

fa!«■ r _____
111 1 ■ ■ : ! --------- Z 3

File Edit Jump Search View Debuggei

j  IDA View-A Q  | | g ]  Hex View-A | ft] Structures I QS Enure_____ | 1*5 Iniports [ j *  Exports

uar_C =  d w ord  p t r  -OCh 
u a r_ 8 =  d u o rd  p t r  -8  
o a r ^ '  d w ord  p t r  -<* 
h In s ta n c e -  d u o rd  p t r  <1 
h P r e u In s ta n c e -  d w ord  p t r  
lp C n d L in e -  d u o rd  p t r  OCh 
nShowCnd- dw ord  p t r  10h

sub e s p ,  18h
le a e a x ,  [e s p » 1 8 h » u a r_ 1 « i]
push e ax
push OFFFFFFFFh
c a l l d s :G e tC o n n a n d L in e W
push e ax
le a e c x ,  [e s p » Z < ih « u a r_ 1 0 ]
push e c x
c a l l d s :? fro n W C h a rftrra y0Q S trin g0 Q T B B S fl? ftU 1 20 P B G H 0 2  ; QT: :Q S tr in g : :F r o m W C h a r A r ra y (u s h o r t  c o n s t
add e s p ,  OCh
mou e c x ,  eax
c a l l d s :? to L o c a l8 B itB Q S trin g 6 Q T B B Q B E ? A U Q B y te A rra y Q 2 Q X Z  ; QT: : Q S t r i n g : : t o L o c a l8 B i t ( u o id )
Irnou e d x ,  [e s p * 1 8 h * u a r_ 1 0 ]* ״ ״י nrcccccccH100.00* (-141,105) (509,26) 00041357 00441F57: »inM4in(x,x,x,x)+27 •יי 

171 Finctxms wndow

=
Function name

1
sub_401070 
sub.401200 
sub.401230 
sub_4012F0 
sub_4O13A0 
sub.4015A0 
sub_402EA0 
$ub.402EC0 
sub_403140 
sub_403330 
sub.403500 
sub.403680 
sub.403900 
sub.403920 
sub.403960 
sub_403A40 
sub 403B30

Line 2 of 944 

[g* Output wndow
Compiling file 'C:\Program Files (x86)\IDA Demo 6.3\idc\ida.idc'... 
Executing function ׳Min’. . .
Coapiling file *C:\Progran1 Files (x8€>\IDA Desa□ 6.3\idc\onload. idc'... 
executing function 'OnLoad'
IDA ia analysing the input file...
You may start to explore the input file right now.
Using FLIRT signature: Microsoft VisualC 2-10/net runt
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O n l i n e  M a l w a r e  T e s t i n g :  ::
r E H

tttK4l IU(hMV i r u s T o t a l  " T j |
V

M VirusTotal is a free service that analyzes suspicious files and URLs and facilitates the detection of 
viruses, worms, Trojans, etc.

3 Antfwus ian  for fbili®׳

C  £  Itips: ׳'vk'^w.virustotaLconn ־' e/C’5'5'd625c39d3d5d9l041b9720a30c2fb1e757e603695d3478687c27c392fdt.־an.aly$s^- =

1 f t  Community Statistics DocantflUlidn FAQ About Join our community Sign m 1

& v i r u E  total
SHA2&6 06131d62$c?9dMM91W1W720a30c2ti1«76796C3695<J3478687c27c392Wb

*KFile name smo«a_O6131<l62Sc3*i3dS<*91(Ult072Oa3Cc2lb1e757e6O369S<m78687c27c392Wb bin

OMCtfa , , , , ,

hi 2 , . . . n )™ J0 {2 .״ |M 7.17 02 5200 l/TC

V

» 0 ^ 0

Antlvliuc Kutulf

AhnLab-V3 WifiTrojarvMMueker 1036288

Update

20120716

AntiVif BOCWm m xm  23 G1 

Antiy-AVL Bac*(*oor׳W1n.32 MoSuckei gen 

Avast Win32 Tro!an-gen

20120716

20120717 

20120716

AVG Bac ■Coor Mmuc kw 20120716

&  r i r u ! t o

Mumml!*•(** 12VB

http://www.virustotal.com
.Ccipyright ©  by EC-C0MCi. A ll Rights Rese rve C  Reproduction isS tric tly  Prohibited.

|p 5 | O n l i n e  M a l w a r e  T e s t i n g :  V i r u s T o t a l

— Source: http://www.virustotal.com

VirusTotal is a service that analyzes suspicious files and facilitates the quick detection of 
viruses, worms, Trojans, and all kinds of malware detected by antivirus engines.

Features:

0 Free and independent service 

0 Uses multiple antivirus engines

0 Comprised of real-time automatic updates of virus signatures 

0 Gives detailed results from each antivirus engine 

0 Has real-time global statistics
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3  /iru! t o t a l

*N*0 §0£ ״ ״  JT.4I

£^ TC(?rc«m* lw—ktt90)׳J*V-0Mr«M00l **׳

'.Vin r re• aa Mdmic •♦  ׳ 103(288

OOCMotutM• 2ג Ol 

Bacl1ioor>Wn32 MoSucktf gv< 

WW2 Tr0|J09*n 
BactOooi M1»ucM«

S! /iru s to ta l
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FIGURE 7.32: virustotal Screenshot
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O n l i n e  M a l w a r e  A n a l y s i s ״  , ״
C p V T T l / t p Q
f j  ^  I  Y  X  v T O  ltfc.nl Mm  hat

Metascan Online
h ttp ://w w w . metascan-online, com

Bitdefender QuickScan
h ttp ://w w w . bitdefender. com

UploadMalware.com
h ttp ://w w w . uploadmalware. com

Fortinet
http ://ww w.fortiguard. com

GFI SandBox
h ttp ://w w w . gfi. com

Anubis: Analyzing Unknown 
n Binaries

http://anubis. is eclab. org

Avast! Online Scanner
http://onlinescan. avas t. com

Malware Protection Center
• >___j  h ttps://www.microsoft.comi

ThreatExpert
h ttp ://w w w . threatexpert.com

Dr. Web Online Scanners
h ttp ://vm s. dr web. com

Copyright © by E&Cauactl. All Rights Reserved. Reproduction is Strictly Prohibited.

O n l i n e  M a l w a r e  A n a l y s i s  S e r v i c e s

(J___ I  Online malware analysis services allow you to scan files and resources and secure
them before attackers attack and comprom ise them. A few online malware analysis services 
are listed as follows:

0 Anubis: Analyzing Unknown Binaries available at http://anubis.iseclab.org

0 Avast! Online Scanner available at http://onlinescan.avast.com

0 Malware Protection Center available at https://www.microsoft.com

0 ThreatExpert available at http://www.threatexpert.com

0 Dr. Web Online Scanners available at http://vms.drweb.com

0 Metascan Online available at http://www.metascan-online.com

0 Bitdefender QuickScan available at http://www.bitdefender.com

0 GFI SandBox available at http://www.gfi.com

0 UploadMalware.com available at http://www.uploadmalware.com

0 Fortinet available at http://www.fortiguard.com
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C E HM o d u l e  F l o w
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M o d u l e  F l o w

So far, we have discussed various viruses and worms and malware analysis. Now we 
will discuss the countermeasures to be applied to protect against viruses and worms, if any are 
found. These countermeasures help in enhancing security.

Virus and W orm s Concept Ma lware  Analysis

 ̂ • Types of Viruses Countermeasures

y —  Computer Worms
y  —

^  Penetration Testing

This section highlights various virus and worm countermeasures.

T y p e s  o f  
V ir u s e s

C o m p u te r
W o rm s

P e n e t r a t io n
T e s t in g

M a lw a re
A n a ly s is

Ethical Hacking and Countermeasures Copyright © by EC-C0UnCil
All Rights Reserved. Reproduction is Strictly Prohibited.

Module 07 Page 1096



Exam 312-50 Certified Ethical HackerEthical Hacking and Countermeasures
Viruses and Worms

V i r u s  D e t e c t i o n  M e t h o d s  C E H

I n te r c e p t io nI n te g r i ty
C h e c k in gS c a n n in g

The interceptor 
monitors the operating 
system requests that 
are written to the disk

Integrity checking 
products work by 
reading the entire disk 
and recording integrity 
data that acts as a 
signature for the files 
and system sectors

Once a virus has been 
detected, it is possible 
to write scanning 
programs that look for 
signature string 
characteristics of the

Copyright © by EtGlUiCil. All Rights Reserved. Reproduction is Strictly Prohibited.

V i r u s  D e t e c t i o n  M e t h o d s

A virus scanner is an important piece of software that one should have installed on the 
PC. If there is no scanner, there is high chance that the system can be hit by and suffer from a 
virus. A virus protector should be run regularly on the PC, and the scan engine and virus 
signature database have to be updated often. Antiv irus software is of no use if it does not 
know what to look for in the latest virus. One should always remember that an antivirus 
program cannot stop everything.

The rule of thumb is if an email looks like a suspicious one, e.g., if one is not expecting an email 
from the sender or does not know the sender or if the header looks like something that a 
known sender would not normally say, one must be careful about opening the email, as there 
might be a risk of becoming infected by a virus. The MyDoom  and W32.Novarg.A@mm worms 
infected many Internet users recently. These worms infected most users through email.

The three best methods for antivirus detection are:

© Scanning

Q Integrity checking

© Interception

In addition, a combination of some of these techniques can be more effective.
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S c a n n i n g

Q The moment a virus is detected in the wild, antivirus vendors across the globe start 
writing scanning programs that look for its signature strings (characteristic of the virus).

© The strings are identified and extracted from the virus by these scanner writers. The 
resulting new scanners search memory files and system sectors for the signature strings 
of the new virus. The scanner declares the presence of a virus once it finds a match. 
Only known and pre-defined viruses can be detected.

0 Virus writers often create many new viruses by altering the existing one. What looks like 
a new virus, may have taken just a few minutes to be created. Attackers make these 
changes frequently to throw off the scanners.

© In addition to signature recognition, new scanners make use of various other detection
techniques such as code analysis. Before looking into the code characteristics of a virus, 
the scanner examines the code at various locations in an executable file.

© In another possibility, the scanner sets up a virtual computer in the RAM and tests the
programs by executing them in the virtual space. This technique, called "heuristic 
scanning," can also check and remove messages that might contain a computer virus or 
other unwanted content.

e  The major advantages of scanners are:

© They can check programs before they are executed.

Q It is the easiest way to check new software for any known or malicious virus.

Q The major drawbacks to scanners are:

Q Old scanners could prove to be unreliable. With the tremendous increase in new
viruses old scanners can quickly become obsolete. It is best to use the latest 
scanners available on the market.

Q Even a new scanner is never equipped to handle all new challenges, since viruses
appear more rapidly than new scanners can be developed to battle them.

I n t e g r i t y  C h e c k i n g

0 Integrity checking products perform their functions by reading and recording integrated 
data to develop a signature or base line for those files and system sectors.

Q Integrity products check any program with built-in intelligence. This is really the only 
solution that can take care of all the threats to data. The most trusted way to know the 
amount of damage done by a virus is provided by these integrity checkers, since they 
can check data against the originally established base line.
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Q A disadvantage of a basic integrity checker is that it cannot differentiate file corruption 
caused by a bug from corruption caused by a virus.

Q However, there are some advanced integrity checkers available that are capable of 
analyzing and identifying the types of changes that viruses make. A few integrity 
checkers combine some of the antivirus techniques with integrity checking to create a 
hybrid. This also simplifies the virus checking process.

I n t e r c e p t i o n

0 The main use of an interceptor is for deflecting logic bombs and Trojans.

Q The interceptor controls requests to the operating system for network access or actions 
that cause a threat to the program. If it finds such a request, the interceptor generally 
pops up and asks if the user wants to allow the request to continue. There are no 
dependable ways to intercept direct branches to low-level code or direct instructions for 
input and output instructions by the virus.

In some cases, the virus is capable of disabling the monitoring program itself. Some years back 
it took only eight bytes of code for a widely used antivirus program to turn off its monitoring 
functions.
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V iru s  and W orm s C o u n term easu res C E H

Install anti-virus software that detects and removes infections as they appear

Generate an anti-virus policy for safe computing and distribute it to the staff

Pay attention to the instructions while downloading files or any programs from the Internet

Update the anti-virus software regularly

Avoid opening the attachments received from an unknown sender as viruses spread via e-mail 
attachments

Possibility of virus infection may corrupt data, thus regularly maintain data back up

Schedule regular scans for all drives after the installation of anti-virus software

Do not accept disks or programs without checking them first using a current version of an anti- 
virus program

Copyright © by EC-Cauactl. All Rights Reserved. Reproduction is Strictly Prohibited.

V i r u s  a n d  W o r m s  C o u n t e r m e a s u r e s

Preventive measures need to be followed in order to lessen the possibility of virus 
infections and data loss. If certain rules and actions are adhered to, the possibility of falling 
victim to a virus can be minimized. Some of these methods include:

0 Install antivirus software that detects and removes infections as they appear

© Generate an antivirus policy for safe computing and distribute it to the staff

0 Pay attention to the instructions while downloading files or any programs from the
Internet

0 Update the antivirus software on the a monthly basis, so that it can identify and clean 
out new bugs

0 Avoid opening the attachments received from an unknown sender as viruses spread via 
email attachments

0 Possibility of virus infection may corrupt data, thus regularly maintain data back up

0 Schedule regular scans for all drives after the installation of antivirus software

0 Do not accept disks or programs without checking them first using a current version of
an antivirus program
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E HV iru s  and W orm s C o u n term easu res
(Cont'd)

Run disk clean up, registry scanner 
and defragmentation once a week

Turn on the firewall if the OS used 
is Windows XP

Run anti-spyware or adware 
once in a week

Block the files with more than 
one file type extension

Be cautious with the files being sent 
through the instant messenger 1̂

Copyright © by EC-Cauactl. All Rights Reserved. Reproduction is Strictly Prohibited

Ensure the executable code sent 
to the organization is approved

Do not boot the machine with 
infected bootable system disk

Know about the latest virus 
threats

Check the DVD and CDs for 
virus infection

Ensure the pop-up blocker is turned 
Q W  on and use an Internet firewall

V i r u s  a n d  W o r m s  C o u n t e r m e a s u r e s  ( C o n t ’d )

0 Ensure the executable code sent to the organization is approved 

0 Run disk clean up, registry scanner, and defragmentation once a week 

0 Do not boot the machine with infected bootable system disk 

0 Turn on the firewall if the OS used is W indows XP 

0 Keep informed about the latest virus threats 

0 Run anti-spyware or adware once in a week 

0 Check the DVDs and CDs for virus infection 

0 Block the files with more than one file type extension 

0 Ensure the pop-up blocker is turned on and use an Internet firewall 

0 Be cautious with the files being sent through the instant messenger
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C o m p a n i o n  A n t i v i r u s :  I m m u n e t  C E H
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C o m p a n i o n  A n t i v i r u s :  I m m u n e t

Source: http://www.immunet.com

Companion Antivirus means that Immunet is compatible with existing antivirus solutions. 
Immunet adds an extra, lightweight layer of protection for greater peace of mind. Since 
traditional antivirus solutions detect on average only 50% of online threats, most users are 
under protected, which is why every PC can benefit from Immunet's essential layer of security.

Immunet Protects detection power relies on ETHOS and SPERO, the heuristics-based engine 
and the cloud engine. Users of the Plus version also benefit from a third engine called TETRA, 
which provides protection when not connected to the Internet.
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FIGURE 7.33: Immunet Screenshot
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A n t i - v i r u s  T o o l s C E H
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F-Secure Anti-Virus
http://www.f■secure, com

N Avast Pro Antivirus
h ttp ://w w w . avas t. com

i
L

McAfee AntiVirus Plus 2013
1 http://home.mcafee.com

E ESET Smart Security 6
http://www.eset.com

!y 9 |
Total Defense Internet 
Security Suite
http://www.totaldefense.com

AVG Antivirus
h ttp ://free . avg. com

BitDefender
h ttp ://w w w . bit defender, com

Kaspersky Anti-Virus
' 12/ ׳  . http://www.kaspersky.com

M
Trend Micro Internet
Security Pro
http ://apac. trendmicro. com

Norton AntiVirus
h ttp ://w w w . s ymantec. com
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A n t i v i r u s  T o o l s

Antivirus tools prevent, detect, and remove viruses and other malicious code from 
your system. These tools protect your system and repair viruses in all incoming and outgoing 
email messages and instant messenger attachments. In addition, these tools monitor the 
network's traffic for malicious activities. A few antivirus tools that can be used for the purpose 
of detecting and killing the viruses in the systems are listed as follows:

0 AVG Antivirus available at http://free.avg.com

0 BitDefender available at http://www.bitdefender.com

0 Kaspersky Anti-Virus available at http://www.kaspersky.com

0 Trend M icro Internet Security Pro available at http://apac.trendmicro.com

0 Norton Anti-Virus available at http://www.svmantec.com

0 F-Secure Anti-Virus available at http://www.f-secure.com

0 Avast Pro Antivirus available at http://www.avast.com

0 McAfee Anti-Virus Plus 2013 available at http://home.mcafee.com

0 ESET Smart Security 5 available at http://www.eset.com

0 Total Defense Internet Security Suite available at http://www.totaldefense.com
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M o d u l e  F l o w  C  E H
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M o d u l e  F l o w

Penetration testing must be conducted against viruses and worms, as they are the 
most widely used means of attack. They do not require extensive knowledge to use. Hence, 
you should conduct pen testing on your system or network before a real attacker exploits it

Virus and W orm s Concept Ma lware  Analysis
—

 ̂ • Types of Viruses Countermeasures

y —  Computer Worms
y  —

^ Z Penetration Testing (׳

This section provides insight into virus and worm pen testing.

T y p e s  o f  
V ir u s e s

C o m p u te r
W o rm s

M a lw a re
A n a ly s is

C o u n te r -
m e a s u r e s
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P e n e t r a t i o n  T e s t i n g  f o r  V i r u s  C E H

Install an anti-virus program on 
the network infrastructure and on 
the end-user's system

Update the anti-virus software to 
update your virus database of the 
newly identified viruses

Scan the system for viruses, which 
helps to repair damage or delete 
files infected with viruses

4 v י
i\ \  m m

J  V I R U S  .
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P e n e t r a t i o n  T e s t i n g  f o r  V i r u s e s

Since you are an expert Ethical Hacker and Penetration Tester, the IT director instructs 
you to test the network for any viruses and worms that could damage or steal the 
organization's information. You need to construct viruses and worms and try to inject them in a 
dummy network (virtual machine) and check whether they are detected by antivirus programs 
or able to bypass the network firewall. As a pen tester, you should carry out the following steps 
to conduct a virus penetration test:

S tep l:  Install an antivirus program

You should install an antivirus program on the network infrastructure and on the end-user's 
system before conducting the penetration test.

Step2: Update the antivirus software

Check whether your antivirus is updated or not. If not, update your antivirus software.

Step3: Scan the system for viruses

You should try to scan your target system; this will help you to repair damage or delete files 
infected with viruses.
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P e n e t r a t i o n  T e s t i n g  f o r  V i r u s
(Cont’d)

C E H

>  System is not infected

<׳  System is safe

Set the anti-virus software to compare file contents with the known computer 
virus signatures, identify infected files, quarantine and repair them if possible 
or delete them if not

Ifthe virus is not removed then go to safe mode and delete the infected file 
manually

Copyright © by EC-Cauactl. All Rights Reserved. Reproduction is Strictly Prohibited.

Set the anti-virus to 
quarantine or delete 

the virus

Virus is 
removed?

I X
V___

Go to safe mode and 
delete the infected file 

manually

P e n e t r a t i o n  T e s t i n g  f o r  V i r u s e s  ( C o n t ’d )

Step4: Set the antivirus to quarantine or delete the virus

Set your antivirus software to compare file contents with the known computer virus signatures, 
identify infected files, quarantine and repair them if possible, or delete them if not.

Step5: Go to safe mode and delete the infected file manually

Ifthe virus is not removed, then go to safe mode and delete the infected file manually.
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P e n e t r a t i o n  T e s t i n g  f o r  V i r u s  £  £ H
(Cont’d) UrtifM | itkiul tUtkm

9  Scan th e  system fo r  running
processes, registry entries, startup 
program s, files and fo lders in teg rity  
and services

Q If any suspicious process, registry 
entry, s ta rtup  program or service is 
discovered, check th e  associated 
execu table files

0  Collect m ore in fo rm a tion  about 
these from  pub lisher's websites i f  
available, and In ternet

0  Check th e  s ta rtup  program s and 
de term ine if  all th e  program s in the  
list can be recognized w ith  known 
func tiona lities

Check the  data files fo r  m od ifica tion  
o r m anipu la tion  by opening several 
files and com paring hash value o f 
these files w ith  a pre-com puted hash

Use tools such as 
What's Running 
and Winsonar

Use tools such as 
jv l6  PowerTools 2012 

and Reg Organizer

Use tools such as 
SrvManand ServiWin

Use tools such as 
Starter, Security 

AutoRun, and Autoruns

Use tools such as FCIV, 
TRIPWIRE, and SIGVERIF

Scan fo r W indows 
services

Scan fo r startup 
programs

<■Scan fo r files and 
folders in teg rity
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P e n e t r a t i o n  T e s t i n g  f o r  V i r u s e s  ( C o n t ’d )
Step 6: Scan the system for running processes

You should scan your system for suspicious running process. You can do this by using tools such 
as What's Running, HijackThis, etc.

Step7: Scan the system for suspicious registry entries

You should scan your system for suspicious registry entries. You can do this by using tools such 
as JV Power Tools and RegShot.

Step8: Scan the system for W indows services

You should scan suspicious W indows services running on your system. You can do this by using 
tools such as SrvMan and ServiWin.

Step9: Scan the system for startup programs

You should scan your system for suspicious startup programs running on your system. Tools 
such as Starter, Security AutoRun, and Autoruns can be used to scan the startup programs.

Step 10: Scan the system for files and fo lders integrity

You should scan your system for file and folder integrity. You can do this by using tools such as 
FCIV, TRIPWIRE, and SIGVERIF.
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P e n e t r a t i o n  T e s t i n g  f o r  V i r u s
(Cont’d)

0  Check the critical OS file  modification or 
manipulation using tools such as TRIPWIRE 
or manually comparing hash values if you 
have a backup copy

0  Document all your findings in previous 
steps; it  helps in determining the next 
action if  viruses are identified in the 
system

8  Isolate infected system from the network 
immediately to prevent further infection

t )  Sanitize the complete system for viruses 
using an updated anti-virus

Update and run 
antivirus

Use tools such as FCIV 
and TRIPWIRE

Find other anti-virus 
solution to clean 

viruses

Scan for modification 
to OS files

v
Document all the 

findings

Isolate the machine 
from network
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P e n e t r a t i o n  T e s t i n g  f o r  V i r u s e s  ( C o n t ’d )

Step 11: Scan the system for critical OS modifications

You can scan critical OS file modifications or manipulation using tools such as TRIPWIRE or 
manually comparing hash values if you have a backup copy.

Step 12: Document all findings

These findings can help you determine the next action if viruses are identified on the system. 

Step l3 : Isolate the infected system

Once an infected system is identified, you should isolate the infected system from the network 
immediately in order to prevent further infection.

S tep l4 : Sanitize the complete infected system

You should remove virus infections from your system by using the latest updated antivirus 
software.
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M o d u l e  S u m m a r y | 0
□  Virus is a self-replicating program that produces its own code by attaching copies

of itself into other executable codes whereas worms are malicious programs that replicate, 
execute, and spread across the network connections independently without human interaction

□  Some viruses affect computers as soon as their code is executed; other viruses lie dormant until a pre 
determine logical circumstance is met

□  Viruses are categorized according to file they infect and the way they work

□  Lifecycle of virus and worms include designing, replication, launching, detection, incorporation and 
elimination stages

□  Computer gets infected by Virus, worms and other malware due to not running the latest anti-virus 
application, not updating and not installing new versions of plug-ins, installing the pirated software, 
opening the infected e-mail attachments or downloading files without checking properly for the source

□  Several virus and worm development kits such as JPS Virus Maker are available in wild that can be used 
create malware without any technical knowledge

□  Virus detection methods include system scanning, file integrity checking and monitoring OS requests

□  Virus and worm countermeasures include installing anti-virus software and following anti-virus 
policy for safe computing

-  M o d u l e  S u m m a r y

© A virus is a self-replicating program that produces its own code by attaching copies
of itself into other executable codes, whereas worms are malicious programs that 
replicate, execute, and spread across the network connections independently without 
human interaction.

© Some viruses affect computers as soon as their code is executed; other viruses lie
dormant until a pre-determined logical circumstance is met.

© Viruses are categorized according to file they infect and the way they work.

© The lifecycle of virus and worms include designing, replication, launching, detection,
incorporation, and elim ination stages.

© A computer gets infected by viruses, worms, and other malware due to not running the
latest antivirus application, not updating and not installing new versions of plug-ins, 
installing pirated software, opening infected email attachments, or downloading files 
without checking properly for the source.

© Several virus and worm development kits such as JPS Virus Maker are available in the
wild that can be used create malware without any technical knowledge.
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© Virus detection methods include system scanning, file integrity checking, and 
monitoring OS requests.

© Virus and worm countermeasures include installing antivirus software and following 
antivirus policies for safe computing.
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